MHUHHUCTEPCTBO HAYKH U BBICIHEI'O ObPA3OBAHMUS
POCCUUCKOU ®EJIEPALINN

(MUHOBPHA YK POCCUU)

Teepckas yim., 1. 11, ctp. 1, 4, Mocksa, 125009, Tenedomn: (495) 547-13-16,
e-mail: info@minobrnauki.gov.ru, http://www.minobrnauki.gov.ru

17.082023 N MH-19/634 PykoBoauTensm opranusanui,
1OJIB€JIOMCTBEHHBIX

Muno6puayku Poccun

Ha Ne oT

O nampaBieHUU
TUTIOBBIX PEKOMEH AN

JenaprameHT mu@poBOro pa3BuTHs MHUHHCTEpCTBA HAYKH U BBICIIETO
obpazoBanmsi Poccwmiickoit demeparuu C MENbIO TOBBIMIEHUS O€30MAaCHOCTH
MOYTOBBIX CHUCTEM OpraHu3aluii, MOJBEJOMCTBEHHbIX MuHoOpHayku Poccuu
(manee — opranuzaiyu), COOOIIAET CAEaYIOIEe.

MunucrepctBOM  IUGPOBOrO  pa3BUTUS, CBA3M M MAacCOBBIX
koMMyHuKauii Poccuiickoit ®exepanuu  pa3paOOTaHbl W COTJIACOBAHBI
¢ ®Cb Poccun, ®CO Poccun u ®CTIK Poccum TUMOBBIE PEKOMEHIAIUMU
10 HACTPOIlKaM Ha MOYTOBBIX cucTeMax (yHKIui Oe3onacHoctu Sender Policy
Framework, Domain-based Message Authentication, Reporting and Conformance
u DomainKeys Identified Mail (manmee — SPF, DMARC, DKIM), a Ttaxxe
1o 3¢ ()EKTUBHOMY pacro3HABAHUIO (DUIIMHTOBBIX MHCEM JUIsI UX BO3MOKHOTO
UCIIOJIb30BaHUs OPraHU3alUsIMU (TIpUjIaraeTcs).

B cBsI3U ¢ 3TUM PEKOMEH1yeM OpraHU30BaTh JIOBEACHUE 10 COTPYIHUKOB
pexkoMeHJanui no 3(pPEeKTUBHOMY paCIO3HABAHUIO (DUIIMHTOBBIX ITUCEM.

bonee mompoOHO 03HAKOMUTBCS ¢ HHPOPMANMEH MO TeMe JIMYHON
nHpOpMalIMOHHOW  Oe30macHOCTH, B TOM uucie 10 3PHEKTUBHOMY
pacro3HaBaHWIO (DUIMMHTOBBIX TMHMCEM, MOXHO Ha CIEAYIOUX pecypcax
B WH(DOPMAITMOHHO-TEIICKOMMYHUKAIIMOHHOMN ceTn « THTepHEeT»:

paznen «KubepOe3zonacHocTe — 3TO mpocto!» Ha Emunom mnopraie
rocyJIapCTBeHHBIX ycayr — https:// www.gosuslugi.ru/cybersecurity;

JIEHJIMHTOBas cTpaHuiia B cetu «uTepuer» — https://kudep3ox.pd/;

caut «be3omacHoCTh pocCUMCKMX MoOJib3oBarenen cetu «MHTepHeT» —
https://www.safe-surf.ru.
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OnHOBpeMEHHO coo0IIaeM, 4To B paMKax nucbMa Munobpuayku Poccun
ot 18 utonsa 2023 r. Ne MH-19/1335-J1K, HanrpaBieHHOT0 B aJJpec pyKOBOIUTEICH
OpraHu3anuii, HeoOXOJIUMO OOECHEYHTh HACTPOMKY HA IOYTOBBIX CHCTEMAax
dbynkmuit 6e3onacioctu SPF, DMARC, DKIM.

JlonoysHuTeNbHO WHGOPMUPYEM O HEOOXOJUMOCTH TMPHUHATHS MeEp
o HEJOMYIICHUIO pacnpocTpaHeHus HACTOSIIINX peKoMeHaui
B MH(POPMAITMOHHO-TEIIEKOMMYHUKAIIMOHHOM ceTn « ITHTepHET».

[Ipunoxenue: Ha 21 1. B 1 2K3.

TlERaHHIK 38K TROHHATE AOKYMEHTA, NOAHCASHENS
25 3N, xpaHuToa B MexaanoMcTeeHHCE CHCTEMe
\‘ INEKTROHHOD AoKyMEHTCOBCoeTa MaHHCTepCTES
HayE | BLICLErD 0fpa3neaHnA Pocosickon Pegapaum

Bpwuo nupekropa
I[enapTaMeHTa HI/I@)pOBOI‘O pagBI/ITHﬂ CepTudaiaT; SATFO08BED2CAFEATTSAT10470132662 CB . A(l)aHaCBeB

Bnageney; Athadacsen CeATocnas Bavecnasosqy
MedcTewmensd ¢ 20-08-2023 o 12-09-2024

CEEQEHMA O CEFTU®MKATE 311

HosoxkmenoBa Anactacust MapatoBHa
(495) 547-12-60 (106. 2522)
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Pexomennauuu MuHucTepcTBa HU(PPOBOro pa3sBUTHUSA, CBA3H
U MaCCOBBIX KOMMYHHUKauui Poccuiickoin @eaepauun no 3¢ppeKTHBHOMY
PacCHO3HABAHUIO (PUILIMHIOBBIX MHCEM

®umuHr (anri. phishing) — Bua HHTEpHET-MOIIEHHUYECTBA, 11ETbI0 KOTOPOTO
SBJSICTCSL TIONyYCHHE WICHTU(UKAIMOHHBIX JAHHBIX TOJb30BaTeneld (JIOTHH,
napojib, HOMEpP KPEAUTHOW KApThl U APYrol KOH(HUIECHIHATBHON HH(POpMALINUN),
a TaKXKe 3allyCK BPEIOHOCHOTO IMPOTPAMMHOIO OOECHEeUeHUs Ha KOMIIbIOTEpE
MIOJI30BATEIS.

Tako  BHUI  HWHTEPHET-MOIIECHHWYECTBA, KAk  MPaBWJIO, OCHOBaH
Ha TICUXOJIOTUYECKONW MAaHUITYJISIIIUU U €0 11eJh — BBIBECTH YEJIOBEKA HAa TaKUe
AMOIMH, KaK HHTEPEC, CTPaX, KaqHOCTb, 3JI0CTh, )KEJIAHUE TOMOYb. DTO MMO3BOJISET
0CJIa0UTh KOHUEHTPAIUIO YEJIOBEKA, YCHIIUTh €ro OAUTEIbHOCTb.

Tak, npuMeHeHHEe Pa3TUYHBIX ICUXOJIOTHUYECKUX MPUEMOB JIeTIaeT TaKOW BU/T
WHTEPHET-MOIICHHUYECTBA YPE3BbIYaiHO 3()(PEKTUBHBIM, B TOM YHUCJIE B OpraHax
rocyJIapCTBEHHOM BJIACTH.

Ilpumep. J{nsn 3n10ymbluiieHHUKa He cocmasisiem mpyoa Haumu 8 OMmKpPbLmMbIX
ucmounuxkax ungopmayuro o cmpykmype Bawezo opeana eénacmu, onpedenumo
KH0UeBbIX OOJIICHOCMHBIX JUY U OOMeH KOpnopamusHou noumel Bawezo opeana
gracmu. Omo no3eoaem 310YMbIUIEHHUKY COenamsb QUIUUHC08YI0 DACCHLIKY
NPUMEPHO Clledyioue2o cooeparcanus. « Yeascaemvlil ....! B nepuoo ¢ 1 mapma no 3
anpens YnpasieHuem UHGOPMAYUOHHBIX MEXHOLOSUL NPOUIBOOUMC PeGU3US
HOUMOBbIX AWUKOE COMPYOHUKOS .... Bce Heucnonvsyemvie noumwvl 60yoym
omxmoyenvl. Eciu vl nonyyunu OanHoe NUCbMO U NIAHUpyeme UCNOIb3068AMb
OQHHBLIL NOUMOBLIL AWUK 8 OYyOyWeM, npocbba OnepamusHo GOUMU 8 JUYHbBLU
Kabunem no ciedyrouell CColike. ... ...... »

[Tpu 3TOM CCBIITKA, KOHEYHO K€, BEACT Ha MOACIbHYIO (hOPMY aBTOPH3AIIUU B
KOPIHOpaTUBHYIO TouTy. ECu TOT Wi HHOM COTPYHUK OpraHa BIaCTH BOBpEMS HE
MOMMET, UTO JaHHAsl PacChUIKA SIBISETCS (DUITMHTOBOM, W MIEPEUIET MO CChUIKE, OH
OKaXXETCS Ha CTPAHMIIC, KOTOPasi BHEIITHE HEOTIWYMMA OT HacTosIIeH popMbl BBOIA
y4eTHbIX JaHHBIX. KoHEUHO ke, BBEIsS JIOTUH M TMapoJib, TaKOW COTPYAHHK
«TOOPOBOJIBHOY» TIEPEIACT UX 3IIOYMBIIIJICHHUKAM.

HepBOHaqaanme AeUCTBHS IIpHA MOJYICHHUH JICKTPOHHOI'0 ITUCbMA:

Eciu Bbl monmyunnu nucbmMo, B KOTOpoM OT Bac TpeOyroT kakoro-aubdo
B3aMMOJICHCTBHS, B TOM 4YHCIE HE3aMEIJIHUTEIBHOTO, WM K€ TaKoe IHUChMO
BbI3bIBacT y Bac mo0OmBITCTBO, YYBCTBO CTpaxa WM MOOYXKIAeT K JEHCTBUSM,
Harpumep, «OTKPO», «IIPOUNTaiD», «03HAKOMBCS», TO 3aJyMalTech U 3ajaiite cede
CJIEZYIOLINE BOIPOCHI:

0KUJAI0 JIH A 3TO MUCHMO?
€CTh JIM CMBICJT B TOM, YTO OT MEHS TpeOyroT?
3HAIO JI S aBTOpa 3TOTO NMUchbma’?
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YBCPCH JIA A B 0e301acHOCTH IMOJTYYCHHOT'O 3JICKTPOHHOT'O nicema’?

Ecnu orBer XxoTst Obl Ha OJAMH M3 O3BYYEHHBIX BBIIIE BOMPOCOB «HET» -
BHUMATEJILHO TPOAHATU3UPYUTE COMAEPKUMOE MUChbMa W, MPU HEOOXOIUMOCTH,
CBSDKUATECH I KOHCYJIBTAUMM C IPEICTABUTEIIEM TEXHUYECKOM MOMIJIEPKKU
Bamero oprana Biactu.

Nwmeiite B BUaY, 4TO 0COOOr0 BHUMAaHUA TPEOYIOT MUCbMa, KOTOPBIE:

colepKaT CChUIKY JUIsl TIEpEX0/ia Ha CTOPOHHUI pecypc (BO3MOXKHO, CChUIKA
BeJIeT Ha (UIITMHTOBBIN TOIENbHBIN pecypc). [Ipu sTom erie 6obiiero BHUMaHUS
3aCIIYKHMBAIOT MHCbMA, COAEPKAIINE «KOPOTKUE CCBUIKM», TaK KaK HEBO3MOKHO
ONPENIENIUTh, Ky/1a BEAET TaKasl CChLIKA;

cozepkaT BIOXKEHHE (BO3MOXHO, (ailli COACpKUT BPEAOHOCHBIN KO st
3apaKeHUs Balller0 KOMIbIOTEPA);

COCTaBJICHbl HA MHOCTPAHHOM SI3BIKE;

UMEIOT OOJIBIIIOE KOJIMYECTBO NOJTydaTeseH;

cojaepkar opdorpapuyeckre ommuoKy;

CBsI3aHbl ¢ (PUHAHCOBOW, OAHKOBCKOM c¢epol MM TeONOJUTHYECKOM
00CTaHOBKOM.

Kak aHaam3upoBaTh 3J1eKTPOHHbIE MUCbMA?

1. IlpoBepbTe anmpec oTHpaBuTeNs (JOMEH ajapeca 3JIEKTPOHHOW IOYTHI,
C KOTOpPOW MPHUILIO IHUCHbMO, JIOJKEH COBIAJMATh C JOMEHOM, YKa3aHHbBIM
Ha O(QUIMANIbHOM CalTe OpraHU3aluHh, OT MUMEHHM KOTOPOW SIKOOBI HampaBlIE€HO
MHACHMO, & JIOTMH TaKOM MOYThI, B CBOK OYEPEb, JOJHKEH COBNANATh C MPUHATOU
JOTUKOM HX TOCTPOEHUS] B TOW WJIM WHOW opranuzauuu). IIpoBepsiite aapec
OTIIPABUTEIS, Ja’KE B CIIy4ae COBIAJICHUA UMEHHU C YK€ U3BECTHBIM KOHTAKTOM;

2. IIpoBepbTe MOJTHOE WUMS OTHPABUTENS (I MPOBEPKH IOJTHOTO HWMEHHU
OTIpPaBUTENS, HABEIUTE KYPCOP MBIIIKU Ha YKa3aHHOE B MUChbME UMSI OTIIPABUTEIIS )
U 3aT€M MPOAHAIM3UPYWUTE BBICBETUBIIMKCS aApPEC JJIEKTPOHHOW MOYTHI
B COOTBETCTBHU ¢ HH(DOpMaIuen n3 opuIuaIbHbIX ICTOYHUKOB (CM. ITYHKT BBIIIE);

3. IlpoBeppTe, NpH HAIUYUHU, CCBUIKH, OAXKE €CIU IHUCbMO IOJIYYEHO
OT JApyroro mojb3oBarens Bameit uH)OpMAMOHHOW CHUCTEMBI, U TOMHHUTE
0 TOM, 4TO caM (pakT HarmpaBiaeHUs: Bam 1o 35IeKTpOHHOM MOYTE CCHUIOK, BEIYIIIUX
Ha CTOPOHHUU PECYPC, ABJISIETCS NOA03PUTEIbHBIM:

- oOpaTuTe BHMMaHWE Ha Ha3BaHUE cailiTa, Ha KOTOpbli Bam mpennararot
nepeiTi. B HeM MOXeT OBITh M3MEHEH MOPSAIOK OYKB WU, HAIIPUMED, HEKOTOPHIC
OYKBBI MOTYT OBITh 3aME€HEHBI Ha HHU(PHI (Hampumep, www.sQbranie.ru). Kpome
TOTO, JJisi BBEIECHUS B 3a0JIy)KICHHE 3JIOYMBIIUICHHUKOM MOTYT OBITh
UCIIOJIb30BaHbl CIEIMATN3UPOBAHHBIE CEPBUCHI COKPAIEHUSI CCHUIOK (Hampumep,
bit.ly, tinyurl.com);

- HaBeJAUTE KypCOp MBIIIKM Ha CChUIKY (He HaXKHUMasi Ha Hee, CChLIKA
NMOSIBUTCH WJIH PSAJIOM C KYPCOPOM WIH B JIeBOM HW)KHEll 4YacTH OKHA)
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u npoBepbTe, 4ToObl URL, ykazaHHblli B 3JeKTpoHHOM cooOuieHuu, u URL,
0TOOpakaeMblil TPU HABEAECHUH KypCcOpa Ha CChUIKY, COBIIA 1aJIH;

- Taxke Bl MokeTe BpydHyIO (HE KOMHpPYs €€) BOUTh MOJYUYEHHYIO CCBUIKY
B CTPOKE TTOMCKOBO# cructeMbl (SIHaexc, mail.ru u np.). Takoit metos mo3Boaut Bam
3aMETUTh BO3MOYKHBIC «OITUOKM» B TIOJIY9CHHOU CCHUIKE;

4. ITpoBepbTe HaNMUKME BIOXKEHUN. ECliM OTNpaBUTEIb, 3JIEKTPOHHOE MTUCHMO
Y NPUYMHA, IO KOTOPOM Bac mpocsAT OTKPBITH BIOKEHUE, BBI3BIBAECT JAXKE CaMOe
HE3HAYUTEIBHOE MTOJ03PEHUE — HU TTPU KaKUX 00CTOSTEILCTBAX HE OTKPHIBANUTE €TO.

5. OOpamaiiTe BHUMaHHUE Ha BO3MOXHBIE oOIe4yaTkd, opdorpaduueckue
OmuOKH, OOJBIIOE KOJMYECTBO TMPOMUCHBIX OYKB, COBMAJCHHE Ha3BaHUU
OpraHu3ald, WUMEHH OTIPABUTENSI U COAECPKUMOIO B TEKCTE€ SICKTPOHHOIO
NMChMa;

6. Ecnu monydeHHOE€ MNHCHhMO BBI3BIBAET COMHEHHUS, MO BO3MOXHOCTH,
CBSIKUTECH C OTIIPABUTEIIEM WJIU CO CIIPABOYHOM OpraHU3alvu, OT KOTOPOU MPHUIILIO
TaKO€ AJIEKTPOHHOE MHUCHMO, 10 APYroMy KaHaily CBsi3u. IIpu 3TOM KOHTakTHbIE
JTAHHBIE HY>KHO OpaTh U3 aBTOPUTETHBIX HCTOYHUKOB, HAIIPUMEP, HA O(PUITHATEHOM
caiiTe OpraHu3alliy, a He U3 HalpaBJIeHHOro Bam nuceMma.

Yro nesarb, eciim Bol 00HApPY:KWIM (PUIIMHTOBOE UCHMO?

1. He mepexoauTe 1Mo CChUIKE, 0COOEHHO, €CJIM OHU JUTMHHBIE WM, HA000POT,
CO3aHbI IIPU TIOMOIIM CEPBUCOB COKPAIIEHUS CChUIOK;

2. He HaxmMmaiiTe Ha CCBUIKH, €CJIM OHM 3aMEHEHBI Ha CJIOBA;

3. He xonupyiiTe agpec CChUIKH;

4. He oTkpbIBaiiTe MU HE CKAauMBaWTE BJIOXKEHHUS, OCOOCHHO, €CIIM B HHUX
cozepxarcsi JOKYMEHThl C MaKpOCaMH, apXHWBBI C MApOJSIMH, a Takke (Dailsisl
¢ pacumpenusimu RTF, LNK, CHM, VHD;

5. He moarpy»xaiTe KapTUHKHA OT HE3HAKOMBIX JIFOJICH;

6. He 3amyckaiiTe Makpochl B O(DUCHBIX NPUIIOKEHUSIX (MaKpoc — 2mo Habop
KOMAHO U  UHCMPYKYUll,  2pYnnupyemvix emecme 6  8uoe  eOUHol
KOMAHObL ons asmomamuieckKo2o BbINOJIHEHUS 3a0auu.);

[WECCECE Bcraeka /[lusaidn  Maketr Cobinkm  Pacchinkn  Peuensuposanme Bua O Momouw Bxoa Q.OGumﬁ aocTyn

Calibr -1 “li=T == e~ | -y > A“ Te
M K Y ~abe xX; X A = 2 1= - T.
Bcrasute . & = . ., Crman PeaaktuposaHwe
- ~ W-A-A- A AN D-D0- 8L 2 <
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1 MNPEAYNPEXXAEHWE CUNCTEMbI BE3SOMACHOCTM 3anyck MakpoCcoB OTKAOUeH BrnrounTe coaepxumoe x
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7. He nepecbuianTe nucbMa KOJIJIEram;

8. Ilpoundopmupyiite Ciyx0y TEXHUYECKON TOIJIEPKKH CBOEro OpraHa
BJIACTH/aJIMUHUCTPATOPA HH(POPMAITMOHHON CHUCTEMBI, HAlIPABUB €MY MOJYYEHHOE
MMMChMO KaK BJIOKEHHUE;

9. Ynanure pUIIMHTOBOE MHUCHMO.
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BBEJAEHHUE

JIOKyMEHT ONUCHIBAET TEXHOJOTUH, HACTPOMKU CEPBEPOB DIECKTPOHHOU
NOYTHl W TPUHUUIBI TPOTUBOACHCTBUA (UIIMHTY U cnydunry. Tema
IPOTUBOJEUCTBUS CIlaMy HE 3aTparuBaeTcs, BBHJY €€ OOIIMPHOCTH U 0CO0O0M
cnenuduku, TpeOyIomel OTASTbHOTO PAaCCMOTPeHUs. B 3TOM CBSI3M Takue MeEpHl,
HarpaBjeHHbIe Ha 60prOY co criamoM, kak mpoBepka mo DNSBL (DNS black list),
npoBepka PTR 3anucu xocta npu Bxozsiiem noakiatouenus no SMTP; nposepka
KoppekTHocTH mpenctaBieHuss cepsepa B SMTP HELO 3aronoBke, graylisting
U JPYTUX MEP B paMKaX YKa3aHHBIX PEKOMEHIallil HEe pacCMaTpPUBAIOTCS.

Crnenyer OTMETHUTb, YTO TEXHOJIOTUH JJ1s1 O0OpbOBI ¢ (PUITMHTOM U CITY(PUHTOM
AJIEKTPOHHOM TMOYTHI, KaK MPaBUJIO, UCIOJB3YIOTCS B padOTE€ CUCTEM BBISBICHUS
cram cOOOIIEHUI.

Hacrpoiika MexaHn3MoB OOpbObI ¢ (PUIIMHIOM U CIIy(UHTOM 3JIEKTPOHHOMN
MOYTHI YCIOBHO Pa3/IEAeTCsl HaA HACTPOUKY MEXAHW3MOB Ha CTOPOHE OTIPABUTEIIS
AJIEKTPOHHOM MOYTHI U Ha CTOPOHE MOJIy4aTedIs.

Hacrtpoiika MeXaHW3MOB Ha CTOPOHE OTHOPABUTENS  MPEANOJaraet
NIPEIOCTaBICHUE JOMOJHUTEIBHON HH(OPMALMU MOTYdaTeNo, KOTOpas MOKET
OBITh WCTOJb30BaHA JUIsl TOATBEPXKICHUS (DakTa OTIPABKH TOYTHI C JAHHOTO
cepBepa. HacTpoliku MeXaHHW3MOB Ha CTOpPOHE TMOJy4yaTenis Mpernoarator
BO3MOXXHOE HCIOJIb30BAaHUE HIKEyKa3aHHOW MHGOpMAMK JJIA  [PUHSTHS
COOTBETCTBYIOIIMX MEP MO MPOTUBOICUCTBUIO BO3MOKHOMY (DUILIUHTY U CITyPUHTY.
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1. SPF (SENDER POLICY FRAMEWORK)

1.1. Hactpoiika Ha CTOPpOHE OTIIPABUTEJIS

SPF (Sender Policy Framework) — 5To pacmiuipeHue [jsi MpPOTOKOJA
OTOPaBKU JJIEKTPOHHOM TOYTHl € HCHOJb30BaHWEM TmpoTtokosa SMTP,
MO3BOJIAIONIEE MPOBEPUTH, HE MOJJIETAH JIU JOMEH oTOpaButens. s pazmenieHus
nonutuku SPF Bianenen qomeHa ykasblBaeT CIUCOK MOYTOBBIX CEPBEPOB WIIH 1p-
aJPeCcoB, KOTOPbIE MOT'YT OTIPABJISATh MUChMa (AaBTOPHU30BAHBI MCIOJIB30BAThH 3TOT
nomeH B komangax SMTP HELO u MAIL FROM).

JUist  HACTpPOWKHM TOJMTUKHA HEOO0XOAuMO 00JajjaTh  BO3MOKHOCTBIO
PEIaKTUPOBAHUs 3alMCEN TOMEHHOM 30HBI, OT UMEHHM KOTOPOM MOYTOBBIMA CEPBEP
OTMPABIIAECT 3JCKTPOHHBIE cooOmieHus. HacTpoiika MexaHuW3Ma MpenoJiaract
noOasiienre HoBoi 3anucu Thna TXT, koropas OyaeT onmuchIBaTh mepedeHsb dns
U 1p-aJpecoB, KOTOpbIE, B CBOIO OY€pelb, MOTYT OBITh MCTOYHUKOM OTIIPABKHU
3JIEKTPOHHOTO COOOIIECHMUS.

B ciyuae, korga qoMeHHOE UMSI cepBepa BJEKTPOHHOW IMOYTHI COBMAJAET

C UMEHEM OCHOBHOTO JjoMeHa, 3anmuch TXT OyaeT uMeTh cleayronni BUI;
“wv=spfl a -all”

B cnydae, korma AOMEHHOE MMs CEpBEpA IIEKTPOHHOW NOYTHI 33JaHO
B 3anucu MX 1oMeHHOM 30HBI, TO 3anmuch TXT OyneT UMeTh CAeAYIOIIUN BUI:

“wv=spfl mx -all”

B cinywasx, xorma cepBephl JIEKTPOHHOW TOYTHI HE WUMEIOT JIOMEHHOTO
MMEHH, B 3aIKUCh JOOABIISIIOTCS UX ip-ajapeca (Hanpumep, 1.1.1.1 u 2.2.2.2). B atom

ciydae 3anuch TXT Oyner uMeTh CIeIyOMMi BU/T;
“w=spfl ip4:1.1.1.1 ip4:2.2.2.2 -all”

®opmar SPF pomyckaeT COBMECTHOE HMCIOJIB30BAHME HECKOJIBKUX BHJIOB
onucanus. OgHako, kimoun «v=spfl» u «all» mOmKHBI MPUCYTCTBOBATH B 3alKCH
B €IMHCTBEHHOM JK3EMILIIPE, B HAYAJIE U B KOHIIE 3aIIUCH COOTBETCTBEHHO.

Huwxe npuBeneH mnpumep HacTpokku MexanusmMa SPF  gns  gomena

digital.gov.ru:
digital.gov.ru. 300 IN TXT "v=spfl mx a ip4:212.164.137.119
ip4:84.42.67.50 ip4:185.194.32.26 ip4:185.194.32.204 ip4:185.194.32.205
ip4:109.120.189.156 1ip4:91.206.127.97 ip4:185.194.34.50
ip4:185.194.34.51 include: spf.armgs.team ~all"

B naHHOM 3anmucH TOMUMO KITFOUSH «mX», «a» U «ip4» MPHCYTCTBYET KITFOU
«includey». JlaHHBIN KIHOY yKa3bIBaeT Ha TO, YTO K 3aMKCH HEOOXOAMMO J100ABUTH
napaMeTphl, YKa3aHHbIC JIJI cooTBeTCTBYOIIeH TXT 3amucu goMeHa, 3aJaHHOTO
B KadyecTBE IapamMeTpa — B JIaHHOM cjiydae JjomMeHa _spf.armgs.team.
Kpome Toro, ms kimoua «all» ykazan moaudukatop «~». JlaHHbIN MOAU(PUKATOP
mpeanosjaraeT, 4To MUChbMa, HE Tporieamue npoBepky SPF momkHBI 0cOObIM
00pa3oM MoMedaTrhCsi Ha CTOpOHE KIHMEHTAa W IepeiaBaThCs Jaliee IO IETOYKe
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MIEPECHUTKA JIEKTPOHHBIX cooOmeHnit. B cimydae ¢ MogudukaTopom «-» Biiaaemnery
JIOMEHa PEKOMEH]IYET OTKJIOHSTh COOOIIEHUS, He mpoteaiue nposepky SPF.

BaxHo 3HaTh, uto 3amucu SPF He pacnpocTpaHSAIOTCA Ha MOAJIOMEHBI.
To ectb 3anuck SPF s noMeHa gov.ru He uMeeT cuiibl i1 1omeHa digital.gov.ru.

Kpome Toro, ciaeayer OTMETHUTB, UTO aipec CepBepa OTIPABUTENIS MTOYTHI PU
MOJYYEHUH YKAa3bIBAETCS B HECKOJIBKUX MECTAaX M BUJIUMBIN MOJIb30BATEIIO a/IpecC
MOXET HE COBIJaTh C peajJbHbIM aJpecoM cepBepa otmnpasutens. Hampumep,
BUJIMMBIN TIOJI30BATENIO ajapec umeeT Bua «user@digital.gov.ru», a cepsep,
C KOTOpPOTO JOCTaBJIEHO COOOIIEHHWE, UMEET JIOMEHHOE MM mXxs.armsg.team.
B cBA3u ¢ 3TMM, Hamo yuuThiBaTh, uro SPF HHMKak He 3amumiaer BUAUMBIN
M0JIB30BATEINIO aJpec oTnpasuTeis, a caM SPF BooOuie He paboTaeTt ¢ coaep>KUMbIM
NMCchbMa, KOTOPOE BUAMUT MOJIb30BATENIb, B YACTHOCTH C aJAPECOM OTIPABUTEINS.
Takum oOpa3zoM, MUCEMO € TOJJIEIBHBIM OTIIpaBUTeNeM B mosie «Fromy» 6e3 Tpyna
MoxeT npotu SPF-aBTopu3anuio.

1.2. HacTpoiika Ha CTOPOHE MOJIy4aTeJasi

1.2.1. TTouToBsriit cepBep Postfix

1. YcranoBute  momynb  postfix-policyd-spf-python.  Jlms  atoro
B OTEPAIMOHHBIX CUCTEMaX, OCHOBaHHBIX Ha Linux Debian, TpeOyeTcs BBITOIHUTH

C [MpaBaM aAMUHHUCTPATOpa CICAYIOIIYIO KOMaHAYy:
apt-get install postfix-policyd-spf-perl

2. B xondurypanuonusiii aitn /etc/postfix/master.ct Heo6xoaumo 106aBUTH
CJIETYIOIINE CTPOKU:

policy-spf unix - n n = 0 spawn

user=nobody argv=/usr/bin/policyd-spf /etc/postfix-policyd-spf-
python/policyd-spf.conf

3. B xondurypanvonssiii dain /etc/postfix/main.cf HeoOXxoaumo 100aBUTH

CIICOAYIOIYIO CTPOKY:
policy-spf time limit = 3600s

4. B xoudurypanuonnom aiine /etc/postfix/main.cf momonnure nHabop
smtpd_recipient restrictions cIeIyIOUUM MTPABUIIOM:

check policy service unix:private/policyd-spf

Pexomenayem YKa3bIBaTh 3TO MIPABHIIO nocie paBuIia
reject_unauth_destination:
5. B xondurypanmonnom ¢aiine /etc/postfix-policyd-spf-python/policyd-

SprOanpOBCpBTeHaHHQHeCHGHYHHHeﬁ3aHHCHI
TestOnly=0
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6. Ilepe3zamnycture mo4TOBBIN cepBep. st 3TOro B OnepanuoHHbIX CUCTEMAX,
ucrnoyib3yromux systemd, TpeOyercs BBINOJIHUTH C IpaBaMU aJMUHHCTpaTOpa
CJIEIYIOLIYI0 KOMaH/Ty:

systemctl restart postfix

7. IlpoBepbTe KypHasbl postfix, 4YToOBl ymocToBeputhcsi, uTo SPF
npoBepsieTcsd MpaBwibHO. [I0 yMONYaHWIO OHM pPa3MENIAIOTCS B CIECIYIOLINX

daiinax:
/var/log/mail.log

/var/log/mail.error
/var/log/mail.info
/var/log/mail.warn

1.2.2. ITouroBsrit cepBep Exim

1. YcranoBute naket nporpaMMHoro ooecneuenus spf-tools-perl. [{ns atoro
B ONEPALMOHHBIX CUCTEMaX, OCHOBaHHBIX Ha Linux Debian, TpeOyeTcs BBIIOJHUTH

C IIpaBaMu aIMUHUCTPATOPA CICAYIOIIYIO KOMAaHIAy.
apt-get install spf-tools-perl

2.B  kondurypammonnom  (daiine /etc/exim4/update-exim4.conf.conf
IIPOBEPHTE 3HAUCHUE CIEAYIOIIETO TapaMeTpa:

dc_use split config=’false’

B xkondurypammonnom aitie Exim /etc/exim4/update-exim4.conf.conf
HacTpoiika dc use split config ompenensier, Oymer nau Exim wucnonas3oBaTh
pa3esieHHbIN KOH(GUTYpAITMOHHBIN (aii uiu ogHO(aI0By0 KOHPUTYpaIUIo.

Eciu dc_use split config='true', To Exim Oyner oxugarb, 4TO €ro
KoH(purypanuss OyJeT pas3feieHa Ha HECKONbKO (haljloB B KaTayiore
/etc/exim4/conf.d/. D10 MoxkeT OBITh TOJIE3HO IS OOJBIIUX WU CIIOKHBIX
KoH(pUTypanuii, A€ pa3ielieHne Ha OTAeNbHbIe (Galabl MOXET YIPOCTHUTH
yIpaBJICHUE U 00CITyKHBaHUE.

Ecmu dc use split config='false', To Exim Oynmer oXwumatb eIUHYIO
KOH(UTypanuio B 0gHOM (aiisie. IT0 MOKET ObITH MPOIIIE JJISI MEHBIIIUX UIIK MEHEE
CIOXHBIX KOH(purypamwii. B maHHOM mTpuMepe HCIOIB3yeTCs BapHaHT, KOTa
dc use split config ycranoBneH B 3HaueHue “false’.

3. B Hauano kondurypamuronsnoro (aitna /etc/exim4/exim4.conf.localmacros

n00aBbTE CIEAYIONIYIO CTPOKY. Eciu ¢haiis He cylniecTByeT — Co3/laiiTe ero:
CHECK RCPT SPF=yes

4. OOHOBUTE TEKYIIYI0 KOH(MUTYpaIUi0 MOYTOBOrO cepsepa. s 3Toro
TpeOyeTCs BBIMIOJIHUTE C TPpaBaMHU aAMUHUCTPATOPA CICAYIONIYI0 KOMaHY:

update-eximé4.conf

5. IlpoBepbTe KOPPEKTHOCTh MOJYYEHHOW KOH(UTypaluu, BBINOIHUB
CIEAYIOIIYI0 KOMAaHY:

exim4 -bV

HokymeHT 3apeructpupoaH Ne MH-19/634 ot 17.08.2023 HosokweHosa A.M. (MnHobp)
Crtpanuua 10 13 23. CtpaHuua cosgaHa: 16.08.2023 11:02



6

6. Eciu mpoBepka 3aBepiIniiachk yCIENIHo, epe3anyCTUTe IOYTOBBINA CEPBEP.
st 3TOrO B OMNEpalMOHHBIX CHUCTEMax, HMCIOJb3yroHmMX systemd, TpeOyercs
BBITIOJIHUTD C TIpaBaMu aIMUHUCTPATOPA CIECIYIONIYI0 KOMaH/IY:

systemctl restart eximé

1.2.3. IToutoBsrii cepBep MS Exchange

1. Otkpoiite Exchange Management Console.

2. llepetinute B «Organization Configuration» — «Hub Transport.
3. Beibepute nomutuky «Default Policy» u naxxmute «Edity.

4. BriOepuTe Brianaky «Message Filteringy.

5. IToctaBkre Tanouky «Sender ID» u BeiOepute «Enforcey.

6. CoxpaHUTE U3MEHECHMUSL.

7. llepezamnyctute ciyx0y «Microsoft Exchange Transport».
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2. DKIM (DOMAINKEYS IDENTIFIED MAIL)

2.1. Hactpoiika 10MeHHO’ 30HbI

DomainKeys Identified Mail (DKIM) — wmeton e-mail-ayrenTudukamnmm,
pa3paboTaHHBIN 1Ji1 OOHAPYKEHUsI MOAEIKH dIeKTpoHHBIX mucemM. DKIM maer
BO3MOXKHOCTh TOJy4YaTeat0 yOeIuThCA, YTO THUCHMO JACHUCTBUTEIHHO OBLIO
OTMPABIIEHO C 3asBJICHHOTO JOMEHA, YIpoIlaeT 00pb0y ¢ MOAAEIbHBIMU aJIpecaMu
OTHpaBUTENIeH, KOTOPhIE YAaCTO MCHOJIB3YIOTCS B (DPUINMHTOBBIX MHChbMax U B
IIOYTOBOM CIIaMe.

Jliss  HACTpPOWKHM TOJMTUKHA HEOO0XOAuMO 00JajaTh  BO3MOKHOCTHIO
pPEIaKTUPOBAaHUs 3alMCEN TOMEHHOM 30HBI, OT UMEHHU KOTOPOM IOYTOBBIM CEPBEP
OTMPABIIAET JJICKTPOHHBIE COOOIICHUS, a TAKXKE MYOIMYHBIM KIIOYOM MOAMHICH
(mpoliecc reHepauuu KIIOYeH MNOANUCH COOOIIEHUH paccMaTpUBaeTCs HIKE).
Hactpoiika MexaHu3Mma mnpennonaraet ao0OaBieHue HoOBoOM 3amucu Tuna TXT
¢ UMeHeM «cenekTop. domainkey.noMmeHHOE HMsI». ['1e «CeNneKTOp» - YHUKAJIbHBIN
UJIECHTU(PUKATOP 3alUCH, «JIOMEHHOE HUMS» - JJOMEHHOE HMs CepBepa OTIIPABKHU
nouThl. PopMaT 3aMUCU UMEET CIEIYIOIINNA BUA!

cenexkTop. domainkey.nmomenHoe mma TXT “v=DKIMl; k=rsa; p=<nyOamMdHBM KJ0OU>"

2.2. ITourtosnlii cepsep Postfix.

1. Ins moAmMCHM BCEX HUCXOIALIUMX COOOIIEHUs, MNpPU HCIOIb30BaHUU
MOYTOBOTO cepBepa postfix, ciemyeT MCmonb30BaTh MPOrpaMMHOE OOEcreYeHHe
OpenDKIM. JIns ycranoBku OpenDKIM B oniepalluOHHBIX CHCTEMAaX, OCHOBAHHBIX
Ha Linux Debian, TpeOyeTcst BEIOIHUTD C TpaBaMy aJMUHUCTPATOPA CIICIYIONTYIO
KOMaH/Ty:

apt-get install opendkim opendkim-tools

2. Cozpnaiite JTUPEKTOPHIO, B KOTOPOi Ooyner COXPaHSThCSA
KoH(purypanuonHnas wuHbopmarus s npuioxkenus opendkim. Jlis sToro

C IMpaBaMH1 aIMUHHUCTpPATOPAa BBIIIOJIHHUTEC CICAYIOIIYIO KOMaHIY:
mkdir -p /etc/postfix/dkim/keys

3. B kondurypammonnom daiine /etc/opendkim.conf mpoBepsTe 3HAUCHHS
CICAYIOIINX MapaMeTPOB:

AutoRestart Yes

AutoRestartRate 10/1h

Umask 002

Syslog yes

SyslogSuccess Yes

LogWhy Yes

Canonicalization relaxed/simple

ExternalIgnorelist refile:/etc/postfix/dkim/TrustedHosts
InternalHosts refile:/etc/postfix/dkim/TrustedHosts
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KeyTable refile:/etc/postfix/dkim/KeyTable
SigningTable refile:/etc/postfix/dkim/SigningTable
Mode sV

PidFile /run/opendkim/opendkim.pid
SignatureAlgorithm rsa-sha256

UserID opendkim:opendkim

Socket inet:8891@localhost

4. Coznaiite koHurypanuonnbiii ¢daitn /etc/postfix/dkim/TrustedHosts u
no0aBpTe TyJa TMEpeYeHb JOBEPEHHBIX HWCTOYHHKOB TIONYYCHUSI TMOYTOBBIX

cooOrieHunii. Bo3MoXHBIN BapuaHT cOEPKUMOTO (aiiia MprUBEIeH HUXKE:

127.0.0.1
localhost
* .my-domain

5. B nupexropuu /etc/postfix/dkim/keys/ coznaiite kaTanor, B KOTOpOM Oy TyT
HAXOJUThCS CTCHEPUPOBaHHBIC KIIOYW. [ 3TOTO ¢ mMpaBamMu agMUHHCTpaTOpa
BBITIOJIHUTE CJICAYIONIYI0 KOMaHIy (He 3a0bIBaiiTe MOJACTABUTH JTOMEHHOE MM

cBOero JoMeHa BMecto my-domain):
mkdir /etc/postfix/dkim/my-domain/

6. Co3paiite KIIIOYM MOAMMCH AJIEKTPOHHBIX MUceM. [[Jisi ATOro BBINOJIHUTE
C IpaBaMu aJMUHHUCTpATOpa CJICAYIONIYI0 KOMaHy (He 3a0bIBaiiTe MOJACTABUTH

JTOMEHHOE HMHA CBOEro JoMeHa BMecTo my-domain):

opendkim-genkey —--directory=/etc/postfix/dkim/keys/my-domain/
--domain=my-domain --selector=selector

[locne co3maHusa KiIoya B JUPEKTOpUM OyayT pacronaraThesi (aiibl
my-domain.private 1 my-domain.txt, B KOTOPBIX COXPaHEHBbI CEKPETHBIM KIIIOY
HOJMUCH UM TapaMeTpbl KOH(QUTypaluu A 3aJaHusl JOMEHHOM 3amucw,
00o3HaueHHOH B pazzene 2.1.

7. Co3naiite  koHdurypanvonuslii  daitn  /etc/postfix/dkim/KeyTable
U 100aBbTe Ty/Aa MEpPedYeHb KIIOYEH, KOTOpPhIe MOTYT OBITH HCIIOIH30BAHBI IS
MOAMUCH MCXOJAIMX COo00meHnil. Bo3MOXHBIN BapuaHT coaepxuMoro daiina
IPUBEJIEH HUXKE:

selector. domainkey.my-domain

my-domain:selector:/etc/postfix/dkim/keys/my-domain/selector.private

8. Coznaiite koHdurypanronnsii aiin /etc/postfix/dkim/SigningTable
U 100aBbTE TyJa MepedeHb UACHTU(HUKATOPOB KItoued (yKa3bIBaeTCs B KaueCTBE
neporo napaMerpa B ¢aine KeyTable), koTopeie OyayT HCHOIB30BaThCS IS
HNOJAMHUCH COOOIIEHHA C pa3HbIX JOMEHHBIX HMEH. BO03MOXHBIA BapHaHT
cojiep)kuMoro (¢haiisia IPUBEJICH HIKE:

*@my-domain selector. domainkey.my-domain

9. Vkaxute mopt, Ha KoTopoM paboraer OpenDKIM. J[lns »3toro
B KoH(urypauunoHHoM aitne /etc/default/opendkim mnpoBeppTe 3HaueHue

CJIcayrouiero mapamerpa:
SOCKET="inet:8891@localhost"

HokymeHT 3apernctpupoaH Ne MH-19/634 ot 17.08.2023 HosokweHosa A.M. (MnHobp)
Crtpanuua 13 13 23. CtpaHuua cosgaHa: 16.08.2023 11:02



9

10. Ha crmenyromiem sTarne B HACTPOUKHU postfix BHECUTE «B3aMMOICHCTBHE)
¢ DKIM, BBINOJHUB CIEIYIOIIUE KOMAH/IbI:

postconf -e 'milter default action=accept'

postconf -e 'milter protocol=6'

postconf -e 'smtpd milters=inet:127.0.0.1:8891'
postconf -e 'non smtpd milters=inet:127.0.0.1:8891"

11. VI3amenuTe Bianemnbiia KOHGUTypalMoHHBIX (aitnoB opendkim. J{is aToro

OT UMCHHU aAMHUHUCTPATOPA BBIIIOJIHUTE CIICAYIOIYO KOMaHOY:
chown -R opendkim:opendkim /etc/postfix/dkim

12. 1151 npuMEHEeHUsI HACTPOEK MEePE3ayCTUTE COOTBETCTBYIOIINE CEPBUCHL.
JI71s1 TOTO OT UMEHU aIMUHUCTPATOPA BBITIOJIHUTE CIACAYIOIINE KOMAH/IbI:

systemctl restart opendkim

systemctl restart postfix

2.3. llourtossblii cepep Exim.

Hactpours DKIM Ha cepepe Exim MOXHO, BBINOJIHHUB CIEAYIOIINAE
NEUCTBUS:

1. Coznaiite 3akpbIThiii K04 RSA, crenepupoBaB kitou OpenSSL. Oto
co3nact 2048-6utHbIil 3aKphITHIN K04 RSA u coxpanuT ero B Qailie ¢ umeHeM
my_key.pem:

openssl genrsa -out my key.pem 2048

2. CreHepupyuTe CTPOKY OTKPBITOTO KJIH0Ya, UCTIONb3YS 3aKPbITHIN KIH0Y:

openssl rsa -in my key.pem -pubout -out my pubkey.pem

D710 co3macT OTKpHITHIA K04 RSA u coxpaHuT ero B (ailie ¢ uMeHeM
my_pubkey.pem, KOTOpBIi AOKEH OBITH MCIONB30BAH AJSl 3a/laHUsl JTOMEHHOM
3anucH, 0003Ha4eHHOM B paznene 2.1.

3. B nayano konduryparumonHoro ¢aitia /etc/exim4/exim4.conf.localmacros

nobaBbTe crenyrone crpoku. Ecnu daitn He cylecTByeT — co31aiiTe ero:

DKIM SELECTOR=selector
DKIM PRIVATE KEY = <YOUR PRIVATE KEY STRING>

4. OOHOBUTE TEKYIIYI0 KOH(MUTypalui MOYTOBOrO cepBepa. [ms aTtoro
TpeOyeTCsl BBIMIOJIHUTD C TTpaBaMU aIMUHUCTPATOPA CIIEAYIONTYI0 KOMaHTY:

update-eximé4.conf

5. [IpoBepbTe KOPPEKTHOCTH TMOJYYEHHOM KOH(UTYpalliu, BBINOIHUB

CJICAYIOIYIO KOMaHAY:
exim4 -bV

6. Eciu mpoBepka 3aBepiiniach yCIenHo, nepe3anyCcTuTe NoYTOBBIM CEpBED.
st 3TOrO B OMNEpalMOHHBIX CHUCTEMax, HMCIHONb3yrommx systemd, TpeOyercs
BBITIOJTHUTH C MIPaBaMH aJIMUHUCTPATOPA CICAYIONIYIO KOMaHTY:

systemctl restart eximé
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2.4. Ilouroselii cepsep MS Exchange.
2.4.1. O0uwmit noaxoxn

Ecnu BbI ucnons3zyere MS Exchange, To Bam HE00X01MMO BOCIIOIb30BaThHCS
CTOPOHHHMMHU TPWIOKEHUSAMM, TaK KaK BCTPOEHHAas (PYHKIIMOHAIBHOCTb
MS Exchange He moepKuBaeT NOAMUCH UCXOISAIINX COOOIIEHUH.

Cyl1ecTBYIOT IBa BAPMAHTA TAKUX HHCTPYMEHTOB:

— ycranoBka npuioxenust Exchange DKIM Signer;
— ycranoBka Postfix (coBmectHo ¢ OpenDKIM).

B yka3zaHHBIX pEKOMEHAAIMAX PACCMOTPEH BTOPOX BAPUAHT, KOTOPBIN:

— TIO3BOJISIET YJANATh U3 3JeKTpOoHHBIX nuceM RFC (TexHuueckue) 3arojaoBKu,
KOTOpbIE, B CBOIO OYEpElb, PACKPHIBAIOT HH(OpPMALUI0O O BHYTPEHHHX
cepBepax U BHYTPEHHHX 1p-aJipecax;

— HE 3aBUCUT OT KOHKPETHOM IIOYTOBOW CUCTEMBI, UCIIOJIB3yEMOU B KOMITAHUH.
B ciaysae ¢ MS Exchange cxema moiy4yeHus U OTHpPABKH IOYTHI JOJKHA

BBITJISACTD CIEYIOIIMM 00pazoM:
[=]
By

VoxooAwan noyta

postfix

MuppacTpykTypa
—=s| MS Exchange

>

BxopAwan noyTa MS Exchange cepeep

¢ pone Edge

[Ipu peanuzanuu B3aumopeiictBus MS Exchange u moutoBoro cepsepa
Postfix ayrenTr(ukanus noias3oBarenei npou3BoAUTCs ¢ momMombo SASL.

2.4.2. Hacrpoiika SASL.

1. YcTanoBuTe makeT mporpaMMHOro obtecreudenust sasl2. Jlns srtoro
B OTIEPAIlMOHHBIX CHCTEMaX, OCHOBaHHBIX Ha Linux Debian, TpeOyeTcs BBITOIHUTH

C IMpaBaM aIMUHUCTPATOpPA CICAYIOIIYIO KOMAaH/Iy.
apt-get install sasl2-bin libsasl2-modules

2. Co:maﬁTe (l)af/'IJI /etc/postfix/sasl/smtpd.conf C COACPKUMBIM:
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pwcheck method: auxprop
auxprop plugin: sasldb
mech list: ntlm digest-md5 login plain

3. HoGaBbTe monb3oBatens Postfix B rpynmy SASL. Jlns atoro tpedyercs

BBIIIOJTHUTB C IIpaBaMH aIMUHUCTPATOPA CIICAYIOIIYIO KOMAaHY.

adduser postfix sasl

4. Otpenaktupyiirte ¢aiin /etc/default/saslauthd (koppexmmno ona Debian 11,

8 Opyaux OUCmpuOYmueax pacnoiodicerue auna moxcem meHamovcs). Y CTAaHOBUTE

3HA4YCHUA IICPCMCHHBIX

START=yes
MECHANISMS="sasldb”

5. Ilepezanyctute cimyxOy. Mg aToro Tpedyercsi BHINOJHUTH C TpaBaMu
aJIMMHHUCTPATOPA CIAEAYIONIYI0O KOMaH/Ty.

systemctl enable saslauthd

systemctl start saslauthd

6. lo6aBbTe monb3oBaTens B 0azy sasldb2:

saslpasswd?2 -c -u my-domain username

J11st MoTydeHus criMcka mojb3oBaresielt B sasldb2 ucnonb3yiite KOMaHy:

sasldblistusers?

2.4.3. Hacrpoiika noutoBoro cepsepa Postfix.

[IpuBenennass HUke KOH(UTrypauus NpegHa3HauYeHa HUCKIIOUUTEIBHO IS
B3auMo/IelcTBUS ¢ cepBepoM MS Exchange.

1. Cxondurypupyiite mnoaaepkky dkim B Postfix B cooTBercTBUM
C yKazaHusaMH nojapazzena 2.1.

2. B xondurypammonnom (aiine /etc/postfix/main.conf mpoBepsTe 3HAUCHUS
CIIEYIOIINX TTapaMeTPOB:

smtpd tls cert file=/etc/ssl/certs/<pam cepTudmxar>.crt
smtpd tls key file=/etc/ssl/private/<pam npuBaTHEN KJIOU>.key

tls high cipherlist =

ECDH+AESGCM: DH+AESGCM: ECDH+AES256 : DH+AES256 : ECDH+AES128 : DH+AES : ECDH+3DES
:DH+3DES :RSA+AESGCM:RSA+AES :RSA+3DES: !aNULL: !MD5: ! DSS

smtpd sasl local domain = <Bam ZOMEH>

smtpd sasl auth enable = yes

smtpd sasl security options = noanonymous

smtpd sender login maps = hash:/etc/postfix/login

smtp helo name = <mmMa cepeepa>

3.B (aiine /etc/postfix/master.cf ocraBpTe HE3aKOMMEHTHPOBAHHBIMU
TOJILKO CJICITYFOIIUE CTPOUYKH:

smtp inet n = y = = smtpd
pickup unix n = y 60 1 pickup
cleanup unix n = y = 0 cleanup
amgr unix n = n 300 1 amgr

tlsmgr unix - = \% 10007 1 tlsmgr
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rewrite unix - = y = = trivial-rewrite
bounce unix - = y = 0 bounce
defer unix - = y = 0 bounce
trace unix - = y = 0 bounce
verify unix - = y = 1 verify
flush unix n = y 10007 0 flush
proxymap unix - = n = = proxymap
proxywrite unix - = n = 1 proxymap
smtp unix - = vy = = smtp
relay unix - = y = = smtp
showqg unix n = vy = = showqg
error unix - = \% = = error
retry unix - = y = = error
discard unix - = y = = discard
local unix - n n = = local
virtual unix - n n = = virtual
Imtp unix - = y = = Imtp
anvil unix - = \% = 1 anvil
scache unix - = % = 1 scache

4. B xondurypamuonHsiii (aitn /etc/postfix/headers HeoOxoaumo 100aBUTH

CICAYIONIUC CTPOKM:
/"Received:/ IGNORE
/"X-Originating-IP:/ IGNORE
/~"X-ClientProxiedBy:/ IGNORE

VYka3zaHHble HACTPOMKM MpeJHA3HAYEHBl ISl  yIAJICHUS CIYKEOHBIX
MOYTOBBIX 3aroJIOBKOB, KOTOPBIE PACKPBIBAIOT HMHGOPMALMIO O BHYTPEHHEH

uH(ppacTpykType.
5. YcranoBuTte coaepxxumoe ¢aina /etc/postfix/login:
@<pam momMeH> <uMs [OJIb30BAaTeNd B dopMaTe uMa@momeH>
[Tpumep:
@example.com user@example.com

Takolt aitn ompenenser CHOUCOK IMOJIb30OBATENEH, KOTOpPbIE MOTYT
OTIPAaBJISATh MUChbMa C Balllero JoMeHa. Takue ke MMEHa TMOJIb30BaTelsl JTOKHBI
MCTIOJIb30BAaThCS B HACTPOMKAX OCHOBHOM MTOYTOBOM CHCTEMBI.

DTO ke UMs MOJIb30BATENS HY’KHO UCIIOJIB30BaTh B ToApaszaene 2.3.2.

6. B xondurypannonnsii ¢aiin /etc/postfix/transport HeoOX0aMMO T100aBUTh
CIEAYIOIINE CTPOKHU:

<Bal IOMEH> smtp:<BHYTPEHHMUM I[IOUTOBEI CEepBEp>

[Ipumep:

example.com smtp:mail.example.com

7. I[J'ISI MMPUMCHCHHA HACTPOCK IICPC3AIlYCTUTC COOTBCTCTBYIOIIUC CCPBUCHI.
Z[JI}I 9TOI0 OT UMCHH aIMUHUCTPATOPA BBIIIOJIHUTEC CICAYIOI[YIO KOMAaHIY:

systemctl restart postfix

HokymeHT 3apeructpupoaH Ne MH-19/634 ot 17.08.2023 HosokweHosa A.M. (MnHobp)
Crtpanuua 17 ns 23. CtpaHuua cosgaHa: 16.08.2023 11:02


mailto:user@example.com

13

2.4.4. Hactpoiika MS Exchange

Bmecto Toro, u9rtoObl HaAmpaBIATH BCE  HUCXOMAIIAE  COOOIIEHUS
HEMOCPEACTBEHHO B IHTEpHET, HalpaBbTe UCXOASIIYIO MOUYTY OpraHU3alUN Yepe3
Postfix.

1. Co3pmaiite COEOUHUTENs OTHPAaBKH, HCHOJB3YIOUIMNA MAapUIPYTU3ALHIO
yepe3 MPOMEXKYTOUYHBIA y3€l, € ToMompl lleHTpa agMUHUCTPUPOBAHUS
MS Exchange:

1.1. B EAC (Exchange admin center) nepeitaute x pazneny Mail flow > Send
connectors 1 HaxXMuUTe KHONKY «J/[006aBuThY». 3amycTurcs MacTep CO3JaHUS
KOHHEKTOpA.

1.2. Ha nepBoii cTpaHUlle YKaXUTE CICAYIOIINE CBEICHUS:

— UMsI: BBEJIUTE OTNUCATEIIbHOE UMS KOHHEKTOpa, Hanpumep, «CepBUC MOATUCH
HUCXOISIIEH ITOUThI»;

— THII: BEIOEPHTE ONMCATENLHOE 3HaYeHne (HanpuMep, Internet mmu Custom)!.

1.3. Ha cnenyromieit ctpanuie Boioepute Route mail through smart hosts
U HaOXMUTE KHONKY «Jl006aBuTh». B oTkpbiBmIeMcs auanoroBoM okHe Add smart
host ompenenuTe NPOMEKYTOUHBIN y3€], MCHOJNB3YS OAHO W3 CIEIYIOLIUX
3HAYCHUM:

— IP-anpec (Hanpumep, 192.168.3.2);

— nonHoe nomerHoe uMs (FQDN) (manmpumep, securitydevice01.contoso.com.
[Ipu sTOM, OOpaTuTe BHMMaHHE, YTO UCXOHBIE cepBepbl MS Exchange moymkHbI
UMETh BO3MOXKHOCTb pa3peliaTh HHTEIUIEKTylIbHBIN y3e1 B DNS ¢ moMoIbo 3T0oro
MOJTHOTO JIOMEHHOTO UMEHH ).

1.4. Bel MoXeTe yka3aThb HECKOJbKO IMPOMEXYTOUHBIX Y3JIOB, MOBTOPHUB
NEUCTBUS, yKa3zaHHble B moapaszaene 1.3. Ilo 3aBepliieHMH, HAKMUTE KHOIKY
«Jlanmee.

1.5. Ha caenyromieit ctpanuue, B paszaene Route mail through smart hosts,
BbIOEpUTE CIOCOO MPOBEPKU MOITMHHOCTH, HEOOXOAMMBIN TPOMEKYTOUHOMY Y3IIy.

B [naHHOM ciyyae WuCHOJIb3yeTCs MaposibHash TNPOBEpPKA MOIJIMHHOCTH
B Postfix. [losTomy HeoOxoaumo akTuBHupoBaTh Basic authentication, BBecTu
aKTyaJlbHbIe JaHHbIE ayTeHTH(]uKauuu. 3areM HeoOxonumo ykazaTb Offer basic
authentication only after starting TLS pgna oOecnedeHusi 0€30MacHOTO
COETUHEHMUS.

! JlonmonHUTENbHBIE CBEJCHHS O THIAX HCIOIB30BAaHUS COEIWHMTENEH oTmpaBkm: https:/learn.microsoft.com/ru-
ru/exchange/mail-flow/connectors/send-connectors?view=exchserver-2019#send-connector-usage-types
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1.6. Ha cnenyromeid crpanuiie B pazaeie Address space HaXXMUTE KHOIMKY
«Jlo6aButh». B oTkpeiBIIeMcs guaigoroBoM okHe Add domain BBemnute
CIEAYIOUIUE CBEICHUS:

— TUI: yOeUTECh, UTO Smtp BBECH;

—nonnoe nomeHHoe umsi (FQDN). Beeaute 3Be3q0uky (*), 4T00BI yKa3ath,
YTO COCAMHUTENHh OTIPABKH MPUMEHSETCS K COOOIIEHUSAM, aIpeCOBAHHBIM BCEM
BHEIIHUM JOMEHaM. BBl Takke MOXKETE yKa3aThb OINPEICIICHHbIM BHEIIHUN JTOMEH
(manpumep, postfix.ru), nub60 AOMEH U BCE €ro TMOIJAOMEHBI (HampuMep,
* postfix.ru);

— 3aTparthl: yOeaUTECh, YTO BBEJICHO 3HaUeHue «1. UeM HMKe 3HaUeHUE, TeM
NpEeANOUTUTENIbHEE OYIET TOT MAPIIPYT JJIsl YKA3aHHBIX IOMEHOB.

1.7. Ha npenpinymeit crpanuiie umeercs napametp Scoped send connector,
KOTOpBIN BaxeH, eciii cepBepbl Exchange ycTaHOBiIeHBI Ha HECKOJNBKHX cCalTax
Active Directory B opranuzaiuu:

— ecnu He BbIOpaTh Scoped send connector, neHCTBUS, COSTUHUTENH MOKHO
UCIIOJIB30BaTh Ha BCEX TPAHCIOPTHBIX CEpBepax (cepBepax MOUYTOBBIX SIITUKOB
Exchange 2013 wunu Oosiee MO3AHUX BEpCUH M TPAHCIOPTHBIX CEpPBEpPAX
koHreHTpaTopa Exchange 2010) Bo Bcem Active Directory. DTo 3HaueHue
UCIIOJIB3YETCS IO YMOJTYaHUIO;

— eci BKJIIOYMTH napameTp Scoped send connector, COEIUHUTENb CMOTYT
UCIIOJIb30BaTh TOJBKO JPYrHe TPAHCIOPTHHIE CEPBEPHI Ha TOM ke caiite Active
Directory.

1.8. Ha cnenyromieid cTpaHulie B paszelie SOurce Server HaKMUTE KHOIKY
«Jlo6aBuThY». B OTKpHIBIIEMCS AHaOroBoM OKHe Select a Server BeIOepUTE OAUH
WJIM HECKOJIBKO CEPBEPOB MOYTOBBIX SIIIUKOB, KOTOPHIE Bbl XOTUTE MCIOJIb30BAThH
JUISL OTIIPABKU MCXOJSILEH IMOYTHI HA IPOMEXKYTOUYHBIN y3eil. Eciu B Balieu cpene
HECKOJIbKO CEpPBEPOB IMOYTOBBIX SIIUKOB, BRIOEPUTE TE€ U3 HUX, KOTOPHIE MOTYT
HaIpaBJATh NOYTY HA MPOMEKYTOUHBIM y3el. Ecin y Bac TOJIBKO OIHMH CEPBEP
MOYTOBBIX AIIUKOB, BbIOEpUTE ero. BriOpaB mo KpailiHel mepe OAWH cepBep
MOYTOBBIX SIIMKOB, HAKMUTE KHOMKY 100aBUTh, KHOMIKY «OK», a 3areM KHOMNKY
«l'oToBOY.

Co3naHHbI COEIMHUTEND TOSIBUTCS B CIIUCKE COEUHUTEINEH OTIIPABKHU.

2. Co3naiiTe COEIMHUTEIb OTIIPABKH, UCIIONB3YIOIINN MapIIPyTU3ALUIO Yepes3
IPOMEXKYTOUYHBIN y3€I1, C TOMOIIbIO KoMaHaHOM kKoHconu MS Exchange:

2.1. 3anycrure KoMaHIHYyI0 KoHcoubs Exchange.?

2.2. Acnonp3yiTe CAeAyOMNA CHHTAKCHUC!

2https://learn.microsoft.com/ru-ru/powershell/exchange/open-the-exchange-management-shell?view=exchange-ps
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New-SendConnector -Name <Name> -AddressSpaces * —-Custom -
DnsRoutingEnabled $false —-SmartHosts <SmartHostl>[,<SmartHost2>...] [-
SourceTransportServer <fgdnl>,<fqgdn2>...]

He 3a0ynpre ykazare nmapamerpsl ayTeHTHQuKanuu Basic authentication
¢ ucnosibzoBanuem Offer basic authentication only after starting TLS.

3. DMARC (DOMAIN-BASED MESSAGE AUTHENTICATION,
REPORTING AND CONFORMANCE)

2.1. Hactpoiika 10MeHHO# 30HbI

DMARC — 310 TexHu4ecKas cneruuKarus, Npu3BaHHas YCUIIUTh 3alUTy
OT CIIaMEPOB, NOJJIEIIBIBAOIINX A/IPECA OTIIPABUTEIIEH.

DMARC npexacraBasier coboii Habop mpaBuil 0OpabOTKH 3JIEKTPOHHBIX
COOO0ILIEHUH, KOTOpbIE HE MPOILIM aBTOopu3anuio. HacTpoiika nmo3Bosiser BbIOpaTh
HOPSAZOK padOThl C TAKMMH NMHUCbMAMM: HE JI€NaTh ¢ HUMU HUYETO, TM00 OMEIaTh
UX B CIIaM, JIMOO IPOCTO OTKJIOHSTh.

s obecnieuenus paborocnocooHoctu DMARC HeoOXxonuMo HacTpoOUTh
SPF u DKIM. IlouyToBBlii mpoBaiiiep MNpU MOJIYYEHUU SJIEKTPOHHOTO MUCHMa
nposepsieT ero npu nomoru SPF u DKIM. Ecnu coobiienue He mpoIuio npoBepKy
Hu 1o SPF, au no DKIM, Tto npumensiercs DMARC-nonutuka.

Jlo6aBwTe B Banry DNS-30Hy 3anuch Bujaa:

_dmarc.<Bam_»OMEeH>.ru. IN TXT "v=DMARC1l; p=reject;
rua=mailto:dmarc@<eam_ nomeH>.ru; sp=reject; aspf=s; adkim=s; ri=604800"
raec:
Ilone | 3HaueHue KommenTapuii
\% DMARCI Bepcus nporokona DMARC
P reject OTKIIOHATH MHChMa HE IpomcCamune
npoBepky DMARC

rua | mailto:dmarc@<sam_nomen>.ru | Aapec 3JeKTPOHHOM OYTHI Ha
KOTOPBIN IPUCHUIATH YBEIOMIICHUS
0 pe3yJibTaTax MpOBEPKU

sp | reject OTKJIOHATH TUCHbMA C MOJIIOMEHOB,
He npoueamue nposepky DMARC

aspf |s Omnpenenser TAN MpOBEpKH 'strict’
st SPF-3anuceit

adkim | s Omnpenensier THN POBEPKH 'strict’
st DKIM-nonnucen
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Ri | 604800 HNHTepBa B cCeKyHaax,
ONPENEIISIOIMI KaK YacTO MOJIy4aTh
arperupoBaHHbie XML-0T4ueThI

B ciyuae, eciii y Bac €CTh NOIJIOMEHBI, C KOTOPBIX BBl OTHPABIAECTE MOUTY, TO:

— B MOJIMTUKE YCTAHOBUTE SP=NONE;

— HACTPOMUTE JIs KaXKJIOro MOJJOMEHA COOTBETCTBYIOIIME MOJUTHUKH SPF,
DKIM, DMARC.

B pe3ynbTare 3THX HACTPOEK BCE MOJJIOMEHBI JOKHBI COOTBETCTBOBATH
noxutuke DMARC.

2.2. llourtosslii cepBep Postlix

1. YcranoBuTe maketr mporpamMmHoro odecmedeHus opendmarc. s aToro
B OINEPAIIMOHHBIX cHUCTeMaX, OCHOBaHHBIX Ha Linux Debian, TpeOyeTcs BBIMOIHUTH
C IpaBaMU aAMUHUCTPATOPA CIEAYIONIYIO KOMaHAY:

apt install opendmarc

2. B xondurypanuonnom daiine /etc/opendmarc.conf npoBepbTe 3HaAUCHUS

CJIEIYIOIIMX NapaMeTPOB.

AuthservID OpenDMARC
TrustedAuthservIDs <Bam_noMeH>
RejectFailures true
IgnoreAuthenticatedClients true
RequiredHeaders true
SPFSelfValidate true
ForensicReports true
ForensicReportsSentBy noreply@<sam momeH>
Socket inet:8892@localhost

HistoryFile /var/log/dmarc.dat
3. Ha cnenyromem nstame B HAcTpoWku postfix BHECHUTE OJHOBPEMEHHOE
«B3zaumogeicteue» ¢ DKIM u DMARC. Jlng storo TpeOyeTcsi BBINOIHUTH

C IIpaBaMu aIMHUHUCTPATOPA CICAYIOINC KOMAaHIbI:

postconf -e 'smtpd milters=inet:127.0.0.1:8891, inet:127.0.0.1:8892"
postconf -e 'non smtpd milters=inet:127.0.0.1:8891, inet:127.0.0.1:8892"

CrnemyeT OTMETHTbH, UTO MapaMeTphl KOMaHJ MpeanoyiararoT, 9to opendkim
HAaCTPOEH B COOTBETCTBUM C MHCTPYKLHUEW, IPUBEACHHOMN B noapaszaene 2.2.
4. ]Ins NpUMEHEHUsI HACTPOEK, MEPE3ayCTUTE COOTBETCTBYIOIIUE CEPBUCHI.
JlJ1s 3TOr0 OT UMEHU aJIMUHUCTPATOPA BBIIIOJHUTE CIEAYIOLUINE KOMAH/IbI:

systemctl restart opendmarc

systemctl restart postfix
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2.3. Hacrpoiika Exim

. Ompenenute pacnojoX)eHHe aKTyalbHOTO KOH(UTyparmoHHoro (aiina cepBepa

Exim. JIji1 5TOTO BBHITIOJHUTE CIEIYIONTYI0 KOMaH/TY.

exim4 -bV

2. [IpoBeppTe, 4TO B aKTyaJIbHOM KOH(UTYpAallMOHHOM (aiisie MpUBEICHHBIC

HIDKE IapaMeTpbl HMMEIOT COOTBETCTBYIOIIWE 3HAYCHUS
HEOOXOIUMOCTH, OTPEAAKTUPYNUTE UX.

U, B Clly4yae

dmarc_history file = /var/log/dmarc.dat
dmarc forensic sender = noreply@<pam momeH>
accept authenticated = *

accept hosts = +relay from hosts

begin acl
acl check rcpt:
warn domains = +local domains

hosts = +local hosts
control = dmarc _disable verify
warn !domains = t+screwed up dmarc records
control = dmarc_enable forensic
acl check data:
warn dmarc status = accept : none : off
!authenticated = *
log message = DMARC DEBUG: $dmarc status S$dmarc used domain
warn dmarc status = laccept
'authenticated = *
log message = DMARC DEBUG: 'Sdmarc status' for
Sdmarc used domain
warn dmarc_ status = quarantine
!authenticated = *
set $acl m quarantine = 1
deny condition = ${if eg{Sdmarc domain policy}{reject}}
message = Messages from $dmarc used domain break
mailing lists
deny dmarc status = reject
'lauthenticated = *
message = Message from S$dmarc used domain failed

sender's DMARC policy, REJECT

warn add header = :at start:${authresults {$primary hostname}}

begin routers
localuser:
transport = ${if =={Sacl m quarantine} {1}
{local delivery quarantine}{local delivery}}

begin transport:
local delivery quarantine:
driver = appendfile
directory = /home/mail-quarantine/Maildir
user = mail-quarantine
home directory = /home/mail-quarantine
current directory = /home/mail-quarantine
maildir format
delivery date add
envelope to add
return path add
group = mail
mode = 0660
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OOpatuTe BHUMaHHUE, YTO yKa3HBIC MapaMeTpPhl PacIoJiaraloTCs B Pa3HBIX
qJacTsAx KoH(UrypamronHoro ¢aiiia.

3. Cozmaiite momp3oBarenss mail-quarantine. Jlns 3TOro OT WMEHH
aJIMHHHUCTPATOPA BBITIOJHUTE CIEAYIONTYI0 KOMaHTY:

useradd -m -G main mail-quarantine

4. OOHOBUTE TEKYUIyI0 KOH(UTypaluio Mo4yToBOoro cepsepa. s 3Toro

TpeOyeTCs BBITIOJIHUTH C TTpaBaMH aJIMUHUCTPATOPA CJICIYIONIYI0 KOMaHY:

update-eximé4.conf

5. IIpoBepbTe KOPPEKTHOCTh MOJYYEHHOM KOH(UTrypaluu, BbHIIOJIHHB

CICAYIOIIYIO KOMaHay:
exim4 -bVv

6. Ecnin mpoBepka 3aBepIIniIach yCIEIIHO, IEPE3AIYCTUTE TOUYTOBBINA CEPBED.

Jlns 9TOro B OMEpaMOHHBIX CHCTEMax, HCHOJB3yIOIUX systemd, TpeOyercs
BBITIOJIHUTH C MPaBaMU AAMHUHUCTPATOPA CICAYIOIIYI0 KOMAaHY:

systemctl restart eximé
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