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1 OHEHOYHBIE CPEJACTBA JJIS TEKYIIEI'O KOHTPOJIA
YCIIEBAEMOCTH

1.1 BOIIPOCHI /151 COBECEJIOBAHMUSA

Tema 1. IIpo6semMbl HHPOPMALIMOHHOI 0€30IIACHOCTH CeTeM.

1. Knaccuduxanus yIpo3 uH(pOpMaITMOHHOM 0€30macHOCTH
aBTOMATHU3UPOBAHHBIX CHCTEM.
2. Hasnauenne ©  CTpykTypa CT€Ka IPOTOKOJIOB TCP/IP.

Xapakrtepuctuka mpotokona TCP/IP ¢ Touku 3peHus uHOOPMALMOHHON
0€30MacHOCTH.

2. OCHOBHbBIE €M U XapaAKTEPHBbIE OCOOEHHOCTH CETEBBIX aTak. Bumel
CeTeBBIX aTak: mojciymuBanue (Sniffing), momxmena mosepenHnoro cyonekra (IP —
spoofing), mocpeannuecTBO B 0OMeHe HesamudpoBaHHBIMU Kiarouamu (Man-in-
the-Middle).

4, OCHOBHBIE TICJIM U XapaKTEPHbIE OCOOCHHOCTH CETEBBIX aTak. BHIbI
CeTEeBBIX arTak: mepexBar ceanca (Session hijacking), otka3 B 00CIy)XKHBaHHH
(Denial of Service, DoS), naponsHas ataka nosHoro nepedopa (brute force attack).

5. OCHOBHBIE TICJIM U XapaKTEPHbIE OCOOCHHOCTH CETEBBIX aTak. BHIbI
CCTEBBIX aTaK: yraJblBaHHWE KJIIOYa, aTakKM Ha YPOBHE MPHIOKCHUH, CeTeBas
pa3BesKka, 370ynoTpeOICHHE JOBEPUEM.

6. OCHOBHBIE XapaKTEPUCTUKHU ClIaMa U METO/bl OOPBOBI C HUM.

7. Bunpl HMHTEpHET- MOLIEHHUYECTBA: PUIIMHT W (PapMHUHT U METOJIbI
OOpBHOBI C HUMH.

8. YTpo3bl U ySI3BUMOCTH MTPOBOIHBIX KOPIIOPATUBHBIX CETEH.

9. Oco0OEHHOCTH TMOCTPOCHUS M aKTyalbHOCTh 3alUThl OECIPOBOAHBIX

cereil. Bumpl ceTeBbIX arak: BelaHue paauomasika, od6bnHapyxenne WLAN,
MOJICIYIINBAHUE, JIO)KHBIE TOUYKH JIOCTYIIA B CETh.

10. OcobGeHHOCTH MOCTPOEHHUS U AKTYaJIbHOCTh 3alllUThl OECHPOBOAHBIX
ceTeil. Bumbl ceTeBbIX aTak: OTKa3 B OOCTY)KMBAHHH, aTaKd THUIA * YEJIOBEK B
cepenuue”, ataka noameHsl ARP-3amucei, aHoHUMHBIN nocTyn B IHTEpHET.

11.  Crnoco0sl obecrieueHuUs nH(pOpPMAITMOHHOM 0e301macHOCTH
KOMIIBIOTEPHBIX ceTel. PparMeHTapHbIM U KOMILJIEKCHBIN MOAXOMBI.

12. Ilytm pemenusi mpoOieM 3amuThl uHGopManuu B cetu HHTepHeT.

HNudopmanmonHas 6e301acHOCTb 3JIEKTPOHHOTO OM3HEca.

Tema 2. [ToauTnka 6€30MaCHOCTH.

13.OcHOBHBIE TIOHSITUS TIONUTUKH O€30macHOCTH. BepxHWil, cpemHuii u
HUKHUW YPOBHU TIOJIMTUKHU OE€30MACHOCTH.



14. CtpykTypa MOIUTHUKHA OE€30MAaCHOCTH OpPraHU3ALMH. bazoBas u
CHelMaIu3upPOBaHHbIC MOJINTUKH 0€30MacHOCTH. [Ipouenypbt
0€30MacHOCTH.

15.0OcHoBHBIE 3Tarbl pa3pabOTKU MOJIUTUKU O€30MaCHOCTH.

Tema 3. TexHosi0rnu ayreHTU(PUKALNH.

16. AyrenTudukanus, aBTOpu3alMsg U aAJAMUHUCTPUPOBAHHE ACUCTBUI
noJib30BaTeNnei. AyTeHTU(UKALKI Ha OCHOBE TapoJieH.

17.  Ayrentudukanus Ha ocHoBe PIN-koza.

18.  Crporas ayrentudukarnus. [I[pumepbl NpOTOKOIOB ayTeHTU(DUKAIIH.

19.  buomerpuueckas ayTeHTU(UKAINS MTOJIb30BATEIS.

20.  DNeKTpOHHBIE CUCTEMBI HICHTU(DUKALUN U ayTCHTU(PUKAIIH.

21. KoMOuHHpOBaHHBIE CUCTEMbI UICHTU(GUKAIIMN U ayTeHTU(DUKAIUH.

Tema 4. TexHosiorun MeKceTeBbIX IKPAHOB.

22.  OcHOBHbIE (DYHKIIMHM U JOMOJHHUTEIbHBIE BO3MOXXHOCTH MEXCETEBBIX
skpaHoB. [lomuTrka pa6otser MO.

23. OcobeHHocTH (HYHKIIMOHUPOBAHUSI MEKCETEBBIX SKPAHOB Ha YPOBHIX
moaenu OSI. BapuanTsl ucroaHeHuss MO.

24.  OCHOBHBIC CXEMBI TTOAKIIOYCHUS MEKCETEBBIX SKPAHOB.

Tema 5. TexHo10rum 3alUTHI OT BUPYCOB.

25. Tlonstue xommneroTepHOTO BUpyca. Kiaccudukaiys BUpycoB.

26. Cnenuaiu3upoBaHHbIE YTHIUTHI i 00pbOBI ¢ BpemoHocHbM [1O:
AHTHUIITIAOHBI, aHTUPYTKUTHI U AHTUKEUIIOTTEPHI.

27. TpositHCcKuE TporpaMMbl. Buabl TPOSTHCKUX IpOrpamM.

28. KomnbroTepHsbie uepBH. Bubl KOMIIBIOTEPHBIX YEPBEH.

29. Metoasl OOpeOBI C BHpycamMu: OOHapy>KE€HHE, OCHOBAaHHOE Ha
CUTHaTypaxX, OOHapyXeHHE TMporpamMM MOJO3PUTEIBHOTO TOBEIEHUS, METOJ
“Oenoro crucka”

30. Metoasl OOpbOBI C BUpycaMu: OOHapyKEHUE BUPYCOB IMpPH MOMOUIU
AMYJISILIMM pabOThl MPOTPAMMBbI, SBPUCTUUYECKUNA aHAIU3, METOJ PE3UACHTHBIX
MOHHUTOPOB.

31. AnrtuBupycHbsle nporpammel: yruiaura Dr. Web Curelt,  nporpamma
Dr. Web., antuBupyc Avira AntiVir Personal, antusupyc Avast! Home Edition.

32. llomynspHble TAKEThl AHTUBUPYCHOW 3aIUTHI: TMAKEThl KOMITAHUHU
ESET(ESET NOD32 Antivirus, ESET NOD32 Smart Security), makeTb
“Jlaboparopun Kacnepckoro” (AutuBupyc Kacmepckoro, Kaspersky —Internet
Security, Kaspersky Mobile Security).



Tema 6. TexHo10rUM aHATU3A 3AIMUIIEHHOCTH U O0OHAPYKEHNSI CeTEBbIX
aTak.

33 . Konnenmwus aqanTUBHOTO yIpaBiIeHUS 0€30MaCHOCTHIO.

34. CpexactBa aHayM3a 3alUUIICHHOCTU U 001IMe TpeOOBaHUS K HUM.

35. Knaccudukamms cucrem oOHapyxkeHus aTtak.  KomImoHEHTHI u
apXUTEKTypa CHCTEMbI OOHAPYKCHHUS aTak.

36. O630p COBpEMEHHBIX CPEJICTB 0OHapykeHUs aTak. [[poayKThl KOMIaHUU
Internet Security Systems. ITpoayktel kommanuu Cisco Systems.

Tema 7. TpeGoBaHus K cucreMaM 321U ThI HHpOpPMaLMH.

37. Ilokazarenn 3alUMIIEHHOCTH CPEIACTB BBIYHUCIHATEIBHOW TEXHUKHA OT
HECAaHKIIMOHUPOBAHHOTO JjocTyna. [lokasaTenu 3alMIIEHHOCTH MEXCETEBBIX
DKPAHOB.

38. Kiraccel 3alMILEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM.

39.0cHoBHBIE TpeOOBaHUS M PEKOMEHJALMU IO 3alUTe HH(POpPMAIIIH,
COCTaBJISIIOLICH CIIy)KEOHYIO0 MJIM KOMMEPUECKYIO TaiHy, a TaKKe MEePCOHAIBHBIX
JaHHbIX. 3amuTa KoHpuaeHunaibHoi uHpopmanuu B AC u Ha paboynx Mecrax
nosib3oBatenei [1K.

40.TpeboBanusi K 3amuTe HMHPOpPMAIUU B JIOKAJIbHBIX BBIYUCIUTEIBHBIX
CeTSIX M MPU MEKCETEBOM B3amMozeiicTBuu. TpeboBaHud K 3amuTe MHMOpMAIUu
pHu paboTe ¢ CUCTEMaMH yIpaBiieHHs 0a3aMu JaHHBIX.

41.TpeboBanus K 3amuTe MH(POPMALUU TIPU B3aUMOJECHCTBUN a0OOHEHTOB C
CeTsIMU OOLIETO MOJIb30BaHUS.

Tema 8. Ayaur 0e3onacHOCTH HH(POPMALTMOHHBIX CHCTEM.

42. Tlouarue ayauta 0e30MaCHOCTU MH(OPMALIMOHHBIX CUCTEM U LEIH €T
npoBeaeHus. CTaHIapThl, UCTIOJIb3yEMbIE MPHU MPOBEICHUN ayJIUTA.

43. OcHOBHBIE ~ dTambl  TPOBENEHUS  ayauTa  0OE30MacHOCTU
UH(OPMAITMOHHBIX CHCTEM .

44. AmnHanu3 puUCKOB W yHOpaBJ€HUE pUCKaMU. METOIbl OLIEHKU PUCKOB U
YPOBHSI 3aIIUTHl UHOOPMAITMOHHBIX CUCTEM.

45. O0630p MpOrpaMMHBIX MTPOTYKTOB JIJIsl aHANIM3a U YIPABJICHUS] PUCKAMU:
GRAMM, RiskWath, COBRA, IT1O komnanuu MethodWare, T10 “Aan I'apa”.

Tema 9. Pazpa6orka u 3ammura Web — caiiTos.

46. 3amurta uHGOPMAIMM caiiTa OT HECAHKIMOHMPOBAHHOIO JOCTyNa ¢
MOMOIIBIO ayTEHTU(DUKAIUY.

47. 3amuTa KOHTEHTA CalTa OT HECAHKIIMOHUPOBAHHOI'O KOMTUPOBAHUA.

48. Metonb! 3amuThl caiita oT DDOS — arak.

Kpurepuu oueHku:

2 0ajs1a BBICTABIIICTCS OOYyYarolIEeMYCs, €CIM OH JIEMOHCTPUPYET TIyOOKOe
3HaHUE COJEpXaHHUs BOIPOCA; AT TOYHBIE OMPEIEICHHUS OCHOBHBIX MOHSATHUH;
apryMEHTUPOBAHHO U JIOTUYECKHM CTPOWHO U3Naraer yd4eOHbI MaTepuad;



WUIIOCTPUPYET CBOM  OTBET AaKTyalbHbIMM HpHUMEpaMHd  (TUIOBBIMH U
HECTaHJIAPTHBIMH), B TOM YHUCJIE CAMOCTOSATEIbHO HalJICHHBIMU; HE HYKJIAETCs B
YTOUHSIOIIMX U (WJIM) JOTIOJHUTEIBHBIX BOIIPOCAX MPENO1aBaTENs.

1 0ann BbIcTaBisieTcd OOydarolleMycs, €CIUM OH BJAJEET COACpKaHHEM
BOIIPOCA, HO [JOIYCKAaeT HEKOTOPbIE HENOYETHl IIPpU OTBETE; JIOIyCKAaeT
HE3HAUNUTEIbHbIE  HETOYHOCTHM IPHU  ONPENCICHUHM  OCHOBHBIX  ITOHSTHUM;
HEJ0CTAaTOYHO apryMEHTHUPOBAHHO U (WJIM) JIOTUYECKU CTPOMHO M3Iaraet yuyeOHbIN
MaTepHuat; WIUTIOCTPUPYET CBOM OTBET TUIIOBBIMU TPUMEPAMH.

0 ©OannoB BbICTaBIsieTCS OOydalomeMycs, €cld OH HE BiaJeeT
COJIEp>)KaHUEM BOTMpOCA WM JOIMYyCKaeT TpyOble OMMOKH; 3aTpyAHSETCS [aTh
OCHOBHBIE€ ONpPENEICHUS; HE MOXKET NPUBECTU WM NPUBOJUT HENPaBUIbHBIC
IPUMEPBI; HE OTBEYAET HA YTOYHSIOMME W (WJM) JIONOJHUTEIbHBIE BOIPOCHI
MPENoIaBaATENs WU I0IYCKAET IPH OTBETE HA HUX IPyObIe OIIMOKH.

1.2 KOHTPOJIBHBIE BOIIPOCBHI JJIA 3AHIUTBI
JIABOPATOPHBIX PABOT

JlaGopaTopHuasi padora Ne 1 «3ydyeHue CylmeCTBYIOIIUX KAHAJIOB YTEUKH
uHpopMaL)

1) Uto Takoe TeXHUUYECKUI KaHa yTeUKU HHPpopMamun?

2) KakoBbI IpUYMHBI yTEUKH HHPOpMALIN?

3) Kakue cymiecTByrOT KaHaIbl yTEYKH UH(GOpMAIHH?

4) Kakue CyIIecTBYIOT CIOCOOBI 3alUThl HH(POPMAIMK OT YTCUKH IIO
TEXHUYECKUM KaHaJIam?

Jlabopatopuasi padora Ne 2 «Hacrpoiika MeEXCETeBOro »JSKpaHa B
ornepanroHHou cucreme Windowsy
1) Yro Takoe OpanamMaysp?
2) Kakue ObIBatoT OpaHaMayspbi?
3) Uro dukcupyet xypHai 6e30macHOCTH OpaHamayspa?
4) Tlepeuncnure OCHOBHBIC TPeOOBAaHMUS K BEIOUPAEMbIM CpPECTBaM aHAIN3a
3aIUIIEHHOCTH.
5) Maiite oOrmiuii 0030p COBPEMEHHBIX CPE/ICTB aHAIN3a 3alUIICHHOCTH.

Jlabopatopnas paGora Ne 3 «AHTHBUpycHas mporpamma: Kaspersky
Internet Security»

1) JlatiTe kiaaccH(PHUKAINIO KOMIBIOTEPHBIX BUPYCOB.

2) B ueM 0CHOBHOE OTJINYHE BUPYCOB-CIICHAPHEB OT (DaliIOBBIX BUPYCOB?

3) CymiecTBOBaHHE KaKMX BUPYCOB 3aBUCUT OT KOHKPETHOM MTPOTpaMMBbI?

4) B yeM OCHOBHOE OTJIMYHE TPOSHCKOW MpOrpaMMbl OT Bupyca. [IpuBeante
IIPUMEP TPOSIHCKON ITPOTPAMMBL.

JlaGopaTopHuasi padora Ned «AHanu3 3allIUIIIEHHOCTH KOMITBIOTEPHOM CETH C
nomouibio nporpamm GFI Languard, Network Security Scanner u XSPIDER»



1) B deM cOCTOMT KOHIIEHITUSI aIalTUBHOTO YIMPABICHUS 0€30MaCHOCTHIO?
[Tepeuncnure OCHOBHbIE KOMIIOHEHTHI MOJIENIN aJalITUBHON OE€30M1aCHOCTH.

2) KaxoB o0muii mpyHIUI paboThl CPECTB aHAIN3A 3AIIMILEHHOCTH CETEBBIX
IPOTOKOJIOB U CEPBUCOB?

3) KakoB oOumii npuHIun padoThl CPEICTB aHalW3a 3allUIIEHHOCTH
OIIEPaIIMOHHON CUCTEMBI?

4) KakoBbl MeTOABl aHalu3a CETEBOM HMH(OpPMAIMM, HCIOJb3YEMBIE B
cpeacTBax OOHapYEHHS CETEBBIX aTak?

5) KakoBa knaccudukanus cucteM oOHapy>KeHus aTak?

6) Ilepeuncnure OCHOBHBIE KOMIIOHEHTHI CUCTEMbI OOHAPYKEHHUS aTaK.

7) KaxoBbl MOJNIOXKHUTENBHBIE W  OTPULIATEIbHBIE CTOPOHBI  CHUCTEM
OOHapy>KEHUsI aTaK Ha CETEBOM U ONEPAIIMOHHOM YPOBHSX?

8) JaiiTe o6mmmii 0030p COBPEMEHHBIX CPEICTB OOHAPYKEHUS CETEBBIX aTaK.

Kpurepuu onenkmu:

4-5 pannoB (WK OLIEHKA «OTJIMYHO)») BBICTABISETCS OOYyYaroIIEeMycCsl, €CIIU
OH JEMOHCTPHUpPYET TINIyOOKO€ 3HAHUE COJAECpKAHUS BOINPOCA; JACT TOYHBIC
OIpE/ENICHUs] OCHOBHBIX MOHSTHUN; apryMEHTHPOBAaHHO U JIOTMYECKH CTPOMHO
u3jaraer ydeOHbIH MaTepual; WUIIOCTPUPYET CBOW OTBET AaKTyaJbHBIMU
npuMepamMu (TUIOBBIMHM M HECTaHAAPTHBIMHU), B TOM YHCIE CAMOCTOSTEIBHO
HalICHHBIMH; HE HYX/IAa€TCs B YTOUHSIOMUX U (WJIH) JOMOJHUTEIBHBIX BOMPOCAX
IPEno1aBaTelIs.

2-3 0as1a (UM OLIEHKA «XOPOII0») BHICTABIISIETCS] 00yYaroneMycsl, €CJIM OH
BJIAJICET COJIEPHKAHUEM BOIPOCA, HO JAOIMYCKAET HEKOTOPHIE HEJOUETHI IPU OTBETE;
JIOMYCKAaeT HE3HAUYUTEIbHbIE HETOYHOCTHU IPU OMNPEACIIEHUA OCHOBHBIX MOHSITHM;
HEJIOCTATOYHO apTyYMEHTUPOBAHHO U (UJIM) JJOTUUECKH CTPOMHO U3JaraeT yueOHbIN
MaTepuai; WUTIOCTPUPYET CBOM OTBET TUIIOBBIMU IIPUMEPAMHU.

1 ©Oana (WM  OLEHKAa  «YyJIOBJIETBOPUTEIHHO»)  BBICTABIISIETCS
oOyuJarolemMycs, €ciii OH OCBOWJI OCHOBHbBIE MOJIOKEHUSI KOHTPOJIUPYEMOMN TEMBI,
HO HEJIOCTAaTOYHO YETKO JAeT OIpeAeSIeHUE OCHOBHBIX MOHATHH M ne(pUHULINN;
3aTpyJHSETCS TpU OTBETaX Ha JONOJHUTEIbHBIE BONPOCHL, MPUBOAMT
HEJOCTATOYHOE KOJIMYECTBO IPUMEPOB Ul WIUIFOCTPUPOBAHUS CBOETO OTBETA;
HYKIaeTCsl B yTOUHSIOUIMX U (MJIM) TOTIOJIHUTEIbHBIX BOIIPOCAX MPENo1aBaTesl.

0 oOammoB (WM OLEHKA «HEYAOBJIETBOPUTEIBHO»)  BBICTABIIAETCS
oOy4aroniemycsi, €ciii OH HE BIAJCEeT COACpPXKAHUEM BOMPOCAa WIIM JIOMYCKAET
rpyoble OLIMOKW; 3aTPyIHSIETCS JaTh OCHOBHBIE OIpPEACIICHUS; HE MOXKET
PUBECTH WM MPUBOIUT HETIPaBUJIbHBIC TIPUMEPHI; HE OTBEYACT HA YTOUHSIOIINE
U (MJIM) TONOJIHUTENbHBIE BOIIPOCHI MTPENOIaBaTells WK TOMYCKaeT MPU OTBETE Ha
HUX IpyObIe OLIMOKHU.



2 OIEHOYHBIE CPEIACTBA JJIsI TIPOMEXYTOUYHOH
ATTECTAIIMN OBYYAIOIIIUXCA

2.1 BAHK BOITPOCOB " 3AJJAHUH B TECTOBOMN ®OPME

3amanusa B 3aKpbITOIl popme

3amanue Nel
Kaxkas cereBas araka cBsi3aHa ¢ IPEBBIICHUEM JJOITYCTUMBIX IIPEIEIOB
(YHKIIMOHUPOBAHUS CETH ?

1. Ortxa3 B obcmykuBanuu (D0OS —araka).
2. [Moxacnymmusanue (Sniffing).
3. ATtaka Man in — the — Middle (uenoBex B cepenune).
4 VYraapiBaHKUe KITH0YA.
3aganume Ne2
Kakas cereBas aTaka siBIsi€TCSl XapaKTEpHON UMEHHO /1J1s1 O€CIIPOBOJHBIX ceTel ?
1. Bemranue pagnomasika.
2. [Moacaymusanue (Sniffing).
3. Ataka Man in — the — Middle (uenoBex B cepenune).
4. Orxka3 B o0cimyxxuBanuu (DOS —ataka).

3aganue Ne3
OCHOBHOM 3aIIUTON OT (PUIIIMHTA SBIISFOTCS:

1. OUIbTPBL.
2. AHTUBHUPYCHBIE TPOTPAMMBI.
3. Kpunrorpaduueckne CUCTEMEI.
4, CucreMbl BUIEOHAOIIIOIEHUS.
3ananue No4
[Tox monuTHKON O€30MaCHOCTH OPTaHU3aIlMY TOHUMAIOT:
1. COBOKYIMHOCTh JJOKYMEHTHPOBAHHBIX YIPAaBIEHYECKUX PEIICHU, HAlTPaBICHHBIX
Ha 31Ty UHPOpMAIIH.
2. COBOKYIMHOCTh IOPUANYECKUX 3aKOHOB B 00JIACTH 3aIIUTHI HH()OPMAIIHH.
3. [Tpotieaypa 6e30macHOCTH.
4. PykoBOJCTBO 1O apXUTEKType 0€30MacHOCTH.
3ananue No5
[TonuTHka y1aneHHOro A0CTyna — 3T0:
1. Crennanu3upoBaHHas MOTUTHKA OE30MMaCHOCTH.
2. ba3oBas monutuka 6€30MacHOCTH.
3. [Tpoueaypa 6e3omacHOCTH.
4 PykoBOICTBO 1O apXUTEKType 0€30IMaCHOCTH.
3amanue Ne6
[TonmuTuky 6€30MACHOCTH Pa3eNAOT Ha YPOBHHU:
1. BepxHuli, cpeTHAN U HUKHU.
2. Bepxuuii 1 HUKHUN.
3. OO0O0O0IIEHHBIN U NETATBHBIN.

Her pa3sacICHUA Ha YPOBHHU.

3amanne Neo7



[Tox ayrenTrduKanuei mOHUMAIOT:

1. [Ipouienypy mHpoBEepKH NOMJIMHHOCTH 3asBJIICHHOTO I[OJIH30BATENs, MpoOIEecca,
YCTpOICTBA.

2. [Tpouienypy pacro3HaBaHUs MMOJIB30BATENS 110 €r0 UACHTU(DHUKATOPY.

3. [Tpouenypy npenocraBieHus: CyOBEKTY ONPEACIEHHBIX MOJTHOMOYUN U PEeCypcoB
B CETH.

4, Perucrpanuto 1eicTBUIA MOJI30BATENS B CETH.
3amanue Ne&
BepositHocTh yragsiBanus PIN —kona u3 4 necsatnyabIX mudp 3a 3 TOMBITKYA paBHA!

1. 0,0003.

2. 0,003

3. 0,000083.

4, 0,0004.

3aganue Ne9
PaznuuaroT cienyronme BUIbI CUCTEM HICHTH(PHUKAIIUN U ayTCHTH(PUKAIINN:

1. DJEeKTpOHHBIE, OMOMETpHYECKIE U KOMOMHHPOBAHHBIE.
2. DNEKTPOHHBIE U OMOMETPHUYECKHUE.

3. DNEeKTPOHHbIE, OMOMETPUUECKNE U MEXAHUYECKHE.

4. OJeKTpOHHbIE, OMOMETPUUYECKUE U KpUIITOrpaduyeckue.

3amanme NelO
Kakyto (pyHKIHIO HE MOXKET BBIITOTHITH MEKCETCBOM dKpaH?

1. Jleuenue ¢aityioB, 3apa>k€HHBIX BUPYCAMH.
2. OwibTparys Tpaduka.

3. TpaHcnsAus ceTeBbIX aPEcoB.

4. Peructpanus coObITuii.

3aganme Nell
Kakoii MexceTeBoi 2kpaH obecreurBaeT Hanbosee BHICOKUN YPOBEHb 0€30MacHOCTH ?

1. KomniekcHbIil MexCeTeBOM IKpaH.
2. DKpaHHUPYIOUIHH MapIIpyTA3ATOP.
3. 111103 ceaHCOBOTO YPOBHHI.

4. [TpuknanHO# HUTIO3.

3amaume Nel2
PaznuuaroT criemyroniie BapuaHThl UCTIOTHEHUS MEKCETEBBIX 9KPAHOB:

1. IIporpaMMHBII ¥ IPOrpaMMHO-aIIIIAPATHBIN.

2. [TporpaMMHBIif ¥ anmapaTHBIN.

3. ArnmapaTHbIi ¥ IPOTPAMMHO — aIlllapaTHbIN.

4. Cy11ecTBYIOT TOJIBKO IPOTPaMMHbBIE MEKCETEBBIE IKPAHBI.

3amanue Nel3
Kakast BpemoHOCHas mporpaMma He pa3MHOXAETCsl, HO CIIOCOOHA YAIeHHO YIPAaBIsATh
KOMITHIOTEPOM U BOPOBATH MAPOIIH ?

1. TpostHCKast mporpamma.
2. Yepss.

3. ®DailsIoBBIN BUpYC.

4, MakpoBupyc.



3ananue Nel4
Kaxkas anTuBupycHast mporpamma He KOH(MIUKTYET ¢ APYTUMH aHTUBUPYCAMH, HO HE UMEET
(yHKIINY aBTOMATU4YeCKOr0 OOHOBJICHHUS aHTUBUPYCHOH 0a3b1?

1. Dr. Web Curelt.

2. Kaspersky Internet Security.

3. Eset NOD 32 Antivirus.

4 Avira AntiVir Personal.

3amaume Nels
Kakoii MeTo]1 BBISIBIICHHS BUPYCa M03BOJIIET OOHAPYKHBATh TOJIBKO U3BECTHBIC BUPYCHI?

1. OO6Hapy’xeHue, OCHOBaHHOE Ha CUTHAaTypax.

2 OO6HapysxeHre IporpaMm Mo03PUTEIHLHOTO MOBEACHHUS.

3. OO0HapyxeHre BUPYCOB MPU TOMOIIH IMYJISIIUU padOThI MPOTPAMMBEI.
4 OBPUCTUYECKUN aHAIIN3.

3amanue Nel6
B 1uem ocHOBHOE OTIIMYHME CHCTEMBbI aHAIM3a 3AIUIIIEHHOCTA OT CUCTEMbI OOHapyKeHUs aTak ?

1. Cucrembl aHanu3a 3aUIUIIEHHOCTH UCCIEAYIOT CETh U UUIYT YSI3BUMOCTH B HEH,
CUCTeMBl OOHApY)KCHHSI aTaKk NpPEIHA3HAYCHBI IS TPOTHBOJCHCTBUS CETEBBIM aTakaMm B
peabHOM MaciTade BpEMEHHU.

2. Cucrembl aHajaM3a 3alIUIIEHHOCTH TMPEIHA3HAYECHBl IS MPOTHBOACUCTBUS
CETeBBIM aTakaM B peaJlbHOM MacliTabe BpEMEHH, CHUCTEMbl OOHApY>KEHHUS aTaK TOJIbKO
MOJICJIUPYIOT CETEBBIC aTaKU B LIETSAX MOUCKA YI3BUMOCTEH B 3aIIUTE CETH.

3. CucreMbl aHanM3a 3alIUIIEHHOCTH M CUCTEMbI OOHAPYXEHHS aTak — 3TO OJIHO U
TO XK€.

4, B otnuunu oT cucteM OOHapy>KE€HUs aTaKk CHCTEMbl aHaiH3a 3allUIEHHOCTH
TOJIEKO BBIIAIOT MPEAYIPEKACHUS 00 0OHAPYKEHHBIX aTakaxX, HO HE MPOTUBOJACHCTBYIOT UM B
ABTOMAaTHYECKOM PEIKHUME.

3ananue Nel7
Kakoii MeTon aHanu3a ceTeBoil HHpOpManuu He TpeOyeT 3HaHUN O BOBMOXKHBIX aTakax U
UCIIOJIb3YEMBIX UMM YSA3BUMOCTSAX?

1. Craructuyeckuii METOA.

2. DKCIEpTHbIE CUCTEMBI.

3. Heiiponnsie ceTn.

4. Takoro MeTojia He CyIIECTBYET.

3ananue Nel§
Kakwue cucremsl o0HapyskeHus atak (IDS) mo3BossitoT 0OHapyXMBaTh HOBBIE, paHee
HEU3BECTHBIE BUJIbI CETEBbIX aTak?

1. IDS, xoTopeie ISl BBISBICHHS aTaKd WCIOJB3YIOT CHOCOO - OOHApyXKCHHE
AHOMAJILHOTO TTOBECHHSL.

2. Tlaccusnsbie IDS.

3. Axtusnsie IDS.

4, IDS, xoTopwie JUIsl BBISBICHHS aTaKd HCIOJIB3YIOT CIOCOO - OOHApyXCeHHE
3II0yMIOTPEOICHUH.

3amanne Nel9
CKOJIBKO CYIIECTBYET KJIACCOB 3ANIUIIICHHOCTH CPEJICTB BEIYMCIUTEILHON TEXHUKH OT
HECAaHKI[MOHHUPOBAHHOIO JJOCTYyMa ?

1. 7.

2. 5.



3.
4. 6.

©

3amanue Ne20
Kakoli kiacc 3aluieHHOCTH aBTOMAaTU3HPOBAHHBIX CHCTEM IIPEIBSABISICT HAN0OJIEe BBICOKUE
TpeboBaHus K MHPOPMAITMOHHOM 0€30MacHOCTH ?

1. 1A
2. 1T
3. 3b
4. 3A

Samanne Ne21
Bropas rpynmna kjaccoB 3alllUIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM BKJIIOUYAET
ABTOMAaTHU3UPOBAHHBIC CUCTEMBI:

1. B xoTopeix paboTaloT HECKOJIBKO MOJIb30BATENCH M BCE OHU UMEIOT OJIMHAKOBHIC
npasa JOCTyna K HH(popmanuu.

2. B koTOpBIX paboOTarOT HECKOJNBKO MOJB30BATENe M OHU MMEIOT pa3InyHbIe
npasa JOCTyna K HH(popmanuu.

3. B koTOopbIX paboTaeT TOJIBKO OAMH MOJIH30BATENb.

4. B koropeix paboTaer OXMH MOJB30BATEIb WIM HECKOJIBKO IOJb30BaTENCH,

MMEIOIINX OJIMHAKOBBIC MPaBa JIOCTYIa K HHGOpMAIIIH.

3ananue Ne22
Kakoii craniapt, ucronb3yeMblil Ipy NPOBEJCHUN ayAUTa, COCTOUT U3 JBYX YacTel:
“Ilpaktudeckue pekomeHganmuu” 1 “CrienupuKaniui CUCTeMbl” ?

1. Crangapt BS7799

2. Crangapt 1SO17799

3. Crangapt ISO/IEC15408

4. Crangapt SysTrust

3aganaue No23
Kakoii atan nmpoBeaeHus ayauTa siBIsS€TCs IEPBBIM ?
1. WMuannmupoBaHue U TUIAHUPOBAHHUE TPOIIETYPHI ayAHTA.
2. COop uH(pOpMaIUH ayIuTa.
3. AHanmu3 JaHHBIX ay/IHTA.
4. OueHka COOTBETCTBHS TpeOOBAHUSAM CTaHIApTA.

3amanne Neo24
B xakoMm MeTo/Ie aHaJIM3a PUCKOB PACCUUTHIBAIOTCS MUHUMAJIBHBIN 1 MAaKCUMAaJIbHBIN yiiepo?
1. OueHka 1o BEpXHUM M HUKHUM 3HAUYCHUSIM.
2. OreHKa PUCKOB Ha 3TAIle PACCMOTPEHUS ATAIIOB BTOPKEHUSI.
3. Jlorapudmuueckas mkania.
4. OrneHKa Ha OCHOBE BEISIBJIICHHS CJ1a00r0 3BEHA.

Samanue Ne25
Kakas nmporpamma npeanasnayena s mugposanust HTML — koga?

1. WebCrypt.

2. TrueCrypt.

3. PGP.

4. KPUIITOH Iloamuce.

3amaume Ne26



Jlansl 1Ba Java — ckpurra.
[TepBrrit Java — ckpunT UMEET BU:
<script language="JavaScript">
document.onselectstart=function(){return false}
document.onmousedown=function(){return false}
</script>
Bropoii Java — ckpunt umeeT BU:
<script language="JavaScript">
document.onselectstart=function(){return false}
document.oncontextmenu=function(){return false}
document.onmousedown=function(){return false}

</script>

Kakoii u3 paccMOTpeHHBIX Java — CKpUNTOB B LIEJSIX 3alIUThl HH(GOpMauu OJIOKHpPYeT
WCIIOJIb30BAHUE MTPABON KHOMKY MBIIIH ?

1. Bropoi

2. Tlepsbrit

3. IlepBslit 1 BTOpOIA.

4. Hu onun u3 paccMoTpeHHBIX Java — CKpUIITOB HE OJIOKUPYET MPaByH KHOMKY

MBIIIIH.

3ananue No27
Kakyro u3 nByx nporpamm (Easy Watermark uiau Photoshop) moxkHO #cmons30Bath 1ist
3aiuThl poTorpaduu BOASHBIM 3HAKOM?
1. MoxHO ucnonb30Bath 00e nporpammel: Easy Watermark i Photoshop.
2. Tonbko Easy Watermark.
3. Toneko Photoshop.
4. Hu oxHa U3 1aHHBIX TPOrpamMM He MO3BOJIET YCTAaHOBUTH Ha (oTorpaduio
BOJSTHOM 3HAaK.

3aganue No2§&
OcHOBHas Macca yrpo3 NpUXoJIUTCS Ha:
1. [IInroHCKME IPOrpaMMBl.
2. TpositHCKHE TPOTPaMMBI.
3. UYepsu.
3aganue Ne29
Kaxoit Bun naeHTHGUKAINT 1 ayTeHTU(UKAIIIY SBIISETCS HanboJiee pacpoCcTpaHEHHBIM:
1. OnHopa3oBbIE MAPOJIH.
2. [TocTostHHBIEC TAPOITH.
3. cucteMbIPKI.
3amanue Ne30
[Ton Kakue cucTeMbl BUPYCHI paCIPOCTPAHAIOTCS HanOoee TMHAMUYHO:
1. Windows.
2. Mac OS.

3. Android.



4, Linux.

Samganue Ne31l

3aKITI0YUTEIbHBIN 3Tall MOCTPOSHUS CUCTEMBI 3aIUTHI:

1. [TnanupoBanue.

2. CorpoBox/IeHHE.

3. AHanu3 ysa3BUMBIX MECT.

4. OTYETHOCTb.

3aganue Ne32

Kakwue yrpo3sr 6€30macHOCTH HHPOPMAIINH SBJISIOTCS IIPETHAMEPCHHBIMHU:
1. OTKpBITHE 3JIEKTPOHHOTO MHChbMa, COIEPKAIIETO BUPYC.
2 Ommbka nepcoHana.

3. He aBTOpu3upoBaHHBIN JOCTYII.

4 OTtkpsITHE CaiiTa.

33. BeibepuTe cOOTBETCTBHE HAa3BAHUI TUIIOB CETEH YCTPOWMCTB U3 MPUBEACH- HOTO MEPEUHs
B 3aBHCUMOCTH OT MX MacIuTada:
a) MYyHHIUIAIbHAs BeMHCIUTENbHAS ceTh (Munitipal Area Network [

MAN);

0) TeppuTOpHalibHas BhruucauTenbHas ceth (Wide Area Network [

WAN);

B) JnokanbHas BeranciutenbHas ceth [ JIBC (Local Area Network [

LAN);

r) kammycHas BbruuciautenbHas ceTh (Campus Area Network [1 CAN); 1)
nepcoHabHas BeruncauTensHas ceth (Personal Area Network [

PAN).

34. YkaxuTe Ha3BaHUE YTUIUTHI, IEpechlIaolmell Ha0op TECTOBBIX IaKeTOB Ha
yJaJeHHbIH KOMIIBIOTEP M MOJIyYarolled OT HEro B CIy4ae €ro HOpMajbHOW pabOThl OTBETHBIE
MaKEThI

a) gong;
6) ping;
B) ring;
r) gang.

35. BeiOepute KOMITOHEHTHI, BXOSIINAE B COCTAB CETEBOTO aanTepa: a) IMOCTOSHHOE
3anoMuHarouee ycrpoiictso ¢ BIOS;

0) pazbeM I MOIKIIOYCHHS KaOes;

B) KOHTpOJUIEp ammapaTHBIX mpepeiBanuii IRQ; T) KBapleBblil 3ME€MEHT TaKTOBOTO
re"epatopa; 1) CBUC xoHTponepa ceTeBoro agantepa;

e) mnaHenbka 11 BootROM;

k) roxHbIi MocT (Input-Output Controller Hub).

36. BeiOepute MHUHHUMaIbHOE KOJMYECTBO HACTPOEK, HEOOXOTUMBIX TSl Opra- HU3AlUU
paboThl KOMITBIOTEPA HACTPONKHU B CETH € ceTeBbIM mpoTokosom TCP/IP:

a) ycraHoBuThH [P-agpec xommbioTEpA;

0) YCTaHOBHUTH OCHOBHOM IILIIO3 MOJACETH JAHHOT'O KOMIIBIOTEPA; B) YCTaHOBUTh
MAacKy MOJICETH, B KOTOPYIO BXOAUT KOMIIBIOTED;

r) ycranoBuTh [P-anpec DNS-cepBepa J10KkagbHOM CETH KOMIIbIOTEPA; ) YCTaHOBUTH [P-
aJipec IOYTOBOI'O CEPBEpA IOMEHA;

e) ycra"HoBuTh [P-anpec mpokcu-cepsepa.

37. BeiOepute BapuaHT, B KOTOPOM MPABHIBHO PACIIOIIOKEHBI B MOPSAKE BO3- pacTaHUS
3HAQUEHUN TOJIOCHl MPOMYCKAHWs CIEAYIOIIUE Cpeabl IMepeladd JaHHBIX [| KOaKCHalbHBIN
MeIHBIN Kabenb, kabenb Ha OCHOBE METHOW BU- TOM Mapbl, ONTOBOJIOKOHHBIHN KalOeb:

a) KOaKCHaJIbHBIM MEIHBIM Kabenb, KaOeab Ha OCHOBE MeAHOW "BUTOW mapsl”,
OIITOBOJIOKOHHBIH Kalelb;



0) ONTOBOJIOKOHHBIN Ka0Oeib, KOAKCHAIbHBIA MEIHBIN KaOelb, Kabellb Ha OCHOBE MEIHOM
"BUTOI Mapel";

B) kalemb Ha OCHOBE MEOHOM "BHTOM mapel", KOAKCHAJbHBIH MEIHBIA Kabenb,
ONTOBOJIOKOHHBIN KaOellb.

38. Bribepute pecypchl, BBIICISIEMbIE ONEPAIIIOHHON CHCTEMON CETEBOMY a/IallTepy:

a) MAC-anpec aganTepa;

0) mnopt BBOJa-BEIBOjA (I/O port); B) mosoca mponyckaHus KaHalla; T)  3ampoc
npepsiBanus IRQ;

J) JMamna3oH a/IpecoB MaMATH aJlanTepa.

VYkaxuTe BBOJMMYIO B OKHE KOMaHJIHOM CTPOKHM KOMaHIy, oToOpaxato- iyt [P-aapec
KOMITbIOTEPA, PadOTAIOIIEro Mo/ onepauonHon cucremorr Windows:

a) cmd;

0) net;

B) ipconfig; r) netstat.

39. VYkaxute NpeuMyIIecTBa UCIOJIb30BAaHH KOMIBIOTEPHBIX CETEH:

a) BO3MOXKHOCTb OINEpPAaTUBHOM KOMMYHUKALIUM MEXIy YYacTHMKaMH ce- TH U
OTIEPaTUBHOTO JIOCTYMA K HH(pOpMaIum;

0) BO3MOXXHOCTH COBMECTHOTO  HCIIOJIb30BAHUS  allapaTHBIX  PECYpPCOB; B)

BO3MOXXHOCTH NMPAKTHYECKH O0€3rpaHMYHOTO YBEITHMUEHHS BHIYMCIIN-

TeIbHON MPOU3BOAUTEIHLHOCTH CUCTEM;

I) BO3MOXXHOCTb OpPraHHM3allid COBMECTHOW pPaOOTHI IyTEM pa3feieHHs MPHUKIATHBIX
nporpamm u ¢aityios;

J) yOpolueHHe KOH(UTYpPUPOBAaHUS M TIOJNB30BAaHUS ONEPAIIMOHHBIMU CH- CTEMaMU M
MOJIb30BATEIBCKUMU MPOTrPaMMaMH;

€) BO3MOXKHOCTH IICHTPAJIM30BAHHOTO YIIPABIICHUS TAaHHBIMH U TIPO- TPaMMaMH.

40. BpiOepuTe COOTBETCTBHE HA3BaHUW M OIPEACICHUA CETEBBIX KOMIOHEHTOB Windows,
NPUBEJICHHBIX B CIIUCKE:

a) KJIHMEHT; 0) MPOTOKOI; B) CIyk0a;T)  ajgamTep.

41. [paiiBep ceTeBOU IJIaThl, HEMOCPEICTBEHHO B3aUMOICHCTBYIOIINN C CETEBOH ILJIATOM,
YCTaHOBJICHHOW B KOMIIBIOTEPE 3TO. ..,

[1 KoMIOHEHT, periaMeHTHPYIONIUH MpaBuiia pa3oueHus MoToka HH(HOpMAIMK Ha MAKEThI
¥ TIpaBUJIa aJIpecaliii KOMIbIOTEPOB-YIaCTHUKOB CETH,

] KoMIIOHEHT, IO3BOJISIOIIUI MOIKIIOYaThCS K CEpBEPaM CETH,

[1 KoMIOHEHT, O3BOJISIIOIIUN BBIJENATH CETEBBIE PECYPChl Ha KOMITbIOTEpE,HA KOTOPOM
OH yCTaHOBJICH,

42. Boibepute THUNBI JAOCTyHa JUIs CETEBBIX JUCKOB M TMAINOK, ONpeAeIseMbIX B
onepanuoHHoil cucreme Windows:

a) YTEHHeE;
0) YTeHME U BBINOJIHEHNUE; B) H3MEHEHHUE;
I) 3alluCh;

1) TIOJIHBIN IOCTYI; €) MPOCMOTP;

) CIIUCOK COJIEP>KUMOTO TTaTKH.

43. Kakoii ©3 ceTeBBIX KOMIIOHEHTOB Windows oOecreuynBaeT BO3MOKHOCTh
MPEIOCTAaBICHUSI HUM CETEBBIX pecypcoB?

a) amanrep;

0) ceTeBoii MPOTOKOIT; B) KIIUEHT;

r) ciyxoa.

44. Kakoil u3 ceTeBbIX KOMIOHEHTOB Windows oTBedaeT 3a ajpecaliiio y3JIOB CeTH Ha
CETEBOM ypOBHE?

a) ajamnrep;

0) ceTeBoOii MPOTOKOJT; B) KJINEHT;

r) ciyxoa.



45. Boibepute mNpaBUJIBHYIO KOMaHAY BBIJCICHUS Ha Bamiem KommbioTepe mam- KH
C:\Data B o01iee mop30BaHKE TI0 CeTH ¢ ceTeBbIM HMeHeM AllData: a) net  share  AllData
=c:\data;

0) net share c:\data AllData; B) net use AllData = c:\data; r) net use c:\data AllData;

a) net view AllData =c:\data;

e) netview c:\data AllData.

46. Bribepute KOMaHIy MOJAKIOYCHUs ceTeBoro pecypca \\FS_stud\user u oroOpakeHust
€ro Kak CETeBOIro JuckKa Z:

a) netshare Z: \\Fs_stud\user; 6) net share \\Fs_stud\user Z: ; B) net use Z.
\\Fs_stud\user;
r) netuse \\Fs_stud\user Z: x) net view Z: \\Fs_stud\user e¢) net view \\Fs_stud\user

Z:

47. Boibepute KOMaH]y, MO3BOJISIONIYIO BEIBECTH CIHCOK CETEBBIX HMEH pado- TAroIUX B
JTAHHBIII MOMEHT KOMIIbIOTEpOB Bamel cetu:

a) net computer

6) netview B) netconfigr) netname x) net group

48. Ykaxute, KTO BXOIUT B TPYHIy Ioyib3oBaTeneii Bece B omepannoHHON cu- cTeme
Windows:

a) BCe M0Jb30BATEIIN JOKAJIBLHOU ceTH; 0) BCe MOIb30BATENN CETH MPEATIPUATHUS;

B) BCE 3aPETUCTPUPOBAHHBIE B ONEPALIMOHHON CUCTEME MOJIb30BATEIH.

49. Bribepure mpaBa, KOTOpbIE OTJIMYAIOT pas3pelieHue V3meHeHue OT pasperie- HHSA
ITonub nocrym:

a) 100aBiATH (AIIbI U TOIIAIIKHY;

0) U3MEHSThH BIAJEINblia CETEBOIO Pecypca; B) M3MEHATH JaHHbIE B (aiinax;

I) U3MEHATH pa3pelieHus: 0e30MacHOCTH; 1) YAAIATh MOANANKU U (Paisbl.

50. BeiOepute Ha3zBaHHE MPOTOKOJA MPHUKIATHOTO YPOBHS, MO3BOJISIIOIIETO OJl-
HOBPEMEHHO OPTaHM30BBIBATH CETEBOM JOCTYN K (hailloBBIM pecypcam u npuaTepaM B Windows
u Linux:

a) HTTP 6) FTP

B) CIFS/SMB.

51. Vkaxure Homepa 6utoB MAC-aapeca (Hymepalysi HAUMHAETCS C HYIS) JUISl KaKIOro U3
€ro IoJyeH:

a) Ilome U/L [] yHHMKaJbHBIH B TioOampbHOM/IOKabHOM Macmitade; 0) Ilome I/G [
WH/IMBUYaJIbHBIA/TPYTIIIOBOM;

B) Ilone OUA [] opraHu3alidOHHO-YHUKJILHOTO HJEHTHPHUKAaTOpa [] MOPSIKOBOTO
HOMEpa CETEBOr0 KOHTPOJLIEPA, BBIMTYCKAEMOI'0 OpraHHU3aluel;

r) Ilome OUI [ opraHu3aiioHHO-YHUKAIBLHOTO HWaeHTH(HUKaTOpa [ KoJaa OpraHu3aIiH,
BBINTyCKaroIlei cereBoe 000py10BaHUE.

52. BriOepure MakCHMaJbHYIO Ha CETONHSIIHWN JIeHb CTaHIAPTH30BAHHYIO CKOPOCTH
nepeaayy JaHHbIX 1o TexHonoruu Ethernet:

a) 10 Mowut/c;

6) 100 Mo6wur/c;

B) 1 I'0Our/c;

r) 10 TI'6ut/c;

n) 40 I'out/c;

e) 100 I'6ur/c;

x) 1 Towur/c.

53. VYkaxuTte ypoBHH MOJIENU B3aMMOJIECHCTBHS OTKPBITHIX CHCTEM, Ha KOTOPHIX paboTaer
texHosorus Ethernet:

a) CeTeBOM;

0) KaHaJbHBI; B) MIPUKJIIATHOM;

I) TPaHCIOPTHBIN;



1) IPEICTABIICHUS TaHHBIX; €) (U3HUECKUL;

) CEaHCOBBIH.

54. Vkaxwure pazMepbl MaKCUMalbHOTO KajpoB Ethernet (He yuuThIBasi onuuo- HaJTbHYIO
BO3MOJKHOCTbB TI€pe/Iaul TUTAaHTCKUX KaapoB (Jambo Frame)):

a) 32 Oaiira;

0) 64 OaiiTa;

B) 128 Oaiit;

r) 256 GaiT;

n) 512 GauT;

e) 1024 Gaiira,

x) 1518 Oaiir;

3) 2000 Gaifr.

55. Vkaxwure pazMepbl MUHMMaIbHBIX KajapoB Ethernet (He y4yuTbhIBas omuno- HaJbHYIO
BO3MOXXHOCTh YBEJIMUYEHUS MHUHHMAJIBLHOTO pa3Mepa kaapa Ao 512 6ailliT B MOIyqyMjIeKCHOM
pexxume pabotel Texnosnoruu Gigabit Ethernet):

a) 32 OaiiTa;

0) 64 Oaiita;

B) 128 GaiiT;

r) 256 OaiiT;

n) 512 GauT;

e) 1024 Gaiira;

k) 1518 Gaiit;

3) 2000 Oaiir.

VYkaxute pasmep MAC-anpeca: a) 2 Oaiira;

0) 3 Oaiira;

B) 4 Oaiira,

r) 6 OairT;

n) 8 Oaidr.

56. Ompenenute tun npuBeAeHHBIX MAC-anpecoB (OZHOMYHKTOBBIH, T'PYHIIOBOM,
HIMPOKOBEIIATEIbHBIN )

a) 33:33:00:01:00:03 [J aT0...

6) 00:1c:10:0d:66:11 [ »70... B) frAf A A1 AF O 970, ..

57. Ompenenute tun kaapa Ethernet (DIX, Novell 802.3, 802.3/LLC, SNAP) no 6aiitam
3aroJjI0BKa KaHAJIbHOTO YPOBHS:

a) 00:4F:49:02:D8:6A:00:A0:C9:83:16:16:08:00;

6) 00:A0:C9:85:17:B2:00:4F:4E:00:E5:8F:00:54:E0:E0:03;

B) 00:4F:4E:00:CD:4A:00:60:8C:41:DF:C7:00:96:AA:AA:03:00:00

:00:08:00;

r) 00:00:F8:45:13:AC:00:00:C0:02:56:AB:00:78:FF:FF.

58. BriOepuTe HEM3BECTHYIO B OOIIEM cllydae aJpecHyl0 HH(POpPMAIUIO MPH OTIpPaBKe
nakera yTWiIMTHI ping o [P-agpecy Ha3HaueHus:

a) MAC-anpec ornpasurens; 6) MAC-anpec nomyyaresns; B) IP-anpec otmpaBurens;
T) IP-anpec momyuatens.

59. Vxkaxwure, otkyna kommyrtatop Ethernet y3naét MAC-anpeca nmoakIr0O4eHHBIX K HEMY
KOMITHIOTEPOB, HEOOXOIUMBIE JIJIs 3aroHeHus ero Tabmuisl MAC-aapecos:

a) BBINOJHSET IOCIEAOBAaTeNbHBIH  ONPOC  MOJKIIOUCHHBIX  KOMIIBIOTEPOB;  0)
"mozncMaTpuBaeT" ajipec OTIPABUTENS BO BXOASIIUX B HETO MAKETaX; B) ONPALIUBAET BCE
KOMITBIOTEPHI B IIUPOKOBEIIATEILHOM PEXUME.

60. Ykaxwure, Kakue TakeThl OyneT 3axBarbiBaTh Wireshark mpu BBeICHHOW KOMaHje
¢umibTpa ether proto 0x0806

a) Ttoabko kaapel Ethernet ¢ mro0biMu TTakeTamMu BHYTpH; 0) TOibko Kazapsl Ethernet ¢ IP
nakeTaMu BHYTPH;



B) Tonbko Kajapsl Ethernet ¢ ARP-nakeramu BHyTpH.

Vkaxute komaHnabl (enable, config t, interface wums umHTepdeiica), MO3BOJSAIONINEC
OCYILECTBIISITh BXOJ B pa3nuuHble pexumbl padoTsl Cisco 10S:

a) BOMTH B PEKUM IN100aIbHOI0 KOH(UTYPUPOBAHHUS MOXKHO KOMaH- JIOH. . .;

0) BOITH B IPUBUJIETHPOBAHHBIN PEXKUM MOXKHO KOMaHIO0M. . .;

B) BOMTH B PEKUM KOH(UI'YypUpOBaHUs UHTepdelica MOKHO KOMaHJIOH. . ..

61. Xoct mmeer [P-ampec 192.168.1.47 u macky moaceru 255.255.255.224. Ykaxute aapec
HOJICETU U IIMPOKOBELIATEIbHBIH ajjpec MOACETH, B KOTOPYIO BXOIUT JaHHBIN XOCT.

VYkaxurte knace (A, B unu C) cnenyromux IP-agpecos:

- 172.16.2.2;

- 10.15.234.28;

- 192.168.5.137.

62. B Bameili ceru Haxomurcs 31 KoMmmbrOTep. YKaXHTE MacKy IOJICETH,
00eCreynBaoIlyl0 BbIJIEJIEHUE 3THX KOMIBIOTEPOB B IOJCETh C MHHMMAIbHO BO3MOKHBIM
yuciom [P-agpecos

a) 255.255.255.248;

0) 255.255.255.240;

B) 255.255.255.224,

r) 255.255.255.192;

n) 255.255.255.128.

63. BriOepure ycnoBue, PH BHITOJHEHUU KOTOPOTO XOCT/MapIIpyTU3aTOP

nepecsutaer IP-gelitarpammy 1utto3y:

a) IP-agpec ormpaButenss wu IP-agpec  momyuarenss  mpUHAAIEkKAT — PasHBIM
ceram/moacetsM; 0) IP-aapec ornpaButens u IP-aapec nomydarens npuHauiexar OqHON U TOH
’K€ CETH/IIO/CETH,

64. BeiOepure mnpaBWIIbHOE OIpeNeIeHUEe Uil MaKCUMaJbHOW eIMHUIIBI Iepeladn
(Maximum Transfer Unit, MTU):

a) MTU — 310 MakcuManbHO AOMYCTUMBIN pa3mep 3aronoBka [P-maketa; 6) MTU — ato
MaKCUMaJIbHO TONyCTUMBbIN pa3mep IP-nakera;

B) MTU — 3T0 MakcuMaibHO JOMYCTUMOE 3HAUY€HHUE JUIMHBI TOJs JAaHHBIX KaJpoB
KaHAJIBHOTO YPOBHSI.

BriGepute agpec, no koropomy He OyayT nepenaBatbes [P-nefitarpammel B HTEpHETE:

a) 141.25.13.48;06) 172.31.204.1; B) 191.15.26.147.

65. BeiOepure normueckyro omepauio, KOTopas HCIOJIb3yeTcs A ONpeAesieHHus ajapeca
cetu/nmoaceru u3 [IP-agpeca nomyuatens neftarpaMmsl:

a) IP-ampec monyuatens XOR macka ceru/noaceru; 6) IP-agpec momyuarens OR macka

CETHU/TIOZICETH; B) IP-anpec momyuarenss AND macka cetu/mojiceru.
VYkaxure macky cynepcet ¢ 2000 xoctaMu, eciiu aipec Tako! CETH
212.14.17.0:

a) 255.255.255.0;

0) 255.255.254.0;

B) 255.255.252.0;

r) 255.255.248.0.

66. Ykaxurte nopsakoBeiii HoMep (0T 1 10 5) it cTOIOIOB TaOIUIIBI MAPIIPYTH3AINH:

a) IP-agpec cmemxyrorero mo MapmpyTy Mapuipytuzaropa = ...; 0) METpuKa MapipyTa =

B) aJpec CeTH/TIOACETH/X0CTa Ha3HAYCHHUS = ...

r) |IP-aapec ucxojsmero mopra TEKyIIEro MapuipyTu3aropa = ...; ) Macka IOJCETH
Ha3HAYCHUS = ....

66. BoiOepure mnpaBuiabHOE yTBepxkaeHue o0 wusmeHenusix MAC- u IP-aapecoB B
NEPEChUTAEMBIX B COCTABHOM CETH CETEeBBIX MAKETaxX MpPH CIETOBAHUH UX MO MapIIPYTY:



a) MAC-aapec ormpaButenss Ha KaxJaoMm mmare usmensiercs, MAC-aapec moiydarens
OCTaeTCcs HeM3MeHHbIM, [P-afipeca ocTaroTCsa HEM3MEHHBIMU,

0) MAC-anpec ornpaButenss u MAC-agpec moisydaresiss OCTalOTCS HEM3MEHHBIMHU Ha
KakaoM 1iare, [P-aapeca Takxke oCTaroTCsi HEU3MEHHBIMU;

B) MAC-anpec ornpasutens 1 MAC-agpec nonydarens U3MEHSIOTCS Ha KaKJOM Ilare
usMmensercs, [P-agpeca ocraroTcst HEM3MEHHBIMU;

r) MAC-aapec OTIPABUTENS U MAC-agpec mnonyyaTens OCTArOTCs
HEM3MEHHBIMU Ha KaK1oM Iuare, IP-agpeca n3mensiorcs;
67. Vkaxure, kKaks nHPOpPMALMS CIY)KUT yKa3aTeJeM Ha MEpBBIA (parMeHT
JIeUTarpaMmbi:

a) HyineBoe 3HaueHue ¢mara MF [ More Fragments; 0) HyjeBoe 3HaueHHE TMOJS
Cwmemenme gparmenTta; B)  HyJeBoe 3HaueHue nois Maentuduxarop makera.

68. B makere, mepechllaeMOM B JIOKAJILHON ceTw mopT oTmpaButens = 80, mopt
noydatens = 24561. BeiOepure u3 crucKa THI IPOTOKOJIA U IMPUBS3KY MTOPTOB K
KIIMEHTY U CEPBEPY:

a) nmporokosn UDP, ornpaButens [ cepBep, mosydarenb [ kiueHT; 0) mpotokosn UDP,
oTnpaBuTeNnb [ KIMEHT, mosiydarenb [ cepBep; B) mpotokosn TCP, ormpaButens [ cepsep,
noJrydatenb [ kiaueHT; r) npotokosn TCP, otnpaButens [ kiueHT, moiayyaTens [ cepsep.

69. BriOepure, yTO XapakTepU3yeT MOPT TPAHCTIOPTHOTO YPOBHS:

a) TOPT CETEBOrO aganTepa, Yepe3 KOTOPbIil XOCT paboTaeT ¢ CeThio; 0) 00JIacTh MaMsITH,
CBSI3aHHYIO C CETEBBIM IIPUIIOKEHUEM;

B) TIOPT BBOJIa-BbIBOJIA, 3aKPETICHHBIH 32 CETEBBIM aJalITEPOM.

70. BriOepure COOTBETCTBHSI Ui Ha3BaHWM CTaHIAPTHBIX CIYXO M 3aKpeIUICH- HBIX 32
HUMH HOMepoB nopToB: a) 80, 6) 21, B) 67, 1) 53, 1) 25:

FTP O ...;

HTTP [0 ...;

DNS 0O ...;

DHCP [ ...;

SMTP [ ....

71. Komanna netstat -an BbIBeNa Ha SKpaH CIEAYIONINE CTPOKU. YKAKUTE, KaKue U3 HUX
OTMCHIBAIOT COKETHl YCTAHOBJIEHHOTO COEMHEHMUSL:

a) TCP0.0.0.0:135 0.0.0.0:0 LISTENING;

6) TCP 109.201.253.151:3603 74.125.39.104:80 ESTABLISHED;

B) TCP 109.201.253.151:54035 62.165.4.118:33016 TIME_WAIT,;

r) TCP 109.201.253.151:54035 90.176.90.125:11740 SYN_RECEIVED.

72. Yxaxure necsiTU4HOe 3HauyeHue, uneHtudunupyromee UDP B mone Ilpo- Tokon IP-
3aroJioBKa:

a) 01,

6) 06;

B) 17.

73. YxaxwuTe 1Mo, KOTOPhIE BXOIST B TICEBJ03arojOBOK, MCIIOJIB3YEMBIH TPU pacdeTe
KoHTposnbHOM cyMMbl UDP nnu TCP:

a) MAC-anpec ormpasurens; 6) MAC-anpec nomyvarens;

B) [P-anpec ornpaButens; r) |IP-ampec momywarens; 1) HOPT OTIPABUTENS;

€) TOPT MOJy4yaTes;

) UISHTU(PUKATOP IPOTOKONA; 3)  JJIMHA MAKEeTa C 3ar0JIOBKOM.

74. BriOepute, yeMy paBHSETCS MaKCHMaJlbHBIA pa3Mep cerMeHTa Jjisl 3aro- JioBka Ipv4
0e3 onmuii u 3aroioBka TCP nnuHoi 28 Gaift:

a) 1452 Gaiira,

0) 1460 Gaiir;

B) 1472 Gaiira;

r) 1500 Gaiir.



75. TCP-maker ¢ nmoseM naHHbiXx 500 OaiiT mMmeer necsatuuHoe 3HaueHue SEQ#=15246, a
necsituuHoe 3HaueHne ACK#=32412. Bribepute, kKakumu OyAyT NECATHYHBIE 3HAYCHUS ITHX
1oJiei B OTBETE HA JAHHBIN MAKET, €ClM B HEM nepecbutaeTcst 300 GailT JaHHbIX:

a) SEQ#=15746, ACK#=32712; ©6) SEQ#=32712, ACK#=15746; B) SEQ#=15747,
ACK#=32713; 1) SEQ#=15745, ACK#=32711

76. U3 3axBaueHHBIX nakeToB ceanca TCP u3Bieuensl Tpu nakera ¢ uaramu: a) PSH,
ACK;

0) SYN;

B) FYN, ACK; ) SYN, ACK.

77. Yxaxure, Kakle U3 HUX OTHOCATCS K:

[IaKeTaM, yCTaHaBJIMBAIOIIUM COEIMHEHUE, [ ...;

nakeram, rnepeaioliuM JaHHbIe B ceaHnce, [ ...;

[IaKeTaM, 3aBEpIIAIOIIUM COSUHEHHE, [] .. ..

78. BriOepure Ha3zBaHue mois 3aroioBka TCP, Mmo3BosiOIIEero peryaupoBaTh MOTOK
JAHHBIX C IPOTUBOIOJIOKHON CTOPOHBI COETUHEHMUS:

a) Jlnuna 3aronoBka; 0) OkHO;

B) KontponpHas cymma; r)  Ykazarenab CPOUYHOCTH.

79. 3amura coennnenuniiHa kakom tune mudpoBanus ocHoBaH nporokona [PSec

A) cummerpuyHoM b) acumerpuunom B) xomOunupoBanHom I') B HéM He ucnomnb3yercs
mudpoBaHue

80. ITlowyemy X311 BCTAaBJISCTCS B KOHIIE TIEPEAABACMOrO IO CETH Kajpa

A) moromy 4TO OH (hOopMHpYyeTCs anmmapaTHO BO BpeMsl MOCIEIOBATENbHON Mepeaayu u
3aBepmiaeT kaap b) moToMy WTO 3TO MO3BOJSICT MHHHUMH3HPOBATH MOTEPH HMHQPOPMAIUH TIPU
CIIy4aifHbIX UCKaKeHUsX B) 3To ympomaer pa3dop kaapa npu noiaydeHuu

3aaHus B OTKPBITOM (popme

1. CereBoe yCTpOICTBO, IPUHUMAIOIIEE NOTOK OUTOB, MOCTYMAIOLIUX W3 CETH, HA
OJIH U3 CBOMX ITOPTOB M NEpeIaIoIee STOT MOTOK Ha BCE OCTAJIbHBIE OPTHI 3TO ...

2. Haxomsarcss num B omHOW mojceTH KommbioTepbl ¢ IP-ampecamm 172.16.2.65 wu
172.16.2.94, ecnin y HUX Macka nojicetu 255.255.255.224?

3. DJeKTpOHHAasl IUIaTa, yCTAaHABIMBaeMas B pPa3beM CHCTEMHOH IUIaTBl KOM-
nploTepa M o0ecrneyuBaroIas MOAKIIOYEHHE U MpHeM-TiepeAady HdaHHbIX [0 JIMHHUAM
KOMITBIOTEPHOM CETH ITO ...

4. YcTpoiicTBO, TOdydarolee CeTeBble MakeThl Ha OJMH M3 CBOMX IOPTOB U
nepefamIee X Ha JAPYrod COOTBETCTBYIOIIMK IOPT, ONpEIENsSeMBIi B 3aBHCHMOCTH OT
3HAa4YEeHHUs a/Ipeca CETEBOTI0 YPOBHS B 3aroJIOBKE MaKeTa, 3TO ...

5. YcTpoiicTBO, TpHHUMAIOIIEEe KaJpbl M3 CETH HAa OAWH W3 CBOMX MOPTOB U
nepeaarolee 3T KajJpbl Ha COOTBETCTBYIOIIUI ApYyroi mopt, onpenenseMslid mo MAC-aapecy
NOJTyJaTeNst B 3ar0JIOBKE Kazapa, 310 ...CeTs, oOecnieunBaromias nepeiady JaHHBIX B Ipezennax
CTpaHbl WJIM KOH- THHEHTA, 37O ...

6. Onpenenure, MIPaBHIILHO b3 clieayoniee YTBEp)KICHHE: B
OJTHOPAHrOBOM ceTH 1moA ynpaieHneM Windows Ha KaKZOM KOMIBIOTEPE CETH YCTaHOBIIEHBI U
KJIMEHT Jytsl ceTeit Microsoft, u ciry»x0a moctyma k ¢aiiiaam u mpuHTEpaMm.

7. Cetb, 00BeIMHSIONIAS IPOBaiiiepoB yciuyr HTEpHET B 0JTHOM TOpPO/JIE,

9TO ...

8. Cerb, o0OBEAMHAIONIAS KOMIIBIOTEPHl KOMIIBIOTEPHOro Kiacca, 3To ... Cerb,
00BeANHSIONIAsE KOMMYHUKAIIMOHHBIE YCTPONCTBA OJJHOTO YEJIOBEKa,

3TO ..

9. CGTI), O6L€)II/IH$[IOHIa${ YHUBEPCUTCTCKHUE KOMIIBIOTCPBI U KOMIIBIOTEPEI, HAXOAAMIUCCA
B 06H_IC)KI/ITI/I$IX " IPYTruxX 3JaHUAX CTYACHYCCKOIO ropoJika, 9To ...



Certb, obecrieunBarolias rnepenavy JaHHBIX B HpejesaX CTpaHbl WM KOH- TMHEHTA, 3TO

10.  Cetp, 0OBequHSIONIAS MPOBaiIepoB yciIyr NHTEpHET B OTHOM TOpPOJE, ITO ...

11.  Pexum, mpu KOTOPOM Iepenava ¥ MpUeM JaHHBIX MPOUCXOIST OJHOBPE- MEHHO,
31O ...

12.  Pexum, npu KOTOPOM Tiepeiada v MPUEM JaHHBIX TIPOUCXOIAT 110 0YE€PEIU,ITO ...

13. PexuM, npu KOTOPOM MPOUCXOAUT TOJBKO Iepeaaya Wik TOJIbKO MPUEM JTaHHBIX,
970 ...

14. YpoBeHb, OO0ECIEUMBAIOIINN TMPOBEPKY JOCTYIMHOCTH TEPEAroNIed Cpelibl,
azpecalio MHTEp(EeNHcoB CETEeBBIX YCTPOWCTB, pealu3alldi0 MEXaHU3MOB OMNpENEICHUS U
KOPPEKIMH OIIUOOK Tepeiaun, 3TO ...

15. YpoBeHb, 00eCTIeYMBAIOIINNA aIpecalfio CETeH, MoceTel U pabounx CTaHIUH, a
TakKe Tepeaavy MaKkeTOB JAHHBIX U3 CETH B CETh C BBIOOPOM OITH- MAIBHOTO Mapuipyra K
MOJIy4aTeto, 3TO ...

16.  Yposenp, oOecrneunBaromuii nepenadyy OMTOB JAHHBIX 1O IEpeNaroliei cpene,
37O ...

17. YpoBeHb, 00eCHeUHBAIONIMA BO3MOXHOCTh OJHOBPEMEHHOW Iepedaadyd OT-
MpPaBUTENIEM HECKOJbKUX IMOTOKOB JaHHBIX, a TakKKe OOECHeuMBAIOIIMN TapaH- TUPOBAHHYIO
nepesavy JaHHbIX, 3TO ...

18.  VYpoenp, oOecneyuBawIMii MnpeoOpa3oBaHue QopMara JaHHBIX, MPe-
CTaBJISICMBIX BBIMICICKAIINM YPOBHEM, B HEKOTOPBIM OOIIHiA (popMaT MPEICTaB- JICHUS JaHHBIX,
a Taoke mudpoBaHue U IeMHPPOBaHUE TAHHBIX, JTO ...

19.  VYpoBenb, oOecneUMBAOIINN OINpeIeICHUE AKTUBHOH CTOPOHBI MPHU Iepeaade
JTAHHBIX, a TAKXKE CHUHXPOHU3AIMIO COCIMHEHUS C BO3MOXHOCTBIO YCTa- HOBKHU KOHTPOJIBHBIX
TOYEK, 3TO ...

20.  VYpoBeHb, NPEIOCTABISAIOMIMNA  IOJB30BATEILCKUM TMPUIOKEHUSM  CETEBBIC
MIPOTOKOJIBI U CITYKOBI JIJIs1 00eCTICUeHUs IepeIaur JaHHBIX 110 CETH, JTO ...

33)13]!1/151 Ha YCTAHOBJICHHUE COOTBETCTBUA

1. VYcranoBure COOTBETCTBHE MCXKAY YKa3aHHbBIMU B CIIMCKC Ha3BaHUAMH U
OMPCACIICHUAMUA PEIKUMOB MEPCAAYN JAHHBIX:

a) TIOJIHOMYTIJICKCHBIN (Full Duplex)
0) TOJyIYIIEKCHBIH (Half Duplex)
B) CHMILIEKCHBII (Simplex)

2. BeiOepuTe COOTBETCTBHE MEXKAY Ha3BaHUSIMU U ONpeieNieHusiMUA ypoBHeH moxenn OSI:

1 [TpuknanHoit A obecrieynBaeT npeoOpa3oBaHUe MPOTOKOIOB U
YPOBEHb KOJIMPOBaHUE/IEKOUPOBAHNE TAHHBIX. 3aIIPOCHI
MPUIIOKEHUH, TOJTy4YeHHbIE C IPUKIIQHOTO YPOBHS, Ha
YPOBHE MpeCTaBIEHUS MpeodpazyroTcs B hopmat ajis
nepeayu 1o CeTH, a NOJIyYEeHHBIE U3 CETU JaHHbIE
npeoOpasyrorces B GopMat NpHII0KEHUH

2 CereBoii ypoBeHb | b YPOBEHb MO/JIENIN, 00ECIIEUNBAIOLINI B3aUMO IeHCTBHE
10JIb30BATEIBCKUX MPUIIOKEHUN C CETBIO
3 YpoBeHb B TpeAHa3HaveH )1 0OeCTieUeHHs HaIE)KHON TIepeadun
IIPEACTABICHUS JAHHBIX OT OTIPABUTEISA K I1OTyYaTENII0
4 KanannHprit T OIPEIEIISIET METO/I TIEPE/IAYN NAHHBIX, PEICTABICHHBIX B
YPOBEHb JIBOUYHOM BHJIE, OT OJIHOTO YCTPOHCTBA (KOMITBIOTEPA) K
JIPYrOMY.
5 dusnueckuit | npegHasHaueH Juisg 00ecreyeHns B3auMOIeHCTBUS ceTel

YPOBEHb Ha (U3NYECKOM YPOBHE U KOHTPOJIS OIINOOK, KOTOpBIE




MOTYT BOSHUKHYTb.

6 CeaHCOBBII E
YPOBCHB

IIpeIHa3HAYEH 7S ONIPENEICHMS TH epeaaun JaHHbIX.
OTBeuaer 3a TPaHCIIALUIO JIOTHYECKUX aJPECOB U UMEH B
¢busnveckue, onpeaeNeHre KpaTyaiimx MapIpyToB,
KOMMYTAIMIO U MapLIpyTU3aLUIO, OTCIE)KUBAHUE
HENOJIAJ0K U «3aTOPOB» B CETH.

7 TpancnopTHBII XK
YPOBEHb

o0ecneynBaeT NojiepKaHue ceaHca CBsI3U, 103BOJIAS
MPUIIOKESHUSM B3aUMOJICHCTBOBATh MEXy COOOM
JUINTEIIbHOE BpeMs

3. YCTaHOBHUTH COOTBETCTBHE TOIIOJIOTUH CETH €€ XapaKTEPUCTUKE

1 OO0mas mmuHa A Kaxxnas paboyasi CTaHIIUS CETH COSAMHSIETCS C
HECKOJIbKUMU IPYTUMH padOYUMU CTAHLIUSAMHU ITOU Ke
ceTH

2 3Be3na b B nannoii Tononoruu Bce paboure CTaHIIMKA COSIUHEHBI
JPYT C JPYTOM C IOMOIIBIO IEHTPAILHOTO KOHIIEHTPATOpa

3 Koms1o B B ocHoBe Tomosioruu aeXKUT 001U Kabeab (MarucTpanib),
K KOTOPOMY TIOJICOEIMHSIOTCS] BCe paboyme CTaHIIUU

4 KomOunupoBanuer | I’ Tormosorusi, B KOTOpOH Kaxkaasi pabodasi CTAHIIHS

€ pelIeHus COEJIUHSIETCS TOJIBKO C JBYMS COCETHUMU

4. YcranoButh coorBeTcTBHE Ha3BaHusd OC eé Ha3HAYEHUIO

1 NetWare

A CepBepHaﬂ OIICpalIMOHHAsA CUCTEMA AJIsd
MNOAACPIKKH BUPTYaJIbHbIX MAlllWH,
BKJIFOYasl BUPTYaJIbHBIC MAIlIMHBI HA
Linux.

2 LANTtastic

b CepBepHast oniepalliOHHasi CUCTEMA C
00BEKTHO-OPUEHTHUPOBAHHBIH
untepdericom OS/2 st co3manust
MOIIIHOTO Habopa rpaduyecKux CpeacTB
aJIMUHUCTPATOPA.

3 Windows Server 2019

B CereBas onepaiMoHHas cuctemMa U Habop
CETEBBIX MPOTOKOJIOB IS
B3aUMOJICHCTBHUS C KOMITbIOTEPaMU-
KJIMEHTaMH, MOJKIIOUEHHBIMU K CETH

4 LAN server

r CereBast omniepaliiOHHast CHCTEMa JIJIst
DOS, Windows,0S/2 ¢ moanepxkoit
texnonoruu Ethernet, ARCNET u Token
Ring

5. YCcTaHOBUTH COOTBETCTBHE MCKOY crocodamMu u BUJaMH I/IH(I)OpMaI_II/II/I

ITo criocoGy KoaupoBaHus

[udposasi, anamorosas

ITo ciocoOy mpencraBiIeHus

BusyanbHasi, 3ByKOBasi, JOKYMEHT

ITo ciocoby 06paboTku

TexcToBasi, rpaduueckas, yucaoBast

AWIN|F-

ITo cniocoOy BocipusTHS

asllvs]ialsS

HenpepsiBHast, JUCKpeTHAS

6. YCTaHOBUTH COOTBETCTBHE Ha3BaHUS IMMPOTOKOJIa €ro Ha3HAYCHHUIO
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https://ru.wikipedia.org/wiki/Ethernet
https://ru.wikipedia.org/wiki/ARCNET
https://ru.wikipedia.org/wiki/Token_Ring
https://ru.wikipedia.org/wiki/Token_Ring

1 FTP A [TpoTokos nepenaun JaHHBIX
2 SMTP b [TpoTokon nepegauu Qaiiaos
3 TCP/IP B [IpoTokos nepegaun runepTeKcTa
4 HTTP I IIpoTOKOJI NEpenayn nouThHI
3agaHuA HA YCTAaHOBJIeHHE MPABUJIbHOM N0C/1€10BATEILHOCTH
1.Pacnionoxxure B MpaBUILHOM TOpsJIKe YpoBHH Mojeinu ISO B3aumosieli- CTBUSI OTKPBITBIX
cucteM (Open System Interconnect), mpoHymMepoBaB ypOBHH OT HMXKHEIO J10 BEpPXHETO OT 1
no 7:
1. TtpancnopTHbIi
2. (duzmveckui
3. KaHaJIbHBIN
4. cereBoit
5. TPEeACTaBIICHUS TaHHBIX
6. TpuKIaTHOM
7. ceaHCOBBII
2. YCTaHOBHTD ATAIIBI 3aIIUTHI OT YTPO3 OE30MACHOCTH:
1. IlpenocraBneHue mepcoHany 3alIUIICHHBIA yIaleHHBIH JOCTYN K MH()OPMAIMOHHBIM
pecypcam
2. Obecrnieuenre 0€30MaCHOTO JOCTYIA K OTKPBITHIM pecypcaM BHEIIHUX ceTel u Internet
3. 3ammTa BHEIIHUX KaHAJIOB Mepeaadn HHPOpMauu
4. Pa3zpaboTka MOJUTUKH HHPOPMAIIMOHHON 0€30MacHOCTH
5. AHanu3 yrpo3sl 6€301aCHOCTH
3. YcTaHOBUTH 3TaNbl CTAJMH UCTIOTHEHUS! KOMITBIOTEPHBIX BUPYCOB:
1. BeinonHeHue JeCTPyKTUBHBIX (YHKIUI
2. Ilepenava yrpaBiieHUs IPOTrpaMMe-HOCHTEIIO BUpyca
3. Ilouck xepTBBI
4. 3apaxxeHHe HallJICHHOW KepPTBbI
5. 3arpy3ka BUpyca B IaMsTh
4. Y CTaHOBMTH ATAIlbl IOCTPOSHUS CUCTEMBI QaHTUBUPYCHON 3aIIIUThI CETH:
1. Peanu3anus mjiaHa aHTUBUPYCHOM 0€30MacHOCTH
2. TlpoBenenue aHanmu3a OOBEKTa 3alUTHl W OMNpEAEICHHE OCHOBHBIX MPHUHIUIIOB
o0ecrneueHns aHTUBUPYCHOM 0e301acHOCTH

3
4

5
1

. Pazpa0oTka mOMUTUKY aHTUBUPYCHON O€3011aCHOCTH
. Pa3paboTka nnana obecrieyeHust aHTUBUPYCHOM 0€30MacHOCTH

. YCTaHOBUTH 3Tanbl HOCTPOEHUS IPOrpaMMBbl oOecriedeH sl 0€30acHOCTH:
. IIpoBenieHre pa3bsICHUTENBHBIX MEPONPUATHI U 00yUYEeHHUs TepcoHana A MOAJEPKKU

TpeOyeMbIX Mep 0€301TacHOCTH

2
3
4
5

6

. PerynsipHbIif KOHTPOJIB MOIIArOBOM peanu3aluy rmiaHa 0e30macHOCTH

. YCcTaHOBJIEHHE YPOBHS 0€30MacHOCTH

. @opMupoBaHHe MOTUTUKH O€30MaCHOCTH OpraHU3aLUuU

. OnpesienieHne IIEHHOCTH TEXHOJIOTHYECKUX M HH(OPMAIIMOHHBIX aKTUBOB OPTaHU3aINU

. Pacnionoxuth mapaMeTpsl s FPpYNIHPOBKU JaHHBIX Ha cepBepe cObopa mHPopManuu

00 artake:

1

. Hara, Bpems




2. IIporokon

3. IlopT momy4arens

4. Homep arenra

5. IP-agpec arakyromiero
6. Tum araku

7. Pacmono>xuth B MOPSAKE BO3pACTaHUs JaThl pa3pabOTKU CTaHAapTOB HHPOPMAIIMOHHOM
0€30I1aCHOCTH:
. 1SO 27001:2005
. ISO/IEC 17799
. ISO/IEC 15408
. «KpuTepuu oLeHKH TOBEPEHHBIX KOMIIBIOTEPHBIX CHCTEM)

A WN -

. Pacmionoxxutp 3Tansl nporecca ynpapieHUs: puckaMu HHGOOPMALMOHHON 0€30MaCHOCTH
. Kimaccudukanus puckoB, BBIOOp METOJOJIOTHH OILIEHKH PUCKOB M IIPOBEACHUE OLIEHKH

. AHanu3 yrpo3 u UX IOCJIEICTBUM, onpeesieHue cnabocTeil B 3amumre

. Bb1Oop, peanuzanus u npoBepka 3alUTHBIX MEp

. OLileHKa 0CTaTOYHOTrO pUcKa

. UnenTrdukanys akTHBOB U IICHHOCTH PECYPCOB, HYKJIAIOIIUXCS B 3aIUTE

. Bb16op ananu3upyembix 00BEKTOB U CTEIEHH JIETATBHOCTH UX PACCMOTPEHUS

OO OTh WN - 00

9. PacnionoxuTh 3Tansl NPpOBEJCHUS ayJUTa HHPOPMALMOHHON 0€301M1acHOCTH:

1. Pa3zpaboTka pexoMeHJAluil 1O MOBBILIEHUIO YPOBHS 3aIMTHl aBTOMAaTU3MPOBAHHOMN
CUCTEMBI

2. AHanu3 MOTyYeHHBIX JaHHBIX

3. CO0p UCXOHBIX JaHHBIX

4. Pa3paboTka periaamMeHTa IpoBeIeHUs ayJuTa

IIlkana oueHWBAHUSI Pe3yJbTATOB TECTHPOBAHHUSA: B COOTBETCTBUU C
JEUCTBYIOIIIEH B YHUBEPCUTETE OaJIbHO-PEHTHHIOBON CHCTEMOM OIEHUBAHUE
pE3yNbTaTOB TPOMEKYTOUHOM aTTeCTallud OO0Yy4YaloIUXCs OCYIIECTBISETCS B
pamkax 100-OamapHOM  MIKAJBI, TPU OTOM MaKCUMAaJbHBIM  Oamin 1o
MPOMEKYTOUHOM arTecTaliui OO0ydYaromuxcsi MO O4YHOM QopMe 0OydeHUs
coctaBisier 36 0amioB, MO OYHO-3a0YHOM U 3a04HOM (hopmam oOydenust — 60
OanoB (yctanosieHo nosoxenuem I102.016).

MakcumanbHbIN 0all 3a TECTHPOBAHUE MPEACTABISIET COO0M pa3HOCTh JBYX
YHUCEJ: MaKCUMaJbHOro Oajuia MO MPOMEXKYTOYHOW aTTeCTalluu [JIsl JTaHHOU
dbopmbl 00yueHus (36) U MakCUMaJIbLHOTO Oajljia 3a pelieHue KOMIETEHTHOCTHO-
OpPUEHTUPOBaHHOM 3aaauu (6).

bamn, mnonydeHHbI 0OydYamOImMMCS 3a TECTUPOBAHHE, CYMMHPYETCS C
0ayioM, BBICTaBJICHHBIM €My 3a PEIIeHHE KOMIETEHTHOCTHO-OPUEHTHPOBAHHON
3a/1ay.

OOmumii 6ann Mo MPOMEXYTOYHOM aTTeCTallid CyYMMHUpYETCs ¢ Oalamu,
MOJIYYCHHBIMHA 00YYAIOIMMCS 110 PE3yJIbTaTaM TeKYIIEro KOHTPOJIS YCIIEBAEMOCTH
B TEUEHHUE CEMECTpa; CymMmma 0ajIoB MEPEBOJAUTCS B OIIEHKY 10 5-0ayuThHOMU IIKase
CJIETYIONTUM 00pa3oM:



CootBerctBue 100-0a/U1bHOM ¥ 5-0aJIBHOM KA

Cymma 6aioB 1o 100-6amibpHoM mikane | OueHka 1no 5-0auapHol 1IKae
100-85 OTJIMYHO

84-70 XOPOIIIO

69-50 yJIOBJIETBOPUTEIIHHO

49 u meHee HEYIOBJIETBOPUTEIIHLHO

2.2 KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE 3ATAYHN

KomnereHTHOCTHO-OpreHTUpOBaHHas 3af1a4a Ne 1
Co3aaTe TOMNOJOTHIO, COCTOSAIIYI0 U3 MAapLIPYyTH3aTopa, K KOTOPOMY
noAkioueHsl 2 kommbioTepa. Mexnay IIK 1 u mapmpyruzatopoM mnoacerhb
172.16.0.0, TIK 2 wu wmapumpyruzatopom mnoxacets 192.168.0.0. IIpoBeputhb
noctynHocTh KomnbioTepoB (IIK) ¢ momompro komanael ping. Co3nate Access
list, 3ampematonuii MPOXOXACHWN icmp-makeToB u3 mnoacetd 192.168.0.0.
Beimonauts komanay ping ¢ I1IK 1 nva I1IK 2 u ¢ [1K2 na [1K 1.

KomMmneTeHTHOCTHO-OpreHTUpOBaHHasA 3anada Ne 2
daiinoBeIil apxuB eMKOCTbIO 412 MO ckaunBaercst 20 MuHyT. COOTBETCTBYET
71 JCUCTBUTEIBLHOCTH 3asBJICHHAs CKOPOCTH MpoBaiiiepa B 35 Mowut/c.

KomneTeHTHOCTHO-OprueHTHpOoBaHHas 3a1a4da No 3

Onpenenute wuHOOPMAMOHHBIM O00BEM cooOIIeHUsT B OaiTax, ecliu B
rpeueckoM andaBute 24 OyKBBI U COOOIIEHUE HA TPEYECKOM SI3BIKE, COJEpIKalee
150 cumBo0B, OBLIO 3amucano B koje Unicode.

KomnerenTHOCTHO-OpHeHTUpOBaHHas 3agada Ne 4
CkosibkO BpeMeHHM OyAeT cKauuBaTbCad apxuB eMkocTtbio 500 MO mnpum
ckopoctu 50 M6ut/c.

KomnereHTHOCTHO-OpreHTUpOBaHHas 3aga4a Ne 5

J{nst koAupoBaHUs MOCIEI0BATEILHOCTH, cocTosiieit u3 0yks A, b, B, I' u /I,
WCIIOJIb3YETCSl HEPABHOMEPHBIN JBOUYHBIN KOJ.

s 6ykB A, b, B u I" ucrions3oBaHbI KOJIOBBIE CIIOBA:

A-111

b-110

B-101

I'-100

Onpenenure, KAKUM KOJOBBIM CJIOBOM MOKET ObITh 3akoiupoBaHa OykBa /JI.

(Kox nomkeH yaoBIETBOPATh CBOMCTBY OJIHO3HAYHOTO JiekoaupoBaHus. Eciu
MOYHO MCIIOJIb30BaTh 00JIee OJTHOTO KOJAOBOTO CJIOBA, YKa3aTh KpaTdyauiiee).

KomniereHTHOCTHO-OpreHTHpOBaHHAas 3a1a4ya Ne 6




OnpenenuTh MUHUMAIBHYIO JUIMHY KOJOBOTO CJIOBA C BO3MOXHOCTHIO
UCIIpaBJICHUSA 3-X KPAaTHBIX OIMMOOK MPH KOJWPOBAHUH WHOOPMAIUU JTHHOW &
our.

KomneTeHTHOCTHO-OpueHTHpoBaHHas 3a1a4da Ne 7

Paccuutats ko3ddumument TanuMoTo U  KOAIDPUIMEHT KOPPEIsAlUd U
onpenenuTh 3(p(PEeKTUBHOCTh NMOUCKA CTPAHML, CBSI3aHHBIX C pa3paboTKaMu U
nyOnukanusmu B Poccun B 2019 r. MmaTepraioB 1o aHTUBUPYCHBIM IIPOrpaMMaM B
nH(GOPMaIMOHHO-TIOUCKOBBIX cuctemax Google u SInnekc.

KomneTeHTHOCTHO-OpreHTUpOBaHHas 3aga4a Ne 8

Paccunrate ko3dduuuent Tanumoro u KOdIQOUUIMEHT KOPpEISIIUA |
ornpenenuTh 3(PpPEeKTUBHOCTh TOUCKA CTPAHMI, CBS3aHHBIX C pa3paboTKaMu H
nyonukamusamu B CILIA B 2019 r. MaTtepuanoB 1o aHTUBUPYCHBIM IpOrpaMMam B
nH(OPMAIMOHHO-TIOMCKOBBIX cucTeMax Rambler u Google.

KomMriereHTHOCTHO-OpreHTHpOoBaHHAs 3a1a4a Ne 9

Paccuutate ko3pduimeHT TaHUMOTO M KOIPPUIMEHT KOppendanuu u
onpenenuTh d(PPEKTUBHOCTh TMOUCKA CTPAHMI], CBSI3aHHBIX C pa3pabOTKaMHu U
nyonukamusmu B @PI" B 2019 r. matepuanos o gokymenransubiM B/] B Internet B
MH(OPMAIMOHHO-TIOMCKOBBIX cucteMax fAnnekc u Google.

KomniereHTHOCTHO-OpHeHTHpOoBaHHas 3anaya Ne 10

Paccuutate ko3ppuuueHT TaHUMOTO M KOIPPUUMEHT KOppelauuu u
onpenenuTb 3(PQPEKTUBHOCTh MOUCKA CTPAHMI], CBS3aHHBIX C pa3pabOTKaMH H
nyonukamusimu B Poccum B 2019 1. matepuasioB mo nokyMeHTanbHbIM B/l B
Internet B nudopmanmoHHO-TTOMCKOBBIX cucTemax SHnekc u Rambler.

IIlkana oOuNeHUBAHUS PeLIEHUA KOMIETEHTHOCTHO-OPUEHTHPOBAHHOI
3a/1a44: B COOTBETCTBUU C JICUCTBYIOIIEH B YHUBEPCUTETE OaUIbHO-PEHTHUHTOBOM
CUCTEMOH OIICHHBAHHE PE3YyJIbTATOB MPOMEKYTOYHOW aTTecTalui 00ydaroIuXxcs
ocymiecTBisieTcss B pamkax 100-0ayuibHOM MIKaJIbI, IPU 3TOM MaKCUMAaIbHBIA Oali
M0 TPOMEXKYTOUHOM arTecTaluu OOyYaronuxcs Mo O4HOoW ¢opme oOydeHus
coctaBisieT 36 OamIoB, O OYHO-3a0YHOW W 3a04yHOU (opmam oOyueHuss — 60
(ycranonneHo nojoxenuem 11 02.016).

MakcumanbHOE KOJIMYECTBO OayioB 3a pEIIeHHE KOMIIETEHTHOCTHO-
OpPUEHTHUPOBAHHOM 3a1aun — 6 OaIOB.

bann, mnomydeHHbld oOydaromuMmcs 3a  pelleHHe KOMIIETEHTHOCTHO-
OPUEHTUPOBAHHOW 3a/layu, CyMMHUpYeTCs C OajuloM, BBICTABJICHHBIM €My IO
pesynbratam  TectupoBaHusa. OOmmit Oamn  NPOMEXKYTOYHOM — aTTecTaluu
CyMMHpYETCS ¢ Oammamu, TOJMYYSeHHBIMH OOYYarOIIMMCS 10 pe3yibTaTam
TEKyIIer0o KOHTPOJS YCIIEBAEMOCTH B TEUYEHHE CEMeCcTpa; cymMMa OaljioB
MIEPEBOIUTCS B OLICHKY M0 5-0a/UTbHOM IIKaJIE CICTYIOITUM 00pa3oM:

Cootserctue 100-0a/U1bHOM ¥ 5-0aJIBHOM KA



Cymma 6amioB 1o 100-6amibpHoi mikane | OueHka 1o 5-0auapHoN 1IKae
100-85 OTJIMYHO

84-70 XOPOIIO

69-50 yJIOBJIETBOPUTEIIHHO

49 1 meHee HEYIOBJIETBOPUTEIIHLHO

Kputepun oneHUBaHHSl pelIeHUS] KOMIETEHTHOCTHO-OPHEHTHPOBAHHOI
3aa4u (HIDKECIIEYIONINEe KPUTEPUU OLICHKH SBISIIOTCS MPUMEPHBIMH U MOTYT
KOPPEKTUPOBATHCS):

6-15 6ayui0B BbICTaBIsieTCS OOydYalOIIEMYCs, €CJIM pEIICHHE 3aJlayu
JEMOHCTPUPYET TIIyOOKOE MOHUMAaHHE OOYYAIOMIMMCS MPEIIOKEHHON TPOOIeMbl
U Pa3HOCTOPOHHEE €€ pacCMOTPEHHE; CBOOOJHO KOHCTpyupyemasi paborta
MPEACTaBIAET CO00M JOTMYHOE, SICHOE M IPH ITOM KpaTKOE, TOYHOE OMUCaHUE
X0/la peuieHust 3agauu (MOCIeI0BaTEIbHOCTH (MM BBINOTHEHUS) HEOOXOAMMBIX
TPYAOBBIX NIEHCTBUN) W (QOPMYIUPOBKY JOKA3aHHOTO, MPABMJIBHOTO BBHIBOJA
(oTBeTa); MpU 3TOM OOYYAIOIIUMCS MPEIJI0KEHO HECKOJbKO BAPUAHTOB PEIICHUS
WIN OPUTHMHAIBHOE, HECTAHJIAPTHOE peleHue (Miau HambOosee 3(hPeKTuBHOE, WU
Hambosee palMoOHAIbHOE, WM ONTHUMAalbHOE, WM EIWHCTBEHHO IMPaBHIBHOE
pellieHne); 3agada pelieHa B YCTAHOBJICHHOE IIPENoJaBaTelieM BpeMs WIH C
OTIEpPEKEHUEM BPEMEHH.

4-3 fajuia BbICTaBIsIeTCSl OOydarolEeMyCs, €CIU pEIIeHUuEe 3aJadu
JEMOHCTPUPYET MOHUMaHHE OO0y4arolIMMCsl MPEeUIOKEHHON MpoOsieMBbl; 3aaada
pelIeHa TUIIOBBIM CIIOCOOOM B YCTAHOBJIEHHOE IpenojaBaTesieM BpeMs; HMEIOT
MecTO o0mue ¢pas3bl U (UIM) HECYIIECTBEHHbIE HEAOYEThl B ONHUCAHUU XOJa
pereHus u (Uin) BbIBoIa (OTBETA).

2-1 ©Oanja BbICTaBIsAeTCS OOydYaromieMycsi, €CIM pEIICHHe 3aJlayu
JIEMOHCTPHUPYET TOBEPXHOCTHOE TMOHUMAaHHE OOYyYaIOIUMCS MPeaIoKEHHON
po0JIeMbl; OCYIIECTBIIEHA TMOMBITKA IA0JIOHHOTO PEUICHHs 3aJa4yd, HO TMPH ee
pElIeHUH  JIONYyIIEHbl OMMOKM U (WJIM) MPEBBIIEHO  YCTAaHOBJIEHHOE
npernoaaBaTesieM BpeMmsl.

0 Oayui0B BBICTABJISIETCS OOydYalolIeMyCsl, €CJIM pElIeHUue 3aJa4yu
JEMOHCTPUPYET HEMOHUMaHUE 00yYaroUMMCs MPEI0KEHHON TPOOIeMbl, U (HJIN)
3HAYUTENbHOE MECTO 3aHMMAIOT 00IMe (Ppas3bl U TOJOCIOBHBIE PACCYKICHUS, U
(nnn) 3aa4ya He pelieHa.




