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METO/JAbI OHEHUBAHUA THOOPMAIIMOHHBIX
PUCKOB. TABJIMYHBIE METO/IbI OHEHKH PUCKOB

Hean padoThI:
W3YUYUTh METOJbl OICHUBAaHUS HWH(POPMAIMOHHBIX PHCKOB.
TabnuaHBIC METOBI OIICHKHA PHCKOB.

Teopernueckuit MaTepuaJ:

B nacTosiiiee BpeMs M3BECTHO MHOKECTBO TaOJIMYHBIX METOIOB
OIlCHKM HHGOPMAIIMOHHBIX PHUCKOB KOMIIAHWUU. BaxxHOo, YTOOBI
KOMIaHus BbIOpana i ce0s MOAXOASIMA METOHA, KOTOPBIU
obecrieunBasi Obl KOPPEKTHBIE M JOCTOBEPHBIE BOCIPOU3BOAUMBIE
pe3yJbTaThl. PacCMOTpUM HECKOJBKO MPUMEPOB MOJOOHBIX METOJ0B
OLICHWBAHUSI PUCKOB, KOTOpPbIE PEKOMEHJIOBAHBI MEXIYyHAPOIHBIMU
cTangapTamMu HHGOPMAIMOHHOM 0€30MacHOCTH, TJIaBHBIM 00pa3om SO
17799 (BS 7799). CyliileCTBEHHO, YTO B ATUX PEKOMEHIYyEeMbIX METOJaX
KOJINYECTBEHHBIE TOKA3aTENIM CYUIECTBYIOIIUX WM MPeaIaracMbIx
(U3UYECKUX PECYpCOB KOMIIAHUM OILICHUBAIOTCS C TOYKH 3PECHUS
CTOMMOCTH HMX 3aMEHbl WM BOCCTaHOBJICHHS PaObOTOCIIOCOOHOCTH
pecypca, TO €CTh KOJIMYECTBEHHBIMU METOAAMU. A CyIIECTBYIOIINUE WU
npernoiaaraeMble MpOrpaMMHBIE PECYPChI OLICHUBAIOTCS TaK ke, Kak U
dbuzuyeckue, TO €CTh NPU TOMOIIM OINPEACJICHUs 3aTpaT Ha WUX
MPUOOPETEHUE WM BOCCTAHOBJICHHE KOJIMYECTBEHHBIMU METOIAMMU.
Ecnu oOHapyXuTcs, 4YTO Kakoe-ITMO0O NPHUKIAJIHOE MPOrPaMMHOE
obecrnieyeHre UMeeT 0coOble TPeOOBaHUsI K KOHPUICHIINATHLHOCTH WU
LIEJIOCTHOCTH, HAaNpUMEp, MCXOJHBIM TEKCT HMEET BBICOKYIO
KOMMEPYECKYI0 IIEHHOCTh, TO OLIEHKA 3TOr0 pecypca MPOU3BOIUTCS B
CTOMMOCTHOM BBIP@XEHHU IO TOH K€ CXeMe, UTo U JyIs
MH(POPMAIITMOHHBIX PECYPCOB.

KonnuecTBeHHbIE  MOKa3aTead HWHQPOPMAIMOHHBIX  PECYPCOB
PEKOMEHIyeTCS OIICHMBATh [0 PE3yJbTaTaM OMNPOCOB COTPYIHHUKOB
KOMIAHUU - BIaAEIbIEB HH(OpPMAIMU, TO €CTh JOKHOCTHBIX JIUII
KOMIIaHWU, KOTOPBhIE MOTYT OMNpEeAeNUTh IIEHHOCTh HH(MOpMAIUH, €€
XapaKTePUCTUKU W CTENEHb KPUTUYHOCTU, UCXOJA M3 (PAKTHYECKOTO
noyiokeHus: nen. Ha ocHOBe pe3ynabTaroB ompoca MNPOU3BOIUTCS
OIICHHWBAHWE TOKA3aTeJIe U CTEeNEHU KPUTUUYHOCTH UHGPOPMAIIMOHHBIX
peCypcoB JIsl HaUXYJIIETO BapuaHTa Pa3BUTHS COOBITHI BILJIOTH O
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PAcCMOTPEHMST MOTEHITUAIbHBIX BO3JICUCTBUI Ha OM3HEC-IIESITEIbHOCTD
KOMITAaHUH TIPH BO3MO>KHOM HECAHKIIMOHHPOBAHHOM O3HAaKOMJICHHH C
KOoH(bHUACHINATLHON HHGOpMaIlUell, HapyIIEHUH €€ IIeJIOCTHOCTH,
HEIOCTYIIHOCTH Ha pa3jIMYHbIE CPOKH, BBI3BAHHBIX OTKa3aMH B
00CTy)KMBaHUM CHCTEM OO0paOOTKHM JaHHBIX W Jaxe (OU3HNYECKOM
YHUUTOXKEHUU. Ilpr 3TOM IpoliecC IMOJy4YeHHUs KOJMYECTBEHHBIX
MoKa3zaTeJiel MOXET JOMOJHATHCA COOTBETCTBYIOIIUMHU METOJIUKAMU
OIICHMBAHUS JIPYTUX KPUTHYECKHM BaXXHBIX PECYpPCOB KOMIIAHMH,
YUYUTHIBAIOIIUX:

. 0€30macHOCTh MIEPCOHANIA;

. pasriamneHrue 9acTHONW HHGOpMAIIHH;

. TpeOOBaHUSA TO  COONIOACHUIO  3aKOHOMATEIbHBIX U
HOPMATHBHBIX ITOJI0KCHHUIA;

. OrpaHUYCHHS, BRITCKAOIIHNE U3 3aKOHOIaTEIbCTRA;

. KOMMEPYECKHE ¥ SKOHOMUICCKNE HHTEPECHI;

. (MHAHCOBBIC TIOTEPU M HAPYIIECHUS B MPOU3BOJICTBEHHOMN
JCSATCIIBHOCTH;

. 00IIECTBEHHBIC OTHOIIICHUS;

. KOMMepYecKas TIOJIMTHKA 1 KOMMEPYECKUE OTepaIiy;

. NOTEePs pEIyTaIiy KOMIIaHUH.

Jlanee KOMMYECTBEHHBIE MOKA3aTEIN MCHOJIB3YIOTCA TaM, IJe 3TO
JOMyCTUMO M OMNpPaBJaHO, a KAYECTBEHHBIC - TJI€ KOJIUYECTBEHHBIE
OIIEHKM MO PpsAIy NOpUYMH 3arpydHeHbl. [Ipu 3ToM Haumbosblee
pacrnpoCTpaHEHUE TMOIYUYHIIO OLCHHUBAHHE KAUYE€CTBEHHBIX IMOKa3aTene
MpU TIOMOIIU CHEUUAIBHO Pa3pabOTaHHBIX ISl 3TUX LieJIel OalIbHbIX
HIKajgax moJ00HOM ToM, KOTOpasi MPUBOAUTCS AaJiee: YEThIpeX OaJlIbHas
mkana ot 1 qo 4 6anios.

Crnenyromeii onepauuen SBISETCS 3allOJIHEHUE Nap OMPOCHBIX
JIUCTOB, B KOTOPBIX MO KaXJOMYy U3 THUIIOB YIrpo3 U CBA3AHHBIX C HUM
IPYIIIE PECYpPCOB OLIEHUBAIOTCS BEPOSITHOCTHIO pPEATU3aLHUN  yIPO3
YPOBHU yIpO3 U YPOBHU YSI3BUMOCTEM KaK CTENEHb JIETKOCTH, C
KOTOpOW peayiM30BaHHAsl yrpo3a CIOCOOHA MPUBECTH K HETaTUBHOMY
BO3/elicTBUIO. OlLICHMBAaHHWE MPOU3BOAUTCS B KAUYECTBEHHBIX IIKanax.
Hampumep, ypoBeHb yrpo3 U YSI3BUMOCTEM OLIEHUBAETCS IO IIKaje
"BoicOkMM - Hu3kuil". HeoOxoaumyro wuHpoOpManuoo CcoOUPaIOT,
OnpanBas TOP-MeHemxepoB KOMITaHUH, COTPYJAHUKOB
KOMMEPYECKUX, TEXHUYECKHUX, KaJAPOBBIX U CEPBUCHBIX CIIYXKO,
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BbIE3KAasi Ha MECTa W AaHAIM3UPYSA JIOKYMEHTAIlUI0 KOMIIAHUH.
Paccmotpum nipumep.

IHpumep.

[IpoBenem aHanu3 CIEAYyIONIUX TUIIOB YTPO3:

. YMBIIUIEHHBIE HECAHKIIMOHUPOBAHHBIE JIEVUCTBUS JIFOJEH;

. HEMPEIBUAECHHBIE CTyYailHOCTH;

. OIIIMOKU CO CTOPOHBI MEPCOHAIIA;

. aBapuu 00OpYJOBaHMs, MPOrPAMMHOrO OOECIICUCHUS U

CpEJICTB CBSI3H.

OTHOCAIUECS K KaXIOMY TUIIY HETATUBHBIX BO3JCHUCTBUN YPOBHU
PHCKOB, COOTBETCTBYIOIIMX MOKA3aTENsIM LEHHOCTH  PECYPCOB,
MOKa3aTeliM Yrpo3 W YSI3BUMOCTEH, OIICHMBAKOTCS MPU IOMOIIU
TaOJIMIIBI, AHAJIOTUIHOM Ta0amIe 1

Tabnauma 1. YpoBHM PHCKOB, COOTBETCTBYIOIIHME IOKA3aTENIsIM
LEHHOCTH PECYPCOB, YTPO3 U YSA3BUMOCTEN

YpoBeHb Yrpo3bl (OIIEHKA BePOSITHOCTH ee
Moka3aTeab meHHocTH OCYLECTBICHHUS)

pecypca (ma kaxayro Huskuii Cpennmnii Bricokuii
YIPO3y U pecypc) YpoBHHU YpoBHH YpoBHH
YSA3BUMOCTEN  yA3BUMOCTEW  yA3BUMOCTEU
H C B H C B H C B
0 0 1 2 1 2 2 4
1 1 2 3 2 3 4 3 4 5
2 2 3 4 3 4 5 4 5 6
3 3 4 5 4 5 6 5 6 7
4 4 5 6 5 6 7 6 /7 8

KosimyecTBEeHHBIN MOKa3aTeab pUCKa ONpeaessieTcs B mKaie oT 1
10 8. COOTBETCTBYIOIIME 3HAYEHUS 3aHOCSATCS B TabnuIly. J{ist Kaxxaoro
pecypca paccMaTpUBAIOTCS OTHOCSIIHECS K HEMY YS3BUMBIE MeCTa U
COOTBETCTBYIOIIME MM Yyrpo3bl. Eciu cCylliecTByeT YSI3BUMOCTh 0e€3
CBSI3aHHOM C HEW YyIrpo3bl, WIH CYIIECTBYET YIpo3a, HECBSI3aHHAS C
KaKMMU-TMOO YS3BUMBIMM MECTaMH, TO PUCKOB HeT. Ho m B 3TOM
ciaydae cieayeT MpeayCMOTpeTh M3MEHEHUE MojokeHus aen. Kaxmas
CTpOKa B TaOJMIlE OMpeAeNseTCS TMOoKas3aTeleM pecypca, a KaxKIbli
CTOJI0EI] - CTENEHbIO OMMACHOCTH yTPO3bl U YSI3BUMOCTH. Hanpumep,



pecypc MMeeT IIoKaszaTellb 3, yrpo3a HMeEeT CTeleHb ''BhICOKas'", a
ysI3BUMOCTh - "Hu3Kas". [lokazarenp pucka B JJaHHOM clydae OyjaeT 5.
Pazmep TaOmuIbl, yYHUTHIBAIOIIEH KOJIMYECTBO CTEIEHEH OMacHOCTH
yIpo3, CTEIEHEW OMACHOCTH YA3BUMOCTEM M KATErOpud LEHHOCTH
PECYpPCOB, MOXET OBITh M3MEHEH B COOTBETCTBHMH CO CHEIU(PUKON
KOHKPETHON KOMIIAHUHU.

OnucaHHbIN IIOJIXO/ ompenensercs KJaccudukamen
paccMmaTpuBaeMbIX puckoB. Ilocie Toro, kak OleHMBAHUE PUCKOB OBLIO
BBITIOJIHEHO TEPBBIM pa3, €ro pe3yJbTarThl 1EeIeCO00pa3HO COXPaHUTH,
HarpuMep, B 0aze JaHHBIX. JTa Mepa B JajbHEUIIEM MO3BOJUT JIETKO
MOBTOPUTH MOCIIEAYIOIIEE OIEHUBAHUE PUCKOB KOMITAHUHU.

PanxkupoBanue yrpos

B martpuiie unu tabiuiie MOXKHO HaTJISIIHO OTPA3UTh CBSI3b MEXKIY
yIpO3aMH, HEraTUBHBIMU  BO3JCUCTBUSIMU M  BO3MOXHOCTIMU
peanuzanuu. s 3TOro HY)KHO BBINOJHUTH clenyromue mard. Ha
MEpBOM IIIare OICGHUTh HETaTMBHOE BO3JICHCTBUE IO 3apaHee
ONPENECIICHHON MIKaJle, HanmpuMep, oT 1 1o S, s KaxIoro pecypea,
KOTOPOMY YI'PO’KaeT OMacHOCTh (KojJoHKa b B Tabmmie). Ha BTOpOM
mare 1Mo 3apaHee 3aJaHHOW IIKajie, HampuMmep, oT 1 10 5, OIEHUTH
peanbHOCTh peanu3aluu (KOJIOHKa C B TaOJMIE) KaXAOW Yyrpos3bl
(kosoHKa @ B Tabnuue). Ha TperbeM miare BBIYMCIWUTH IOKA3aTEllb
pUCKa TIpH IIOMOIIY INEPEMHOXCHHUS YHCeI B KOJOHKax b ® ¢, o
KOTOPOMY U MPOU3BOAUTCS PAHXKUPOBAHUE Yrpo3 (KOJIOHKA €). B aTom
npumepe (Tabd. 2) 11 HaMMEHBIIIETO0 HETaTUBHOTO BO3JACHCTBUSA U IS
HaWMEHBIIIEN peAIbHOCTH peaanu3alMy BbIOpaH nokasarensp 1.

Tabnuma 2. PamxupoBadue yrpos

IMoxka3areib PealbHOCTE

Onucanue HEraTUBHOIO IMoka3zarenr Paunr
N peaju3anuu

yrpo3ni (a) ?t()))mencTBnﬂ A pucka (d)  yrpo3ssi(e)
YrpozaA 5 2 10 2
YrpozaB 2 4 8 3
YrpozaC 3 5 15 1
YrpozaD 1 3 3 5
VYrpozaE 4 1 4 4



Tabauma 2. PamxupoBaHue yrpo3

IToxka3zarean PealbHOCTE
Onucanye HEraTuBHOIO Iloka3zatear Panr
. peajn3anuu d
yrpo3sl (a) ?t()))?.z[encmnﬂ VEPO3HI (€) pucka (d)  yrposmi(e)
YrpozaF 2 4 8 3

JlaHHas mpoleaypa I03BOJISCT CPAaBHHBATh W PAHKHPOBATH IIO
MPUOPUTETY YTPO3bl C PA3IUIHBIMHA HETAaTUBHBIMHU BO3JCHCTBUSAMH H
BO3MOYKHOCTSIMU peaau3aIum. B OTIPEICIICHHBIX CIydasix
JOTIOJTHUTEIILHO MOTYT ITOTPeO0BaThCS CTOMMOCTHBIC ITOKA3aTeIIH.

OneHnBaHNEe  TIOKa3aTelIe  4YacTOThl  IOBTOPSEMOCTH |
BO3MOYKHOTO yIIiepOa OT prcKa

PaccMoTpuM mpumep OIEHKM HETaTHBHOTO BO3ICHCTBUS yTPO3HI.
DOra 3ajaya pemaercss MpU IOMOIIM OICHWBAHUS JBYX 3HAYCHHI:
IICHHOCTH Pecypca M 9acTOThl MMOBTOPSIEMOCTH pucka. [lepeuncieHabie
3HAYCHHS OIPEESAIOT IMOoKa3aTelb LEHHOCTH I KaXKIOoTo pecypca.
Brauane kaxaomy pecypcy NpHCBaMBaeTCs OMNpeJelieHHOE 3HAaUCHUE,
COOTBETCTBYIOIIEE MOTESHIIMATLHOMY YIIEpOy OT BO3JICUCTBUS YIPO3BI.
Takne mokasarenu NMPUCBAMBAIOTCSA PECYpPCY IO OTHOIICHHIO KO BCEM
BO3MOKHBIM yrpo3am. Ilocme Toro, kak Oaibl BCEX PECypcoB
aHAJIM3UPYyEMON KOPIIOPATHBHOM CHCTEMBI OyAyT MPOCYMMHPOBAHEI,
omnpenenseTcs KOJWYECTBEHHBIM ITOKa3aTellb pPHUCKa JUISl  CHCTEMBL.
Jlamee oIleHMBAaeTCS IMOKa3aTellb YacTOTHl TOBTOpseMOCTH. YacTora
3aBHUCHUT OT BEPOSTHOCTH BO3HUKHOBEHHS YI'PO3bI M CTEIICHH JIETKOCTH,
C KOTOpPOM MOKeT OBITh HCIOJb30BaHA YSA3BUMOCTb. B pesynbpTare
noJtydaeTcsi Ta0uIla, aHaJlornyHast Tadsuie 3.

Tabnuua 3. [TokazaTenb 4acTOThI MOBTOPSEMOCTH.
YpoBeHb yrpo3bl

Hu3zkuu Cpennmnii Boicokuii

YPpOBHHU YSI3BUMOCTEH YPOBHM YA3BUMOCTEW YPOBHU YSI3BUMOCTEU
H C B H C B H C B

0 1 2 1 2 3 2 3 4

3aTeM ompenensieTcs TMoKa3arelb napel pecypc/yrpoza. Ha
KXyl Mapy pecypc/yrposa cocrtapisiercss Ttadiauma (cm. Tad. 4.), B
KOTOPOW CYMMHUPYIOTCS TTOKa3aTen pecypca U yrpo3bl.



Ta6auma 4. [Tokazarenu napel pecypc/yrposa.

Iloxka3aresb pecypca IToxka3aTesib 4aCTOTHI
0 1 2 3 4
0 0 1 2 3 4
1 1 2 3 4 5
2 2 3=2+1 4 5 6
3 3 4 5 6 7
4 4 5 6 7 8

Ha 3axirouuTenbHOM dTarne CyMMUPYIOTCS BCE MUTOTOBBIE Oallyibl
0 BCEM pecypcaMm cuctembl W (dopmupyercs ee obumi Oami. Ero
MOYKHO HCIIOJIb30BaTh ISl BBIABJICHUS TE€X 3JIEMEHTOB CUCTEMBbI, 3aIUTA
KOTOPBIX JI0JIKHA OBITh MPUOPUTETHOM.

Pa3jesienne pucKOB HA IpueMJieMble U HepueMJieMble

JIONOTHUTENBHBIA  CIIOCOO  OIEGHMBAHUS PHUCKOB COCTOUT B
pa3ieiecHUM WX TOJIBKO Ha  JIONYCTUMBIE M HEJOMYCTUMBIE.
Bo03MOXHOCTh MPUMEHEHUS IMOJOOHOTO MOIX0Ia OCHOBBIBAETCS HA TOM,
YTO KOJUYECTBEHHBIC TMOKA3aTEIM PUCKOB HCMOJB3YIOTCS TOJBKO IS
TOTO, 4YTOOBI HMX VYIOPSAOYNUTH U ONPEACINUTh, KaKhe JCUCTBUSA
HEOOXOIUMBI B TIEPBYIO ouepeab. Ho 3TOro MOXHO HOOCTHYh U C
MEHBIIIUMU 3aTpaTaMH.

Tabnuna, ucnonblyemasi B JaHHOM MOJAXOJIE, COJIEPKUT HE YHCIIa,
a Toysbko cumBOIBl J[ (puck gomyctuM) U H (puck HemomycTtum).
Hanpumep, MoKeT OBITh UCIIOIB30BaHA TabIHIIA O.

Tabnmuma 5. Pa3neneHue pHUCKOB HA  MpUEMIIEMble |
HeTpUeMJIEMEBIC.

IHoka3aresb pecypca Ioxka3aTe/ib 4YaCTOTHI
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[Ipyu »TOM BOmpPOC O TOM, KaKk MPOBECTH TPAHUIY MEKIY
JIOMYCTUMBIMH W HEJOMYCTUMBIMH  PHUCKaMH, KaK TIPaBHUIIO,
npejaraetca  pemuth [ OP-meHemkepaM, OTBETCTBEHHBIM 32
OpraHu3anuio HHHOPMAITMOHHON OE30IMaCHOCTH KOMIIAHUH

3axanue:
[IpoMmonenupoBaTh NPUMEHEHHE TaOJMYHBIX METOIOB OIICHKHU
PHUCKOB.

Cnucok 101MO0JTHUTEILHOM JINTEPATYPbI:
CnpaBouno-nouckoBas cucreMa «Koncynbrant [Lntocy;
CnopaBouHO-IOUCKOBast cucremMa «I'apanT»



OLHEHKA PUCKOB 110 IBYM ®AKTOPAM

Hean padoTsI
N3yunth MeTOABI OIEHWBAaHUS HWHGOPMALMOHHBIX PHCKOB.
TabauyHbIE METOIbI OIIEHKH PHCKOB.

Teopernueckuii MmaTepuaJ:

B HacTosiiee BpeMs M3BECTHO MHOYKECTBO TaOJIMYHBIX METOOB
OLICHKU HMH(GOPMAIMOHHBIX PHUCKOB KOMIIaHUM. BakHo, dYTOOBI
KOMITaHUSl BbIOpasa g ceOsl TOAXOASAIIUH METOJ, KOTOPBIU
obOecrieunBan OBl KOPPEKTHBICE M JIOCTOBEPHBIC BOCIPOHM3BOIUMBIS
pe3yabTaThl. PaccMOTpUM HECKOJIBKO MPUMEPOB MOJOOHBIX METOJ/IOB
OIICHUBAaHMS PHUCKOB, KOTOPHIE PEKOMEHIIOBAHBI MEXIyHAPOIHBIMU
cTaHJapTamMu UHGOPMAIIMOHHOM 0€30MacHOCTH, TJIaBHBIM 00pa3zoM ISO
17799 (BS 7799). CyliecCTBEHHO, UTO B 3TUX PEKOMEHIYEMBIX METOJAX
KOJJMYCCTBCHHBIC TIOKA3aTeIM CYIIECTBYIONIUX WJIW MpeJjlaracMbIxX
(U3MYECKUX PECypCcOB KOMITAHWHM OIICHWBAIOTCS C TOYKH 3PECHHS
CTOMMOCTH HX 3aMEHbl WM BOCCTAHOBJIEHUS pPabOTOCTIOCOOHOCTH
pecypca, TO €CTh KOJMYECTBEHHBIMH METOJaMHU. A CYIIIECTBYIONTUE WIIH
npeanojaracMble MporpaMMHBIC PECYPChl OLICHUBAIOTCS TakK JKe, KaK U
¢u3ndeckre, TO €CTb IPU TOMOINU OMPENESICHUs] 3aTpaT Ha UX
npuoOpeTeHrne WM BOCCTAaHOBJICHHE KOJWYECTBEHHBIMH METOIAMHU.
Ecnu  oOHapyXuTcs, 4YTO Kakoe-ITMO0O NPHUKIAJAHOE MPOrPaMMHOE
obecrnieueHre UMeeT ocoOble TpeOOBaHUSI K KOH(PUICHIIMATLHOCTH WU
IIEJIOCTHOCTH, HAlpUMEp, HMCXOAHBIM TEKCT HMMEET  BBICOKYIO
KOMMEPUYECKYI0 IIEHHOCTh, TO OIIEHKa 3TOr0 pecypca MPOU3BOJMUTCS B
CTOMMOCTHOM BBIp@KEHHHM IO TOM K€ CXemMe, 4YTo U A
MH(OPMAITMOHHBIX PECYPCOB.

KonuyecTBeHHble TOKa3aTenu MHGOPMAIMOHHBIX  PECYypCOB
PEKOMEHIyeTCS OIIEHWBATh IO pe3yJibTaTaM OIPOCOB COTPYIHHKOB
KOMITAHMM - BJQJCNbICB WHOOPMAIUHA, TO €CTh JOJDKHOCTHBIX JIHI]
KOMITAaHWH, KOTOPBIE MOTYT OIpPEACIUTh LIEHHOCTh WH(pOpMammu, ee
XapaKTEPUCTUKU M CTENEHb KPUTHYHOCTH, UCXOAS U3 (PAaKTHUECKOTO
nojio)keHust nen. Ha ocCHOBe pe3ynabTaToOB oOmpoca MPOU3BOJIUTCS
OIICHUBAHME TOKa3aTeJel M CTENEeHH KPUTHYHOCTH MHOOPMAIMOHHBIX
pPECYpPCOB Il HAWXYJIIETO BapuaHTa PAa3BUTHS COOBITUN BIUIOTH IO
pPacCMOTPEHUS MMOTSHIIMAIBHBIX BO3JCHCTBUN HA OM3HEC-IeATeIbHOCTD
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KOMITAaHUHU TIPU BO3MOXXHOM HECAHKIIMOHMPOBAHHOM O3HAKOMJICHHH C
KOH(bHUACHIMAILHON HHGOpMAaIlMeil, HapYyIIEHUH €€ IeJOCTHOCTH,
HEJOCTYITHOCTH Ha pa3IMYHbIe CPOKH, BBI3BAHHBIX OTKa3aMHU B
oOCITy>)KMBaHUM CHUCTEM OOpabOTKM JaHHBIX U Jaxe (PU3HNUYECKOM
yHUYTOXKEeHUH. [Ipum 3TOM mpolecc mMOdydeHUs KOJIUYECTBEHHBIX
MOoKa3aTeJaei MOXKET JOIMOIHATHCS COOTBETCTBYIOIIMMH METOIUKAMU
OLICHUBAHMS JIPYTMX KPUTUYECKH BAXHBIX PECYpCOB KOMIIAHUH,
YYUTHIBAIOIINX

. 6€301acHOCTh TIEPCOHANIA;

. pasTialieHue 9YacTHON nH(popMaIuu;

. TpeOOBaHWSA TIO  COOJIOJICHWIO  3aKOHOJATENIbHBIX U
HOPMATHBHBIX MOJIOKCHHIA;

. OTpaHUYCHUS, BRITCKAOIINE 13 3aKOHOIaTEIHCTBA;

. KOMMEPYECKHE U SKOHOMHYECCKHE HHTEPECHI;

. (MHAHCOBBIC TTOTEPH M HAPYIICHHS B TIPOW3BOICTBEHHOM
TEATEIIbHOCTH;

. 00IIIeCTBEHHBIC OTHOIICHHS;

. KOMMEpUYECKas IMOJIUTHKA 1 KOMMEPYCCKHE OIePaIiu;

. OTEPS penyTaIllii KOMITaHHUH.

Jlanee KOJWYECTBEHHBIEC MOKA3ATEIN UCIOJIB3YIOTCS TaM, TIAE 3TO
JOMYCTUMO M OIPAaBJAaHO, a KAYECTBEHHbIC - T/I€ KOJIUYECTBEHHBIC
OLICHKU TIO0 PAAYy MPUYUH 3aTpyaHeHsl. [lpu 3ToM Haumbomblee
pacIpoCTpaHEHUE MOJYYWIO OIEHMBAHUE KaYECTBEHHBIX IMOKa3aTee
OpY MOMOIIM CIEUAIbHO pa3pabOTaHHBIX ISl ATUX LieJied OalIbHBIX
HIKajgax moJ00HOM ToM, KOTOpast MPUBOAUTCS AaJiee: YEThIpeX OaJlibHas
mkana ot 1 go 4 6anios.

Crnenyrouieii onepanuen sBISETCS 3alOJHEHUE Map OMPOCHBIX
JIMCTOB, B KOTOPBIX IO KaXJOMY M3 THUIIOB yIrpO3 U CBA3aHHBIX C HUM
IPYIIIE PECYPCOB OLIEHUBAIOTCS BEPOSTHOCTBIO PEATU3ALNMN  yIPO3
YPOBHH YIpOo3 M YPOBHU YSI3BUMOCTEH KaK CTENEHb JIETKOCTH, C
KOTOpOW peaJM30BaHHAsl yrpo3a CIOCOOHA NMPUBECTH K HETATHBHOMY
BO3/IeicTBUIO. OLICHMBAaHHWE MPOU3BOAUTCS B KAUYECTBEHHBIX IIKajiax.
Hanpumep, ypoBeHb yrpo3 M ysA3BUMOCTEM OLICHMBAETCS I10 IIKaJe
"Boicokuid - Hu3kui". Heobxomumyro wuHOpMAIUIO COOUPALOT,
OmpanBas TOP-MeHemxepoB KOMITaHUH, COTPYJAHUKOB
KOMMEPUYECKMX, TEXHUYECKHUX, KAJPOBBIX U CEPBUCHBIX CIIyXkO,

11



BbIE3)Kasi HAa MeCTa U aHaJu3upys JOKYMEHTAIMI0 KOMIIAHUM.
Paccmotpum nipumep.

IIpumep oueHKHM PUCKOB 10 ABYM (pakTopam.

1. B Tabmuie MOXHO HArjsJHO OTPa3UTh CBI3b (HaKTOPOB
HETaTUBHOTO BO3JCUCTBUS (MOKa3aTeleld PECypcoB) W BEPOSITHOCTEH
peaM3aluy yrpo3bl C YYETOM ITOKA3aTeNEN YSI3BUMOCTEN.

2. Ha nepBoM 11are OlieHUBAETCSI HETATUBHOE BO3JIEUCTBUE MO
3apaHee ONpEAEICHHOW MIKaje, Hampumep oT 1 mo 5, mans kaxkmoro
pecypca, KOTOPOMY yrposKaeT onacHOCTh (KojioHKa B B Ta0i1. 4).

3. Ha Bropowm 1mare mo 3aJaHHOM IIKajie, HampumMep ot 1 j0 5,
OIICHMBAETCS BEPOSITHOCTh PeAU3aALNU KaXKJI0W YIPO3BI.

4. Ha TperbemM I1are BBIUUCISIETCS MOKa3aTenb pucka. B
MPOCTENIIIeM BapuaHTe METOJIUKHU ITO JejaeTcst myTeM yMHoxxeHus (B
x C). Heo0xoauMoO MOMHHTH, YTO OTMEpals YMHOXKECHHS OIpe/eeHa
JUIS KOJIMYECTBEHHBIX MIKajd. s paHroBbIX (KAYECTBEHHBIX) IIKaJ
M3MEpEHUs TTOKa3aTesib PUCKa, COOTBETCTBYIOmMM cutyauuu B =1, C =
3, coBceM He 00s3aTeabHO JKBUBaNeHTeH ciaydairo B = 3, C = 1,
COOTBETCTBEHHO, AOJDKHA OBITh pa3pabOTaHa METOAWKA OICHHUBAHUS
MoKa3aTeyiell pUCKOB MPUMEHUTEIHLHO K KOHKPETHOM OpraHUu3allui.

5.  Ha yerBepToM mare yrpo3bl paHKUPYIOTCSI MO 3HAYECHUSIM
ux (hakTopa pucka.

6. B paccmarpuBaeMoM  TIpUMepe  JJII  HAWMEHBIIETO
HETaTUBHOTO BO3JACUCTBHS W 11 HAWMEHBIIEH BO3MOXXHOCTHU
peanu3anuu yrpo3bl BEIOpaH moka3areib 1.

/.  Tabnumua 6. PamxupoBaHHE PUCKOB

[Tokazarenp pucka

Bo3MmoxxHOCTB
peann3anuu
Heckpunrop HETAaTUBHOI'O Panr
IToxka3zarenb . YIPO3bI
YIPO3BI BO3JCUCTBUS (cyBbexTuBHas pHUCKa
(pecypca) oLleHKa)
Yrpoza A
Yrposa B
Yrpoza C

Yrpoza D
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Yrposa E
VYrpoza F

8. JlanHas mporueaypa MO3BOJIIET CPABHUBATh U PAHXKUPOBATH
yIpO3bl €  Pa3UYHBIMK  HETATUBHBIMM  BO3JCUCTBUSIMU U
BEPOSATHOCTSIMU peanu3anuu. B ciydae HEO0OXOUMOCTHU
JOTIOJIHUTEILHO MOTYT TPUHUMATHCS BO BHHUMaHUE CTOMMOCTHBIE
MTOKA3aTEeIH.

9. PazgeneHue puckoB Ha IPUEMIIEMbIE U HEPUEMIIEMbIC

10. Hpyroii crnocoO OlEeHUBAHUS PUCKOB COCTOUT B pa3iciiCHUU
WX TOJIbKO Ha TMpUeMJIeMble U Hempuemiiembie pucku. Iloaxon
OCHOBBIBAETCSI HA TOM, YTO KOJMYECTBEHHBIE TI0Ka3aTeld PHUCKOB
CIIY’KaT JIMIIb JJIs1 TOTO, YTOOBI X YIOPSAIOYUTh U ONPEACIIUTh, KaKue
JeHCTBUS HEOOXOUMBI B IEPBYIO ouepeib. Ho 3TOro MOKHO 1OCTUYD U
C MEHBIIIMMU 3aTPaTaMH.

11. Marpuia, ucnojib3yemasi B TJaHHOM TOJXOJIE, COJACPKUT HE
qucia, a TOJIbKo CUMBOJIBL [ (puck momyctum) i H (puck HemomycTum).
Hanpumep, Mmatpuiia MOXET UMETh BUJT TaOI. /.

12. Tabmuma 7. Pa3pmeneHme pHCKOB Ha NpHUEMIIEMBIC W
HEeTpUeMIIEMbIE

Iloxaszarenp IOCHHOCTU Ilokasarenp BO3MOXKXHOCTHU

pecypca peajin3alinu Yrpo3bl
1 00 H
1 I A HH
| JIHHH
hi| HHHH
H HHHH

13. Bompoc o0 TOM, Kak TPOBECTH TpaHHIy  MEKIY
IpUEMIIEMBIMU 1 HETIPHEMJIEMBIMH PHCKAMH, OCTaeTCSI Ha YCMOTPEHHUE
aHAJIUTHUKA, MOJrOTABIMBAIOIIETO AAHHYIO TaOIMUIly, U PYKOBOJSIINX
CIIEIIUAJIUCTOB B 00J1aCTH UHGOPMAITMOHHON O€301TaCHOCTH.

3aganue:

[IpoMogenupoBaTh NPUMEHEHHE METOJO0B PHCKOB II0 JBYM
daxTopam.
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Cnucok 10NOJIHUTEILHOM JIUTEPATYPHI:
CnopaBouHo-nouckoBas cucreMa «KoHcynbTaHT [1mrocy;
CnpaBOo4HO-IOUCKOBAs cucteMa «l apanT»;
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PABJAEJEHUE PUCKOB HA ITPUEMJIEMBIE U
HEINTPUEMJIEMBIE. OHEHKA PUCKOB 110 TPEM
GOAKTOPAM

Hean padoThI

[enpto nmaHHOW JAa0OpPaTOpPHOM palbOTHl sIBIsSETCA OOydeHHE
pazziefieHre PUCKOB Ha MpueMiieMble U Henpuemsiembie. OIleHKa pUCKOB
o Tpem (akTopam.

Teopernueckuit MaTepuaJ:

B Hacrosiee BpeMsi U3BECTHO MHOXECTBO TAaOJMYHBIX METOJ0OB
OlICHKU HWH(GOPMAIMOHHBIX PHUCKOB KOMIIAaHMM. BakHO, dYTOOBI
KOMIaHusl BbIOpana st ce0s MOAXOASIIUMA  METOHA, KOTOpPBIU
obecrieuynBasi Obl KOPPEKTHBIE M JOCTOBEPHBIC BOCIPOU3BOJAUMBIC
pe3yabTaThl. PaccMOTpUM HECKOJIBKO MPUMEPOB MOJOOHBIX METOJ/OB
OIICHWBAHUSI PUCKOB, KOTOPbIE€ PEKOMEHJIOBAHBI MEXIyHAPOIHBIMU
cTaHJapTamMu UHGOPMAIIMOHHOM 0€30MacHOCTH, IJIaBHBIM 00pa3zoM ISO
17799 (BS 7799). CyliecTBEHHO, UTO B 3TUX PEKOMEHIYEMbIX METOJAX
KOJINYECTBEHHBIC TIOKA3aTEJIM CYIIECTBYIONIUX WM TMpejiaracMbix
(bU3UYECKUX PECYpPCOB KOMIIAHMHM OICHUBAIOTCA C TOYKU 3PEHUS
CTOMMOCTH HX 3aMEHbl WM BOCCTAaHOBICHHS PaOOTOCIIOCOOHOCTH
pecypca, TO €CTh KOJIMYECTBEHHBIMU METOAaMU. A CyIIECTBYIOIIUE WU
npejnoaraeMble MporpaMMHbBIE PECYPChl OLIEHUBAIOTCS TaK ke, Kak U
¢uzndeckre, TO €CTb IPU TOMOINU OMpPENESICHUs] 3aTpaT Ha UX
NpUOOpETEHNE WIM BOCCTAHOBJEHHUE KOJWYECTBEHHBIMH METOJIaMHU.
Ecnu  oOHapyXuTcs, 4YTO Kakoe-ITMO0O NPHUKIAJIHOE MPOrPaMMHOE
obecrieueHre UMeeT 0coOble TPeOOBaHMS K KOH(PUICHIIMATLHOCTH WU
[IEJIOCTHOCTH, HAMpUMEpP, MCXOJHBIA TEKCT HUMEET BBICOKYIO
KOMMEPYECKYI0 IIEHHOCTh, TO OLIEHKA 3TOr0 pecypca MPOU3BOIUTCS B
CTOMMOCTHOM BBIP@KEHHHM IO TOM K€ CXemMe, 4YTo U A
UH(POPMAITMOHHBIX PECYPCOB.

KonuuecTBeHHbIE  MOKazaTend HHPOPMALMOHHBIX  PECYpPCOB
PEKOMEHIyeTCS OLEHUBATh 10 PE3yJbTaTaM OMNPOCOB COTPYIHUKOB
KOMIAHWU - BJAJETblIeB HMH(OpMAIUU, TO €CTh JOJIKHOCTHBIX JIMI]
KOMIIAHWU, KOTOPBIE MOTYT OIPENENIUTh [EHHOCTh WH(OpManuu, ee
XapaKTEPUCTUKU M CTENEHb KPUTHYHOCTH, UCXOAS U3 (PaKTHUECKOTO
nosioxkeHus nen. Ha ocHoBe pe3ynbTaToB oOmNpoca MPOU3BOAUTCS
OIICHUBAHME TOKa3aTelIel W CTENEHU KPUTHYHOCTH MHEOOPMAIIMOHHBIX
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PECYpPCOB Il HAWXYJIIET0 BapuaHTa PAa3BUTHS COOBITHH BIUIOTH IO
PacCMOTPEHUS MOTCHIIMAIBHBIX BO3JEHCTBHI Ha OW3HEC-IEATeIbHOCTD
KOMITAaHUHU TIPH BO3MOXHOM HECAHKIIMOHUPOBAHHOM O3HAKOMJICHHH C
KOHPUACHIIMATLHON HHOpMaILMel, HapYIIEHUH €€ IEJIOCTHOCTH,
HEJIOCTYITHOCTH Ha pa3IMYHbIe CpPOKH, BBI3BAHHBIX OTKa3aMHU B
00CIIy’)KUBAaHUM CHUCTEM OOpabOTKM MdaHHBIX M Jaxke (HU3NYECKOM
yHUYTOXKeHHHU. [Ipm »TOM mpolecc MOdy4eHUsT KOJIUYECTBEHHBIX
MOKa3aTeaei MOXKET JOIMOIHATHCS COOTBETCTBYIOITUMU METOIUKAMHU
OLICHUBAHMS JIPYTMX KPUTUYECKH BAXHBIX PECYpCOB KOMIIAHUH,
YUHUTHIBAIOIINX

. 0€30I1aCHOCTh IICPCOHAJIA;

. pasTialleHue 9acTHON nH(popMaIuu;

. TpeOOBaHUs 1O  COOJIONICHHUIO  3aKOHOJATEIbHBIX U
HOPMATHUBHBIX MOJIOKCHHIA;

. OTpaHUYCHUS, BRITCKAOIINE U3 3aKOHOIaTEIHCTBA;

. KOMMEPYECKUE M IKOHOMHIECKHE HHTEPECHI;

. (MHAHCOBBIC TOTEPH M HAPYIICHHS B TIPOW3BOICTBEHHOM
IESITELHOCTH,

. 00IIIECTBEHHBIC OTHOIICHUS;

. KOMMepuecKas TIOJINTHKA U KOMMEPUYECKHUE OTIepallnH;

. OTEPS peIyTaIllii KOMITAHHUH.

Jlanee KOJWYECTBEHHBIE MOKA3aTENIN UCIIOJIB3YIOTCS TaM, A€ 3TO
JOMYCTUMO M OIPAaBJAHO, a KAYECTBEHHbIC - TJ€ KOJUYECTBEHHbBIC
OLICHKM N0 pAAy NpUYUH 3aTpyaHeHsl. l[lpu sToM Haubonpmiee
pacIpoCTpaHEHUE MOJIYYWJIO OLEHHBAaHUE KAUYECTBEHHBIX MOKa3aTeseu
Opy MOMOIIM CIEIUAIbHO Pa3pabOTaHHBIX JISI ATUX IeJied OalIbHBIX
nIKajgax noJg00HOM TOM, KOTOpask IPUBOAUTCS Jajee: YEThIpeX OaibHas
mkana ot 1 1o 4 Gamos.

Crnenyrouieit onepanuei ABISETCS 3alOJHEHUE Tap OMPOCHBIX
JIUCTOB, B KOTOPBIX MO Ka)KJIOMY W3 TUIIOB yIPO3 M CBS3aHHBIX C HUM
IPYIIE PECYPCOB OLIEHUBAIOTCS BEPOSITHOCTHIO peAU3aLUU  YTPo3
YPOBHH YIpOo3 M YPOBHU YSI3BUMOCTEH KaK CTENEHb JIETKOCTH, C
KOTOpOW peain30BaHHAsl yrpo3a CIOCOOHA MPUBECTH K HETaTUBHOMY
BO3/IeCcTBUIO. OLICHMBAaHUE TMPOU3BOJMUTCS B KAaYE€CTBEHHBIX MIKAJIAX.
Hanpumep, ypoBeHb yrpo3 M ysA3BUMOCTEM OLIEHMBAETCS IO IIKaJe
"BoicOkM - Hu3kuil". HeoOxoaumyro wuHbOpManuioo CcoOUPAIOT,
onpamuBas | OP-MeHeHKepoB KOMITAHUH, COTPYTHUKOB
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KOMMEPUYECKMX, TEXHUYECKUX, KaJIpOBBIX M CEPBUCHBIX CITYXO,
BbIE3KAasi Ha MECTa W aHAJIU3UPysd JOKYMEHTAIMIO KOMIIAHUM.
Paccmotpum nipumep.

IIpumep oueHKH PUCKOB 10 TPeM GaKTopam.

[To kaxxgou rpymnmne pecypcoB, CBSI3aHHOM C JTAHHOW YIpo30,
OIICHUBAETCS YPOBEHb YIpo3bl (BEPOSITHOCTHh peaju3allii) U YPOBCHb
YSI3BUMOCTH (CTEMEHb JIETKOCTH, C KOTOPOM pealvM30BaHHas yrposa
CrOoCOOHAa MPHUBECTHM K HETaTUBHOMY BO3JA€icTBHIO). OleHUBaHUE
MIPOU3BOJAUTCSA B KAU€CTBEHHBIX IIKaIaX.

CHavana omnpefeiauM YpPOBHM YIrpo3, YA3BUMOCTEW, TSIKECTH
MOCJIEJICTBUIM U PUCKOB. Y POBHHU YIPO3:

- Hu3kui (H) - peanuzanusi 1aHHOM yrpo3bl MajoOBEpOsiTHA, 3a
MOCJICTHKE JIBa r0jla MOI0OHBIX CIyYaeB HE 3apUKCUPOBAHO;

- cpeanuit (C) - yrpo3a MOXET peaqnu30BaThCsl B TCUCHUE OJHOTO
rojia ¢ BEposTHOCThIO 0K0J10 0,3;

- BbicokHil (B) - yrposa, ckopee BCero, peajim3yercss B TCUCHHE
rojia ¥, BO3MOXKHO, HE OJIUH Pa3.

YPpOBHU yA3BUMOCTEM:

— Hu3ku (H) - 3alMIIeHHOCTh CHCTEMBbl OYE€Hb BBICOKA,
peanu3aiys yrpo3 Mo4TH HUKOT/1a HE MPUBOIUT K MPOUCIIIECTBUIO;

— cpeauuii (C) - 3aIUIIIEHHOCTh CUCTEMBI CPEIHSIS, peaanu3alus
ok0J10 30% yrpo3 mpuBOAUT K MPOUCIIECTBHUIO;

— BbICOKMM (B) - 3amMIIEHHOCTh CUCTEMBbI HU3Kas, peaau3aiius
YIpO3bl NPAKTUYECKU BCETAa MPUBOJUT K NPOUCIIECTBHUIO.

[Toka3arenb HEraTUBHOTO BO3JAEHUCTBUSA (TAKECTh MOCIIEICTBUN)

Hcnonb3yeM Takyto KiacCU(PUKAIIUIO TOCIEACTBUM:

1) Negligible (menee $100).

2) Minor (menee $1000).

3) Moderate (menee $10 000).

4) Serious (cylIecTBEHHOE HEraTUBHOE BIMSHUC Ha OM3HEC).

5) Critical (xaractpoduueckoe BO3JICHCTBHE, BO3MOXKHO
npekpaiieHue GyHKIIMOHUPOBAHUS CUCTEMBI).

YPOBHU PUCKOB

[Tokazarenb pucka usmepsercs no mkaie ot 0 10 8, ypoBHM pucCKa
OMPEIETISAIOTCS CIEAYIOIINM 00Pa30M:

17



1 - puck npeneOpexkumo Maj. CuTyaluu, Ipu KOTOPHIX COOBITHE
HACTyIaeT, MPaKTUUEeCKU UCKIIFOYCHBI, a MOCISACTBUS HE3HAUNUTEIbHBI,
notepu MeHee 100 nomnapos;

2 - puck He3HauuTteleH. CoOBITHE HACTYIAET PEAKO, MOCIEACTBUS
(motepu) HaxomATCs B JAoNycTUMBbIX mpeaenax (He Oosnee 1000
JTOJTApOB);

8 - puck odeHb BbICOK. CoOBITHE, CKOpEe BCEro, HACTYIHT, H
nocyiencTBuss  OyAayT  KaracTpopuuecKuMU  (BO3MOKHO  TIOJIHOE
MpeKpalieHre AesTeIbHOCTH OpraHnu3aIum).

[TpumepoM TabIUIBI, ¢ MOMOIIBIO KOTOPOM 3adaeTcsl 3HAUCHHE
YPOBHSI PHUCKa B 3aBUCUMOCTH OT YPOBHEH Yrpo3 U YSI3BHUMOCTEH Npu
dukcupoBaHHOM cromMocTy notepb (Moderate), siBisieTcs Tad. 8.

Tabnmuna 8. OmnpeneneHue YpPOBHS pPUCKAa B 3aBUCUMOCTH OT
YPOBHEM yIpO3 U yA3BUMOCTEMN

YpOBEHBb yIpO3bI

HU3KHAUN CpeHUNU BBICOKUH

YpoBHU YpoBHU YpoBHU

YA3BUMOCTH YA3BUMOCTH YA3BUMOCTH

H C B HCBHCB

Janee crtpoutcs Tabnuua Uil Pa3IMYHBIX YPOBHEH TOTEPD.
[Ipumep Takoi TaOIUIIBI ObLUT IPEACTABIICH paHEee.

3aganue:
[IpoMogenupoBaTh MNPUMEHEHHE METOJIOB PHUCKOB IO TPEM
(dakTopam.

Cnucok 10n0JHUTEIbHOM JIUTEPATyPhI:

Cnpasouno-nonckoBas cucreMa «Koncynbrant [Lmrocy;
CnpaBouyHo-nionckoBas cucteMa «['apanT»;
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METOJIUKA AHAJIM30B PUCKOB MICROSOFT
Hean padoThI
W3yunth MeTOUKN aHam3a prucko Microsoft.

TpeGoBaHUS K BHINIOJHECHUIO 32IAHUSA:

Y1oOsI ONPENEIINUTD KOJIMYECTBEHHBIE  XAPAKTEPUCTHUKH,
HEOO0XO0JMMO BBITIOTHUTD CIICIYIOIIUE 3aa4u.

. 3agaya 1. ComocTaBuUTh KaXJIOMy KJIacCy aKTHUBOB B
OpraHU3alNU JICHEKHYI CTOUMOCTD.

° 3agava 2. OnpenenuTh CTOMMOCTh aKTHBA JUISI KaXKI0TO
pHCKa.

o 3agaua 3. Onpenenutb BEIUYUHY 0KUIAEMOTO Pa30BOTO
yiiepoa.

o 3amaua 4. OnpenenuTh €XErogHy0 4aCTOTY BOZHUKHOBECHUS
(EUB).

. 3apaua 5. Onpenenuts oxugaeMblii rogoBoi yuiepo (OI'Y).

IIpumeuyanue. 3amaum, pemaeMble B XOJ€ KOJHMYECTBEHHOU
OIIEHKU PUCKOB 0€30IaCHOCTH, CX0XKH C ONEPALASIMHU, UCIIOJIb3YEMbIMU
B CTpPaXxOBaHWM [JI1 OIIEHKM CTOUMOCTA AaKTHBA U PUCKOB W
COOTBETCTBYIOIIIETO CTPAaxXOBOTO MOKPBITHA. Ha MOMEHT cocraBieHus
JAHHOTO JIOKYMEHTa MOJUTUKA  CTPaxOBaHUsA  JJisi  PUCKOB

uH(popmMaIMoHHON 0€30MaCHOCTH TOJIBKO Hauajau NosaBiIsAThbes. Korma
CTpPaxoOBbl€ KOMIAHWU HAKOMSAT OOJIbIIE OMNbITa B OIEHKE PHUCKOB
uH(POpMaIMOHHONW  0€30MacHOCTH,  CTPAaxOBble  TaOMUIBI A
uH(pOopMaIMOHHONW 0€30MacCHOCTU U TOJ0OHBIE UM CPEJICTBA CTAHYT

BAXKHBIM IOJICTIOPHEM B KOJIMYECTBEHHOU OLIEHKE PUCKOB.

3amaya 1. ComnocraBjieHHe [€HEKHOH CTOMMOCTH KJaccam
aKTUBOB

HUcnonw3yst omnpeneneHuss i KIACCOB AaKTUBOB, KOTOPBIE
OTMHMCaHbl B pazjiese, MOCBSIICHHOM TeMaTH4eckoMy cOOpy IaHHBIX,
HAYHUTE KOJIMYECTBEHHYI) OIIEHKY aKTHUBOB, COOTBETCTBYIOIIUX
onucanur kinacca BBb. DTo mo3BonuT rpyrme ynpaBlieHUS pUCKaMH
0€30IacHOCTH B TIEPBYIO OUYepeb COCPEAOTOUNUTh YCUJIUS HA aKTHUBAX,
KOTOpBhIE Haubojiee BaXKHBI I OpraHu3anuu. Jljas Kaxaoro akTUBa
ONPENECIIUTE ICHEKHYI0 CTOMMOCTD C TOUKH 3PECHUS €r0 MaTEPUAIbHON U
HEMaTepHaIbHON IIEHHOCTH JIJIs1 opranu3aiuu. OreHuBas oOIyto
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CTOMMOCTH BJIHUAHUA OJI KaKXKJI0I'O aKTHUBaA, HCHOHBBYﬁTe CICAYIOIIUC

KaTerOpHHu.
o CTonMOCTb 3aMECHHI.
) 3arpatbl Ha o0cITy>)KMBaHHE u oIJIepKaHUE
paboTOCTIOCOOHOCTH.

o 3arpathl Ha oOecreueHre N30bLITOYHOCTH U JOCTYITHOCTH.
Penyranusa opranuzanuu (penyTanus Ha pbIHKE).

Db dekTUBHOCTD pabOThI OpraHU3aIUY.

I'opoBou noxon.

KoHKypeHTHOE MpEenMyILIECTBO.

o BuayTpenusst 3¢ HEeKTUBHOCTD IKCILTyaTallUH.

o [IpaBoBas u peryJysiTuBHasi OTBETCTBEHHOCT.

IIpumeuanune. Pabouas xaura SRMGTool3-Detailed Level Risk
Prioritization coxepxutr paGouwmii JUCT, YHOPOMIAIOMIUKA  JTaHHBIN
mpoIiecc.

OnpenenuB  JEHEXKHBIE OIEHKU JUJII  KaXIOHW  KaTeropuw,
MPOCYMMHUPYUTE TOJYYECHHBIC 3HAUYECHUS, YTOOBI OMPEACIUTH OOIIYIO
OIICHKY akTuBa. [loBTOpUTE MaHHBIM MpPOIECC JJiI BCEX aKTHUBOB,
npeacraBieHHbIX B Kiiacce BBb. B pesynbrare nmonyyurcs nepedeHb
aKTUBOB C YKa3aHHWEM UX MPUOPUTETOB U MPUOIHU3UTEITBHOU OIEHKH MX
JICHEe)KHOM CTOMMOCTH JIJ1s1 opranu3anuu. [loBropute 3TOT miporiecc Aist
Kaxnoro aktusa B kiaccax CBb nu HBbB.

JIns  KaXaoro Kiacca akTHUBOB BBIOEPUTE OJHO JEHEKHOE
3Ha4YeHUEe, KOTOpoe OyAeT MpEeAcTaBiATh ILIEHHOCTh KJlacca aKTHBOB.
KoncepBaTUBHBIN MTOAX0] COCTOUT B BHIOOPE MUHUMAJIbHON CTOMMOCTH
aKTHBa B KaXJ0M Kiacce. BeiOpaHHoe 3HaUeHHe OyIeT UCTI0JIh30BaThCS
JUIS TIPEJICTABJICHUS IIEHHOCTH aKTHMBa MCXOJs M3 Kjacca aKTHBa,
BBIOPAHHOTO 3aMHTEPECOBAHHBIMHU JIMIIAMU B MPOIECCE OOCYKICHUS
COOpaHHBIX JaHHBIX. JlaHHBIA TOJXOA YIPOIIAeT 3aJady BbIOOpa
JIEHE)KHOM CTOMMOCTH Ka)KIOTO aKTHBA 3a CUYET MCIOJIb30BaHMS KIaCcCOB
aKTHUBOB, BBIOPAHHBIX B X0/ 00CYXKJIEHHUS COOpaHHBIX JaHHBIX.

IIpumeuanue. Eme oauH moaxod K OIPEACICHUIO CTOMMOCTH
aKTUBOB OCHOBAaH Ha COTPYJAHUYECTBE C TPYNION yOpaBlICHUS
(UHAHCOBBIMU PUCKAMH, Y KOTOPOU JIOJKHBI OBITh CTPAXOBBIE OIICHKH
U uHpoOpMalUsI O CTPAXOBOM IIOKPBITHM JJII COOTBETCTBYIOIIUX
aKTHUBOB.
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Hcnosb3oBaHne CyleCTBEHHOCTH

Ecnu BbIOOp KJIaCCOB aKTUBOB Ha OCHOBE PACCMOTPEHHOIO BHIIIE
METOJla  BBI3BIBAET  3aTPyAHEHHS,  MOXKHO  BOCIOJIb30BaThCs
PEKOMEHIALUSIMU, CBSA3AHHBIMU C OIPEJCICHUEM CYIIECTBEHHOCTH B
(PMHAHCOBBIX OTYETaX, KOTOPhIE MyOIUKYIOTCS 3apErUCTPUPOBAHHBIMU
Ha Oupxke kommanusmMu CIIA. [ToHmMaH#We STUX TPUHIMUIIOB MOXKET
MOMOYb OpraHu3aluy MpU BHIOOPE BBICOKON CTOMMOCTH aKTHUBA IS
KOJIMYECTBEHHOW OLIEHKHU.

Coer mo cranmapram ¢unancoBoro ydera (FASB) CIIA
BBIJIBUTACT CIEAYyIOIIee TpeOOBaHUE K (DMHAHCOBBIM OTYETaM KOMITAHUH,
3apeTrUCTPUPOBAHHBIX Ha Oupke: «[lomokeHHsT HAacTOAIIEr0 OT4EeTa HE
JOJKHBI UCTIOJIB30BATHCS JIJI51 HECYILIECTBEHHBIX 3JIEMEHTOBY.

HeoO0xoauMo momMHUTH 00 3TOM, mockoibky FASB He nmeer
METO/IUK, MO3BOJISIFOIIIAX paziinyaTth CYIIECTBEHHOCTh u
HECYILECTBEHHOCTh, U MPEIOCTEPEraeT NPOTUB UCIOJIb30BAHUS CTPOTUX
KOJIMYECTBEHHBIX MeTOJ0B. Bwmecto »s3toro FASB pekomenayet
YUUTBHIBATh BCE OTHOcsIMEcs K neny acnektol: «FASB oTkazancs ot
CTaHJAPTHOTO MOAX0Ja K YMEHBIIEHUIO ,, TATOCTHBIX O0S3aHHOCTEH 10
NPUHSATUIO  CYHIECTBEHHBIX  pEIICHUH- B TOJb3y  MOAXOJa,
YUYUTBHIBAIOIIETO BCE OTHOCAIIMNECS K JICITY aCTIEKThI».

HecmoTpst Ha oTcyTrcTBUE KOHKpEeTHBIX (opmyn, Komuccusi mo
IIeHHbIM OyMaram u OupxkaM B brojerene Komuccuu mo 1eHHBIM
Oymaram u oupxkam Ne 99 moaTBepaniia mpUMEHEHUE OOIETo MpaBuiia
CCBUIOK B TOCYJAapCTBEHHOM OYXTraJTEpCKOM Y4eTe ISl YMPOILICHHS
MOMCKA CYIIECTBEHHBIX UCKaXXeHUM. JIOMOIHUTEIbHBIE CBEJICHUS CM. Ha
BeO-cTpanuiie WWW.Sec.gov/interps/account/sab99.htm. B cmydae
MPUMEHEHHUSI YKa3aHHOTO BbIIIE OOMIEro TMpaBWJIa CCBUIOK JUIsS
nokasaresnel (pUHaAHCOBOM OTYETHOCTH HCMOJB3yeTcsl BelIuuuHa 9%.
Hanpumep, ogHuM H3 cHOCOOOB OIEHKM CYIIECTBEHHOCTH YHCTOTO
noxona B pazmepe 8 mupa. posiapoB CIIIA moxeT ObITh MOAPOOHBIM
aHaJu3 TOTEHIMAIbHBIX HCKakeHud B pasmepe 400 miH. mosmapoB
CHIA wnu Habopa MCKaXKeHUM, KOTOpble MOryT gocturate 400 muiH.
nosutapoB CIIA.

PexoMeHmanuu 1O  HCMOJIb30BAHWIO  CYIIECTBEHHOCTH B
3HAYUTEILHONW CTEMEHW 3aBUCAT OT KOHKPETHOW oOpraHu3alud U
JTOJDKHBI TIPUMEHSTBCS TOJIBKO B CIPaBOYHBIX Ieisax. [Iporecc
yIpaBJICHUs PUCKaMU OE€30MMaCHOCTH, MpeasiaraéMblii KOpIiopaluei
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MaiikpocodT, HE MpelHA3HAYECH I MpeAcTaBieHUs (UHAHCOBOIO
MOJIOKEHUS OpraHu3aluii KaKUM-T100 00pa3oM.

PexoMeHmaluM 10 HCIHOJIb30BAHUIO CYIIECTBEHHOCTH MOTYT
IIOMOYb ITPY ONPEAEIEHNN IEHHOCTH aKTUBOB Kiacca BBb, onnako onun
HE TIOMOTYT IIpU OIleHKe akTUBOB B Ki1accax CBb u HBb. [Tomnaure, uto
OIICHKA BJIUSIHUSA HOCUT CYOBEKTHUBHBIM XapakTep U MpU3BaHa BHIOPATH
3HAYEHMS, OTPAXKAIOIINE OCOOEHHOCTH KOHKPETHOM opranuzaiuu. [Ipu
BbIOOpE 3HaueHuil aia kinaccoB CBb u HBb pekomenayercs BoIOUpaTh
JICHEKHOE  3HAYEHWEe, OTpPaKawIllee OCOOCHHOCTH  KOHKPETHOU
opraHuzainuu ¢ Touku 3peHus 3arpat Ha UT. Kpome Toro, pu BeiOOpe
MOYXHO HMCXOJUThb M3 TEKYIIUMX 3aTpaT Ha CBA3AHHBIC C OE30MACHOCTHIO
AJIEMEHTHl KOHTPOJISI MPUMEHUTEIBHO K KaXKJIOMYy KJIacCy AaKTHBOB.
B wacrHoctn, pans aktuBoB knacca CBDb  MOXHO cpaBHHUTH
COOTBETCTBYIOIIEE 3HAYCHUE C TEKYIIMMHU JICHEKHBIMU 3aTpaTamMu Ha
AJIEMEHTHI KOHTPOJsi 0a30BoOM ceTeBor uH(PpacTpykTyphl. Hampumep,
MOXET TMOTPEOOBATHCA OIEHUTH OOIIYI0 CTOMMOCTH IPOTPaAaMMHOIO
obecrieueHusi,  OOOpYJIOBaHUSI M OINEPAIIMOHHBIX  PECYpPCOB,
HEOOXOUMYIO JJIs1 BHEAPECHHS B OPTaHU3alMM aHTUBUPYCHBIX CPEJICTB.
DTO MO3BOJISET CPABHUTH CTOMMOCTh aKTHBOB C BEJIMUMHON M3BECTHBIX
JICHEXKHBIX 3aTpaTr B opraHuzanuu. Eie oHUM NMpUMEpOM SIBISETCS TO,
4TO CTOMMOCTh BIUsHUA kiacca CBB moxkeT ObITh Oonbllie, 4YeM
TEeKyIIME 3aTpaThl HA 3alIUTYy AaKTUBOB C IOMOIIBID MEXCETEBBIX
DKPAHOB.

IIpumep 6Ganka Woodgrove. I'pynma ynpaBieHHs PHCKAMH
0e3omacHoctn kommanuu Wo00dgrove BmecTe ¢ 3aMHTEPECOBAHHBIMU
JUIlaMU  TIpoBeJia paboTy MO ONPENCNICHUI0 JACHEKHOW CTOMMOCTHU
KJIacCOB akTUBOB. [lOCKONBKY KOMIIAaHHMSI paHee He MpPUMEHsIa
yIpaBJICHUE PUCKAMHU, JIJI1 pacuyeTa CTOMMOCTH aKTUBOB OBLIO PEIIECHO
UCIIOJIb30BaTh PEKOMEHJAIMU [0 ONPEACICHUI0 CYIIECTBEHHOCTH.
[Inanupyercsi, 4TO TMOCHE TOJYYEHHS OIPECICHHOTO OMbITa 3TU
oneHku OymyT mnepecmorpenbl. Kommanms \Woodgrove exeromHo
NoJIy4yaeT YMCTBIM J0X0J4 B pasMmepe mnpubnusurenbHo 200 miH.
nomnapo  CIHIA. C y4yeroM peKOMEHIAIMKW M0 OMPEICICHUIO
CyllecTBeHHOCTH (uM3 pacuera 5%) kiaccy aktuBoB BBB  Obuia
conocTtaiieHa ctouMocTh 10 miH. goymapos CIIA. ITpoananuzupoBas
nocineaHue  3arpatel  kommanmm  Woodgrove Ha Hyxkaer T,
3aMHTEPECOBAHHBIC JIUI[A OMPECIININ, YTO CTOUMOCTh aKTHBOB KJjlacca
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CBb cocrasnser 5 muH. goyutapoB CIIA, a aktuBoB kitacca HBb — 1

MJH. ojutapoB CIIA. OTu 3HaueHus: ObUTM BBIOpAHBI UCXO/IS U3 3aTpaT

Ha Oousibiie MT-mpoeKThl, UCMOJB30BABIIMECS pPaHEE B KOMIIAHUU

Woodgrove mis obecnieueHus 6€30MacHOCTH U MOIACPKKU HUPPOBBIX

akTUBOB. Ha TpOTSHKEHHMHM  CIEAYIOIIETO  €XErOJHOr0  IMKIIA

yIpaBJICHUS PUCKAMU TH 3HAYEHUS TaKKe OyAyT MEPECMOTPEHBI.
3agaua 2. OnpenejneHue CTOUMOCTH aKTHBA

[locne ompeneneHus CTOMMOCTEH KJIACCOB aKTMBOB HEOOXOIMMO
OMPENIETUTh U BBIOPATh CTOMMOCTh KaXJ0ro pucka. CTOMMOCTh Kjacca
aKkTUBa JOJDKHA OBITh COrJlacOBaHa C TPYIIOM KJIACCOB AaKTHUBOB,
BBHIODAaHHOM 3aMHTEPECOBAHHBIMU JIMIIAMH B XOJE€ OOCYXICHUS
COOpaHHBIX JAHHBIX. DTOT K€ KJIACC MCIOJIb3YETCSI B MEPEUYHSAX PUCKOB
000O0IIIEHHOTO M JCTaJU3UPOBAHHOTO ypoBHEW. JlaHHBIA MOAXOJ
YMEHBIIIAET 3aTPAThl BPEMEHU HA 00CYKJIEHUE CTOMMOCTA KOHKPETHBIX
AKTUBOB, ITOCKOJIBKY CTOMMOCTb KJIacCa aKTUBA ONPEACISACTCSA 3apaHee.
[ToMHUTE, 4YTO TMpollecCC yOpaBJICHUS pUCKaMH OE30MacHOCTH,
npeasiaraeMplii Kopropanueit MaitkpocodT, mbITaeTcsi MOAAEPKUBATH
OaTaHC MEXy TOYHOCTBIO B 3 (PEKTUBHOCTHIO.

Ilpumep Oanmka Woodgrove. B mpormecce oOCykIeHUS
COOpaHHBIX JAHHBIX (DUHAHCOBBIEC JTAHHBIE KJIMEHTOB OBLJIM OTHECEHBI K
kimaccy BBbB. Takum o00pa3zoM, HCXOasd W3 ONPEIAEICHHOW BBIIIE
crouMoctu kijacca BBbBb, croumocTs aktuBa cocrtaBiaser 10 wmutH.
nomnapos CIIIA.

3agaya 3. OnpenejieHne CTeNeHH O0KHAAEMOr0 Pa3oBOro
yuiepoa (OPY)

Crnenyromieil 3agadeil ABISETCS OMpPEAEJICHUE CTENEHU Yyiepoa,
KOTOPBIN MOXKET OBITh MPUUYMHEH aKTUBY. UTOOBI TOMOYL ONPEICIIUTH
CTENEeHb yuiepOa, KOTOpPhIA MOXKET ObITh MPUYMHEH aKTUBY (B
MPOIEHTAX), HMCHOJIb3YWUTE YPOBEHb IOJABEPKEHHOCTHU BO3JIEUCTBUIO,
OTPEACIICHHBIN B X0JIe€ 00CYXIEeHUsI COOpaHHBIX AaHHBIX. [lomydenHoe
3HAYEHUE HaA3bIBAETCS (PAKTOPOM MOJABEPKEHHOCTH BO3JICUCTBUIO. ITO
K€ 3HAYEHUE HCIIOIB3YEeTCSl B TNEPEUYHAX PUCKOB OOOOIIEHHOrO0 U
NETAIU3UPOBAHHOTO YpOBHEN. KOHCEpBAaTUBHBIN IMOAXOJ 3aKIFOYAETCs
B HCHOJB30BAaHUM JHUHEWHON CKOJB3SIIEH IOKaJdbl UISI Ka)KIOoro
3HAUYCHUs  YPOBHsA  IOJABEPKEHHOCTH  BosxaeucrBuio.  IIpomecc
yIpaBJICeHUs] pUCKaMU 0€30MacHOCTH, TMpejiaraeMblii Kopropamuei
MaiikpocodT, peKOMEHYET UCIOIb30BaATh JISI KaXKJIOr0 3HAYCHUS
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YPOBHSI TIOJABEPKEHHOCTH BO3JACUCTBHUIO 20-MPOLEHTHYIO CKOJB3SIIYIO
Kajay. ITy BEJIWYHMHY MOXHO M3MEHSTh B COOTBETCTBHU C
MOTPEOHOCTSMHU KOHKPETHON OpraHu3aIiuu.

[Tocnenuuii mar COCTOUT B MOJYYEHHH KOJUYECTBEHHOW OLICHKHU
BIUSHUS MYyTE€M YMHOXXEHHUS CTOMMOCTH aKTHMBa Ha  (pakTop
MOJABEPKEHHOCTH BO3JICMCTBUIO. B  KIIACCMYECKOM KOJUYECTBEHHOM
MOJIEJIM ATO 3HAYCHUE HA3BIBAETCS BEJIWYMHOW OKHIAEMOTO Pa3OBOI0
ymiepoa (OPY).

Ha puc. 1 npuBeneH npumep NIPOCTOr0 KOJWYECTBEHHOIO
noaxoaa. O0paTuTe BHUMaHKE, YTO JAHHBIM IPUMEP IIPOCTO pa3eiiseT
kimacc BBb Ha naBe uwactu, 4TtoOBI ONpPEACIUTH CPEIHHE U HHU3KHE
3HadeHus. [Io Mepe monydyeHus: onbiTa B OLIEHKE PUCKOB 3TU 3HAYCHUS
MOTYT OBITh H3MECHEHBI.

BenuuyrHa BbiCOKOro BrMAHUSA YpoBeHb PakTop

Ha AeATeNbHOCTs = $ M noaBepXKeHHOCTH no,qaelv))KeHHocIu
BO3OeNCTBUI BO34eNCcTBUI, %

5 100

Knacc aktuBa 4 80

3HauyeHue BBB $M 3 60

3HaueHue CBE $ M/2 2 40

3HadeHune HBBE $ M4 1 2‘0

OueHoYHOe 3HaYeHWe PUCKa = | 3HayeHWe Knacca akTuea x PaKkTop NoABepPKEeHHOCTH

BosgelicTeui (%) = Oxugaembld pa3oBbid ywepb

Puc. 1. Paboumii JuCcT aHaqM3a PHCKA: KOJUYECTBEHHAs
OIleHKA 0KH1aeMoro pa3oBoro yiepoa (SRMGTool3)

IIpumep 0anka Woodgrove. Ha puc. 2. mokazaHbl 3Ha4EHUS 151
onpenenenuss OPY mist AByX MpUMEPOB pUCKA.

3HauyeHue YpoBeHb BenuuuHa OxunpaemMbin
OnucaHue pucka Kfacca |nogBepXeHHOCTU|NoABepXeHHOCTU pa3oBbIA
aKTuBa BO3AeNCTBUIO BO3AeNUCTBUIO ywep6
Pvick ansi yana nokarnbHol cetu $10 4 80% $8
Puck ona ynaneHHoro yana $10 4 80% $8

Puc. 2. OmnpegesieHne 0KHJAaeMOro pa3oBoro yiepoéa B
npuMepe ¢ Oanxkom Woodgrove Bank: cymmbl yka3aHbl B
MuuTHOHAX gosapoB (SRMGTool3)

3agaua 4. OnpenesieHne e:KeroJHOM YacTOThl BOSHUKHOBEHMS
(EYUB)

[locne ompeaeneHus: 0KKUIa€MOT0 pa3oBoOro yiiepoa HeoOX0AUMO
ONPEACINTh BEPOSTHOCTH YyIIEepOa, UYTOOBI 3aBEPIIUTH JACHEKHYIO
OlIeHKY pucka. OOIIEenpUHSATHIA MOJIXO0J COCTOUT B OIIEHKE YacCTOTHI
BO3HMKHOBEHHMS pUCKa B OyayieM. B nanpHeleM noaydeHHoe
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3Ha4YCHHE TIpeoOpasyercs B TOIWYHYIO OIIGHKy. Hampumep, eciu
rpymma uHOOPMAIMOHHONW O€30MacHOCTH CUMUTAET, YTO PHUCK MOXKET
BO3HHKHYTh JIBa pa3a B TOJ, €XKErojJHas 4YacToTa BO3HUKHOBEHUS
(EUB) Oyaet paBHa 2. Eciau puck MOXXET BO3ZHUKHYTh OJMH pa3 B TPHU
roga, EUB Oyner paBHa omHoii Tpetbeit (33%, mmu 0,33). UrtoOb
MOJIYYUTh OIICHKY BEPOSITHOCTH, MCIOJIb3YHTE KauyeCTBEHHBIM IMOIXO/I,
OMHUCAHHBIN BBIIIE MPU PACCMOTPEHUU MOAPOOHOIO pacyeTa pHCKA.
YtoObl yIpOCTUTh OMpENeSICHUE U Tepeaady KOJWYECTBEHHOW OIICHKU
EYB, Bocnonp3yiiTech puc. 3.

. OdunanasoH
ggggglieuubm OnucaHue eﬁ‘:g?g;ﬁ" Mpumepbl onucaHui
BO3HUKHOBEHUS
Bbicokui OueHb BeposATHO |>= 1 BrnivsHue pas B rog nnu vawle
CpenHuit BeposaTHo 010,99 go 0,33 |He meHee oagHoro pasa kaxable 1-3 roga
Huskumn ManoeposiTHo (< 0,33 Pexe, yem oauH pas B 3 roga

Puc. 3. KoumnyecTBeHHasi OLEHKA eKeroAHOW YacCTOTHI
Bo3HuKHOBeHHs (SRMGTo0l3)

[IprBeIEHHBIN BBIIIE PUCYHOK MOXET HCIOIB30BATHCA TOJIBKO B
CIIpaBOYHBIX IIeNsX. BwiOOp 3HaueHus, mnpenacrapiswomniero EUB,
JOJIKEH OCYILECTBIISITHCS TPYIION HH(POPMALIMOHHON O€30MaCHOCTH.

IIpumep 6Ganka \Woodgrove. I'pymma ynpaBieHHS pPHUCKaMU
0€30MacHOCTH ONpPEAENNIIa, YTO BRIOPAHHBIE PUCKU UMEIOT CIIEYIOIINE
3HaueHus EYUB.

J EYB jaaa  y3qa0B JlokajabHOW  cetd. lcnoinb3ys
KAUYECTBCHHYIO OILIEHKY CpPEIHEro YpPOBHS BEPOSTHOCTH, TpyIa
YVIpaBICHUS pPUCKaMHU O€30MaCHOCTH OMNPEACNINIA, YTO JAHHBIA PUCK
MOXXET BO3HHMKATh OJIMH pa3 B JiBa roja Wiu yamie. Takum oOpaszom,
3Hauenne EUB pasuo 0,5.

o EYB nas yaajeHHbIX y3/0B. Mcnosb3ys KauyeCTBEHHYIO
OIICHKY BBICOKOTO YPOBHSI BEPOATHOCTH, TPYIINa YIPABICHUS PUCKAMU
0€30IaCHOCTH ONpPENEIniIa, YTO JTAHHBIA PUCK MOXKET BO3HUKATH OJIMH
pa3 B roj uiu yamie. Takum oopazom, 3Hauenne EUB pasHo 1.

3apava 5. Onpenesenue 0:kugaeMoro rogosoro ymepoa (O1Y)

UToObl  3aBEepUINTh  KOJIMYECTBEHHYIO  OILIEHKY, YMHOXbTE
€XKErOJHYI0 YacTOTy BO3HUKHOBEHMS Ha BEJIWYMHY OXKHJIAEMOTO

pazoBoro ymiep6Oa. [lonmyyeHHOE 3HaUEHHE HA3BIBAETCS 0KHUIAEMBIM
roioBeIM yiiepoom (OI'Y).
Oxupaemsblii rogosoii yuepo (OI'Y) = EUB x OPY
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Benmnunna OI'Y xapaktepu3yeT NOTEHIIUAIbHBIE TOI0OBbIE YOBITKU
OT pucka. XoTs JaHHBIN ITOKa3aTellb MOXKET MIOMOYb B OIICHKE yiiepoOa
3aMHTEPECOBAHHBIM JIMI[AM, HWMEIOMKUM (UHAHCOBYIO IMOJTOTOBKY,
rpyIa ynpaBieHUs pUCKaMHu 0€30MacHOCTH O KHA HAOMHUTH, YTO
BJIUSIHUE HA OPraHU3alMI0 HE OrPAHUYMBAECTCS BEJIMYMHOM TOJOBBIX
U3/IEPKEK — BO3HMKHOBEHHWE pPHCKAa MOXKET TIOBJIeYb 3a CoOoM
NpUYUHEHHUE yiepOa B OJHOM 00beMeE.

OrnpenenuB KOJIUYECTBEHHYIO OLICHKY PUCKA, OTKPOWTE padouuid
JIMCT TIEPEUYHs PUCKOB HA YPOBHE JE€TANU3alHUHU, KOTOPBIM COIEPKUT
JOTIOJTHUTENBbHBINA CTOOCI, MO3BOJSIONIUNA YKa3aTh JOMOJTHUTEIbHBIC
CBEJICHUSI O KOJIMYECTBEHHON OIIEHKE M HEOOXOAUMBIE TOSICHCHUSI.
Hcnonw3ylite 3TOT CTONOEN, YTOOBI MpPU HEOOXOJAMMOCTH IOMOYb
000CHOBAaTh KOJIMYECTBEHHYIO OLIEHKY Y IPUBECTH J10KA3aTEIbCTBA.

IIpumep 06anmka Woodgrove. Ha pwuc. 4. mokaszaHbl 0a30BbIC
pacdyetel 1o omnpexaeneHuro OI'Y g Kaxaoro mnpuMmepa pHCKa.
OO6paTtuTe BHUMAHKE, YTO OJHO U3MEHEHHUE JIIOOOTO MOKA3aTeNss MOKET
MpUBECTH K 3HauuTeapbHOMy wu3MeHeHutro OI'Y. Hcnons3yiTe
COOTBETCTBYIOIIUE KAYECTBEHHbIC JIAHHBIE, YTOOBI  OMNPEIEIIUTH
KOJIMYECTBEHHYIO OIICHKY U 000CHOBATH ClI€JIaHHBIN BBHIOOD.

3HayeHue YpoBeHb BenuumnHa OxupaeMblii
OnucaHue pucka Knacca |nopBepXeHHOCTM|NOABEPXXeHHOCTH| pPa30BbIN
aKTMBa | BO3OeHCTBUIO BO3eHCTBUIO ylep6

oLieHKa oLieHKa

KonuyectBeHHas KonnyectBeHHas

(oxmpaembin (oxmpaembin
rogoBoM yuwep6) [rogosoi yiwep6)

Puck Ans y3na nokanbHoi cetr,  $ 10 4 80% $8 0,5 $4

Pyck ans ynaneHHoro yana $10 4 80% $8 1 $8

Puc. 4. Omnpenenenne BeJUYUHBI O0KHIAEMOr0 T0J0BOI0
yuiep0a B npumepe ¢ 0ankom Woodgrove Bank: cymmbl ykazaHbl B
MuJInoHax gosiapoB (SRMGTo0I3)

3akioueHue

OTan OLEHKH PUCKOB IUKJA YIpaBJICHUS PUCKAMH HEOOXOAUM
Ui yOpaBJICHWs PUCKAMH B paMKaX OpraHU3alud. BBITOIHSIS
TUTAHUPOBAHUE, KOOPJIWHUPOBAHHBIM COOp JaHHBIX MPHUOPUTHU3AIINIO,
MOMHHTE, YTO 3Tall OLEHKH PUCKOB MPU3BAH HE TOJIHKO BBISBUTH PUCKU
U ONpPENETUTh UX MPUOPUTETHI, HO U OOCCIEYHUTHh BBITIOJIHEHHE ITHX
3a/1ay B C)KaThle CPOKU M C MakcuMaibHOU 3dpdexkTuBHOCTHIO. [Iponece
yIOpaBIICHUsT pPUCKaMH O€30MacHOCTH, MpelajaraeMblii Kopropauuen
MaiikpocodT, HCHONB3yeT KOMOWHHUPOBAHHBIM TOAXOJ, KOTOPBIN
OCHOBAaH Ha MPUMEHEHUH KaueCTBEHHOTO aHan3a Ik ObICTPOTO MOUCKa
PUCKOB U BBISBJICHHS] HauOoJiee CyIIeCTBEHHBIX U3 HUX U
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MOCJICAYIONIEM OMpECICHUA PHUCKOB C TIOMOIIbI (DMHAHCOBBIX
aTpuOyTOB, MOJYYEHHBIX B X0JI¢ KOJUYSCTBCHHOTO aHAIN3a.

Homouib nHa 3mane nO00EPHIHCKU NPUHAMUA DEULEHUTT

OnpenenuB NPUOPUTETHI PUCKOB [IJII OpraHU3aIMu, TpyMma
yYIpaBJICHUS pUCKaMHU 0€30macHOCTH TOJKHA BBIOpPATH
COOTBETCTBYIOIIME CTPATerMH HEWUTpaau3aluu pucka. YToObl MoMoyb
3aMHTEPECOBAHHBIM JIMIIaM B BBIOOPE PEIICHWH MO HEUTpaln3aIliu
puCKa, TpyIa AOJKHA pa3paborarh (PyHKIMOHAIBHBIE TPEOOBAHUS,
KOTOpbI€ TMOMOTYT OrpaHU4YuTh cepy JEeUCTBUS  CTpaTeruu
HEWUTpadu3alMi  pUCKa  JUII  COOTBETCTBYIOIIETO  COTPYAHHKA,
OTBETCTBEHHOTO 3a Hee. Bompoc pa3paboTku (yHKIIMOHATHHBIX
TpeOoBaHUN B paMkax Oojee MacITaOHOTO TMpoIecca MOANCPKKH
MPUHATHS PEIICHU paccMaTpuBaeTcs B Ti1aBe 5 «[loamepkka npuHATHS
pEIICHUIY.

3ajganue:

[IpomogenupoBath NPUMEHEHHE METOJa aHajlu3a PUCKOB
Microsoft.

Cnucok 10NOJIHUTEILHOM JIUTEPATYPHI:

CnopaBouHno-niouckoBas cucreMa «Koncynbrant [Lmtocy;

CnpaBouyHO-oMCKOBas cucreMa «I apanTy;

Microsoft Security Center of Excellence.



MUHUMUBALIUA PUCKA U SAHIUTA UTHOOPMAILINHU
IIPU 3AK/IIOYEHUMU JOI'OBOPOB

Yro Takoe puck?

[IpennpuHumarens WM HWHAsA KOMMEpYECKas  OpraHU3alus,
OCYILIECTBJISIET CBOIO NMPEANPUHUMATENBCKYIO AEATEIIBHOCTh HA CBOU PHCK.

Puck- 3TO OMacHOCTP BO3HUKHOBEHHS HEINPEIBUICHHBIX IOTEPD,
10X0J1a, YOBITKOB, JI€HEKHBIX CPEJCTB, UMYILIECTBA U JIPYTUX PECYPCOB
OpraHu3aIuy.

BoO3HUKHOBEHHE PHUCKOB MOKET OBITh CBSI3aHO C SKOHOMMYECKOM
CUTyalluei B CTpaHe, HEOJarompusATHBIMHU OOCTOSTEILCTBAMH, (opc-
Ma)KOPHBIMHU OOCTOSATEJILCTBAMHU KOTOPBIE MBI MPEAYrajgarh HE MOXEM U
T.J.

Hawnbonee onacHbl pUCKU C peaIbHON BEPOATHOCTHIO YPOBHS MOTEPH,
KOTOpbIE TIPUBOAAT K YOBITKaM. IlpeanpuHUMaTeNbCKU PUCK OTO
BEPOSITHOCTHAsT  KaTeropusi W 3aBUCUT OT  HENMOCPEICTBEHHOM
NEATEILHOCTH CaMOTO MPEeATPUHUMATEIIS.

[Touemy HYKHO CEpBE3HO OTHECTUCH K MOJIMMUCAHUIO JOTOBOpaA?

Bo nepBbIX: cya TpakTyeT nororopa 0ykBaibHO! Kak HamucaHo, Tak
Y TIOHUMAaeM.

Bo BTOpBIX: BBl MUHUMHM3HPYETE PUCKU U TEM CAMbIM YMEHBIIIACTE
BEPOSATHOCTh HACTYILJICHUS] HEOJIAronpUsSTHBIX MTOCIEACTBUM.

Kakue prucku MOTYT BOSHUKHYTH?

CymectByeT OombII0E KOJINYECTBO BUJIOB PHCKOB
NPOU3BOJCTBEHHBIM,  KOMMEpYECKHH,  (UHAHCOBBIA  (KpPEAUTHBIN),
WHBECTUIIMOHHBIN, PHIHOYHBIA U T.A.. Sl He OyAy omuchIBaTh BCE 3THU
rJ100anbHbIE PUCKHU, @ OCTAHOBJIIOCH TOJIBKO Ha MaJICHbKOW YacTH PUCKOB,
KOTOpbIE MOT'YT BO3HUKHYTb, €CJIA HE YIEIUTh JOJLKHOI'O BHUMAHUS K
3aKJIF0YaEMOMY ZI0IOBOPY.

. Puck He CBOEBPEMEHHOI'O WCHOJHEHHUS 00s3aTeNbCTB (HE
CBOEBPEMEHHOM MOCTABKHU, BBITIOTHEHUS pa0dOT U T.1.)

K npumepy, xorma B JOTOBOpE HE MPOINHCAH CPOK HCIOJHEHUS
00s13aTENBCTB WJIM MPOIMUCAH KOPOTKUH CpPOK «0Oe3 3amaca» BPEMEHHU Ha
HEMPEIBUACHHBIE CUTYyalnH (IIOJJOMKA MAalIWHBI JTOCTABJISIOMIEN TOBAp U

T.J.)
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. Puck yBenuueHus: 1eOMTOPCKOM 3aJ0J5KEHHOCTH.

Hampumep: Bbel B 10roBOope MNpeaocTaBUIN OOJIBIIYIO OTCPOUYKY
IJIaTeXxa, 4YTO B TOCJIEJACTBUM MOXET MNPUBECTH K YBEIMYECHUIO
IE€OMTOPCKON 3aJOJDKEHHOCTM M HE CBOEBPEMEHHOMY HCHOJHEHUIO
Bammx 00s3aTenbCTB nepesl IpyruMHu KpeauTopamu (IIaTex Mo KPeauTy)
U T.J.

. Puck BO3HHMKHOBEHHS YOBITKOB, HEYCTOCK, MEHEH, mTpadoB U
T.J.

CkaxxeM B J0oroBope Ha Bamry cTOpOHY BO3JIOKEHO MHOTO CaHKIIHMI
«Ha BCE CJIy4au KU3HU U 32 JI00YI0 MPOBUHHOCTDHY.

Yka3aHa MoOACYAHOCTb B JPYTOM TOPOJAE, UYTO MOMKET NPUBECTH K
YBEJIMUCHUIO CYJEOHBIX PAcXOJIOB Ha MPEJACTABUTENSA, TaK KaK FOPHUCTY
HY>XHO OyJIeT OIJIaYuBaTh IOPOTY U KOMaHIUPOBOYHBIC.

Bo310xeHbl 00513aHHOCTH MNPOU3BECTH TaKUE ACHCTBUS, KOTOpbHIC
MOTYT TIpUBECTH K OoibIIuM (MHAHCOBBIM 3aTparaM HalpUMeED:
00sI3aHHOCTh 3aCTPaxoBaTh CBOK OTBETCTBEHHOCTh MEPEJ 3aKa3UYHWKOM.
[TonyunTh paspenieHue Ha padOThl, KOTOPOE B TMPHUHIMIE JTOJHKEH
MOJy4aTh 3aKa34YMK, a HE UCTIOJTHUTEb.

MoxeT OBITh BO3JIOKEHAa OOS3aHHOCTh 3a COOJIOACHHWE HOPM
MOoXKapHOW 0€30MacHOCTU B MOMEIICHUHU, YTO B MOCJEJACTBUH MPUBEACT K
BO3JIOKCHUHM aJIMHUHUCTpAaTUBHOTO ImTpada Ha Bac kak Ha apeHgaTopa
ATOr0 MOMEUICHUS U T.1.

. Hasnorossie pucku.

Hanpumep: Bwi  saBnserece mnarensmpkoM HJIC u  momaere
nexnapanuio Ha Bo3Memenne HJIC. HamoroBas wHcneknuss B XO0J€
KamepaiabHOM mpoBepku nexiapanuu ¢ HIC, MmoxeT motpedoBaTh JII0ObIE
JOKYMEHTBI, TOJATBEPKJIAIOIINE 3asBJICHHBIC BBIYETHI. OJTO CYETa-
(dakTypbl; JOroBOpa; NEPBUYHBIE OYyXTAITEPCKUE JIOKYMEHTHI W T.J.
M HAJOTOIUIATENIbIIMK O0O0s3aH BBINOJHATH 3aKOHHBIE TPEOOBAHUS
HaJIOrOBOI'0 OpraHa, B TOM YHCJIE B YAaCTH MPEACTABJICHUS JOKYMEHTOB,
HEOOXOIUMBIX JIJI1 KOHTPOJIA 33 UCUMUCIICHUEM U YILJIATOW HAJIOTra.

MNuave HAJIOrOBBIM Oprad MOXET 0TKa3ath B Bo3Mmeniennu HJ[C.

A Temnepb TpelcTaBbTE, YTO B Bamem AoroBope He BO3JIOXKEHA
OTBETCTBEHHOCTh HA KOHTPAreHTa 3a MNPEAOCTaBJICHUE TEX WA HHBIX
JOKYMEHTOB, KOTOpbie Bbl OyneTre 00si3aHbl TPEAOCTaBUTh B HAJIOTOBYIO?
Uto cnemaer HasmoroBass B 3ToM ciydae? I[IpaBunbHO, oTkaxkeT Bam B
Bo3meniennr HJIC u noHauncnuT Hajaor Ha npuoJib.
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Kak MO0KHO MHUHMMH3MPOBATH PHUCKH MNPHU 3aAKJIIOYCHUH

aorosopa?

. [IpuBnekarh K pa3zpaboTKe, MPOBEPKE JIOTOBOPOB, KOHTPAKTOB
CIICIIMAJINCTA, FOPUCTA, aIBOKATA;

. IIposiBIEHHME OCMOTPUTEIBHOCTH, aHAIU3 CYLIECTBYIOLIEH

npo0JIeMbl, 11t JocTHxkeHUs d(PpekTuBHOrO pesynbraTta. [I[poBepka cBoux
KOHTPAreHTOB U T.1.;

. [Iporno3upoBaHne HaNpaBICHUs Pa3BUTHS PHIHOYHBIX YCIOBHI
(cmpoca U nMpeaIoKEHUs U T.11.)

. CrtpaxoBaHue PUCKOB CBOECH ACATEIBHOCTH

. PesepBupoBaHre  JIEHE)KHBIX CPEJICTB Ha  BO3MCIICHHUE

HETIPEJIBUICHHBIX PACX0/I0B (pe3epBHbBIN POH)

Yrto HyXHO caenarb Ui ~ MUHUMHU3AlAU  PUCKOB, MEPEN
3aKJIFOYEHUEM JI0rOBOpa?

. He cnemmm, uyurtaem, wusydaem, orcramBaeMm. bopurech 3a
KaX/IbI IyYHKT JOTOBOPA, MYTEM ITOJANMMUCAHUS ITPOTOKOJIA COTJIACOBAHUS
PA3HOTJIACUH.

. [IponuchiBaliTe B JOrOBOPE BCE KaK MOXKHO MOAPOOHEN
(pa®oThl, CpOKM, CHEHUAIbHBIE YCIOBHUSI, OTBETCTBEHHOCTh U T.I.)
O6e3onackTe cebds 3apaHee.

. [TocTynuBmIMK [OTOBOP OT KOHTPAreHTa M3y4YaeM «II0J
MHUKPOCKOIIOM», TIIaTeIbHO (GUKCUPYS T€ MyHKThI, KoTopble Bac He
ycTpauBaiot. OTcTauBaiite ux B neperopopax. Odopmiisiiite u3aMeHEHUS B
MACbMEHHOM BHJI€ C TMOJNHCSAMHU JABYX CTOPOH. (Hampumep: B BHUIE
JOTIOJTHUTEIBLHOTO COTJIAIICHMST )

. [IpuBnekaiiTe k TpoBEpPKe IOPUCTOB IO APOUTPAKHBIM CIIOpaM
WJIM aIBOKATOB, JIIOJEH CHEHHaTU3UPYIOMIMMCS B 3TOM 00JIacTH.
. PazpaboTaiite qoroBop uMeHHO i Barel opranuzaiuu, moj

Bam Bujg nestensHOcTH. Mcmonb3yiiTe ero mpu paboTe ¢ KOHTpareHTaMHu.
Bawm OyneT ciokoiiHei.

. [IpoBepbTe KOHTpAareHTa Ha HECKOJIBKUX CEPBUCAX:

ApOuTpakHBIN CyJ, B pa3jieiie KapToTeKa Je;

nalog.ru (®enepanbHasi HaloroBas ciyk0a B paslelie PUCKHU
Ou3Heca: MpoBepb ceOs1 1 KOHTPAreHTa);

fssprus.ru (denepanbHas ciyx0a cyaeOHBIX IPHCTABOB B pasclie:
OaHK JIaHHBIX UCTIOJIHUTEIbHBIX TPOU3BOJICTB).
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Brl y3Haere HE TOJNBKO O TOM JACWUCTBYIOWIASA JIM OPTraHU3alUs
3aKJIIOYaeT C BaMu JOTOBOP, a TAK € HE HAXOJAUTCS JIW OHA B CTAAUU
JUKBUAAIIMM WM OaHKPOTCTBA, HE HAXOMATCA JU PYKOBOJUTEIH STOU
OpraHMW3ali B CIHCKE NUCKBATU(HUIMPOBAHHBIX JIUI, @ TaK K€ UMEETCS
JIA y KOHTPAreHTa HEBBIIJIAYEHHAS 3aJ0JKEHHOCTh M0 HWCIOJIHUTEIbHBIM
JIUCTaM ¥ MHOI'O€ JIPYTo€.

. 3anpocure y KOHTpAreHTa MPAaBOYCTAHABJINBAIOIIINE
JOKYMEHTBI (KOIHUIO YyCTaBa, BBIIIUCKH, CBHUAECTEIbCTB, NpUKaza U
MPOTOKOJIa HA JUPEKTOPA, KOIMMIO €ro IacropTa, JOBEPEHHOCTH M T.JI.
(coxpaHHTE 3TH JOKYMEHTBI Ha CIIy4aid POBEPKH HAJIIOTOBOM).

. Ecnu Bel paboTtaere B JO0CTaTOYHO PUCKOBOM CETMEHTE PHIHKA,
3aCTPaxyMTe CBOKO OTBETCTBEHHOCT.

3aKa04aeM JO0roBop.

. BuumarenpHo uutaiiTe, TO 4To BBl noanuceiBaete. Eciin Bel He
COIJIaCHbl WJIK COMHEBAETECh, BO3BMHUTE Iay3y, HE NOAINUCHIBANTE
JOKYMEHTBI JI0 T€X MOpP IOKa BCE COMHEHHUS HE OYyIyT YCTpaHEHbI. ITO
MO3BOJIUT BamM mn30ekaTh OIIHOOK.

. IToanuceiBaeTe KaKablil JIMCT JOroBOpa, H3TO MO3BOJUT
n30eXKaTh MOJJEIOK CTPAHUI] B JIOTOBOPE.

. [lonnuceiBass NOPWIOKEHUS K  JIOTOBOPY, 00s3aTENIBHO
coxpaHsuTe Bamm 3K3eMILISIPHI.

. CoxpaHUTE BCIO MEPENUCKY, B TOM YHUCJIE W JJIEKTPOHHYIO,
KOTOpas BeJach J0 3aKJIIOUYEHUsS J0T0BOpa (MUChMa, JIEKTPOHHbBIC MTUChMa
TenerpaMMbl, (hakChl U UHBIE JJOKYMEHTHI.) DTO MO3BOJUT OTCTOSATh Baru
WHTEPECHI, €CIIU CTOPOHA OTKAXKETCS 3aKI04aTh JOTOBOP WU MPHUIACTCS
o0OpaIarbcs B CY/I.

3aganue:

1. AHanu3 10TOBOPOB:

° Bam mnpenocraBieHbl 00pa3iibl JIOTOBOPOB € HECKOJbKHMH
MOCTaBIIMKAMHU yCJIYr, TaKUMH Kak OOJIauHble CEPBUCHI, ITOCTAaBKa
000pyTI0BaHUS u MPOrpaMMHOTO oOecrnieueHus

(https://sberb2b.ru/contract-templates).

° IIpoananmu3upyiTe JaHHbIE JOrOBOpPA HA NMPEAMET YIIOMUHAHUSA
CJIEAYIOIIUX ITyHKTOB:

—  KouduaenunanbHoCTH HHPOPMALIUU
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—  3ammThl NIEPCOHATBHBIX JIAHHBIX
—  OTBETCTBEHHOCTH 3a YTEUKY JAHHBIX

IMpumep:
[IpoBepbTe HATMYUE MTYHKTOB, aHAJIOTUYHBIX CJICAYIOIIEMY:
CtopoHsl 00sI3y10TCS COXPaHSATH KOH(HUJECHIINATBbHOCTh

uH(popManuu, MOJTy4YeHHON B paMKax UCIOJHEHUS HACTOSIIETO JOTOBOPA.

2.  BrpIgBIE€HHE PUCKOB M YSI3BUMOCTEH:

° Nnentudguuupyiite MOTEHIMAIbHBIE PHUCKH, CBSI3aHHBIC C
nepenavyeii KoHGUACHIHAILHOM HHGOpPMAIMM IIOCTaBIIMKaM, a TaKxke
HEeJO0CTAaTOYHOM 3alllMTON JaHHBIX.

° Onpenenute BO3MOXHBIC YTPO3bl U YS3BUMOCTH B 00JIacTH
nH(pOPMaITMOHHON 0€30TTaCHOCTH MPH B3aUMOJICHCTBUHN C MIOCTABITUKAMH.

3.  PazpaboTka peKkoMeHaaIluii:

o Ha ocHOBE BBISBICHHBIX PHCKOB, NPEIIOXKHUTE KOHKPETHBIC
Mephbl U PEKOMEH/IAINH 110 YIYUYIIeHUIO HHPOPMAITMOHHON 0€3011acHOCTH
P 3aKIFOYCHUH IOTOBOPOB.

o Bxarounte B peKOMEHIAIlMM HEOOXOJMMBIC ITYHKTBI O
KOH(DHMICHITNATBHOCTH, 3alllUTe JTAaHHBIX, a TakK)KE€ OTBETCTBEHHOCTH 3a
yTE€UKYy UH(POPMALIHH.

4, HH&HHpOB&HIfle MCPp 11O MUHUMHU3AIIUN PUCKOB:

J Onpenenure Mepbl MO MHHUMH3AlMM PHUCKOB UM 3aIINTE
nH(OpMAaIlMU B POLIECCE COTPYITHUUECTBA C OCTABIIMKAMU YCIYT.
J PaccmMoTpuTe  BO3MOXXHOCTH ~ BHEIPEHHS  MEXaHH3MOB

MOHUTOPUHTa M KOHTPOJIS JEHUCTBUM TOCTABIIMKOB I OOECIICUCHHS
0€301TaCHOCTH JTaHHBIX.

5.  CocraBiieHHE OTUYETA!

o [ToaroToBbTe OTYET, COAEpKAIIUNA OOIIUMN aHAJIU3 PHUCKOB,
OPEVIOKEHUST 110 YJIYYUIEHUIO JOTOBOPOB M MOJAXOAbl K MOBBIIMIEHUIO
MH(OpPMAIIMOHHON OE30MaCHOCTH.

o Bxirounte B OTYET KOHKPETHBIE IIPUMEPHI YA3BUMOCTEU,
PEKOMEHJAIMM TI0 WX YCTPAHCHUI0O W TpeiaraéMple IIard s
obecrieyeHus 0€30MACHOCTH HH(POPMALMK TPU  B3AUMOJICUCTBUM C
NOCTABIINKAMMU.
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