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s paGoThI: 0OCBOEHHE NPUHITMIIOB Pa3pabOTKK THMOBBIX TOKYMEHTOB
JUIS IPEJINPOCKTHBIX paboT CeTH paInoA0CTya.

Pa3paborka Texuuueckoro 3axanmsi ma cerb crampapra WiFi
(WLAN wiu BJIBC).

B NaHHBIX METOAMYECKHX PEKOMEHALMSX ONHCHIBAKOTCH HEKOTOPbIC
OasoBble moaxoAbl K QopmymmpoBanuio ceru crammapra WiFi 802.11.
Meromudeckne  peKOMEHJAlMM  HanpaBlieHbl  HAa  (OPMYJIHPOBAHHE
Texnuyeckoro 3ananms wa IlpoektnpoBanue cetu cranmapra WiFi IEEE
802.11 (WLAN / BJIBC) Llentpanu3oBanHOii apX HTEKTYPBL.

Yacre 1. O6mme TpeboBanus k Pemenuio na cers cranaapra WiFi.

BHrauane HeoOXomuMo ommcarh 00IIMe NPHHIMIIBI PEIICHHS, KOTOpoOe
Bbl xoTenn Ob1 BHAETH y cebsi. Hanpumep:

1. Pemenne nomkno ocHoBbiBaThest Ha cranaaprax wifi IEEE 802.11,

2. Perienne 10/KHO O//1€p/KUBATH YaCTOTHBIN iManasoH 2.4ghz (ecau u
5ghz, mo cmoum ykazamo 2.4+5ghz),

3. PemieHume JOJDKHO MOIEPKMBATH POCCHIICKHE PEryJIATOPHBIE
TpeboBaHMs K TOJ00HOMY 0OOpYIOBaHHIO JUisi BCEX M CIIOJIb3YEMBIX
YaCTOTHBIX JHana3soHoB Wifl (npexcde ececo amo kacaemes mpebosanuii
Sghz, no 6 2.4ghz makace ecmo ceou mecmuvie o2panuyenus),

4. Peumienne nomxnHo nomuepxkusarh cranaapt IEEE 802.11n u 6wITh
oOparHo coBmecTHMO co crangapramu 802.11g, 802.11b u 802.11a (ecau
npeononazaemcs ucnoavzosams 5ghz),

5. PemieHne 10JKHO CTPOMTBCS HA IEHTPAIN30BAHHON apXHTEKType —
Touku [loctyna ynpasnsitorest Konrposiepom cern Wi-Fi.

CueHapun npoeKTHPOBAHUS M Pa3BepTHIBAHUS ceTH cTaHaapra Wi-
Fi (WLAN)

CHayama HeOOXOQMMO CKa3aTh, YTO CYIIECTBYeT TPH OOJIBLIMX
HanpajieHus pa3paboTKu U ucnonb3oBanus apxurekryp Wi-Fi-pemennii:

1. aBTOHOMHasi apXHTEKTYypa,

2. neHTpaIM30BaHHAsA/yIIpaBIsieMast apXUTEKTYpa.

3. KOHBepreHTHas apXUTeKTypa (0ObeAMHEHHE INPOBOAHOTO |
OecrpoBOAHOIO I0CTYIIA)

VIMEHHO Ha OCHOBE MaHHBIX apXMTEKTYp CO3JAeTCsi OCHOBHOE
KOJIMYECTBO IPOEKTOB cerer cranaapra Wi-Fi.

B 1aHHOM MOzyNie MBI OCTAaHOBHMCS Ha NEPBOM M BTOPOM BapHAHTAX.
Heobxoaumo cpaszy ormeruts uro abeontoTHoe GOJIBIIMHCTBO ceTeil cranjapra
WiFI Kopnoparusroro mimm Onepatopckoro KIaccoB CPeIHEro M GOJBIIONO
Macmitaba — ceroiHs — CTpositcsi  Ha  npuHIMOax  LleHTpanu3oBaHHOI
Apxurektypsl ¢ Konrpoiuiepom ceru WiFi Bo rmaBe. Bce OCHOBHBIE
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npoussoautenu peureHnid WiFi seicokoro yposus (Cisco, Aruba, Ruckus, HP,
Huawei u T1) nmeror takue npeuioxenusi. Beibop moaxosimero pelLIeHus U
BEH/10pPa SABJISIETCS KJIFOUEBBIM

B__ciyuae Asmonomnoii _apxumexmypor _cemu _ Wi-Fi penienne
NpPEJICTaBIIACT CO00M HAOOP HECBA3AHHBIX TOYEK JOCTYINA, Kak/as U3 KOTOPbIX
KOHGUTYpHpYeTCsh M 0OCIy)KHBAeTCS He3aBUCHMO. I103TOMY  CIIOKHOCTb
00CIIy)KUBaHUS CETH, NMOCTPOCHHON MOJOGHBIM 06pPa30M, pacTeT JIMHEIHO, a
MOPOH ¥ SKCHOHEHIMAJILHO, C POCTOM KOJIMYECTBA ycTpoiicTB. OTCIOna ceTH ¢
aBTOHOMHO# apXMTEKTYPOH, KaK IIPAaBUIIO, AaBHO HE MPOEKTHPYIOT GOJIBIIMMH,
OObruno 310 He OGosee 3-5 Touek Jloctyma WiFi. 3aeck CYIIECTBYIOT
HCKOTOPBIC HMCKJIIOYEHHs, KOTOpbIE O00JErdalorT co3JaHue uyTh OoJiee
MAacCINTAOHBIX CETeH, HANpUMEp, TEXHOJOTHS KIACTEPU3AIMU TOYEK JOCTYIIA.
Takoe pemenne npennaraer Cisco B smueiike Touek Joctyma Wi-Fi s
masioro Ousneca (Cisco WAP 321, WAP 121). Ho rakas apXUTEeKTypa B
JII00OM Cilydae HE MMEET NOJHOLECHHOTO YINpaBJIeHUs PaAHOPecypcaMi W TII,
T.K. HET €IMHOro meHrpa. Bce cBoautrcs K  ynpomeHHo  3agauu
KoH(purypuposanus cetn WiFi.

Taoke B ciyuae aBTOHOMHOII ApPXMTEKTYpPhI BO3HMKAIOT OrPOMHBIE
MpodJeMbl ¢ peanu3aiueil CHCTEMbl Ge30MaCHOCTH GECIPOBOLHOI CETH, T.K.
MOYTH HEBO3MOXKHO BBINOJIHATL KOPE/UISIIIMIO arakd C yd4eToM Bcex Touek
Jloctyna B 30He IOKPBITHS TIPH OTCYTCTBHH eMHOTO nenTpa. Toukn JocTyna
Wi-Fi ue3aBucumbl M BUIAT 3bup Kaxkaas MO-CBOEMY, a JUIs MOJHONEHHOM
MHTEPIPETAIMI TaKOrO COOBITHS KaK aTakH BaKeH MacliTa® BOCIPUSTHS,
MOHUMAHMsl JMHAMHMKH aTakh. Orta jKe sBJICHHE HaOIomaeTcs M Ipu
BO3HMKHOBCHHHM  mpodieM ¢ uHTepdepeHIuel, KOraa HEBO3MOIKHO
OpraHHU30BaTh COBMECTHOC [MHAMHYECKOE YNPABICHHE pPaIHOPECYPCaMU
(RRM-Radio Resource Management) B By OTCYTCTBHS EIMHOTO IIEHTpa
coopa uHpopmanun co Bcex TJ[ M COOTBETCTBYIONIETO MPHHSTHS pELICHHIA.
CTOUT OTMETUTB, YTO M3BECTHBI CJIy4aH aBTOHOMHBIX CETEil, COCTOSIIMX U3
necarkos TJI. Ho rapanrueit s3¢pdexruBroil paGoTsl Takoit HHpacTpyKTyphI B
HaIlICH TPAKTHKE SABJISAIOCH HAIMYHE KBAIH(UIMPOBAHHBIX HHXKEHEPOB 110 Wi-
Fi B UT-cimyxOe, Koropble caMM mHcaad cHelyalbHble CKPHUITHI  JUJIs
MaccoBoro ympaejeHus Bcemu Touxamu Jlocryna, koHTpoas mo SNMP u
cObopa crarucTuku u T.. B so6om ciydae, 3to BechMma HETPUBUAJIbHBIH
MO/IXO/, KOTOPbI €Ile M OYeHb ONaceH B HEpCleKTHBE M3-3a MpoblieM ¢
oOciykuBaHueM NOJAOOHOrO pelleHHs B  Clydae  yXoja MHKEeHepa-
pa3spaboT4MKa  JaHHOTO  CAMOIMCHOIO  HPOrpaMMHOTO  OOecredeHHs.
ABTOHOMHBIE TOYKH JIOCTYNa MOXHO MPHOOPECTH TpPaKTHYECKH Yy JH00Oro
BEHIO0pa pemenuii cranapra Wi-Fi.

B cayuae Henmpanuszoeannoii apxumexmypor cemu Wi-Fi nonnoe
yIIpaBJiCHUE HHPPACTPYKTYpO# CeTH paauoocryna BBITIOJIHSAETCS
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Koutposuiepom cetn WLAN. Hampumep, y Cisco nopoGHasi apxuTektypa
HaseiBaercs CUWN (Cisco Unified Wireless Network). Kontpomiep B
ICHTPAIM30BAHHOM  pemeHun  ceru  crapgapra  WiFi  ynpasnser
3arpyskoit/usmenenneM 10,  u3menenmsmu  kondurypammm, RRM
(TMHAMUYECKOE ynpaBlicHHe PajiopecypcaMu), YIpaBIsieT CBA3bio cetn WiFi-
craniapra ¢ BuemHuMu cepsepamu (AAA, DHCP, LDAP u t1.11.), ynpapnser
ayTeHTH(UKaNMed mosb3oBaTelell, ympasjiseT npoWISIMH - KadecTsa
obciyxusanus QoS, cnenuanbHbIMH (QyHKIMAMEH M T.I. Bosee Toro,
KOHTPOJUIEPhI MOTYT OOBEAMHATHLCS B IPYIILI JUIs 00ecredeHus OecioBHOIO
POYMHHTIA KIIMEHTOB MKy Pa3IMYHBIMHM TOUYKAMU JIOCTYINIA B 30HE MOKPBITHSI.
Hanpumep, B pemenusx Cisco Systems MOXHO OOBEAHHHTH JECATKH
KOHTPOJUICPOB B OJIMH MOOMJIbHBIH JJOMEH M, COOTBETCTBEHHO, 10 HECKOJIBLKUX
JACCATKOB ThICSY TOYEK Jocryna. Co3maHue no00HBIX MOOMJIBHBIX JIOMEHOB
MO3BOJISIET O0ecneunTh OecuIOBHBIE XeHI0Bephl (B TepMmuHax Wi-Fi - 310
POYMHHT) MEXy TOYKaMH JI0CTyNa YNPABJISIeMbIX KaK OJHUM KOHTPOILIEPOM,
TaKk ¥ pasHbIMH. CymiectByloT 3(pexTHBHO paboTaroiue ceT, KOJHYECTBO
TOYEK J0CTyna B KOTopeIX npubmmkaercs k 100.000. [TogoOHBIX MacmTaboB
MOXKHO  JOOMTbCS ~ TOJLKO B IIEHTPAIM30BAHHON  apXUTEKType
pemenus. HeoOXoaumMo OTMETHTH, UTO IEHTPAIM30BAHHYIO APXHTEKTYpy B
CBOMX PCIICHHAX MpeUlaraloT Bce Beaymue npousBoautenu: Cisco, Aruba,
Ruckus, HP u T1..

Ecrecrenno s Towek Jloctynma wiam mapmpyrusaropos ¢ Wi-Fi
HEOOXOIMMO OpPHMEHTHPOBATHCS HA NOANEpkKy crangapra IEEE 802.11n u
802.11ac.

Ha  6aze  rtexmomormm  WiFi-cranaapra  pasBeprsiBaloTcs
pa3sHoOOpa3Hble  pelleHHsl, NpPHBEIEM HECKOJILKO NPHMEPOB 110
HANIPABJIeHUSIM:

- Wi-Fi-noctyn pis qoma (¢ ucnosnb3oBanueM HeGOJIBIIMX JOMAITHUX
MapuIpyTu3aTopoB ¢ MOJJICpXkKoi paauo cranaapra Wi-Fi, manpumep ot
Belkin/Linksys, D-Link, Netgear u 1.11.).

Yame Bcero B KBapTUpe YCTaHABAMBACTCS OAMH  JOMAIIHHIA
Mapupyrusarop ¢ Wi-Fi (06brun0 ¢ uacrorubiM cniekrpom 2.4GHz, Ho nyurre,
ecim 2.4+5GHz), KOTOpBIM MOAKIIOUASTCS TeM WM HMHBIM POBOJAHBIM
HHTEpdeiicoM K ceTH npoBaiiiepa W NpeJoCTaBiIseT OecIpOBOAHbIN JOCTYTI
JIOMAlIHUM [0JIb30BATE/IAIM. 371eCh HMMEET CMBICH 003aBeCTHCh XOTS Obl
NPOCTEHLIMM NporpaMMHbIM obecnieuenrem Tuna Wi-Fi Analizer noj Android
(moctynen mns Anzgpoma-ycrpoiicts uepes Google Play) u [IPOBEpPUTH, HA
KaKMX 4aCTOTHBIX KaHajax paboraloT 1moao0HBIE ycTpoiicrBa coceneii. Yacro
OOJIBLIMHCTBO MCHOJIB3YeT MACHTHYHBIE KaHANbl HJIH, YTO XYKE, CMEKHBIE M
CPEKPBIBAIOMIMECS. AHAIU3 CIEKTPa MO3BOJIMT HACTPOHTH Ballle YCTPOHCTBO
Ha HE 3aHATBIC KaHAJIbI, MO0 KaHaJIbl ¢ HAUMEHBIIUM YPOBHEM curHaia. U He
3a0biBaiite BKitouath WPA2 (06brar0 goma 310 WPA2-Personal ¢ PSK).
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- SOHO/Small Office Home office - WiFi-noctyn mis neGosbimoro
opuca  (ucnonesyrorcs — HeGosibime  poyrepel ¢ Wi-Fi,  Gonee
MPOU3BOJMTENILHBIC W MHOTO(QYHKIIHOHAILHBIC, YEM JOMAllHUE pPOYTEpS,
nanpumep, Cisco WAP, WET, AP, Cisco ISR ¢ Wi-Fi monynamu u psia
APYTHX CXOXHX (YHKIMOHAJIBHO YCTPOMCTB, a Takke TOuUkH Jloctyna B
ABTOHOMHOM PEKUME).

3/iech Kak pa3 yalle BCEro OYeHb ONPABIAHO HCHOJIB30BAHHE OJHOTO
MHOTO(YHKIMOHAILHOTO,  HO  [POM3BOJMTENLHOTO  YCTpOiicTBa.  30Ha
MOKPBITHA MaJla, OCTYIMHOTO MECTa Majo, HO HArpy3ka Y»kKe MOMXKET OBbITh
CYHIECTBEHHO BBIIIE, YeM B KBapTupe, U tpedoBanus Kk crabuibHoctn WiFi-
AOCTYMA U B IIEJIOM K CETH NEpe/iauy AaHHbIX Hecou3MepuMsl. [ToaTomy sry4mre
BCEro BBIOPATH CHENMATH3MPOBAHHOE YCTPOWCTBO, CHPOEKTHPOBAHHOE LIS
JAHHBIX 3a/1ad.

- Hebosbmme kopnoparuHbie ceru gocryna Wi-Fi (uacts sraxa,
9TaX, HeOOJBILIOE 3/1aHUE H T.I1.).

31eCb  OYE€Hb  XOpOIIO  MOTYT  NPHUMEHATBCS  PELICHHSI  C
[IEHTPAJIN30BAHHON ~ apXMTEKTYpO, HO pacCUMTAHHBIE Ha HEOOJBIIOE
kosmuectBo Touek JlocTyna, peako AaHHBIN YpOBEHb PEHICHUS UMEET GoJiee
10-20 TA. Tlostomy crout mnomo6pars HeGONBIIONH COBPEMEHHBII KOHTpPOJLIEP
(manpumep, Cisco 2500, Aruba 3000) Ha Ga3e OT/€NBLHOTO YCTPOHCTBA HIIH KaK
MOJyJlb B MHOTO(YHKIMOHAJIBHBIN MapiIpyTH3arop (Hanpumep, Moayis SRE
B Mapiytusatop Cisco ISR).

- boabmme kopnoparuBueie cetn gocryna Wi-Fi (yHupepcuterckue
KaMmIyCel, KOPIOpPAaTHBHBIC KaMIyChl, O(HCHbIE KaMIyChl, 3aBOJICKHE
TEPPUTOPHUH, IOPTHI | T.I1.).

Jist 1o100HBIX 3a71au IEHTPAIH30BaHHAs apXUTEKTYPa ¢ MOLIHBIMH K
(YHKIMOHATBHBIME KOHTPOILICPAMH - 3TO €AMHCTBEHHO MPABMIIBHEIA MOIXOJL.
MoskHO —HCmosb30BaTh  COBpPEMEHHBIE KOHTpO/Ulephl. Hampumep Taxue
KOHTpoJUIepkl ceTH ctanaapra Wi-Fi, kak:

- Cisco 5508,

- Aruba A6000,

- Ruckus ZoneDirector 3000 u 1.

B kaxom koukpernom ciyuae norpeGyrorcs Touku JlocTymna Toro ke
NpOU3BOMTENSA, UTO U KOHTpesuIep ceru WikFi-crannapra. Takue KOHTpoJUIEpsI
00BIYHO pa3BepTHIBAIOTCS B JlaTalenTpe KOMIAHHUH.

Ecin npoussoaurens WiFi-cucrem npeiuiaraer pemenne Ha MoIyisix
JUUIs1 KOMMYTaTOpOB MJIM MapUIPYTH3aTOPOB, HALIPUMED:

- Moayne Cisco WiSM2 B kommyrarop cemeiictBa Cisco Catalyst
6500/6800,

- moaynb Huawei ACU2 B xommyrarops Huawei S12700, S9700,
S7700,
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- monyne HP JD442A B xommyrarop HP 9500, moayms JD440A B
kommyTarop HP 7500 u T, To MOXHO HX Hcnosib30Bath U Ha ['panuie cetu
(BCIIOMHHM ~ TPEXyPOBHEBYIO ~MOJENb CETH TNepejaud  JaHHBIX: SO,
muctpuObtonmsi, focryn). llenrpanusoBannas apxurektypa cetn WiFi
MO3BOJIMT O0ECNEYUTh NPAKTHYECKH 000 MacwraG cetn M >hdexTHBHO
YNIPaBJIATH €10 U3 €IMHOI TOYKK ¢ MUHUMAJIbHOM Harpy3koit Ha UT-nepconal.

- Taxk wuaseiBaemble «Opanum» (Branches) - WiFi-tocryn s
MQJICHbKUX  YIAICHHBIX O(GHCOB (00BEeAMHSET OONIBIIOE  KOJHYECTBO
HEOOJIBLIMX yAAIEHHBIX O(HCOB MO/ [EHTPATH30BAHHEIM YIIPABICHHEM,
HanpuMep, LIMPOKO HCMOJIb3yeTcss B OaHKOBCKON cdepe juist cBsi3u mTad-
KBapTHPBl C YyIAJCHHbIMH O(QHCcaMM; 3/leCh dHalle BCETO CBA3b MENIY
YJQICHHBIME O(HCaMi U HEHTPaIbHOH MmTab-KBApTHPOH OpraHM3yercs Mo
ApCH/IOBAHHBIM KaHAJIaM Y OINEpaToOpOB CBsA3M, a HHOT/A U Yepe3 CIyTHUKOBbIE
KaHaJbl).

B nanHOM ciyuae KiroueBoil mpoGieMoit SIBISETCS TO, YTO B CHIly
OOBIYHOI MPAKTMKM MHHMMH3AlMM 3aTpaT B OM3HECE, KOMMYHHKAI[MOHHBIE
KaHaJlbl JUISL CBSI3M C MaJIbIMH O(ucaMM U3 Ta0-KBAPTUPLI PEAKO OBIBAIOT
BBIZICJICHHBIMU, IIMPOKUMH M HaJIe)KHbIMU. Yarie Bcero nmoak/irodueHne Masibix
YJANIeHHBIX O(HCOB BBINOJIHACTCS MyTeM "MOAKIIOYEHHsS] K HHTEPHETY" qyepes
Onvkaiiliero m JeneBoro mnposaiiiepa, a 0 MOJNHCAHUH KoHTpakTta ¢ SLA
(Service Level Agreement) ¢ 5TuM npoBaiiziepoM HUKTO U He 3ayMbIBAETCS (a
NMpoBaiiJiep, BEposTHO, jaaxe He obecrmedmBaer Takux yciuyr). Jlocrym K
KOPIOPAaTUBHOM ceTH opranmsyercs yepe3 VPN. Ilpu TakoM noaxoje oueHsb
HEPEJIKO BO3HMKACT CHUTYaIllWsi, KOIJla KaHall B yAaJleHHOM oduce Majaer Wiu
BO3HUKAIOT NEPErpy3kH Ha CETH NpoBaiiiepa MM Ha CTHIKE €ro CEeTH C CeThIO
poBanzepa, K KOTOPOMY INOJK/IIOYEHA IITab-KBapTHpa, M CBS3b CO IITA0-
KBapTUPOH BPEMEHHO MPONAJaeT WM CTAHOBMTCS OYCHb HeCTaOHILHOI. B
M000M  ciyyae MoJ00HBIE NPOGIEMBl HE OTMEHSIIOT KEJAHUs HMMETh
0ecIpOBO/IHYIO CeTh B ylaleHHOM O(HCe, HO €CIH TaKUX O(HCOB MHOTO (Kak
MOYTH B KaKJIOM OaHKe, CTPaXxoBOH KOMNAHMHM WM PUTEHIIOBOH ceTH), TO
oOcIy)KHBaHHE UX CTAaHOBUTCS GOJIBIION mpobieMoit, Tak kak gepskars UT-
EPCOHAT B KaX/10M O(uce NpoCTO He PEeHTAOEIIBHO, a OChUIATh HHKEHEPa U3
LIEHTPA MPH MAJECHIINX TPOOJIEMax ¢ CEeThIO 10JIr0 U JI0pPOro.

Pewienne 10/mKHO 00eceynBarh:

- [CHTPAIM30BAHHOC YNPABJIEHHE BCEM KOHIJIOMEPATOM YJaJIEHHBIX
cereii Wi-Fi cramnapra (B ynaneHHbiX oducax) M3 NEHTPAIBHOTO CaiiTa.
[Ipuyem 510 He NOKHO 3aBHCETh OT pasHBIX XaPaKTEPHUCTHK KaHAIOB
«yHaJeHHbIH 0(UC - mTa0-KBAPTUPA»; IIPH 3TOM JIOJDKHBI OBITH BO3MOKHOCTH
IIEHTPAJIM30BaAHHOTO MOHHMTOPUHTA, paspeuieHus npoodiem "
KOH(UIypHPOBaHHS yIaJIeHHbIX YCTPOICTB.
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- npezocrasnenune yciuyru Wi-Fi B ynanenHom oduce u npu BpeMeHHOM
NaJICHUN CBS3H C IEHTPAJIbHBIM CaHTOM (C 00s3aTeNILHOM MMOIEPKKOI
ayTeHTH(HMKAIUKM U BO3MOKHOCTBIO BX0/1a/Bbixo1a Wi-Fi-kimenTos),

- BO3MOXKHOCTb KaK IIEHTPaJbHOW KOMMYTAIIUH I10Jb30BaTEILCKOTO
Tpapuka (BbIBOA TpadWKa M3 YJAJIEHHOTO caiita B IEHTPaJIbHbIN), TaK H
JIOKQJTbHOW KOMMYTAIMH (B yIaJIeHHOM O(Huce).

JList 5T0r0 HEOOXOAMMO CHENHANLHOE PELICHHE H OHO €CTh, HAaIPHMEP,
5TO crenuanbHbie oOsaunbie KoHTpostepsl Flex ot Cisco cepun 7500 wim
m00oii apyroit Konrposuiep ¢ nopuepxkoit pynkimonana Cisco FlexConnect.

- Buemnme ropoackme cerm gocryma Wi-Fi  (toukm gocryna
pacnojararoTcs Ha YJIMIE W IPEJOCTaBISIIOT CEPBUC KPYIJIOTOJUYHO BHE
NIOMEIICHHH, HAPUMED, JUIsl TOPOJCKHUX CIIy»k0, TOPOKaH U rocTeit ropoja).

B nanHoMm ciyuae HanGobIIMIl MHTEPEC BBI3BIBAIOT MOJHOCBI3HbIC CETH
Wi-Fi (Mesh), rae ycinyra KoHeuHBIM [0JIb30BaTENAM NPEIOCTABISIETCS yepes
omuH paanounrepgeiic Touku Jloctyna (06bryHO Ha wactorax 2.4GHz), a
uepe3 Apyrou (00brMHO Ha wactorax WiFi 5GHz) dpopmupyercs TPAaHCIOPTHBIM
paanokanan ¢ coceauumu  Toukamu Jloctyma. B Mesh-cetsix  00bunO
npucytcrBytor JiBa thna T/[: tun Mesh (MAP y Cisco) u Root (RAP y Cisco),
rne  RAP coenmmsiercs ¢ mpoBomHoii ceteio, a Ha MAP  crpourcs
OecripoBosHas vacth cetd. B cern Mesh dopmupyrores nepesbsi ¢ KOPHEM B
RAP, a nepeBbsi cTposATCS 1MOCPEACTBOM CHENMATN3UPOBAHHBIX MPOTOKOJIOB
(IAPP y Cisco). Bersu nepeBbeB, kak NpaBuiio, HE JODKHBI MPEBBILIATH $
XOIOB, HO 31€Ch BCE ynupaercsi B npoduun tpaguka Ha CeTH M YCIYyTH, a
Takke B KOHCTpykumio T/l (ecim B uactrorax SGHz mpucyrctByer oamu
paznoOMO/yJib, TO Ha Ka)IOM XOII€ IPOMYCKHAs CIOCOOHOCTh OEKXoJia magaeT
IpAaKTHYECKH B JiBa pa3a, a €CJIIM €CTh JiBA HE3aBUCHUMBIX PaHMOMOIYJIs
yactotbl SGHz, T0 nponyckHas crnocobHOCTh CHIXkKaeTcs MUHUMaIbHO). Cama
uHppactpykrypa Mesh o6braHO ympasisercs Kourposmnepom cern WiFi-
cranjiapra. O4eHb XOpowWIO, eciiM mporpaMmHoe obecneuenne Konrponepa
WiFi moxer oanoBpemenno ynpasisite u Toukamu Jloctyna WiFi B 06bunOM
pexume u T/l B Mesh-pexume, Tak kKak 3T0 Mo3BOJSIET THOKO MOAXOMANUTH K
NPOCKTUPOBAHHUIO CETH U CBSI3bIBATH KaK BHELUIHHE JIOMEHbI, TaK U BHYTPEHHHUE
115t obecriedenus OecIoBHON MOOMIILHOCTH Ha CETH.

Heo0xoaumo otMeTnTh, 4T0 110106HBIE PelieHUs HEPEIKO MPUMEHSFOTCS
M JUI TaKuX "YIHYHBIX/BHEMIHMX'" NPOEKTOB GecnpoBoanoro pocrymna WiFi,
KaK TOKpBITHE KapbepoB, 3aBOJCKMX TEPPUTOPHUii, JHMHHH pEIbCOBOTO
TPaHCHOPTA U T.II..

- Pazimunbie pemenuss cerm mocryna WiFi pias cnenmaabubIx
cIy4aeB (TEM He MEHEE, JIOBOJIBHO LIKPOKO PacHpPOCTPAHEHO):

/ pemennss WiFi uist anrapos, ckiajos,

/ pemennss WiFi Juist 3aBOJICKHX 1IEXOB ¥ TEPPUTOPHIA,
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/ pemiennss WiFi 11 jKelIe3HOZOPOKHOTO TpaHCHOPTa (HAA3eMHOTO H
MO/3EMHOTO - 371eCh MOJXO/bI PA3JIMYHEI),

/ pemenust WiFi Ui aBHallMOHHOTO TPaHCIIOPTA,

/ petiennss Wi-Fi juist 60J1bIIMX TOProBbIX IIEHTPOB,

/ pemiennss Wi-Fi U1 cTairoHOB W GONBIIMX JEMOHCTPAIMOHHBIX HJIH
KOHIEPTHBIX 3AJI0B (3/€Ch XapaKTepHa BBICOKasl IJIOTHOCTH MOJIb30BaTeNe),

/ pemenust WiFi uist GosbHUIL M rocnuTanei u ..

Bo Bcex aTuX ciyuasx leHTpaIn30BaHHAs apXMTEKTypa CEeTH CTaHAapTa
WiFi 802.11 o510 nauGonee mupaBuibHBI BBIGOP, a pelICHHE HAMO
pa3pabaThIBaTh ¢ y4eTOM 0COOEHHOCTEH 3a/1a4H.

HeoOxonmumo oTMeTuTh, 9YTO I8  peanu3anun Wi-Fi-pemennii B
Pa3JIMYHBIX YCIOBUAX OKPYXKEHHSIX pa3paboTaHbl M HCIOJNBL3YIOTCS TOUKH
JlocTyna Tpex OCHOBHBIX THIIOB KOHCTPYKIIHIA:

I. Toukn Jlocrynma WiFi juisi Mcnonib30BaHus BHYTPH MOMeLIeHHil /
"o¢ucHslii" BapuanT (dacto takue TJ[ XapakTepu3yloTcsi NpPHBIEKATEIbLHBIM
BHCIIHUM BH/IOM, MHTETPHPOBAHHBIMH AHTEHHAMH H OTHOCHTEJILHO Y3KHUM
TEMIIEPAaTypPHBIM JIHaa3oHoM, Hanpumep, 0- +40 rpC),

2. Toukn [locryna Wi-Fi juist ucnonb3oBanuss BHYTPH MOMenieHuil /
"aHrapHo-cknajackoi" BapuanT (4acto Takue TJ| WMEOT MeTaNIMUYeCKHil
KOpITyC, BO3MOXHOCTb HCIOJIb30BaHMS BHENIHHMX AHTEHH U 0oJiee HIMPOKHIA
TEMIEpaTypHbId uanasos, Hanpumep, -20 - +55 rpC),

3. Touku [locryna WiFi ais ucnons3oBanus BHE NOMENIEHMH, Ha yIIHILe
/ "ymuunbiii" Bapuant (dacto takue TJ| WiFi xapaktepusyiorcs YCUJICHHBIM
BHCIIHMM KOPIYCOM, BHCIIHHMH, HMHOIJa HHTEIPHPOBAHHBIMH AHTEHHAMH,
BJIArO3AIHUIIEHHOCTBIO KOPIYCa U COCAMHEHHH, HIUPOKAM TEMIIEpaTypHbIM
Auana3zoHoM, Hanpumep, -40 - +55 rp C).

Hazmo rakxe OTMETHTB, YTO CyNIECTBYIOT MOJIEIH CO CIEIHAILHBIMH
KopIycamu, NMpeIHa3HAYCHHBIMH JUISl OYEHb TSHKEJIBIX OKPY)KEHHMIl, Hanpumep,
JUlsl ONIACHOH aTMOC(ephl, Kak Ha XUMHYECKHX WK HedTenepepabaThIBAIOMNX
NPEANPUATHAX M T.N. Tarkke BaXHO 3HATh, YTO CYILIECTBYET IPEIOKEHUE
CHCIHAILHBIX TEPMOYEXJIOB, MMO3BOJISIIOIINX HCIOIB30BATH BHYTPEHHUE TOYKH
JiocTyna BHE IOMEIICHHH, a TaKKe B3PbIBOOE30MACHBIX KOXKYXOB Ul 0C060
OIIaCHBIX 30H, HO 3/JICCh HAJI0 OYECHb AKKYpPAaTHO M BHUMATEJILHO MCCIICI0BATH
BOIIPOC, MIPEXK/IE YEM JICJIaTh BHIBO/IbI.

Yacrs 2. Tpebosanus k Pagnonoacncreme cetn crannapra Wi-Fi

Mot pacemampusaem  dgyxouanasonnyio  Touxy Jocmyna — WiFi
(2,4GHz+5GHz), m.x.  cmasumcsa  yenv  nocmpoums COBPEMEHHYIO,
KauecmeeHuyto u yooonyro 8 axcnayamayuu WiFi-cems.
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I. Pagmononcucrema cern crangapra Wi-Fi (Touka Jlocryna WiFi)
Jlo/kHa ObITh coBMectuMa co cranaaprom IEEE 802.11n u mommepkuBars
COBMECTHYI0 paboty co cranaapramu 802.11g, 11b, 11a.

2. Paguononcucrema cetn craumapra Wi-Fi (Touka Jlocryma WiFi )
JI0JKHA OTBEYaTh POCCHHCKMM HOPMaM pPEryJISSTOPHKM B OOOMX YaCTOTHBIX
aunanasonax 2.4GHz u SGHz.

Yacrorubie nmosiocsl u kanaabl Wi-Fi

MupoBasi npakTHKa HCIOJIB30BAaHUS HEJUIEH3UPYEMOr0 YacTOTHOIO
CreKTpa:

ISM- Industrial, Scientific, Medical

1. Industrial/ITpompiennsrii: 902 — 928 MHz (unpuna 26 MHz),

2. Scientific/Hayunsrii: 2400 — 2500 MHz (muupuna 100 MHz),

3. Medical/Memununckuii: 5725 — 5875 MHz (umpusa 150 MHz).

30ecy ona cemeii cmanoapma Wi-Fi ucnonv3yemes 6 ochoénom uacmo
ouanasona 2400 - 2500 MHz.

UNII - Unlicensed National Information  Infrastructure
Habop moJsioc B quanasone yacror 5150 — 5825 MHz (yactuuno UCIIOJIB3YETCS
st yerporictB WiFi).

BbIOOp KOPPEKTHBIX YaCTOTHBIX KAHAJIOB SIBJIAETCS OJHOM M3 KIHOUEBbIX
3anaq 1 npoektupoBanus cetu cranaapra WiFi 802.11. Tlpu srom mpomecce
BBIOOpA  JOJDKEH — yuMTBIBaTH  (DyHJAaMEHTalbHBIH  BEIGOP  YacTOTHOI
apXuTEeKTYphl  moaxojsmero  WiFi-pemenusi:  MHOrokaHaibHas WM
OJIHOKAHAIbHAA apXUTEKTYpa?. JT1a MH(OPMAIHs TaKKe KpalHe BakHa IpH
IPOBEJICHUH Pafo00CiieIoBaHus (site survey) 30HbI HOKPBITHs OyayIeii ceTn
Wi-Fi.

Yacrorusie nosocsl n kanaanl WiFi B 2.4 GHz
Kanaa WiFi  Huxkuss yactora [lenTpasibHas yacToTa BepxHss yacrora

1 2401 2.412 2423
2 2.406 2.417 2.428
3 2411 2.422 2.433
4 2416 2.427 2.438
5 2.421 2.432 2.443
6 2.426 2.437 2.448
7 2.431 2.442 2.453
8 2.436 2.447 2.458
9 2.441 2.452 2.463
10 2.446 2.457 2.468
11 2.451 2.462 2473
12 2.456 2.467 2478

13 2.461 2.472 2.483
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Obmas 1marpaMma nepekpbITHsI YacTOoTHLIX KaHauoB WiFi B 2.4GHz

1 2 3 4 5§ 6 7 8 9 10 11 12 13 14

JARRRLL JALL ALY e 1ALARH AL L AR WL AL LA A A A |
2400 2410 2420 2430 2440 2450 2460 2470 2480 2490 2500
GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz

B nonoce gacror WiFi 2.4GHz pocrynsbsl 3 HenepeKkpbIBAIOMIMXCS
Kanaua: 1, 6, 11.

Jlaunoe Bbienenue crpourcs Ha tpebosanuu IEEE mo o6Gecneuenuio
MuHEMyMa B 25MHz s pasHeceHHsi NEHTPOB HeNepeKpbIBAIOMINXCS
4acToTHbIX KaHasioB WiFi. Ilpu stom mmpuna kanana cocrasmsier 22MHz.

, 25 MHz | 25 MHz
- -

|
2400 2.412 GHz 2437 GHz 2462 GHz 2.4835
GHz Channel 1 Channel 6 Channel 11 GHz

YacrorHbie noJiocsl U kanajasl WiFi B 5§ GHz

bazosasn Mupoeas  npakmuka, Komopas  Modxcem  CyujecmeeHHOo
USMEHAMbCA NO CMPAHAM.

UNII-1: 5150 — 5250 MHz (nocrynHo 4 yactoTHbix kanama WiFi)
UNII-2: 5250 — 5350 MHz (noctynHo 4 yactoTHbix kanana WiFi)

UNII-2 Extended: 5470 — 5725 MHz (noctynno 11 9acTOTHBIX KaHAIOB
WiFi)
UNII-3: 5725 — 5825 MHz (moctynmso 4 wactotHbix Kanama WiFi)

Cerka padouunx kananos WiFi u yacrorsl B SGHz:

Kanan 36 |40 |44 |48

UenTpansHan (5180 (5200 [5220 |5240
yacrora, MH:z

Monoca UNII-1




12

Kanan 52 56 60 64 100 |104 (108 |112 |116 (120 (124 128 (132 (136 [140

UenrpaneHan 5260 (5280 |5300 |5320 |s5500 5520 |5540 |5560 |5580 |5600 |5620 |5640 |5660 |5680 |5700
yacrora, MHz

Nonoca UNII-2

o 149 (153 [157 |161

UenTpaneHan |5745 (5765 |5785 |5805
yacrora, MH:z

Jisi  BelYUMCIEHHMS UEHTpalnbHOM uacToThl KaHama WiFi  MoHO
MCII0JIb30BATh CIIEAYIONIYIO (hopMyIy:
5000+(5*N), MHz
rae N oro nomep kanana WiFi, nanpumep 36, 40 u 1.1

®opmuposanne kanaioB WiFi B 5 GHz:

30 MHz 7 paomeey | | | | 30 MHz |

5150 5180 5200 5220 5240 5260 5280 5300 5320 5350

IIpu 5TOM JMCTaHIMA OT rPaHHYHBIX JMana3oHoB cocrapisier 30 MHz, a
MeXKaHaJbHOE pa3Hecenue cocrapisier 20MHz.

3. Pammonoacucrema cetn cranpapra Wi-Fi (Touka Jlocryma WiFi)
nokHa noaaepxkusarb At IEEE 802.11n wacroTHble KaHajbl IIMPUHON Kak
20MHz, tak u 40MHz.

4. Pagmononcucrema ceru crangapra Wi-Fi (Touka [Joctynma WiFi)
A0JDKHA ToiepkuBaThk TexHonoruio MIMO (Multiple Input Multiple Output)
s 802.11n MunuMyM Ha ypoBHe 2X2 (1yuwie na yposue 2x3 uau 3x3, xoma
yorce ebluinu pewtenus 4x4, umo ewe ayqie, m.K. 30ech yice ModjiCHO 6yoem
appermusro noddeprcusams 3 nPoOCMpPaHCMeeHHbIX NOMOKA).

5. Panmomoxcucrema cetn cranmapra Wi-Fi (Touka Jloctyma WiFi)
JI0JKHA NOJUICPKUBATh MUHUMYM 2 MPOCTPAHCTBEHHBIX MOTOKA.

6. Pamuonoacucrema cern crammapra Wi-Fi (Touka Jlocryma WiFi)
JIOJKHA MMETh HeoOXoxumble cepTudukatel P®, kak cooTBeTCTBYyIOIICE
PaaNO3IEKTPOHHOE CPEACTBO (npexcoe 6ceco Ceasb).
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7. B Pemenun wn IlpeanokeHun [0JGKHBI HCHOJIB30BAaTHCS TOUKH
Jloctyna ¢ MHTErpUPOBAHHBIMH  AHTEHHAMH  (UCHOIb30BAHUEC 1 c
UHMESPUPOBAHHBIMU/EHYMPEHHUMU  0ObIYHO XOpowutl 6bl60p, eciu celuac
Bawa 3adaua coenamv cemv enympu munoewix oghuchvix nomewenuii wiu
npocmo ecmb Mpeboeéanus no scmemuKe; eciu Juce NOMEUjeHUe CloNCHOES,
Hanpumep 04eHb 8blCOKUE NOMONKU UL IMO aHeap, 3a600CKOU yex U m.n., mo
Aydwuu  eblbop ucnonvzoganue TH ¢ eHewHumMu ammennamu, Ho HAOO
noobupams coomeemcmayioujue anmenHbl).

8. Pammomoncucrema cern crangapra Wi-Fi (Touka Jloctyma WiFi)
JI0JDKHA TIOJUICPXKUBATE (DYHKIIMOHANI MHTEIUIEKTYAIbHOTO KOHTPOJIS CHEKTpa
Ha (U3MYECKOM YPOBHE paIHOCPelbl B CBOMX YACTOTHBIX JHANA30HAX.
CnexrpanbHoe  paspelleHHe  3/eChb  JOJDKHO  OBITh  J0CTATOYHO  JUIS
ONpE/IEICHNs] HCTOYHUKOB HHTEP(EPEHIIMU B 30HE MOKPHITHS M ONpPEIC/ICHUSI
MX THIIA U YPOBHSI OMACHOCTH.

(Ilodobnviit pynkyuonan aersemes dosonvho Hosvim 6 Touxax Jocmyna
Wi-Fi u xpaiine nonesen ons onepayuonnoii desmenvrnocmu MT -nepcouana
bJIBC, m.x. nosgoisem OykeanbHo  euoemv, umo  giusem  Ha
pabomocnocobrocme Gecnpogodnol ungpacmpykmypol. dmo yoobno kax c
MOYKU 3PCHUA KOHMPOJA UCMOYHUKOS UHMepgepeHyuu, mak u KOHmpos
Hapywumeneu 6esonachocmu na usuueckom yposne. [na pearusayuu, Kax
npasuno, nomumo T/ ewe neobxooum coomeemcmesyowuii gynkyuonan 6
Konmpoanepe WLAN, Cucmeme Ynpaenenus u Ilnamepopme Ipunoxcenui).

9. Pammonoxcucrema cetn cranmapra Wi-Fi (Touka Jloctyma WiFi)
AO/DKHA  MOJUIEP)KMBATh  JIMHAMHUYECKOE  YHpPaBICHHE  JIMArPaMMOI
HAIPaBJICHHOCTH JUISl YCHIJICHHSI YPOBHs CHUTHAla, HampasieHHoro or TJI k
YJIaJICHHBIM KJIUEHTaM.

10. Paguonoacucrema cern cranmapra Wi-Fi (Touka Jlocryna WiFi)
AooxkHa noanepxuBatk MRC (Maximal Ratio Combining) ans ycunenus
CUTHAJIA NPUXOJSIIEro OT KJimeHta Ha T/,

I'l. Paguonoxacucrema cetn crangapra Wi-Fi (Touka Jloctyna WiFi)
JAOJDKHA TOIJICP)KUBATh PEIUIMKAIMIO MYJIBTHKACTOBBIX IOTOKOB CBOHMH
CpeJICTBaMH.

Imo  ouenv 6adcHO, ecau HeOOXOOUMO nepedsamv BUOCONOMOKU K
bonvuomy konuuecmey Wi-Fi-kiuenmos, nanpumep ¢ mpenuneamu unu peusio
enasel Komnauuu u m.n.. T.k. npu omcymemeuu nooobnozo gyuxyuonana
pewenue cMoxcem o00CaAYICUBAMsb BUOCONOMOKU MObKO 8 HOHUKACIOEOM
pedicume — Kadlcoblu 3anpocusuiuil nomox 6yoem nooKkuiouen K euoeocepsepy,
dadice ecau muicsaua nobzosamenet cmompsm ooun nomok! mo oznavaem,
4mo nNpoeooHaAs UHGpacmpykmypa, Kk Komopoi nooKmouaemcsa 6ecnpoeoonas
cemv docmyna WLAN, Oonocna makoce noddepycusamov Becw! ob6vem
eudeompacpuxa ona, gaxmuuecku, cmpecc-pexucuma. Ecau sce mvl moducem
nodoepoicusamo  myrbmukacmune na TJ u yyuce 30ecw peniuyuposams
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MYIbMUKACcm 8 I0HUKACM 0N nepeoayu e20 moabKo 6 paouokaHane u moabko
mem Kmo 3axomen nookniouumsca (nocian IGMP join), mo mwvi modcem
CYWECMBEHHO  COKOHOMUMb — HA  mpedyeMol — eMKOCMU  NpOoBOOHOL
UHGppacmpykmypsi 6 Komnanuu.

12. Touka Jloctyna WiFi JomkHa mMOMIEpKUBATh CIEYIONIHE BHU/bI
IUTaHUSA:

- NIHTaHWE OT HUCTOYHMKA NepeMeHHoro toka 220B, pacumranHoro Ha
anekrpocetu PO,

- NUTaHKWEe Yepe3 Kabesb nepenaun AaHHeX Ethernet, B cooTBeTCTBHE €O
cranaaprom 802.3af mim 802.3at

(30echb JcenamenvHo umems makue onyuu kax PoE /802, Jaf unu 802.3at/
om rommymamopa LAN unu wnanuyue umdicexmopa numanusi 6 kabeab
nepeoavu OaHHbiXx).

Yacre 3. Tpebosanus k Konrposuiepy cern WiFi-crannapra.

I. Kourposnep ceru cranmapra WiFi nomken noanepkusarh JioGbie
AONYCTHMBIC CIICHAPUH Pa3BepThIBaHKs U ucnonb3oBanusi Touek Joctyna Wi-
Fi 6e3 1onoHUTeIbHBIX JIHIIEH3HIA.

2. KonTposutep ceru crannapra WiFi JoibkeH no/1epKuBaTh H3MEHEHHE
Kosim4ectsa nunensui Touek Jlocryna Wi-Fi Biots 10 MakcuMaibHOTO JUIs
CBOEH MoJiesiH O€e3 3aMeHbI KOHCTPYKTHUBA.

Hmeemes  e6udy, umo pacwupenue koauuecmea JUYeH3UN OONHCHO
NpoBOOUMbCA MONLKO nymem OOKYNKU TUYCHZULL U AKMUBAYUU HEKOC20 KoY,
a He 3aMeHOoU KopooKu.

3. Kourpostep ceru crannapra WiFi nomken nojuiepkuBath He MeHee
X Touek locryna WiFi.

30ecv X amo mo xoauvecmso, Komopoe Bam neobxooumo ma nexoem
obospumom 2opuzonme naanupoeanus. Muauve, ecau e3ame  HebGOILULON
KOHMpONIEp, a uepes napy Mecayes ewje 0OUH, NOMOM ewje, mo CKOpo
BO3HUKHEM CIAOOYNPaeasieMvlll U HeHAOeHCHbIl 020pod. Xoms daxce 6 mom
cayuae ucnonvzosanue Cucmemot Ynpasnenus WLAN moocem cywecmeenio
ynpocmums pabomy ¢ maxoti cemvio.

4. Kourpomep cern crammapra WiFi jomken  mojiepxuBath
KOPCJUISIMIO  BO3HUKHOBEHHUsI COOBITMH HM3MEHEHUs] HHTep(EpeHIINOHHOI
KapTUHBI €O Beex moakmoueHHbIX Touek [locryna WiFi.

Omo eadcno Ona 6onee mouno2o nonumanus npoénem @ paouosghupe,
m.k. uem 6onvwe TJ[ mozym npedocmagums ceoe suoenue Kapmumvl, mem
mounee  6vlgo0bl. U, npu  Hanuyuu - OonoaHUMeEnNvHO20  hYHKYUOHANQ
OnpeoeneHUs MeCMONON0NCCHUS, IMO NO3GONACN GINOIHANb MPUAH2YIAYUIO U
npedocmaenamo  uHopmayuro 0 mom, 20e PACNONONCEH  UCMOYHUK
UHmMepepenyuu unu 8paxiceckoe yYempoucmeo.
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5. Kourpoiiep ceru cranmapra WiFi jomken  moaiepxuBarhb
[IEHTPAJIM30BAaHHYIO ayTEHTU(HUKAIUIO TOJIb30BaTEIEH C HCIOIb30BAHUEM KaK
(yHKUMOHATBHOCTH BTOPOro ypoBHst 802.1X, Tak M TpeThero YPOBHSI C
HCTI0JIb30BaHHEM BCTpoeHHOTO Web-cepsepa. Berpoennsiii - dyHkimonan
802.1x nomken obecneunBarh ayTeHTH(HUKAIMIO MOCPEICTBOM MPOTOKOJIOB:
EAP-TLS, EAP-TTLS, EAP-FAST, MD5 u 1.1.. Berpoenmbiii ($yHKIIMOHAI
Web-ceppepa u Web-moprana  nomken  obGecrieunBaTh py4HOE
KOH(HIypHpOBaHHE U BO3MOXKHOCTH 100aBIEHUs-YNAJICHHS YIETHBIX 3amuceii
NOJIb30BATEICH CETH HEKBATH(DUIIMPOBAHHBIM MIEPCOHAJIOM.

6. Kourpomnep cerm crammapra WiFi jgomken noamepxkusarh
IEHTPAIIM30BAaHHYIO ayTEHTH(HKAIIMIO TOJIB30BATENEH C BO3MOMKHOCTBLIO
MHTErpaluy ¢ BHEIIHUMHU AAA-cepBepamu 110 porokosy RADIUS.

7. Koutposuiep cern cranmapra WiFi jgomken o6ecnieumsars
BO3MOXKHOCTh HaNpsAMYyIo WM 4epe3 AAA-cepBep MOJAKIOUYATEL MOMYJIpHbIE
0a3el naunbix: LDAP u Microsoft Active Directory.

8. Kourposuiep cetn cranpapra WiFi [omken MMeTh BCTPOCHHBII
(yHKIMOHAN cHCTeMbl OOHAPYKEHNSI BTOP)KEHHUI H HAPYIICHHs 6e30MacHOCTH
cetu Wi-Fi.

9. Konrposiep cetu crangapra WiFi gomken noanepxusath mpocroil
Web nnrepdeiic 115 ynaneHHOTO yrpaBieHns U KOHGUTYPHPOBAHHS.

Yacre 4. Tpebopanusa xk Cucreme YnpapileHHS ceTH cTaHaapTa
WiFi.

I. Cucrema Ynpasnenus certu cranaapra WiFi momkna noanepxusars
NMOJIHBIH JKM3HEHHBIH 1uKka uHpactpykrypsl Wi-Fi. Heo6xoammbl, Kak
MHHHMYM, cllelytomune pyHKIuu:

- HMHCTPYMEHTBl OIEHOYHOIO IUIAHUPOBAHHS KaK JUIi  HOBBIX
pasepreiBanuii  Wi-Fi-cetn, Tak u a1s  pacmmpenus/usmenenus
cymecrBytomer cetu  WiFi; wuHCTpyMeHT j0o/pkeH OBITH  JOCTATOYHO
aKKypaTHbIM W MO3BOJIATH IUIAHUPOBaTh MO KapTaM 30HBI IOKPBITHS,
Y4YHUTBIBATh OKHAAaeMble yclyrd Ha cetd Wi-Fi, yauteiBath npemmosiaraemsiii
i 1 Mozenb Touek Jlocryna WiFi u BHemHuX anTeHH (kKoraa HE00X0/1MMO)
U T.0..

- HHCTPYMEHTBI aHanHu3a pasBepHyToil uHppacTpykrypet WLAN wu
PEKOMEH/IAIMK K HEOOXO0JMMBIM U3MEHEHHSIM,

- HHCTPYMEHTBI MOHUTOpUHTA HHppacTpykTypsl WLAN (BJIBC),

- HMHCTPYMEHTHI MOMCKAa M YCTpaHEeHHsl HeucnpaBHocredi B WLAN
(BJIBC),

- HHCTPYMEHTBI KOHTPOJISI IPOU3BOINTEILHOCTH U T.I1..

2. Cucrema Vupasnenus cetn crangapra WiFi gomkna noaiepxkusars
BCE OCHOBHBIE dJ1eMeHThI HH(pacTpykTyphl WLAN (BJIBC), kak MUHHMYM:
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- Touxu Jlocryna Wi-Fi,

- Konrpounepsr cern WiFi,

- HurerpupoBannsie ITnardopmer Ilpunoxennit cetu WiFi, ecim
NPUCYTCTBYIOT B PEIICHHH,

- Kimenret ¢ pammo cranpapra Wi-Fi - monutopunr u ynpasienue
YCTpaHEHHUEM HEUCIPABHOCTEHH,

3. Cucrema Yupasnenus ceru cranaapra WiFi nomkna moiepxusars
cucreMbl  obecrnieyenus Oezonacnocrn WLAN (BJIBC) u npenoTBpamieHus
BTOPKeHHH. KOMILICKCHbIE NOIUTUKN 6€30MaCHOCTH JI0JKHEI ObITh PEIICHBI B
BHJIe 00001ICHHBIX IPOQHIICii 6€301aCHOCTH [UIsl YIIPOIIEHHUS B3aHMOASHCTBHS
orneparopa ¢ cucTeMor. HeoOXoanMbl MeXaHN3MBbI OIIEHKH TEKYIIErO YPOBHS
oesonmacnoctru - WLAN (BJIBC) u pekoMeHZalMu K €ro KOPPEKITHH.
HeobxonuMbl MexaHu3MBI (JOPMUPOBAHKSI OTYETOB HA COOTBETCTBHE HOPMAM
PCL.

IIpuMepbI THIOBBIX POEKTOB

IIpoexm cemu cmanoapma WiFi onn Kamnyca

(YHuBepcureTckuii roponok, I'pynma oducHbIX 3maHui, 3aBojckas
TEPPUTOPHS U T.I1.)

Tpenupoeounviii npumep ¢ yuemom peanvhvlx 3aday, BO3HUKAIOWUX HA
nOOOOHBIX NPOEKMAX.,

Baoicno: npedcmaenen ooun uz 803MOMCHBIX NOOX0006 K peanusayuu
NOCMABNCHHOU 3a0a4u, KOHEYHO Pelumb ee MOICHO MHOSUMU CROCOBamMu, HO
30echb npuseoeH 00UH U3 0OOCHOBAHHBIX NPUMEPOB.

CHavyana xortenoch Obl OTMETHTb, 4TO ceTd craHjapra Wi-Fi s
KamnycoB ouenr mnomyssipHoe HanpaslieHHe NPOEKTHOH pa3paGoTku. A juis
TakuX 3aKa3dMKoB Kak, Hampumep, yuusepcuretbl CLUA, mammume nocryma
Wi-Fi s cyneHTOB yke aaBHO cTano oco0oif OTIHUMTEILHOI YEpTOH,
KOTOpast /10JIr0€ BpeMsl UCIOJIb30BAJIaCh JUlsl YBEJIHUYCHHs! PHUBJIEKATEIbHOCTH
YHuBepcuteTa B r1iasax Oyaynmx abUTYpHEHTOB (eciM ThI HE BXOAHMIIb B
Jlury Ilmoma, To 3a cTyaeHTOB npuxoautcs 60porbesi). Bee 310 BO3MOKHO
TOJIBKO NPH pa3yMHOM H KOMIUIEKCHOM TMOJIX0JI€ K IPOEKTUPOBAHHUIO CETH
WiFi-crannapra u ycayr yepes cerb WiFi.

IIpoananmsnpyem  BO3MOKHBIE HMCXOJHBIE JAHHbIE MPOEKTA
KamiycHol cetu ctanaapra WiFi:

o01asi KOHIeNIust

- OyZlyT J11 IPHCYTCTBOBATh BHYTPEHHHE CErMEHTHI ceTh crangapra WiFi
(BHYTpH NOMENICHHUI);

- Oyayr Jm npucyrcTBOBAaTH BHEUIHHE cermMeHTHl cetH WiFi (BHe
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MOMEIICHHM - OTKPBITOE pa3MelCHHE Ha YIIUIIE);

- PacCHoJio)KeHHE y3jla ynpaBieHHs W KoHTposiss cerblo  WiFi
(LleHTpaJbHBII caiiT);

- cepBucCHas opueHTanusi ceth WiFi: s obecriedeHusi BHYTpeHHHX
3a/1a4, JUIsl MPOJIXKH yCIIyT TPETHUM JIMIIAM, CMELIAHHbII BapHAHT;

- 00mMii MOAX0 K MPENOCTAaBICHMIO YCIYr HAa CETH: KakHe YCIIyTH
NpEANOIaraeTcs OKasbiBaTh, KaKMe W3 HHUX OyayT NpeJoCTaBIATbCS Ha
KOHTPOJIMPYEMOH U rapaHTUpyeMOH OCHOBE, a Kakve Ha INPUHIUNAX «KaK
MOJIYYHTCSI.

reorpadgmus, apXMTeKTypa H 0CO0EHHOCTH OKPY KeHHsI
NPeAnoJiaraeMou 30Hbl NOKPLITHS CEThIO

- BHYTPCHHHE CETMEHTbI CETH (BHYTPH NMOMEMIEHUH) / KOHCTPYKTHBHBIE
OCOOCHHOCTH 3/1aHMH  (THIOBOE KMJIOE MM O(DHCHOE MOMEIEHHE, oduc c
BBICOKMMH IOTOJIKAMH, LEX, aHrap | T.I1.), / HCTOYHUKU UHTEPPEPEHIIMU U UX

OIaCHOCTb, / Tpedyemas IUIOTHOCTh pa3BepThIBAHUSA
PaHONOACUCTEMBI (3aBUCHT  OT  pacmpeleieHus  MoJb30BaTelei,
KOHUCHTPAIMH MOJIb30BaTeJICH, NPE0CTaBIAEMbIX YCIIYT U T.I1.),

- BHEUIHUE CErMEHTBI CeTH (ynMuHbIE CErMEHTBI)

/ XOJIMHCTasi MECTHOCTh HIIM IUIOCKas, / €CTh JIH JepeBbs WM HHBIC
MPEIATCTBHA B 30HAX PACIPOCTPAHCHMS paJUOCHTHANA,  (HEOOXOIMMO
YUYHUTBIBaTh CE30HHBIE OCOOCHHOCTH, HANPHMEp, MOSABICHUE JIUCTBBI B TEILIOE
BpeMSl Trojia MM pa3BepThiBaHHE OOJBIIMX PEKIAMHBIX KOHCTPYKIIHIA,
KOTOpBIC paHee ObLIN CHATHI) / UCTOUHHUKH HHTEP(EPEHIIMU U HX ONACHOCTD,

KOJIn4ecTBO noJb3oBaresed Wi-Fi-ceTn, npexae Bcero MoonIbHbIX

- HaJ10 YE€TKO NOHMMATh 00I1Iee KOJIMYECTBO M0JIb30BaTENICH CeTH,

- 30HBl HUX MAaKCHMaJlbHOH KOHIIEHTPALlMM U OXKHIAEMBIE BEJIMUMHBI
KOHIIEHTpAIMU B 3TUX 30HAX,

- IPOIIEHT aKTUBHBIX I10JIb30BaTeNIel U3 OOIIEro KOJIMYECTBa,

- OXKHMJIAEMBIil MPUPOCT KOJMYECTBA IMOJIb30BATElIel ceTH B 0603pUMOii
IIEPCIEKTUBE,

HCIOJIb3yeMOe  MOJIb30BaTE/ILCKOEe O00OpPYyI0OBAaHME HA CeTH |
BJIa/IcHHe/yIIPaB/IeHHE 3THM 000py/10BaHHEM

- KaKHe TepMHUHAJIBI Y 10JIb30BaTeIeH (J1anTonel, CMapT(hOHBI, MIAHIIEThI
U T.IL.);

- KaKoe 000py/I0BaHHUE MCIOJIL3YIOT KOPIIOPATHBHBIE CITYKObI (JIAIITOMbI,
Wi-Fi IP-reneonni, merkn RFID, GecnipoBosmble ckaHHEpHI Gap-KOIOB M
T.1L.);

- €CThb JIM YETKUE NPABWJIA paclpe/IeieHus] N0Jb30BaTeliell B pa3IMYHbIX
30HaX MOKPBITHS CETH 10 THIIAM HCII0JIb3yeMOT0 000pY 10BaAHHS;

- KTO ynpasisier 000py0BaHuEM (KOH(HUTYpHpYET).

AeTATN3ALMS NMPEIN0JIaraeMbIX YCJIyT HA CeTH

- JIeTajau3allisi yCIyT Ha CETH;
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- TpeOOBaHMs K KaI0My BHLY ycIyr (I10J10ca IIpONyCcKaHus, 3a/1epiKKa,
JUKUTTEP, MIOTEPH MAKETOB U T.I1.);

- OKMaEMbIC BEJTMYUHBI IOTPEOHTENICH Pa3INUHBIX YCIIYT;

- OYCHb HEIUIOXO BOOOIIE MONLITATHCA MPOAYMaTh BO3MOXKHbIE TTPOdGHIHN
TpauKa Ha CETH M0 PAa3JIMYHBIM TPYINaM NOTpebuTeIeil;

- HAJ0 TaKKE OICHUTL BO3MOXKHBIE NPOOJIEMBI OT «OMACHOTOY
HCIIOJI30BaHUE YCIIYT, Harnpumep, HEOIPaHUYECHHOE «BHCEHHE
MoJIb30BaTe/IeH B MUPUHIOBBIX CeTsX, Kak Hanpumep BitTorrent, eDonkey u
T.1. VIMeeT cMbICH 3apaHee MIaHHPOBaTh MUHMMH3AIMIO MOJ0GHBIX Mpobiem
yepes CrenuaabHbIE MO/IX0/IbI H CPEJICTBA.

NPpUHIHIBI 0e30nacHocTH HA cetn WiFi

- TPYNIIBI MOJIb30BATENICH M METOIbI Ay TEHTH(DUKAIINH JUISl pPA3HBIX TPYIII
(CTYAHTBI, IPENO1aBATENLCKHIT COCTAB, TEXHUUECKHUI IIEPCOHAN U T.11.);

- HEOOXOAMMOCTb OpPraHM3allMH TOCTEBOrO JIOCTYNA M METObI
ayTeHTH(UKAIMK B JAHHOM CJIyJae.

PaccMOTprM BO3MOIKHBIE TTOAXO0/IbI K AM3aiHY KAMITYCHOM CETH:

1. OCHOBHOH M NpPOBEPEHHBIH MOJAXO] HACTOSIIETO BPEMEHH - 3TO
NPOCKTUPOBAHUE APXHUTEKTYPhl TakOW KpYMHOH cerH, Kak Peurenwus,
ynpasjsiemoro Konrposiepom WLAN.

2. Ectp onumu cpenath ceth Ha aBTOHOMHBIX YIMYHBIX H O(MHCHBIX
TOYKax JO0CTyna WM Jake Ha JICHIEBBIX JOMAlIHUX poyrepax ¢ Wi-
Fi. 3acraButh paboTaTh MOKHO H TaKyr «HHPPACTPYKTYPY», HO HEM3GEKHBIM
(pakTom sBisIETCS TO, YTO Kasanoch Obl GOJBIIAS SKOHOMHS HA KANUTATbHBIX
3atpatax CapEx Oyzer eaBa /M He MrHOBEHHO ChEJIEHA HHYEM HE
orpanndeHHbIM OpEx-om (onepanmonnble 3arparsl), Tak Kak 3Ta ceTh OyjeT
COBEPUICHHO HEYNPABJISICMON M KpaiiHe HecTaOWIbHOI B pabore.

Hrak, ocranoBumMcs Ha TOM, 4TO peaibHO OyaeT paboTarb W TO, uUTO
SABJISICTCSl THOKUM, HAJIEKHBIM M MAKCHUMaJIbHO Macurabupyercs. OueBuaHo,
9TO OyZeT mepBblii MOJXOJ ¢ Mcrnonb3oBanueM Pemenus IlenTpanusoBannoif
aApXUTEKTYPBHI.

Ovenr mnonesHo wHamucarh i cebs TexHuueckoe 3ajaHue Ha
npoektupoBanue cetu Wi-Fi.

Pemenne WLAN (BJIBC) aas  Kamnychoii cerm ma 6ase
IlenTpaau3oBaHHOH APXUTEKTYpPbI

Kak nokaspiBaer npakTuka, 1ejaTh «KOBpOBoe» MokphiTHe B Kammyce ¢
AOCTYNOM B Ka)0M yIJly U Ha KaXJIOH IJIOIIAJKE MOTPY3KH Mycopa COBCEM
He 00s3aresbHO. DTO MOATBEPHKIACT MPUMEP KaMIyca aMEPHKAHCKOTO
Yuusepcurera  FOro-Bocrounoit  Jlymsmansl  (SouthEastern  Louisiana
University). [Ipumep B3sit ¢ caiita ynuepcurera.

Ha xapre nokperrus WLAN BHIHO pacrpenesicHHe 30H NOKPBITHS
BHYTPH [OMEIICHUI ¥ CHAPY:KHU (YJIHYHOE MOKPHITHE).
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BuyTpu nomeniennii -Kenrelit 1iser

Cuapyxu -3€eJIeHbIN 1BET

Buano, uto nokpeiTHe najieko He noBceMecTHoe. Bcee IIOCTPOEHO Ha
NPHHIUIE «TOPAYMX 30H», B KOTOPHIX yke obecrednBaercsi GeCrpOBO/IHBIIL
JIOCTYII.

IIpumep Kamnycnoit Wi-Fi cetn Yuusepcutera SouthEastern Louisiana
University.

BN Outsde Mot Sposs . i
Irmsde Hot Sposs |
R n Progrem

C Jpyroil CTOpOHBI, BHYTPH CaMUX 3[aHHH HEPEJKO CO3/AeTCs
AOCTATOYHO MojHoe nokpeitue. Craenyromuit npuMep B3sT ¢ caiira HI'Y. Dro

MOKPBITHE NEpBOro sraxka cerblo Wi-Fi, mocrpoennoit Yuusepcurerom s
CBOHMX CTY/JCHTOB:



Mnaexwid Kopnyc
1 stax

HeoOxonumo  mpoBectH  COOCTBEHHOE  HCCIEAOBAHHE M TOYHO
ONPEJICITUTE 30HBI, I'/1€ MOKPBITHE JAEHCTBUTEILHO BaKHO!

[locne BbIsBIEHHS 30H, ONpPEAEINMCS C TEM, YTO BHYTPU HOMEIICHHMI
Oy/ieM HCIONBL30BaTh B OCHOBHOM BHYyTpeHHHE TOUKH Hocryna WiFi ¢
HTerpupoBaHHbIMU aHTEHHAMH (JUISL CHIELUANLHBIX 337124 - BHYTPEHHHE TH ¢
BHCUIHMMH aHTCHHAMH), a CHapykH cnenuanbHbie Touku Jlocryna yim4HOro
WCTIOJHCHUs. B 3alIUTHOM KOPIYCE M C LIMPOKHM TEMIEPaTypHBIM
nuanasoHoMm. Bcee ympasnsercs Kourtpomtepom cetn WiFi (touee, kak
MHHHMYM Hapoii KOHTPOJUIEPOB, I/Ie OJMH SIBJISCTCS Pe3ePBHBIM, HAIPHUME 110
cxeme N+1).

B ciysae npoexktupoBanms cetu cramgapra WiFi 11 cryeHdeckoro
rOpOJIKa 30Hy MOKPBITHS Ha yiuie Juist ynudsblX Touek [ocryna Wi-Fi nano
NIPOCYMTBLIBATE 0COOCHHO TiarenbHo. C 01HO# cTopoHsl, 3tn Touku JlocTyna
00BIYHO BECHMA JIOPOTH (B CPABHEHHMH ¢ BHYTPEHHHMH - W3-3a CIENHATbHBIX
KOpNycoB M T.L), C JPYroil CTOPOHBI, B YCIOBHSX POCCHIICKOTO
KIIMMarta CTyJEHThl HE MHOTO BPEMEHH PeabHO MPOBOSIT B MAapKe Kammyca,
€CJIM TaKOBOH MMeeTcsi. XOTs U 3/1€Ch BIOJHE MOXHO PACCMOTPETh BAPHAHTHI
BHYTPCHHOTO CKBEPa JUIsl CTY/ICHTOB, 30H IOTPY3KH/Pa3rpy3KH TPaHCIIOPTa JUIs
nepconana, paboTaromero ¢ mnocraBmmkaMd M 1.1, CamMoe  TsKenoe
IUTaHUPOBAHUE — BHYTPH IOMEIICHHH, OCOOEHHO B 30HAX KOHIEHTPAIMH
NOJIb30BaTeNICH, HANPUMEP, AyAMTOPHM H OOJIbIINE JIEKIMOHHBIE 3alibl,
aKTOBBIC 3aJibl M OO€/ICHHBIE 30HBL 3/1eCh OCHOBHOMH MOIXOJ — OIEHKA CEeTH
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WiFi «io émkoctny». BeposTHo, B 001mIMX KOPHIOpAX, IJIe HET CHSYMX MECT,
HET CMBIC/IA NPEA0CTABIATE JOoCTyn cTanaapra Wi-Fi.

B kammyc Moryr BXOAHMTH M BecbMa CIIOXKHBIE JUIS CETH CTAHIAPTA
WiFi 30Hbl MOKpBITHS, HanpUMeEp, CNOPTHUBHBIE 3ajibl, BHICOKHE JICKIIMOHHBIC
3JIbI (B KaMITyCe MOTYT OBITh U O(DHCHBIE TOMENIEHHS C BBICOKMMH MOTOIKAMH
0e3 mepekpuITHi Ha BBICOTY HECKOJBKHX STakeil, 3aBOJICKHE 11eXa, CKIAICKUe
aHrapbl U T.11.). 371ech ucnonb3yiorcs BHyTpennue Touku Jlocryna WiFi, Ho ¢
BHCIIHMMH aHTEHHAMH, 4YacTo JaXe ¢ HampaBlieHHbIMH. Hepenko B Takux
MOMCIHICHUAX MPUXOAUTCS Jaxe otaansarh Touku Jlocrtyma WiFi wmm ux
AQHTEHHBI OT MOTOJIKA - M3-3a HAJIMYUSl Ha OHOM CHJIOBBIX WJIM TEXHHUYECKHX
KOHCTPYKIIMHM, BBI3BIBAIOIIMX MOIIHOE MHOIOJYYEBOE DPACIPOCTPAHEHHE
curana (multipath) B nanpasnenusix xak or TJI Wi-Fi, tak u x TJ] Wi-Fi.
Beipyuaer ucrosnb30Banne crennanbHbIX, 3aKpenIseMbIX Ha MOTOJKE, [ITAHT,
Ha KOTOpbIe Yyxe Kpensarcs camu Touku locryna WiFi ¢ antennamu wim ke
TOJIbKO AHTEHHBI Ha Kabensix, a TJ] WiFi B Takom citydae MOTyT KpenuThes u
Ha moTtoike, M 32 QanbmmoTonkoM. W, ecrecTBeHHO, NpUMEHEHHE
HAIpaBJICHHBIX AHTEHH MO3BOJSIET CHU3UTh MHOTOJYYEBOE PaclpOCTpaHEHHE,
TaK KaK 3HAYUTCIbHO MEHBIIE M3JIyYEHHUS YXOAUT K IOTOJIOUHBIM
KOHCTPYKIMAM IO CPAaBHEHHUIO, HANpPHMEp, C BCEHANpPABJICHHBIMM OMHH-
aHTeHHaMH. BaxHO 3aMeTHTh, YTO B CpeJHEM BbICOTA MOJBECA AHTEHH OT
YPOBHS, I'IE HAXOAATCS TNOJb30BATE/M, HE JODKHA npeBbimare 10 M. Dto
KacaeTCss M BHYTPEHHEIO pa3BEPTLIBAHMA (HANPUMEp, TOYKH HA MOTOJIKE C
HalpaBJICHHBIMM AHTEHHaMH), ¥ BHeWHero. CHapyxH 4ame Bcero TOYKH
NMOABCIIMBAIOT HA (pOHAPHBIX cToNOaX MM cBerodopax. Ho BaxHO Haiith He
MPOCTO MECTO yAOOHOE Ul MOJABEca, HO M TAKOE, K KOTOPOMY MOCTOSIHHO
MO/ZIBE/ICHO DJIEKTPUYECKOE NMHUTaHue (24 4), mo3TOMY ¢ YAHYHBIMU (hOHAPAMHU
HaJl0 OBITH OCTOpOKHEE. Tak Kak HapyXHYK CeTh 4acTo MPOEKTUPYIOT C
OCCrpOBOAHBIM ~ TPAHCIOPTHBIM ~ KaHAJIOM  (6KX0JIOM), 4YTOOBI CHM3MTH
Harpy3Ky OT HEOOXOJMMOCTH MPOEKTHPOBATH M CTPOMTh AKTHBHYIO
TPaHCIOPTHYIO CETh Ha YJHMIE, TO 3[eCh MNMPEXKJE BCEr0 BAXKHO HAJMYHE
sniekrponuranust st T/1.

Buinosinum nepBHYHYI0 oeHKY ceTH ctangapTa Wi-Fi Kamnyca na
CJIeyIo1eM npuMepe:

3anaua:

1. HeoOxoaumo B nepBoM npuOIIMKEHHH CIIAHUPOBATD H OICHUTH CETh
YHUBEPCUTETCKOTO TOPO/IKa, B KOTOPYIO BXOJAT (CM. PUCYHOK):

- 1. 2 X V4ebubix 31aHus (00a 34aHUS WACHTHYHBL, KaXI0€ MMeeT 5
dTaxkeil, Ha KaxaoM staxe 10 aynuropuii miomaasio 80 KB.M ¢ MectaMy Juis
20 cTyneHTOB; B KaKAOM 37aHMH 4 OOJIBIINX JEKIMOHHBIX 3ama Ha 100
CTYACHTOB, Miomanbio 300 KB.M ¢ OOBIMHMH MOTOJKAMH KaX/Iblil; B KaXI0M
3nanuu 1 cronosas mionaaso 500 kB.M),
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- 2. 1 x O6bmexurue (16 staxeil, kKaxablii sTax miomansio 600 KB.M,
20 komHar Ha Taxe),

- 3. 1 x CnopTuBHBIi 3a1 (BBICOTA MOTOJIKOB B 3aje 7 METpOB, 00Ias
miomaasb 3000 kB.M)

- 4. 1 x Cksep (mromaas 100.000 kB.m)

2. HenTpansupiii caiit (komHara ¢ UT-o6opyaoBanuem u nepconan UT-
c1yx0bl) HaxoauTcst B YueOHoM 31aHuu- 1.

Kaxayro ynaneHHyro 30Hy HOKpbITHS (37aHHE) HEOOXOAMMO CBS3aTh C
IIEHTPAJILHBIM CaTOM  OECIPOBOJHBIM  TPAHCHOPTHBLIM  KaHAJIOM,
obecIeynBaroIMM CKOPOCTh Tepe/aun JaHHbIX Ha ypoBHE 1Gbps, Tak Kak Her
BO3MOXXHOCTH NPOKJIA/IbIBATL ONTHKY 10 3eMJIeH, a BO3/yIIHAs NPOKIaaKa
NPECEKAETCs KOHTPOIMPYIOMIUMHE Cly)k0aMu. MakcuMalibHOE pacCTOsIHUE TS
OIICHKH MEX/1y 3JaHUsIMH COCTaBJIsieT | kM.

3. CnenuanbHple YCIyr MpeiocTaBisnTh He npeanonaraercs. OCHOBHAS
ycilyra, Ha KOTopyro miuanupyercs cetb Wi-Fi, - 910 cMmemansslii joctyn k
Wurepner n kK MHPOPMAIMOHHBIM CITyk0aM JIOKAaJIbHON CeTH YHuBepcurera.
Ocobenno cnoxubIX npoduieii Tpaduka He npeanoiaraercs. MUHHMATbLHAS
CKOPOCTb Ha rpaHHIe siMeiKH 0K0J10 6 Mbps. ITpumem, okono 50% cryaeHToB
AOJDKHBI MOJyYHTh BO3MOXHOCTH OJJHOBPEMEHHO BBIXOIUTH B CETh uepes3
pasimnunbie Wi-Fi-ycTpoiicTa (1 9T0 J0BOJILHO JKECTKOE YCIOBHE).

VcxozHble TanHble K 3a/JaHHUIO Ha PUCYHKE (B pealbHOI NPaKTHKE OYeHb
BOXHO HMETh KapTy C pacrojiokenueM 3ganuii Kammyca — MokHO
ucnose3oBark Google Earth, a Takxke nosraxusie miansl Beex 30H MOKpBITHS
BHYTPH CTPOECHHIA)

HUcxogHbie aaHHblie ana npoekTuposaHma cetn Kamnyca

Peefuw \gmeme |
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Boinosinum onenounoe nianuposanue cern WLAN:

Cpasy moa4epkHeM — Bce ONEHKH 110 BO3MOKHOMY PajinyCy MOKPbITHS,
CMKOCTH M T.N. TNPEACTaBJICHbl M3 OOOOIIEHHOIO ONbITA M HE SBJSIOTCS
OKOHYATEJIbHOW HCTHHOW. B HOpManbHOW MNpakTHKE STH OLEHKH HAlo
00513aTe/IbHO NPOBEPATH B PEAIbHBIX YCIOBHSX 30HBI Pa3BEPTHIBAHUS, C
peajbHBIM  MOJIBL30BATENILCKUM  O0OPYIOBAaHMEM M MOJEIMPOBAHUEM
OJKHJAEMBIX YCIYT - JI0 3aKa3a 000py/10BaHMs.

IlepBuuHBIi MOAXOA K IUIAHMPOBAHHMIO — BH3yIH3aldsl Ha Kapre
MOKPBITUSA
MNpumep pewenns ana Wi-Fi-cetu Kamnyca
Yuebuoe 1aame 1

5 ITamed, 1 KamSoM ITAME 10 aYRHTO e,
4 Newmorrea 3048 wa 100 wen (300 xe.m),
1 cromosan 500 xp.m

L= TDa tuiamire
i (ete
m(Y INpansewes WLAN X 1
Nomrpoasep WLAN ’
P Momaryratop LAN 30 moawa?
(8T per agpen) kt %
AP (RoOx 5 P s
Mamany v @v o LAM ¢ ok d 2 4w
| N P T _u‘ ™
an : i
M
Yeluoe 1 mme- 2 \
S T0mER, Hd wE=AOM STame 10 syRmTopein, O6uiemmrme
4 Newie0 M 3303 43 100 wen (300 we M), 16 smawed,
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1. Yuebnoe 3nanne

- NPpUMEM MOAXOJ, NMPH KOTOPOM IOJIHOE MOKPBITHE BBLINOJIHATHCS HE
Oyaer u Mbl OyaeM MOKPBIBATH KakIyl0 ayANTOPHUIO, JICKIMOHHBIE 3a/1bl H
CTOJIOBYIO — (hopMmHpyeM «ropsturie 30Hb» Wi-Fi.

- Ayauropu: Oyiaem mianuposark 1xTouky Jloctyna na 1XAyauropuio
/ecin ayIMTOPHM Mallbl M €CTh PHCK TOTO, YTO YACTOTHBIN KaHal B OJHOl
ayJUTOpUN OYJET «BHIAEH» B COCEJHEH ayJAMTOPUH C TAKMM K& KaHaIoM,
MOKHO MpOCTO CHU3UTH MoLHOCTH Touek [locryma na Kourtposuiepe, ms
YMEHbIIIEHUsI UHTephepeHIun/.

Ilo MOKpBITHIO 5TOT MOAXOJ BHOJIHE NMPOXOIUT, CM. KaIbKYIATOP IS
R=14m u momanu 80 kB.Mm: http://wi-life.ru/uslugi/kalkulyator;
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B 10 xe Bpems mo emkoctn Mbl umeeM 50% ot 20 MOTEHIMATBHBIX
M0JIk30BaTeNIed B ayIUTOPHH, TO ecTh 10 (HaJ0 3aMEeTHTh, YTO MPU OOBIYHBIX
npoduisix TpauKka MbI MOXKEM OPHEHTHPOBATHCA HA CPEJHHI JAOIYCTHMBbIi
MakCUMyM mopsnka 20-25 akTHBHBIX mojb3oBaTeneil Ha oaHy Touky
Hoctyna).

Urak, puMem | T Ha 1 Aynuropuio.
Jst onenku Gynem mcnosb3oBark GIOKETHYIO MOJe b TOUKH Hoctryna WiFi
HayanpHoro yposHs Cisco 1041 (wactorel 2,4GHz, wuHTerpHpoBaHHbIE
AHTEHHBI).

- JIeKIIMOHHBIH 3aur:

Ecin  nnannpoBate  «1o  MOKPHITHIO», TO, BEPOATHO, HaM Oyuer
nocrarodno 1 T/ Ha Bech JIEKIMOHHBII 31 (CM. KaJIBKYJISATOP JUIS OLEHOYHOTO
paauyca R=14m u niomamm 300 kB.M: http://wi-life.ru/uslugi/kalkulyator ). Ho
3/1eCb NPHCYTCTBYET eMKOocTHOE ycaoBue: 100 crymenros, u3 Hux a0 50% -
aKTUBHBIC noJIb30BaTesi (50 4YesoBek). YUHWTBHIBas, 4TO B CPEJHEM MBI
opueHtupyemcs Ha 20-25 monb3oBateneit Ha 1 T/I, nam notpebyercs 2 TJ| na
1 JleknnoHHBIH 3aJ1.

Urak, [pUMeM 2 T Ha 1 JlekumoHHbIH 3all.
Jlist onenkn Gynem mcnonb3oBats Mogens TJI cpennero yposusi Cisco 1142
(2,4+5GHz, wnHrerpupoBannbie aHTeHHb). Takoii BBIGOP 0GOCHOBaH
HEOOXO/IMMOCTBIO 3araca Mo eMKOCTH - €CJIM B YYeOHBIX [esiX norpedyercsi
JIOCTYN JUIsi OOJIBIIMHCTBA CTYJAEHTOB B 3ane. [lonoanurensuoe paguo SGHz
MO3BOJIMIT ~ HAaM  HMMEThb  MOTEHIMAl TOYTH YABOEHHS €MKOCTH, a
nopnepkuBaemast  ¢pynkuus BandSelect or Cisco ma sroit T/l macr
BO3MOXXHOCTb BBITSIHYTh BCEX COBMECTHMBIX ¢ SGHz KiIHMeHTOB B 3TOT
AUanasoH MNPUHYIUTEIBLHO, PacHpeleuTh Harpysky Mexiay uHrepdeiicamu
2.4GHz n 5GHz u cymecTBeHHO MOAHATh eMKOCTb.

- CronoBas:

Y4HTBIBasI, UTO B CTOJIOBO} GOJIbIAs YaCTh BPEMEHU TPATHTCS Ha ey "
HE TMOOHIPSETCs JI0JTrO€ CHJIEHHE C JIANTONaMH W WHBIMH MOOWJIBHBIMH
YCTpOHCTBaMH, TO MOKHO OFPAHUYHTBCS OIEHKOH «I10 MOKPHITHION. B nanHOM
ciyyae ocraHoBuMcs Ha 1 T/I Ha BCro cTon0BYIO (CM. KauibKysisTop a1 R=14m
1 momann 500 ks.m: http://wi-life.ru/uslugi/kalkulyator) .

Uraxk, npumem 1 T/ Ha 1 Crososyio.

st onenkn OyzneM HCHONB30BaTh OIOUKETHYIO MOJENIb HAYAIbHOIO
ypoBasi Cisco 1041 (2,4GHz, nHTerpupoBaHHbIE AHTEHHBI).

OO0oOuieHHas o1leHKa Ha JiBa Y4eOHbIX 3/IaHHSL:

1. Aynuropumu:

- 10 Touex locryna Cisco 1041 na srax, (1 T/l na 1 Ayauropuo, npu
10 Ayanropusix na staxk = 10 T][ Ha dTax uist ayAUTOpPHiA)

- 10x5=50 Touexk [locryna na 3nanue,

-50x 2 =100 T/l na 2 3nanus
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2. JIeKIIMOHHBIE 3aJIBI:

-2 T/ Cisco 1142 ua 1 JleknuoHHbIi 3a1,

- 8 T/ Cisco 1142 na 4 Jlexuuonnsix 3ana / 1 3xanme,

-8x2 =16 T/] na 2 3xauus.

3. CronoBas:

- 1 TH Cisco 1041 na 1 Cronosyro,

- 1x2=2T/l na 2 3nauusl.

4. - Ha Kaxapli dTaxk ucnonsdyem 1 Kommyrarop LAN. st npumepa
BO3bMEM pacnpocTpaneHHbld BapuanT Cisco Catalyst mogenn WS-C29608S-
24PS-L, xoropeiii umeer 24 GE nopra ¢ nommepxkoii 802.3af/PoE (s
npucoeanHenus Touek JlocTyna u mojaum K HUM NMUTAHUS MO KaOeIo 10
PoE), u crnorel nox momymu SFP ms npodpoca ONTHYECKHX KAaHAJIOB K
arrperupyromemMy Kommyraropy. Jljisi MUHMMH3aIUM 3aTpar NPUMEM, 4YTO
oann Cat 2960 GyaeT BBIIOIHATH U (PYHKIMIO arrperaruu 3aaHus, coOupas Ha
cson SFP-moptel ontuueckue kabem ¢ 4-x apyrux sraxeit. Co cieayronmm
YPOBHEM MOKHO COCTBIKOBAThCS, MCIOJIb3Ysi CBOOOJHBIE DIJIEKTPHUYECKHE
noptel 1GE, ¢ nomomsto, Hanpumep, Gigabit Etherchannel.

Wrak, na 3nanne S5x Cisco Catalyst mogenn WS-C2960S-24PS-L + 4 x
(2xSFP GLC-LH-SM (Single Mode)), na 2 3nanus 2 X (5x Cisco Catalyst
moaenu WS-C2960S-24PS-L + 4 x (2xSFP GLC-LH-SM (Single Mode))

5. Jlnst arrperanuu Beex 3aauuit 1 Gopmuposanns LAN neHTpanbHOro
caiita ucnosssyem oauH Kommyrarop LAN Ilenrpanbroro caiira. Jlist oneHku
ucnonssyem  mozenb Cisco Catalyst WS-C3560E-48TD-S (48 mopros
10/100/1000 u 2 ciora o1 SFP X2 Ha 10GE)
Hrak, na Bcro cets 1 x Cisco Catalyst WS-C3560E-48TD-S

2. OdmexnTHe

3nece  HEOOXOAMMO — O0ECNEYHTH  MOBCEMECTHOE  MOKPBITHE  C
MHUHUMAJILHBIMU 3aTpaTaMH.

(ITo wameit 3anave, 31aHne umMeer 16 stakeil, KK TaX MIOMAIBIO
600 xB.M, Ha dTaxke 20 KoMHAT 5x4M pacnosioxkeHHble Mo 10 KOMHAT ¢ Kask/10ii
CTOPOHBI o01ero KOpHa0pa, ILIIOC caMm o01Hit KOPHUIHUP).
B kax10il KOMHate TakoW IUIOMIAAM MOXKHO OXHIATh 2-3 4YelloBeKa H,
BEPOATHO, KaX/bIH OyAeT MCnonb3oBaTh MHTEpHET-HoCTyI. [lostomy Gynem
TUIAHUPOBATh MCXOsl U3 eMKocTH. Ha namHOM srame pasyMHBIM BBITJISLAUT
noaxon ¢ nuanuposanuem 1 T/l na 4 xomnuarsl. LleneBoii paauyc nokpsrtus,
npu 5ToM, cocTaBHT &-10M, 49ro BHOJHE pa3yMHO [a)xe uepe3 CTeHy
(ecrecTBeHHO, 3TO HaJI0 IIPOBEPSITH Ha NPAaKTUKE).
HUrak, npumem 5 T/ na 1 Drax.

Hast onenkn OyneM HCHONB30BaTh OIOUKETHYIO MOJENIb HAYAIbLHOIO
yposusi Cisco 1041 (2,4GHz, unrerpuposannsie antennsi). Jlo6asienue SGHz
BpsJL JIM CYIIECTBCHHO J00ABUT €MKOCTH H3-3a 3HAYUTEIbHOTO MOTJIONIEHMUS
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OTHX 4acCTOT CTEHaMH, a B KOPHA0pe, 0ObIUHO, HE TAK MHOTO MOJIb30BaTeIei ¢
TepMHUHAJIAMHU.

Ha kaxxiple nBa Jtaka IUIaHUPYEM HCIOJB30BATh OJIMH KommyTaTtop
LAN ¢ PoE monemn Cisco Catalyst WS-C2960S-24PS-L, cooTBeTCTBEHHO
Bcero 8 Kommyraropos LAN wma 3panme. Jlns arrperamun Bcex 8-m
Kommyratopos 3namms OOmieskuTHsi 1epea TPaHCTIOPTHBIM IPOJIETOM B
cropony LlenTpanbHoro caiita ucnonszyem Kommyrarop LAN monenn Cisco
Catalyst 3750X ¢ onruueckumu moayasimu SFP GLC-LH-SM.

O0o0meHHas onerka Ha Bce OOLIEKUTHE:

-5 TJl Cisco 1041 na 1 Dra

-5x 16 =80 T/I na 16 sraxeii

- 8 KommyraropoB Catalyst WS-C2960S-24PS-L ma srakax Ha Bce
3/1anue

- 1 Arrperannonnsiii Kommyrarop LAN Cisco Catalyst 3750X ua Bce
31aHue

- 2x8 =16 mopgyneit SFP (GLC-LH-SM) + 1 moayne SFP (GLC-
T/onexkTpuueckuit) a1s  cThika ¢ 06OpyHOBaHHEM  MHKPOBOJHOBON
TPAHCMHMCCHH K LICHTPAJILHOMY CaiTy.

3. CnopTHBHBIH 321

CM. mpuMep Ha pHCYHKe 3a/IaHUS C METPAKEM:

- 3ona ¢oiie u caykeOHBIX NOMEMeHMi: 2 JTaxa, KakIbli HTax
miomaabio 600 kB.M (20x30 M)

- 30Ha UTPOBOTO T0JIsI HE MOKPHIBACTCS

- 30Ha cuasuux mect B 3ane umeer mwiomans 600 kB.M ( 10x60Mm) u
pacunrana Ha 500 yesioBeK.

BeinonHuM ouenky 30Hel (oiie u ciykeGHBIX MoMemeHHil. Byxewm
OIICHMBATL CIUIOUIHOEC TMOKPBITHUE MO IUIONIAJH, TAaK KAaK HET HHUKaKHX
TpeOOBaHuil 110 eMKOCTH. 3/1eCh HCIOBb3yeM KalbKyJsTop Koindecrsa TJI u
npumeM HeoOXoaumoe koiuuectBo TJ[ pasHoe 2. Jnsi oneHKH Oyaem
MCIIOJIB30BaTh OHOKETHYIO MOJIeNb HadanbHOro ypoBHsi Cisco 1041 (2,4GHz,
UHTErPUPOBAHHbIC AHTEHHBEI).

Urak, s nByx sraxeit npumem 4 TJ| monenu Cisco 1041.

BeINoIHUM OIIEHKY 30HBI CHASYHX MECT B 3aJie.

31ech JIONMOJIHUTENBHO HEOOXOAMMO y4YecTh JBa KpaiiHe BaKHBIX
¢dakropa:

1. Beicora norosikos (7m),

2. BbiCOKasg IIOTHOCTH MOCAJKH TOTEHIHAIBHBIX MOJIb30BaTENCH
(mpubau3uTenbHO | yenoBek Ha 1 kB.M).

CoorBercTBeHHO, Oy/I€M BBINOJIHATL OLEHKY KaK K 00BEKTa ¢ BBICOKOI
IJIOTHOCTBIO 110JIb30BaTelIeH 151 YBEJIIMYEHHOMN JHUCTaHIIUEH
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TA<>Tlonb3oBarensckoe  ycrpoiictBo. Jlus  s1oro  GyaeM  mpUMEHATH
CJICIYIOIIUE TTPUEMBI:

1. moxsec Buyrpennux TJ ¢ BHEMIHUMH aHTEHHAMH HA MOTOJKE (MM 3a
(GanpIInoTONKOM);

2. UCHONIb30BaHKME NAHEJIBHBIX HANPABIEHHBIX AHTEHH JUIS HACTEHHOIO
pasMelIeHusi C Y3KOHW JuarpaMMO  HAmpaBJIEHHOCTH JUIS  JKECTKOIO
«CEKTOPUPOBAHUS» 30HBI OKPBITHS;

3. pacnoJsio)KeHNe aHTEHH Ha CTEHE 1103a/ld KPECcesl U CHHIKEHHE BHICOTHI
MOJIBECa aHTEHH OT [10TOJIKA K KpecJiaMm.

[Tpn MakcumalibHOM 3amoNHEHMH 3ama Mbl MOXKEM MMETh ClIeIyIolee
KOJIMYECTBO aKTHBHBIX noJjb3oBareiiei: 50% ot 500 yenosexk = 250 yenoBek
(0OBIYHO MPONEHT ObIBAaeT CymIeCTBEHHO Huke — 10 10-15%, HO ¢ pocTom
KOJIMYECTBA CMapT(OHOB M NPH HAIMYUH OECIUIATHOW CEeTH JOCTYIA MOXKHO
OXHAATH CYIECTBEHHOTO NPUPOCTA AKTUBHBIX M0JIb30BATENEH - C 3THM JTydIIIe
ONPE/CTUTLCS TOYHEE BO BpeMsi Ha4ajbHOro accecmenta). IIpu orneHouHoi
emkoctn Touku Jloctyna B 20-25 monb3oBareseil Ha oauH paanonntepdeiic
MBI MOXXEM OpPUEHTHPOBATLCs Ha rnokasaresu 40-50 nosib3oBaTeneil Ha JBa
panunountepdeiica ¢ yacroramn 2,4GHz+5GHz. CoOTBeTCTBEHHO, B JaHHOI
3anaue Oynem wucnonbsoath TJ] Cisco 1262, kotopas moiepxuBaer 06a
JMara3oHa, ¢ mopTamu 1o/l BHEIIHHE aHTEHHBI.

Hanee nHam HeoOxoaumbl [laHe/bHBIE AHTEHHBI C BO3MOKHOCTBIO
HaCTEHHOrO MOHTaxa. B 3TOM ciyuae Mbl MOKeM IUIaHUPOBATL MOHTAX ToYek
Ha MOTOJIKC (HampuMep, 3a (abLINOTOJIKOM), & AHTEHHBI ONYCKATh 110 CTEHE
BHH3 Ha HECKOJBKO MeTpoB, coeauuss TJ[ WiFi u anreHny mnojaxonsmum
KOAKCHAIbHBIM KaOeleM. AHTEHHBI OyAyT pa3Melatbcs Ha CTEHE M03ajH
Kpecesn (BO3MOXKEH BAapUaHT «IPOCTPENa» 4Yepe3 HMIPoBOE I0Je, HO 37eCh
NabHOCTH CYIIECTBEHHO OOJIbIIE, XOTSA M C PAaJAHOTEHBIO OyeT 3HAYUTEIIHHO
MeHbllle 1pobaemM). Jlns oueHku OyaeM HCNOAB30BAaTh JBE CXOKHE T10
IF€OMETPHUH AUarpamMMbl HallPpaBJICHHOCTH MaHeJbHbIE aHTeHHBI 0T CiSCo:

- Ansa yactor 2.4GHz: ABYXdJeMEHTHYHO MaHelbHYK aHTeHHY «AIR-
ANT2465P-R» (Asumyrt: 75 rp, Dnesanus: 57 rp),

- it vacror SGHz: nByxaneMeHTHYO maHelbHyr0 aHTeHHy «AIR-
ANTS5170P-R» (Azumyt: 70 rp, Dnesauus: 50 rp).

Ilpu asumyre okosio 70 rp U yAaJeHHH OT CTEHbI [0 JaJbHEH TOYKU —
NEpBOTO psija Kpecea - OKOJIO 15 M MOXKHO OXHAATh 30HY MaKCHMAJIbHO
YBEPEHHOTO NMOKPLITHs Ha 1 psaxy nopsiaka 12-15 m.

CooTBeTCTBEHHO, B MEpPBOM NPHOIIMKEHUH HAM Heobxoxumo 4-5TJ1 s
MOKPBITHSL JUIMHBI IEPBOTO psijia B 60M. DiieBanus 3TUX aHTeHH nopsiaka S0rp
H, €CIIM HX JIONOJHHUTEILHO HAKJIOHWTH BHU3 IPH MOHTa)e (3aBUCHT OT
peaJbHOro pacnoJIoKEHUsl Kpecea) , TO MOKHO C(HOPMHPOBATH YBEPEHHOE
nokpeitne. Ho ocraercs npobiema BO3MOKHONM paiMoTeHH BOJIM3HM CTEHBI, HA
KOTOPOH pAacCIOJIOKEHbI aHTEHHbl B HPOMEKYTKE MKy AaHTCHHaMu. B
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NPUHIHUIE, OJAHUM H3 BO3MOXHBIX MOJXO0JOB MOMKET ObITh HMCIIOJIb30BAHUE
anTeHH SGHz mist pemenus roii npo6iaembl. MoxkHO nonpo6oBaTh HEMHOTO
noBopayuBatk aHTeHHbI SGHZz BO BpeMsi MOHTaXka B CTOPOHY PaJHOTEHH OT
ABYX coceaHux sueek 2.4GHz. D1o «HeMHOro» ompenensercs B XoOjie
NPEABAPUTEILHOTO PAZHO00CIe0Bas U MOJCIMPOBAHUS B PEalbHOH 30HE
MOKPBITUSL € pealbHbIM 00opynoBanueM. JIMGo MOXKHO MHOWTH NO myTH
YCTaHOBKH aHTEHHBl uyepenys 2.4-5-2.4-5 m t.n. Ilpm stom yron nHakioHa,
HanpuMmep, anreHd SGHz mosker ObiTh Gosible, uem 2.4. ITH nokazare Iy Hajl0
MoadHparh TOJNLKO ONBITHBIM MyTeM B  XOJe pagHooOcienoBanus!
st oroBopeHHO# 1eneBoil emkoctH B 250 aKTHBHBIX I0J1b30BAaTEJICH
(puMep, YTO OHM pacHpejie/ieHbl PaBHOMEPHO), HEOOXOANMO 5 T ¢ nBywms
paguountepdeiicamu. COOTBETCTBEHHO, UMEET KBHBAJICHTHOCTD TpeOOBaHMI
MOKPBITUS U €MKOCTH C TEKYIIIUM YPOBHEM HH(POPMAIHH.

Urak, mnpumem S5 TJ[ Ha 30Hy cHIAYNX MecT B 3ale.
Hnst onenku Oynem wucnonbzoBars Mmogens Cisco 1262 (wacrorst WiFi
2,4GHz+5GHz, BHenHue aHTEHHBI).

Ha xaxnyto T/l ucnons3yem Baeninue anrenns! (1+1 ka0 Moy Ha
1 T):

- g dacror 2.4GHz: 1ByXo/neMeHTHYIO NaHebHYI0 aHTeHHY «AIR-
ANT2465P-R» (Asumyrt: 75 rp, DneBanus: 57 rp),

- s bacror 5GHz: ByXdlneMEHTHYIO NaHelbHyr0 aHTeHHy «AIR-
ANT5170P-R» (AsumyT: 70 rp, Daesamus: 50 rp).

O6o0miennas onenka ceru cranjapra WiFi Ha Bce 3nanne CHOpTHBHOIO
3ana:

1. ®oiie u ciayxeOHBIE TOMENIEHHUS:

- 2 Touku Jlocryna Cisco 1041 na srax,

- 2+ 2=4T]] na Bcio 30Hy (oiie U ciyxKeOHbIX TOMEIIECHHII.

2. 30Ha CUASYHUX MECT CIIOPTHUBHOTO 3aJ1a;

- 5 TA Cisco 1262 na nanuyro 301y,

- 5 Aurenn AIR-ANT2465P-R,

- 5 Aurenn AIR-ANT5170P-R.

3. Kommyrtaropsr LAN

- 1 Catalyst WS-C2960S-24PS-L ans npucoeaunenns T/1 B 3aue,

- 1 Catalyst WS-C2960S-24PS-L st npucoemunenus TJ] B doite u
CITy)KEOHBIX MOMENIEHHUSIX, @ TAKKE arrperaiii BCero 31aHus Nepe/] CTHIKOM ¢
MHKPOBOJHOBOH  TPaHCMHCCHEH B CTOPOHY  IEHTpalIbHOTO  caiiTa.

4. CkBep

Ilpumem, 4TO CKBEp YacTHYHO OCBElIEH M ecTh (JOHAPHBIC CTOJNObI
BBICOTOH 5 M. Jlist onieHky Gyjiem MCnonb30Bath paauyc sueiiku nopsika 100
M (110 HeO(UIMAIBHBIM JaHHBIM, IPH BblcoTe moaBeca 10 M B YIUYHBIX
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ycnousx Ha ynudHbIX Touek Jlocryma WiFi or Cisco MOXHO OXHIaTh
paauyca sueriku 10 180 m).cionszyem Kanbkynsitop Touek Jlocryna WiFi s
R=100 u mnomaau 100.000 kB.Mm:

[omyunm: 4 TI1 WiFi. U3 mux: 3 TJ[ 6yayr umers tTun Mesh u Gyuayt
OCYIICCTBJIATL OCHOBHOE MOKPbITHE JUlsl cepBUca. MOHTHPOBAThCS OHU OYIyT
B CKBEpEe Ha croyibax (BaxkHo umeTh nutanue 220B 24 uaca B cytkn. 1 TJI
WiFi Gyzxer umers Tun Root ¢ mojkiroueHneM npoBogHKIM HHTEpdEiicoM K
Kommyraropy LAN). Jlannast Touka Jlocryna WiFi MmoHTHpYeTCs Ha BHelIHE}
cTeHe Y4eOHOro 3manus-l, tam, rae Haxoautcss LleHTpanbHbI caiit ceru
WiFi.

WUrak, npumem 4 Touku Jlocryma WiFi mHa Bech CKBep.
Jis ouenkun Oynem ucnons3oBars Mozens Touku Jocryna WiFi Cisco 1552
(dacrotel 2,4GHz+5GHz, BHelIHNWE aHTEHHBI).

5. becnipoBo/IHbIe KAHAJIBI TOYKA-TOYKA

st coennnenus ynaneHHsix 3manmii B Kammyce c LleHTpasibHBIM
CAHTOM HCIOJb3YeM pajMOpelieiiHble IpOJeThl  («MHKPOBOIHOBKH» HJIH
MHKPOBOJIHOBYIO TPAHCMHCCHIO) - TO CHENHUATIBHBIE PAJHOCHCTEMBI, KOTOPBIE
(pusnyeckn BHINVIAZAT Kak ABa paauMoOpMKa, HO HCIOJIb3YIOT HECKOJILKO
HHYIO TEXHOJIOTHIO M, Yallle BCEro, padOTalOT Ha 3HAYMTEILHO 00JIee BHICOKHX
yacroraX. Hexoropeie cuctemsl 371ech MOTYT BBIXOAHTL Ha yPOBEHH CKOPOCTH
nepenayun nopsiaka 1Gbps Ha qucraHnuax 1-2 KM U HCIOIB3YEMBIX YacTOCTaxX
B auanaszone 71-76GHz, nanpumep, cucrems! Siklu. Pemenue Siklu sto
npo3paynblii  L2-ronnens, monenupyronmii tpaHcnoprbii kanan Gigabit
Ethernet. TpancnoprHble KaHaubl TaKoil EeMKOCTH I103BOJIST cobparkb
aJICKBATHYIO HH(PACTPYKTYpy Kak JUlsl COCAWHEHHs BBICOKO3ArpyKEHHbIX
YIQICHHBIX CETeH J0CTyna ¢ HEHTpaIbHbIM caiiToM u 3amkuyTh JIBC (LAN)
Becero Kawmmyca, Tak u o0ecrieunTh BBICOKHE CKOPOCTH 10cTyna B MHTepHer
(KOHEYHO, eclM Jlajee KaHajbl CBS3M CO BCTpedyHBIMH ISP jpocTatounsl s
N0//IepiKaHUs BBICOKMX CKOPOCTEH ).

bonbmuM murocom  Juist ucnonb3oBanusi B PD  sBiasercs TO, YTO
PazmoyCcTporcTBa, paboTaONINE HA CTOJIb BBICOKHX YACTOTAX M C Y3KUM JIy4OM
HEe TpeOYIOT CJIOKHOTO JIMICH3UpOBaHUs. Jleramusanusi peIlieHusi HOCHT
YBEIOMUTEJIbHBIN XapakTep Ha MOMEHT BBIX0/1a JJAHHOMH CTaThH.

Ha panHom orame mwe OyzeM 1uiaHupoBaTh — pe3epBHPOBAHMS
TPAHCIOPTHOH MHKPOBOJIHOBOH HH(pacTpyKkTypsl. [loka npuaepsknBaemcs
an3zaiina 3sesna (hub and spoke). Ienecoo6pa3HocTs 3TOr0 HAMO BBIACHATHL HA
MEPBUYHOM acCecMEHTe (00csienoBaHNI/00CYKIEHNH) co BCEMU
3aMHTEPECOBAHHBIMHU JIMIIAMHU.

Ho, npu nHeoOXoauMocTH, pe3epBHPOBAHME JTOH YacTH MOXKHO JIETKO
BBINOJIHUTE, HAPUMEp, 3aMKHYB TPAaHCIIOPTHBIE KaHAJIbI B TPEYroJbHHUK (10
CYTH KOJBIO) M J00aBUB HEOONbIIME MApUIPYyTH3ATOPHI Ha KAXJbIH y3es
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TPEYrojIbHUKA. DTO I03BOJIMT HE TOJILKO BBINOJHUTL PE3EPBUPOBAHKE 110
KOJIBIlYy Ha TPETbEM YPOBHE, HO M JIOKAJIM30BaTh OPOJKACTHBIE JOMEHBI B
KaX/10M yIaJeHHOM JIOKallMM, a TaKKe BBECTH JONOJHUTEIbHBIE TOYKH
MPUMEHEHUs MOJIUTHK Oe3omacHOCTH. XOTsA IeHA pelleHus, Ge3yCIOBHO,
BO3pacTer.

6. LlenTpajabHbIii caiT

Jlisi HauanbHOM OleHKH MBI He Oy/ieM riryGOKo JAeTalu3upoBaTh JaHHYIO
4acThb, TAK KaK HEOOXOAMMO OOJIblIe MPAKTHYECKON MH(BOPMAIHH O TOM, YTO
YK€ HCHOJIL3yeTCs B KOMMYHHUKAIIMOHHON HMH(PACTPYKType ITaHHOIO
Kammyca, uto MoxHO mepencronb3oBath, a ¢ YeM HAJO MHTEIPHPOBATHCS
HOBOW CETH.

Heobxoaumocrs nnannposanns Kommyraropa LAN s LentpansHoro
caiiTa ye yHOMHHAJIACh, H MOJEJb MPEeAIokKeHa B yacTH Y4eOHbIX 31aHuil.
U3 obs3aTenbHON nporpaMMel HaM HEOOXOIMMO H06ABUTHL J1Ba KonTpoinepa
WLAN u Cucremy Ynpapienus, KOTOpasi O3BOJMT He TOJIBKO d(deKTHBHEe
MOHHMTOPHTBL C€Th, HO JIerde W ObICTpee peuath npodjeMbl TpeGOBATEIHHBIX
N0JIb30BarelIei.

Urak:

1. 2xKonrposutepa cetn WiFi, ais onenkn npumem mojens Cisco 5508-
250 (obGa xouTposnepa paboraior kak Primary/Secondary (me myrath ¢
Active/Standby)),

2. IxCucrema Ynpasnennst WLAN, st onenku npumem mogzeis Cisco
NCS-250 kak oTebHOe YCTPOHCTBO.

Onenka Pemennss WLAN s pacemapuBaemoii cern Kamnyca
1. Touku Jlocrymna:

- 186 x Cisco 1041,

- 16 x Cisco 1142,

- 5 x Cisco 1262,

- 4 x Cisco 1552.

2. AHTEHHBI:

- 5 x 2465,

-5x 5170.

3. KonTtposieper WLAN:

- 2xCisco 5508-250.

4. Cucrema Ynpasnenuss WLAN:
- Cisco NCS-250.

5. Kommyraroper LAN:

- 20 x Cisco Catalyst 29608,

- 1 x Cisco Catalyst 3560E-48,

- 1 x Cisco Catalyst 3750X
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6. Moaynu SFP:

- 1 x SFP GLC-T,

- 32 x SFP GLC-LH

Haiiee wucnonp3yem KajpKyssitop ouenk Pemenus juisi WLAN Ha
HallleM caiTe.

B pesynbrare nosnydaem oneHouHyo croumocth npoekta $507.888 (1o
neHam Cisco GPL u3 Uurepuer/Google).

IloTennmanbHo BO3MOXKHBI CYIIECTBEHHBIE CKUAKH OT napruepos Cisco,
HO 9TO (PYHKIIHS IIEPETOBOPOB.

[Ipencrasnenst 3arpaTel ToNbKO Ha HHPpPACTPYKTYpHOE 06OPYI0BaHKE C
YYETOM a/ICKBaTHBIX CEPBHUCHBIX KOHTPAKTOB HAa OAMH roj. J[OMOJHHUTEILHO
OyayT 3arparbl Ha pa3BEpTBIBAHHE CETH M HMHTErPAIHMIO C CyIIECTBYONIEH
HH(PPACTPYKTYPOH, MOCIIE I0ONPE/Ie/IEH s dTOM YacTH 3a/1auH.

MeI pekomeHayeM TpoBelieHHEe Paano06CieNoOBaHUs 30HBI TOKPBITHS,
KaK 0053aTeJIbHYI0 YacTh MPOrPaMMBEI.

Paxnoobcenenopanne (Site Survey) 30HbI NOKPBLITHS ceTH CTaHjaapTa
Wi-Fi.

IIpoexm 6ecnpoeoonoii cemu Wi-Fi écezoa doncen exmouams 6 cebs
paouoobcredosanue 0bveKma na cmaouu npoeKmHuIX pabom u 00 Havaia
UHCMaIAYuU 000pyo00sanus. Imo eOuHCMEeHHas OeucmeumenbHo pPealbHas
BO3MODJICHOCMb,  NPU  NPABUILHOM  NPOGCOCHUU, NOAYYUMbL  OOCMAMOYHO
OCHOBAHUI 0N CO30aHUA pabOMOCnocobHO20 pewienun 6ecnpooOHOl cemu ¢
npeocKkasyemMblMu XapaKmepucmukami.

B OecnipoBosHbIX  cucTeMax — OdYeHb  CIOKHO  MPECKa3arh
PacrnpoCTpaHEHUE PaJHOBOJIH M ONpPENEINTh Haludue HHTep(epeHiun Oe3
HCIIOJIB30BAHMA  TECTOBOTO 00OpysoBanus. Jlake eciu Bbl HCHONBb3yeTe
BCCHANPABJICHHBIC OMHHU-aHTEHHbI B JICHCTBUTEIBHOCTH PaJMOBOJIHBI He
pacrpoCTpaHsIOTCsl Ha OJAWHAKOBOE pPACCTOSIHHE BO BCEX HAIpPABJICHUSX.
BmecTo 9TOro pasnuuHble NpPENATCTBUS, KaK HANpUMEp CTEHBI, JIBEPH,
MU(TOBBIC IIAXThHI, JIOAM M T.I. BBOAT PA3MYHbIil YPOBEHb 3aTyXaHMs
CHTHaJIa, 4TO SBJIACTCS NPHYMHOH TOro, 4YTO JAMAarpaMMa HalpaBJICHHOCTH
PaZiMo CTaHOBUTCS HEOJTHO3HAYHOM M Hempe/ckazyeMoil. B pesyinbrarte uacro
HEOOXOIMMO  BBIOJHATL  PAANO00C/IEIOBAHIE 30HBI TOKPHITHS K CETH
crangapra Wi-Fi (Site Survey) misi noJHOIEHHOTO NMOHHMAHUS MOBEICHUS U
pacnpoCTpaHeHus paJOCUTHATIOB /10 Havana pa3peprhiBanus Touek [locryna
OecnpoBoHO# cetn WiFi.

OcHoBHasi nens paanoobenenoBanmst (Site Survey) 510 mosydenue
JIOCTaTOYHOTO o0beMa HMH(pOpPMaNUH, YTOOBI ONpPEAETUTh KOJHMYECTBO |
nosunun Touek locryma WiFi mis npenocraBienust TpeGyeMoro mokphbITHs
BHYTPH BCEH IieJieBOii 30HbI. B GonbimmHCTBe cliydae TpeGyeMoe NOKpHITHE
onpejiesAercss o0ecrneYeHneM MUHUMAIBHON CKOPOCTH Tepeiadd JaHHBIX
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(data  rate). PammooOcnenoBanue — Takke — ONpenessieT IIPUCYTCTBHE
MHTEp(EPEHIMM HIYIIEH OT APYrHX HMCTOYHMKOB, KOTOPAS MOXET CHHU3HTh
NPOM3BOJIUTENLHOCTD ceTu Wi-Fi.

TpeGoBanust M CIOXKHOCTL  paJMoO0OC/IEIOBAaHUS  00BEKTa Oynyr
BapbUPOBATLCA B 3aBUCHMOCTH OT Camoro oOBEKTa M €ro XapaKTepHCTHK.
Hanpumep HeGonbuioii oduc, cocrosimmii 13 HECKOJILKMX KOMHAT OTKPBITOTO
THIIA, MOXeT BooOme ©He TpeboBarh paamoobcnenoBanusi. XOTs
MHTEP(DEPEHIINIO, TEM HE MEHee, NPOBEPHTH CTOUT (MOJIC3HBIE MPUIIOKEHHS
a1 6a30BOr0 aHanu3a YacTOTHOIO CHEKTpa). DTOT CIEHApHii, BEPOSTHO,
MOXET OBITh peain3oBaH 1myTeM ycraHoBku oanol Touku Jocryma WiFi rie-
TO B OoHCe M MOXKHO OKMIATh, YTO MOKPBITHE s OOMMX 3anad Oyjer
anexpatHbIM. Ecim ke Touxa Jlocryma crosknercst ¢ unTepdepeHiyeii or
BJIBC cocemnero oduca, T0, BepositHee BCero, Nepexol HAa COCEAHMIA
HEMCPEKPBIBAIOLINICS ~ KaHAl MOXET pewuts mnpobiaemy. Ho  kuBoe
PannooOcrieioBane HUKOTZIA HE HAJ0 3aMemaTh KaOMHETHON aHaJIMTHKOI
JlaXKe B CiTydae NpPOEKTUPOBAHUS HEOOJIBIINX CETEil.

Boubiine nomemenus, Takue Kpynusie 0(HChl, KHJIbIE J0Ma, GOJIBLHUIBI,
aHrapel, 1exa u np. oObl4HO TPeOYIOT AeTaJbHOro paauoobcienoBanns. bes
00cIIe/I0BaHusl 0YEHb BEPOSITHO I0JIB30BATEN CTOJIKHYTCS C HEAO0CTATOUHBIM
MOKPLITHEM M OyIyT MCHBITBIBATH MPOOJIEMBI C MPOU3BOIUTEIBHOCTHIO CETH
(IPOIYCKHOM CMOCOOHOCTHIO) B HEKOTOPHIX 30HaX. ONpeNeNeHHO Bpsi JiH
3aX0YETCsl 3aHOBO MECHSATh MECTa YCTAHOBKH HECKOJIBKHX JIeCATKOB Touek
Jlocryna, a Takke BCe MX MNOJKIIOYCHHS, €CJIM BO3HHKIIAS MpoblieMa
MoTpedyeT pe/u3aiiH paJuoNoICHCTEMBI YiKe T0C/Ie Pa3BePTHIBAHMSL.

Ipn nposexenun PaamoobenenoBanusi odnexra (Site Survey) mis
pasBepTbiBaHusl Oyaymieil cern cranaapra Wi-Fi moxkno pekomengoBats
CJIEIYIOLIMH IJIAH 1eHCTBHIL:

1. [MosryuuTs NJIaH NOMeleHUus

Jlo Hawana panuooOGceienoBaHus MONy4HTe IUIAH Beeil TePPUTOPHH W
30HBI MOKPLITHSE Oyaymieil cetu crangapra WiFi, BKIlo4as mosraxubie MiaHbl
Beex nmomemienuil, rjie nmpeanosaraercs UMeTh MOKpbITHE. ECiu HET HuMuero
AOCTYITHOI'O, TO HAPHCYHTE CBOM IJAaH C pa3MepaMH M YKaKUTE IOJOKCHHE
BCEX CTEH, MEPEX0/10B, OKOH, JIU(PTOB H T.II.

2. BuzyajibHO 0CMOTpPeTh BeCh 00bEKT

Jlo Havana JOObIX TECTOB NPOHIUTE MO BCeMy OOBEKTY M MPOBEPHTE
TOYHOCTH IJIAHOB MOMEILICHUH. DTO TAaK)KE€ XOPOILIHH MOMEHT JUISl BHISIBJICHHS
MOTCHIHAILHBIX NPENATCTBUH, KOTOPBIE MOTYT BJIMSITH Ha PACpOCTpaHEHUE
paauocurHanioB. Hanpumep, BH3yallbHOE 00CIIEI0OBAHHE TMOMOKET BBISBHTD
TaKWC MpPENATCTBHA JUISL pajJMOCHTHANA, KaK MeTa/UIMYeckue mKadel M
NEPETOPOJAKH M T.I., KOTOpPbIX OOBIYHO HET Ha I[UIAaHE TOMEIICHHS.
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3. OnpenesiuTh MecTa HaXOXkIAeHUsi OYAyIIMX NOJIb30BaTeNell ceTH
Wi-Fi

Ha nnane nomemeHus: OTMETbTE 30HBI HAXOXKJICHHS TOJIB30BaTENEH C
MPOBOHBIM u OecrpoBO/IHbIM COEJ/INHEHHEM. JlononHuTensHoO
NpOMJUIIOCTPUPYHTE  r€  MOXeT  noTpeGoBarbesi — POYMHHT ISl
0eCIpOBOIHBIX/MOOMIILHEIX TI0JIB30BATEEH , a TaKke KyIa OHH HE XOJIST.
Bo3moxHO ynacres oGoiitich MeHBIINM KolmdecTBoM Touek Hoctyna, eciu
YHAAacTCs OrpaHUYUTb 30HBI POYMHMHIa WM BOOOIIE INEpPEelTH K Mojein
OpraHu3anuy «ropssaux 30u» Wi-Fi, a He crniomHoro nokperrusl.

4. Onpeneaurs Tun U moaeas Touek locryna B 6yaymeii cern WiFi
Hcxons u3 nepBHYHOro mMoaHOro oO6CHeIOBaHHS 00BEKTa W coOpaHHO
HHpopManuu HeoOxoauMo onpeseuTbes ¢ tunamu Touek Jlocryma Wi-Fi,
AHTEHHAMH U T.1I. U1 Oyayiieii GecrpoBOAHON ceTH. DTO MOXKET 3aBHCETh OT
00J1bIIOrO KOJIMYecTBa (PaKTOPOB, HANPUMED: HEOOXOAUMOCTh MCIIO/b30BAHMS
UHTETPUPOBAHHBIX aHTEHH, KOrJa €cThb TpeOOBaHUS 110 ICTETUKE, BBICOKHE
IIOTOJIKH, COOTBETCTBEHHO PEIICHUS C BHEIIHUMH aHTEHHAMHM; 30HBI BBICOKOM
IUIOTHOCTH  MOJIL30BATENICH, HEOOXOAMMO YBEJIMYEHHE EeMKOCTH MyTeM
(popmMupoBaHUs y3KHX sYEEK, COOTBETCTBEHHO TOYKH C BHEIHUMHU AHTCHHAMH
C Y3KOH JluarpaMMoii HalpaBJIE€HHOCTH H T.]I..

S. Onpenenurs npeaBapuTe/bHbie Mecta yeranoskn Touek Jocryna
WiFi

IlpeaBapuTEILHO MOXHO OLCHHTH MECTOINOJIOKEHHE U KOJMYECTBO
Touex Jlocryna WiFi s oGecriedenusi afeKBaTHOrO MOKPBITHSI Tpedyemoii
30HBI ITyTEM aHAJIM3a MECT MOJIOKEHHS noJb3oBareseil cetn WiFi, oxumaeMoii
30HBI IOKPBITHS U BEJIMYMHBI SYEEK, CEPBHCOB HA CETH M CAMUX JJIEMEHTOB
pannonoacucrembl. Jlisi oGecrnieueHus CIUIOMIHOTO MOKPHITHA HEOOXO0MMO
IUIaHUPOBATh HEKOTOPOE IEPEeKphITHE sueek cMexHbIX Towek JlocTyma, HO
Ha/10 IOMHHTb, YTO NpH Ha3HaueHUH KaHaloB juia Touek [locryma WiFi (npu
PYYHOM KOH(QUIYPHPOBAHMM HJIM TP [PEABAPUTENHLHOM TLIAHMPOBAHHN)
Touka ¢ MAEHTHYHBIM YaCTOTHBIM KaHAJIOM JIOJDKHA OBITH J0CTATOYHO JAJIEKO
OT JIaHHOH, 9TOOBI OTCYTCTBOBaJIA MITH ObUIa MUHUMAILHON MHTEp(EpeHIHs OT
AOXOASAIIETO M3y4eHus: 4depe3 cocenno Touky Jlocrynma WiFi. ITomuure,
4ro B 4vacrorHom cnekrpe WiFi 2.4GHz y mac nocrymusl Bcero Tpu
HETICPCKPBIBAOIIUXCSl YaCTOTHBIX KaHana 1, 6 u 11. Takxke crout no6aBuTh,
4TO IOCTATOYHBIM YPOBHEM MEPEKPBITHS SUEEK MOKHO CUUTATh:

- nepekpbitue nopsiaka 10-15% npu npenocraBnennn cepsrica nepegaun
JaHHBIX, KAK OCHOBHOM yCITyTH,

- nepekpbitue mnopsaka 20%, koraa Ha CeTH MPeAOCTaBIISIOTCS
rojocoBele yciyru VolP uepes Wi-Fi,

XopomuM MOACIOpPEeM B JIejie MPEABAPUTENLHOTO U 000CHOBAHHOTO
ompezaeneHus mnojoxeHus Touek J[locryma MokeT crTaTh CcHelHaibHBIH
NPOrpaMMHBI  MOAYJIb JUIsl  TUlaHupoBaHus cetn  Wi-Fi.  ITompoGHbIi
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NPOTPaMMHBIH ~ MOJYJIb BCTPOEH, HANpUMEp, B H3BECTHYIO CHCTEMY
ynpasienusi cetn WiFi-crannapra or Cisco: Prime Infrastructure. Kcrarn,
Prime u3HavyanbHo N0CTYNeH B MOJHOIEHHOH aeMo-Bepcnn. B JIEMO-BEPCHH
5TO MOJIHO(QYHKIMOHANBHAS cUcTeMa ynpabienus cetd WiFi or Cisco ¢
OTpaHUYCHHBIM CPpOKOM JiencTBus. Cisco Prime MokHO ckauath ¢ caiita Cisco
JUISL. TECTOB, a MO3Ke Kynutb. Mim obOpamaiitece k mapraepam Cisco.
Hekoropble Takne xomnanuu (CucreMHbIE Hurerpatopsl), KOTOpble HMEIOT
COOTBETCTBYIOLLYIO J3KCIEPTH3Y, NpeJACTaBIeHbl Ha Hamem caiite. HO srto
TOJILKO 00JIErYaeT NpoBeJAeHHE paaHo00CcIeIoBaHusT He 3amenias ero. C
oueHko# pacronoxenust T/l Ha nuane moMerieHnss He0OXOAUMO TPOBOINTE
00cJie/IoBaHKE ¥ NIPOBEPATH U KOPPEKTUPOBATH PEKOMEH/IOBAHHBIE T10JI0KEHMUS
T/I.

HeoOxo1umMo  BBISIBUTH  MOAXOASINNE MOHT@KHBIC TO3MIMH  JUIS
nHcrausinuu Touek Jlocryna, AntenH, kaGelneli nepenaun JaHHBIX U Kabeseil
nutanus. Takke yunThiBaiiTe HEOOXOUMOCTh NPUMEHEHHS PA3TMYHBIX THIIOB
AHTCHH, KOrJa mnpHHHUMaere peuieHue o mnosunuu Touku Jlocryma WiFi.
Hanpuwmep ecnu npeanonaraercsi Moutuposars TJI psiioM ¢ BHeIIHElH cTeHOi
3/1aHus, TO B OTOM CJlydae BO3MOKHO JIYYIIMH TOJIXOJI 3TO MCMOJIb30BaHHE
HanpasjieHHOH IlaHenbHOH aHTEHHBI C OTHOCHTENBHO BBICOKUM YCHIICHHEM
BHYTpb 3Jauus. Ecnu npeanonaraercst wmcnons3oBark Touku Jloctyma c
MHTCTPUPOBAHHBIMH ~ AHTCHHAMH, TO OHH YacTO MMEIOT JAdarpamMmmy
HalpaBJICHHOCTHU TaKyk YTO HaubOoJiee MPaBUIILHO MX PACIIOIaraTh Ha MOTOJIKE
(He 3a abIINOTONKOM, a 00S3aTEILHO BBICTYNAIONMMH BHYTPh MOMEIIEHHS).
EcrectBenHo B 1aHHOM citydae BBICOTA MOTOJIKOB JOJDKHA ObITH OOBIYHOMN JUIS
OObIYHBIX oQucoB. [ mOMENmIeHHs ¢ BBHICOKHMH MOTOJKAMH WIH B
1exax/anrapax ucnoib3yiite T]] ¢ HanpaBlIeHHBIMH aHTEHHAMH.

6. IlpoBepka mect nonoxkenust Touek Jocryna WiFi u peassnoro
YPOBH# NapaMeTpoB CeTH

ITO MPOMCXOAHUT NpPH Hayalle PealbHbIX TecToB. OOBIYHO pa3MelaeTcs
Heckonbko Touek Jlocryma WiFi B npexBapurensHo  craHHpoBaHHBIE
NO3UIIMH Ha OOBEKTE M IPOBOJSTCS HATYPHBIE TECTHI C HCIOJIB30BAHHUEM
CIICIHAIIM3UPOBAHHBIX HHCTPYMEHTOB JUIsl NPOBEJICHHs Paro00ciie/0BaHMsl.
Hanpumep MOXHO HOpEeKOMEHZOBaTH MOCMOTPETh M HCHOJIB30BAThH
MHCTPYMEHTBI JUI Pa/ino00C/IeJIOBaHus OT TAKHX M3BECTHBIX NMPOH3BOINTEICH
Kak:

- Ekahau, nporpamma: Ekahau Site Survey,

- Fluk/AirMagnet, nporpamma: AirMagnet Survey PRO u T.11.

OdeHb BaXHO MCIOJIB30BATh MPHU OOCIEJOBAHHH HMEHHO T€ MOJEIH
Touex loctyna nu Aurenn WiFi, koTophle BnocieacTsuu OyayT Ha pealbHOMN
CeTH, a TaKXe BBINOJHATL TECTHI C YYETOM CaMbIX XYALIMX IO
PaZiMOXapakTEPUCTUKaM  MOJIb30BATEILCKMX  YCTPOWCTB, KOTOpble  BbI
0XKH/Ia€Te YBU/IETh HA CBOCH ceTH. Takke 0YeHb BaKHO NMPOBOIAUTH HE MPOCTO
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NaCCHBHBIE TECThI CHUMas XapaKTEPUCTUKU UMEHHO PaJHOCETH, a HAJ0 JIe/aTh
AKTHBHbIC TECTBI ¢ (JOPMHPOBAHHEM PEATbHOI HArpy3ku oT Tpaduka (06bMHO
€CTh BCTPOCHHBIC MEXAaHU3MbI B MHCTPYMEHTBHI C aKTHBHBIM (DYHKI[HOHAJIOM
paznoo0ciie/1oBatusl), T.K. TOJILKO 9TO TPOSIBAT PealbHyI0 KAPTUHY OyIymiero
nopejenus ceth. O4YeHb MOJIE3HO TAaKKE HMETh B apceHalle aHalIu3aTop
CrekTpa st yactoTHeIX jauana3oHoB WiFi: 2.4GHz u 5GHz. DTto nmo3Boiut
BBISIBATH U TOYHO NPEICTaBIATH ceOe MHTEP(PEPEHIIMOHHYIO KAPTHHY B 30HE
MOKPBITHS.

7. JlokyMeHTHpOBaHHE Pe3yJIbTATOB

C Ttoro MomeHTa, Kak INOJIy4YeHBI YIOBJIETBOPHTEbHbIC PE3yJIBTATHI
TECTOB W ompejesieHa npaBuiabHas no3unus Touku Jloctyma w/wnm anTeHH
HEOOXOJMMO BHECTH STH JaHHbIC HA IUIAH 00BEKTa.DTO morpebyercs Ui
Oyayumx pabor no wuHCTaAHH. Takke HEOOXOMAMMO COXPaHWUTH W
MPHJIOXKHUTE K OTYETY JIOTH YPOBHEN CUTHAIOB, CKOPOCTH IEPEIady JaHHbBIX U
T.I. BIUIOTH JIO OKM/IAEMOW rpaHuIlbl sueiiku Kaxaoii Touku [loctyna. Dro
MO3BOJIMT MMETh 0a30Byr0 MHpOpMaNHMIO JUisi Oyaymux paboT Mo peausaiimy
CETH.

Omucanble 31ech Wark HampassT Bac B BepHOM HampaBlIeHHH, HO
peabHBI ONbIT He 3aMeHAT. Ecin juis Bac 91o nepsble maru B HanpasieH#n
WLAN/BJIBC, T0 HMeeT cMbICI 06paTUTLCS B KOMITAHHUH C COOTBETCTBYIONIICH
skcnepru3oi. Hanpumep muorune Cucremubie MHTErpartopsl UMEIOT B CBOEM
IITaTe MOArOTOBJICHHBIX COTPYIHUKOB M CMOTYT POBECTH JaHHbIE pabOTHI Ha
MJIaTHOW OCHOBE.

8. CrneumaibHblii pa3jen - VISl TeX KTO NPOeKTHPYET BHEIIHIOW Wi-
Fi cerb, Hanpumep Outdoor Mesh Wi-Fi

O4eHb BaXKHO UMETH BBHULY CJIEYIOIIEE:

- eme a0 nposeAcHHs PaamooOcnenoBaHusi HaJ0 HANTH CHUCTEMHOIO
MHTErpaTopa, KOTOPbIH 3HAET TEPPUTOPUIO PA3BEPTLIBAHUS CETH U HMEET
CHEHHAIBHBIX JIIOJICH, KOTOpBIE YMEIOT JOrOBAapHBATHCS C MECTHBIMH
aJIIMHHMCTPAaTUBHBIMM OpPraHaMH M BJIAJICJIBIIAMHA HEJABHIKMMOCTH, TaKKe
BO3MOKCH BapWaHT, NpPH KOTOPOM HaHMMaeTcs Ha padoTy mim Oepercs Ha
KOHTPAKT CHENHATbHBIH YeJI0BEK, KOTOPBIH XOpomio 3Haer 31y paboty u
JIAHHYIO TEPPUTOPHIO (YACTO M3 HAJ3HPAIONIEro 3a OECHPOBOIHBIMU CETSIMH
oprasa).

- TIpH NPOBEJCHHH MPEIBAPUTEILHOIO aHaU3a MpoeKTa U 0OpaboTke
BXOJHBIX JaHHBIX Ha criennannupoBanHoM 10 no nu3zaitny HapyKHBIX cereil
OyzyT onpeie/ieHbI IpeiBapUTEIbHBIE MECTA YCTaHOBKH Touek Joctyna WiFi.
OTH NpelBapHUTENIbHBIC IO3UIMH  JOKHBI ObITh OYEHb BHUMATEIBLHO
MPOAHATIU3UPOBAHbl HAa MPEIMET PeaibHOCTH yCTaHOBKH TaM Touek Jloctymna
WiFi. PealbHOCT MO TEXHHYECKOH BO3MOKHOCTH M PEANTBHOCTH 110
aJIIMMHMCTPaTUBHOMY pecypcy. Hampumep, TtexHuyeckas BO3MOMXKHOCTE
CYIIECTBYET, €CJIM JJIsi MOHTa)ka €CTh IOJAXOAAINIAas MO3HWIMs I10 BBICOTE,
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HAJIMYKMIO DJIEKTPONUTAHUs 24 Y, OTCYTCTBUIO CYIIECTBEHHBLIX IPENSTCTBHUS
AJsL pacnpoCTpaHeHMst  CUTHaloB.  Hampumep,  agMunucTpaTHBHAS
BO3MOKHOCTb CYIIECTBYET, €CJIM IIPU Pa3BepPThIBAHUH PEAILHON CETH, UMEHHO
Ha TAHHYIO 10 IU3aHHY MO3MIMIO MOKHO Oy/IeT HHCTAIIMPOBATh U 3allyCTUTh
Touky Jloctyna WiFi (4acTo BO3HHKAIOT CIOKHOCTH IPH HEOOXOMMMOCTH
HCIIOJIb30BAHUA KPBILI 3/IaHHH B 4yKOM COOCTBEHHOCTH, a HCIOJb30BaHHE
3JICMCHTOB HEJIBH)KUMOCTH B KOJUIEKTHBHOH COOCTBEHHOCTH HpPaKTHYECKH
HepeanbHo - TCXK, koonepartiBHble BapHAHTBI | T.I1. -T.K. JIOIH MPOCTO GOSITCS
PaIMOTEXHOJOTHI BOJIM3M M HE COIJIAIIAIOTCS HA YCTAHOBKY 00ODPY/I0BaHUS;
4acTO BO3HHMKAIOT CJIOXHOCTH M ¢ (POHAPHBIMH CTOJIOAMH, T.K. KX MHOTO, HO
SJICKTPOINMTAHKE B OCHOBHOM IMOJAETCS TOJIBLKO B BEUEPHE-HOUHOE BpeMs,
Mo3TOMY  31ech  OoJjiee  peasibHBI, Hanpumep, CBeTOGOPHl U T.IL).
Ha nanHOM dTane umeeTcst peanbHblil MPAKTHYECKUH CMBICT KOPPEKTHPOBATE
NpEe/IBAPUTE/IbHbIN JAN3aliH CeTH 0 TOrO MOMEHTAa I0Ka NpeIBAPHTENbHBIE
nosuuu BCEX TJI WiFi Oyayr npusHanel XoTss Obl Kak MOTEHIMAILHO
pealbHBIMU 1UIsi MOHTaxa. Yem Oojiee neTalbHO M TOYHO OyJeT BbINOJHEHA
JlaHHas (asa, TEM MEHBIIE 3aTPAT BO3HUKHET BIIOCIEJICTBUM B YCIOBHSX
Pa3sBEPThIBaHHs PCAIbHOM CETH M MEHbIe OyjeT HeO0OXOJUMO BBIMOJIHSITE
KOPPEKIIUI B MOJIEBBIX YCIIOBHUSX.

- BO BpeMsl NPOBE/ICHUS MoJieBoro PanuoobceneoBanus npu yTouHEHHH
npeasaputesibHbIX nosunuid T Wi-Fi, ecnum BosHukaer HeoOXOAMMOCTH
KOPPEKTUPOBAHUSl ITHX TMO3HIHMI, TO BCEe OOHOBJIEHHBIE MO3UIIMH TAKKE
HCOOXOZMMO TpPOBOAUTH Yepe3 MOAPOOHBI aHAMM3 HA BO3MOKHOCTB
nocienyromero paspepreiBanus TJ[ Wi-Fi. B uneane Site Survey B nanHOM
ClTy4ac JIOJKEH BECTHCh HE TOJILKO C Iesiblo oOecrniedenus TpeGoBaHHil Mo
MOKPBITHIO M E€MKOCTH CE€TH, HO M C 4YeTKUM (POKYCOM Ha BO3MOIKHOCTH
nocienayromero paspepreiBanusi Touek Jloctrynma WiFi B crianmpoBaHHBIX
MO3HUIUSX.

Ilomuure npocryro Bems - yeM noxpoGHee W MpaKTHUHEE IPOBEICHO
NpC/IBapUTEILHOE NPOCKTUPOBAHKME, TEM MEHBIIIE MPOOJIEM BO3ZHUKHET MO3KE,
IIPH CTPOUTEJILCTBE PEaIbHOM HH(PACTPYKTYPHI.

KOHTpOJIbeIe BOIIPOCHI M 3a1aHU A

I. Onummre OCHOBHBIE THIIBI JIOKYMEHTOB, KOTOPbIE HEOGXOIUMO
MOATOTOBMTS JIJIsl IPEANPOEKTHBIX PaboT.

2. Kakume KiIHO4eBBIE DJIEMEHTHI JOJDKHBI OBITH BK/IFOYCHBI B
TEXHUYECKOE 3a/1aHue?

3. PaspaGorath maH-rpadMK NpOEKTa C  HCHOJIb30BAHHEM
BbIOPAHHOTO MIPOTPAMMHOTO 00eCTICYeHUs IS yIpaBJICHUS TIPOECKTAMH.

4. Onuumre npoueaypy COIJIacoBaHUS TEXHHYECKOIO 3aJaHUS C
3aKa34YHUKOM.
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5. Kakue naHHble M pacyeThl HEOOXOJMMO BKIIOYHTH B TEXHHMKO-
YKOHOMHYECKOE 000CHOBaHHUE?

6. CocTtaBUTh CXeMy OpraHM3alMOHHOMN CTPYKTYpbl HpPOEKTa C
OIpeJIeICHHEM pOJIeH U 0013aHHOCTEH YYaCTHUKOB.

7. OObscHUTE BaXHOCThb AaHAlM3a PHCKOB IPH IOATOTOBKE
NPEANPOCKTHON JJOKYMEHTAIIHH.

8. Kakue MeTOabl HCTONB3YIOTCS Ui OUEHKH M yIpaBJICHHS
pUCKaMH B nipoekTe?

9. Paspaborarh CHHMCOK KPUTEpPHUEB IPUEMKH IIPOEKTa M OIKCAThH
IPOLIEIypY IPUEMKH.

10. Onuwnre posnp crnemmdukamuii B npouecce IpeampoeKTHbIX
padoT 1 MX 3HAYEHHME JUIS YCIICLIHOM peau3alliy MpoeKTa.
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