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1 HEJIb PABOTBI

[enp nabopaTopHOi pabOTHl — 03HAKOMUTHCS C BO3MOKHOCTSIMHU
MEXKCETEBOro 3KpaHa omneparuonHoi cuctembl Windows XP, u3yuuts
MOCJICIOBATEIbHOCTh ~ ONEpallMii 10 BKJIFOYCHUIO MW HACTpPOMKe
MEKCETEBOr0 PKpaHa U MPUOOPECTH MPAKTHUCCKUE HABBIKU I10 3aIUTE

KOMIIBIOTCPA C MIOMOIIBIO MCXaHHU3Ma MCKCCTCBOI'O OKPAaHUPOBAHHA.

2 3AJJAHUE

O3HaKOMUTBCSI C TEOPETUYECKUM MAaTepUaOM, aKTHUBHUPOBATH
BCTPOCHHBIN OpaHaMaysp omepanunoHHor cuctembl Windows XP u

HaCTPOUTH €TI0 IapaMCTPHI.

3 HOPAAOK BBIIIOJIHEHUSA PABOTbBI

[TomyuuTs 3a1anue;
N3y4uTh TEOPETUUECKYIO YACTh;
AKTHUBUPOBATh BCTPOEHHBIN MEKCETEBOM 3KPaH;

Hactpouts mapamerpsl OpanaMayspa,;

A A

CocTaBHUTL OTHUET;

4 COILEPXKXAHUE OTYHETA

1. TuTyIbHBIN JIUCT;

2. Kpatkas teopus;



3. BBINOTHEHHOE 3aJIaHUE CO CKPUHIIIOTAMU;
4. OTBETHI HA KOHTPOJIBHBIE BONPOCHI;

5. BeiBos.



5 TEOPETHYECKASA YACTb

5.1 Bsenenmue

MesxceTeBoe IKpaHUPOBAHHUE MOBBIIIAET 0€30MAaCHOCTh OOBEKTOB
BHYTPEHHEHN CETH 3a CYET UTHOPUPOBAHUS HEABTOPHU30BAHHBIX 3aIIPOCOB
U3 BHEIIHEW Cpenbl, TEM CcaMbIM, OOECIeYMBasi BCE COCTABJISIOIINE
uHpopmanmonHon Oe3omacHocTH. Kpome ¢yHKIMI pasrpaHuyeHus
J0CTyTA, SKPAHUPOBAHHE obOecrnieunBaeT pErucTpaIuio
UH(OPMAIIMOHHBIX OOMEHOB.

OYHKIIMU SKPAaHUPOBAHUS BBITIOJHSAET MEXKCETEBON HSKpaH WIH
Opanamay?p (firewall), mox KOTOpHIM MOHUMAIOT MPOTPAMMHYIO WJIU
IpPOrpaMMHO-aNMapaTHYI0 CUCTEMY, KOTOpasl BBINOJIHSAET KOHTPOJIb
UH(POPMAITMOHHBIX TIOTOKOB, TMOCTYMAKOIUX B HHOOPMAIIMOHHYIO
CUCTEMY W/WIM BBIXOAAIIUX U3 HEe U OO0EClNeuuBaeT 3alluTy
UH(POPMAITMOHHON CHUCTEMBbI TTOCPEACTBOM (DMIbTpAIMU UH(POpMAIUH.
Ounbrpanus uHGOPMALKMU COCTOMT B aHalu3e HUHOOpPMALUU 10
COBOKYIMMTHOCTH KPUTEPHUEB U MPUHSITUU PEIICHUS O €€ MpUeMe H/Wiu
nepeaaue.

bpanamaysp B Windows XP — »To cHmcrema 3aliuThl
noakimoueHus Kk HWMutepuery (Internet Connection Firewall, ICF),
npeacTaBiasieT  coOOW  MporpaMMy — HAacTpOMKM — OTpaHUYEHHIA,
PETYIHUPYIONIUX OOMEH JaHHBIMU MEXay MHTepHEeTOM M HEeOOJBIION
CEThI0 WJIM JIOKaJIbHBIM KoMmbioTepoM. bpanamaysp ICF Heob6xonumo
YCTAHOBUTHb  JUIsl  JIIOOOrO  KOMIBIOTEpA, HUMEIOIIET0  MIpsIMOe

nojkoYeHue Kk UarepHery.


mk:@MSITStore:C:/WINDOWS/Help/netcfg.chm::/HELP=glossary.hlp%20TOPIC=gls_firewall

[Ipu BrItOUEHUM OpaHaMay’pa s JIOKAIBHOTO KOMIIBIOTEPA,
NOAKIFOUYEHHOT0 K HHTEpHETY ¢ IOMOWIBIO MOJAEMA YIAJIECHHOTO

noctymna, opaaamaysp ICF obecieunBaeT 3ammuTy 3TOro MOAKIIOUCHUS.

s OpannMayspa HoAKIOUYeHUss K MHTepHETy mpeaycMOTpeH
KypHaJl 0€30MaCHOCTH JIJIs 3aMUCH COOBITHI, CBA3aHHBIX C €r0 pabOTOil.

Kypnan 6e3omacnoctu ICF noanepuBaeT ciaeayronue BO3MOKHOCTH.

3anuceiBaTh NPONMYLICHHBIE NAKETHl. JTOT NapaMeTp 3a4aeT
3aIlACh B JKYPHAJI CBEICHUN O BCEX MOTEPSHHBIX MAKETAX, UCXOISAIINX
u3 cetu (KomnbproTepa) uin u3 MurepHera. Eciau ycTaHOBUTH (Piiaskok
«3anuchiBaTh TMOTEPSAHHBIE TMAKETh» OYAYT COOMpPAThCA CBEICHUSA O
KOKJIOM TMakeTe, KOTOphIM mbITancs mnpodtu uepe3 ICF, HO ObLI

0OHapy’>KE€H ¥ OTBEPrHYT OpaHAMAyIPOM.

3anuchiBaTh YCIENIHBIC MNOAKIFYEHHS. DTOT IMapaMeTp 3aAacT
3allUCh B KypPHaJl CBEACHUM O BCEX YCHEHIHBIX IMOJAKIOUYCHUAX,

MHULIMUPOBAHHBIX W3 CE€TU (KOMIIbIOTEpa) iy u3 MuTepHera.

XKypnan Ge3onacHOCTH OpaHAMay’spa COCTOUT U3 IBYX Pa3/elioB.
B 3aronoBke coaep:karcsi CBEACHUS O BEPCHUM >KypHaia U MOJSIX, B
KOTOpPbIE MOXHO 3amuchiBaTh JaHHbIE. COAepKMMO€E 3aroJioBKa UMEET

BHJ CTATHYCCKOI'O CIIMCKA.

Conepxxumoe KypHalla O€30MacHOCTA TMpeACTaBiIsieT CcoOou
OTKOMIWJIMPOBAHHBIC JAHHBIC, KOTOPHIE BBOMSTCS MPU OOHAPYKEHUU
TpaduKa, MbITAIONIErocss NMPOoUTH uepe3 Opanamaysp. I[lons xypnaia

3allOJIHAROTCS CJICBA HAIIPpABO, KaAK OHU PACITIOJIOKCHBI HAa CTPAHUIIC. JIJ'IH



TOTO, YTOOBI B ’KypHaI BBOJAWINCH JaHHBIC, HEOOXOAUMO BHIOpATh XOTS

Obl OIMH MapaMeTp BEACHUS KypHalia uiu o0a mapaMmerpa.
5.2 Kuaaccudukauus MexceTeBbIX IKPAHOB

B Hacrosiiee BpeMs HE CYIIECTBYET €IUHON U OOIIeTPU3HaHHON
KJIACCU(PUKAIIMN MEXCETEBBIX dKPAHOB. BhIIennM CleAyIoIIe KIacChl

MCIKCCTCBLIX JKPAHOB:

o DubTpyrolMe MapIIPyTU3ATOPHI.
o [1I1rO3BI CEAHCOBOTO YPOBHH.

o [II1r03B1 YpOBHSA NPUITOKEHHM.

OTHn KaTCropunu MOKHO pacCMaTpHuBaATh KaK 0a30BbIE KOMIIOHEHTHI
pPCAJIbHBIX MCKCCTCBBIX 59KPAHOB. JIUnip HEMHOTHE MEKCETEBbIC O9KPaHBbI
BKJIFOYAIOT JIMIIb OAHY M3 IICPCUHUCIICHHBIX KAaTCI OpI/Iﬁ Tem He MeHee
9T KOMIIOHCHTBI OTPAXKAKOT KIOYCBBLIC BO3MOKHOCTHU, OTIHMYAKOIIHNC

ME)KCETEBBIC DKpaHbI APYT OT ApyTa.
5.2.1 POuiabTpyOIIMEe MAPLIPYTU3ATOPLI

QOUIBTPYIOLIHAN MaplIpyTU3ATOP IIPEACTABIISIET coboi
MapuIpyTHU3aTop WM pabOTalOlIyld HAa CEpBEpPE MOpOrpaMmy,
CKOH(UTypUPOBAHHBIE TAKUM 00pa3oM, YTOOBI (PUIIBTPOBATH BXOSIINE
U ucCXoAsuue makeTbl. DPuiabTpauusi MAKETOB OCYIIECTBISETCS Ha

ocHoBe uHhopmaruu, coaepkamieiics B TCP- u IP-3aronoBkax makeTos.

OUILTPYIOMNUN MapIIPYTU3aTOP OOBIYHO MOXKET (PUIBTpOBATH IP-

ITaKCThl HAa OCHOBC I'PYIIIIbI CJICAYHOIIUX MOJIeH 3arojIoBKa ITaKeTa:



¢ IP-aapec ornpaBuTens;
¢ IP-anpec nmomydarerns;
% TIOPT OTIIPABUTEJIS;

¢ TIOPT MOJTy4aTesl.

HexoTopbie MapuipyTuU3aTOpbl MPOBEPSIOT, C KAKOTO CETEBOIO
uHTepdeiica MapipyTU3aTOpa MPUIIIEIT TAKET, U 3aTEM UCIOJIB3YIOT 3TY

uH(pOpMAaIMIO KaK JOMOJIHUTEIbHBIA KPUTEPUN PUIbTpaALIUH.

@uiabTpanusi MOXKET ObITh pEaM30BaHA PA3IMYHBIMU CIIOCOOAMMU
7151 OJIOKUPOBAHUS COSAMHEHU ¢ ONPEIeICHHBIMU KOMITBIOTEPAMU WU
noptamu. Hampumep, MOXHO OJOKUpPOBaTh COCIMHEHUS, UIYIIUE OT
KOHKPETHBIX aIpECOB T€X KOMIIBIOTEPOB U CETEH, KOTOPHIE CUUTAIOTCS

Bpa)KI{e6HBIMI/I NJIN HCHAICKHBIMU.

[IpaBuna guibTpanuu nakeToB GOPMYJIUPYIOTCS CIOKHO, K TOMY
K€ OOBIYHO HE CYIIECTBYET CPEACTB JJIsl MPOBEPKU UX KOPPEKTHOCTH,
KpOME MEIJIEHHOT'O PYYHOrO TecTupoBaHuA. [Ipm 3TOM B OTCyTCTBHE
(GUIBTPYIONIETO MapUIPYTU3AaTOpPa CPEACTB MPOTOKOJIUPOBAHUS (€CIu
npaBwia QUIbTPAMA MAKETOB BCE-TaKH IMO3BOJSAT OMACHBIM MaKeTaMm
OpPONTH Yepe3 MapuIpyTU3aTOp) TaKWEe MaKeThbl HE CMOTrYT OBITh
BBISIBJIEHBI 10 OOHAPYKEHHUSI TTOCIEACTBUI MPOHUKHOBEHHUS. Jlaxke ecnu
aIMUHHUCTPATOPY CETHU yAacTcs co31arh 3(PEeKTUBHbIE MpaBUiia
bunpTpalu, X BO3MOKHOCTH OCTaHYTCS orpaHndeHHbIMU. Hanpumep,
aIMUHUCTPATOP 3aJAa€T TMPABUIO, B COOTBETCTBUM C KOTOPBIM
MapuIpyTu3arop OyAeT OTOpaKOBBIBaTH BCE MAKEThI C HEU3BECTHHIM

aIpeCOM  OTIIPABUTCIIA. OI[HaKO B JAaHHOM CJIy4aC XakCep A



NPOHUKHOBEHHS BHYTPb 3AIIUILEHHON CETH MOYKET OCYIIECTBUTH aTaKy,
KOTOPYK) HA3bIBAlOT IOJAMEHOW aapeca. B Takux  ycloBHsX
GUIBTPYIONIMH MapHIPyTU3aTOP HE CYMEET OTIUYUThH IMOMACIIbHBIN

IMaKCT OT HACTOAIICTO U MPOITYCTHUT €TO.

K nonoxxurenbHbIM KadecTBaM (GUIbTPYIOIIMX MapIIPyTH3aTOPOB

MOXKHO OTHCCTH CJICIAYIOIINUC:

* CpaBHUTEIHHO HEBBICOKASI CTOUMOCTb;
* TUOKOCTh B OTNPECICHUN NMPABWIT PUIBTPALNY;

* HeOoubIIas 3a7epKKa IpU MPOXOKIECHUH MAaKETOB.
Henoctatku QuiabTpyOMIMX MapIIpyTU3aTOPOB:

* BHYTPEHHSA CETh BUJIHA (MapIIpyTU3UpyETCs) U3 ceTu IHTepHeT;

* mpaBwia QuiIbTpallUM MAKETOB TPYJHBI B OMUCAHUU U TPEOYIOT
o4eHb Xopoumux 3Hanui texnosioruii TCP u UDP;

* OpU HaApYLUIEHHWH PabOTOCIOCOOHOCTH MEXKCETEBOr0 HKpaHa C
bunpTpalei MaKkeToB BCE KOMIBIOTEPHI 32 HUM CTaHOBATCS
MOJTHOCTBIO HE3AIUIIICHHBIMU JIUOO HEJIOCTYITHBIMH;

* OTCYTCTBYET ayTeHTHU(DUKAIIUS Ha MMOJb30BATEIILCKOM YPOBHE.
5.2.2 HIa103b1 CEaHCOBOI0 YPOBHS

JIaHHBIA ~ KJacC  MapUIpyTU3aTOPOB  MPEICTABISIET  COOOM
tpancistop  TCP-coenuneHus. [Ilnr03  npuHUMaeT  3ampoc
ABTOPU30BAHHOTO KJIMEHTA HA KOHKPETHBIE YCIIYTU U IIOCIE MIPOBEPKHU
JOIYCTUMOCTH 3aIlpOILIEHHOI0 CEaHCa YCTAHABIMBAECT COCAUHEHUE C

MECTOM Ha3HaueHus (BHEIIHUM XOocToM). [Tociie 3Toro nuito3 Konupyer



nakeThbl B 000MX HaIpaBJICHUsIX, HE OCYIIECTBIAS ux ¢punbrpanuu. Kak
NIPAaBUJIO, NYHKT HA3HA4YCHUs 3aJacTCA 3apaHee, B TO BpPEMsA Kak
MCTOYHHUKOB MOET OBITh MHOTO. VICrIONIb3ysl pa3iudHbie MOPTHI, MOKHO
CO371aBaTh Pa3HOOOpa3Hble KOHPUTYpalMKU coequHeHUu. J[aHHBIN THIT
UTI03a MO3BOJISIET co3AaTh TpancasTop TCP-coenunenus st 11000ro
OMpEeNIeTIEHHOTO TOJIb30BaTeNieM cepBuca, Oasupytromerocss Ha TCP,
OCYIIECTBIATh KOHTPOJIb IOCTYyMa K 3TOMY CEPBUCY U COOp CTATUCTUKU

I10 €I'0 UCITOJIBb30BAHUIO.

[IInt03 caeguT 3a MNOATBEPKICHUEM (KBUTUPOBAHUEM) CBSI3U
MEXIy aBTOPHU30BAHHBIM KJIMEHTOM WU BHEIIHUM XOCTOM, OMNpEIemss,
ABJISIETCSL JIM 3alpallliBacMbIil CEaHC CBSI3M JOMYCTUMBIM. UYUTOOBI
BBISIBUTH JOIIYCTUMOCTh 3allpOCa Ha CEAHC CBSI3U, IIUII03 BBIMOJHSET
cieyrouryto npouenypy. Korga aBropru3zoBaHHBIN KJIMEHT 3apalinBaeT
HEKOTOPBIM CEpPBHUC, WUIKO3 MPUHUMAET 3TOT 3amMpoc, MNpoOBepss,
yIOBJIETBOPSET JIU JIaHHBIA KIIMEHT 0a30BbIM KPUTEPUAM (PUIIbTPALIH.
3arem, IEUCTBYS OT UMEHU KIIMEHTA, IIII03 yCTaHABIMBAECT COCUHEHUE
C BHEIIHUM XOCTOM M CJEIUT 3a BBIIOJHEHUEM MPOLEAYPHI
KBUTUPOBaHUs CBs3M no npotokony TCP. Orta npoueaypa cOCTOUT U3
oomena TCP-makeramu, KoTopble mnomedarorca (maramu SYN

(cuaxponusupoBath) U ACK (moarBepauTh).

IlepBoiii maker ceanca TCP, momeueHHbli ¢uarom SYN u
coJiepKalluil NPOU3BOJIbHOE Yncio, Hanpumep 500, sBiseTcs 3anpocoM
KJIIMEHTA HAa OTKPBITHE CEaHCa. BHEMHWN XOCT, IMOJYyYUBIIMKA ISTOT
MakeT, TMOChUIaeT B OTBET Apyroil, momedeHHbll ¢uarom ACK u

cojiep Kallliil YUCJIO HA €AUHUIlY OOJIbIliee, YeM B IPUHATOM IaKkeTe (B



HameM ciaydae 501), moarBepxkaas TeM caMbiM npuem nakera SYN ot

KIIMCHTA.

Hanee ocymiecTBiseTcss oOpaTHasi IpoIeAypa: XOCT TOCHUIAET
KIMEeHTY nakeT SYN ¢ ucxoaHbIM uucioM, Hanpumep 700, a KIUEHT
NOATBEPKAAeT ero nonydyenue nepenaydenn nakera ACK, cogepxaiiero

yucyo 701. Ha aTom nporiecc KBUTHPOBAHMS CBSI3M 3aBEPIIACTCA.

[1I1r03 ceaHCOBOro YpOBHS NMPU3HAET 3aBEPLIEHHOE COCIUHECHUE
JTOITYCTUMBIM TOJIBKO B TOM CJIy4ae, €CIIU MPU BBIIIOJIHEHUH IPOLELYPBI
kBuTtupoBaHusi cBsizu  (Guaru  SYN u ACK, a Takke uyucia,
conepxamueca B TCP-nmakeTax, OKa3pIBalOTCS JIOTUYECKH CBSI3aHHBIMU

MEXKTy COOOM.

[Tocne TOro Kak NHUIO3 OMPENENU, YTO JOBEPEHHBIM KIWECHT WU
BHEIIHUHN XOCT SIBJISIFOTCS] aBTOPU30BAaHHBIMM ydacTHUKaMu ceanca TCP,
U TIPOBEPWI €ro JOMYyCTUMOCTh, OH YCTAHABJIMBACT COCIUHEHMUE.
Hauunas ¢ 3TOro MOMEHTa U3 KOMMUPYET U MEPECHAIIPABIISIET MAKEThI
TyJa U 00paTHO, HE MPOBOAS HUKaKOW (uiibTpaninu. OH MOAAEPKUBACT
TaOJIUIy YCTAHOBJIEHHBIX COCAMHEHUM, MPOIyCKas JaHHBIE, KOTOPHIC
OTHOCSATCS K OJJHOMY M3 CE€aHCOB CBS3M, 3a(DMKCUPOBAHHBIX B JIAHHOU
tabnuie. Korja ceanc 3aBepiaercs, 03 yAalasieT COOTBETCTBYIOIIUN
AJIEMEHT U3 TaOJIUIIbI U pa3phIBAET CETh, MCIIOJb30BABIIYIOCS B TEKYIIEM

CCaHCC.

HenocraTkoM NUIFO30B CEAHCOBOTO YPOBHSI SIBISETCS OTCYTCTBHE
OPOBEPKU  COJEPKMMOTO  MEPEAABAEMBIX  IAKETOB, 4YTO  JAET

BO3MOKHOCTbh HAPYILIUTEIO IPOHUKHYTh YEPE3 TAKOU IIUTHO3.



5.2.3 11110361 YPOBHS NPWJIOKEHUI

C menmpr0 3amMTBHl  psAga  YSA3BUMBIX  MECT, IPHUCYIIHX
GUIBTPYIOIUM  MapIIpyTU3aTOpaM, MEXCETEBbIe JKPaHbl JIOJKHBI
MCIIOJIB30BaTh MPHUKJIAIHBIE MPOTPAMMBI TSl (PYIIBTpalii COSAUHEHUN
¢ takumu cepBucamu, kak Telnet u FTP. IlomoOGHoe mnpunoxeHue
HA3bIBACTCSI ProxXy-ciyx00i, a XOCT, Ha KOTOpPOM pabOTaeT proxy-
Cayx0a, — IUII030M yPOBHS HpUIOKEHHH. Takol I3 HCKIHYaeT
OpsMOE B3aUMOJICHCTBHE MEXIy aBTOPU30BAHHBIM KIHCHTOM M
BHEeHUM XocToM. IIImo3 (uibTpyeTr Bce BXOASIIHME W HCXOJSAIINC

ITAKCThI HAa IIPUKIATHOM YPOBHC.

OOHapy>KUB CETEBOM CEaHC, LUII03 MPUJIOKEHUN OCTaHABIUBAET
€ro W BbI3BIBACT YINOJHOMOYEHHOE MPUIOKEHUE ISl OKa3aHUS
3aBepuiaeMoit ycayru. g gocTukeHust 0ojiee BBICOKOTO yPOBHS
0€30MacHOCTM W TUOKOCTHM IUTIO3bI  YPOBHS MPUWIOKEHUN U
GUIBTpyIOIME MapIIPyTU3aTOPhl MOTYT OBITh OOBEIWHEHBI B

MCIKCCTCBOM 3KpPaHC.

[1111r03b1 TPUKIIATHOTO YPOBHS MO3BOJISIOT 00ECTIEYUTh HAJIEKHYIO
3alUTY, TTOCKOJBKY B3aWUMOJECHUCTBHAE C BHEIIIHUM MHUPOM PEAIU3YETCS
yepe3 HeOOJIbIIIOE YKCIO YIOJTHOMOYEHHBIX MPUIIOKEHUM, TOJIHOCTHIO
KOHTPOJUPYIOIIMX BECh BXOIAIMNA M ucxonadmuil tpapuk. Cremyer
OTMETUTh, YTO INUIKO3bl YPOBHS TMPUIIOKEHHUN TPEeOYIOT OTAEIBHOTO

IMPUITOKCHUA I KaXKIA0Ir0 CCTEBOIo CCpBUCA.

[lo cpaBHeHHIO C palOTAlOMIUMU B OOBIYHOM pEXKHUME, IpHU

KOTOPOM TPUKIATHON TpaduK TMPOIYyCKAETCS HEMOCPEICTBEHHO K



BHYTPCHHHUM XOCTaM, NIUJIO3bI IIPHUKIAAHOI'O OBHA HMCIOT A0
M

IPEUMYILIECTB:

* HCBUJIUMOCTh CTPYKTYPBI 3aIlUINaeMOl CETH W3 TJI00AIbHOU
cetu HMurepHer. lMeHa BHYTPEHHUX CHUCTEM MOXKHO HE
cooOIIaTh BHEIIHUM cucTeMam depe3 DNS, mocKobKy I3
MPUKJIAJHOTO YPOBHS MOXKET ObITh € JUHCTBEHHBIM XOCTOM, UMSI

KOTOPOTro OyAET M3BECTHO BHEIIHUM CHUCTEMaM;

>

)

% HajZieKHasl ayTeHTUuKanusa u  peructpanus. [IpukiamgHoit
TpaduKk MOXET ObITh ayTEHTU(PUIIMPOBAH, MPEXKAEC HYEM OH
JIOCTUTHET BHYTPEHHHUX XOCTOB, M 3apETUCTPUPOBaH OoJjee
3 PEKTUBHO, YEM C MOMOIIBIO CTAHAAPTHON PETUCTpPAIIUY;

¢ IpUEMJIEMOE  COOTHOIIIEHUE IIeHbl W 3()PPEeKTUBHOCTH.

JlononHUTENBbHBIE TPOrPaMMHBIE WJIM alapaTHbIE CPEJICTBA

ayTeHTU(PUKAIIMU WM PETUCTPAIlMd HYXHO YCTaHABJIMBATH

TOJIBKO Ha IIJII03€ MPUKIATHOTO YPOBHS;

L)

*» IpocThie TpaBuia QuibTpanuu. [IpaBuina Ha (uibTpyromem

L)

MapuIpyTHU3aTOPE OKa3bIBAOTCS MEHEE CIIOKHBIMHM, YEM Ha
MapHipyTu3aTope, KOTOPBIA CaMOCTOSATEIbHO  (UIBTPYET
OPUKIATHON TpadUK M OTHPABISIET €ro OOJBIIOMY YHUCITY
BHYTPEHHUX CHUCTEM. MapmpyTu3atop IOJDKEH NPOMYCKaTh
NPUKIAIHON Tpaduk, MpeaHA3HAYCHHBIA TOJBKO IS IUII03a
MPUKJIIATHOTO YPOBHS, U OJIOKUPOBATH BECH OCTAIHLHOM;

¢ BO3MOYKHOCTH OpPTaHU3aIMK OO0JIBIIIOT0 YK CIIa POBEPOK.



6 BBIIIOJIHEHUE PABOTBI

6.1 AxTHBanMsi BCTPOEHHOI0 MeKCETEBOI0 IKPAHA

Jns  akTUBH3aIMAd  MEXKCETEBOTO HSKpaHa Ha KOMIBIOTEpE
BBITIOJIHUTE CIICTYIOIINAE ICHCTBUS:

1. OTkpoiiTe KOMIIOHEHT «CeTeBbIC MOAKIIOUCHUS.

2. lna  storo  BeIOepuTe  mociuenoBarenbHo  Ilyck-lIlanens
yrpayieHUAsI-CeTeBbIE MTOJKIIOUCHUS.

3. Beimenure noAKIOUYeHUE YAAJIEHHOTO JOCTYya, MOAKIIYEHUE 10
JIOKAJIbHOW CETU WM BBICOKOCKOPOCTHOE MOJKIIOYEHHUE K
HNHuTepHeTy, KOTOpOoe TpeOyeTCs 3alUTUTh OpaHIMay3pOM U 3aTeEM
BBIOEPUTE B KOHTEKCTHOM MEHIO (IIPH BBIACICHHOM MOAKIIOUCHUN
HaXXaThb MPaByl0 KIABUIIYy MBIIIKM) BbIOEPUTE KOMAHIY
«CBolicTBaY.

4, Ha Bknagke «J/lomonmHutenbHOo» B rpynne  bpanamayap
noakioueHuto Kk Murepuety (Puc. 1) orTMeTbTe MyHKT «3alIUTUTh

MO€ MOJIKI0UYeHne K THTepHETY».



f= Aaa - CEOHCTEA

O6wwme | Mapamerpe | Besonachoets | Cere | JenoanurensHo

BEpatarmayzp nogkaoveHiA g MarepreTy

JaWMTHTE MO NoaKAHeHMe K MHTepHeTY

MNogpotHes o HpaHarayspe NogeaoYeHHa k MHTepHeTLy.

DEWMA 4oCTYn K NogknioYeHu g MHTEpHETY

PEISI:IELIJHTI:- APYrue NOAeZ0EITEMAR CETH MCNONES0EITE
NOGENOHEHHE K HHI'EI:IHE-'T':I SaHHOr O KorNETERS

HCTaHAEMEATE BRIS0E N0 TREG0EAHHI

Faspelu e gpyrik NoNBS0EATENAM CETH YNpaseHHE
OOLWMM AOCTYNOM E NOGEM0YEHMHD K WHTEpHETY

MNogpotHes of oSwer gocTYne k MHTEpHETY.

bl oskHO MonoNesoEATE MACTED AOMALHEN CETH

Q1A YCTAHOEKM STHY CEONACTE. MapareTpel...

[ Ok, H OTtmeHa ]

Puc. 1 — BkitoueHue BCTpPOCHHOTO MEKCETEBOTO IKpaHa

6.2 Hacrpoiika napameTpoB OpaHamMayIpa

Jlns HacTpoMKM TlapaMeTpoB OpaHaMaydpa Ha KOMIIBIOTEpe
BBITIOJTHUTE CIICTYIONINE ACHCTBUS.

1. BemmosHUTE MyHKTHI 1-3 MpeabIayero 3aaaHusl.

2. Boibepute kHomky «IlapameTphl» B HMKHEH YacTH OTKPBITOTO
okHa (Puc. 1).

3. B pe3ynbpTare OoTKpoeTcs OKHO «JloTOJHUTEIbHBIC MapamMeTphbi»
(Puc. 2) ¢ tpemsa 3akmaakamu («Cryx0b1», «Begenue xypHaia
oe3omacaocT» B «ICMPy).

4, Beibepure 3aknaaky «CiryKOb1».

5. OTMeThTE BCE CITYKOBI.



HonoaHKTE AbHBIE NapaMe TPbl

Tyl | BepeHue #wypHana SesonacHocT | ICMP

Brifepure cnyxtel, padoTalwMe B BALEN CETH, K KOTOpBIM
FOMYT NOAYYSTE AOCTYN NOABS0EATENM MHTEpHET A,

skt

-CEPEER
[ Telnet-cepeep

[] EesonacHeii eed-cepeep [HTTFS)

[ Bet-cepeep [HTTR)

O JOucTaHUMOHHDE YNpEEnEHME patoyMe CT oo

O Noyrosei cepeep WHrepreTa [SMTR)

[ Nporokon Internet Mail Access Protocol, sepouxa 3 [IMAP3)
[0 Nporokon Internet Mail Access Protocol, sepouna 4 [IMAP4)
[ NMporokon Post-Office Protocol, sepowa 3 [POFP3)

JofaeuTe... ][ MaraeHuTE. .. ] Yoanme

[ OF. l[ Ortera ]

Puc. 2 — OkHO JONOIHUTENBHBIX ITAPAMETPOB

6. BriOepute 3aknaaky «Bemenne xxypHana 6e3omacHocti» (Puc. 3).



JonoaHHTe ABHBIE NAapaMeTpbI

Cay#cel | BedeHue sypHana fesonacHocTd | |ChiP

MNapareTpel BELEHUA #YpHANS:

SanUCkIBATE NPONYLLEHHEIE NEKETE

JanucelBaTe YyonewHele NoGEADYEHKA

MapareTpel hakina sypHana:

Mram:

C:WwARDOWwS \plireweall. log |

MpegentHe pastep dalina wypHana: 4096 + | KB

[ Mo yrdon4aHum ]

[ Ok, H OTtmeHa ]

Puc. 3 — OkHo BesieHUs KypHaia 0€30MacHOCTH

7. OTMETb TYHKTHl «3alUCHIBaTh MPOMYIIEHHBIE MAKEThD» U
«3anuchIBaTh YCIEIIHbIE MOIKIIOUEeHU». OOpaTUTEe BHUMAaHUE Ha
pacIo0oXeHUe KypHalia 0€30MacHOCTH.

8. Ionxmrounmcs k THTepHETY ¥ OCETHM JIFOOOM CauT.

9. Ilocmotpum xkxypHan 6e3omacHoctH (Puc. 4).



B Mypuan - Baoknor

#version: 1.5
#software:
#Time Format:

#Fields: date

2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02
2016-06-02

<

Main Mpaeka DopwaT Bua  CNpaska

mMicrosoft windows Firewall

Local
time action protocol src-ip dst-ip src-port dst-port

S8:04 CLOSE UDP 192.168.6.144 152.168.6.2 137 137 - -
58:13 OPEN UDP 192.168.6.144 192.168.6,2 137 137 - -
59:04 DROFP UDP 0.0.0.0 255.255.255.255 68 47 353 - -
5904 CLOSE UDP 192.168.6.144 152.168.6.2 137 137 - -
29:06 OPEN UDP 192.168.6.144 192.168.6,2 1025 33 - -
59:06 OPEN UDP 1592.1658.6.144 192.168.6.2 137 137 - -
59:08 OPEN UDP 152.168.6.144 40.69.40,157 123 123 - -
59:08 DROP UDP 192.168.6.144 255.255.255.2530 B8 67 32
59:08 OPEN UDP 1592.165.6.144 192.168.6.2 1047 53 - -
59:08 OPEN TCP 152.168.6.144 95,100.11.168 1048 B8O -
59:09 OPEN TCP 192.168.6.144 40,127.139,224 1049 80 -
59:00 OPEN TCP 1592.165.6.144 204.75.197,.203 1050 80 -
59:11 OoPEN TCP 152.168.6.144 2.21.7.58 1051 80 - - -
09112 OPEN TCP 192.168.6.144 2.21.7.58 10532 80 - - -
39:12 OPEN TCP 192.168.6.144 2,21.7.82 1053 80 - - -
59:12 OPEN TCP 152.168.6.144 2.21.7.82 1054 80 - - -
59112 OPEN UDP 192.168.6.144 192.168.6,2 1035 533 - -
39:12 OPEN TCP 192.168.6.144 207.46.194.10 1036 80 -
59:12 OPEN TCP 152.168.6.144 2.21.7.59 1057 80 - - -
09112 OPEN TCP 192.168.6.144 40,127.142.76 1058 80 -
39:12 OPEN TCP 192.168.6.144 194,226,130.225% 1059 80
59:13 CLOSE TCP 192.168.6.144 154.226,150.22% 1059 50
59:13 OPEN TCP 192.168.6.144 194.226.130,229 1060 80
39:13 OPEN TCP 192.168.6.144 207.46.194.10 1061 80 -
59:13 CLOSE TCP 192.168.6.144 154.226,150.22% 1060 50

Ead
size tcpflags tops
————— RECEIVE
8- ------ RE

_________ b
>

Puc. 4 — XKypnan 6e3onacHOCTH

Ta6nuna 1 — CtpykTypa Tena )KkypHajia 6e30macHOCTH OpaHaMayaspa

Windows

Iloxe

Omnucanue

JlaTa

TPaH3aKI KA.

FOI[, MECALl U JACHb, KOr'da MIPOU30IlIa 3allMCaAHHAA

dopmare: I'T-MM-II/1, rtne I'TIT — roxn, MM — mecs, a
A0 -

YUCJIIO.

Jlata mnpexncraBisieTcss B

cJIcayroniem

Bpewms

Bpewms, koraa rnpousonuia 3anicaHHas TPaH3aKIus,
3anuckiBaemoe B popmate: YU:MM:CC, rae UY- yacel B

24-qacoBom popmate, MM - munyThl, @ CC — CEKyHIbI

JlenictBue

Onepanus, ooHapy>keHHas u 3apeructpuporantas OO.
Moryt 3anucsiBathcs cieaytomue aerctus: OPEN
(otkpritue), CLOSE (3akpbiTue), DROP (oTknoHeHHe) U
INFO-EVENTS-LOST (notepsinubie coObiThs). s




ITomne

Onucaunue

nerictBus INFO-EVENTS-LOST yka3zbiBaeTcst 4uCio
COOBITUI, KOTOPBIC IIPOU3OIILIH, HO HE ObLJIN 3alMCaHbI B

JKypHal.

ITpoTokon

[TIpoTOKO, MCIIOIB30BABIIMICS JIsI Iepe/iadun JaHHbIX.
Ecnu nporokon otiauyen ot TCP, UDP u ICMP, B aToMm

I1O0JIC YKAa3bIBACTCA YHUCJIO ITAKCTOB.

src-ip

IP-anpec HMCTOYHHUKA (IP-ampec KOMITIBIOTEPA,

INbITABIICTOCS YCTAHOBUTD HOI[KJ'IIO‘IGHI/IG).

dst-ip

IP-anpec Haznauenus (IP-agpec koMmbroTepa, ¢ KOTOPHIM

HCXOI[HLIP'I KOMIIBIXOTCP IIbITAJICA YCTAHOBHUTDH CBHBB).

src-port

Homep mopra MCTOYHMKA — KOMIIBIOTEPA-OTIPABUTEIS.
IIpaBunibHOE  3HAUYeHWE JUII  HapaMeTrpa  src-port
ompenensiercs Toabko s npotokojsoB TCP u UDP.
Howmep nopra 3agaercs nenbiM YUCJIOM B JAana3oHe ot |
10 65 535. /Ins Bcex OCTalbHBIX MPOTOKOJIOB 3aIMUCH SIC-

port oToOpaxkaercs B BUjzie «-» (aneduc).

dst-port

Homep mnopra koHeyHOro KommbioTepa. IlpaBuiibHOE
3HauYeHHe JJis mapamerpa dst-port ompeaenseTcss TOIbKO
s iporokosioB TCP m UDP. Homep mopra 3agaercs
LIEBIM YKMCJIOM B auara3zoHe ot 1 go 65 535. [lus Bcex
OCTAJIbHBIX MPOTOKOJIOB 3anuch dst-port oroOpaxkaercs: B

BUJIE «-» (Aeduc).

size

Pa3mep nakera B Oaiftax.




ITomne

Onucaunue

tcpflags

O®narun ynpasienus TCP, copepxkaiiuecs B 3arojioBKe

TCP makera IP:

— Ack Acknowledgment field significant (BkiroueHue
1OJIsI TOATBEPKIACHHUS );

— Fin No more data from sender (koHell MaccHBa TaHHBIX
OTIPABUTEIIS);

— Psh Push Function (pyHkius npuHyauTEIbHOM
JIOCTaBKH );

— Rst Reset the connection (cOpoc moakIOYeHHs);

— Syn Synchronize sequence numbers (cUHXpOHH3ALHS
HOPSKOBBIX HOMEPOB);

— Urg Urgent Pointer field significant (BxiroueHwe mosis
yKa3aTrelsd CPOYHBIX JaHHBIX).

dary 3anuchIBalOTCS PO CHBIMHU 6YKBaMI/I.

tcpsyn

[TocnenoBarensHOCTh TOPTOB TCP B makere.

tcpack

Howmep noareepxxkaenust TCP B makere.

tcpwin

Pasmep okna TCP B OaifTax B makere.

icmptype

Uucno, koropoe mnpexacrasiager mnoje Type (Tum)

cooOmenus [CMP.

icmpcode

Yucno, xoropoe mnpencraiasier mone Code (Kom)

cooOmenust [CMP

info

CenieHus, 3aBUCSIIUE OT TUNA CIYYHUBIIETOCS JIEUCTBUS




6.3 3ananue 151 CAMOCTOSTEJILHOM PA0OTHI

1. Hactpouts Opanamaysp Ha paboty ¢ Bed-cepsepom (HTTP), FTP-
CEpPBEPOM.

2. BKimtounTh xKypHaia 0€30MacHOCTH.

3.Ilocne BeimosiHEHUs 3aAanus 1 U 2 NOAKIIOYUTHCS K IHTepHETY 1
IIOCETUTH JIF000 BeO-cepBep.

4. 3aBepmiTh padboty B HHTEpHETE U MOPOCMOTPETH KypHAI

0€30IaCHOCTH.



7/ KOHTPOJIBHBIE BOITPOCHI

1. Yrto Takoe Opanamaysp?
2. Kakue ObIBaroT OpaHaMay3pbi?

3. Urto pukcupyer xxypHai 6e3onacHocTu OpaHamayaspa?

8 CIINCOK UCITOJIb30OBAHHbBIX NCTOYHHUKOB N
JIMTEPATYPbBI

1 Bmag MakcumoB. MexceTeBble dkpaHbl. CrocoObl OpraHH3alAH
3amuThl. [DNEeKTpoHHBI pecypc]| : craths / Kommbrorepllpecc
3'2003 - DIIEKTPOH. JaH. - Pexxum I0CTymna:

http://www.compress.ru/article.aspx?id=10145&i11d=420#11 ,

cBOOOAHBIN. - 3ara. C skpaHa.
2 D. MbiiBona. be3omacHoCcTh ceTeil. [DIEKTPOHHBIM pecypc] : Kypc
aekuuit / 3 Moo, 2006 1. - DaeKTpoH. AaH. - PexxuMm goctyma:

http://www.intuit.ru/department/security/netsec/10/netsec 10.html |

cBOOOAHBIN. - 3ara. C skpaHa.

3 Jlamonmna, O.P. MexcereBoe 3KpaHHpPOBaHUE. [DIEKTPOHHBIM
pecypc] : kype aexuumii / O.P. Jlanonuna, 2006 r. - OnkekTpoH. JlaH.
- Pexum IOCTYyIA:

http://www.intuit.ru/department/network/firewalls/ , cBoGomubIi. -

3ari. ¢ ’KpaHa.


http://www.compress.ru/article.aspx?id=10145&iid=420#11
http://www.intuit.ru/department/security/netsec/10/netsec_10.html
http://www.intuit.ru/department/network/firewalls/
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®AEPBOJI COMODO FIREWALL

MeTtoanyeckue yka3aHus no BuIMONHEHHIO NPaKTHYECKUX 3aHATHH IS CTYNEHTOB
CreuranbHOCTEH W Hanpasienuii noaroroeku 10.00.00 10.03.01, 38.05.01, 09.03.02,
09.03.03, 45.03.03, 09.03.04, 40.03.01, 38.03.03, 12.03.04, 11.03.02
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Peueunzenrt
Kaumunar TexHuuecknx nayk, 100eHT kapenper «Mupopmauronnas
6esonacHocTey M.O. TaHbiruy

®aepsonn Comodo Firewall: meromuueckue YKa3aHHusi MO BbINOMHEHHIO
CaMOCTOATENBHOM paboTe! / FOro-3an. roc. yH-1; cocr.: A.JI, Mapyxnenko, Kypck
2022. 14 ¢.: un. 8, Bubnuorp.: c. 14.

Cozepiar KpaTKue TEOPETHUYECKHE MONOKEHHS O METOMHKE HACTPOHKH M
npasunax skeryarauuu aepsona Comodo Firewall

Meronuueckue peKOMEHALMH COOTBETCTBYIOT TpebOBaHUAM NPOrpammbi
YTBEPHKACHHOMH Y4eOHO-METOAUUECKHM 00hEMHEHHEM 110 CTIELHANILHOCTH.

Ilpennasyauensl [y1s CTYHEHTOB HANPABNEHHS MNOArOTOBKM Hakanaspos
10.00.00 10.03.01, 38.05.01, 09.03.02, 09.03.03, 45.03.03, 09.03.04, 40.03.01,
38.03.03, 12.03.04, 11.03.02
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305040, r. Kypcx, yi1. 50 ner Oxratps, 94.



®aepBos Comodo Firewoll

BBenenune

MexceteBoit skpad (MD) - 3To cienuaIn3uPOBAHHBIN KOMILIEKC
MEKCETEBOM 3allUThl, HA3bIBAEMbIN TaKkKe OpaHAMAay>POM HJIM CUCTE MOU
firewall. MexceTeBoi 3KpaH MO3BOJISIET Pa3ieIUuTh OOIIYIO CETh HA JBE
4acTu WK 00Jiee U peain30BaTh HA0Op MPaBUJl, ONPEICISIOMINUX YCIOBHUS
IPOXO0KICHUS TTAKETOB C JAHHBIMU Yepe3 IPaHUILy U3 OJIHOM Ya CTH oOuIei
ceTd B Apyryro. Kak nmpaBuio, 3ta rpaHuna OpOBOAUTCS MEXKIY
KOPIOPATUBHOM (JIOKAJILHOM) CEThIO MPENPUATHS U T100aTLHON CEThIO
HNuTtepHer. OOBIYHO MEXCETEBbIE AKPAHbI 3aIUIIAI0T BHYTPEH HIOIO CETh
OpEeANPUITUS OT BTOPKEHUN U3 rIo0abHON ceTu IHTepHeT, XOTs OHU
MOTYT HCIIOJIb30BAThCA U JIJIS 3aLIMTHI OT HAIlaJICHUI U3 KOP NOPATUBHOU
WHTPACETH, K KOTOPOW MOAKIIFOYEHA JIOKAJIbHAS CETh IIpe npusatus. s
OOJBIITMHCTBA OPTaHU3AIIUIM YCTAHOBKA MEXCETEBOT0 JKpaHa SIBISETCS
HEO0OXOMMBIM YCIIOBUEM OOecIieueHns 0€30MacHOCT BHYTPEHHEH CETH.

{1 NpOTUBOAEHCTBUS HECAHKLIINOHUPOBAHHOMY MEXKCETEBOMY 10
CTYIy MEXCETEBOU 3KpaH MO NOJKEH pacnoyaratbCs MEXIy 3alluia eMou
CEThIO OpTaHM3alINH, SIBJIAIOLIEHCS BHYTPEHHEHN, U TOTEHIIUAJIBHO
BpaxaeOHOI BHelIHeH ceThio (puc 1). [Ipu 3TOM BCce B3aumoaecTBus
ME¥XKTy ITUMH CETSAMHU JTOJIKHBI OCYIIECTBISATHCS TOJBKO YEPE3 MEKCETE BOU
sKkpaH. OpraHn3alMOHHO MEXCETEBOM IKPaH BXOJUT B COCTAB 3ally HIaEMOU
CETH.

Orxpoiran Jaupmuacman
BHEWHARA CE8Th BHYTREHHRASR CBTH

| Mexceresoa
MpAM

]

\ ' Knwewrw 0—;}—-

Noaud

Puc. 1 — Cxema nogkIt0OUeHUsI MEAKCETEBOI0 SKpaHa

Me:xceTeBon dKpaH, 3alUIIAOIINAN CPa3y MHOKECTBO y3JIOB BHYT
PEHHEN CETH, IPU3BaH PELINTh JBE OCHOBHBIE 3a1auu. llepBoit 3anauen
ABJISIETCS] OTPAHUYEHUE JOCTYIA BHEITHUX (110 OTHOILICHHUIO K 3alllUIlae MOU
CETH) MOJIb30BaTEJIEH K BHYTPEHHUM pecypcam KopropaTuBHoil ceTu. K
TaKUM IOJIb30BATEIISIM MOTYT OBITh OTHECEHBI MAPTHEPHI, YA JICHHbIE
MOJIb30BATENM, XaKEePhI U JaXe COTPYIHUKH CaMON KOMIIAHUM, MBITAIOIIUECS
MOJIYYUTh JOCTYII K cepBepaM 0a3 TaHHBIX, 3alUIIAEMbIX MEKCETEBBIM
sKpaHoM. Bropas 3agaua - pasrpaHudyeHre TOCTyIa MOJb 30BaTEIeh
3alIMIIaEMON CETH K BHEITHUM pecypcam. PenieHue 3Tou 3a Jauu mO3BOJISIET,




HaAIMpUMEp, PETyJIMPOBATH JIOCTYM K CEpBEpaM, He Tpe OYIOIUMCS s
BBIIIOJIHEHUS CITY’KEOHBIX 0053aHHOCTEM.

M3 MOkHO KJ1accuPUIUPOBaTh MO CIETYIOIUM OCHOBHBIM MIPU
3HaKaM.

[To pyHkMOHMpPOBaHMIO HA YpOBHIX Mojieiau OSI: makeTHbI QUIbTP
(3KpaHUPYIOMIMI MapIIPYTU3ATOP — screening router), MII03 C€ aHCOBOTO
YPOBHS (3KpaHUPYIOLIWNA TPAHCIOPT), MPUKIaAHON 1UT03 (application
gateway), IUTI03 3KcnepTHOro ypoBHs (stateful inspection firewall).

[1o ucnonb3yeMor TEXHOJIOTUH: KOHTPOJIb COCTOSIHUS IIPOTOKOIA
(stateful inspection), Ha ocHOBE MOAyJiel TOCpeAHUKOB (proxy). [lo
VCIIOJIHEHUIO: IPOTPAMMHO-ANIIAPATHBIN U porpaMmHubid. [lo cxeme
MOAKIIFOUEHUS: CXeMa €IMHOM 3alUThl CETH, CXEMA C 32 IIUIIAEMbIM
3aKPBITHIM U HE 3aIUIIAEMBIM OTKPBITBIM CETMEHTAMH CETH, CXEMa C
pa3AeIbpHON 3alUTOM 3aKPBITOTO U OTKPBITOTO CETMEHTOB CETH.

OcHoBHOM (yHkMenr MD sBugercs ¢unbTpanus Ttpaduka. Duib
Tpalusi OCYIIECTBIIAETCS HA OCHOBE BbIOOpA MPEABAPUTENILHO 3arpy>KEeH HbIX
B MEXXCETEBOM 53KpaH NpaBW, COOTBETCTBYIOUIMX MPHUHATOM MOJH THUKE
oe3onacHocTH. [lonuTrka pabOThI MEKCETEBOTO SKPaHA MOKET
OBITh pEaTM30BaHA HA OJTHOM U3 JIBYX IPHUHIUIIOB:

- 3aIIPELICHO BCE, UYTO SIBHO HE Pa3pEIICHO;

-pa3pelIeHo BCE, UTO SIBHO HE 3alPELIEHO.

[IpyHIMD «3aMpPEenIeHo BCE, YTO IBHO HE PA3PELICHO) ABISAETCS
JY4IIUM C TOYKH 3peHust UHPOopMaIimoHHou 6e3omacHoctu. [1pu ucnons
30BaHUU MPUHIIUIIA «PA3PEIICHO BCE, YTO SIBHO HE 3alIPEIICHO» MOBBIIIA €TCS
MCIIOJIb30BAHUE CETEBBIX CEPBUCOB CO CTOPOHBI MOIB30BATENS, HO
CHUKAETCsl 0€30MaCHOCTh MEKCETEBOT0 B3aUMOICHCTBUA.

PaccmotpuM nononHutenbubie GyHKmu M. MexceTeBble KpaHbl
MOTYT BBITIOJIHATh UACHTU(DUKALMIO U Ay TEHTU(PUKALIUIO [10JIb 30BaTENEH,
KOTOPBIE KENA0T MOJYYUTh JOCTYH K BHEUTHUM WJIM BHYT PEHHUM CETEBBIM
pecypcam, pazaensieMbiM M3, MexceTeBble SKpaHbl BBITOJHSIOT €IE OAHY
BOKHYIO (DYHKIMIO — TPAHCIISILIMIO CETEBBIX ajipe coB. JlanHas GyHKIMS
peanu3yeTcsi KO BCEM MMAKETaM, CIEAYIOUIMM U3 BHYTPEHHEHN CETU BO
BHEIIHIOK. JIJIsI ’TUX NAKETOB BBIMTOIHSAETCS aBTO MATHYECKOE
npeoOpazoBanue I[P — aapecoB KOMIIBIOTEPOB- OTIIPABUTE JIEH B OJIUH
«HaJexkHbIN» [P- ampec. IT0 MO3BOISET NPEAOTBPATUTh MHO THE aTaKH
3JI0YMBIIICHHUKOB, ITPU KOTOPBIX XaKePy HA/0 3HATH aJIpEC CBOECH KEPTBBI.
Taxxe BaXXHbIMH PYHKIUAMU MO ABISIIOTCS perucTpa usi COObITUH,
pearupoBaHusi Ha COOBITHSA, aHATIU3 3aPETUCTPUPOBAHHON MH(MOpPMALIUU U
COCTaBJICHHE OTYETOB.

Takum 00pazoM, npaBMIIbHAS SKCILTyaTalust MO sIBIseTCS BaXKHOU
3a/lauell 3auThl H()OPMALIUK B KOPIIOPATUBHBIX ceTsaX. [Iporpammuo-
amnrapaTHble U POrpaMMHbBIE BApUAaHTBl MO UMEIOT ONpPEAECICHHBIE
IpEMMYILECTBA U HeoCcTaTKu. [IpenmyiecTBa nporpaMm MHO-anmnapaTHbIX



MD: oTHOCUTENBHAS MPOCTOTA PA3BEPTHIBAHUS U UC MOJIH30BAHUS, MEHBIITNE
pa3Mepbl U BHEPronoTpedeHre, 00jiee BHICOKHE MPOU3BOJAUTEIBHOCTD U
HaJeKHOCTh. [[penmyiiiecTBa NpOrpaMMHBIX MEKCETEBBIX IKPAHOB: Ooiiee
HU3Kas CTOUMOCTb, BO3MOKHOCTb pa3rpa HUUEHUs! CETMEHTOB JIOKAJIbHON
ceTu 0€3 BbIACICHUS T0JICETEH, BO3MOXX HOCTh Pa3BEPThIBAaHUS Ha
CYIIECTBYIOIIMX CepBEpax, pacIMpeHHbIN GyHKIIMOHAI. B HacTosIee
BpeMs CYIIECTBYIOT XOpolIue OecIuiaTHble MporpaMMHble MO, KOTOpBIE MO
CBOUM (DYHKIIMOHAJIBHBIM BO3MOXHO CTSIM MaJjo B UEM YCTyHaIOT
KOMMEPUYECKUM aHajoraM. Pe3ysbraTsl TECTUPOBAHUS TOBOPST O TOM, UTO
daeppoi Sygate Personal Firewall xopo1io koHTpoJMpyeT NpUI0XKEHUS U
HAJICKHO MPU KPBIBAET KOMIIBIOTEP OT MOCITaTeNbeTB U3 ceTu. [IpaBuna, kak
Uit QUIBTPAIIMKM TAKETOB, TaK U JIJIs MIPUIIOKEHUM, TOCTATOYHO THOKH B
HACTPOMKAX U MOTYT PEIIUTh MPAKTUUYECKHU JTIO0YIO0 3a/1a4y 10 OrpaHN4e HUIO
noctymna. Bo3M0oXHOCTh OrpaHUYUTh I€MCTBUE MTpaBUiia IO BPpe MEHU B
CYMME C 3alIUTOI HACTPOEK U 3aKpbITUA (paepBoJia MapoJieM, o MOXKeET,
HaIMpUMep, OrPaHUYUTh JOCTYI B UHTEPHET ISl peOeHKa B TO BpeMs, KOT1a
OTCYTCTBYIOT poautenu. Sygate Personal Firewall pemraer mtoOblie 3a1auu 1o
dbunsTparuu Tpaduka, HaMpUMep, Mo MyOJUKAIIUU B CETH TOJIBKO
OTpeIeIEHHBIX CEPBUCOB, PA0OTAIOIIUX HA KOMIIBIOTEPE, U

COKPBITHS BCe ocTanbHOU HH(popMaruu o HEM. [lo kauecTBy UCTIOJIHE HUS U
KOJIMYECTBY (QYHKLMI (paepBOII JIETKO MOKET KOHKYPUPOBATh C IIATHBIMU
aHaJIOraMM, MHOTJA JaKe IPEBOCXO UX B YEM-TO. BCE 3TO mO3BOMISAET
pexkoMenoBarh Sygate Personal Firewall TeM, KTO Hcmoms 3yeT aHTUBHPYC,
MOCTaBJISIEMbIN B BUJIE OTJCIBHOTO IPOYKTA, U XOTEI

OBbI UCIIOIB30BATH JIETATbHBIN, O€CIIATHBIN U KaueCTBeHHBIN paepBoi. Eciau
M0JIB30BATEIIO0 BAXKEH PYCCKOS3bIUHBINA, MHTYUTUBHO TIOHST HBIM HHTEpQEiic
U TIPOCTOTA YIPABJICHUS, TO MOXXHO OCTAHOBUTH CBOM BBIOOP Ha O€CIIaTHOM
daepBone Comodo Firewall. [Iporpamma B nipo 1iecce PyHKIIMOHUPOBAHUS
HATJISIIHO JIEMOHCTPUPYET MOJIb30BATENI0, KAaKWE MPOIECCHI 3aMyIICHbI B TOT
VI UTHOM MOMEHT, U KaKHe MPUII0KE HUSL UCTIOJIb3YIOTCSI CUCTEMOIA.
[IporpaMma BeieT MOJHBIN YYET U KOH TPOJIb IPOTPaMM, KOTOPBIE B
OMpe/ICICHHBIN MOMEHT padoTaroT ¢ moj KitoueHueM k Murepuery. baza
JAHHBIX MPOTPAMMBI TIOCTOSTHHO O0HOB JisieTcs. [loaTomy, 0OHOBIICHHE, €Clin
TaKOBOE UMEETCs, OyJIeT IPEIJIO )KEHO BaM B BUJIC BCIUIBIBAIOIIETO
cooOmenus. JlanHbii haepBoII pacmo 3HAET IOBOJIBHO OOJIBIIIOE KOJTUYECTBO
TPOSIHOB, IIMUOHCKUX MPOrPaMM HIJIM BPEIOHOCHBIX KOJIOB. TecCThI
noka3biBaroT, 4To Comodo Firewall oOGecnieurBaeT BICOKYIO
nH(pOpMaMOHHYIO0 0€30MaCHOCTh MPU OJIOKM POBAHUU CETEBBIX aTak.

Kpatkue TeopeTnyeckue moJI0KeHus

Yro6wl ycranoButh Comodo Firewall, ckavaiiTe cHayana ycTtaHo



BOYHBIN ImakeT ¢ caira https://personalfirewall.comodo.com/. Jlist sToro
HY>KHO HakaTb Ha rJ1aBHOM cTpanule kHonky Download Free Firewall u Ha
CJICIYIOIICH CTpaHUIle B OTKPBIBIIEMCS CITUCKE BBHIOpATH s3bIK RUSSia (eciu
KOHEYHO XOTHUTE, YTOOBI y TPOTpaMMbl ObLIT pycckuit uaTepdeiic). JomkHo
MOSIBUTHCS JIBE CCHUIKH, MEpBasi MpeIHa3HaueHa JUIsl CKauyuBa HUsI TIOJTHOM
Bepcuu Comodo Firewall ¢ pycckum unrepdeiicom, BTopas — s
CKaUMBaHUS TOJIBKO OJTHOTO SI3IKOBOTO MAKeTa, YTOObI TOTOM YCTAaHOBUTH
ero nosepx yxe ycranopienHoro Comodo Firewall. Ecniu y Bac emie He
yctanoBsieH Comodo Firewall, To Hy>kHO BbIOpaTh NMEepBbIil BApHUAHT.
CxavaHHBIN (aiiia Hy>KHO 3aIyCTUTh U CIIEJIOBATh YKa3aHUSIM Ma CTepa.
[lepen HauamoM yCTaHOBKH MOSIBUTCS IPEAYNPEKICHUE O TOM, YTO €CIIU B
CHUCTEME YK€ YCTaHOBJICH KaKOW-HHOY1b (haepBOJI, TO €TO
clielyeT yIaluTh BO u3bexanue KoHMOIUKTHBIX cuTyaruit ¢ Comodo
Firewall (Puc.2). Haxxmurte [la a1 npogosikeHrs yCTaHOBKH, €CJIM B Ba IIEH
cUcTeMe He paboTaroT Apyrue GpaepBoibl (B TOM YHCII€ BCTPOSHHBIN
daepBon Windows). OxkHa macTepa OyAyT Ha aHIJIMIICKOM A3bIKE, HO OT Bac
HUYETo He MoTpedyercs, KpoMe Kak HaxkuMmath KHONKY Next ([a Jiee), a
TaK)Ke MPUHSTH JINIIEH3UOHHOE CoTrJlalieHue KHONKou Yes. Jljist okoHuaHus
YCTaHOBKH MOTPEOyeTCs mepe3arpys3ka KOMIbIoTepa.

CORICIOC Fireayl] Bro Prpialler

a3 in carke piow hiee iy third party gt 2enal firewall istalled please urn-install that befer s ingialling
¥ Coineda Firewiall ' el 4 pau ke 1o coabiaue?

—

Puc. 2 - Comodo Firewall npenynpexaaer o ToM, 4TO B CUCTEME HE JTOJIXKHBI
paboTaTh apyrue GpaepBOJIbI

Cpazy mnocie ycranoBkn Comodo Firewall Oymer rotoB k 3ammre
BaIlleT0 KOMIIbIOTEpa ¢ yCTaHOBKaMH 10 yMoyrdaHuto. OcHOBHas pabora ¢
daepBOJIOM CBOAWTCS K TOMY, YTO OH OyJeT BaM 3aJaBaTh BOIPOCHI 00
aKTUBHOCTH TPOTPaMM, KOTOpBIC XOTSAT HCIIOJIb30BaTh CETh. A OT Bac
TpeOyeTCsl pPemnTh 3ampeTUTh WIM HET KOHKPETHOW MporpamMme paboTy C
cetbto. [lst aToro Comodo Firewall OyaeT BRIBOIUTH B IPaBOM HUXK
HEM yIJ1y 9KpaHa uHpopmalnronnsie okHa (Puc. 3).

[Ipu Haxxatuu kHONKK PaspemmTs win 3anpeTuts GhaepBoil O
HOKPATHO MPOIMYCTUT WM HE MPOIYCTUT NpOrpaMMy B UHTEpHET. B city uae
MOBTOPHOM MOMBITKH 3TOH K€ MporpamMmbl BeIMTH B HHTEpHET Comodo
Firewall BHOBB BbITacT OKHO. ECiu BBl HE XOTUTE KaXKAbIM pa3 OTBEYaTh HA
OJIVIH M TOT K€ BOIIPOC, MOKETE Nepe HaxaTtueMm Paspe mmTh uim
3anpeTuTh NOCTAaBUTH TAUIOUKY 3alIOMHHUTH MOM OTBET IJIT ITOT0
NPUJIOKEHHUS.
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Puc. 3 — Comodo Firewall BbIsiBIII porpaMmy, UCIOIB3YIONIYIO CETh

OOBIUHO Ccpa3y nociie yCTaHOBKH (aepBoJ OyAET BblIaBaTh COO0 MICHUS
O CETEeBOI aKTUBHOCTU CUCTEMHBIX CIyK0 svchost.exe, alg.exe u ap. m
CJIelyeT pa3pelinuTh paboTaTh C CEThIO, HHAYE MOTOM OYJET HE BO3MOKHA
pabota B untepHere. Ho He HyKHO pa3peliatb JOCTYN B CETh BCEM
nporpaMMmam Moapsi, T.K. B 3TOM ClIy4ae BECh CMbICI (haepBoJia T€ PAETCA.
Bcem noio3putensHbIM TporpaMMam, a Takke MporpaMmam, KO TOPhIE BbI HE
XOTHUTE, YTOOBI OHU PAOOTAIH C CEThIO, HEOOXOAMMO 3arpe MaTh JOCTYII B
CETb.

K mono3puTenbHBIM IporpaMmMaM OTHOCSTCS T€, O MMPOUCXOKICHUN
KOTOPBIX BaM HUYET0 HEM3BECTHO — TOUYTH HABEPHSIKA 3TO MOYKET OKa 3aThCs
snoBpeaHoe [10, koTopoe mbITacTCs BBICIATh Bl AapOJId Kyaa TO Ha
HEU3BECTHBIN aapec. HOTAA 3710BpeIHBIC TPOrPaMMbl UMCIOT HE THITUYHBIC
UMEHa, HarpuMep: save, 123124, tzsdg, trojan u 1. . BooOe
IpUACPKUBANTECh IPUHIIMIIA: "TydIIle 3alPEeTUTh HEM3BECTHOMY ITPHUIIO
YKEHUIO JOCTYT B CE€Th, UEM PA3PELIUTH .

Ecau o ommbke BbI 3aNIpeTUTE TOCTYII B CETh JICTAIIBHOMY MPHJIO KEHHIO, U
y Bac MOCJI€ 3TOr0 BO3HUKHYT KaKue-HUOY b NMPOoOJIeMbl B pa OOTE C CEThIO,
TO 3TO JIErKO UCIpaBuTh B HacTpoiikax Comodo Firewall. Jlist aToro HyxHO
JBAXKJIBI IMEIKHYTh HAa N300paKEHUH MaJIEHbKOTO

IIUTa BO3JIe 4acoB B Tpee. OTKpOETCs ri1aBHOE OKHO mporpaMmbl (Puc. 4).
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Puc. 4 — I'naBuoe okao Comodo Firewall

BBepxy OKHa OCYHIECTBISIETCS BBIOOp MEXIy TpeMsl BKJIaJAKaMH
CBoaka, 3ammrTa, AKTHBHOCTHb. CBelleHHS 000 BCEX pa3pEIICHHBIX H
3aIpEelICHHbIX BaMH MPWIOKEHHUSIX HAXOIATCS Ha BKIAAKE 3amura —
na"ens Mouurop Ilpuinoxkenuin. Bel MOXeTe NpOCTO YIAJIUTh U3 CIIMCKA
porpaMmmy, KOTOPYIO Bbl OIITMOOYHO "paszpemuiau win “3ampe
TUIK", TOrJa MpU TOBTOPHOM oOpaiieHuu mnporpammbl k cetu, Comodo
Firewall cHOBa BbIBeneT OKHO MOJI00HOE TOMY, UYTO MokazaHo Ha Puc. 3. B
TaKK€ MOXETE JBaXIbl IICIKHYTh Ha JIO00N mporpaMme B CHOHUCKE U
MPOU3BECTU 00JIee TOHKYIO €€ HACTPOWKY B OTKpbiBIIeMcs okHe (Puc. 5), B
TOM 4uciie BbIOpaTh AeiicTBue "Pa3pemars” unu "biaokuposats" 10

CTYI MPOrPaMME B CETb.
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Puc. 5 — Tonkas HacTpoiika IpUIOKEHUN uepes GpaepBo

BonbmmHCTBO HacTpoek (haepBojia HHTYUTUBHO MOHSTHBI, IO 3TOMY HE
OyleM uX MOJPOOHO paccMaTpuBaTh (PEKOMEH]IYIO BaM CaMO CTOSITEIBLHO
MMOCMOTPETh U OLICHUTh BO3MOKHOCTH MPOTPaMMbl), OCTAaHO BUMCSI JIUIIb Ha
HEKOTOPBIX OCOOCHHOCTSIX.

Jliist yripotienust paboThl ¢ paepBOJIOM €CTh CMBICT B CAMOM Havaje
paboThI BEIOpATh Ha BKJIAAKe 3amuTa B okHe 3agauu oniuio [ouck u3
BeCTHBIX nmpuJjio:kenuii. B urore Comodo Firewall aBTomaTnuecku
HACTPOMUT MPABUJIA MIOYTH JJI1 BCEX UMEIOLIUXCS TPUIIOKEHUM, KOTOPBIM
HeoOxoauma padora B cetu. [1o yTBepkaeHno pa3padoTunKOB, BCTPO €HHAs
0a3a JaHHBIX BKJIIOYaET onucanus 6osiee 10 ThiC. pa3aUYHBIX PO rpaMM, Tak
YTO BEPOSATHOCTH TOTO YTO OHA OMO3HAET OOJBIITYIO YacTh U3
YCTaHOBJICHHBIX Ha BallleM KOMIIBIOTEPE, TOCTATOUYHO BHICOKA.

Kpome Toro, B Hayasne paboThl pEKOMEHIYETCS BHIIOJIHUTH OOHOB JICHUE
¢daepBosa, yTOOBI OH 3alIUIIAT OT CAMOI'0 COBPEMEHHOTO 3710 BpeHoro [10.
J171s1 3TOrO B MPAaBOM BEPXHEM YIJIy HY>)KHO HakaTb KHONKY OOHOBJeHue. B
JalbHEHIIIeM pydHOe OOHOBJICHHUE JIeaTh He MoHaaoouTces, T.k. Comodo
Firewall HacTpoeHn Ha aBTOMaTH4YecKOe 00 HOBJICHHE, KOTOpPOE OyAeT
MEPUOJUYECKH BBITIOIHATHCS B (POHOBOM e )XKMME, ITOKa BbI paboTaeTe B
WHTEpPHETE (3Ta HACTPOIKa pacoJIOKEHA Ha
BKJIaAKe 3ammrTa — naHenas Jomoanureabno — paszzaen Pa3Hoe — kHomka
HacTpouTs — onuus "ABTOMaTHYECKH MPOBEPATH HAIMUUE 00 HOBJICHHI").
Crour emie 0co00 00paTuTh BHUMaHKUE Ha ceTeBOM MOHHU TOp (Puc. 6).
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Puc.6 — [1anenb ceTeBOil MOHUTOP

Ha nanene M0>HO 3a7aTh 00Ji€€ TOHKHE HACTPOUKH IMapaMeTPOB
dbunpTpanuu (haepBoOIOM NEpEIaun JaHHBIX 110 aapecam U nopTam. 31eCh
Baxen nopsinok cnegoanus npasuii. Comodo Firewall BeimonHsier npa Buia
cBepxy BHU3. C nmomoiibio KHONOK BBepx 1 BHU3 MOKHO MEHSITh
pasmMelieHue npasui B cnucke. Hanpumep, uToOb! 3akpeiTh 137 mopt
HaXMUTE KHOTKY JI00AaBUTH U B MOSIBUBIIEMCSI OKHE BbIOEpUTE J€il CTBUE
BaokupoBats ykaxute Ha 3akiajake [lopT ucrounuka “oquH nopt' u
nponuiute HoMep nopta (Puc. 7). Ilocne naxarusa knonku OK, HOBOE
MPABUJIO TTOSIBUTCS B CITHUCKE.
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Puc. 7 — bnoxupoBanue mopra

DTO NPaBUJIO HY>KHO CTABUTh CAMBIM MEPBBIM B CITUCKE, T.K. CAMOE
nepBoe cranaapTHoe npaBuiio paspemaet ucxoadmue TCP u UDP co
eMHEHUs Ha 0001 MOPT UCTOYHHUKA U JIF000M nopT nonyyarens. Ha
BKJIagKe AKTHBHOCTD (Puc. 8) pacnonoxxens! aBe nanenu: CoequHeHUs U
AKypna.
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Puc. 8 — Bkiajgka akTUBHOCTB
B CoeauneHusix oToOOpa)kaeTcs CHUCOK MpPOrpaMM, KOTOphIE B
JaHHBIA MOMEHT paboTalOT C CEeThI0. 3/eCh MOXHO TakKKe MOCMOTPETH,
00BbeM NepelaHHbIX/TIOTYYEHHBIX JTAHHbBIX.

B ’KypHnaJse BeneTcsi XpoHOJOTHYECKasi 3aMUCh BaKHbIX coObITHil. K
HEMY MOXHO BCerja OOpaTUTbCS MpPH aHAIM3E JECUCTBUH KAKON-TO W3
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pOTpaMM.

Ecnu Comodo Firewall Bac 6yner "noctaBats" cBoMMH nH(pOpMa
UUOHHBIMU OKHAMH, TO Bbl MOKETE U3MEHUTh HEKOTOPbIE HACTPOUKHU, YTOOBI
YMEHBIIUTh UX KoJndecTBo. Hanpumep, Ha Bkilagke 3amura-> naHelb
JonmosmauTesibHO-> pa3znen Anaau3 [losexenus Ipuinosxke HMM-> KHOIKA
HacTpoutb MOXXHO OTKJIFOUUThH aHAJIM3ATOP NMOBECHUS TTPUIOKECHUH,
KOTOPBIN YaCTO pearupyeT Ha JIeralibHbIe IPpWIoKeHusa. Kpome Toro, Ha Tou
xe nanenu JomosHureabHo-> pasaen Paznoe-> xHonka Hactpours
MOYKHO U3MEHUTh YPOBEHb YaCTOTHI ONOBEIICHUN, YCTAHOBUB
COOTBETCTBYIOILIHUN PHIYAKOK HA CaMbIi HU3KUHN ypOBEeHb. HO TOJBKO HU B
KOEM CITydae He OTKIIIoYaiTe (paepBOJ U BHUMATEIBHO UM TATE BCE €TI0
cooOrmieHust!

3aganue

Ieab padoThl: U3YUYUTh METOAUKY HacTpouku (paepBona Comodo
Firewall.

ITopsanok BbINOJIHEHUS PA0OTHI:

1) Ycranosure paepBoa Comodo Firewall Hva 9BM. 2) Beimonnute

obnosnenue paeprona Comodo Firewall. 3) HacTpoiite mpaBuiia

pa3pelieHus 1 3ampera IporpaMm Jiist
BbIXOJ1a B ceTb MHTEpHET B oTBeT Ha 3anpockl Comodo Firewall 06 ax
TUBHOCTH TPOTPaMM, KOTOPBIE XOTST UCIIOIB30BaTh ceTh. 4) HacTpoiite
ABTOMATHYECKH MPABUJIIA JIJISI PA3PEIICHUS BBl X0Ja MPUJIOKEHUHN B CETh
HNuTepHer.

5) Beimonaute 6s10kupoBanue nopta Ne 137,

6) [IpocMmoTpuTe CIMCOK NPOrpaMm, KOTOPHIE B TAHHBIIT MOMEHT
paboTaloOT C CETHIO.

7) [IpocMoTpuUTe KypHAI PETUCTPAIIMN COOBITUH.

Cnmcok KOHTPOJIbHBIX BONPOCOB

1) [aiite onpeneneHre MEXCETEBOTO dKpaHa.

2) Ilepeuncnure OCHOBHbIE (PYHKIIMM MEKCETEBBIX Kpa HOB.

3) IlepeuncnuTe OCHOBHBIE CXEMbI TOAKIIFOYECHHS MEKCE TEBBIX
JKpPaHOB.

4) IlepeunciauTe TUIBI MEKCETEBBIX IKPAHOB, (PYHKIITUOHU
PYIOIIKMX Ha OTAEIbHBIX YpOBHAX Moaenu OSI.

5) Haiite kinaccuuKkaimio MexKCEeTeBbIX 3KpaHoB. 6) CyIiecTBYIOT
JIBE TIOJIUTUKU PA0OTHI MEKCETEBOTO JKpaHa: «3aMpeiieHo Bce, 4TOo
SBHO HE Pa3peIleHoy, «pa3pelieHo BCE, YTO SBHO HE 3aMpPEIICHO.
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OOBsICHUTE, KAKOBBI UX TIJIIOCHI U MHUHYCHI.
7) [lpuBeauTe MpUMEPHI MPOTrPAMMHBIX MEKCETEBBIX IKpa HOB.
8) I[Topnepxuaet i paepos Comodo Firewall pycckuit s3b1k?

9) Bo3morkHa i koH(IUKTHAs cuTyarus Mexay Comodo
Firewall u npyrumu daepBoiamu?

10) Kakum o6pazom B aepBosie Comodo Firewall moxxno
OTPAHUYUTH JOCTYH MpOrpaMM B ceTh HTepHET?

11) Kakum 00pa3oM MOKHO BBITIOJHUTH OJIOKMPOBAHUE TOPTA C
ompeeIeHHBIM HOMepOoM ¢ noMoliibio aepBosia Comodo Firewall?

12) Kakum 00pa3oM MOXXHO YMEHBIIUTh KOJMYECTBO WH
(dbopMalMOHHBIX COOOIIEHUH ¢ moMoIbio HacTpoek Comodo Fire wall?
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AnTuBupycHas nporpamma: Kaspersky Internet Security

BBenenue
"Jlabopatopus Kacniepckoro" — poccuiickas KOMIaHHUS
pa3pabOTUUK aHTUBUPYCHBIX CPENICTB 3aUTHI. [IepBhIil CBOM MPOIYKT,
IPOTOTUII HbIHENTHEro AHTUBUpYca Kacnepckoro, KoMnaHus BBIITYCTH
na B 1994 rony. PazpaboTka cpa3zy ke npuBiiekia kK ce0e BHUMaHue
pPBIHKA CPEeCTB MH(POPMAIIMOHHOMN 3aIlUThI, OTIEPE/IUB Ha MEXKTyHA
POJIHOM TECTUPOBAHUHM B MOKA3ATENISIX OOHAPYKEHUS U HEUTpanu3aIuu
BUPYCOB JIpyTHe NMporpaMmMHbie TpoyKThl. C TE€X MOp aHTUBUPYCHBIE
npoaykTel "JlabopaTopuu Kacnepckoro'" nocTosiHHO 3aHUMAIOT BBICO KUE
MeCTa B pEUTUHrax MEXIYHapOAHBIX UCCIEAOBAHUN aHTUBUPYCHO T'O
IIPOrPaMMHOTI0 00ECIICUCHHUS.
Jlist nomamHero ucnodib3oBanus "Jlabopatopus Kacnepckoro" B
HACTOSIIIEE BpEMS MIPEACTABISET B [MaKETa, OCYUIECTBISIOIINE 3a1U Ty
koMibloTepoB: AHTuBUpyc Kacnepckoro u Kaspersky Internet Security, a
TaK)Ke IPOAYKT s 3amuThl cMapThoHoB — Kaspersky Mobile Security.
ba3oBbIM pelieHremM o0ecreueHrst aHTUBUPYCHOM 0€30MacHOCTU
spisgercss AutuBupyc Kacnepckoro. On obecrnieuriBaeT 6€301aCHOCTh
KOMITIbIOTEpa IpH padoTe B IHTEpHETE U 3aIIUTY 3JIEK TPOHHOU MOYTHI.
Hcnonp3yeMble UM TEXHOJIOTMH MO3BOJISIOT 3alIUIIATh CUCTEMY OT
HEU3BECTHBIX YIpo3, OJOKUPOBAThH JOCTYII K 3apaKEHHBIM U OINACHBIM
BeO-caiitam, mpoBepsATh Ha BUpychl ICQ-cooOl1ieHns, a Takke HaJaeKHO
3aIlUIIATh CaM aHTUBUPYC OT MOMBITOK €r0 OTKJIIOYEHUS BpE TOHOCHBIMHU
nporpammamu. K 10mogHUTEIFHBIM BO3MOXKHOCTSIM AHTH BUPYCa
Kacnepckoro oTHocHTCsl IpOBEpKa ONEPALIMOHHON CUCTEMBI
KOMITbIOTEpA U IPOrPaMMHOI0 00EeCIICUeHHsI HA TPUCYTCTBUE YSI3BUMO
CTEH U HacCTpoiKa ux 0€30MacCHOCTH, CPEJICTBA [ BOCCTAHOBJICHUS
paboTOCIIOCOOHOCTH ONEPAITMOHHON CUCTEMBI 1 BO3MOXHOCTh 0€3
OMacHOTO BBO/IA JIOTUHOB, TAPOJIeH U JPYroil KOHOUICHIIMAIHLHOU UH
dbopmaruu ipu padote B Uutepuere. CoBmectHo ¢ AHTHBUpYCcoM Kac
NEPCKOro JIJIsl MOJIHOLEHHOW 3alllUThl KOMIIBIOTEPA KOMITAaHUS
POU3BOJUTENH PEKOMEHYET UCTOIb30BaTh Opanamaysp. [laker
Kaspersky Internet Security obnagaer 6ojiee LIMPOKUMU BO3MOKHOCTSI
MU UH)OpMaAITMOHHOM 3aiuThl. OH OCYIIECTBISECT KOHTPOJIb 3a pado ToH
NPWIOKEHUN OTIEPAITMOHHON CUCTEMBI U OTPAHUYUBAET UX JIOCTYTI
K CHUCTEMHBIM 00JIACTSIM M JTUYHBIM JTAHHBIM TI0JIb30BATENS, B TOM YHUCIIE
K JIOTMHaM M TapoJjsiM, BKJIIOYAeT B ce0s CHNEHUAIbHYIO TEXHOJIOTHIO
"Oe3zomacHoM cpenbl" JUIs 3aIyCKa M OTKPBITUS B HEMl MOJ03PUTEIBHBIX
(daiinoB U CalTOB U UHTEIUICKTYalIbHbIN MeTOJ 3h(PeKTUBHOM PUiIbTpa
MU HEXeNaTeNbHbIX COOOIIEHUN. B uncne Apyrux mojae3Hbix BO3MOK
HocTeil Kaspersky Internet Security ”HCTpyMEHT JiJ1s1 aHaM3a pabOThI
ceTH, OJIOKMPOBAaHKE PEKJIaMbl Ha BeO-cailTax U CPeACTBO, MpEIHA3HA
YEHHOE JIJI1 KOMITBIOTEPOB, UCIIOJIH3YEMBIX BCEH CEMbEH, KOTOPOE 103
BOJISIET perynupoBath npuMmeHenue Murepuera aetbMu. Kaspersky
Mobile Security — cpeacTBo 3anuThl 1j11 MOOMIBHBIX ILaThopM. C
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nomonipto KasperskyMobileSecurity Bbl MOkeTe 3allld TUTh CBOM
MOOWIbHBIN TeNe(OH OT NPOHUKHOBEHHUS BUPYCOB, XaKep CKUX aTak,
HE)KEJIaTEIbHBIX 3BOHKOB U SMS, a TakKe 3alUTUTh YCTPOMCTBO U
uH(}OpMAIINIO, XPAHSIIYIOCS Ha HEM, OT HEXEIaTeIbHOTO
ucrnosib3oBanus. [{ns ocyiectBienus nocienuend pynknuu B Kaspersky
Mobile Security BcTpoeHa cuctema, Ha3piBaemas "Antu Bop". Ona
npeaHa3HayeHa JUisl CIIy4aeB MOTepU cMapTPOHA WIH €r0 Kpaxu, U
BKJIFOYAET CJIEIYIOIINE CPEJCTBA 3aAIUTHI:

SMS-Block — uHCTpyMEHT 010KMpPOBKH cMapThOHA U XpaHs
HIMXCsl HAa HEM JaHHbIX. JJ1s BKITFOUeHHs OJIOKUPOBKU HEOOXOAUMO OT
IIpaBUTh Ha ero Homep SMS ¢ 3a1anHbBIM BaMu 3apaHee naposiem. [Ipu
HAXOXJIeHUU TenedoHa pa30JI0KUPOBATH €0 MOXKHO C ITOMOIIBIO BBE
JICHUS IPYTOTo MapoJis, TaKKe paHee 3aJaHHbIM Bamu. SMS-Find —
CPEICTBO ISl ONPEIETICHUS MECTOHAX0KACHUS TOTEPSIHHOTO WU
yKpageHHoro cMaptdona. [Iyrem otnpaBku SMS ¢ naposieM Ha HOMep
MOOMJIBHOTO YCTPOICTBA BBl UMEETE BO3MOKHOCTh Y3HATh KOOPIUHATHI
€ro HaXOXJeHHs B cucTemMe kaptorpadudeckoro cepsuca Google Maps
— UHTEPHET-CEPBUCA, MPEJCTABIAIONIETO COO0M CITyTHUKOBYIO KapTy
mupa. CpeactBo SMS-Find MoxeT UCnonb30BaThCsl TOJIBKO B CMapT
donax ¢ nogaep;xxkoit GPS-naBuraropa.

SMS-Clean no3BoJsieT ¢ TOMOIIBIO OTIIPaBKU SMS ynanuThk BCrO
Xpassmytocs Ha cMapTdone napopmanuto. Hampumep, B ciryyae He
BO3MO>KHOCTH BEPHYTh NOXUILEHHBIN TEIEPOH.

SIM Watch — wuHCTpyMEHT 3amuThl M3BJICYCHHS W3 cMapThOHA
SIM-kaptsl. [Ipu noneiTke u3Bieub SIM-kapTy u3 tenepona SIM Watch
aBToMatuyecku 6mokupyet TenedoH. [Ipu yctaHoBKe HOBOM
SIM-xapTtsI Tenedon oTIpaBisieT BaM COOOIIEHUE, COJIepKAIIEE €T
HOBBI HOMED.

Taxoke s 3amuTel ganHbix Tenedona Kaspersky Mobile Security
coliepxkuT GyHKIu ux mudppoBanus. s xpaHeHus 3amu@poBaHHBIX
JAHHBIX MCIOJIb3yeTCs CIIelMalibHAs Tarka Ha KapTe nmamstu tenedoHa,
JOCTYIl K KOTOPOM MOXHO MOJYYWUTh TOJIbKO BBEJICHHUEM 3aJaBaEMOI0
BaMM Tmapotia. Jlaxke eciu kapra naMmsTH OyAeT BCTaBlIeHA B JIPyroe
ycTporictBo. HenocpenctBeHHo juisi 3amuThl oT BUpycoB Kaspersky
Mobile Security conep>KUT aHTUBUPYCHBIM KOMIIOHEHT U CETEBOM HKpaH.
AHTHBUpPYC OOeCneYMBaeT IMOCTOSHHYIO 3alllUTy YCTPOWCTBA, HWMEET
QHTUBUPYCHBIM CKaHep W  (YHKUMIO T[OCTOSSHHOTO OOHOBJICHUS
BUpPYCHBIX 0a3. CeTeBOil AKpaH CIEIUT 32 CETEBBIMU COCIUHEHUSIMH C
HEJIbI0 MPEIYyNPEKACHHUS HEXKENaTeJIbHOTO MPOHUKHOBEHUsI u3BHE. Jlis
3alllUTBl OT HeXenaTenabHbIX 3BOHKOB U SMS B Kaspersky Mobile
Security CyImiecTByeT BO3MOXHOCTb co3faHusi 'depHbIX" u "Oenbix"
CITUCKOB a00HEHTOB. biiokHpoBKY SMS MOXHO OCYIIECTBIATh HE TOJb
KO TI0 HOMEPY OTIPABUTEISI, HO U TIO KJIIFOUEBBIM (Ppazam, KOTOpHIE CO
JIepKaTcsi B COOOIICHUH.

KpaTKne TCOPETUYCCKUC MTOJTTOKCHUS
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[Taker Kaspersky Internet Security siBisieTcs pelieHreM, IpeHa3Ha
YEHHBIM JIJI1 KOMIUIEKCHOM 3aIllMThI Balllero KOMIboTepa. B HEM nme
I0TCS KaK CPEJCTBA JJIS 3aIUTHI OT KOMIIBIOTEPHBIX BUPYCOB, TPOSIHOB U
4yepBel, Tak U CPEeACTBA JJIsl 3alIUThHI OT HECAHKIIMOHUPOBAHHOTO
POHUKHOBEHHUSI B CETh, CPEJICTBA 3AIUTHI OT COMHUTEIBHBIX CATOB U
MHOTO€ JPYroe.

Cxkauats auctpubOyTtus KIS 2016 moxHo Ha caiite www .kaspersky.ru.
Bawm Oynet noctynna 6ecriiatHast 30-1HeBHas 110J1 HOQYHKITMOHAIbHAS
Bepcus npoaykra. [lepen Hauamom yCcTaHOBKU BaM HEOOXOJIMMO
O3HAKOMHUTHCS C TPEOOBAHUSAMU K 00OPYAOBAHUIO U PO TPAMMHOMY
o0ecrnieyeHunIo, MpPeAoCTaBIsIeMbIMU pa3padboTunkomM — JlabopaTopueit
Kacnepckoro aist a¢dexrruBHON paboThl maketa. Heod xoaumo
coOJII0/1aTh 3TU TPeOOBaHUs, T. K. UHAYE, €CJIU Bbl OyAE€TE UC MOJb30BaTh
MalIuHy C MEHBIITUM KOJUYECTBOM ONEPATUBHOMN NMaMATU WU OoJiee
CJ1a0bIM MIPOIIECCOPOM, TIOCII€ YCTAHOBKHM aHTUBHPYCA KOM MBIOTEP
cTaHeT padoTaTh CYIIECTBEHHO MEJJICHHEE.

Cama no cebe ycTaHOBKAa HE BBI3BIBACT KakuxX-1u00 TpyaHocTei. Ilo
3asiBieHusIM pazpadorunkoB, KIS 2016 npu ycTaHOBKE aBTOMaTHYECKU
yaauser apyrue aHtuBupychl. OQHAKO €CliM y Bac Ha KOMIIbIOTEpE 0
yctanoBku KIS 2016 yke ucnosib3oBajics Kako-iuO0 aHTUBUPYCHBIM
IPOJYKT, Jy4lIE BCE K€ yAAIUTh €ro BPYYHYI0, BO U30€KaHKUE BO3
MOKHBIX ITpo0JieM rpu ycranoBke makera KIS 2016.

[Tocne ycranoBku KIS 2016 oOsi3atenbHO JOKEH OOHOBUTH aHTH
BUpYyCHBIE 0a3bl yepe3 MHTepHET, Tak 4TO BaM HEOOXOIUMO MpeAocTa
BUTH NMPOTPAMME JOCTYI B INI00ATBHYIO CETh.

Jns otkpsitus koHconu KIS 2016 HaxxmuTe Ha KiaBUaType KJIaBH 11y
WIIM COOTBETCTBYIONIUHI 3HA4YOK Ha padodem croje. [lanee Beioepute All
Programs | Kaspersky Internet Security | Kaspersky Internet Securi ty.
OTkpoetcs paboyee okHO aHTUBUpYca Kaspersky Internet Security
2016 (puc.1).
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Puc. 1. llenTp 3ammutel antuBupyca KIS 2016

Urak, Ha puc. 1 nepen namu npejacraet padouee okno KIS 2016, ot
KpbITOE Ha BKJIaJKe LlenTp 3amuTel. B BepXHEN yacTh OKHA HAXOOUTCS
CUTHAJI CBeTO(Opa, MOKA3bIBAIOLINNA CTATYC CUCTEMbI HA HACTOSIIUI
MOMeHT. CTaTyc 3allUThl KEATHIN, T. €. 0€30IaCHOCTh KOMITbIOTEPA MO/]T
YIPO30# €CIU UCIOJb3YETCS UCTIBITATENbHAS BEPCUS ITPOrpaMMbl. B
city4ae ecii Obl He ObLTH yCTaHOBJICHBI OOHOBJICHUS, CUTHAN CBETO(O pa
ObLT OBl KpacHBIN. A eciu Obl OblJIa yCTAaHOBJIEHA KOMMEPYECKasi BEPCHS
KIS 2016 u nociienaue Bepcun aHTUBUPYCHBIX 0a3, TO CUTHAJI OBbLT ObI
3esieHbId. J{J11 Toro yToObl UCIIPAaBUTH CYHIECTBYIOIINE PO OJIEMBI,
MOYKHO BOCIIOJIb30BaThCA KHONKOW McpaBUTh, B IpaBOK BEpXHEU
4acTH dKpaHa. B Haiem ciaydae OTKpPOETCS OKHO C MPEIIOKE HUEM
npuoOpecTy JUIeH3HI0 Ha ucnonb3zoBanue KIS 2016. B ciyyae ecnu
UCIIOJIB3YIOTCS IPOCPOUCHHBIC aHTUBUPYCHBIE 0a3bl, OYJET PO U3BEICHO
NpUHYIUTENIbHOE 00HOBJICHHE 0a3. Takke B 3TOM OKHE Bbl MOXKETE
HaOJII0JaTh 32 COCTOSIHUEM CUCTEMbI, 0OHAPYKEHHBIMU BPEJI0 HOCHBIMU
porpaMMamu, KOJINYE€CTBOM MPOBEPEHHBIX OOBEKTOB U T. 1. B
LIEHTPAJIbHON YaCTH OKHA MOKAa3aH CTaTyC 3alUThl PAa3JIMYHBIX KOM
ITIOHEHT CUCTEMBI, TAKUX KaKk DalJibl M NMEPCOHAJIbHBIE JaHHbIe, CH
cTeMa u nporpammsbl, Padora B cetn. OOparuTe BHUMaHUE Ha TO, YTO
OKOJIO KaXJOTO M3 3TUX AJIEMEHTOB JOJDKHA CTOATH 3€JIEHAS TAJIOUKA.
DTO TOBOPUT O TOM, YTO 3aIKTA JAHHOM KOMIOHEHTHI BKItoueHa. Ha
BTOpOIi BKIaaKke KoHTpoJb mporpamm (puc. 2) npou3BOAUTCS
KOHTPOJIb U MPEJOTBPAIIICHUE BHITIOJHEHUS MIPOrpaMMaMy KaKUX-I1u00
BPEIOHOCHBIX JCUCTBUM.
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Puc. 2. Bkiagka KOHTpOJIS TpOrpaMM M JOCTyIa K JaHHBIM

Ha Bkagke KOHTpOJIS IporpaMm IpapuuecKu IpeACcTaBIeHa aKTHB
HOCTb Pa3JIMYHbIX MPWIOKEHUM HA BAIlIEM KOMIIbIOTEPE. TakKe B 3TOU
BKJIQJIKE€ MOKHO HACTPOUTH 3AIIUTY MEPCOHATBHBIX JAHHBIX.

Eme ogqauM HOBBIM cpeacTBoM 3amuThl B KIS 2016 sBnsercs 6e3
omnacHas cpenia. B Hee MOKHO MoOMeEaTh pa3IMYHbIE TPUITOKECHUS,
Harpumep BeO-Opay3ep WiIH e KIUCHT JICKTPOHHOM 1MouThl. PaboTa B
0e30macHOi cpejie MO3BOJISIET OrPaIUTh paboTarolee MPUIOKEHNUE OT
OCHOBHOM CpEJibl, U B CIy4ae NPOHUKHOBEHHUS BPEAOHOCHOTO KOJI1a B
JaHHOE MPUJIOKEHNE, HAITpUMep TIPH 3apakeHUr BeO-Opaysepa, 3710
YMBIIIJICHHUK HE CMOXET MPOHUKHYTH B IPYTH€ MPUJIOKEHUS U UC
MOJIb30BATh UX PECYPCHI.

Bo Bknaake IIpoBepka Bbl MOKETE MPOU3BECTH MOJIHYIO IPOBEPKY
CHUCTEMBI HJIH K€ MPOU3BECTH BEIOOPOYHOE CKAHUPOBAHUE OTACIBHBIX
JMCKOB KoMmbroTepa (puc. 3). Takxke 3/1eCh MOXHO OTKPBITH OKHO IO
HCKa YA3BUMOCTEM.
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Puc. 3. Bxiiajika npoBepku KoMIibioTepa 1 (paijion

Ha Bkiiagke OOHOBJIeHMe TTOKa3aH CTaTyC BceX 0a3, HCIOIb3YEMBbIX
KIS 2016.
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Puc. 4. Bkianka ynpaiieHusi OOHOBJIEHUSAMH IPOrPAMMBI
31€Ch Mbl MOXEM BUJETh KOJIMYECTBO CUTHATYP JJISl PA3JIAUYHBIX
yIpo3, a TaK)Ke JIaThl BBIITyCKa 3TUX 0a3. [Ipn HeoOX0MMOCTH MOKHO
BBITIOJTHUTH MPUHYAUTEIHFHOE OOHOBJICHUE, IIETKHYB CCHUIKY BbInoJ
HHUTH 00HOBJIeHHe. Ha Bki1agke be3onmacHocThb+ HaXOOITCSA JOIIOJIHHA
TeJIbHbIC UHCTPYMEHTBI M CEPBUCHI JIJIs1 0OeCcIieueHns] 0€30MacHOCTH
BaIlIEro KOMIBIOTEPA U ONITUMM3AIUN BBITIOJIHEHUS Pa3IUYHbIX 3a7a4

(puc. 5).
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Puc. 5. Bknagka MHCTpPYMEHTOB PaCIIUPEHHOMN 3aILUTHI

Hanpumep, ¢ momMoOuIbl0 BUPTYaJIbHOW KJIABUATYPbl Bbl MOXKETE
3aIUTUTHCS OT KJIABUATYPHBIX NEpPeXBATUUKOB. C TMOMOIIBIO CCBHUIKU
PoaurebCkMidi KOHTPOJIb OTPaHUYUTH JOCTYIl TI0JIb30BaTeNEedl K
omnpeNieIeHHbIM BeO-pecypcaM. Takke 37eCh HMEIOTCS pas3lInyHbIe
CPEACTBA JUJI1 BOCCTAHOBIICHUS CUCTEMBI. BepHEMCS K yKe yIIOMHHAB
HIEMYCs CPEJICTBY I10 MOUCKY ys3BUMOCTEH. J[J11 TOro 4ToObI BOCIIOJNb
30BaThCsl ATUM CPEACTBOM, HEOOXOAUMO OTKPHITH BKiIanky IIpoBepka
ocHOBHOT0 okHa Kaspersky Internet Security 2016 u 3arem BbIOpaTh
ccbUIKy OTKPBITH OKHO MOUCKA ya3BumocTed. Otkpoercs okHo 1o
HCK ysI3BUMOCTeI (puc. 6).
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Puc. 6. OkHO nOUCKa ysI3BUMOCTEN

3/1eCh BBl MOYKETE IPOBEPUTH BAlll KOMITBIOTEP HA HAJIUYUE Y3
Bumocteit. [Iporpamma KIS 2016 conepxut cBegeHus: 00 M3BECTHBIX
YA3BUMOCTSX B OIIEPALIMOHHON CUCTEME U YCTAHOBJIEHHBIX ITPUIIOXKE
HusAX. Ele oqHuM HHTEPECHBIM CPEACTBOM sBIIsieTCs MacTep BoccTa
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HOBJIEHHA cucTeMbl (puc. 7). C NOMOIIBIO JTAHHOTO CPEJICTBA BBl CMO
’KE€TE€ BOCCTAHOBUTBH CUCTEMY IOCJIE BO3AEHUCTBUS BPEIOHOCHOIO KOJa, a
TaKXe yCTPaHUTD MOCIIEICTBUSA HEKOPPEKTHON HACTPOMKH OTIEIBbHBIX
KOMITIOHEHTOB cucteMbl. O0mue Hactpoiiku KIS 2016, B KOTOpbIX CO
JIEpKATCS MMAPAMETPHI BCEX PaHEE OMUCAHHBIX KOMIIOHEHT, U MHOTO€
IPYTO€ OTKPBIBAIOTCS LIEIYKOM Ha cchbuike HacTpolka B riiaBHOM

okHe Kaspersky Internet Security 2016 (puc. 8). 3mech BbI MOKETEe HAaWTH

HacTpoiiku iro6oro snementa KIS 2016 u npousBectu cOOTBET
CTBYIOILLUE U3MEHEHHUS.
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Puc. 7. Mactep BOCCTaHOBIICHUSI CHCTEMBI
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Puc. 8. OKHO HACTPONKM NapaMETPOB 3aLUTHI
IIpakTH4yeckoe 3aganue

Hean padoTbl: n3yuuTh uHTEpdEc, METOIUKY AKCIUTyaTallul U
HacTpoiiku nmporpammel Kaspersky Internet Security.

HOpﬂIlOK BBIINIOJIHCHUA paﬁon:
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1) IIpoBeppTe cTaTyC 3aIUTHI KOMIIOHEHT CUCTEMBbL: DailJIbl U
nepcoHajibHbIE JaHHbIe, CHcTeMa U mporpaMMbl, PaGoTa B ceTH. 2)
Oo6HoBuTe anTUBUpYCHBIE 0a3bl Kaspersky Internet Security. 3)
[IpoBeppTE AKTUBHOCTH MPUJIOKEHUN HA BAILIEM KOMIIBIOTE PE.
[Ipoananuzupyiite, SBISIOTCS JIU BCE MPUIIOKEHUS JOBEPEHHBIMU. 4)
Hactporite 3amuTy nepcoHalbHbIX JaHHBIX.

5) Ycranosute Web-6pay3ep B 0e30macHyIo cpeny.

6) IIpoBeauTe ckanupoBanue aucka D.

7) Bocnonb3yiTech BUPTYyaJbHOW KIaBUATYpOH Jjist Habopa ab
3a1a TeKCTa.

8) C nomo1ipio cchbliku PoauTeibcKMii KOHTPOJIb OTPaHUYbTE
JOCTYII IToJIb30Bareld K Web-caliTy 3HaKOMCTB.

9) IIpoBepbTe ONEPALIMOHHYIO CUCTEMY U YCTAaHOBJICHHBIC MTPU
JI0’KEHUS HA HAIMYUE YSI3BUMOCTEM.

10) OnTumMu3upyiiTe HaCTPOMKY CUCTEMBI ¢ ToMolbio MacTepa
BOCCTAHOBJICHUS CHCTEMBI.

11) Hactpoiite Mex’ceTeBOi 3KpaH.

12) Hactpoiite anTu-criam.

13) Hactpoiite anTu-0aHHep.

14) Hactpolite 3auTy OT CETEBBIX aTakK.

15) BoimonHUTE pe3epBHOE KOMMPOBaHUE HH(POPMAIIUH.
CnucoOK KOHTPOJIbHBIX BOIIPOCOB

1) HaiiTe knaccuukaiuo KOMIbIOTEPHBIX BUPYCOB. 2) B uem

OCHOBHO€ OTJIMYKE BUPYCOB-CLICHAPUEB OT (PaliIOBBIX BUPYCOB?

3) Cy1iecTBOBaHME KaKMX BUPYCOB 3aBUCHUT OT KOHKPETHOU MPO
rpamMmmsbl?

4) B yeM OCHOBHO€ OTJIMYME TPOSHCKOM MPOrPAMMBI OT BUPYCa.
IIpuBenute npuMep TPOSHCKOU MPOTPAMMBI.

5) Haiite knaccudukaino KOMIbIOTEPHbIX uepBei. [IpuBenure
MPUMEPBI KOMIIBIOTEPHBIX YEPBEH.

6) Ilepeunicirte METObI OOHAPYKEHUSI BUPYCOB.

7) Kakoit MeTo/1 BBISIBJICHUSI BUPYCOB MO3BOJISIET OOHAPYKUBATDH
TOJIbKO U3BECTHBIE BUPYCHI?

8) B ueM cyniHocTh MeTO/1a OOHAPY>KEHUSI BUPYCOB, OCHOBAHHOIO
Ha CUrHaTypax”?

9) B uem CylIHOCTh METO/1a BBISIBJICHUS] BUPYCOB — OOHAPYKEHUE
POTrpaMM MOAO3PUTEIBLHOIO TOBEICHUS ?

10) B uem cymHoCTh MeTO1a 0OHAPYKEHUS BUPYCOB TIPH T10
MoIIHY “0esoro cnucka’?

11) B uem cymHocTs 00HapYKEHUSI BUPYCOB MPU TOMOIIA IMY
JASIUUU padboThl TPOrpamMMBbl?

12) B uem CymHOCTh METO/1a BBISABJIEHHUS BUPYCA - IBPUCTUYUE CKUI
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aHanus?
13) I[Touemy He pekomeHyeTcs Ha oiHOM DBM ucnonab30BatTh
OJTHOBPEMEHHO HECKOJIBKO aHTUBUPYCOB?
14) Kakasi aHTUBUpYCHasI porpaMma He KOH(MIUKTYET ¢ IPyTryd MU
aHTUBUpYCAMU?
15) IlpuBenuTe mpuMepsl OECIIaTHBIX AaHTUBUPYCOB. 16) [laiite
oOIIyI0 XapaKTEPUCTUKY BO3MOXKHOCTEM nporpammbl Kaspersky
Internet Security.
Cnucok quTepaTypbl

1. HectepoB C.A. OcHoBbI UHGOPMALIMOHHON 0€30MTaCHOCTH
[DnexTponHbIi pecypc] : yuedHoe rocobue / C.A. Hectepos - CIIO :
N3natensctBo [lonmutexaudyeckoro yHuBepcuteta, 2014. - 322 ¢. // Pe
xuM noctymna -http://biblioclub.ru/index.php?page=book&id=363040

2. I'pubynun B. I'. KoMiuiekcHast cuctema 3aiiuThl MHPOpMA LIUH
Ha nipeanpuatuu [ Tekct] : yueOHoe nmocodue / B. I'. 'pubynun, B. B.
Uynosckuid. — M.: Akagemus, 2009. - 416 c.

3. CagepaunoB A. A. UndopmarimonHas 6€301macHOCTh MPe
npustus| Tekct]: yaueObnoe mocodue/ A. A. Canepaunos, B. A. Tpaiines,
A. A. ®enynos. 2-e uza. — M.: lamkos u K., 2004. - 336 c.

4. UrnatbeB B. A. 3amuTa nundopmaiuu B KOPIIOPaTUBHBIX
HH(pOPMaIIMOHHO-BBIYHCIUTENBHBIX ceTsaX [Tekcr]: MmoHorpadus.- Cra
peiit Ockout: THT, 2005. — 552 c.

5. be3ooros A. A., dxosies A. B., [llamxun B. H. MeToap! u
CpEACTBA 3alUThl KOMIBIOTEPHON MH(OpMaIUK [IEKTPOHHBIN pe cypc:
Vyebnoe nocooue. — Tam60B: U3narensctso TI'TY, 2006.- 196 c.
/InexTponHas 6ubnuoreka «EquHoe okHO mocTyna K 00pa3oBaTeilb HbIM
pecypcam» - http://window.edu.ru

6. lllanbrun B. @. 3ammuTa komneoTepHON HHPOpMaIuu. Id¢

¢dexTuBHbIe MeTobI U cpeacTBa / [Hansrun B. @. — M. : JIMK Ilpecc,
2010.-544 c.
7. KanaeB A. I'. AutuBupycHas 3amura [IK: ot “yaiiHnka” x

I0JIb30BaTENIO.
8. TexHonoruu 3ammThl WHPOPMAIUM B KOMITBIOTEPHBIX CETSX.
MexceTeBble PKpaHbl U MHTEPHET-MapIIpyTH3aTopsl [Tekcr] : yueOHOe
nocodue / E. A. bormanoBa [u ap.]. - M. : HarmoHnanbubiii OTKPBITHIN
Yuusepcutrer "MHTYUT", 2013. - 743 c.
9. 3auka A. KomnbrorepHas 0€30MacHOCTh [ DJIEKTPOHHBIN pe Cypc]
/ A. 3auxka. - M. : PUITIOJI knaccuk, 2013. - 160 c. // Pexxum noctyna —
http://biblioclub.ru/index.php?page=book&id=227317
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AHaJIM3 3aINUIIEHHOCTH KOMIIbIOTEPHOM CETH ¢
nomoimnbio nporpamm GFI LANguard Network
Security Scanner u XSpider .

Beenenue

Cuctembl aHaJIM3a 3aIIUILIEHHOCTH (Security
assessment systems), UM CKaHEPhl OE€30MAaCHOCTH (security
SCanners) — oJIuH |3 BUJIOB CUCTEM OOHAPYKEHUS aTakK. IToO
CUCTEMBbI, KOTOPbIC MO3BOJISIIOT OOHAPYKUTH YSI3BUMOCTH
nH(POpMAITMOHHBIX 00BEKTOB JI0 TOTO, Kak aTaka Oyaer
npoBeieHa. Takue cucTeMbl pabOTalOT HA TIEPBOM dTarle
peanu3anuu atTaku — 3Tane coopa napopmanuu. CucTeMsl
aHaJM3a 3alUIIEHHOCTH BBIMOJHSIIOT CEPUIO0 TECTOB IO
00HAPYKEHUIO YSI3BUMOCTEU. ITHU TECThl aHAJTOTUYHBI
MPUMEHSIEMbBIM 3JI0YMBIILICHHUKAMU MPU OCYLIECTBICHUU
aTak Ha KopriopaTuBHbIE ceTU. CKaHUPOBAHHUE C IIEITBIO
OOHapy>KEeHUsI YS3BUMOCTEN HAUYUHAETCA C MOJYUEHUS
IpeABaApUTEIIbHON MH(OpMAIUK O IPOBEPAEMOI CUCTEME, B
YaCTHOCTH O Pa3pPEIICHHBIX MPOTOKOJIAX U OTKPBITHIX
nopTax, UCIOJIb3yeMOM BEPCUU OINEPAIIMOHHOMN CUCTEME.
3aKaH4YMBAETCSl CKAHUPOBAHUE MOMBITKAMU UMHUTAILIUU
MPOHUKHOBEHMS, UCTIOIB3YsI IIIMPOKO HM3BECTHHIC aTaKH,
HaIMpUMeEpP N0aA00p NMapOoJisi METOJOM IMOJTHOTO Tepedopa.
[Tpu momMoIu cpesiCcTB aHAIKM3a 3aIUIIICHHOCTH CETEBBIX
IPOTOKOJIOB U CEPBUCOB MOXHO TECTUPOBATH HE TOJIBKO
BO3MOKHOCTh HECAaHKITMOHUPOBAHHOTO JIOCTYyTIA B
KOPIIOpPaTUBHYIO ceTh U3 ceTu HTepHeT. CUCTEMBI
aHaJv3a 3alUIIEHHOCTA Ha YPOBHE CETH MOTYT OBIThH
UCIIOJIb30BAHbI KaK JIJIsi OIEHKU YPOBHS 0€30MaCHOCTH
OpraHU3alNu, TaK U 1JI1 KOHTPOJIsl 3 PEKTUBHOCTH
HACTPONKHU CETEBOTO MPOTPAMMHOIO M allllapaTHOTO
obecrieueHus.

CpenctBa aHan3a 3alUIIEHHOCTH ONEPalMOHHON
CHUCTEMBI MPeIHA3HAYCHBI JIsI IPOBEPKHU HACTPOEK
ONEPalMOHHON CUCTEMBI, BIUSIOIIMX HA €€ 3al[UIICHHOCTD.
K TakuM HaCTporWKaM MOXHO OTHECTH:

- YYETHBIE 3aIlMCH MOJIb30BaTeNel (account),
HalpyUMep JJIMHY MapoJjis U CPOK €To JeUCTBUS;
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- MpaBa TMoJIb30BaTeel Ha IOCTYI K KPUTHYHBIM
CUCTeMHBIM (hailnam;

- YSI3BUMbI€ CUCTEMHBIE (hailibl;

- YCTaHOBJICHHBIC MaTYH.

Cucrtembl aHalIn3a 3alUIIEHHOCTH Ha ypoBHE OC
MOTYT OBITh UCTOJIb30BAHBI TAKXKE /I KOHTPOJIS
KOH(pUTYpaIuy OINepannoHHbIX cucTeM. Kpome
BO3MOXKHOCTEMN 10 0OHAPYKEHUIO YSI3BUMOCTEH,
HEKOTOPbIC CUCTEMBI aHAJIN3a 3AIUIIICHHOCTA HA YPOBHE
OC (manpumep System Scanner) mo3BOJISIECT
aBTOMATUYECKH YCTPAHITh YaCTh 0OHAPYKEHHBIX
po0JIeM I KOPPEKTHUPOBATH MapaMeTPhbl CUCTEMBI, HE
YAOBJIETBOPSIOIINE TMOTUTHUKE OE30MaCHOCTH, IPUHSITOMN B
OpraHu3allu.

KpaTkue TeopeTnueckue moJioKeHus
Cucrema ananu3a 3amuinennoctu LANguard

L ANguardNetwork Security Scanner — cucrema aHanmza
3aIUIIEHHOCTH OnepanmoHHoi cucteMbl Windows. 210
CeTeBasl CUCTEMA, U OHA MOXET IPOBEPATH
3alUIIEHHOCTH JIFDOOTO y3I1a
ceTu 1o ykazanHomy [P-agpecy. Onnako ¢pyHKIMi
MPOBEPKM 3allUIIEHHOCTH ceTh B 1ieoM LANguard
HE UMEET.

[Ipu 3amycke mporpaMmbl OTKPOETCS OKHO CO
CIeAYIOUEH MaHEIbl0 HHCTPYMEHTOB:

" GF I LANguard Network Security Scanner v(3.3)
Fle B Vew Scan Paiches Tooks LANguard Tray Heb

b DA TOA> - m B € Twm Jg 1921683114

Puc. 1. Ilanens UHCTPYMEHTOB

B none Target no yMoi4anuio nporpaMma BbIBOJIUT
IP-anpec xommbroTEpa, HA KOTOPOM OHA 3aIyIIeHa.
CkaHupoBaHUE YS3BUMOCTEH OyAeT MPOBEICHO Ha
KOMIIbIOTEPE C yKa3aHHbIM [P agpecom. O0bem
BBITIOJTHEHHBIX 3alIPOCOB OYIET ONMPEACNISIThCA MPaBaMHU
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MOJIb30BATENS, 3aITyCTUBIIETO Mporpammy. s
N0JI30BATENS € TPaBaMU aJIMUHUCTpaTOpa OyaeT
BBITIOJIHEH BECh BO3MOXKHBIN IIEPEYEHD 3AIIPOCOB, IS
JIPYTUX MOJb30BATENICH 3TOT CIHUCOK OYJET OTpaHUYEH.
[Ipu ckaHMpoOBaHUH APYTUX

KOMITBIOTEPOB BbI BBICTYIIAETE B KAYECTBE
IIOJIb30BATENSA C OTPAHUYEHHBIMU ITPABAMM.

Hacrtpoiika q1uana3oHa CKaHUPOBAHUA

YToOBI HACTPOUTH JHANA30H CKAHUPOBAHMS, BHIOCPUTE
komaHay MeHio File/New scan. OTKpoeTcsi OKHO HAaCTPOMKHU
JMarna3oHa CKaHUPOBaHMs. MOXKHO yKa3aTh CIEAYIOIIHE
BapUaHTHI:

- CkanupoBanue KOHKpeTHOro IP-anpeca
- CkanupoBanue nquamnasona [P-agpecos

- CkanupoBanue cnucka [P-agpecos

- CKaHMPOBAHUE YACTU JOMEHA

!(!i’i What do you want to scan today ?

www glisem
" Scan one computer
Hostname/IP address : 2135338 202

&+ Scon range of computers
Scan hom IP address : l21359381 1..254|

To: |z13593810£l

" Scan hst of computers
List of computers ;

LANgvard
Netwiark Securky Scanowr |~ Gcan computers part of a network domain

Pick computers .. I

251 Add 1o favoetes Cancel || Finish

Puc. 2. OkHO HACTpPOMKM Auana3oHa CKAHUPOBAHHS.
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3anmyck npoiecca CKAaHUPOBAHMS

Jl1s1 3amycka npoleaypbl CKAaHUPOBAHUS YSI3BUMOCTEN
HY’)KHO HakaTb KHOTIKY |“ . [Tocne 3aBepiieHus
CKAaHUPOBAHHMS B IPABOM
OKHE (TJIe BBIBOJAUTCS MPOTOKOJ) OYJIET BHIBEJICHO:

Ready. Jlo »Toro MmomeHTa uaeT mpoiecc
CKaHUPOBAHUSL.

AHAJIU3 pe3yJibTATOB CKAHNPOBAHUA

[To oxOHYaHWU CKaHUPOBAHUS €r0 PE3yJIbTaThl OYIyT

BBIBE/ICHBI B HIDKHEHN 4aCTH OKHA MIPOTPAMMBI B IBYX

naHemnsx (JIeBo u npaBoii). OKHO OyAET BBITIAIETD
MPUMEPHO TaK:

" GF| LANguard Network Security Scanner w(3.3)

Fle Edt Vew Scan Patches Tooks LANguard Tray Heb
OO0 D Ia> & = 08 & ’awi‘nmlmm \
i 132 168 3 114 § AZGALOMP2 | (Windows XP Servce Pack 2. v | AR NIRECIEEE
T N New panding, Iting Sor mex
mNE Bi0s ® 9»9}"7:“ 152,98 2 114|W&Ll" )
ﬂ Usarasre - FALNINA SNV e
B9 MAL - 00COOF-2582F7 [KYE SYSTEMS CORP ) '_Z«wq mc ot
4 Tewwove [TTL) 128128 - Same netwok segnent - '.” -‘:'.u.J ]
4 LAN Manager - Windows 2000 LAN Nanasge Dore sandng, watng 4 IV EonTes
4 Doman: INTRANET PONG trom 1629583 114
J Computer usages | Wosksiahion
* Shaes (3 IO sode s respen
+ Growps 10
* Usenz |5) ¢
o ey
. Services (45 | Competernts) fourd
+ @B Sessors|V) K
& WY Netwok devices [2) ‘.'. :?.,',. .
+ 2 Locyd dres () Cornacting (1)
. u Hemcte TOD [tese of dagd Manve FOBACONPY erceded 25 "ERCCOADCERCNEDEFENFADCCACAC
5 ‘ )
s J F’mw«dtxky :ﬁ.’)ﬂ eNNEsted 1
MOty Made e
t ] Regutry Protecel sepotied (18)
# | Instaled paiche: (2] Opering 1y teen  ‘Alsdows 1P
e y Dumas | INTRANET
85 Seculy uck pofcy AN anager Wirdims 2100 LAN Marager
L ‘ ICP Ports 5) NULL sessen entablshed (48)

Puc. 3. Pe3ynpTarsl CKaHUpOBAHUSI.

B neBou nanenu BBIBOAUTCS PE3YJIIbTAT
CKaHUPOBaHMS (OTYET), B MPABOM MAHEIH — MPOTOKOJI
BBITIOJIHEHHBIX JIJISI 3TOTO JCUCTBUM. ECIM MyHKT oT4UETa
10 pe3yJibTaTaM CKaHUPOBAHMSI MTOMEYEH 3HAKOM ““+°,
TO OH COAEPKUT BJIOKEHHBIN CIIMCOK, KOTOPBIA MOXKHO
PACKPBITH LIEITYKOM MBIIIIH.

Otuer no pe3ysibTaTaM CKaHUPOBAHUS
COJICPKUT CJICAYIOIIUE pa3ielibl (yKa3aHbl HE



BCE U3 UMEIOIIUXCS):

- NETBIOS names — cnucok NETBIOS numen
KOMIIBIOTEPOB U CETEBBIX CIYk0, OOHAPYKEHHBIX B
JTAHHOM CETMEHTE JIOKAJIbHON CETH;

-Shares — criucok O0IIUX CETEBBIX PECYPCOB;

-Groups — cnucok 3aperucTpUPOBAHHBIX TPYIII
MOJIL30BATEIICH;

-Users — cnucok 3aperucTpupoOBaHHBIX

IOJIBL30BaTeNER; -Services — Crmcok

pab6oraronux B OC cepBHUCOB;

-Password policy — ycraHoBIeHHAs TTOJIMTHKA
napoJeit; -Security audit policy — ycraHoBiaeHHas
MOJIMTHKA ayAuTa COOBITHI OE30pPaCHOCTH;

-TCP ports — cniucok OTKPBITHIX TOPTOB

npotokona TCP; -UDP ports — criucok oTKpbIThIX

nopToB nporokosia UDP; -Alerts — criucok

MPEAYIPEKICHAN O HANIECHHBIX
ySI3BUMOCTSIX.

B crniucke OTKPBITBIX MOPTOB MOTYT OBITh 3€JICHBIE U
KpacHble 3Hauku. Eciau mporpamma onpenensier
OTKPBITHIN MOPT KaK MOPT U3BECTHOT'O «TPOSHCKOTO
KOHSI», OH OTMEUYAETCSI KPACHBIM I[BETOM, B OCTaJIbHBIX
ciydasix — 3eieHbiM. Camasi BayKHasi 4aCTh OTYETa —
Alerts. 9To ciucoK NpeaynpexIeHUN 0 HalIEHHBIX
ysi3BUMOCTSX. Kaxkioe mnpenyrnpexaeHue CoaepKUT
KOMMEHTapUM ¥ PEKOMEH/IAIUIO TI0 YCTPAHEHUIO TaHHOMN
ySI3BUMOCTH. E€ MOYKHO yBUJIETDH, IIEJIKHYB MBIIIBIO HA
3HaKe ‘“+” BO3JI€ BHIOPAHHOTO MPEAYNPEIKIACHUS.

IIpakTnueckoe 3axanue Nel.

1) BIMOTHUTE CKAaHUPOBAHUE YA3BUMOCTEN
CBOETO KoMIbloTepa ckanepoMm LANguard.

2) Caenatb aHaaM3 Ka)kJ10TO BBIJJAHHOTO
NpENYNPEXRACHUS W NPENIOKUTH CPEACTBO YCTPAHEHHUS
JNAHHOU ysA3BUMOCTU. (Crenars BBIBOJ O CEPbE3HOCTH
KaKJI0M OOHAPYKEHHON YSI3BUMOCTH /Ji1 0€301MacHOCTH
CUCTEMBI M O COCTOSIHUM 3AIIUIIEHHOCTH CUCTEMBI B
LEJIOM.

3) Hactpouts Bua daiina oTyeTa u COXpaHUTh
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pe3ynbTaThl CKaHUPOBaHUS B (aiise.

4) Cnenathb OTUYET MO JIabOopaTOpHOI paboTe, KOTOPHIi
JIOJKEH COJIepKaTh aHAIU3 KaXKI0T0 BBIIAHHOTO
NPEAYNPEKACHUST U MPETIOKECHHBIE MEPBI IO YCTPAaHECHUIO
JAHHOW YA3BUMOCTH.

Cucrema ananm3a 3amuineHnoctu XSpider 7.0

KitoueBwsim miisa cuctembl XSpider 7.0 siBasieTcs
noHstue 3anayu. JIroObie NeMCTBUA 10 CKAHUPOBAHUIO
ySI3BUMOCTEHN BCEr/la MPOUCXOISIT B paMKax
ONPEACICHHOMN 3a/1a4H (J1a’Ke €CJIM BbI AJIsl 3TOTO HAYETO
He nenanu). [lycras 3agaya Bcera co3aerces npu
nepBoHadanbHOM 3amycke XSpider 7.0. [Tonsitue «3amagay
BKJIIOUAET B CEOS 3JIEMEHTHI:

* CIIUCOK MPOBEPSEMBIX XOCTOB;

- Ha0Op HACTPOEK ISl CKAHUPOBAHUS (TaK Ha3bIBaEMbIN
npo(ib); * UCTOPHUIO MPOILIBIX CKAHUPOBAHUIMA
(oToOpaxkaeTcs Ha 3akiagke VICTOpHA CKAHMPOBaHUIA).

XSpider 7.0 MOxkeT CKAaHUPOBATH OJTHOBPEMEHHO
HECKOJIbKO XOCTOB. JloOaBieHue xocTa ajis
CKaHUPOBAHMS IIPOUCXOUT MO KoMaHjie MeHto [IpaBka/
Jlo6aBuTh XOCT. B OTKpBIBIIEMCSI OKHE HEO0OXOIUMO
BBecTH [P-anpec unu noMmeHHOE UM XOCTA.

HUcnoab3oBanue npoduiei

[Ipoduns 3amaun — 3170 HAOOp MApaMeTPOB IS
CKaHupoBaHUs ys3BuMocTel. [Ipodunu xpausarcs B aiinax
c pacmupenuem .prf. Korga Bel 3anyckaere XSpider 7.0,
CO3a€TCsl HOBas 3a7ja4ya ¢ MpoUiIeM Mo yMOJITYAHUIO
Default.prf. Cuctema nmeetr HabOp CTaHIAPTHBIX
npoduieil. Beioop npoduiis s npuMeHeHusl K TeKyIeu
3a/1a4ue NPOUCXOUT B myHKTE MeHI0 [Ipoduns/ [IpumeHuTh
CylIeCTBYIOIINH. PenakTupoBaTh CTaHIapTHBIE MPODOIIH
(KpoMe HEKOTOPBIX MapaMeTPOB) HEBO3MOXKHO, OJTHAKO €CTh
BO3MOKHOCTb CO3/1aBaTh COOCTBEHHBIE TPOPIIIH C
WHJIUBUyaIbHBIMA HACTPOMKAMMU.

3anyc1< npomecca CKaHUpOBaHUA

[Iponecc ckaHMpOBaHUA 3aMMYCKAETCS] KOMaHA0M
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CkanupoBanue/Crapt. [IpoTokon ckanupoBaHus

BBIBOJIUTCA Ha 3akiajike «CkanupoBaHuey. [IpoTokoi
UMeEET CJIEIYIOMINN BUI:

W 3apaval ( Default.pef ) - XSpider ,0 [)mod SI m
| @n [osers B Npogun Cxmepcesme Cewc Quo Crpsxs
HDQG;}M ALY a1 = | @
ICE ] B
l ;Q,C:amemcmm HHOOPMALIMA NO XOCTY
=
© 1N0/wp-?
3o 1337 top - NetBIOS P Nlpec 84.22.150.54
o 5 /1co-Miciosoh DS ll';:u X0CTa, noayyeHkoe npu obpamiom DNS zanpoce
# 1W10/kcp- Jnbacaposs Bpems omenmka | < 1 Mcek
& 11257 1cp - Jatnoeaposan TTL - 128
Hawano crawmposarna ;| 18:53:40 16,10 2005 J
Bpema cxanmposanns | 00.04.03
i Bepcua 7.0 Demo Build 551 |
_Crwpoovue | Snsewncnu] Heropu crassecessdt|
194.22.150.54 | | | #

Puc. 4. [IpoTOKOJI CKAHUPOBAHUSL.

Ha 3akmanke «YsA3BUMOCTHY BBIBOJUTCS
[IEpEUYCHb HANJECHHBIX YA3BUMOCTEN
CIIEAYIOIIErO BUA:

¥ Jagawal ( Delfault.pef ) - XSpider 7.0 Demo Bulld 551
| Dain (psews B Mposwe Crwscossae Cewc Qv Crpsses
D@8 LAL » | @
T Ynseeeocns | Hoce | Noge |Copas: o
L3 o8 AT O e Cuseca 4 2215054 3 -
& nepenommee 21505 183/ NeBI0S
€ A0S BLI0 M LONSR 2215054 13/ 1p NetBI0S
O HA0RALAMIR BHET VAR NaTs S42215054 13/ NetBI0S
0 NOBRALEYEE NpUDLIEr g S4 2215054 13/ 1cp NetBI0S
0 crdoe uwIpooase 842215054 18/tp Net2I0S
O Crucos. NOSLI0BAT SN 21505 18/ 1cp NetBIDS
0 Crucox. peogpcoe S 2215054 138/1p NeB10S
O Cracos CApRts 21505 13/ Ne®0S |
@ MAC.wpec S42215054 13/p NetBI0S
® Schedder Service 4215054 18/p NetBIDS
e 247719054 198 ! ire NeRING 2
4 | ’
 Doveoeme yamecers [Heropm cameossna]
84.22.150.54 l I ! 4

Puc. 5. Cniucok ysi3BUMOCTEM.
IIpu 3TOM MCIIOIB3YIOTCH CAeAYIOLIHe



0003HAYCHHUSA:

Nerenpa

O HET YRIBMMOCTEN

& A0CTYNHA rdopMaumn

0 NOAOIPEHIE HA YRIEMMOC T

@ YA3EMMOCTH

€7 NoAO3IPersie HA CEPLEIYIO YRIBHMOCTE
® CEpLEIHAR YAISHMOCTDL

& 330N0OKMPOBAHHLE CEPBNC

©O HEYAIEHMLIN CEPeMC

© HEMALHTHOHUMDOB LI CEPBIC
@ HeobpaboTarrbsl Cepsc

W xocT He nposepanca

@) XOCT NPOBEPEH HE NONHOCTEIO
') OF PAHMHEHNE MLEHI

Puc. 6. O603HaueHUs yA3BUMOCTEN

Co3nanue oTueTa

Co3manne oTyeTa BBITOIHASTCS 110 KOMaH/Ie MEHIO
CepBuc/ Coznatb otyeT. OTKpBhIBa€TCS OKHO BBIOOpA
BapyaHTa OTYeTa:

£
Bubepure napuasr otvera gi
Bapusmam orwrce

Hasaee | Conepwaese R ——
LA CHCTEMI00 SpaseTPATODS P00epiaTam uePOpeiiissa N XOCTIM, CRDRCHM M YRISMMOCTAM

LA s ens COMBTerniss LnSOpIastiot N0 SESBHMOCTIE CETI, MDA

Lon pyeosoaurens D6 AR 1HS0DMAUMA N0 SASEEI0CTIH CHTH B Sls rDADIS

< Hasan | Danes > ] 3»«»]

Puc. 7. OxHo BbIOOpa BapuaHTa OTYETA.
B ciienyronieM okHE HY»KHO yKa3aTh, JJIs1 KAKHX



9

XOCTOB CO3]Ia€M OTYET (B CJIy4ae, €Cliu
CKaHUPOBAJIOCh HECKOJIBKO XOCTOB):

RI=TEY

YUxaxure sagauu / xocrui, goGasanembie B OTYeT .} - 3
3anau / xocTol, gobasnsembie B
' 3anaua / xocrl LAQV_O_] DNoGasurs Texyuiee cramposarme
=1 2X Hosan 3aaava 31.032
d localhost [l0638UTE U3 COXPAHEHHOM 330344
|
¥ 192168.05 ‘ Ho6asurs U3 obwien UCTopu
A | Ypanure

< Hasag | Nanee > 3akpere

Puc. 8. OxHO BbIOOpa XOCTOB.

B 3aKi10unTENbHOM OKHE JUaNora co3JaHus oT4eTa
HY’KHO BBIOpaTh BUJ IE€UCTBUS (IPOCMOTP, ME€YaTh UIH
COXpaHEHHUE OTYETA):

(X Coramveoruera P
T

Tenepo Bui MOXETE NPOCMOTPETD, PACHEYATATD HAW COXPANKTDL OTYET | !

Bapuanr orvera  [1ns CHCTEMHONO AMBHMCTDATODS

Mpocmorp
Coaepxanue PassapHyTan uHPOpMauwa S
NO XOCTaM, CEPBUCAM W YR3IBUMOCT At Neyare
3anaua / xocres | Dara | Capaans
= 2% Hoean 3aaa4a 31.03.2003 | —
4 localhost
¢ 19216803
J 13216805
< | >
<Hazaa I Ilanee » I m

Puc. 9. OxHo BbIOOpA XOCTOB.

IIpakTnyeckoe 3aganue No2
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1) BeInoHUTE CKAaHUPOBAHUE YA3BUMOCTEN
CBOETO KOMIIbIOTEpa CKaHepoM XSpider, MpUMEHUB
npoduns DefaultOff.prf.

2) Co31ath OTYET AJISI CACTEMHOTO aIMUHUCTPATOpa
U COXPaHUTH ero B Buje ¢aiisia. CoXpaHUTh TEKYITYIO
3amauy. 3) Co3narh HOBBINM npoduiib Ha 0aze
DefaultOff.prf, qonoJHUTENBHO OTKIIIOYUB OMIIUIO
IPOBEPKH Ha U3BeCcTHbIE DOS aTakwu.

4) BBITTOTHUTH CKAHUPOBAHUE CO3JaHHBIM
npodusieM. 5) Co3aaTh OTYET JJIsi CUCTEMHOIO
aJIMUHUCTpATOpPa U COXPAHUTH €T0 B BUjE (aiina.

6) [Ipoananu3upoBath 006a oTuera 00
YSI3BUMOCTSIX U CAEIaTh PEKOMEHIAIINU 110 3aIUTE
XOCTa.

Cnucok KOHTPOJbHBIX BOIIPOCOB

1) B dYem cocTOMT KOHIENIUS aJanNTUBHOTO
ynpaBiieHus: 0e3omacHocThio? [lepeuncinTe OCHOBHBIC
KOMIIOHEHTHI MOJIENN aJallTUBHON O€30MacHOCTH.

2) KakoB 00muii mpuHLKI pabOThI CPEJICTB
aHajiM3a 3alMIIEHHOCTH CETEBBIX MTPOTOKOJIOB U
cepBucoB? 3) KakoB 0011l puHIIMI Pa0OTHI
CPEICTB aHaJIN3a 3alUIIEHHOCTH ONEPallMOHHON
CHUCTEMBI?

4) IlepeuncianTe OCHOBHBIE TPEOOBAHUS K
BBIOMpAEeMbIM CpPEJCTBAM aHaJM3a 3aIIMUIIECHHOCTH.

5) Haiite oOuuii 0030p COBPEMEHHBIX CPECTB
aHajv3a 3alUIIeHHOCTH.

6) KakoBbI METO/IbI aHAJIM3a CETEBOM
uH(popMaIu, HCMIOJIb3yeMbIe B CPEACTBAX
oOHapykeHHs ceTeBbIX atak? 7) KakoBa
KJIacCU(PUKALIMS CUCTEM OOHApY>KeHUs aTak? §)
[lepeuncnure OCHOBHBIE KOMIIOHEHTHI CUCTEMBI
oOHapy>KeHUs aTak.

9) KakoBbI OJIOKUTENIHHBIE U OTPUIIATEIIbHBIE CTOPOHBI
CHUCTEeM OOHApPYKEHHS aTaK Ha CETEBOM U ONEPAIMIOHHOM
YPOBHSIX?

10) /laitTe oO1Inii 0630p COBPEMEHHBIX CPEJCTB

OoOHapy>KEHHS CETEBBIX aTak.
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