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JlaGopaTopHasi padora Nel
3nakomcTBO co cpenoii Cisco Packet Tracer.

MoaesupoBaHue POCTOM CeTH.

Lenblo ganHO# JTab0OpaTOpHON pabOTHI SABISETCS 3HAKOMCTBO ¢ cumyssstopom Cisco Packet

Trace u monydeHue 0a30BbIX HABBIKOB T10 pabOTE C HUM.

3agauu:
. CripoekTupoBaTh MPOCTEHUIITYIO CETh;
. O3HAaKOMHTBCSI C YTHIIMTON ping U 3amyCTHTh PiNG-Iporiecc.

Teopernyeckas yacrb

[Iporpammusie nponykTsl Packet Tracer naioT BO3MOKHOCTH CO3/1aBaTh CETEBbIE TOMOIOTUN
U3 IIUPOKOTO CIIEKTPa MapIIPyTU3aTOPOB M KOMMYTaTOpoB Kommanuu Cisco, pabodymx CTaHIIUN
u cereBblx coenuHeHuid Tuna Ethernet, Serial, ISDN, Frame Relay. Ota ¢yHkuus moxer ObITh
BBINOJIHEHA KaK JJis 00y4eHus, Tak 1 A padboTsl. Hanpumep, 4yToOb! clenaTh HaCTPOUKY CETH
emé Ha dTane IUIAHUPOBAHMS WM YTOOBI CO34aTh KOMHUIO pabodeil CeTH C IIETbI0 YCTPaHEHHS
HEHCIIPaBHOCTH.

Jnst 3amycka Cisco Packet Tracer HeoOXomumo BbI3BaTh HCHOJNHSACMBIA  (aidr,

PacketTracer.exe. O0muii BUJ IporpaMMbl MOKHO YBUETh Ha puc.S.1.
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Puc.5.1. O6mmmii Bux nporpammer Packet Tracer.



Pabouas 00macTh OKHA IPOrPaMMBbI COCTOHT U3 CICAYIOIINX JIEMEHTOB:

1. Menu Bar - Ilanens, xoropas conepxxut meHto File, Edit, Options, View, Tools,
Extensions, Help.

2.  Main Tool Bar coxepxur rpaduyeckre H300pakeHUS SPIBIKOB JUIS JOCTyNa K
komangam Menro File, Edit, View u Tools, a Taxke kaonky Network Information.

3. Common Tools Bar- Ilanens, koTopas oOecreunBaeT JOCTyll K Haubojee
UCIIOJIb3yeMbIM MHCTpyMeHTaM nporpammser: Select, Move Layout, Place Note, Delete, Inspect,
Add Simple PDU u Add Complex PDU.

4.  Logical/Physical Workspace and Navigation Bar - ITanens, koTopast 1aeT BO3MOKHOCTb
nepexIoyaTh pabodyro 007acTh: (U3MUECKYI0 WM JIOTUYECKYIO, a TakKe I03BOJISET
HepeMeIaThCs MEX/1y YPOBHSIMH KilacTepa.

5. Workspace - O6mactb, B KOTOPOH MPOHMCXOAUT CO3JAHUE CETH, MPOBOIITCS
HaOJIIOJICHHUS 32 CUMYJISIIIMEH M TIPOCMATPHUBACTCS pa3Hasi MHPOPMAIHsI U CTATUCTHKA.

6. Realtime/Simulation Bar - C moMoIibsto 3aKj1a0K 3TOH MaHEeIH MOXHO TEPEKITFOUaThCSI
Mexay pexumom Realtime u  pexumom Simulation. Ona TakKe COAEPKHUT  KHOIIKH,
otHocsaumecs k Power Cycle Devices, knonku Play Control u nepexmrouatens Event List B
pexxume Simulation.

7. Network Component Box - Dto 001acTh, B KOTOPO# BBIOMPAIOTCS YCTPOHCTBA U CBS3H
JUTs pa3MelleHns uX Ha pabouem npoctpancTBe. OHa comepxut obmacts Device-Type Selection
u obacth Device-Specific Selection.

8.  Device-Type Selection Box - DTa 007acTh COAEPKHUT JOCTYITHBIC THUIIBI YCTPOWUCTB H
cesaszeit B Packet Tracer. O6macte Device-Specific Selection u3mensiercss B 3aBUCHMOCTH OT
BBIOPAHHOT'O YCTPOHCTBA

9.  Device-Specific Selection Box - Drta obnacth UCIOIB3yeTCs s BHIOOPa KOHKPETHBIX
YCTPOWCTB U COEAMHEHUH, HEOOXOIUMBIX JIJIsI TOCTPONKH B paboueM MPOCTPAHCTBE CETH.

10. User Created Packet Window - DTo OKHO ympaBisieT MakeTaMu, KOTOpbie ObLIH
CO3/IaHBI B CETH BO BPEMsI CUMYJISILIUN CIICHApUSL.

Jns  co3maHus TOMOJIOTMM HEO0OXOAMMO BHIOpaTh ycTpoiictBo u3 manenu Network
Component, a 3arem u3 nanenu Device-Type Selection BbIOpaTh THIT BEIOPAHHOTO YCTPOWCTBA.
[Toce 3TOro HY)XHO HaXaTh JICBYI0 KHONKY MBIIIM B IoJie paboyeil 001acTH mporpammbl
(Workspace). Taxxke MOXHO TEpEMECTUTh YCTpOMCTBO mpsMo w3 obmactu Device-Type
Selection, Ho mpu 3TOM Oy/eT BEIOpaHa MOJIENTb YCTPOUCTBA IO YMOTYAHHUIO.

Jlnst OBICTPOTO CO3MaHUsT HECKOJIBKUX IK3EMILISIPOB OJHOTO M TOTO K€ YCTPOMCTBA HYKHO,

ynepxkuBas kHonky Ctrl, HaxxaTh Ha yctpoiictBo B obsnactu Device-Specific Selection u



ornyctuth KHOMKy Ctrl. [locie 3Toro MOXHO HECKOJBKO pa3 HaaTh Ha paboueil 00IacTh st
no0aBJIeHUs KOMIUI yCTpOCTBA.

B Packet Tracer npeacraBjieHbl cJieyOLIHe THIIbI YCTPOCTB:

. MapupyTtu3saropst;

. KoMMmyTartopsl (B TOM 4MCIIE U MOCTBHI);

e  XaObl ¥ TOBTOPUTEIIH;

e  Koneunsie ycrpoiictBa — [IK, cepBepsl, mpuntepsl, |P-tenedonsr;

. BecripoBoHbIe ycTpolicTBa: TOYKU AOCTYIA U OECIPOBOJIHON MapIIpyTU3aTOD;

. OcranbHble ycTporicTBa — o0sako, DSL-mMoeM u kabenbHbIH MoieM.

JloGaBuM HEOOXOIUMBIEC IEMEHTHI B pabouyio 00JacTh MPOrpaMMbl Tak, Kak MOKa3aHO Ha

puc.5.2.
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Puc.5.2. JloGaBieHne 2JIEMEHTOB CETH.
ITpu noGaBneHNM KaKA0ro 3J€MEHTA M10JIb30BaTellb UMEET BO3MOXKHOCTD 1aTh €My UMS U
YCTAaHOBUTH HEOOXOJMMble TapameTpsl. [ljii 3TOro HEOOXOIUMO HaXaThb HAa HY)KHBIM 2JIEMEHT
neBoit kHomKo# Mbin (JIKM) u B 1uanoroBom okHe ycTpoiicTBa nepeiitu k Bkiaake Config.

JlnamoroBoe OKHO CBOMCTB KaXKJ0TO JICMEHTA HMEET JBE BKJIAIKH:



- Physical — cogepxur rpadudeckuii naTepdeEiic ycTpoiicTBa U MO3BOISIET CUMYIUPOBATH
paboTy ¢ HUM Ha (PU3HMYECKOM YpPOBHE.

- Config — conepxuT Bce HEOOXOAUMBIC TAPAMETPhI JJIsi HACTPOMKHU YCTPOWCTBA U UMEET
yIOOHBIN 11 3TOTO MHTEpdeEiic.

Taxxe B 3aBHCHMOCTM OT YCTPOMCTBA, CBOICTBAa MOIYT HUMEThb JOIOJHHUTEIbHYIO
BKJIQJIKYy JIJIsl YIIpaBJeHUs paboTol BeIOpaHHOTO 3eMeHTa: Desktop (eciu BBIOpaHO KOHEYHOE
ycTpoiictBo) wim CLI (ecu BeIOpaH MapmipyTu3aTop) u T.1.

Jnst ypaneHus HEHY)KHBIX YCTPOWCTB ¢ paboueil 001acTé MporpamMbl HCIIONB3YeTCs
kHorka Delete (Del).

CaspkeM J00OaBJIEHHBIE 3JIEMEHThl Mbl C IOMOIIBIO COEJUHMTENbHBIX CBs3eil. s atoro
HeoOxoaumo BeIOpaTh BKiIanaky Connections u3 nanenu Network Component Box. Mel yBuaum
BCE BO3MOJKHBIE THUIIbI COCJUHEHUM MeXy ycTpoiicTBamu. Bpibepem noaxoasiuii i Kades.
VYkazarenb MBI H3MEHHTCS Ha Kypcop ‘“‘connection” (mmeer BuJ pazbema). Haxkmem Ha
IIEPBOM YCTPONCTBE U BbIOEpEM COOTBETCTBYIOIIMM UHTEpdEc, ¢ KOTOPHIM HYKHO BBIITOJHUTb
COEJMHEHHUE, a 3aTeM Ha)XMEM Ha BTOPOE YCTPOMCTBO, BBINOJHUB Ty Xe omeparuio. MoKHO
TaKke coequHUTh ¢ mnomornibto Automatically Choose Connection Type (aBromaruyecku
COGIMHSET JIEMEHTHI B CE€TH). BriOepeM 1 Ha)KMeM Ha KaKIOM H3 YCTPOWCTB, KOTOPBIE HYKHO
COEMHUTh. Mex1y YCTpOWCTBaMH IOSBUTCS KaOeJbHOE COEIUHEHHE, a WHAMKATOpPhl Ha

KaKIOM KOHIIC MOKaKYT CTATYC COCANHCHUA (,Z[J'IH I/IHTep(1)eI7ICOB KOTOPbIC HMCIOT I/IH,Z[I/IKaTOp).

Samm= 7 (/[ 4[4

r -

| Connections |
AeR
A - | Serial DTE |

Puc. 5.3. TlonnepxuBaembie B Packet Tracer Tumbr kadesei.

Packet Tracer moaaep>KuBaeT IMHPOKHI IHANa30H CETEBBIX COeAMHEHHH (cM. Tabm. 1).
Kaxxapiit Tin kabenst MOXKeT ObITh COeTUHEH JUIIb C ONPEACTICHHBIMU TUIIAMH UHTEP(EICOB.

Ta6muua 1. Tunsl coenunenuii B Packet Tracer

Tun kabens Onucanue

KoHconsHOE coennHeHrne MOKET ObITh BhIMOTHEHO Mexy [IK u
MapImIpyTU3aTopaMd  HWJIM  KOMMyTatopamu. JIOJDKHBI — OBITh
BBITIOJTHEHBI HEKOTOphIE TpeOOBaHUs sl pabOThl KOHCOJIBHOTO
ceanca c IIK: ckopocTs coenuHeHust ¢ 00€UX CTOPOH TOJDKHA OBITh
OJIMHAKOBasA, TOJHKHO OBITH 7 OMT JaHHBIX (WM 8 OUT) JIsi 00eux
CTOPOH, KOHTPOJIb YETHOCTH JOJDKCH OBITH OJMHAKOBBIH, JOJDKHO
ObITh 1 Wi 2 CTONMOBBIX OWTa (HO OHM HE 0053aTEIbHO JIOJKHBI
OBITh OAMHAKOBBIMH), a TMOTOK JAHHBIX MOXET OBITh YEM-yTOJHO
JUTsl 00EUX CTOPOH.

Console

/ Copper Straight- DToT THN Kabens SBISETCS CTaHAApPTHOM Ccpemoi mepenaun
through Ethernet mist coequHeHUsT YCTPORCTB, KOTOPBIH (QYHKIIHOHUPYET Ha




passbIx ypoBHsAX OSI. OH gomxeH ObITh COSAMHEH CO CISAYIOIUMA
turamu nopros: menaubiii 10 Mowut/c (Ethernet), mexnsiii 100
Mouwurt/c (Fast Ethernet) u meausiii 1000 Mout/c (Gigabit Ethernet).

Oror Tunm Kabens sBIAETCS cpenod mepemaunm Ethernet ms
COCTMHEHUS YCTPOUCTB, KOTOPhIE (PYHKIIMOHUPYIOT HA OJIMHAKOBBIX
ypoBHsx OSI. OH MOXeT ObITh COSIMHEH CO CICIYIOUUMU THIIAMU
noptoB: meaubiii 10 Mout/c (Ethernet), meansiit 100 Mout/c (Fast
Ethernet) u meausiii 1000 Mout/c (Gigabit Ethernet).

s Copper Cross-
. over

/ Fiber OnTOBOJIOKOHHAS CPEJia MCIIOJB3YETCS JIJISI COCTUHCHHS MEXKTY
ontuyeckumu mopramu (100 Mout/c niam 1000 Mout/c).

CoenuHenue uepe3 TENCPOHHYIO JIMHUIO MOXET ObITh
= Phone OCYIIECTBJIEHO TOJBKO MEXIy YCTpOMCTBaAMHM, HMEIOLIUMHU
*> MozeMHble NOpThl. CTaHIapTHOE TPEACTABICHUE MOJEMHOIO
COEJIMHEHUS - 3TO KOHEYHOE ycTpoiicTBo (Hampumep, 11K),
JI03BaHHUBAIOIIEECS B CETEBOE 00JIAKO.

KoakcuanbHas cpea MCIOJIb3yeTCs I COEAUHEHHUS MEXKITY
KOAKCHAIIbHBIMM ~ [IOPTAMH, TaKhe Kak KaOeIbHBIM MOJEM,
coeaMHEHHBIN ¢ oOnakoMm Packet Tracer.

Coaxial

CoenuHeHus  4yepe3  IOCIENOBATENbHBIE  MOPTHI,  YacTo
ucnons3ytorcst  ans  csized  WAN. Jlns  HacTpoWKH — Takux
COCMHEHUH HEOOXOIMMO YCTaHOBUTH CHHXPOHHU3ALMIO HAa CTOPOHE
: Serial DCE-ycrpoiictBa. Cunxponusauus DTE BeinonHsercs mo BeIOOpYy.
§: 0 § DCE and Cropony DCE M0HO onpenenuTh 1o MajJeHbKOM MKOHKE “gqacoB”

DTE PAZIOM € HOPTOM. ITpu BeIOOpe THma coemmuenus Serial DCE,
NepBOe YCTPOHCTBO, K KOTOPOMY TPHUMEHSETCS COEIUHEHHE,
cranoButcs DCE-ycTpoiicTBOM, a BTOpOE - aBTOMaTHUYECKU CTAHET
ctoponoit DTE. Bo3M0>xHO 1 00paTHOE pacnoIoKEeHUE CTOPOH,

eciu BeIOpan tun coequnenus Serial DTE.

[Mocnie co3maHms CETH €€ HY)KHO COXPaHHUTh, BEIOpaB MyHKT MeHio File -> Save mim ukoHKy
Save na nmanenu Main Tool Bar. ®aiin coxpaHeHHO# TONoNOruy uMeeT paciupenue *.pkt .

Packet Tracer naer HaM BO3MOKHOCTb CUMYJIUPOBaTh pabOTy ¢ MHTEepEHcOM KOMaHIHOMN
ctpoku (MKC) omepanmonHoi cucrembl |0S, ycTaHOBIEHHOW Ha BCEX KOMMYyTaTopax |
Mapuipytuzaropax kommnanuu Cisco.

[ToaxarounMBIIMCH K YCTPOHCTBY, MBI MOKeM paboTaTh C HUM TaK, KaK 3a KOHCOJIBIO
peanmpHOTO YycTpoiicTBa. CHMynsTOp OOEcCreduBaeT MOANEPKKY MPAKTUYECKH BCEX KOMaH],
JIOCTYITHBIX Ha PealbHbIX YCTPOMCTBAX.

[Moaxmrouenue k MKC koMMyTaTopoB MM MapIIpyTH3aTOPOB MOXKHO POM3BECTH, HA’KaB Ha
HE00X0IMMOE YCTPOMCTBO U TIEPEHIs B OKHO CBOMCTB K BKiajgke CLI.

Hnst cumynsanuu paboThl KOMAaHIHOW CTPOKM Ha KOHEYHOM YCTPOMCTBE (KOMIBIOTEPE)
HEo0X0/MMO B CBOMCTBax BbIOpaTh BKIaaky Desktop, a 3atem Haxarh Ha spiaslk Command
Prompt.

Pa6ota ¢ aitnamu B cumymsitope



Packet Tracer maeT BO3MOKHOCTH IIOJIb30BATENI0 XPAHUTh KOH(PHUIYPALUI0 HEKOTOPBIX
YCTPOMCTB, TaKWX KakK MapIIpyTHU3aTOpbl HJIM CBUYHM, B TEKCTOBBIX ¢ainax. [ias storo
HE00X0IMMO TIEPENUTH K CBOMCTBaM HEOOXOAMMOTo YCTpoicTBa U Bo BKiIaake Config HaxkaTh Ha
kHomKky “Export...” mns skcnopra koHburypamuu Startup Config mnum Running Config. Tak
MOJIyYUM JIMAJIOTOBOE OKHO JUIS COXPaHEHUsS HeoOXOoauMol KoHburypauuud B ¢aii, KOTOpBIN
Oyzaer umeTh pacimupenue *.txt . Tekcer (aiina ¢ kKoHpuUrypamnueii ycrpoiicTa running-config.txt
(MMs IO YMOJYAHHIO) AHAJOTHYEH TEKCTy HH(OPMAIMU IOJYYECHHOH MpHU HCIOIb30BAaHUH
komanbl Show running-config B 10S-ycrpoiicTBax.

Heo0xoaumMo OTMETHTD, YTO KOH(MUTYpALHSI KQXKIOTO YCTPONHCTBA COXPAHSIETCS B OT/ACILHOM
TekcToBoM (haiine. [lonmp3oBarenb Takke MMEET BO3MOKHOCTh H3MEHATH KOH(QUTYpalHiO B
COXpaHEHHOM (haiile BpYyYHYIO C TOMOIINBIO TPOMU3BOJIBHOTO TEKCTOBOTO penakTopa. Jlms
NPEJOCTABIICHUS] YCTPOWCTBY COXPAHEHHBIX WM OTPENAaKTUPOBAHHBIX HACTPOEK HYXHO BO
Bkiagke Config Haxkate kHomKy “Load...” mis 3arpy3ku HeoOxomumoil koHduryparmu Startup

Config wnu kHonky “Merge...” 1 3arpy3ku kondurypamuu Running Config.

IIpakTuyeckast 4acThb

Jlo6aBuM Ha pabouyro ob6sacTh mporpammbl 2 komytaropa Switch-PT. [To ymomyanuio oHu
umeroT uMena — SwitchO u Switchl./lo6aBum Ha pabouee 1osie YeTbIpe KOMIBIOTEPA C UMEHAMU
no ymonuanuto PCO, PC1, PC2, PC3. Coenunum yctpoiicta B ceTh Ethernet , kak mokasaHo Ha
puc.5.4. CoxpaHuM CO3/IaHHYIO TOIOJIOTHIO, HaXKaB KHOMKY Save (B MeHto File -> Save).

Otkpoem cBoiicTBa yctpoiictBa PCO, HaxaB Ha ero mzoOpaxenue. llepeinem K BKIaake
Desktop u cumynupyem padoty run, naxxas Command Prompt.

Crnucok KOMaH]I MOJY4YHM, eclid BBeaeM «?» u HaxkmeM Enter. J[ns xoHdurypupoBaHus
KOMITBIOTEPA BOCIIONIBE3YeMCsT KOMaH 101 ipconfig W3 KOMaHTHOW CTPOKH, HAIIpUMeED:

ipconfig 192.168.1.2 255.255.255.0

IP aapec m macky ceTw Takke MOXHO BBOJWTH B yA0OHOM rpaduyeckoM uHTepdeiice

ycrpoiictBa (cM. puc.1.5). [Tone DEFAULT GATEWAY - aapeca nuito3a He BaXHO, TaK Kak

co3ziaBaeMast CeTh He TpeOyeT MapLIpyTHU3aluu.



h\,;-v, .4 —
Q Cisco Packet Tracer - C:

File Edit Optons View Tools Extensions Help

New Cluster

Move Object Set Tiled Background

< [ m

Time: 01:06:36 l Power Cycle Devices Realtime )
“w o - _ |Fire LastStatus Source Destinatior|
Eld L83 va] va] ] v s
1 [ Connections | .
B 1o o0 ot i
| Jtomatically Choose Connection Ty L [ p— 4
[ Tee— 4

Puc.5.4. DxcniepumenTanbHast MOJIENb CETH

@ pco

[ physica

[

GLOBAL

[ Settings
plgorithm Settings
| | INTERFACE
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Desktop
FastEthernet
Port Status on
Bandwidth Auto
10 Mbps @ 100 Mbps
Duplex Auto
@ Full Duplex Half Duplex

MAC Address

IP Configuration
() DHCP
@ Static
IP Address
Subnet Mask

IPv6 Configuration
Link Local Address:
) DHCP
() Auto Config
@ Static

0001.C92C.9BAS

192.168.1.2

255.255.255.0
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Puc.5.5.Hacrpoiika y3na

TakuM e myTeM HaCTPOUM Kaxblil KOMITBIOTEP.




Taoauna 2

YerpoiicTBo IP ADRESS SUBNET MASK
PCO 192.168.1.2 255.255.255.0
PC1 192.168.1.3 255.255.255.0
PC2 192.168.1.4 255.255.255.0
PC3 192.168.1.5 255.255.255.0

Ha kaxxgoM KOMIBIOTEpPE MOCMOTPMM Ha3HadyeHHBbIE ajapeca Komaumou ipconfig Oes
apamMeTpoB.

B Packet Tracer 5.2 mpemycMOTpeH pEKHM MOJCIMPOBAHUSA, B KOTOPOM IMOIPOOHO
OMMCHIBACTCS M MOKa3bIBaeTCs, Kak pabortaer yruiuta Ping. IlosTtomy HeoOxonumo mepeiTu B
JTAHHBIA PEXHUM, HaXKaB HAa OJHOMMEHHBIN 3HAYOK B HUKHEM JIEBOM yIiIy pabodeil o0nactu, uin
o komOmHanuu Kinasum Shift+S. Otkpoercs «[lanens MmoaenupoBanus» (puc. 5.6.), B KOTOpOn

OyayT oTOOpakaThCsi Bce COOBITHS, CBSI3aHHBIE C BBITTOJHEHHS ping-Tiporiecca.
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Puc.5.6. «Ilanens MoznenpoBaHus»



Teneppr HE0OXOAMMO MOBTOPHUTH 3amyck ping-mporecca. [locie ero 3amycka MOXKHO
caBUHYTh «[laHenp MoaenupoBaHus», YTOObI HA CXEMe CIPOEKTUPOBAHHON CETH HAOMIIOIaTh 32
OTITPABKOW/TIPUEMKOI MTAaKETOB.

KHomnka «ABTOMaTH4eCKN» MOAPA3yMEBAET MOJIEIMPOBAHUE BCErO ping-rpouecca B eAMHOM
nporecce, Toraa kak «llomaroBoy» no3posnser oToOpaXxkaTh €ro MoaroBo.

YroObl y3HaTh MH(OPMAIHIO, KOTOPYIO HEeceT B cebe MakeT, ero CTPYKTYpy, JOCTaTOYHO
HaXKaTh MIPaBOM KHOMKOM MBIIIH Ha IIBETHOU KBajpat B rpade «Mudopmarmsy.

MozenupoBaHue npekpariaercs Moo MpU 3aBepIICHUH ping-Iporecca, JIUO00 MpH 3aKpbITUN
OKkHa «PeakTupoBaHMsD COOTBETCTBYIOIEH paboyel CTaHLUU.

Ecnu Bce cnenano mpaBMIIBHO MBI CMOXKEM IPOIMHMHIOBATH JIFOOOH M3 JIHOOOr0 KOMITBIOTEPA.
Hanpumep, 3aiinem Ha komnbtotep PC3 u nponunryem komnstorep PCO. Mbl 1015KHBI yBUIETH
OTYET O MHUHTE MOJO0OHBIN PUCYHKY 5.7.

OpnHako, 310 He Bce mpeumyniectBa Packet Tracer: B «Pexume cCUMYISAIMM» MOXHO HE
TOJIBKO OTCJIEKUBATh HCIOJIb3YEMbI€ MPOTOKOJbI, HO M BUJETb, HA KAKOM U3 CEMH YPOBHEMU

mozenu OS] gaHHBIM MPOTOKOJI 3a/1ecTBOBaH (CM.puc.5.8).

P -
- - FranT . . 9 - s
Physical | Config | Desktop

BCxping{ 192

Pinging 132.

Puc.5.7. BeinmonHeHre KoMaH b1 PiNG B KOMaHIHOM CTpOKe
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Puc.5.8 Ananus cemuypoueBoii moaenu OSI B Cisco Packet Tracer 5.2.

KOHTpOJILHbIe BOIIPOCHI

1. Kakue THIIBI CETEBBIX YCTPOMCTB M COCANHEHUI MOXKHO UCIOIb30BaTh B Packet

Tracer?
Kakum cioco6oM MOXHO nepeiTu Kk uHTepdeiicy KoMaHJHOM CTPOKH YCTpOiCcTBa.

2.
3. Kak 100aBUTh B TOMOJIOTHIO U HACTPOUTH HOBOE YCTPOMCTBO?
4., Kak cOXpaHHTb KOH(QUIypaluo ycTpoiicTsa B .tXt daiin?

3agaHue NI CaMOCTOATEIbHOM PadoThI:

1. Co3naiite Tomonoruto puc. 5.9.



Logical [Root] New Cluster Move Object Set Tiled Background
s
! J =

PC-PT

PC6

,}_,_-"'-"WT Swit, h-PT"
Switch2 Swigch3
= I
|

|
| PC-PT
| PCS
|
e
“pcpT
PC4
Puc 5.9. Tonomorust ceTv ISl KCCIIEOBAHUS
2. Ha3zHaubTe KOMIIBIOTEpAM ajpeca, COTJIACHO BAPUAHTY V
Tab6numa 3.
VYerpoiicTBo IP SUBNET MASK
ADDRESS
PC1 v*10.v.1.1 Macka TmOJCeTH OmIpeaeisieTcs B
PC2 v*10.v.1.2 3aBUCHUMOCTH OT KJlacca CE€TH, K
PC3 v*10.v.1.3 KoTopomy npuHaanexur [P aapec
PC4 v*10.v.1.4
PC5 v*10.v.1.5
PC6 v*10.v.1.6

Hampuwmep, amnst Bapuanta 7 (V=7) u kommbtorepa PC5 umeem IP ADDRESS 70.7.1.5, macka
255.0.0.0.
Ecnu cnenano Bc€ mpaBUIIbHO BbI CMOXKETE NMPOIMHTOBATh J1F000i KOMIBIOTEP U3 JHOO0TO.

3. BeimonuauTe yTUIMTY Ping, coriacHo Tadi.4.

Tab6muna 4.
Bapuant v%7 | Ilunr u3 IInHr B Bapuant v [InHr u3 [Inar B
1 PC1 PC6 8 PC6 PC5
2 PC2 PC6 9 PC1 PC6
3 PC3 PC1 10 PC2 PC6
4 PC4 PC2 11 PC3 PC1
5 PC5 PC3 12 PC4 PC2
6 PC6 PC4 13 PC5 PC3
7 PC6 PC5 14 PC6 PC4




4. B «Pexume cuMyssiiUN» OTCIEIUTE IBUKEHHUE MAKETOB U UCIOJIb3YEMbIE IPOTOKOJIBI,
(cMm.puc 5.8).

S. [lepexmounBmnch B «PeXUM CUMYJISLIMM» PAacCMOTPETh U IMOSICHUTH IIPOLECC
oOmeHa fmanHbIMH 10 nipoTokoiry ICMP mexny ycrpoiicTBamu (BBITOJHUB KoMaHAy Ping c
OJIHOTO KOMIIbIOTEpa Ha Jpyroil m.3), mosicHuTh poisib npotokosa ARP B sTtom mpouecce.
JletanbHOE MOSICHEHUE BKJIFOUUTDH B OTYET.

6. Y6enuTbes B JOCTUKUMOCTH BCEX 0OBEKTOB CETH 110 MpoToKoiy IP.

Conep:xanue oTuéra
OT4€T TOTOBUTCS B JIEKTPOHHOM BUJIE U pacriedarbiBaeTcs. OTYET COAEPIKUT:

1. TurynpHBIN JIUCT;,

2. 3apanue (CKpHUHILOT TOMOJOTHH COTJIACHO BapHAHTY)
3. Cxema ceTn.

4. Xon paboTHI:

da. I[aHHBIfI pasaci  COCTOUT M3 IIOCICAOBATCIIBHOTO  OIIMCAHUSA 3HAYUMMBIX
BBINIOJIHACMBIX IIAaroB (C YKa3aHHuEeM Ux CYTI/I) Ilosicuenus pa6OTBI KOMaH/bI pll’lg
" COACPKUMI0 IIPOTOKOJIOB.

b. xomwuii s3kpaHOB (0JKHA OBITH BHIHA HAOpaHHAs KOMaHIa M PEAKIUsl CHCTEMBI,
€CJIM OHA eCTh).

5. BriBoabL.



JlaGopaTopHnasi padora Ne 2
Ha CGI‘OI[H}IIHHI/II\/'I JACHb Ha PBIHKC |T CYIICCTBYIOT HC TaK YK U MHOI'O CCTCBBIX
CUMYJISITOPOB.
H_[I/IPOKO HN3BCCTHBI TAKUC CUMYJIATOPHI, KAK:
e BOSON NET SIM;
e CISCO Router eSim;
Cisco Packet Tracker;
Network Emulator;
Dynamips;
Cisco 7200 Simulator.

W3 Hux HamOojee paclpOCTpaHCHHBIC B IUIAHE HCIIOJIL30BAaHUS I OOyUCHHS
sBisifoTcst Boson NetSim, Cisco Packet Tracer m Network Emulator. OctranoBuMmcst Ha HUX
MOAPOOHEH.

1..1 Boson NetSim

Boson NetSim — mnporpammHoe obOecreueHne, KOTOpOE MOIEIHPYET paboTy
cereBoro obopymoBanuss CisCO, u pa3paboTaHo, 4YTOOBI ITOMOYL ITOJIb30BATCIIO B
uzyaenuu Cisco 10S.

BOABIMIMHCTBO JIpYrux MNPOTPAaMMHBIX MPOAYKTOB, «MOJEIUPYS» IOBEICHHE
CUCTEMBbI B 3apaHee MOJArOTOBJIEHHBIX J1a00paTOpHBIX paboTax, (PAKTUUECKH HE MOTYT
OTOOpaXKaTh CUTYAILMI, KOTOPHIE NEUCTBUTEIBHO MOTYT CIYyYUThCA B c€TU. B oTinuune ot
HUX, NetSim ucnosb3yeT TEeXHOJOTMH, CIelualbHO pa3paboTaHHble KommnaHuend Boson,
KOTOpBIE TO3BOJISIIOT OOOMTHU 3TOT HEJOCTATOK U MOJETUPOBATH MCTUHHOE IOBEACHUE
CETHU. DTHU TEXHOJIOTUH MO3BOJIAT MHOTUM I10JIb30BaTelsiM Boson NetSim BEIATH JalIEKO 3a
paMKd  BBIIYMAaHHbIX  JaOOpaTOpHbIX paboT, ¥  Jyd4llle TOHATb IPUHLHUIIBI
¢dbyukumnonuposanus Cisco 10S [5].

NetSim umeeT o4eHb pa3BUTYIO MOJACPKKY, 0OECTICUHBAIOIYI0 KoMIaHued Boson
(3TO CBSI3aHO, KOHEYHO €, C OypHbIMH TeMIaMHU Pa3BUTHS TEIEKOMMYHHKAIIMOHHBIX
ceteil). B cBs3u ¢ atum, komnanust Cicso peKOMEHIyeT MUCHOIb30BATh ATOT MPOAYKT IS
MOATOTOBKM K cJayd dk3aMeHOB. [losTomy BOSON BbIyckaeT pas3jiMyHble BEPCUU
NetSim’a, kaxzaas U3 KOTOPbIX OPUEHTUPOBAHA Ha ONPEIAEICHHBIA 53K3aMEH W,
COOTBETCTBEHHO, YPOBEHb 3HAHUS MOJIb30BATEIIS.

CymectByet Tpu Bepcuu NetSim’a 11 cleayrommx dk3aMmeHoB: NetSim s
CCENT, NetSim ans CCNA u NetSim qis CCNP.

1.2 Cisco Packet Tracer

JlaHHBIN mporpaMMHBIN TPOAYKT pa3pabotaH kommnaHuend Cisco M peKOMEH]I0BaH
UCIIOJIB30BAaTbCAd NPU  W3YYEHUU TEIEKOMMYHUKALMOHHBIX CETEM M CETEBOTO
000opyI0BaHUS.

Packet Tracer 4.0 BxjrodaeT clieayroine 0COOEHHOCTH:

®  MOJEIHMPOBAHME JIOTUYECKOM TOIMOJIOTUU: paboyee MPOCTPAHCTBO AJISL TOTO,
9TOOBI CO3/1aTh ceTH Jroboro pasmepa Ha CCNA-ypoBHE CIIOKHOCTH;



® MOJCIUPOBAHUE B PSKUME PEATLHOTO BPEMEHHU;

® PCKHUM CUMYJISAIINH;

e MoOJCIUpPOBaHUE (PU3NUECKON TOMOJIOTHH: 0OJiee MOHSATHOE B3aUMOJICUCTBHEC
C (U3HYECCKUMHU YCTPOMCTBAMH, HCIOJIb3yS TaKWUe TOHATHS KaK TOpO,
371aHHue, CTOMKA U T.1I.;

e yiuyumeHHbii GUI, HeoOXomumplii s 0oJjiee KaueCTBEHHOTO MOHUMAaHUS
OpraHU3allMH CETH, IPUHIIUIIOB paOOTHI YCTPOMCTBA,;

o MHOTOSI3BIKOBAsT ~ TOJJEPKKA: BO3MOXKHOCTH  TIEPEBOJIa  JAHHOTO
IPOrPaMMHOTO TPOJYKTa IPAKTHYCCKH Ha JIIOOOH s3BIK, HEOOXOIMMBIN
I10JIL30BATEIIIO;

. YCOBEPIIIEHCTBOBAHHOE H300paKEHHE CETEBOrO OOOpYAOBAHUS  CO
CIIOCOOHOCTBIO H00aBIATH / yIAIATh pa3IuuHble KOMIIOHCHTHI;

. Hammure Activity Wizard mno3BoisieT CTyA€HTaM W MPEIoaaBaTeisIM
co37aBaTh MIA0JOHEI CETEH U MCIT0JIb30BaTh UX B JTaJIbHEHUIIIEM.

C nmoMomIbI0 JAHHOTO MPOTrPaMMHOIO MPOAYKTA MPENOaBaTENHN U CTYIEHThI MOTYT
MPUAYMBIBATh, CTPOUTH, KOH(MUTYpUPOBaThH CETH U MPOU3BOJUTH B HHUX TOHUCK
HeucnpaBHocTer. Packet Tracer maeT BO3MOXHOCTH 0ojiee MOAPOOHO MPEICTABIIATH
HOBEHUIIINE TEXHOJIOTHHU, TEM CaMbIM JieJiasi yueOHBII MpOoIecc Ype3BbIYaHO MOJIE3HBIM C
TOYKHU 3PCHUS YCBOCHMSI MTOJTydeHHOTO MaTepuaia [7].

1.3 Network Emulator

[Mporpamma Network Emulator Oputa 3agymana B nHawanme 1997 roma. IIpoekr
NpeBpaTUiCs, MO CyTH, B IpOrpaMMmy, OOy4aroulyl0 €€ IOJb30BaTessi BCEM TOHKOCTSIM
TEXHOJOTMM Ha Pa3HbIX YPOBHAX: OT 0a30BbIX MOHATHH 1O OCOOEHHOCTEH 00paboTKH
OTAEIBHBIX TOJIEM CETEeBBIX MakeToB. [Iporpamma mponuia myTh OT MPOCTEHIIETO
«poyTepa TAKETOB» [0 HHTEJUIEKTYyaJIbHOTO OPraHM3aTOpa BHUPTYAJIbHBIX MAIIMH: Ha
J000M U3 KOMITBIOTEPOB MOKHO 3aIlyCTUTh HECKOJIBKO MPOrpaMM-aHaJIOroOB HACTOSIIHUX
npuioxeHui. Bece oHM OyAyT UCTIOHATHCS OJTHOBPEMEHHO.

B nanpneiimem nosiBusioch u apyroe «mpusanue» Network Emulator: o6yuenue
CTYJICHTOB  MNpUHIMUIY  agmMuHucTpupoBanus  |IP-ceteit.  JlanHoe  HampaBieHue
HCIIOJIb30BaHUsl ObUIO C YCIEXOM peajM30BaHO B IMPOLECCE MPOBEACHUs 1a00paTOPHBIX
pabor mo mpeamery "Ceru OBM" B VYiawsHoBckoM ['ocymapctBeHHOM TexXHHUECKOM
YHuBepcurere.

JlaHHBIM CUMYJISTOP BKJIIOYAET B ce0sl CIEAYIONINE BO3MOKHOCTH U TEXHOJIOTUU:

® MapuIpyTH3alMsl, CHCTEMa MOJEIMPOBaHUA KaHaANOB, |P-dbunbsTparus;

e tunsl naketoB: ICMP, UDP, TCP, a Tak ke Hu3koypoBHeBble ARP-3anpochr;

e KOHLENIMS HHTEp(DENCcCOB U COKETOB (IPOCTOM, JeWTarpaMMHBIA U
MOTOKOBBIN);

® HMYJALHS XOCTOB, KOMMYTaTOPOB BTOPOTO YPOBHS U KOHLEHTPATOPOB;

® YCTAaHOBKAa YPOBHA [OMEX Ha KaHAJIE,;

e cea3piBaHne Heckoabkux Network Emulator gepes peanshyio cets TCP/IP
[10].



B pamkax kxypca nmaboparopHble paboThl OyayT BeImonmHsAThCS Ha Cisco Packet
Tracer 4.0.

Cisco Packet Tracer 4.0 cnoenuanbHO pa3paboTaH Ui Havajga H3ydCHUS
COBPEMEHHBIX TEJICKOMMYHUKAIIMOHHBIX CHUCTEM, W OOIbIIE JPYTHX CHMYJISATOPOB
COOTBETCTBYET JJAHHOH 3a1aue.



2 Cisco Packet Tracer

JIaHHBIN CHUMYJIATOP TO3BOJIAET CTYACHTaM MPOEKTUPOBATH CBOU COOCTBEHHBIE
CETHU, CO3/1aBasi U OTHPABJIAS PA3JINYHBIC NAKEThI TAHHBIX, COXPAHATh 1 KOMMEHTHUPOBATh
CBOIO paboTy. CTYJIEHThI MOTYT M3y4yaTh U UCIOJIb30BaTh TAKUE CETEBbIE YCTPOMCTBA, KaK
KOMMYTAaTOPbI BTOPOT'O U TPETHEro YPOBHEH, paboyue CTaHIMU, ONPEAEIISATh TUIIbI CBS3EH
MEXK]ly HUMH U coeauHATh uX. [locie Toro, Kkak ceTb CIpOEKTUPOBaHA, CTYAEHTHI MOTYT
MPUCTYINATh K KOH(OUTYPUPOBAHUIO BEIOPAHHBIX YCTPOMCTB MOCPEACTBOM TEPMHUHAIBLHOTO
J0CTyIa WK KOMaHJIHOU CTPOKH (cM. puc.2.1).
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Puc.2.1 Cisco Packet Tracer 4.0

OTnuuuTeNnbHON OCOOCHHOCTHIO JAHHOTO CHUMYJISITOpA SIBJISIETCA HAJIU4Me B HEM
«Pexxuma cumynsiuu» (puc.2.2). B 1aHHOM pexuMe BCe MaKeThl, epecbulaeMble BHYTPU
CeTH, O0TOOpaxaroTcsi rpaduyecku. DTa BO3MOXKHOCTh IO3BOJISIET CTYIEHTAM HATJISIHO
IPOJEMOHCTPUPOBATh, 110 KaKOMYy MHTEp(EHCy B TaHHBIE MOMEHT MEpPEMEIIAETCS MaKeT,
KaKOM ITPOTOKOJI UCIIOJIBb3Y€ETCS U T. 1.
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Puc.2.2 Pexcum «Cumynauuuy ¢ Cisco Packet Tracer 4.0

Onnako, 3170 He Bce mpeumyinectBa Packet Tracer: B «Pexume cumMynsmum»
CTYJICHT MOJKET HE TOJBKO OTCJIC)KUBATh HCIIOJIB3yeMbIC MPOTOKOJIBI, HO M BHJICTh, Ha
KakoM u3 ceMu ypoBHer mojaenu OS| qaHHbIM MPOTOKOI 3a7eiCTBOBaH (cM.puc.2.3).
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Puc.2.3 Ananus cemuyposnesou mooenu OSI ¢ Cisco Packet Tracer 4.0

Takasg kaxymascs Ha TNEpPBbIA B3MIAA NOPOCTOTA W HArJSAIHOCTh  JETaeT
MPaKTUYECKHUE 3aHATHUSL YPE3BbIYANHO MMOJIE3HBIMH, COBMEIIAs B HUX KaK MOJIYy4YEHUE, TaK U
3aKpEIUICHHE MTOTyYEHHOIO MaTepHaIa.

Packet Tracer cmocobeH MoaenMpoBaTh OOJBINOE KOJIUYECTBO YCTPOWCTB
Pa3IMYHOrO0 HA3HAYEHHMsI, a TaK K€ HEMAJIO PA3JINYHBIX THUIIOB CBA3EH, YTO IO3BOJISET
MPOEKTUPOBATh CETH JIIOOOr0 pa3Mepa Ha BHICOKOM YPOBHE CJIOKHOCTH:

MOJEIUPYEMBIE YCTPOUCTBA:!

¢ KOMMYTaTOPbI TPETHErO YPOBHS:
o Router 2620 XM;
o Router 2621 XM;
o Router-PT.
¢ KomMyTaTOpsl BTOPOro YpOBHSL:
o Switch 2950-24;
o Switch 2950T;
o Switch-PT;
o coemuHeHue Thna «MocT» Bridge-PT.

¢ (CeTreBble KOHIEHTPATOPHI:
o Hub-PT;



o mnoBtoputenb Repeater-PT.
e OKOHEYHbIE YCTpOHCTBA:

o pabouas cranmus PC-PT;

o cepsep Server-PT,

o mnpunrep Printer-PT.
¢ becnpoBOHBIE YCTPOUCTBA:

o Touka goctymna AccessPoint-PT.
e ['nob6anbHas cetb WAN.

Tursl cBsA3En:
O KOHCOJIb;
MeIHBIN Kabenb 0e3 nmepekpemuBanus (IpsiMoi Kabelb);
MEIHBIN Kabelb C epeKpelMBaHueM (Kpocc-Kabenn);
BOJIOKOHHO-ONITUYECKUI KaOelb;
Tene(oHHas JIMHUS;
Serial DCE;
Serial DTE.

O O O O O O

Tak ke wnenecooOpa3HO NPHUBECTH TE€ MPOTOKOJBI, KOTOPbIE CTYAEHT MOKET

OTCIIE)KUBATh:

e ARP;

o CDP;
DHCP;
EIGRP;
ICMP;
RIP;
TCP;
UDP.



3 OnucaHue TepMUHANLHOrO pexuma

Mapmipytu3aTtop KOHPUTYpHPYETCS B KOMaHIHOW CTPOKE OMEPAIIMOHHON CHCTEMBI
Cisco IOS. Tloacoenunenune k MapuipyTu3aTopy ocyuectBisiercs yepe3 Telnet na IP-
azpec J000ro U3 ero HHTEepPerncoB WIK ¢ MOMOIIBIO JII000H TEPMUHAIBHON MPOrPaAMMBbI
Yyepe3 MOCIEN0BATEIbHbIA MOPT KOMIIBIOTEPA, CBA3aHHBIA C KOHCOJIBHBIM ITOPTOM
Mmapuipytuzatopa. llociemnuit cnoco® mNpeAanoyTuTeNbHEE, IMOTOMY YTO TPOIECC
KOH(UTypUPOBAHUS MAPLIPYTU3ATOPa MOKET U3MEHSTh napameTpsl [P-untepdeiicos, uto
NpUBEACT K TOTEpPe COCIUHEHHUs, ycTaHOBJIeHHoro dvepe3 Telnet. Kpome Toro, mo
cooOpakeHHsIM 0€30MacHOCTH JOCTYN K Mapipyrtuzaropy uepes Telnet crmemnyer
3anpeTuTh [8].

B pamkax gaHHOro Kypca KOHpHUIypalus  MapHIpyTH3aTOpoB  Oyner
OCYILECTBIIATHCA IOCPEACTBOM TEPMHUHAIIA.

[Ipu pabore B komanaHo crpoke Cisco IOS cyiiecTByeT HECKOIBKO KOHTEKCTOB
(pe’kMMOB BBOIa KOMaH).

KoHTekcT moJsib30BaTesisi OTKPBIBAETCS MPU MOJACOEAMHEHUN K MapIIPyTH3ATOPY;
OOBIYHO TPHU MOJKIIOUYEHUU Yepe3 CeTh TpeOyeTcsl mapoib, a MPU MOJAKIIOYEHHH Yepe3
KOHCOJIbHBIA TOPT TMapoJib HE HYKEH. B 3TOT € KOHTEKCT KOMaHJHas CTpOKa
ABTOMATUYECKH MEPEXOJUT NPH IPOJOJDKUTEIBHOM OTCYTCTBUM BBOJa B KOHTEKCTE
aMUHHUCTpaTopa. B KOHTEKCTe NOJaB30BATENS JOCTYNHBI TOJBKO IPOCTHIE KOMAaHJbI
(HexoTopble 0a30BbIE ONEpPALMU IS MOHUTOPUHIA), HE BIMUAIOLIME HAa KOH(MUTYpaIUIO
MapipyTu3aropa. Buj npurnanenus KOMaHJHOW CTPOKH:

| router> |

BwmecTo ciioBa router BBIBOAUTCS UM MapLIPyTU3aTOPa, €CJIM OHO YCTAHOBJIEHO.

Konteker agmMuHucTparopa (KoHTeKCT "exec") OTKpbIBaeTcss KomaHioi enable,
MOJAHHOW B KOHTEKCTE TOJb30BaTeNsd; NpU 3TOM OOBIYHO TpeOyeTcs MapoJib
aAMUHUCTpaTopa. B KOHTEKCTE aAMUHUCTpATOpa IOCTYIHBI KOMaHbI, MO3BOJSIOLINE
MOJIyYUTh TOJHYI0 MH(OPMALKIO O KOH(PUTypaluu MapuipyTH3aTopa U €ro COCTOSIHHH,
KOMaH/bl Mepexo/ila B PEXUM KOHPUIypUPOBAaHUS, KOMaHIbl COXpPAHEHHs M 3arpy3ku
KoH(purypamnuu. Bua npurnaienus KOMaHIHON CTPOKH:

| router# |

OOpaTHBII TIEpPeX0 B KOHTEKCT IOJIB30BaTeNsl Ipou3BoauTcs mo komanae disable
WITH 110 HCTEYSHUH YCTaHOBJICHHOTO BPEMEHH HEAKTUBHOCTH. 3aBepIIIEHHE ceaHca padoThI
- KOMaH 1a exit.

I'100aJIbHBIH KOHTEKCT KOH(HMIYPHPOBAHHUsSI OTKpbIBaeTCA KomaHmoi config
terminal  ("koudurypupoBarb uepe3  TepMmuHAN'), TOJAHHOH B  KOHTEKCTE
aAMUHUCTpaTtopa. [ 70OambHBIE  KOHTEKCT  KOH(DHUTypUpPOBAaHWS  CONEPKHT  Kak
HETMOCPE/ICTBEHHO KOMAaHAbl KOH(PUTYPUPOBAHMS MAapIIPYyTH3aTOpa, TaK W KOMAaHJbI
nepexoja B KOHTEKCThI KOH(PUTYPUPOBAHHUSI TIOJICUCTEM MapIIPyTH3ATOPa, HAITPUMED:



KOHMeKCm KOHGu2ypuposanus unmepgetica

OTKpbIBacTCs KomaHmoil interface wmsa unmepghpeiica (nmanpumep interface
serial0), mogaHHOM B rI00aTBHOM KOHTEKCTE KOH(DUTYPUPOBAHUS;

KOHMEKCM KOHQDUSYPUPOBAHUSL NPOYeCCca OUHAMUYECKOU MAPUUPYMU3ayuu

OTKpBIBaeTCsI KOMaHAON router mpomokon nomep npouecca (Hanpumep, router
ospf 1, noganHoit B r1100aTbHOM KOHTEKCTE KOH(MUTYPUPOBAHMUSL.

CymecTByeT MHOXKECTBO JPYTMX KOHTEKCTOB KoH(purypupoBanus. HekxoTtopsie
KOHTEKCTHl ~ KOH(MUTYPHUPOBaHUS  HAXOAATCS ~ BHTYPHM  JPYTUX  KOHTEKCTOB
KOH(UTYPUPOBAHHS.

Bu npurnameHusi KOMaHAHON CTPOKH B KOHTEKCTaX KOH(DUTYpPHPOBaHUS, KOTOPHIC
OyayT BcpeuaThCs HanboJiee 9acTo:

router(config)# /rno6anbHbIi/

router(config-if)# /unaTepdeiical
rounter(config-router)# /muHamuueckol MapiipyTuzanuu/
rounter(config-line)#  /repmunanbHo¥ TrHUN/

BAYKHO! CtyneHTsl 1OJDKHBI 3alIOMHUTH BUJI PUTJIAIIEHUA KOMAaHIOM CTPOKHU BO
BCEX BBILICYKAa3aHHBIX KOHTEKCTaX M IIpaBWJIa IIEpexoja U3 KOHTEKCTa B KOHTEKCT. B
JaJIbHEHIIIEM MpUMEpbl KOMaHJ Bcerja OyAyT JaBaThCs BMECTE C NPUIIALLICHUSIMU, U3
KOTOPBIX CTYJIEHTBI JOJDKHBI OIPEACNATh KOHTEKCT, B KOTOPOM IIOJAETCs KOMaHIA.
[Tpumepsl He OYAYT collepKaTh yKa3aHUM, KaK MOMNacTh B HEOOXOAUMBINA KOHTEKCT.

Beixonm w3  00aibHOrO  KOHTEKCTAa  KOHGUTYPUPOBaHUS B KOHTEKCT
aMUHUCTPATOpPa, a TAaKXE BBIXOJ U3 JIIOOOTO0 MOAKOHTEKCTa KOH(MUTYpUPOBAHUS B
KOHTEKCT BEpPXHEro YpOBHS Mpou3BoauTcs kKomaHmou eXit mmm Ctrl-Z. Kpome Toro,
koMaHaa end, momaHHas B JIIOOOM M3 KOHTEKCTOB KOH(UIYPHUPOBAaHUS HEMEIJICHHO
3aBepIlaeT IMpolecc KOHPUTIYpUpOBaHHS M BO3BpAIllA€T oOIEparopa B KOHTEKCT
aJMUHHCTPATOPA.

BAXKHO! Jliobas komaHna KOH(MUrypaluu BCTyHNaeT B JEWCTBHE HEMEIJIEHHO
IIOCJIE BBOJIA, @ HE IOCJIE BO3BpAaTa B KOHTEKCT aIMUHUCTPATOPA.

VYrponieHHas cxemMa KOHTEKCTOB MpeicTaBieHa Ha puc.3.1.
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router>

KoHTEKCT NoNkB30EaTENA

7y

chahle disable

v |

router#

KoHTekoT SAMUHKWCTRATOR A

* KOMEHIOEI NPOCMT pa (show .0
* 2al[py KA W C 0 PAHEHKME

EOHD MY DaLMM (Cogy .., NEpesarmyaka
npoueccos (clear...)

* ping, traceroute, telnet

config terminal exit

¥ |

router (config) #

[NobaneHEIR KOHTEKCT
KOHGM MY M O BaHKA

e ofile HacThod TCHRIP

® Y CTAHOE K& CT aTHYEC kMK MApLLYT OB
* [ OGMEHWE CNMC KOE OCTY Na,
M3 LU YT Helk KapT, HaB0poe KNy e

interface . EXlr router .. ETlt
router (config-if) # router (config-router) # e
KoHTekoT KoHdHRypHp OBaHKA KOHTEKET KOHGUIYPUMPOEIHKMA Oy
WHTEpDEACE NP OTOKONE MAR P YTHZE LMK MANREGT
+ HazHadeHMWe IP-agpeca « HacT pofka NapaMETHOE NPOT OKONE

* YOTAHOEKA MApAIETPOE Pa3MMHBE
MpOT OKONOE, CB ASAHHLE © WHT e s o
* OTEMIOYEHWE W BKNICH EHME MHTERDEAC 3

WS PLL YT WAL

Puc.3.1. Cxema konmexcmoeg Cisco 10S

Bce xoMaHpI ¥ apaMeTpbl MOTYT OBITh COKpalleHbl (Hampumep, "enable™ - "en”,
"configure terminal” - "conf t"); ecmum cokpalieHre OKaKeTCA HEOAHO3HAYHBIM,
MapIIpyTHU3aToOp COOOMIUT 00 ATOM, a MO HAXKATUIO TaOYyJSAIUU BBIIACT BapUAHTHI,
COOTBETCTBYIOIIME BBeICHHOMY (bparmenTy [2].

B mo0om mecTe KOMaHAHOW CTPOKH [JIsi TIOJYYEHHS TOMOIIM MOXKET OBbITh
WCMOJIb30BaH BOMPOCUTEIbHBIN 3HAK:

router#? /COACOK BCEX KOMAH/ JaHHOTO KOHTEKCTA C
KOMMEHTapUsIMu/

router#co? /CIIMCOK BCEX CJI0OB B 9TOM KOHTEKCTE BBOJIA,
HAYMHAIONIMXCS Ha "CO" - HeT mpobena nmepex 7"/

router#conf ? /crimcox Bcex mapameTpoB, KOTOPHIE MOTYT
clieoBaTh 3a KoMangoi config - mepex "?" ecth mpoben/

[MogpoOHee 0 KOHDUTYPUPOBAHUU YCTPOMCTB MOXKHO y3HaTh U3 [1], [2], [8].
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4 CnucokK KomaHA

JlaHHBIN CIMCOK KOMAaHJ CTPYNIIUPOBAH B COOTBETCTBUM C KOHTEKCTAMHU, B KOTOPOM
OHM [KOMaHJbI| mpUMEHsOTCA. B 1maHHOM choucke coOpaHbl Te€  KOMaH/IbI
KOH(UTYpUPOBAHUS, KOTOPbIE HEOOXOAUMBI JUIsl BBIMIOJTHEHUS BCEX TAOOPATOPHBIX PadoT.

4.1 T'no6anbHbIi KOHTEKCT KOH(UTYPUPOBAHMS

4.1.1 KomaHpa «Access-list»

Kputepun ¢unbpTpanmm 3amaloTcs B CIKCKE ONEPATOPOB pa3pelieHUs] U 3alpera,
Ha3pIBAEMOM CIIMCKOM focTtyna. CTpoKM CIHCKa 10cTyna cpaBHuBarores ¢ [P-agpecamu u
Apyroil mHpopManuel Makera JaHHBIX IOCJIEIOBATEIbHO B TOM MOPSAKE, B KOTOPOM
ObUIM 3aJaHbl, IOKa HE OyAeT HailneHo coBmazeHue. llpu coBmageHUM OCYIIECTBISAETCS
BbIX0OJ M3 cnucka. [Ipu s3Tom paboTta crnmcka AOCTyNa HampsMYyIO 3aBUCHT OT HOpsIKa
CJIEIOBAaHUs CTPOK.

Cnucku JOCTyna UMET 2 npasuia. Permit — paspemmrts, U deNy — 3ampeTuTsb.
VIMEHHO OHM OTIPENAEIISAIOT, IPOIYCTUTh NAKET JaJbIlIe WU 3alIPETUTh €EMY AOCTYII.

Crnucku nocryna ObiBaroT 2-yx TunoB: standard — crangaptasie (Homepa ¢ 1 10 99) u
extended — pacmmpennsie (Homepa ¢ 100 mo 199). Pasnmuums 3akiaodaroTcs B
BO3MOXKHOCTH (DMJIBTPOBATh MAaKEeThl HE TOJBKO 1O IpP-agpecy, HO W 1O JIPyruM
napameTpam.

@opmaT KOMaH/Ibl (CTaHAAPTHBIEC CIIUCKU JOCTYIIA):

access-list nomep cnucxa/ums npasuno A.B.C.D a.b.c.d , rne A.B.C.D a.b.c.d — ip-
aZpec M NOJICTAaHOBOYHASI MaCKa COOTBETCTBEHHO.

[IpuMep BBITTOTHEHUS KOMaH/bI:

Router(config)#access-list 10 deny 192.168.3.0 0.0.0.3
Router(config)#

JlaHHast KOMaH1a O3HAYAET, YTO JAHHBIA CIIUCOK JOCTYyIa OJOKHPYET JII0ObIC MaKeThI
c ip-aapecamu 192.168.3.1 - 192.168.3.3.

4.1.2 KomaHaa «Enable secret»

OOBIYHO TpU BXOJE€ B MNPUBWICTUPOBAHHBIA pEXUM TpeOyeTcss BBECTH MApOJib.
I[aHHaSI ®YHKHHH IMMO3BOJIACT MPCAOTBPATUTD HCC&HKHHOHHpOBaHHblf/'I AOCTYII B )IaHHBIﬁ
peXUM, Bellb UMEHHO W3 HEr0 MOXKHO M3MEHSTh KOH(Urypanui ycrpoictsa. JlaHHas
KOMaHaa IIO3BOJIICT YCTAaHOBUTD Takou mapoJib.

dopmaT KOMaH/IbI:

enable secret naponw
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[IpuMep BBITTOITHEHNS KOMaH/BbI:

Switch(config)#enable secret 123

Switch(config)#

%SYS-5-CONFIG_I: Configured from console by console
Switch#exit

Switch con0 is now available

Press RETURN to get started.

Switch>enable

Password:

Switch#

[locne ToOro, kak OBUI YCTAaHOBJEH MapoJib, TMpPU TMOMNBITKE BXOJa B
MPUBUJIETHPOBAHHBIN PEKUM, KOMMYTATOP OyAEeT TpeOOBATH OT MOJIH30BATENS €I0 BBECTH
— B IPOTUBHOM CJIy4ae BXOJl OyZeT HEBO3MOXKEH.

4.1.3 KomaHaa «Interface»

Komanna 151 BXoa B pexuM KOHPUTYpUPOBaHUS MHTEPPECOB KOHPUTYpUpPYyEeMOTO
ycTpoiicTBa. JlaHHBI pEXUM TMpPEACTaBISIET COOOM OJHO M3 TOJAMHOXKECTB pPEXUMa
TJI00QTPHOTO KOH(PUTYPUPOBAHKSI M TIO3BOJISICT HACTPAUBATh OJIMH U3 JTIOCTYITHBIX CETEBBIX
untepdeiicoB (fa 0/0, s 2/0 u T1.1.). Bce u3MEHEHHWs, BHOCHMBIE B KOH(HUIYpPAIHIO
KOMMYTAaTOpa B JAHHOM PEKHUME OTHOCSTCS TOJBKO K BRIOpAaHHOMY HHTEp(]eEicCy.

dopMat KoMaH/bI (BO3MOXHBI 3 BapHaHTA):

interface mun nopm

interface mun crom/nopm

interface mun crom/noocrom/nopm

[Ipumepsl BBITOTHEHNS] KOMAH/IbI:

Switch(config)#interface vlan 1
Switch(config-if)#

Router(config)#interface s 3/0
Router(config-if)#

[Tocne BBeneHUs TaHHOW KOMaHBI C YKAa3aHHBIM UHTEP(ECOM MOJIb30BaTENIb UMEET
BO3MOXXHOCTh MPHUCTYNUTh K €ro KoHpurypupoanuw. HeoOxomumo 3amMeTuTh, UTO,
Haxo/JsCh B peXUMe KOHGUTypUpOBaHUS HHTepdeiica, BU MPUTJIAIICHUS KOMaHIHOM
CTPOKH HE 0TOOpaxkaeT UMsl IaHHOTO uHTepderica.



13
4.1.4 KomaHpa «Ip route»

Cratuueckass MapuipyTH3alys MpeanoiaraeT (PUKCUPOBAHHYIO CTPYKTYPY CETH:
KKl MapUIpyTH3aTOP B CETU TOYHO 3HAET, KyJa HYKHO OTHPABIAThH MAKET, YTOOBI OH
ObLT OCTaBIIEH MO Ha3HAYeHMIO. [[JIs1 3TOro MOXKHO MPOIKCATh CTATUYECKUE MAapUIPYTHI,
UCIIONIB3YS JaHHYyI0 KomaHay. Komanaa MoxeT ObITh 3amucana B IBYX opmaTax:

[TepBoIii hopMaT KOMaH/IBI:

ip route A.B.C.Da.b.c.d A1.B1.C1.D1,

rie A.B.C.D u ab.cd — cereBoii ampec m Macka TOJICETH, Kylda HEOOXOIUMO
nocraButh naketsl, A1.B1.C1.D1 — ip-agpec ciemyroiiero MapipyTu3aropa B IMyTH WA
aJpec CeTH Jpyroro MaplIpyTH3aTOpa M3 TaOJMIBI MapHIpyTHU3alUU, KyJa JOJKHBI
nepeaipecoBbIBATHCS TAKETHI;

Bropoii popmaTt komaHAbL:

ip route A.B.C.D a.b.c.d svixoonotu_unmepdgeiic_mexyweeo mapwpymuzamopa

HpI/IMepBI BBITTOJIHCHUA KOMAaH/AbI:

Router(config)#ip route 76.115.253.0 255.0.0.0 76.115.252.0
Router(config)#

Router(config)#ip route 0.0.0.0 0.0.0.0 Serial2/0
Router(config)#

JlaHHO¥ KOMaH/I0W yKa3bIBaC€TCSI MapLIPyT, IO KOTOPOMY IMAKEThl U3 OJHON MOJCETH
OyayT A0oCTaBIATHCA B Apyryr. Mapuipyt no ymomuanuto (Router(config)#ip route
0.0.0.0 0.0.0.0 serial 2/0) yka3biBaeT, YTO TaKeThl, MPEIAHA3HAYCHHBIC y3JIaM B APYro
MOJICETH JOJDKHBI OTIPABIATHCS Yepe3 JaHHBIN IILTIO3.

4.1.5 KomaHaa «Hostname»

JlaHHass KoOMaHAa UCIOJNb3yeTCsl [UIsl W3MEHEHUsT HMMEHU KOH(DUrypHpyemoro
YCTPOMCTBA.

dopmaT KOMaH/bI:

hostname nosoe ums
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[IpuMep BBITTOTHEHUS KOMaHABL:

Router(config)#hostname R1
R1(config)#

Kaxk BuaHO, Mapuipytuzatop nomeHsii cBo€ ums ¢ Router na R1.

4.1.6 KomaHga «Router rip»

RIP — Routing Information Protocol — mpoTokon auHAMUYECKOW MapIIpyTH3aLlHH.
[Ipy ero WCHOJB30BAHUU OTMAJACT HEOOXOAUMOCTh BpPYUYHYIO IIPOIHUCHIBATH BCE
MapmipyThl — HEOOXOAMMO JIHINb YyKa3aTh aapeca CeTe, ¢ KOTOPBIMH  HYXKHO
0OMCHHMBATHCS TaHHBIMU. [laHHAs KOMaH/a IMO3BOJIIET BKIFOUUTH [P-IIPOTOKOJL.

HpI/IMep BBIIIOJIHCHU KOMAaH/bI:

Router(config)#router rip
Router(config-router)#

JlaHHas KOMaH/1a BKJIIOYAET rip-MPOTOKOJ Ha JAHHOM MapupyTtusarope. JlanpHeimas
HAaCTpOMKAa TPOU3BOAUTCA U3 COOTBETCTBYIOUIEIO KOHTEKCTAa  MApIIPYTHU3aLMH,
ONKMCAHHOTO OTACIIBHO.
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4.2 KonTekcT KOH(pUrypupoBaHusi untepdeiica

4.2.1 KomaHpa «lp access-group»

JlanHass KOMaHJa WCIHOJB3YeTCS Il HAJIOKEHHS CHUCKOB joctymna. Crucok
HaKJIaJIBIBACTCSl Ha KOHKPETHBIM MHTEpdelc, U YKa3bIBaeTCsA OJMH U3 2-yX IapaMeTpoB: in
(Ha BxOmsIIME MakeThl) WM out (Ha ucxoxsniue). HeobxoaumMo 3HATh, UTO Ha KaXKJIOM
uHTepdeiice MOXKET ObITh BKIIFOUEH TOJIBKO OJWH CITHUCOK JOCTYIIA.

dopmaT KOMaH/bI:

Ip access-group nHomep cnucka/ums_napamemp

[IpuMep BBITTOTHEHUS KOMaH/bI:

Router(config-if)# ip access group 10 in
Router(config-if)#

B nanHoM npumepe 1a BBIOpaHHBIM MHTEp(EC HAKIIAIbIBAETCS CIIUCOK JTOCTYIA MO
HoMmepoM 10: oH OyneT nmpoBepATh BCce BXOAIINE B UHTEp(ENC MaKeThl, TaK KaK BbIOpaH
napameTp in.

4.2.2 KomaHpa «Bandwidth»

JlanHast KOMaHJa HMCIIOJIB3YeTCS TOJBKO B IIOCJIEIOBATCIbHBIX HHTepdericax u
CIIY’)KHT IS YCTAHOBKM IIMPHHBI IOJOCHI IPONYCKaHHS. 3HAYCHHE YCTaHABIMBACTCS B
KHJIOOUTaX.

dopmaT KOMaH/bI:

bandwidth wupuna nonocer_nponycrkanus

[IpuMep BBITTOTHEHUS KOMaHbI:

Router(config)#interface serial 2/0
Router(config-if)#bandwidth 560
Router(config-if)#

[Tocne BBIMOTHEHUS JAaHHOW KOMAaHJBI IIMPUHA TOJIOCHI MpoIyckanus s serial 2/0
oyzaer pasHa 560 kbits.
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4.2.3 KomaHpa «Clock rate»

Jlnst KOppekTHOM paboThl ydyacTKa CETH, TJle HMCHOJb3YeTCs IOCIeI0BaTENbHBIHI
ceTeBoil MHTepdeiic, OIUH U3 KOMMYTATOpPOB 3-€T0 YpPOBHS JOJDKEH MPEIOCTaBIATH
TaKTOBYIO YacTOTy. OTO MOXET OBbITh OKOHEeYHoe KabenbHOoe ycrporictBo DCE
(pacmmupposats). Tak xak wmapmpytu3atopel CISCO sBasiorcss 1O  yMOTYaHHIO
yctporictBamu DTE, To HeoOXomuMmo SIBHO yKaszaTh WMHTEpQEHCy Ha MpeaoCTaBlICHUE
TAKTOBOM YacTOThI, eciau 3TOT uHTepdeic padortaer B pexkume DCE. [lns srtoro
MCIIOJB3YIOT TaHHYIO0 KOMaHy (3HaU€HUE YCTaHABIMBAECTCSA B OUTAX B CEKYHY).

dopMaT KOMaH/IbI:

clock rate mamosas_uacmoma

HpI/IMCp BBIITOJIHCHU KOMAaH/bI:

Router(config)#interface serial 2/0
Router(config-if)#clock rate 56000
Router(config-if)#

[Tocne BBITIOHEHUS JTaHHOW KOMaH/bI TaKTOBas dacTtoTa Js serial 2/0 OyaeT paBHa
56000 bits per second.

4.2.4 KomaHpa «lp address»

Kaxnpiii maTepdeiic momkeH o0iagaTh CBOMM YHHKAJIBHBIM IP-aApecoM — WHaue
B3aMMO/ICHCTBUE YCTPOUCTB MO AAHHOMY HHTEpQeEeNcy HE CMOXKET ObITh OCYIIECTBIICHO.
JlaHHas1 KOMaH/a UCTIOJIB3YeTCs ISl 3a/1aHus IP-aipeca BBIOpaHHOMY WHTep(eECy.

dopmaT KOMaH/IbI:

ip address A.B.C.D a.b.cd,
rae A.B.C.D a.b.c.d — ip-aapec u Macka MmoJiceTH COOTBETCTBEHHO.

[IprMep BBINTOTHEHNS] KOMAH/IbI:

Switch(config)#interface vlan 1
Switch(config-if)#ip address 172.16.10.5 255.255.0.0
Switch(config-if)#

Pe3ynpTar MOKHO IIPOBEPUTH KOMaHI0U

Switch#show ip interface vlan 1

Jlannoit komanaoi uatepdeiicy vlan 1 Haznaden ip-aapec 172.16.10.5 ¢ mackoii
noxcetu 255.255.0.0.
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4.2.5 Komanga «No»

JlanHasi KOMaH1a IPUMEHSIETCS B CIyyae He0OXO0AMMOCTH OTMEHUTH IEUCTBUE KaKOM-
1100 KOMaH 1kl KOH(PUTYPUPOBAHUS.

dopmaT KOMaH/IbI:

NO Komanoa_Komopyio_cieoyem_OmMmeHums

HpI/IMCp BBIITOJIHCHU KOMAaH/bI:

Switch(config-if)# no shutdown

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Switch(config-if)#

B naHHOM mpuMepe HCIOJb30Basiach Komanzaa Shutdown, koropas OTKIHOYaeT
BbIOpaHHbI HMHTepdeiic. B wurore mocie BeimodaHeHus NO shutdown wuaTEpdetic
BKJIFOYAETCS.
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4.3 KoHTeKCT aIMMHUCTPAaTOpa

4.3.1 Komanga «Configure terminal»

Jlst koH(HUTYpHUpOBaHUS YCTPOMCTBa, paboTaromiero moy ynpasineanem [0S, cneqyer
UCIIOJIb30BaTh TPUBUJICTUPOBAHHYI KomaHmy configure. Dta koMaHaa MEpEeBOIUT
KOHTEKCT TOJIb30BaTelisi B TaK HA3bIBAEMBIN «pPEXUM TII00anbHOM KOH(UTypauum» U
UMEET TPU BapUaHTa:

¢ KOH(UTYpUpPOBaHUE C TEPMHUHATA,

¢ KOH(UTYPUPOBAHUE U3 TAMSITH;

¢ KOHPUTYPUPOBAHUE YEPE3 CETh.

B pamkax maHHOro 1a00paTopHOTO Kypca KOHPUTYpUPOBaHHUE OYIET MPOU3BOIUTHCS
TOJILKO TIOCPEICTBOM TepMHUHAA.

W3 pexnma T1I00IbHOM KOH(PUTYpalMUd MOXHO JeNaTb W3MEHEHHs, KOTOpPbIN
KacaloTcsl yCTpOWCTBa B LE€JOM. Takke NaHHBIM PEKUM IO3BOJSIET BXOOUTh B PEKUM
KOH(UTYpUPOBaHUS OIPENEICHHOIO HHTEpdeiica.

HpI/IMCp BBIITOJIHCHUS KOMAaH/bI:

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

[lepexoq B pexuM TI00AIbHOW KOH(MUTypaluu, O YeM CBHJIETEIBCTBYET
W3MEHUBIIMICS BUJ IPUTTIAMICHUS KOMAHIHOW CTPOKHU.

4.3.2 Komanga «Copy»

[Tocae HACTPOWKM KOMMYTAaTopa PEKOMEHIYETCS COXPaHATh €ro  TEKYIIYIO
KoHpuryparuo. MHpopMalys moMeIaeTcsi B JHEPTOHE3aBUCUMYIO MaMSATh U XPAHUTCS
TaM CTOJBbKO, CKOJBKO HYXHO. [Ipu HEoOXOAMMOCTH BCE HACTPOMKH MOTY OBITh
BOCCTaHOBJICHBI UM COPOILICHBI.

dopMaT KOMaH/bI:

copy running-config startup-config — komana 1j1st COXpaHEHUS KOHPUTYpAITUH

copy startup-config running-config — komana 1uis 3arpy3ku KOHGUTypamun
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[IpuMep BBITTOITHEHNS KOMaH/BbI:

Switch#copy running-config startup-config
Building configuration...

[OK]

Switch#

B nanHoM mnpumepe Tekymias KoH(Urypauus KOMMyTaTopa Obllla COXpaHEHa B
HHEPrOHE3aBUCUMYIO TTaMSTh.

4.3.3 KomaHaga «Show»

Show (anri. - moka3bpIBaTh) — OJ{HA U3 HarOOJIee BaXKHBIX KOMAH/I, UCIIOJIb3YIONTUXCS
IpU HACTpoOiike KoMMyTaTopoB. OHa MPUMEHSIETCS Il MPOCMOTpa MH(OpMaIuuU JIH0O60Tro
poJia ¥ IPUMEHSIETCS MPAKTUYECKH BO BCEX KOHTEKCTaX. JDTa KOMaH/1a UMEET OOJIbIlIe BCEX
MapaMeTpOB.

3nech OyIQyT paccMOTPEHBI TOJBKO TE€ MapaMeTpbl, KOTOPbIe TPEOYIOTCS B paMKax
JAHHOTO Kypca. [[pyrue nmapaMmeTpsl CTyACHT MOXKET U3YUUTh CAMOCTOSATEIBHO.

4.3.3.1 Ilapametp «running-config» komanabl «Show»

Jlns mpocMoTpa Tekyiie padoTtaromieil KOHPUTypali KOMMYTaTopa UCIOJIb3YyEeTCs
JTaHHAs KOMaH/Ia.

[IpuMep BBITTOTHEHUS KOMaH/IbI:

Switch#show running-config
I

version 12.1
|

hostname Switch

Ha skpaH BBIBOOUTCS TEKYILIHE HACTPOMKU KOMMYTaTOpa.

4.3.3.2 IlapameTtp «startup-config» komanabl «Show»
Jl71st mpocMoTpa COXpaHEHHOM KOH(PUTYpaLK UCTIOIb3YETCS JaHHAs KOMaH/a.



[IpuMep BBITTOTHEHUS KOMaHABL:
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Switch#show startup-config
Using 1540 bytes
]

version 12.1
!

Ecnu 3HeproHe3aBrUCHUM MaMsTh HE COAEPKUT MHPOPMALUHU, TOrJa KOMMYTaTOp

BbIAACT COO6IHCHI/I€ O TOM, 4TO KOH(l)I/II‘ypaHI/ISI He OblTa COXpaHCHaA.

HpI/IMep BBIITIOJIHCHH KOMAaH/IbI:

Switch #show startup-config
startup-config is not present
Switch #

BriBoa co001IEHUST O TOM, YTO B TAMATH OTCYTCTBYET Kakas-1ubo nHpopmariusi.

4.3.3.3 [lapameTtp «ip route» koMmaHabI «Show»
JlanHas KOMaHa MPUMEHSIETCS IS IPOCMOTPa TaOJIUIIBl MapIIPYTOB.

[IprMep BBINTOTHEHNS] KOMAH/IbI:

Router#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-1S, L1 - IS-1S level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

C 192.168.1.0/24 is directly connected, FastEthernet0/0

C 192.168.2.0/24 is directly connected, Serial2/0

S 192.168.3.0/24 is directly connected, Serial2/0

S 192.168.4.0/24 is directly connected, Serial2/0

S 192.168.5.0/24 is directly connected, Serial2/0

S* 0.0.0.0/0 is directly connected, Serial2/0

Router#

[TpousBoANTCS BBIBOJ TAOIUIIEI MAPIITPYTH3AIIH.
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4.3.3.4 Ilapametp «ip protocols» komanabl «Show»

JlaHHasg KOMaHJIa WCHOJIB3YeTCs Ui IPOCMOTpPAa IPOTOKOJIOB MapLIPyTU3ALMH,
BKJIFOUEHHBIX HA JJAHHOM yCTPOMCTBE.

HpI/IMCp BBIITIOJIHCHU KOMAaH/IbI:

Router#show ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 18 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 1, receive any version

Interface Send Recv Triggered RIP Key-chain
FastEtherneto)/0 1 21
Serial2/0 1 21

Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
192.168.1.0
192.168.2.0
Passive Interface(s):
Routing Information Sources:
Gateway Distance  Last Update
192.168.2.2 120
Distance: (default is 120)
Router#

BBIBOI[I/ITCH I/IH(l)OpMaHI/ISI O BKIIIOYCHHBLIX ITPOTOKOJIAaX MappyTU3aluu.

4.3.4 KomaHpa «Ping»

JIns mpoBEpKH CBA3M MEKIY YCTPOMCTBAMM CETH MOKHO HCIIOJIb30BaTh JTaHHYIO
koManay. OHa OTHpaBiISeT 5XO0-3alPOChl  YKa3aHHOMY Y31y CeTH U (UKCHpYET
MTOCTYHAOIINE OTBETHI.

dopmaTt KOMaH/IbL:
ping A.B.C.D
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[IpuMep BBITTOTHEHUS KOMaHABL:

Router#ping 77.134.25.133

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 77.134.25.133, timeout is 2 seconds:
il

Success rate is 60 percent (3/5)

Kaxnapii ICMP-mmaker, Ha KOTOpBIA OBUI TOJY4Ye€H OTBET, 0O0O3HAYaeTCs
BOCKJIMIIATEIILHBIM 3HAKOM, KaX/IbIi MIOTEPSHHBIN MAKET — TOYKOM.
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4.4 KoHTEKCT MoJIb30BaTe I

4.4.1 KomaHpa «Enable»

Brimonnenne KOHQUTyparmoHHBIX WM YIPABIAIOMNUX KOMaH] TPeOYyeT BXOXKICHUS B
IIPUBWIETUPOBAHHBIA PEXKUM, UCIIOJB3Ys TaHHYI0 KOMAaHYy.

HpI/IMCp BBIIIOJIHCHU KOMAaH/IbI:

Router>enable
Router#

[Tpu BBOAE KOMaHIBI MapIIPYTHU3ATOP IIEPEIIC] B MIPUBUICTUPOBAHHBIA pexkuM. [1is
BBIXOJIa U3 JJAHHOTO PEKMMa MCIoIb3yeTcs komanaa disable wmm exit.

Taxxxe cirieayer OTMETHTD, YTO B TAHHOM KOHTEKCTE MOXKHO IT0JIb30BaThCs KOMaHI0M
Show ju1st MpOoCMOTpa HEKOTOPOI CIIy:KeOHO# HH(pOPMALIHH.
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4.5 KoHTeKCT KOH(PUTypHPOBaHUSI MAPLIPYTH3ALMHI

4.5.1 KomaHaa «Network»

JlanHON KOMaHIO#M yKa3bIBAIOT ajpeca CeTeil, KOTophle OyayT MOCTYMHBI JAHHOMY
MapLIpyTU3aTOpPy.

®opmaTt KOMaH/bI:

network A.B.C.D , rne A.B.C.D — axgpec cetu

HpI/IMCp BBIIIOJIHCHHS KOMAaH/IbI:

| Router(config-router)#network 192.168.3.0 |

JlaHHast KOMaH/1a 03HaYaeT, 4TO MaKeThl, HalpaBjeHHbIe B mojceTh 192.168.3.0
OyIyT OTHPABIATHCS Yepe3 JaHHBIH IILT03.
[ToapoOHee 06 3THX ¥ 0 APYTUX KOMaHaax MOXkHO y3HaTh u3 [1], [2], [3], [6].
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5 NNabopaTopHble paboTbl

5.2 JlabopaTopHas padora Ne2. OcHOBBI paGoThl ¢ HHTep(deiicom odopyroBaHMS

Cisco.

Heabro nanHoi nabopaTopHOl pabOTHl SBISETCA MOJydeHHE OA30BBIX HABBIKOB IO
pabote ¢ KoMaHIHBIM HHTepdeiicom kommyTatopoB Cisco. PaccmaTtpuBaroTcss nmpuembl
NEPBUYHON HACTPONKH KOMMYTATOPOB, OOECIEYEHUSI UX 3AIIUIIEHHOCTH U JTOCTYIMHOCTH
IUTSL yIIpaBJICHUS.

Hogsle nproOpeTacMble HaBBIKK B padboTe ¢ o0opymnoBanueM Cisco:

e UN3meHeHne umeHun obopyaosanHua (hostname);

e Bxopa B npuBMaernpoBaHHbIi pexxmum (enable);

e Bxop B pexxum KoHpUrypaumm HacTpoek (configure terminal);

e Bxoa B peXXnum KOHOUIrypMpOoBaHUA IMHUI (KOHCONb, TEPMUHA/NbHbIE NOAKNHOYEHNSA)
(line?);

e Bxop B pexxum KoHPUrypmpoBaHusa MHTepdeincos BUPTYanbHbil ceTen (interface VLAN ?);

e 3aJaHue Napona A1a nepexoaa B NpUBUAErMPoOBaHHbIN pexum (enable secret?);

e 3agaHue ip-agpeca ansa uHtepdenca BUPTyanbHOM ceTn KommyTaTopom (ip address ?);

e CoxpaHeHue Tekylen KoHdurypaumm (copy running-config startup-config);

e [lpocmoTp Tekyuwel paboTatouweit KoHourypaumm (show running-config);

e [lpocmoTp coxpaHeHHOM KoHdurypaumnm (show startup-config);

e HacTtpoiKa ip-agpecoB nepcoHanbHbIX KomnbloTepos (winipcfg, ipconfig ?);

e BbiABNEHME AOCTUMKMMOCTM MEPCOHANbHbIX KOMMbIOTEPOB M KOMMYTaTOPOB B CETU
(ping?);

e [IpocmoTp 3anuceit arp-Tabamubl NepPCoHaNbHbIX KOMMbIOTEPOB (arp).

Cxewma cetu:

KommyTaTtopsbl S1, S2, S3 (3 wrT.);
MepcoHanbHble KomnbioTepbl PC1, PC2, PC3, PC4 (4 wrT.);
Cxema ceTu npeacraBaeHa Ha puc.5.2.
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PC1 X Pes )
%/
PC2 | )
%/
Puc.5.2. Cxema cemu
3aganue:

N3meHnTb nma kommyTtatopam Cisco;

Obecneuyntb NapobHbIN AOCTYN K NPUBUAETMPOBAHHOMY PEXUMY HAa KOMMYTATOpPax;
3apaTtbh ip-agpeca M Mackm  KommyTtatopam  (172.16.1.11/24, 172.16.1.12/24,
172.16.1.13/24);

3apaTh ip-agpeca W MacKM ceTeld MnepcoHanbHbIM KoMmnbioTepam. (172.16.1.1/24,
172.16.1.2/24, 172.16.1.3/24, 172.16.1.4/24);

Yb6eauTtbcs B 4OCTUMKMMOCTU BCEX OOBEKTOB CETU NO NpoToKoAy IP;

MepekntoumBLWNCE B «Pexum cumynsaumm» (ONMCAHHOM B METOAMYECKMX YKa3aHMAX K
npeablaywenn nabopatopHoi paboTe) paccMoTpeTb M MOACHWUTb npouecc obmeHa
AaHHbIMK No npoTokony ICMP mexay ycTpoicTBamu (BbiNOAIHMB KoMaHAay Ping c oaHoro
KOMMNblOTEPA Ha ApPYyron), NOACHUTb poab nNpoTtokona ARP B aTom npouecce. [leTanbHoe
NOACHEHWE BK/IIOYUTL B OTYET.

CrpykTtypa oT4eTa o padbore:

TUTYNbHbBIN NUCT;
3apaHue;

Cxema ceTum;

Xopa paboTbi:

o [aHHbIN pa3gen CcocTouT U3  NOC/AeAO0BaTE/IbHOMO  OMUCAHUA  3HAYMMbIX
BbINO/IHAEMbIX LIAroB (C ykasaHMEM WX CyTU) U KOMWUI 3KpaHOB (Oo0/XKHa ObiTb
BMAHA HabpaHHasA KOMaHAa M PeakLMs CUCTEMbI, €C/IM OHA eCTb).

BbiBOoApbl.



JlaGopaTopHas padora Ne3. HacTpoiika cTaTH4ecKOM MApIIPYTU3ALMH HA
odopynoBanuu Cisco.

Heabo nanHoi nabopaTopHOi pabOTHI SBISETCS U3YYEHUE MTPOLIECCOB HACTPOMKHU
CTaTUYECKHUX MapIIPyTOB Ha Mapiipytusatopax Cisco.

Hogsle nproOpeTacMble HaBBIKK B padoTe ¢ 00opynoBanueM Cisco:

e CUHHXpOHM3aUMA BpeMeHn Ans nocneaoBaTenbHbIX ceTeBbix MHTepdencos (clock rate ?);
e 3aJaHue CTaTUYECKMX MAPLLPYTOB M MApLLPYTOB «MO ymon4daHuto» (ip route ?);
e [lpocmoTp co3aaHHoM Tabaunubl mapwpyTos (show ip route ?).

Cxema ceTH:

KommyTaTtopsbl S1, S2, S3 (3 wr.);
MapwpyTtmsaTopsl R1, R2, R3 (3 wT.);
MepcoHanbHble KomnbtoTepbl C1, C2, C3 (3 wT.);
Cxema ceTu npeactaBaeHa Ha puc.6.3.

PC1 PC2 PC3

L/ L/ L/

Puc.5.3. Cxema cemu




3aganue:

3apatb IP agpeca ceteBbIM MHTEPdENCAM MAPLLPYTU3ATOPOB, MHTEPdEcCam ynpaBieHNA
KOMMYTATOPOB U CeTEBbIM MHTEPdENCAM NOKANbHbIX KOMMNbIOTEPOB;
YCTaHOBUTL CBA3b Ha OU3MYECKOM M KAHA/ZIbHOM YPOBHAX MeXay CoCceaHUMU
MapLipyTU3aTopamm nNo nocnenoBaTeNlbHOMY ceTeBOMY UHTepdelicy;
[061TbCcA BO3MOXKHOCTM MEpPecblIKM AaHHbIX MO MPOTOKoAy IP mexay coceaHumu
obbektamu cetun (C1-S1, C1-R1, S1-R1, R1-R2, R2-S2, R2-C2, n1.4.);
HactpouTb Ha mapuwpyTtusatope R2 cTaTMyecKne MapLIpyTbl K CeTAM JIOKaNbHbIX
KomnbtoTepos C1, C3
HacTtpouTb Ha mapwpytnsatopax R1, R3 mapwpyTbl «NO YMOIYAHUIO» K CETAM JIOKANbHbIX
komnbtoTepos C2-C3 n C1-C2 coOTBETCTBEHHO;
[006uTbCcA BO3MOMKHOCTM MEPEecblIKM AaHHbIX MO npoTokony [P mexay nobbimu
obbekTamu ceTtu (ping);
MepekntoumBWINCE B «PeXMM CMMYNAUMU» PacCMOTPETb M NOACHUTb Npouecc obmeHa
AaHHbIMM No npoTokony ICMP mexay yctporictBamu (BbINOAHMB KOMaHAy Ping ¢ ogHoro
KOMMbIOTEPA Ha ApYyron), NOSICHUTb ponb NpoTokosa ARP B aTom npouecce. [leTanbHoe
NOACHEHWe BK/IOYUTb B OTYET.

CrpykTtypa oT4eTa o padboTe:

TUTYNbHbBIN NUCT;
3apaHue;
Tononornyeckana cxema ceTu:

O YKasaTb Ha CXeme HaMMEHOBaHWA Yy3/10B CEeTU, agpeca W TUMNbl  CETEBbIX
nHTEepdeiicos.

Xopa paboTbl:

o [aHHbI pasgen CcocToUT U3 NOC/AeAoBaTeNbHOrO  OMMCAHMA  3HAYUMMBbIX
BbIMOJIHAEMbIX LIAroB (C yKasaHMEM WX CYTU) U KOMWUI 3KPaAHOB (A0/*KHA ObITb
BMAHa HabpaHHaA KOMaHAa U peakLnsa CUCTEMbI, €C/IN OHa ecTb).

KoHdurypauum obopyanosaHus:

o [MNpuBectn 3Haunumble PparmeHTbl KOHOUTYpaUMOHHbIX ¢ainnos (startup—config)

ONA KOMMYTaTOpPOB U MapLpyTmaTtopos Cisco, NOACHUTb 3HAYEHNE KOMAHA.
BbiBOApI.



JlaGopaTopHasi padora Ne4. Hacrpoiika nporokosioB mapmpyrusauuu RIP na
odopynoBanuu Cisco.

Heabo ganHOM J1abopaTOpHOM  pabOThl  SBJSIETCS  HACTPOMKa  IMPOTOKOJIOB
JMHAMUYECKON MapiipyTu3auu Ha ooopyaoBanuu Cisco.

Hogsle nproOpeTacmble HaBBIKH B paboTe ¢ obopymoBanuem Cisco:

e BKAlouyeHWe Ha maplupyTU3aTope noaaepKKun npotokona RIP (router rip);

e HacTtpoiKka npotokona RIP Ha nogaepKy mapuwpyTtusaummn Tpebyemobix cetert (network?);
e [IpocmoTp Tabaunubl MapwpyTusaunm (show ip route);

e [IpocmoTp paboTatowmx NPOTOKON0B MapLipyTusaumm (show ip protocols).

Cxema ceTu:

e KommytaTtopsbl S1,S2, S3 (3 wr.);

e MapuwpyTtumsatopsl R1, R2, R3 (3 wr.);

e [lepcoHanbHble KomnbtoTepbl C1, C2, C3 (3 wrT.);
e (xema ceTu npeacTasaeHa Ha puc.6.4.

PC1 PC2 PC3

L/ L/ L/

Puc.5.4. Cxema cemu




3aganue:

3apatb IP agpeca ceTeBbiM UHTEpdENCAaM MapLIPyTM3aTOPOB, MHTepdencam ynpasaeHua
KOMMYTATOPOB U CeTEBbIM MHTEPdENCAM NOKANbHbIX KOMMNbIOTEPOB;

YCTaHOBUTb CBA3b Ha OU3MYECKOM UM  KaHA/JIbHOM YPOBHAX MeXA4y COoCeaHumm
MapLLpPyTU3aTOPaMM Mo NOCAea0BaTeIbHOMY CETEBOMY UHTepdelicy;

[06UTbCA BO3MOMKHOCTU NEpPEechbIIKM AaHHbIX NO NpoTokony IP mexay coceaHumm
obbektamu cetun (C1-S1, C1-R1, S1-R1, R1-R2, R2-S2, R2-C2, n1.4.);

BbIABUTb HEBO3MOXHOCTb NEpPecCbIZIKMU AaHHbIX MO NPOTOKOAY IP meXxay yaasneHHbIMU
obbeKkTamm ceTu;

MpoCMOTpPETb CYLLECTBYHOLLYIO TabanLy mapLupyTusaumm;

BknounTb nogaepkKy npotokona RIP Ha Bcex mapLuipyTnsaTtopax ceTu;

MoakntounTb K NpoToKkony RIP Tpebyemble ceTtu;

MpocmoTpeTb 06HOBNEHHYO TabaNLY MapLIpyTM3aLmu;

MocmoTpeTb CNMCOK NPOTOKO/I0B MapLUPyTM3aLmMmn paboTatowmx Ha y31ax CeTu;
Y[0cToBEPUTLCA B BOSMOXHOCTM NEPECHIIKM AaHHbIX MO NpoToKoay IP mexay ntobbimu
obbeKkTamum ceTu.

CrpykTtypa oT4eTa o paboTe:

TUTYNbHbBIN UCT;
3agaHue;
Tononormnyeckan cxema ceTu:

O YKasaTb Ha CXxemMme HaMMeHOBaHMA Y3/10B CETW, agpeca M TUMbl  CETeBbIX
nHTepdercos.

Xopa paboTbl:

o [aHHbIt  pasgen CcocTouT M3 NOCNeAoBaTe/IbHOrO  OMMCAHMA  3HAYMMbIX
BbIMOJIHAEMbIX LIAroB (C yKasaHMEM MX CyTU) M KOMWUIA 3KpaHOB (A0/KHA ObiTb
BMAHA HAabpaHHAA KOMaHAA U PeakLMa CUCTEMbI, €C/ZIN OHa eCTb).

KoHourypauum obopyposaHums:

o [MpuBectn 3HauMMble $parmeHTbl KOHPUIypaUMOHHbIX ¢annos (startup—config)

AN KOMMYTaTOpPOB M MapLpyTnsaTtopos Cisco, MOACHUTb 3HAaYE€HME KOMAHA.
BbiBOAbI.



JlaGopaTopnasi padora Ne5. [IpuMeHeHre CITUCKOB JI0CTYNA HA o6opyaoBanuu Cisco.

Heablo naHHOM J1abopaTOpHON pabOTHI SBIAETCS HACTPOMKA CTaHAAPTHBIX CIIMCKOB
noctyma Ha Mapmpytuszaropax CiSCO M 3HAKOMCTBO C PACHIUPEHHBIMH  CITMUCKAMH
J0CTyIa.

Hogsle nproOpeTacmble HaBBIKH B paboTe ¢ obopymnoBanuem Cisco:

e ConocTtaBneHne UHTepdpency mapLipyTnsaTopa HEKOTOPOW rpynnbl A0CTyna

(ip access-group ?);

e Co3gaHuWe CNMCKOB AOCTyna NO3BONAIOWMX MU NPENATCTBYIOWMX Nepeaadynm AaHHbIX
mexay yanamm cetu (access-list ?).

Cxema ceTH:

KommyTaTtopsbl S1, S2, S3 (3 wr.);

MapwpyTtmsaTopsl R1, R2, R3 (3 wT.);
MepcoHanbHble KomnbtoTepbl PC1, PC2, PC3 (3 wrT.);
Cxema ceTu npeacTas/iieHa Ha puc.6.5.

PC1 PC2 PC3

L/ L/ L/

Puc.5.5. Cxema cemu




3aganue:

e 3apaTb BCem y3nam cetu IP agpeca;

e HacTpoUTb AMHAMMUYECKYIO UM CTAaTUYECKYIO MapLIpyTU3aLUMIO BCEMWU Y31aMU CETH;

e BbIfABUTb BO3MOMKHOCTb MEPECbIIKM AaHHbIX N0 npoTokony I[P mexay nwobbimn
obbeKkTamu cetu;

e Pa3paboTaTb U NPUMEHUTb Ha MapLLPYTU3aTOPaX CUCKKU AOCTyNa:

o 3anpeuwatowmne mapwpyTtusatopam RO n R2 obmeHmsatbca ICMP-naketamn no
nocnefoBaTeIbHOMY CeTEBOMY UHTepdelicy;

o 3anpeuwatowmne komnbtotepam PCO u PCl obmeHuBatbcs ICMP-naketammn no
nHTepoelicy Ethernet.

e [lepeKkntoumBlWNCE B «PeXMM CMMYyNsUMM» PacCMOTPETb M NOACHUTb Npouecc obmeHa
AaHHbIMKM no npoTtokony RIP (B cnyyae AMHAMUMYECKOM MapllpyTvM3auuun) Mmexay
ycTpolicTBaMu (BbINOAHUB KOMaHAy Ping ¢ ogHoro KomnbtoTepa Ha gpyron). [letanbHoe
NOACHEHWE BK/IIOYUTL B OTYET.

CrpykTtypa oT4eTa o padboTe:

e  TUTYNbHbIN NICT;
e 3ajaHue;
e Tononornyeckaa cxema ceTu:
o VYKazaTb Ha cxeme HaMMEeHOBaHWS Y3/10B CeTU, ajapeca M TUMbl CETEBbIX
nHTepdencos.
e Xop paboTbl:
o [laHHbIM pasgen CcocTouT W3 MNOCNeAOoBaAaTeNbHOTO  OMUCAHUA  3HAYMMbIX
BbINONHAEMbIX LIAroB (C yKaszaHMEM WX CyTW) U KOMWIA 3KPAHOB ([0/KHa ObiTb
BMAHA HabpaHHAnA KOMaHAa U peakLma CUCTEMbI, EC/ZIN OHa ecTb).
e KoHdurypaumm obopyaoBaHus;
o [MpuBectn 3HaunMMble dparmeHTbl KOHOUIypaunoHHbIX dannos (startup—config)
ANA KOMMYTaTOPOB U MapwpyTnsatopos Cisco, MOACHUTb 3HAYEHNE KOMAHA,
e BbiBOAb!.



JlaboparopHast padota Ne 6.
Hactpoiika 1uHaMu4eCcKOM MapuIpyTU3aluu
¢ moMotibio potokosia RIP Ha ycrpoiicTtBax Cisco.

Tomosorus cetu:

" FaD{O ~7 faD,l’l 10.0.0.0{30 FaD,ijrl ~r faUJ’O 3
LTy iy . T i
PC1 R1 Rz PC2
10.0.0.8/30 10.0.0.4/30
pce DCE
Se0/0j0 N A Se0I01 g5 168 3.0/24
e -
R3 o
Tabnuia ceTeBBIX aJpECcoB.
Device Interface IP Address Mask Default Gateway
Fa0/0 192.168.1.1 255.255.255.0 N/A
R1 Fa0/1 10.0.0.1 255.255.255.252 N/A
Se0/0/0 10.0.0.9 255.255.255.252 N/A
Fa0/0 192.168.2.1 255.255.255.0 N/A
R2 Fa0/1 10.0.0.2 255.255.255.252 N/A
Se0/0/1 10.0.0.6 255.255.255.252 N/A
Fa0/0 192.168.3.1 255.255.255.0 N/A
R3 Se0/0/0 10.0.0.10 255.255.255.252 N/A
Se0/0/1 10.0.0.5 255.255.255.252 N/A
PC1 N/A 192.168.1.10 255.255.255.0 192.168.1.1
PC2 N/A 192.168.2.10 255.255.255.0 192.168.2.1
PC3 N/A 192.168.3.10 255.255.255.0 192.168.3.1

[lenb pabOTHI.

Hactponts nuHaMHIeCKyr0 MapIIpyTH3aldio0 ¢ moMoIibio mpotokona RIP ma ycrpoiictBax R1, R2, R3.
ObecnieunTh BO3MOXKHOCTh B3aUMOJEUCTBHsI KoHe4HbIX ycrpoiictB PCl, PC2, PC3 mexmy coboi. C
MOMOIIIBIO KOMaH/



OTanbl BRIIIOJHEHUS pa6OTBI.

1. Ortkpotite mporpammy Packet Tracer u co3maiite cxemy ceTH.
2. [lpousBeuTe HavanbHYyIO KOHpUrypamnuw ycrporctB R1, R2, R3.
OTKpo#TE HMYISTOP KOMAHIHOU CTPOKHU

3aiinute B pexxum “privileged EXEC”.

Router>e

nable
Router#

3aiiiuTe B peKUM ri100ambHON KOH(DUTYypalK MapIIpyTU3aTOpa.

Router#configure terminal
Enter configuration commands, one per line. End with
CNTL/Z. Router(config)#

Otxmrounte DNS lookup.

Router(config)#no ip domain-lookup
Router(config)#

CxoHpurypupyite uMsi MapIIpyTU3aTOPa B COOTBETCTBUY C HA3BAHUSIMU

YCTPOMCTB Ha IMarpamMme.

Router(config)#hostname uws_mapwpymuszamopa

Cxondurypupyiite nHTep(]eichl B COOTBETCTBUU CO CXEMOU aipecallvu.

Router(config)#interface mun unmepdghetica nomep unmepdpeiica
Router(config-if)#ip address cemesoti_adpec macka cemu
Router(config-if)#no shutdown

Router(config-

if)#exit

Router(config)

#



Hns cepuiinbix unTepdericon (Serial, Se) co ctoponst DCE HeoOxoaumo

BBCCTH KOMAH/Y:

Router(config-if)#clock rate 64000

3. [IpoBepbTe MpaBUIBLHOCTH HAYATLHOW KOH(UTYpAIIH YCTPOICTB C

TTOMOIIBIO0 KOMAH/I
C nomorpio komanael Show ip interface brief, nposeprte aapeca Ha
uHTepdericax HaCTPOSHBI IPABUILHO, U YTO HHTEPEHCH HYHKIIHOHUPYIOT

Ha (PU3NYECKOM U KaHAJIbHOM YPOBHSX.

Router(config)#exit

R1#show ip interface brief

B nomoinbro koman el SHOW ip route yoeautecs, YTo KaxIblid

MapILIPYyTU3aTOP BUIUT BCE MPUCOCAUHEHHBIE K HEMY CETH.

R1#show ip route

4. CkoHdurypupyite ceteBbie HHTEp(Deiich kKoHeuHbIX ycTpoiicTB (PCl,

PC2, PC3) B COOTBETCTBHH CO CXEMOM aapecaluy CeTH.

5. Hactpoiite nmpotoxon RIP na mapmpyTtuzaropax R1, R2, R3

6. IIpoBepka mpaBuiabHOCTH paboThl mpoTokosa RIP.

Ecnu npoTokoJ1 MapuipyTU3aiuy HaCTPOEH MPaBUIBLHO, TO KaXIbIN

MapHIpyTH3aTOP JOJHKEH 3HATH MyTh 10 Kaxkaou cetu. [IpoBeputs 3TOT

(axT MOKHO C TTIOMOIIbIO KOMaH b6 ShOW Ip route.



7. CoxpaHute KOHPUTYpaLUIO YCTPOUCTB.

Router#copy running-config startup-config

Destination filename [startup-config]? Building configuration...
[OK]

Router#



JlaGopaTopHas pa6ora 7.

1. Co31aHue CTAHJAPTHOIO CHUCKA A0CTYNA

CHI/ICKI/I I[OCTYHa 6BIBaIOT HCECKOJIBKUX BUIOO0B: CTaHI[apTHLIG, paCH_II/IpeHHBIe, JIUHAMHWYCCKUC U
npyrue. B crangaptasix ACL ecTh BO3MOXHOCTB 33J1aTh TOIBKO /P adpec NCTOYHUKA MTAKETOB
JUISL MX 3aIIPETOB MIIM Pa3peIeHUM.

Ha puc. 9.1 nmokazans! ae nmoaceru: 192.168.0.0 u 10.0.0.0.

192.168.0.11 10.0.0.100
wno3 192.168.0.1 wno3 10.0.0.1
pclpT
pdo Se -PT
Serjer0
%
192.168.0.12 10.0.0.1
w3 192.168.0.1 ‘ Fa0/1
FC—:—I;'IJ’ 2950-24 Fa0/0 1343
pC1 Switch0 192.168.0.1 Router0

Puc. 9.1. Cxema cetu

Ilocmanoexa 3aoauu

Tpebyercs paspemmts goctyn Ha cepBep PC1 ¢ anpecom 192.168.0.12, a PCO ¢ anpecom
192.168.0.11 — 3ampetuts ( puc. 9.2).

192.168.0.11 10.0.0.100
w3 192,168.0,1 wmos 10.0.0.1

g 3ANPETUTDL
pclpY

0 Servgr-PT
Ser{er0
|
192.168.0.12 10.0.0.1
w3 192.168.0.1 * Fa0/1
- g - st o
PC-pT 2950-24 F0/0 1oy
pC1 Swatch0 192.168.0.1 Routerd

PASPEWATDL

Puc. 9.2. ITocranoBKa 3a1a4u

Cobepem nannyro cxeMmy u HactpouM ee. Hactpoiiky PC1 u PC2 BeImotHHTE CaMOCTOSTEIBHO.



2. PacuiupenHsble cniucku aoctyna ACL

CrangapTHBIC npasa HE TaK THOKH, KaK XOTeJIOCh Obl. B oTiIMune 0T CTaHAapTHBIX CIIMCKOB,
pacupeHHble Crucku GuIbTPYIoT Tpaduk 6omee "ToHko". [Ipu co3gannm pacmpeHHbIX
CIIMCKOB B IPaBHJIax J0CTyIa MOYKHO BKJIIOYATh (QUIBTPALUIO TpaduKa 1o MpoToKoIaM 1
nopram. st ykazaHHs IIOPTOB B IIPABUJIC JOCTYIA YKA3bIBAIOTCS CIEAYIONIE 0003HaYeHHS ():

Tabmuma 9.1. O6o3nauenue noproB B ACL
0003HaYeHHUE AeiicTBHE
Itn Bce HoMepa mopToB, MeHbIIHUE N.
gtn Bce HoMepa mopToB, GombIue N.
egn [TopT n
neqn Bce noptsl, 3a uckiroueHueMm n.
rangenm  Bce mopTel OT N 10 M BKIIFOYUTENBHO.

Pacmmmpennbie cnncku gocryna ACL

Cobepure cxemy ceTH, okazaHHyto Ha puc. 9.10.

10.0.1.2 192.168.1.2
wmo3 10.0.1.1 wnos 192,168.1.1

J

=

s pclpt
pgo PE1
10.0.1.1 192.168.1.1
Fa0/0 e, F0/1
7

it

295p-24 2811 295)-24
Swifcho Routerl Swifchl
Server-PT PE(-:I;T
Server0
10.0.1.3 192.168.1.3
w3 10.0.1.1 wmo3 192.168.1.1

Puc. 9.10. Cxema cetu

3anayga: pazpemmts docmyn k FTP cepsepy 10.0.1.3 nns yzna 192.168.1.2 u 3anpeTuTts U1 y3ia
192.168.1.3.

Co30aem pacuiupennvie cnucku docmyna u 3anpeuwjaem FTP mpagux

ITocranoBka 3aauu rpaduuecku n3odpaxena Ha puc. 9.11.



10.0.1.2 192.168.1.2
wnos 10.0.1.1 wno3 192.168.1.1

PA3PEWINTDL

10.0.1.1 192.168.1.1
Fa0/0 sz, Fa0/1

S

2811
Routerl
o
< 3ANPETUTDL
Server-PT
Server0
10.0.1.3 192.168.1.3
wnoz 10.0.1.1 wno3 192.168.1.1

Puc. 9.11. Ctpenkamu nokaszasa 1ieip Hale paboTsl

N3nauansHo Ha cepBepe 10.0.1.3 FTP cepBuc NOAHAT 110 yMOJIYaHHUIO CO 3HAYCHUSIMU UM
noss3oBaress Cisco, maponpb Cisco. Yoemumest, uro y3en SO noctymnen u FTP paboTtaer, ms
storo 3axoauM Ha PC1 u cBsa3biBaemcs ¢ cepBepoM ( puc. 9.12). BeinonHsem kakue-au0o
KoMaHbl, Hanpumep, DIR — yrenue nupexkropumn.



Physical | Config  Desktop | S¢

Physicai | Config Desktop | Software/Services ]

Pas

[ ommand Prompt

Puc. 9.12. FTPcepBep nocrymneH

IIpumeyanue
ITpu HaOope maposist Ha 3KpaHe HUYEro He 0TOOpakaeTcs.
Tenepp co3naaum cnucok npasui ¢ HomepoM 101 B KoTOpoM ykakeM 2 pa3pemaroiux u 1o 2

3amnpenarnmux mpasuia s noptoB cepsepa 21 u 20 (3tu moptel ciyxar 1 FTP - mepenaun
KOMaHJ{ ¥ JaHHBIX) — puc. 9.13.



3. Cratuueckas Tpancasiuus aapecos NAT

Ha puc. 9.17 umeercs et adpec 20.20.20.20 (BHemHui unmepghetic fa0/1) u
BHyTpeHHss cemsb 10.10.10.0 (Buyrpennuit unmepdgetic fa0/0). Hyxuo mactpouts NAT.
[Ipenmnonaraercs, 4To agpeca yx e NPOMNKUCAHbI, U cemb TOIHATA (paboyas).

10.10.10.2 20.20.20.20
Fa0/0 p— 11}
= Pp—
e 2950-24 1841
chgT Switcho Routero Server-PT
Server0
10.10.10.1 20.20.20.21
wmos 10.10.10.2 wmo3 20.20.20.20

Puc. 9.17. Cxema cetu

Ha RO 0o6asnsem access-list, pazpemaem ecé (any)

Pasperiraem Bech Tpaduk, TO ecTh, ar000i IP agpec ( puc. 9.18).

* Router0 ) =10 ll
Physical ] Config CLI |

I0S Command Line Interface

Router>en

Routerfcont ¢©

Enter configuration commands, one per line., End with CNTL/Z.

Router (config) #access-list 1 permit any

Router (config)#ip nat inside source list 1 interface fa 0/1 overload =]
Router (config) # v

Puc. 9.18. CocraBnsiem JIUCT A0MycKa

Co30aém npasuno mpancaayuu

Tenepb HaCTpOUM TPAHCIALUIO HA UHTEpdeiicax (Ha BHyTpeHHEM inside, Ha BHEIIHEM —
outside), To ectb, a1t RO yka3piBaeM BHYTpeHHUH 1 BHeITHUN mopThI ( puc. 9.19).

z

Physical | Config CLI l
I0S Command Line Interface

Router(config)#ip nat inside source list 1 intexrface fa 0/1 overlcad
Router (config) $#int fa 0/0

Router (config-if)#ip nat inside

Router (config-if) fexic

Router(config)#int fa 0/1

Router (config-if) #ip nat ocutside

Router (config-if)fexic

Router (config)#

Puc. 9.19. /Ins RO na3zHayaeMm BHYTPEHHHI W BHEIITHUN TIOPTHI



Brixoaum u3 pesxxnma riio0aabHOro KOH(GUTYPUPOBAHUS U 3aIIICHIBAEM HACTPOUKH poyTepa B
MUKpocxeMy maMstu ( prc. 9.20).

Physical | Config CLI |
I0S Command Line Interface

configured from console by conscle

t translations

0 —
L
o
3
"
-

Puc. 9.20. Coxpansiem Hactpoiiku B O3Y

IIposepsem pabomy cemu (npocmomp cocmosnus maodauuvt NAT)

C PCO nunryem nposaiinepa u yoexxaaemcst, uto PCO u cepep moryTt obmmatbes ( prc. 9.21).

Physical | Config Desktop |

Command Prompt

PC>ping 20.20.20.21
Pinging 20.20.20.21 wit?

fro
fr

Puc. 9.21. 13 BHyTpeHHE! CETH IMHTYEM BHEUTHIOIO CETh

Jlnst mpocmotpa cocrostaust Tadbmuibl NAT, 0THOBpEMEHHO ¢ MIMHTOM UCTIONB3YHTE
komanay Router#sh ip nat translations (s 3anyctun nunr ¢ mammuast 10.10.10.1, T.e., ¢ PCO Ha
anpec 20.20.20.21, T.e., Ha SO) — puc. 9.22.



_lolx]
Physical | Config CLI |

I0S Command Line Interface

Router>sh ip nat translacion
Pro Inside global Inside lccal

Cutside local Qutside global
icmp 20.20.20.20:19 10.10.10.1:129 20.20.20.21:19 20.20,.20,21:19
icmp 20.20.20.20:20 10.10.10.1:20 20.20.20.21:20 20.20.20.21:20

Router>

—
v

Copy | Paste I

Puc. 9.22. Bopems nuHra nmpocMaTpubaeM coctosinue Tadaumsl NAT

YoexaaeMcs B yCHEIHON MapIpyTH3aluu B pexume cumyisiiun ( puc. 9.23).

I Event List | imulation l
IF‘te |LastStaws |Souu:e |Dest’naﬁon I'lype |Color |T’m (sec) |Perio¢ic INun |E¢it |Delete I

[@ Successful PCO  Servero icve B 0.000 N 0 (edit) (delete)|
X

Protocol |Inside Global Inside Local Outside Local Outside Global

licmp 20.20.20.20:10 10.10.10.1:10 20.20.20.21:10 20.20.20.21:10

Puc. 9.23. Csa3s PCO u SO paboraer



JlabGopaTopHnasi padora Ne§8. Ilporokoast SMTP u POP3

Heapr padoThI: U3YyYUTh NPUHUUIIBI OpraHU3alUy  B3aUMOICHCTBUS
NPUKIIAHBIX MPOrpaMM C MOMOIIbIO MPOTOKOJIOB 3JIEKTPOHHOU mouTel SMTP u
POP3 B pexxume cumynsiun Cisco Packet Tracer.

IIporpamma padoThI:

1. [TocTpoeHue TOMOJIOTUN CETH, HACTPOIMKA CETEBBIX YCTPOUCTB;

2. HacTpoiika mo4ToBOro cepnepa;

3. UccnenoBanue TOPUKIATHBIX TOYTOBBIX TMPOTOKOJIOB B  pPEKUME
CUMYJISIIUN,

4. OrnpaBka nucbMa 1o npotokoiry SMTP Ha cepsep;

5. [lonyuenue nucema no npotokory POP3 ot cepsepa;

6. BrinoHeHne MHAUBUAYATBHOTO 3aJaHUSI.

Teoperuueckue cBeIeHHUS:

IIporokoast SMTP u POP3

Cxema B3aMMOJCHCTBUS C TMPUKIAAHBIMU TIOYTOBBIMH IPOTOKOJIAMU

npenacrasiieHa Ha puc. 4.83.

Cepaey Cepmey

n sMmTP
MTA MTA
)

1

SR POy 3

:

MuA

Puc. 4.83 Cxema B3aUMOACHCTBUS C TPHUKIAJAHBIMA  TTOYTOBBIMHU

MPOTOKOJIAMH

Mail Transfer Agent (MTA) — areHT mepenayd TMOYTHI, SBJISFOIIUANCS
OCHOBHBIM KOMIIOHEHTOM CHCTEMbI TEpeladd TOYTHI, IMPEICTABISACT JTaHHBIH
KOMIBIOTEP UL CETEBOM CUCTEMBI IJIEKTPOHHON MOYTHl. OOBIYHO MOJIE30BATEIH
He paboTtaroT HenocpencTBeHHo ¢ MTA, a ucnons3ytotr Mail User Agent (MUA) —
KIIMEHT 3JEKTPOHHON TIOUTHI.

Jns nepenaun coobuienuit mo TCP-coeanHeHNIO OOJIBIIMHCTBO MOYTOBBIX



areHTOoB MOoJIb3yI0TCs mporokosiom Simple Mail Transfer Protocol (SMTP).

SMTP mpuHsT B KayecTBE CTaHIAPTHOIO METOJa IMepeaadd SJICKTPOHHOU
nouTthl B ceTu Internet. [lelicTByromuii ctanaapT rnpoTokosa onucan B RFC 2821.
B xauectBe TpancmoptHoro mpotokona SMTP ucnonssyer TCP, coenunenue
yCTaHABJIMBAETCA uepe3 NOopT C HomepoM 25. Jlns oOCiIyXKUBaHUS 3TOTO
COCIMHEHHSI HCIOJIb3YeTCs CHelualbHas Mporpamma, KOTOpas HMEHYETCs
nouToBbIM cepBepoMm. st  dopmupoBaHus CcOOOILIEHUS U YCTAaHOBJICHHMS
COCIMHEHMSI HUCIIOJIb3yeTCsl IOo4YTOBas mporpamma mnojib3oBarens. [locre
YCTaHOBJICHUS] COEAMHEHUs OOMeH HHpOpManueld NPOUCXOAUT TOCPEACTBOM
KoMmaHa. {7 mosb3oBarens 3TM KOMAaH[Ibl HE JOCTYMIHBI, €ClAM IpU paboTe OH
HCIIOJIb3YET KIIMCHT DJICKTPOHHOM MOYTHI [5].

['maBHO# 1enbio mpoTokoida SMTP sBusercss HamexHas u 3¢ GdeKTUBHAS
J0CTaBKa 3JEKTPOHHBIX IOYTOBBIX cooOwIeHui. [lnsg peanuzanuu OpoOTOKOJIA
TpeOyeTcsl TOIbKO HaleKHbIM KaHan cBa3u. Cpenoit st SMTP MoxeT cinyKuThb
OTJIeJIbHAS JIOKAJIbHAS CETh, CUCTEMA CETeN WM e BceMHpHas ceTh Internet.

Ora mnepenaya OOBIYHO OCYIIECTBIISIETCS HEMOCPEACTBEHHO C XOCTa
OTNpPABUTENI Ha XOCT TMOJyyaTens, Korga o0a XocTa HCHONb3YIOT OJHH
TPAHCHOPTHBIN cepBUC. Eciin e XOCThI HE TOJKIIFOUYEHBI K O0IIel TpaHCIIOPTHON
cucTeMe, nepeiadya OCYUIECTBISETCS C UCMOIb30BAHUEM OJHOIO MJIM HECKOJBKHUX
npoMexxyTouHbIX cepBepoB SMTP. Ceromus B Internet oObIYHON NPaKTHKOM
ABJIIETCS TPEJCTABICHUE HMCXOJHOIO COOOILIEHUS MPOMEXKYTOUYHOMY CEpBEpY,
KOTOPBIM BBIMOJIHSAET HEKOTOPBIE AOMOJHHUTENbHbIE (QYHKUIUHU. [IpomexyTouHbIN
CepBEpP B TAaKUX CIydasX JEHUCTBYET KaK ILUIKO3 B JAPYrHE Cpeabl INepefadyd H
BbIOMpaeTcsa 00bIYHO ¢ ucnosib3oBaHueM MX-3zammceit DNS (cinyx6a 10MEHHBIX
UMEH).

[Iporoxon SMTP 6a3upyercst Ha cieayrouieil Moiead KOMMYHHKAIUil: B
OTBET Ha 3alpoc MOJb30BaTENsI MOYTOBAs MPOTrPaMMa-OTIPABUTEIb COOOIICHHUS
YCTaHABJIMBAET JIBYCTOPOHHIOIO CBSI3b C MPOrPaMMOU-NIPUEMHUKOM (TIOYTOBBIM
cepepoM). [Tomygarenem MoOxKeT ObITh OKOHEUHBIN WM MPOMEXKYTOUHBIN ajjpecar.

Ecnu HeoOx0IMMO, OYTOBBIN CEPBEP MOMKET YCTAHOBUTH COCAMHEHHUE C JPYTUM



CEPBEPOM U NIepeaTh COOOUIEHUE AATIbIIIE.

JUist Toro 4TOOBI TOJYYUTh COOOIIEHHE W3 CBOEr0 IMOYTOBOrO SIIUKA,
[OYTOBasi MporpamMma TIOJb30BATENsl COCIUHSIETCS C CEPBEPOM YK€ HE IO
npotokony SMTP, a mo chnenuasbHOMY MOYTOBOMY MPOTOKONY TOXYYCHHS
coobmienunii. Takod NPOTOKOJN TMO3BOJSET pabdoTaTh € TMOYTOBBIM  SIIUKOM:
3a0upath COOOIIEHHUS, YAAIATH COOOIICHHSI, COPTUPOBATH MX U BBITIOIHATH JPYTHE
onepanuu. CamMbIM TMOMYJISPHBIM B HACTOSIIEE BpPEeMsl MPOTOKOJIOM TaKOro poja
sBisieTcs npotokoi Post Office Protocol v.3 (POP3).

MHorue KOHUENUWH, MPUHLUIBI U TOHATHS NpoTokojga POP3 BeImsimar u
byHKIHOHUPYIOT T0100HO SMTP: B3auMojeicTBHE MPOUCXOIUT IMOCPEICTBOM
koman. CepBep POP3 HaxoauTcst MexXy areHTOM IOJb30BATENS] U MOYTOBBIMU
SIIIUKAMH.

OH npexycMaTpuBaeT COEAMHEHHE C IIOYTOBBIM CEPBEPOM Ha OCHOBE
TpancrnoptHoro mpotokona TCP wuepe3 mopt 110. Cneuudukamms POP3
onpeneneHa B npokymente RFC 1939. POP3 paszpabGortan ¢ yuetom crienuduxu
JIOCTaBKM MOYTHl HAa TEPCOHAJBHBIE KOMIIBIOTEPHl U MMEET COOTBETCTBYIOIIHE
orepariu st 3toro [6].

Koncrpykius npotokona POP3 oGecriednBaeT BO3MOKHOCTD MOJIb30BATENIO
0o0OpaTUTBCA K CBOEMY IOYTOBOMY CEPBEPY M U3bSITh HAKOIUBILYIOCA ISl HETO
noury. [lonb3oBarens MOXET MoyduTh JocTyn kK POP3-cepBepy u3 n000ii ToOUkH
nocryna k Internet. IIpu 3TOM OH JIOJDKEH 3amyCTUTh CIEMUAIBHBIM MOYTOBBIN
areHT, padotatomuii mo npotokosry POP3, u HacTpouts ero st paboThl CO CBOUM
ouTOBBIM cepBepoM. COOOIIEHUS TOCTABISIIOTCS KIUEHTY 1o npoTokoiny POP3, a
noceutatoTest mpu nomomm SMTP. To ecTe Ha KOMIBIOTEpE MOJB30BATE
CYILECTBYIOT JIBa OTJEJbHBIX areHTa-uHrepgeiica K IoUYTOBOM CUCTEME — IOCTABKU
(POP3) u otnipaBku (SMTP).

Caymxoba DNS

JlanHast yabopatopHast paboTa TOCBSIIEHA HW3YYEHUIO TPHUKIIAIHBIX
MPOTOKOJIOB AyeKTpoHHOM 1ouThl SMTP m POP3. Opnako B3amMOIEHCTBHE C

CUCTEMOM BHGKTPOHHOﬁ ITOYTHI HEBO3MOKHO 0€3 CHCTEMBI JOMCHHBIX HMMCH



(DNS). B 3agauu ciyx0b1 DNS Bxoaur:

1. [IpeoGpazoBanue cuMBoinueckux uMeH B IP-anpeca;

2. [IpeoOpazoBanue IP-agpecoB B CHMBOIUYECKHE NMEHA.

JononuutenbHot  pyHkuuert DNS  sgBisercs MapumpyTu3anus TOYTHI.
OcHoBHas cnenudukanus pacnpeneneHHon ciyx6os DNS ykazana B RFC 1034 u
RFC 1035.

Enununamu  xpanenuss u nepenaun  uHbopmanmu B DNS  sgBisiorcs
pecypcHble 3anucu. CyliecTByeT MHOKECTBO THUIIOB PECYPCHBIX 3amlucel, KaxKaas
M3 KOTOPBIX COCTOMT W3 ONpPENENIEHHOTO uucia mosei. J[ms mapmpyTtusanum
MOYTHI UCIIOJIB3YETCS 3anuch “MX”, IpHu €e OTCYTCTBUM 3anuch Thna “A”. 3anuck
“A” (agpecHas 3amuCb) COACPKUT MMApaMeTpbl: JTOMEHHOE UMs Y3Ia,
cooTBeTcTBYIOIMMU [P-aapec.

[Tpumep: aivt IN A 195.19.212.16, rne “IN” — 3710 Ki1acc 3anucu (MHTEPHET).

3anuck ‘“MX” cOOEpXKUT MMapaMeTpbl: HMS IOYTOBOIO JIOMEHA, UM
MTOYTOBOTO CEpPBEPa, MPUOPUTET.

[Tpumep: aivt IN MX 20 mail.stu.neva.ru, rae “IN” — 310 Kiacc 3amucu
(unTepHET). [4]

[Tpu nonydenuu nucbma MTA ananuzupyer ero ciryxedHyo nHhOopMalluio,
B YaCTHOCTH 3aroJIOBOK MHCbMa, ONpeAeisis JOMeH mojydarens (cMm. puc. 4.83).
Ecniu OH oOTHOCUTCS K JOMEHY, KOTOpBIA 0OCIyx’uBaerca JaHHbIM MTA,
MIPOU3BOAMUTCS TIOWCK TOTyYaTeNsl ¥ TMCBMO TToMeNIaeTcs B ero k. Eciau qoMeH
nonyyatenass He oOcayxumBaercs 3>tuMm  MTA, dopmupyercs DNS-3ampoc,
3anmpamuBaonmi MX-3anucu i JaHHOTO JIoMeHa. MX-3amuch MpeacTaBisieT
ocoOwrii Bun DNS-3zammcu, xoTopas COAEpKUT HMMEHA TMOYTOBBIX CEPBEPOB,
oOpalaThIBaOMIMX BXOMSILYIO MOYTY JUIsl JaHHOrO JoMeHa. MX-3amucelt MOXeT
OBITh HECKOJIBKO, B 3TOM ciydae MTA mpoOyeT mocieqoBaTeIbHO YCTaHOBUTH
COCIMHEHME, HaUMHAs C CEpBEpa C HAMOOJBIINM TpuopuTeToM. [Ipu orcyTcTBUM
MX-3anucu 3amnpamuBaeTcss A-3anuch  (3amKMch  aapeca, COIMOCTaBIISIONIAs
nomeHHoe umsi ¢ |P-agpecom) u BhIMOJIHAETCS MOMBITKA JOCTABUTH IMOYTY Ha

yKa3aHHbIN TaMm XxocT. [Ipy HEBO3MOXKHOCTH OTNPABUTH COOOILIEHUE, OHO



BO3BPAILAETCS OTHPABUTENIO (MTOMEIIAETCS] B MOYTOBBIA SIIIMK IMOJIb30BaTENs) C
coobiieHreM 06 ommuoke. [8]

BoinosiHeHue padoThi:

1. [TocTpoeHue TOMOJIOTUHU CETH

Jns  uccnegoBaHUs 3aJaHHBIX MPUKIAAHBIX MPOTOKOJOB MOCTPOUM

TECTOBYIO TOIIOJIOTHIO CETH ciieaytomiero uaa (puc. 4.84):

|
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Puc. 4.84 TectoBas TOIOJIOTUSA CETH

[Ipon3BoaMM HACTPOWKY CETEBBIX YCTPOMCTB COIVIACHO  3aJaHHBIM

napametpam (tabnuna 4.4, tabnuua 4.5):



Tabmnura 4.4

Koneunsle y31bl IP-anpec Macka cetu IP-anpec DNS-cepBepa
PCO 172.16.0.90 255.255.0.0 172.16.0.20
PC1 172.16.0.100 255.255.0.0 172.16.0.20
Tabnuua 4.5
Cepsepnl IP-anpec Macka cetu IP-anpec DNS-cepBepa
ServerQ 172.16.0.20 255.255.0.0 172.16.0.20
Serverl 172.16.0.40 255.255.0.0 172.16.0.20

Bce ycTpoiicTBa pacmoyio)K€Hbl B OJHOM CETMEHTE JIOKATbHOM CETH,
MO3TOMY MapuIpyTH3alUs [MAKETOB HE MCIOJIb3YeTCs, 3HaUuT, [P-agpec numo3a no
YMOJTYaHUIO YKa3bIBaTh HEOOS3aTEIbHO.

2. Hactpoiika mouToBOTO CEpBepa

B kayecTBe cepBepOB 3JIEKTPOHHOM MOUYTHI BbICTynarT cepep 172.16.0.20
u cepep 172.16.0.40. Cxema B3aMMOACHCTBUSA C MPHUKIATHBIMA TTOYTOBBIMH

MIPOTOKOJIAMU MPUMEHUTENBHO K IIOCTPOSHHOW CETH MpeicTaBieHa Ha puc. 4.85:

nl wra SMITP

”»

Puc. 4.85 Cxema B3aUMOACHCTBUS C TPHUKIAJAHBIMA  TIOYTOBBIMHU

ITPOTOKOJIaMH B Hccne,uyeMoﬁ CCTHU

Ha xaxnom uz MTA Oyaer mnoaaepxkuBatbest SMIp- u pop3-cepsep.
[ToakTIOYUTECA K CEpBEPY MOKET 000U 3aperucTpUpPOBAHHBINA IOIH30BATEIb.
UtoOBl OTHPaBUTh MUCHMO, IMOJB30BATEIh HA CEPBEPE MPOXOAUT aBTOPU3ALIUIO,
IIOCJIE YETO CEepBEP F'OTOB OTIPABIATH MUChMA OT UMEHM Noab30Barens. 11o agpecy
HA3HAYECHUS IHChbMA CEPBEP OINPEHEISET, KOMY CIEAYET Nepelarh €ro Aajiblie.

HyxHb1i1 aapec cepBep ompenenseT ¢ moMonibio ciayxk061 DNS, B KoTOpOIi




COIEPKUTCS COOTBETCTBYIOIIAS pecypcHast anpecHas 3aIUCh,
npeoOpa3oBbIBarolas uMs 1omeHa B |P-aapec.

[Monkmouum ciry:x0y DNS Ha cepsepe 172.16.0.20:

1) OnuH KIHK IO BBIOPAaHHOMY YCTPOHCTBY.

2) Beioupaem Biianky Config, Services -> DNS (puc. 4.86). 3anocum
JaHHBIE O HOBOM pecypcHOW 3amucu: uMms AomeHa, IP-ampec, Tunm pecypcHoOi
3anucu. CUMYIIATOP HE MOJEPKUBACT PECYPCHYIO 3allMCh, TPEIHA3HAYCHHYIO JUIS

MOYTOBBIX cepBepoB, MX, HO ee MOKHO 3aMEHHUTH AIPECHOM (TUIl A).

Puc. 4.86 Hactpoiika cimyx6s1 DNS Ha cepBepe

3) Haxxumaem Ha kHOmnKy “Add” Oymer mo0aBjeHa HOBas 3alHCh B CIYXKOY

DNS (puc. 4.87).

[

Puc. 4.87 Hactpoiika ciyx6s1 DNS Ha cepBepe

[ToBTOpUM NpeapIAyIIUE TSUCTBUS U TOOABUM €I111€ OJHY PECYPCHYIO 3aIUCh

o mouToBoM cepBepe 172.16.0.40 (puc. 4.88).
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Puc. 4.88 Hactpotika ciryx661 DNS Ha cepBepe

Teneps ckondurypupyem mnoutoBsiii cepep 172.16.0.20 ¢ moamepkkoit
smtp- u pop3-cepsepa:

1) OMH KUK 110 BEIOPAaHHOMY YCTPOWCTBY.

2) Beidbupaem Briaanky “Config”, Services -> EMAIL

3) [Mogkmroyaem mpotokonbl SMTP u POP3 wu BBOAMM HMMs JOMeEHa

9JIEKTPOHHOMN T04Thl. Hakumaem kHomky “Set” (puc. 4.89).

Puc. 4.89 Konduryparnus smtp- u pop3-ceppepa
4) Co3maiuM y4YETHYIO 3aIMCh JJI OJJHOTO TOJIh30BATEsI, BBOJUM JIOTHH U

napoJib. 3aHECTH 3aIUCh B CIIY>KOY MOYKHO C IMTOMOIIBIO KHOIIKH “+” (puc. 4.90).

Lnmr Zatup

e LBET] Fammand userl

Chasnges
Pagemaiend

Puc. 4.90 Co3nanue yueTHOMU 3amucu

Smtp-cepBep u pop3-cepBep Ha MammHe 172.16.0.20 ckoHurypupoBassl,

HMCIOT OAHOIro 3apCruCTpupOBaAHHOI'O0  I10Jb30BATCIIA. Tak xe Ha HeMm



nojasepxuBaeTcs ciryx6a DNS, B KOTOpoil ecTh 1B€ pECYypCHBIX 3aIKCH.

Ha ceprepe 172.16.0.40 Tak »e HEOOXOMMO HACTPOUTH MOUYTOBBIN CEpBEP C

noanepxxkoit SMTP u POP3 (puc. 4.91). B kauectBe DNS 151 Hero BeICTymaer

cepsep 172.16.0.20.
1) OMH KJIUK 110 BEIOPAaHHOMY YCTPOWCTBY.

2) Beibupaem Brianky “Config”, Services -> EMAIL

3) [Moakmrouaem mnpotokonsl SMTP u POP3 u BBOoguM wuMs Jg0oMeHa

9JIEKTPOHHOU T0YTHI - Mail.ru. Haxxumaem kHomky “Set”.

4) Co3gaiuM yYETHYIO 3aIMCh JUIS OJHOTO TOJIh30BATEIIs, BBOJAUM JIOTHH H

MapoJib. 3aHECTH 3aIUCh B CIIYKOY MOKHO C TOMOILbIO KHOMKHU “+”.

Puc. 4.91 Konduryparus smtp- u pop3-cepsepa
3. Hactpoiika mo4toBo#i ciry>kObl Ha KOHEUHBIX y3J1aX

st paGoTel ¢ MOYTOBBIM SMIP- wim POP3-cepBepoM Ha KOMIBIOTEpE
MI0JIb30BATEINSI TOJDKEH ObITh HACTPOEH KIUEHT DJIEKTPOHHOM IMOYTHI, KOTOPBIA U

OyzJeT B3aMMOJICHCTBOBATH ¢ cepBepoM (cM. puc. 4.83).
Hactpoum Ha xocte 172.16.0.90 kimeHT 35mekTpoHHOM o4TH (prc. 4.92):

1) OnuH kimuk Ha xocte ¢ [P-ampecom 172.16.0.90.
2) Beioupaem Briaaky Desktop, mporpammy “E-mail”. ITlosBuTCS OKHO

KOH(UTypaluu noyToBOro cepprca. BBoaum nonb30BaTeabCKUe JaHHbIE B PopMy.

el |

Puc. 4.92 Hactpoiika knueHTa 3JIeKTPOHHOM MOYTHI



Haxxumaem kHomky ‘“‘Save”, 3akpbiBaeM OKHO, KOH(UTrypalus KJIHNEHTa
ANIEKTPOHHOW TMMOYTHI 3aBepIieHa. Temepb ayig Toib3oBaTens USerl mocTtymeH
MTOYTOBBIN CEPBUC B JOMEHE SEIVEr.ru: oTIpaBKa v MOJIYICHHUE ITHCEM.

Hactpoum mnoutoBeiii cepBuc u Ha xocte 172.16.0.100, BwImogHuB
npeasiaymue aercteus (puc. 4.93). BBoauMm cleaymomiue IM0JIb30BaTEIbCKHE
JTaHHBIC:

Tenepsr nnsi mosb3oBaTedst USEr2 JOCTYIEH IMOYTOBBIA CEPBUC B JIOMEHE
mail.ru: oTIpaBKa U MOJIy4eHUE TTUCEM.

Hacrpoiika Bcex yCTpOWCTB U HEOOXOAUMBIX CIIYKO 3aBepIlIeHA.

4, VccnenoBaHWe TPUKIAIHBIX TIOYTOBBIX  TPOTOKOJIOB B PEKUME

CUMYJIAINHN

Puc. 4.93 Hactpoiika kineHTa 3JeKTPOHHOM MOYTHI

[Tepexomum B pexum cumyisiuu  Cisco Packet Tracer. JloGamisiem
¢uabTpel Ha 2 npotokona: SMTP u POP3 (puc. 4.94). D10 3HaUUT, 4TO MAKETHI

TOJIBKO (PHIIBTPYEMBIX TPOTOKOJIOB OyIyT OTOOPa’KaThCs B CETH.

Mesat Seraduran

Dert Auts Custzim f Moy Cmomre ¢ Pwowmst

Puc. 4.94 OxHO cOOBITHI PEXUMa CUMYJISIIAN



OtnpaBum niuceMo ¢ xocta 172.16.0.90 ot userl Ha xoct 172.16.0.100 user2
(puc. 4.95):

1) Onmn ximk no BeIOpanHOMY y3iy (172.16.0.90).

2) Beioupaem Ha Bkimajgke “Desktop” nporpammy “E-mail”.

3)UYroObl HamucaTh H OTIPABUTh MHCbMO, HAKUMAcM Ha  KHOIKY
“Compose”. IlosBurca ¢dopma, KOTOpyro cieayeT 3amnoiaHuTh. B mone “To”
3a/laeTCcsl aJpec SJCKTPOHHOM MOYTHl, KOMY BBl OTHpaBisiere mnucbMo. llome
“Subject” comepXHT 3aroJOBOK MHChMA. TEKCT MHChMa MOXKET€ COYHHHTH

CaMOCTOATCIIBHO.

Compose Mail

To: user 2@mail.ru
Send
Subject:  Hello

Very secret message|

Puc. 4.95 ®opma 1t oTIipaBIeHHs MUChMa

Haxumaem Ha kHOTIKY “Send”, HayHETCs OTIpaBiIeHNE TUCHMA.
Buaum, uto Ha xocte 172.16.0.90 chopmuposancs maker SMTP (puc. 4.96).
Bocnonb3oBaBmncs kHomkoi “Capture/Forward”, mpocieaum 3a MapHipyToMm

ITAKeTa OT YCTPOUCTBA K YCTPOUCTRBY.

B
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Puc. 4.96 Bun paboueit odnactu

[TocMoTpuM conepkuMoe makera, chopMupoBaHHOTO Ha y3iie (puc. 4.97).



Puc. 4.97 ®opmar naketa SMTP

[Taker anpecoBan mnouToBoMy cepBepy mno IP-aapecy 172.16.0.20. B
3arosioBke TCP conmepxkutcsa nmopt HazHaueHusa — 25. M0XHO caenaTh BbIBOJ, UYTO
naker chopmupoBaH BepHO. [lakeT Ha MyTH CBOEro CIENOBaHUA K CEpPBEPY

MPOXOJHUT Yepe3 JBa kommyTtatopa (puc. 4.98). Yoeaureck, 4To 3TO TaK.

N A
i ¥

Puc. 4.98 Bun paboueii obmactu

-

g

Koraa makeT npuxoauT Ha cepBep, TOT, 00padaThiBasi €ro, ONpeaeseT, 4YTo
nuchbMo aapecoBaHo gomeHy mail.ru. Cepep 172.16.0.20 obOpaiaercs k ciayxoe
DNS 3a IP-agpecom 3amanHoro cepBepa. Ilo ykazaHHOMY aapecy MHCHMO

nepeHanpaBysieTCss Ha COOTBETCTBYIOIIMI OYTOBBIH cepBep (puc. 4.99).

*Y>‘;,'.’~—-__<

Puc. 4.99 Bun pa6oueit o6nactu



SMTP-naker, cdopmupoBannbiii ceppepom 172.16.0.20, coxepxut

cnenytonryro  mHpopmarmio:  IP-agpec Hasmawenmss — 172.16.0.40, moprt

HazHayeHus — 25 (puc. 4.100).

Puc. 4.100 ®opmat nakera SMTP
[Taker mpoxomuT depe3 kommyrtarop Switchl m mocraBisercss cepBepy

172.16.0.40 (puc. 4.101).

Puc. 4.101 Bun paboueit oomactu

Ha cepsepe 172.16.0.40 dopmupyetrcss SMTP-otBet cepsepy 172.16.0.20 u

OTHIpaBJIsieTCS Ha YKa3aHHBIN aapec (puc. 4.102).

=1 =
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Puc. 4.102 Bux paboueit o61actu

N3 conmepxumoro nmakera, nmpuiieamniero ooparHo Ha cepsep 172.16.0.20: 1P-

anpec ucrtounnka — 172.16.0.40, nopt ucrounuka — 25 (puc. 4.103).



C nmomomsto nmpotokoa SMTP mbl oTnpaBunm mucekMo Ha cepBep mail.ru,
TeTeph OHO XPAHUTCS TaM.

Hamr agpecart (yzen 172.16.0.100) emre He moy4yus OTIPaBICHHOE MUCHMO,
TaK KaK Ha cepBep OH elle He oOpartuics no npotokony POP3. Jlns momyuenus

MMCbMa HEOOXOAUMO MPOJENATh CIEAYIOIUE AEHCTBUS:

Puc. 4.103 ®opmar nakera SMTP

1) Onmn ximk 1o y3imy 172.16.0.100.

2) Beioupaem Ha Brimajgke “Desktop” nporpammy “E-mail”.

3) Haxxumaem Ha kHOTKY “Receive”, 4ToObI MpOYUTATh MHCHMO.

Ha xocte ¢opmupyercs mnaker mportokonma POP3 (puc. 4.104).
Bocnons3oBaBmiuch kHomkou “‘Capture/Forward”, mpocnenum 3a MapuipyTom

IIAKETa OT YCTPOUCTBA K YCTPOMCTRBY.
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Puc. 4.104 Bux paboueii o6nactu



[TocMoTpHM coepskuMoe MmakeTa, chopMUPOBaHHOTO Ha y3ie (puc. 4.105).

Puc. 4.105 ®opmar nakera POP3

[Taker anpecoBan mnouToBOoMy cepBepy Mo |P-aapecy 172.16.0.40. B
3arosnioBke TCP conepxutcs mopt HazHadeHust — 110. MoxHO cienaTh BEIBOJ, UTO
nakeT chopmupoBaH BepHo. [lakeT Ha MyTH CBOEro CIEAOBAaHUA K CEPBEPY
IPOXOJUT Yepe3 JBa KoMMyTaropa. YoOemurech, uro 3T0 Tak. Korma mnaker

MPUXOJUT Ha CepBEp, TOT oOpabarbiBaeT ero U GOPMUPYET MAKET-OTBET (puC.

4.106).

A, A~
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Puc. 4.106 Bun paboueit oomactu

[TakeT Mo Tomy 3>xke MapuipyTy Bo3BpamiaeTcs Ha y3zen 172.16.0.100 c

oTBeTOM (MHCbMOM) OT cepBepa. [TocmoTpuMm conepxumoe oTeta (puc. 4.107).



Puc. 4.107 ®opmar nmaketa POP3

[Mopr-ucrounnk — 110. OtBer mnpumen oT cepBepa 172.16.0.40 c
HekoTopeiMu POP3-nannbiMu. C nomonisto npotokona POP3 yzen 172.16.0.100

MOJTY4YHJI IACHMO C CEpPBEpa, OTIpaBiieHHoe Ty a y3iiom 172.16.0.90 (puc. 4.108).

Puc. 4.108 ®opma yTeHUs BXOIANTUX MHUCEM

Kaxk y»e ynoMuHanoch B TEOPETUUECKUX CBEICHUSIX, ITOYTOBBIE MTPOTOKOJIBI
SMTP u POP3 oOmenuBaroTcss mHpoOpmarmeid ¢ moMomiplo komana. KiaueHTy
AIIEKTPOHHON TMOYTHI, YTOOBI YCTAHOBUTH COEAMHEHHE C CEPBEPOM, OTIPABHUTH
MMMCbMO,  pa3opBaTh  COCAMHEHHE  HEOOXOAMMO  OTHPABIATH  CEpPBEPY
COOTBETCTBYIOIME KomaHabl. CepBep HJIEKTPOHHON TMOYTHI, B CBOIO OUEpEb,
oOpabaThIBaeT 3TH KOMaHJbI U POPMUPYET OTKIUKH JyIsl KiieHTa. OTKINKA smtp-
cepBepa cojepkat HudpoBON KOJ OTBETA: YCICIIHO WU C OMMOKON 0O0paboTaHa
koManga. OTKIMKH pop3-cepBepa Tak K€ COAEpk AT JBa THIA COOOIICHUN: yCTeX
WJIU OIHOKa.

O6pamias BHMMaHue Ha cojepkumoe makera SMTP unu POP3 mpotokoua,
BUJIHO, YTO Ha MPUKJIATHOM YPOBHE MAKET ACTAIBHO HE PACCMATPUBAETCS.

[Tpumep npuenex Ha puc. 4.1009.
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Puc. 4.109 JlanHbIe NPUKIATHOTO YPOBHS

[TosToMy  BKCHEPUMEHT  MOCBUIKM  IHChbMa HECYUIECTBYIOIIEMY
MOJIb30BATENI0 HE SIBISIETCSI COJAEPIKATENbHBIM, T.K. OJAPOOHO YBUAETh OTBET OT
smtp-cepsepa HaM He ypactca. g moapoOHOro H3y4eHUs: B3aUMOJCHCTBUS
MEXAY KIMEHTOM U SMtp- uiam pop3-cepBepoM CleayeT O0OpaTUThCS K
npenioxeHHon cnerudukanuu RFC 2821 u RFC 1939.

5. UnauBuaya bHbIE 321aHUSA

Uccnenyiite npukiagHbie TPOTOKOJIBI 31eKTpoHHOM nouTel SMTP u POP3
CaMOCTOATENbHO. TOIOJIOTHI0 CEeTH Ul MCCIENOBAHUSA OCTABbTE IIPEKHEN.
Hactpoliky ceTeBbIX yCTPOWCTB IPOJIEIAUTE B COOTBETCTBUH C BAPUAHTOM.

B oruere mpuBenuTe MapHIpyThl MAaKETOB, UX COAEPKUMOE U OOBSICHUTE
NOJIyYEeHHBIE Pe3yJIbTaThl. OTIPABUTEIS U NOJIyYATEIs OIPEIEIUTE CaMU.

BapuanTsl 3a1annii mpeCcTaBICHBI B IPUIOKCHUN 2.



INPUJIO)KEHUE 2

BapuanTsl

(Tabmauma 1):

WHAMBUIYAbHBIX 3a7aHuil K JabopartopHoi pabore NeS

Taomuma 1
Bapuanr 1
Koneunble y37b1 IP-anpec Macka ceTr IP-ampec DNS-cepsepa
PCO 172.16.1.90 255.255.0.0 172.16.1.20
PC1 172.16.1.100 255.255.0.0 172.16.1.20
Cepsepsl
Server0 172.16.1.20 255.255.0.0 172.16.1.20
Serverl 172.16.1.60 255.255.0.0 172.16.1.20
Bapwuanr 2
Koneunsie y37b1 IP-anpec Macka cetn IP-ampec DNS-cepsepa
PCO 172.16.0.12 255.255.0.0 172.16.0.50
PC1 172.16.0.13 255.255.0.0 172.16.0.50
Cepsepsl
Server0 172.16.0.50 255.255.0.0 172.16.0.50
Serverl 172.16.0.10 255.255.0.0 172.16.0.50
BapmuanTt 3
Koneunsie y37b1 IP-anpec Macka cetn IP-ampec DNS-cepBepa
PCO 192.168.3.1 255.255.255.0 192.168.3.8
PC1 192.168.3.3 255.255.255.0 192.168.3.8
Cepsepsl
Server0 192.168.3.8 255.255.255.0 192.168.3.8
Serverl 192.168.3.5 255.255.255.0 192.168.3.8
Bapmuanr 4
Koneunsie y3mbl IP-anpec Macka cetn IP-ampec DNS-cepBepa
PCO 172.16.2.90 255.255.0.0 172.16.2.25
PC1 172.16.2.10 255.255.0.0 172.16.2.25
Cepsepsl
ServerQ 172.16.2.25 255.255.0.0 172.16.2.25
Serverl 172.16.2.40 255.255.0.0 172.16.2.25
Bapuanr 5
Koneunsie y37sl IP-anpec Macka cetn IP-anpec DNS-cepBepa
PCO 192.168.5.1 255.255.255.0 192.168.5.7
PC1 192.168.5.3 255.255.255.0 192.168.5.7
Cepsepsl
Server0 192.168.5.7 255.255.255.0 192.168.5.7
Serverl 192.168.5.5 255.255.255.0 192.168.5.7




Bapuanr 6

Koneunsle y31bl IP-anpec Macka cetu IP-anpec DNS-cepBepa
PCO 192.168.4.1 255.255.255.0 192.168.4.9
PC1 192.168.4.3 255.255.255.0 192.168.4.9
Cepsep
Server0 192.168.4.9 255.255.255.0 192.168.4.9
Serverl 192.168.4.6 255.255.255.0 192.168.4.9
Bapuanr 7
Koneunsie y37b1 IP-anpec Macka ceTn IP-ampec DNS-cepsepa
PCO 172.16.3.15 255.255.0.0 172.16.3.70
PC1 172.16.3.25 255.255.0.0 172.16.3.70
Cepsepsl
ServerQ 172.16.3.70 255.255.0.0 172.16.3.70
Serverl 172.16.3.40 255.255.0.0 172.16.3.70
Bapuanr 8
Koneunsle y3ibt IP-anpec Macka cetn IP-ampec DNS-cepBepa
PCO 172.16.4.90 255.255.0.0 172.16.4.30
PC1 172.16.4.10 255.255.0.0 172.16.4.30
Cepsepsl
ServerQ 172.16.4.30 255.255.0.0 172.16.4.30
Serverl 172.16.4.100 255.255.0.0 172.16.4.30
Bapuanr 9
Koneunsle y3ibt IP-anpec Macka cetn IP-ampec DNS-cepsepa
PCO 172.16.5.20 255.255.0.0 172.16.5.10
PC1 172.16.5.40 255.255.0.0 172.16.5.10
Cepsepsl
ServerQ 172.16.5.10 255.255.0.0 172.16.5.10
Serverl 172.16.5.80 255.255.0.0 172.16.5.10
Bapuanr 10
Koneunsle y3ibt IP-anpec Macka cetu IP-ampec DNS-cepsepa
PCO 172.16.6.20 255.255.0.0 172.16.6.40
PC1 172.16.6.10 255.255.0.0 172.16.6.40
Cepsepsl
ServerQ 172.16.6.40 255.255.0.0 172.16.6.40
Serverl 172.16.6.30 255.255.0.0 172.16.6.40
Bapmuanr 11
Koneunsle y3mbl IP-anpec Macka cetu IP-anpec DNS-cepsepa
PCO 192.168.6.2 255.255.255.0 192.168.6.7
PC1 192.168.6.3 255.255.255.0 192.168.6.7
Cepsepsl
Server0 192.168.6.7 255.255.255.0 192.168.6.7




Serverl 192.168.6.5 255.255.255.0 192.168.6.7
Bapuanr 12
Koneunsie y37s1 IP-anpec Macka cetn IP-ampec DNS-cepsepa
PCO 192.168.7.2 255.255.255.0 192.168.7.5
PC1 192.168.7.4 255.255.255.0 192.168.7.5
Cepsepsl
Server0 192.168.7.5 255.255.255.0 192.168.7.5
Serverl 192.168.7.8 255.255.255.0 192.168.7.5
Bapuanr 13
Koneunble y37b1 IP-anpec Macka ceTn IP-ampec DNS-cepsepa
PCO 192.168.8.4 255.255.255.0 192.168.8.2
PC1 192.168.8.3 255.255.255.0 192.168.8.2
Cepsepsl
Server0 192.168.8.2 255.255.255.0 192.168.8.2
Serverl 192.168.8.8 255.255.255.0 192.168.8.2
BapuanT 14
Koneunsle y3ibt IP-anpec Macka cetu IP-ampec DNS-cepsepa
PCO 192.168.9.3 255.255.255.0 192.168.9.6
PC1 192.168.9.4 255.255.255.0 192.168.9.6
Cepsepsl
Server0 192.168.9.6 255.255.255.0 192.168.9.6
Serverl 192.168.9.7 255.255.255.0 192.168.9.6




Jluteparypa

1. CreicoeB, D. B. AnMuHHCTpUpOBaHUE KOMIIBIOTEPHBIX CeTel : ydueOHOe
nocobue / 3. B. CricoeB, A. B. Tepexos, E. B. bypueBa. — Tam60B : TamO0BCKHi
rocyjaapcTBeHHbIM TexHudyeckuit yaupepcuteT (TI'TY), 2017. — 80 c. : uin. — Pexxum

JOCTyma: 1o IMOAIUCKE. — URL:
https://biblioclub.ru/index.php?page=book&id=499414 (mara oOparieHus:
15.05.2024). — bu6muorp. B kH. — ISBN 978-5-8265-1802-1. — TekcT : 37€KTPOHHBIIA.

2. [TaBmrok, B. JI. TunmoBble TONOJIOTMH BBIYMCIUTEIBHBIX ceTedr / B. JI.
[TaBmtok. — Mocksa : Jlabopatopus kauru, 2011. — 105 c. : w1, Tabi., cxem. — Pexxum
JIOCTyIIA: o MTOJITHACKE. — URL:
https://biblioclub.ru/index.php?page=book&id=142528 (mara oOparieHus:
15.05.2024). — ISBN 978-5-504-00899-8. — TeKcT : 3J1€KTPOHHBIH.

3. Tepexos, A. B. UT- undpactpykrypa opranuzaiuu : yueOHoe mocooue /

A. B. Tepexos, B. H. Yepubimos, M. II. Pak ; TamMOOBCKHiIl roCyIapCTBEHHBIM
TEXHUYECKUN YHUBEpcUTET. — TamMO0B : TaMOOBCKU TOCYIapCTBEHHBIN TEXHUYECKHIM
yauBepcuteT (TI'TY), 2017. — 97 c. : mi. — Pexxum nocryna: o noamnucke. — URL:

https://biblioclub.ru/index.php?page=book&i1d=499420 (mara oOparieHus:
15.05.2024). — bubmuorp.: c. 88-94. — ISBN 978-5-8265-1844-1. — Tekct :
AIEKTPOHHBIN.

4, ['opoynoB, A. B. IlpoektupoBaHrne 3alIMIIEHHBIX ONTHYECKUX

TEJIEKOMMYHUKAIIMOHHBIX CUCTEM : yueOHoe nocodue : [16+] / A. B. 'opOyHos, 1O. B.
3aunnsen, A. II. IInéukun. — PoctoB-Ha-/{ony ; Taranpor : FOxHbIil (enepanbHblii
yHuBepcuteT, 2019. — 128 c. : un., Tabdn., cxem. — PexxuM ocTyna: mo MOANHCKE. —
URL: https://biblioclub.ru/index.php?page=book&1d=598665 (mata oOpaieHus:
15.05.2024). — bubmuorp.: c¢. 116 - 120. — ISBN 978-5-9275-3431-9. — Tekcr :

DIEKTPOHHBIN.
S. Kupenbepr, A. I'. CucremHoe aIiMHUHHCTPUPOBAHUE W MHPOPMALIMOHHAS
oe3omacHocTh ceteit DBM : yuebHoe mocodue / A. I'. Kupenbepr. — Kemeporo :

Kys0acckuii rocynapcTBeHHBIM TexHMUYECKHil yHUBepcuTteT umenu T.D. ['opOauesa,
2022. — 119 c. — ISBN 978-5-00137-292-9. — TekcrT : snekTponHbii // Ludposoit
o0Opa3oBaTeIbHBIMI pecypc IPR SMART : [caiT]. — URL:
https://www.iprbookshop.ru/128406.html (nata obpamenus: 15.05.2024). — Pexum
JI0CTyTA: ISl aBTOPU3UP. MOJIb30BaTENeH

6. Jlapuna, T. b. AIMUHHCTPHpPOBAHHME CETEH. 3allUTa pPECypCcoOB U
MOHUTOpPHUHT : ydeOHoe mocobue / T. b. Jlapuna. — MockBa : Poccuiickuit
yHuBepcuteT TpaHcnopra (MUUT), 2018. — 92 ¢. — TekcT : »3neKTpOHHBIN //
[udpopoit oOpazoBatenbHbIi pecypc IPR SMART : [caitr]. — URL:
https://www.iprbookshop.ru/116018.html (mata oGpamenus: 15.05.2024). — Pexum
JIOCTYTIA: JJIsl aBTOPU3HP. TTOJIH30BATENCH

7. 3ammMra TMEepCOHANBHBIX JaHHBIX : YydeOHoe mocobue / O. M.
['onem6uoBckas, M. FO. PwitoB, 0. FO. I'pomoB [u ap.]. — Mocksa : Aii IIu Ap
Menmna, 2024. — 156 c¢. — ISBN 978-5-4497-2644-5. — TekcT : AEKTPOHHBIN //
[Mudposoit  obOpazoatenwHBIl  pecypc IPR - SMART : [caiit] — URL:
https://www.iprbookshop.ru/135611.html (nara ooOpamenus: 15.05.2024). — Pexum
JOCTyTA: JIJIs1 aBTOPU3UP. MOJIb30BaTENeH



