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1 BBenenmue

CamocrosiTenbHass paboTa - 3TO HMHAMBHUAyajbHAs WM KOJJICKTUBHAs
ydyeOHas JeATeIbHOCTh, OCyIIeCTBiIsieMass 0e3 HEMOCPEICTBEHHOIO0 PYKOBOJCTBA
IpernojaBates, HO M0 €ro 3aJJaHusIM U MO/l €70 KOHTPOJIEM.

CamocrosTenbHas padoTa CTYJEHTOB BKIIIOYAET:

- K3y4Y€HHE JEKIMOHHOTO MaTepHala IO KOHCIEKTY C HCIIOJIb30BAaHUEM
PEKOMEHI0OBAaHHOW JINTEPATYPHI;

- OTpabOTKy M3y4aeMOro MaTepHalia 1o e4YaTHbIM U 3J€KTPOHHBIM HCTOYHUKAM,
KOHCIIEKTaM JICKIIUI;

- MOATOTOBKY K BBIIIOJIHEHHUIO JIAOOPATOPHBIX padoT;

- BBIIIOJIHEHHE OTYETOB 110 J1a0OPaTOPHBIM padOTaM M MOATOTOBKY K UX 3aLIUTE;
- MOJTOTOBKY K BBINOJHEHHUIO TPAKTUUYECKUX 3aIaHUM;

- BBIIIOJIHEHHE KypCOBOTO ITPOEKTA;

- UHAUBUAYyaJbHbIC 3a7aHusl (pelieHue 3a7ad, MOJATOTOBKAa COOOIICHUIH,
JOKJIaJIOB, UCCIIEIOBATENbCKUE PAaOOTHI U T.11.);

- TIOJATOTOBKY KpPaTKMX COOOILEHUH, TOKIaI0B, pedeparoB, CaMOCTOSTEIBLHOE
COCTaBJICHHE 3a/1a4 10 U3y4aeMoil TeMe (10 yKa3aHUIo MpernogaBaTeis);

- paboTy HaJ BBITOJIHEHUEM HArJSAHBIX TOCOOUH (cXeM, TaOJIHIL U T.11.).

Ha3znauenue camocmoamenvHoii padomul Cmyo0eHmos.

- Osnadenue 3HAHUAMU, YTO JOCTUTAETCS: YTEHUEM TeKcTa (yuyeOHUKa,
MEPBOMCTOYHHUKA, TOMOJHUTEIBLHON JUTEPaTyphbl), COCTABICHUEM IIJIaHA TEKCTa,
rpa@uueckuM  CTPYKTYPUPOBAHHEM TEKCTa, KOHCHEKTUPOBAHUEM  TEKCTA,
BBIIUCKAMU M3 TEKCTa, paboOTOM €O clIoBapsiMU M  CIPaBOYHUKAMH,
O3HAKOMJICHUEM C HOPMATUBHBIMU JIOKYMEHTAMH, BBIIIOJIHEHHEM Y4eOHO-
HCCIIEIOBATENbLCKON paboThl, MOMCKOM MH(OpMaluu B ceTu MIHTepHeT U T.11.;

- 3akpennenue 3Hauuil, 9TO JOCTUTACTCS. pabOTOM C KOHCIIEKTOM JICKITUH,
0o0paboTKOM TEKCTa, TOBTOpPHOM pabOTOM Hax ydeOHBIM  MaTepualoM,
COCTaBJICHHEM TaOJIHII JJIsi CUCTEMAaTU3allMi y4eOHOTO MaTepualia, OTBETaMH Ha
KOHTPOJIHBIE BOMPOCHI, 3alOJHEHHUEM pabouedl TeTpaau, aHaTUTUYECKON
o0paboTKOil TekcTa (AaHHOTUPOBAHUE, pEIEH3UpOBaHue, pedepupoBaHUe,
KOHCTIEKT-aHAJIN3 W JIp), MOATOTOBKOW MYJIbTUMEIUa COOOIISHUM/AOKIa0B K
BBICTYIJICHHIO Ha ceMuHape (KoH(epeHIMH), TMOJAroTOBKOM  pedepara,
cocTaBJjieHueM oubsmorpaduu 1 T.11.;

- QopmuposaHue HABbIKO8 U YMEHUL, YTO JOCTUTAETCS: PEIICHUEM 3a1a4 U
VOpOKHEHU 10 00paslly, pEelIeHHEeM BapUAaTHUBHBIX 3a/1a4, BBINOJHEHUEM
YyepTeKel, CXeM, BBINOJHEHHEM pacyeToB (rpaduueckux padoT), penieHueM
CUTYallMOHHBIX (MpodecCHOoHANIbHBIX) 3ajJad, MOATOTOBKOW K JIEJIOBBIM HUIpaM,
IIPOEKTUPOBAHMEM M  MOJECIUMPOBAHMEM PA3HBIX BHJIOB W KOMIIOHEHTOB
poeCCUOHATILHOM AESITEIIBHOCTH, ONBITHO SKCIIEPUMEHTAILHONW paboTOM | T.1I.



CamocrosiTenbHas padOTa MOMKET OCYUIECTBISATHCA HHAMBUAYAJIbHO WIIU
rpynmnaMu CTYACHTOB B 3aBHCHMOCTH OT LEIH, 00beMa, KOHKPETHONH TEMaTHKHU
CaMOCTOSITENIbHOM paboThl, YPOBHS CIIOKHOCTH, YPOBHSI YMEHUH CTYICHTOB.

KoHTpons  pe3ynbTaToOB  BHEAYAUTOPHOW  CaMOCTOSITEILHOM — pabOThI
CTyIEHTOB MOXET OCYUIECTBIITbCS B NPEAENaxX BPEMEHH, OTBEACHHOTO Ha
oOs3aTeNibHbIE  y4eOHBIE 3aHATHS 1O JUCHMIUIMHE MW BHEAYJIUTOPHYIO
CaMOCTOSTENIbHYI0 paboTy CTYJAEHTOB MO AUCIUIUIMHE, MOXET MNPOXOIUTh B
MMCbMEHHOM, YCTHOM WJIM CMEIIaHHOU opme.

Texkyumii KOHTPOJIb KadyecTBA BBIMOIHEHUS CAMOCTOSITEIBHOU pabOThI
MOYET OCYILIECTBIISTHCA C IOMOIIBIO:

- KOHTPOJIBHOT'O OIIPOCa;

- cobece10BaHUS;

- aBTOMAaTHU3UPOBAHHOIO  MPOTrPAMMHUPOBAHHOTO  KOHTPOJIA  (MAIIMHHOIO
KOHTPOJIsl, TECTUPOBAHUS C MpuMeHeHrneM DBM).

KOHTpOJb BBINIOJIHEHUSI KYpPCOBOTO MPOEKTa MU WHIWBHIYaTIbHBIX 3aJaHUN
OCYULIECTBJISIETCS. MO3TAIMHO B COOTBETCTBUU C pa3pabOTaHHBIM IMPENOJaBaTEIEM
rpagukom.

2 YuyeOHO-MeTOIHYECKOoe o0ecrneueHue 1Js CAMOCTOATEILHOM
padoThbI

CtyaeHTbl MOTYT TpPHU CAMOCTOSTEILHOM H3YYEHUH OTAEIbHBIX TeM U
BOIMIPOCOB  JTUCIUIUIMHBI  TOJB30BAaThCA  y4EOHO-HATIAIHBIMU  TIOCOOUSIMU,
y4eOHBIM O0OpYJOBaHUEM B JIA0OPATOPUSIX W METOJIUYECKUMH pa3pabOTKamMu
Kaeapbl BBIYMUCIUTEIBHOW TEXHUKH B paboyee BpeMs, YCTAaHOBIIEHHOE
[IpaBmamMu BHyTpEHHETO pacropsika pabOTHHUKOB.

YuebHo-MeToAMUeCKOe  O0eCleueHue ISl  CaMOCTOSITENIbHOM — paloThI
oOydaromuxcs 1Mo TaHHOW JUCIUIUINHE OPTaHUu3yeTCs:

oubIUOMEKOU YHUBepcumema:

- OubnunoreyHbli  (QOHA  YKOMIUIEKTOBAaH  Y4eOHOW,  METOAMYECKOM,
MIEPUOANYECKOM, CITPABOYHOM TUTEPATYpol B cooTBeTcTBUM ¢ YII n nannon PII/L;
- UMEETCs IOCTYN K OCHOBHBIM MH(POPMAIMOHHBIM 00pa30BaTEIBHBIM pECypcam,
nH(}OpMAITMOHHOM 0a3e TaHHBIX, B TOM YHclie Onbiuorpaduaeckoi,

- IMEETCs] BO3MOKHOCTb BbIXOJ1a B VIHTEpHET.

Kagheopoii:

- MyTeM o0ecreueHus JOCTYITHOCTH BCEro HEOOX0AUMOT0 yueOHO-METOINYECKOTO
Y CIIPAaBOYHOTO MaTepuaa;

- TyTeM TIPEJOCTaBIICHUS CBEICHUH O HAIWYUK y4eOHO-METOIAUYECKOM
JUTEPaTyphl, COBPEMEHHBIX TPOTPAMMHBIX CPECTB.

- MyTeM pa3pabOTKH:

— 3aJIaHAI TSI CAMOCTOSTEIHLHON PaOOTHI;

— BOIPOCOB K SK3aMEHaM U 3a4eTam;

— METOANYECKUX YKa3aHUW K BBITIOJIHEHUIO JTA00OPATOPHBIX U MPAKTHYECKUX

paboT u T.J1.



munozpacgueii ynugsepcumema.
— [IOMOIIIb aBTOPaM B IIOJAITOTOBKE W W3IaHUH HAYYHOU, yUeOHOW U METOINYECKON
JIUTEPATYPBHI;
— YIOBJIETBOPEHHE MOTPEOHOCTH B  THPAKHUPOBAHUHM HAy4YHOH, y4eOHOW U
METOANYECKOU JINTEPATyPhI

3 3anjaHUPOBaHHbIE BHAbI CAMOCTOSITEIbHOI PadoThI MO
AUCLHUILIAHE

B cooTrBercTBUM ¢ y4YEOHBIM IIJJaHOM, Ha CaMOCTOSITENIbHYIO padoTy
CTYJEHTOB B paMKax JUCLHIUIMHBI «3alura HHPOpMaum» OTBOAUTCS /2 yaca.
Pacnipenenenre 4yacoB  caMOCTOSITENIBHOM — paboThl 1O  TeMaM  (BUJaM
NEeSATENbHOCTH) MPUBEJAEHO B Tabyuie 1 B COOTBETCTBUU C paboyeil mporpaMMon
nucuuruiabl (PTLIT).

Tabnuua 1 — CamocrositenbHas paboTa CTyIEHTOB

Cpox Bpewms,
Ne HaumeHnoBaHue pasnena AMCHUILUINHBI BBINOIHEHH | o Do MBaceMOe
4 Ha BBIIIOJIHEHUE
CPC, yac
1 | CuMMeTpUYHBIE KPUITOCHCTEMBI. 1-5 15
2 Koneunrie ?OJ‘ISI, HUX cBOMcTBa. Peanusanus 6-18 15
BBIUMCIICHUH B KOHEUHBIX MOJISIX.
3 | AcuMMeTpUYHbIE KPUOTOCHUCTEMBI. 19-26 15
4 | AiropuTMBl 2JIEKTPOHHOM IIMGPOBOI MOIHUCH. 27-32 15
6 [ToxroroBka k 1abopaTopHbIM paboTam B TEYECHHE 12
cemecTpa
Hroro: 72
| MoaroToBKa K 9K3aMeHy | 36

Tekymunii KOHTPOJIb 3HAHWUK, OCHOBAaHHBIM HA BBISICHEHHH KayecTBa
CaMOCTOSITENIbHOM paboThl CTYJEHTOB MpU padboTe ¢ KOHCIEKTOM JIEKIHUH H
y4eOHOUM JIUTEepaTypoil, MPOU3BOAUTCS B COOTBETCTBUM ¢ Paboueil mporpammoi
mucrutuinabl (Tabnuma 4.1.2) u npegycmarpuBaeT KOHTpoiabHBIHM onpoc (KO) u
cobecenoBanus (C).

PekoMenpanuu 1o BBINOJHEHUIO JAOOPATOPHBIX pabOT NPUBEICHBI B
COOTBETCTBYIOIIMX METOIUYCCKUX YKa3aHUSAX K JlabopaTtopHbiM padoTam [1 - 5].
Meroanueckue yka3aHUs COAEp)KaT MOJHbIE TpeOOBaHUA K BUIAM U OOBEMY
CaMOCTOSATENIbHON PadOThl MPU MOATOTOBKE, BBINOJIHEHUU, 0OPMIIEHUN OTYETOB
1 3aIuTe J1abopaTOPHBIX pabdoT.

Marepuanel ¥ 3aaHus Ul U3y4YEHUs] KOHEYHBIX IIOJIEH U MPOrpaMMHOMN
peanu3alyy BBIYUCICHUM B pPACIIMPEHHOM KOHEYHOM TOJieé TPHUBEACHBI B
[Tpunoxenun.




4 PexoMeHIalMU MO BBIMOJHEHUIO CAMOCTOATEIbHO padoThI
H3yltenue meopemuuecCKux OCHO6 ()ucuunmm

N3ydeHne TeopeTuuecKo 4acTH JTUCIUIUIMH CIIOCOOCTBYET YIiIyOJIeHUIO U
3aKpeIJICHUI0 3HAHUM, TIOJYYCHHBIX Ha ayJIUTOPHBIX 3aHATHUIX, a TakKkKe
pa3BUBAET Yy CTYJEHTOB TBOPYECKUE HABBIKM, WHULHUATUBBI M yMEHUE
OpraHU30BaTh CBOE BPEMSI.

CamocTosiTenbHas padoTa Npyu U3y4eHUU AUCHUILIMHBI BKIIOYAECT:

- paboTy HaJ KOHCTICKTOM JICKITUH;

- U3yYEHUE PEKOMEHJIOBAHHOU IUTEpPaTypBhI;

- IOMCK U O3HaKoMJIeHHE ¢ nH(popmanuei B cetu IuTepHer;

- TIOATOTOBKY K pa3iIuuHbiM ¢dopMaM KOHTpPOJs (KOHTPOJBHBIM OIpOC,
cobece0BaHUE, TECTHI);

- IOJITOTOBKY M HaIlucaHue pedepaTos;

- MOJTOTOBKY OTBETOB Ha BOIPOCHI MO PA3IWYHBIM TE€MaM IHUCIHIUIMHBI, B TOM
YuCJyIe 3aJIaHHBIM MPETIo/IaBaTe IsIM 10 pe3yIbTaTaM KOHTPOJIS 3HAaHUH.

Marepuasn, 3aKOHCIEKTHPOBAHHBIM B TEUYEHHE JICKIHUK, HEOOXOIUMO
peryJIipHO TpopadaTeiBaTh W JOMOJHATH CBEJACHUSMH M3 JIPYTMX HCTOYHUKOB
JUTEpaTyphl, MPEACTABICHHBIX HE TOJBKO B MPOTpaMMe JUCIUIUIMHBI, HO U B
MEePUOJUIECKUX U3JAHUSIX.

[Ipy OCBOGHMM JUCHUIUIMHBI CHayajla HEOOXOAMMO TIO0 KaXKIOW Teme
M3YyUYUTh PEKOMEHJIOBAHHYIO JIUTEpPaTypy U COCTABUTb KpPATKUM KOHCIEKT
OCHOBHBIX TMOJIOKEHUH, TEPMHHOB, CBEJACHUN, TPEOYIOIIMX 3allOMUHAHUS W
SIBJISIFOIIMXCSI OCHOBOTIOJIATAIOIIMMU B ATOM TeMe JJIi OCBOCHHS IMOCIETYOUINX
TeM Kypca. [lns pacimpeHdss 3HAHUS 1O JUCIUIUIMHE PEKOMEHIYETCs
HCMoJIb30BaTh MHTEpHET-pEeCYpChl; MPOBOAUTH MOUCKH B PA3IMYHBIX CUCTEMax U
HCTOJIb30BaTh MaTEpUaJIbl CAUTOB, PEKOMEHIOBAHHBIX MPENOJaBATEIIEM.

[To TpeGoBaHUIO TpernoaaBaTeass KOHCHEKT JIEKIUH MPEIOCTaBIsSCTCI eMy
I TPOBEPKU. 3aMEUEHHBbIE HEJOCTAaTKM W BHECEHHBIC 3aMEYaHusd U
MIPEUIOKEHHS ClieayeT OTpaboTaTh B IPUEMIIEMBIE CPOKH.

Jlabopamopnsie pabomul

[Ipy moATroTOBKE W 3aluTe JabOpaTOpPHBIX PabOT HEOOXOIUMO OOpaIlaTh
oco00o¢ BHMMaHHE Ha IIOJHOTY KM T'PaMOTHOCTH BBITIOJIHGHHS OT4YETa II0
nabopaTopHON paboTe, HaJIWYUE B HUX KPATKUX OOOCHOBAaHWUN MNPUHHUMAEMBIX
pEIICHUI 1 BBIBOJOB IO pe3ysbTaraM paboThl. [Ipr HECOOTBETCTBUM OTYETA ATUM
TpeOOBaHUAM TIPEIOIaBaTe)Ib MOKET BO3BpaIllaTh e€ro Ha gopadotky. IIpu onpoce
CTYJICHTOB OCHOBHOE BHHMMaHHE O0OpamiaeTcs Ha YCBOCHHE HWMH OCHOBHBIX
TEOPETHUECKNX TMIOJOKEHWH, Ha KOTOpPhIX Oaswpyercs jgaHHas pabora, u
MOHUMAHUS TOTO, KaK T MOJIOKEHUS MPUMEHSIOTCS Ha MpakTuke. JIJisi ocBOeHHUsI
TUCIUIUIMHBL B TOJHOM O0BEME CTYIEHTy HEOOXOIMMO TOCEIIaTh BCE
ayIUTOPHBIC 3aHSITHS U CAMOCTOSITEIHFHO MPOPa0aThIBATh TOTYYCHHBIN MaTEpHAIL.



KonTpons  pe3ynbTaTOB  CaMOCTOSITEILHOM ~ pabOTBl  CTYJIEHTOB
OCYIIECTBIISICTCSl TIEpe]] BBIMOJIHEHHEM JabopaTOpHOW paldoThl, B MpoLEcce ee
3aILMTHI, a TAK K€ HA 3a4€Te U DK3aMEHE.

[Ipy camMoOCTOSITEILHOM HW3YyYEHUM JUCHUIUIMHBI M TOATOTOBKE K
ayIUTOPHBIM 3aHSATUSIM U BBINOJHEHUU JIOMAIHUX 3aJaHUN CTYACHTHI JTOJKHBI
UCIOJIb30BaTh PEKOMEHJOBAaHHYIO YUEOHYIO JINTEPATypy U YUEOHO-METOIUUECKUE
ykazanus. Mictounuku nHpopManuu JOCTYIHBI HAa caidTe Kapeapsl.

CamocrosiTenbHas paboTa OCYIIECTBISECTCS IMPU MOJITOTOBKE K paboTe B
COOTBETCTBUM C 3aJaHHBIMU TEMaMH, MOJATOTOBKE OTBETOB K BOIpocam MdJis
CaMOKOHTPOJISI U KOHTPOJIBHBIM BOIIPOCAM.

Kaxnas padora BritouaeT myHKThl «lloaroroBka k padote» u «Bompocs
JUIsL caMOTIpoBepKu». B Tabnuie 2 mpuBOJSATCS BOMPOCHI JIJISI CAMONPOBEPKH K
J1a00paTOPHBIM paboTaM.

Tabnuma 2 — Borpock! 17151 caMOnpoBEpKU

Ne HanmenoBanue

. KoHTponbHbIe BOIPOCHI
nabopaTopHOM PabOTHI

1. Yro Takoe mmdpoBanme?

2. HazoBute onpezaeneHue NpsMoro mu@poBaHus.

3. Jlomyckaercs i1 MpOU3BOIUTH 3aMeHy OYKB Ha IIHU(pHI?
4. Ha3oBuTe HEIOCTATKU U JOCTOMHCTBA METO/A MPSIMOMN
3aMEHBI.

1 udpoBanue meronom
MPSAMOM 3aMEHBI

2 HIudpoBanue MeToa0oM
noyinangpaBUTHON
3aMeHbI

. Uto Takoe mmu¢ppoBanue?

. Ha uem ocHoBan MeTo]1 nonuandaBUTHON 3aMeHbI?
. Uro takoe matpuna Buxunepa?

. Kak crpourcs matpuna Buxxunepa?

. Kak ocymectsnsercs mudpoanue cooOmeHus?.

. Kak ocymectBasiercs pacmmdpoBaHue COOOIIeHUs ?

— 001, WN -

3 udposanne meroaom | 1. HazoBuTe 0OCHOBHBIE peUMYyIIIECTBA NP POBAHUS

MEePECTAHOBOK METOJIOM MTEPECTAHOBOK.

2. HazoBuTe OCHOBHBIE HEAOCTATKU MH(PPOBAHUSI METOAOM
MEePECTAHOBOK.

3. B ueM oTiinure METO0B NMEPECTAHOBKHU OT METO/I0B
MMOJCTAHOBKH?

4. IlepeuncianTe OCHOBHBIE ATAMbI MOTYYEHUS
mudporpaMMbl METOJIOM TIEPECTAHOBOK 1O MapIIpyTamM
I'amMunpTOHA.

4 Cers VPN 1. Jng xakux Lesnel MCHoib3yeTcsl CEeTeBOM aHaIu3aTop
Network Monitor?

2. Kakwue Bugsl GuibTpoB mo3Bossier npuMenats Network
Monitor?

3. s gero cimyxut VPN?

4. HazoBuTe NPOTOKOJBI ayTEHTHU(PHUKAINN, TPUMEHSIEMbIe
B VPN.

5. Kakum o6pazom B coeaunenur VPN MoxHO BBIOpaTh




Ne HaumenoBanue

o KoHTpoiibHBIE BOIIPOCHI
nabopaTopHOM pabOTHI

npoTokoi coequHerust — PPTP wmm L2TP?
6. Kak 3amumarorcs nmaketsl, nepeaaBaembie mo VPN?

5 Active Directory 1. Kak ompenenuts, SBISETCS JIM KOMIIBIOTEP UWICHOM
JIOMEHA WJIK pabode rpyIIbI?

2. Kakwue paspernieHus CymecTBYIOT AJisl OOIIMX ManoK?

3. Kak oTMeHUTh HacjelnoBaHUE CBOICTB 00BEKTa OT
POIUTENHCKOM Manku?

4. Moxer 1M TONb30BaTeNb  3alpeTUTh  JIOCTYI
aAMMHMCTpaTopy K cBoedl  manke? CMoxeT  Ju
aIMUHHCTPATOP B 3TOM cllyyae BEpHYTh IipaBa?

5. OnummuTe mpaBa CyOBEKTOB naocTyna — Brmagenenm u
AJMUHHCTpATOP.

6. Kakas ytunura, He TpeOyromas CMEHBI IOJIb30BaTEs,
MO3BOJISIET  BBIMONHATH JICUCTBUS OT HWMEHHU JIPYyroro
110JIb30BaTeNs ?

Otyet no 1abopaTopHOM pabOTE BHITIOIHIECTCS WHIUBUIYAIBHO WM OJUH
Ha Opurazy 1o peueHuIo NpenoiaBarTes.

OTyer [OMKEH COoAep)KaTb BCE NPEIYCMOTPEHHBIE METOJAMYECKUMU
YKa3aHUSIMU pa3liefibl, BKJIKOYAs BOIPOCHI JUIsl caMONpOBEpKU. Pekomenmyercs
BKJIIOYAaTh B OTYET OTBETHI HA 3TU BONPOCHI B kpamkom Bunae. Ilockoiabky 3TH
OTBETHI SIBJIIIOTCS MPOAYKTOM CaMOCTOSTENbHON pabOThl, COBMAJICHUE TEKCTOB
OTBETOB B OTYETaX pa3HbIX CTYJEHTOB MPUBOAMT MpenojaBaTeds K
HE00X0AMMOCTH (HOPMUPOBATH JOTOJHUTEIBHBIE BOIIPOCH! IO COOTBETCTBYIOIIEH
TEME.
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Kypck: IO31'Y, 2016. - 14 c.

2. llludppoBanrie ™MerogoM TmonMandaBUTHOW 3aMEHbBI :[DIEKTPOHHBIN
pecypc] : MeToaMueckue yKazaHus K JabopartopHoil pabote / coct. M. A.
Edpemos. - Kypck: FO3T'Y, 2016. - 9 c.

3. llIudpoBaHne METOIOM TNEPECTAHOBOK: [DJIEKTPOHHBIN pecypc|
METOJMYECKHE YKa3aHUsI TI0 BBINOJIHEHHUIO JabopaTtopHoii / coct. M. A. Edpemos.
- Kypck: IO31'Y, 2016. - 9 c.

4. Cerp VPN [DOnexkTpoHHBI pecypc] : METOAMYECKHE YKa3aHUs K
naboparopHoit pabore / coct. C.U.Eropos, E.A.I'pu6oB. Kypck: FO3I'Y, 2022. 6
C.
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5. Active Directory [DneKkTpoHHBIH pecypc] : METOJAMYECKHE YKa3aHHs K

naboparopuoii padore / cocr. C.M.Eropos, O.0.noukuna, E.A.I'pu0os.
Kypck: IO31'Y, 2022. 15 c.
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Hpuiaoxenue

3amanue 1151 CAaMOCTOATEILHOM PadOThI

N3yunrs :
1) onipenenenue U CBOMCTBA MPOCTOTO KOHEYHOTO MOJIS;
2) omnpeeneHre U CBOMCTBA PaCIIMPEHHOTO KOHEYHOTO T0JIf;
3) MeToABl peaiu3aluu onepaunii B KOHEYHBIX MOJISIX.

Ha  mro00oM  s3pike  IpOrpaMMHpOBaHUSI  HamucaTh  OpOrpammy,
peanu3yloulyl0 OCHOBHBIE ONEpallid B PAaCIIUPEHHOM KOHEYHOM  II0JIE
XapaKTEepUCTUKU 2 (CIOKEHHE, YMHOXECHHE, JIeJICHUE, BO3BE/ICHUE B CTEICHb U

sorapupm).
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KoHeuHbIe moJs

KoHeuHoe noJie — MHOXKECTBO, COCTOSIIEEe U3 KOHEUYHOTO YUCa JIEMEHTOB,
JUTSI KOTOPBIX OMPEEICHBI OTIEPALIMH CIIOKEHUS] 1 YMHOKECHHUSI.

Koneunsie mosisi Ha3wpIBalOT emle nojsiMu ['amya, 1Mo MMEHHU TeHUATBLHOTO
¢dpaniry3ckoro MareMaruka JBapucta [amya, omyOnukoBaBmero B 1830 romy B
BO3pacTte 18 JeT cTarhio, 3aJI0KUBIIYI0 OCHOBY OOIIEH TEOPUH KOHEYHBIX MOJIEH.
B Bo3pacte 20 net ["anmya Oun youT Ha gyasne.

Yucnio 3neMeHTOB B Iosie (| Ha3biBaeTcs ero nopsakoM. Koneunoe moiie
o6osnauaercss GF(Q) (cokpamenue ot Galois field). C TodHOCTBIO 10
M30MOp(pU3Ma KOHEUHOE I0JIE MOJTHOCTHIO onpeenseTcs ero nopsakom. [lopsaok
g Bcera sSBJSETCS CTEMEeHBI0 KaKOTO-HUOYIh MTPOCTOT0 Yncia, To ecTh = pP", rae
p — mpocroe uucio, a N — moboe HaTypainbHOe umciio. [Ipocroe umcmo P
Ha3bIBAETCS XapaKTEPUCTUKOM TOJIS.

[Tonst, st KOTOPBIX MOPSIIOK TOJISE PaBEH €ro XxapakTepuctuke = p (N =1)
Ha3bIBAIOTCS IPOCTHIMU. B IPOTUBHOM ciTydae MoJisl Ha3bIBAIOTCS PACIIMPEHHBIMU
(n>1).

[Ipoctoe moje MOXKHO MPEACTAaBUTH CIEAYIOIUM O0pa3oM. DleMeHTaMu
nonst oynyt uucna {0,1,...,p-1}. CroxxeHue U yMHOXEHHUE B IOJIE OMPEICIICHBI,
Kak OOBIYHBIC OMNEpalluu CJIOKEHHE M YMHOXXEHHME HATypajbHBIX YHCEN C
MPUBEIECHUEM PE3YJIbTATA 10 MOIYIIIO P.

CaMbpIM M3BECTHBIM TPOCTHIM ITOJIEM SIBJIICTCSI TBOUYHOE TIoJIe ¢ (| = P = 2,
cocTosiiee Bcero u3 AByX aieMeHToB {0,1}. OmepauusiMu B ABOMYHOM TIOJIC
SABJISIFOTCSL CJIIOKEHUE M YMHOXXEHHE 10 MOAYJK 2. OTH ONepaludd 4YacTo
Ha3bIBAIOT JIOTHYECKUM CJI0KCHUEM U JIOTUYECKUM YMHOKEHUEM. 3a7al0TCsl OHU C
MTOMOIIIBbIO TaOJUI] UICTUHHOCTH, IPUBEJICHHBIX HUKE.

Barommone 1 +1=0.
DneMeHThl KOHEYHOTO TMOJIsi 00pa3yroT TPYIIy MO CIOXeHuto. Takxke Bce

AJIEMEHTBI KOHEYHOTO T0JII KpOME HYJIEBOTO 00pa3yroT IpyMily MO YMHOXKEHHUIO.

CBoiicTBa rpyMIbl:

1. Cymma (mpousBelleHHE) IBYX DJIEMEHTOB TpYMIbl BCEraa JEXKUT B
rpymnmne (3aMKHYTOCTb).

2. Bemomusercs npaswmio accormatuBaocty: (@+b)+c=a+ (b +c)((a-
b)ec=a-<(b-cC)).

3. I'pynma Bceraa colepKUT eAMHUYHBIN eMenT: a+0=a(a+ 1= a).
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4. Kaxnaplii 3IEeMEHT TpyIIbl 00J1agaeT 00paTHBIM, IJIs1 KoToporo: a + (-a)

=0(a-al=1).
Bce koHeuHbIe ToJ1s1 00J1a1a10T CISAYIOMUMHA CBOWCTBAMM:
1. Pe3ynbTaToM YMHOXXEHHS WJIM CIOXEHUS JBYX JJIEMEHTOB IO
SIBJISIETCSL TPETHUM JJIEMEHT, JICKAIIUN B TOM K€ TIOJIE.
2. [Tone Bcerma cOOEpPKUT MYJNbTUIUIMKATUBHYIO eauHULY | W
agautuBHyto eauHuIly 0. Takum obpazom, a + 0 =au a * 1 = a s a060ro
AJIEMEHTA d.
3. Jist mo0oro n»yeMeHTa a CyIIeCTBYeT OOpaTHBIM 3JIEMEHT TIOo

CIIOKEHHMIO (-a) U 0OPATHBIN JIEMEHT M0 YMHOXKeHUIo a 't (eciu a#£0), Takue
uro a+(-a)=0 u acal = 1. CymecTBOBaHME DTUX DIEMEHTOB IO3BOJIAET
UCIIOJIb30BaTh OOBIYHbIE 0003HAYEHUS JUIsl BRBIYUTAHUS U JICTICHHUS.

4, Jlns omepamuii B IOJC  BBINOJHSIOTCS OOBIUHBIE IpaBHJjIa
accormatuBHocTH  [a+(b+c) = (atb)+c, a<(bec) = (a-b)ec],
KOMMYTAaTUBHOCTH [@a+b=Db+a, a*b = bea] u muctpubyruBHOCTH [@*(b+C) =
asb+aec].

Eme omuu mpumep mpocroro moias — mojie GF(B). Ono comepxkur 5
sanementoB: {0, 1, 2, 3, 4}. Tabauupl CIOKEHUSI U YMHOXEHUS ISl 3TOTO MOJIs
MIPUBEICHBI HIKE.

+ |10 1 2 3 4 |0 1 2 3 4
o|jo0 1 2 3 4 0|0 O O 0 O
1({1 2 3 4 0 110 1 2 3 4
212 3 4 0 1 210 2 4 1 3
313 4 0 1 2 30 3 1 4 2
414 0 1 2 3 410 4 3 2 1

JIisi BBIMOJTHEHUS! BBIYMTAHMS WM JICJCHHS B KOHEYHOM IIOJI€ CIIEIYET,
MCIIOJIBb3Ys TAOJIMIIbI, HAMTH COOTBETCTBYIOIINNA OOPATHBIN AJIEMEHT TI0 CIIOKEHHIO
WM YMHOXKEHHUIO, a 3aT€M BBIMOJIHUTH CJIOKEHUE WU YMHOXXEHHE OOBIYHBIM
obpazom. Hanpumep, mis monss  GF(5): 3-4 = 3+(-4) = 3+1 = 4. AHanoruyHo
3/4=341=34=2,

Ecnu q sBAsieTcst cTenenpto mpoctoro 4ucia = p™, To dIeMeHTaMH TOJIs
ABJISIFOTCS. BCE MHOTOWIEHBI cTeneHu m — 1 uiam MeHee, Ko3QGUUIUEHTbI KOTOPBIX
aexar B mpoctoMm mosie GF(p). Takoe moJie Ha3bIBAIOT PACIIMPEHHBIM.

[IpaBuia yMHOXXEHHST € CIIOKCHHS JJIEMEHTOB pPAaCIIMPEHHOTO TIOJS
MOJy4aloTcss W3 OOBIYHOTO YMHOXKEHUSI U CIIOKCHHS MHOTOWICHOB W
MOCIIEAYIONIEr0 MPUBEACHUS pe3yiIbTaTa M0 MOAYJII HEKOTOPOTO CHEIHaTIbHOTO
MHOTrowIeHa p(X) cTeneHu m. DTOT MHOTOWICH 00JIaJ]aeT TeM CBOMCTBOM, YTO €ro
HEJb3s PA3JI0KUTh HA MHOXHUTEIH, WCIONIb3YysSd TOJBKO MHOTOWIEHBI C
koapdunmentamu n3 GF(p). Takre MHOTOYIEHBI HA3bIBAIOTCS HEMPUBOIMMBIMH.
OHuM aHajoOrMyHbl MPOCThIM uMciaM. Kak U mpocTble yucia, HENMPUBOAUMBIC
MHOTOYJIEHBI OOBIYHO HAXOATCS METOIOM Iepebopa.
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Muorounen p(x) =x®+ X+ 1 menpusogum Hax noneM GF(2) u mostomy
MOKET OBITh MCIIOIB30BaH M1 noctpoenns nons GF(2%). Ilycrs B = x>+ X+ 1 n
B2=x?+1 — nBa nnemenra noas GF(2%). Torma MoxHO 0Opa3oBaTh MX CyMMYy
CIeAyIOIIMM 00pa3om

Br+Ba=(+x+1)+ P+ 1) =(+)x2+x+(I+) =l =x,

a TaKKe U UX MPOU3BEICHNE

BreBa=(X2+x+1)e(x*+1)=

=@t +x3+x2+x2+ x+ 1) mod p(x) =

=(x*+x+x+1)mod (P +x+1)=x2+x

[TpuBeneHre MHOTOWICHA IT0 MOAYJIIO p(X) SKBUBAJICHTHO JCIICHUIO Ha p(x)
1 B3ITHIO ocTaTka. C 3TUM TECHO CBSA3aHO MOHATHE CpaBHUMOCTH: a(x) = b(x) mod
p(x), uto unTaercsa kak “a(x) cpaBauMO ¢ b(x) mo momaymio p(x)” u o3HayaeT, 4TO
a(x) u b(x) uMeroT 0TMHAKOBBIC OCTATKH MPH AeieHHH Ha p(x) mim uTto a(x) — b(x)
aenmutcs Ha p(x). Bce 9TH MOHATHS MMEIOT CMBICT W B cliy4ae, Korja a, b u p
SIBJITIOTCS LIEJIBIMU YHCIAMH.

[TpuMUTHBHBIM 3JIeMEHTOM Win reHepaTopoM B mosne GF(Q) HaswiBaeTcs
TaKOM 3JIEMEHT ¢ , YTO BCE DJIEMEHTHI T0JIA, 32 UCKIIOUYCHUEM HYJIEBOTO JICMEHTA,
MOTYT OBITH ITPEJICTABJICHBI B BUC CTCIICHHU JICMEHTA O .

Hanmpumep, u3 paHee npuBepeHHON TaOMIBl BUIHO, 4TO Juia oyt GF(5)
3JIEMEHT 2 SBJIAETCS IPUMUTUBHBIM 3J1€MEHTOM, MocKkonbky 20 =1, 21 =2, 22 = 4,
28=3,24=2=1.

Bce koHeuHbIe TONS 00JIAAIOT TEM CBOWCTBOM, 4YTO CYIIECTBYET IIO
KpallHeli Mepe OJMH TPUMUTHUBHBIA 3JeMeHT. TakuM 00pa3oM, B KOHEUHBIX
MOJISIX, KaK M JIJIsl OOBIYHBIX YHMCEI, MOXKHO BBECTH IMOHATHE jJorapudma. M tormga
APYTOH CrIOCcO0 BBIMIOJIHCHUS YMHOKEHUS AJIEMEHTOB TT0JII Oy/IeT COCTOSTH B TOM,
9TOOBl HAWTH JIOTapu(dMbl HJIEMEHTOB, CJIOXKUTb WX M HAWTH aHTHiIOrapudm
CYMMBI.

[pumep ana mons GF(2%), mocTpOE€HHOro ¢ MOMOMIBIO HEIPUBOIMMOTO
mHorouneHa p(x)=x3+x+1. B 1aHHOM T1IOJe DJIEMEHT 0 =X SBISETCA
npumuTHBHBIM. Torna, ¢ yaerom Toro, uto o = X' mod p(X), MOkHO ompenenuTh
CIICIYIOIIYIO CBSI3b MEXAY OOBIYHBIM U JIOTapu(PMHUUYECKUM MpeNCTaBICHUEM
snemenToB nons GF(2%):

=1,
al=x,

a? = X2,
a®=x+1,
at =X+ X,
a®=Xx>+Xx+1,
ab =x2+1,
a’=1=0a"

B takom npeACTaBJICHUN YMHOKCHUE BBIIIOJIHACTCS JICTKO, HAIIPUMED
Bl'B2=(X2+X+1)'(x2+1):(15'(16:(111: a11m0d7:(14=X2+X.
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DnemMeHT o =X OyJeT MPUMHUTUBHBIM TOJBKO B CIIydae, €CJIM MHOTOYJICH
p(X), ¢ MOMOMIBIO KOTOPOTO OBUIO MOCTPOCHO TIOJIE, SIBISCTCS MPUMUTHBHBIM.
[IpuMUTHBHBIE ~ MHOTOWIEHBI  SBJISIOTCS ~ HEMYCTBIM  TIOJIMHOXECTBOM
HEMPUBOJANMBIX MHOTOWICHOB. MOXHO CKa3aTh, YTO MPUMHUTHUBHBIA MHOTOYJICH
MPEACTABISIET COOOW MPOCTOM MHOTOWIEH, KOPHEM KOTOPOTO  SIBJISIETCS
NPUMHUTUBHBIN 3JIEMEHT TOJISL.

CymiecTBoBaHuE JIOTapu(MOB B KOHEYHOM II0JI€ O3HAYAET, YTO HMEETCS
Ipe/ICTaBIICHHE 3JIEMEHTOB KOHEUHOTO IMOJIsI, KOTOPOE OKa3bIBACTCS yIOOHBIM /IS
YMHOXKEHHUSI, U JIPYyroe NpeJICTaBIIEHWE, KOTOPOE OKa3bIBACTCS YIOOHBIM JIs
cinoxenus. Ilocie TOro Kak YCTaHOBIEHO COOTBETCTBHE MEXKIY OSTUMH
MPEICTABICHUSIMH, YK€ HE HYKHO SIBHO BBINUCBHIBATH DJIEMEHTHI IMOJS B BHUJC
MHoOrowieHoB. Haunbosee yqoOHBIN METOJI COCTOUT B MPEACTABICHUU HJIEMEHTA
mojisi B BUAE Habopa Kod(PUIIMEHTOB MHOTOWICHA JJIMHON m MPU BHIIOJIHEHUU
onepauuii B nosne, Hanpumep st GF(2°%):

Bl . BZ — (111) . (101) — O((Iog(111)+log(101)) mod 7 — (110)_
Takum oOpa3zoM, JUIsi MpPOrpaMMHOM peanu3anuu  apuhMeTHUECKUX
orepauuii B moje GF(2™) morpeOyercs aBe Tabiuiel pasmepom 2™ Tabmuia
norapudmoB (10g.X) u Tabmuia anTrIOrapudmMoB (o).



