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Heab npenogaBaHusA AU CHUNJINHBI

JlaTh cTyAaeHTaM 3HaHUS O MPUHIUINAX HHPOPMAIMOHHOW OE€30MacHOCTH U
ANIrOpPUTMAaxX KpUNTOTrpaduuecKon 3amuThl HHHOPMAIIUH.

3anaqn H3YYCHUA NTUCHUIIIINHBI

— O3HAKOMJICHHE CTYACHTOB C KaTeropusMu MH(POPMAIIMOHHONW 0€30macHOCTH, C
yrpo3aMu 0€301acHOCTH,

— O3HAKOMJICHHE CTYACHTOB C COBPEMEHHBIMH CTaHAApTaMU KPUITOrpadruyecKoit
3alMThl  WH()OpMAaIMM, OCHOBAaHHBIMH Ha OJOYHBIX W TOTOYHBIX AJTOPHTMaX
1 poBaHHS;

— O3HAKOMJICHUE CTYACHTOB C ajJrOpUTMaMH ayTeHTU(DHUKAINH MOJIh30BaTENCH U
aNITOPUTMaMHU 3JIEKTPOHHOU UGBPOBOA MOIIHCH;

— O3HAKOMIJICHHE CTYJIEHTOB C MPUHIMIIAMHU 3alIUTHl HH()OPMAIUU OT CETEBBIX
aTak.

NHaonkaTopbl KommereHunuii d¢opMupyemble B pe3yJbTaTe OCBOEHUS
AUCIHUILIHHBI

B pesynbrare OCBOCHHS MUCIMIUIMHBI CTYACHT (DOPMUPYET M JTEMOHCTPUPYET
ciemyronue npodeccuoHaaIbHbIe KOMICTCHITHH:

— cmocoben obecrneunBaTh uHpOpMaIMoHHy0  Oe3omacHocTh  (ITK-3),
bopmympyeT KpUTEpUU 0e30macHOCTH 00paboTKH uHpopMau B
aBToMaTH3upoBaHHbIX  cuctemax  (I1K-3.1), ympaBaser  QyHKIIMOHHPOBAHHEM
NPOTPAaMMHBIX CPEICTB 3alMThl MHpOpMaiuu B KommbioTepHbIX cersx ([1K-3.2),
yCTaHABJIMBAET NPOrpaMMHOE OOECI€UeHHe B COOTBETCTBHH C TPEOOBAHUSIMH T10
samnure uapopmanuu (I1K-3.3).

Pa3znesbl 1M CHUNIMHBI

Ocnoguvie nouamus uHpopmayuonnot 6Oeszonachocmu. OCHOBHBIE BUABI U
UCTOYHUKM aTak Ha uWHGOpManuio, MeToAbl 3amuThl uHpopmanuu. Kareropuu
uHpopmanmoHHo  Oe3omacHocTu.  [lpuHuunel  Kpuntorpaduyeckod  3allUThI
uHpopmanuu. Knaccudukarus mmdppos. Pa3HOBUIHOCTH KPUNTOAHATUTUYECKUX aTaK.

Hcemopuueckue wugpol. MonoandaBuTHeie mojcTaHoBku. [lomuandaBuTHbIe
I10JICTAHOBKU. MHOTrOneT/IeBbIE NOINaI(paBUTHBIE IOACTAHOBKU. [lepecTaHOBKY.

TIlomounvie wiugpor. llludppoBanne rammupoBanueM. MeToabl TeHEpali raMMBbl.
['enepaTopsl  mceBAOCTy4YallHBIX TMOcjenoBaTesnbHOCTE. (OnHOpa3oBas cucTema
mUppPOBaHUSL.

Bnounvie wugpor. Tloctpoenne Omounsix mmdpon. Cers Deiictens. Crangapt
mm@poBanus naHHeix DES. Pexumpl nmpumenenus Omounbix mudpoB. CrocoObl
ycusieHust 6;ounbIx mudpos. Koneunsie mons. Ctanaapt mudpoBanus naHHbIx AES.

Acummempuunvle kpunmocucmemsi. KOHLENIUSA KPUIITOCUCTEMBI C OTKPBITHIM
kimodoM. Kpunrtocucrtema mudpoBanus ganHbix RSA. Cxema mudpoBanust Db
["amans. KoMOMHMPOBaHHBIN METO MIU(PPOBAHUS.



Onekmponnas  yugposas noonuco. OTHOHAINPABICHHBIE  XEII-(PYHKIIUH.
Anroputm xemmpoBanus SHA. Cxembpl XEmIMPOBaHWS Ha OCHOBE CHMMETPUYHBIX
OJIOUHBIX aNrOpUTMOB. Anroput™M Hudporoil moanucu RSA. Anroputm 1udpoBoi
nojnucu Ok ["amans.

Ynpaenenue kpunmoepaguueckumu xarowamu. I'eHepaus U XpaHEHUE KITIOUCH.
Pacnipenencuue kimoueit. [Iporokon Kerberos. MudpacTpykTypa OTKPBITOrO KITHOYa
(Public Key Infrastructure). Anroputm pacnpezenenus kimodei Juddu-Xemmana.

3awuma xomnviomepHulx cemelu. Pa3HOBUIHOCTH CETEBBIX aTak. MexKceTeBble
skpanbl. Cuctembl oOHapyxeHus: Bropskenuid. [Iporoxon SSL. IIporoxon IPSec. Cetn
VPN.

Aomunucmpuposanue cemeni. Jlormueckas crpykrypa Active Directory.
[TpoextupoBanne CTpyKTyphl. Du3mdeckas crTpykrypa cetu ¢ Active Directory.
HoBepurenbubie otHomeHus B cetsix Windows Server 2003. YmpasieHue y4eTHBIMU
sanucsimu B cetsax Windows Server 2003. I'pynmoBast noiutuka B ceTsix Windows
Server 2003 (GPO).

bezonacnocme onepayuonnvix cucmem. OCHOBHbIE TOHATHS. PasrpannyeHue
nocryna. Paspemenust NTFS. 3amuTa oT BUpYyCOB.
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PaGouast IIpOrpaMMa JUCIUTUIMHBL COCTaB/IeHa B COOTBETCTBIN ¢ ®I'OC BO — 6aka-
NaBpUAT 10 HANPABJICHUIO NMOATOTOBKH 09.03.01 MadbopMaTuka U BEIYUCIUTEIbHAL TEX-
HHKA Ha OCHOBaHHH y4eOHOTo IlaHa OITOIT BO 09.03.01 Mudopmarrka U BEIMUACIATEIb-
Hasi TEXHUKA, HAIPABIeHHOCTh «MHTEIIeKTyalbHbIe CUCTEMBL B G pOBOK KOHOMHUKEY,
0/106pEHHOTr0 YUeHbIM COBETOM yHUBEPCUTETA (mpotokon Ne 3 «25» 06 2021 r.).

PaGouas mporpamMMa JMCIMILTHHEBL 00CYXK/eHa 1 PEKOMEH/0BAHA K peaqu3alid B
00pa30BaTeILHOM MIPOLECCe IS oGyuenus cryaenTos no OITOIT BO 09.03.01 Mudopma-
KA ¥ BLIMACIHTENbHAS TEXHWKA, HANPABIEHHOCTb «IHTEIICKTYalIbHBIC CHCTEMBI B
LhpoBOil HKOHOMHKE» Ha 3aCelaHuy Ka(eapbl BBIYHC/IUTENBHON TexHuku Ne {{«_ 74 »

06 2021 T.
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PaGouasi mporpamma JUCIUIUIHHBI IEPECMOTPEHA, 06CyX/IeHa U PEKOMEH/IOBaHa K
peanuzaiiy B 00pa3oBaTeNbHOM IPOLECCE Ha ocHosanuu ydebuoro mrana OIIOII BO
09.03.01 VrbopMaTHKa ¥ BBIUUCIUTENbHAS TeXHUKA, HAIPAaBICHHOCTD «HTEIIeKTYallb-
HEIE CHCTeMBI B I(MPOBOM SKOHOMHUKEY, ONO0OPEHHOIO VYueHBIM COBETOM YHUBEPCHUTETA

npotokoi Neg«25» o 202( T., Ha 3acelaHnH Kadeapbl éﬁ hp 2ROk A om30.08 202%

Eropos C.1.

(naumenosanue kagedpot, 0ama, Homep npomoKona)

3aB. kadenpon ’%M Z//M_

Pa6ouast mporpaMma IUCLMIUTHHEL IIEPECMOTPEHA, oOCcyXieHa U PEeKOMEH/I0BaHa K
peanusauy B 00pa3oBaTeNbHOM NPoLEcce Ha OCHOBAHHM yue6roro mrana OIIOIT BO
09.03.01 MadopMaTHKa U BEIYUCIUTENbHAS TeXHUKA, HAMPABJICHHOCTD «MHTeNnneKTyalb-
HEIE CHCTEMbI B IA(BPOBOH SKOHOMHUKEY, ONOOPEHHOr0 YUeHbIM COBETOM yHHBEPCHTETA
nporokoi Ne_«__ »__ 20__r., Ha 3ace/iaHUN kadeapsl

(naumernosanue kagedpul, 0ama, Homep npomoxona)
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Pabouas mporpaMma JMCIMIUTHHBL [I€PECMOTPCHA, obcyXKieHa U peKOMEH/I0BaHa K
peanu3anuy B 00pa30BaTeNbHOM IPOIECCe Ha OCHOBAHHMH yye6roro mrana OIIOIT BO
09.03.01 MudbopmaTiKa ¥ BEMUCIUTEIbHAS TEXHUKA, HANPABJICHHOCTD «MHTenneKTyaib-
HbIe cHcTeMbl B IA(GPOBO SKOHOMUKEY, 0OJI00PEHHOI0 YYCHBIM COBETOM YHHBEPCUTCTA
nporokon Ne_«_ »_ 20 r., Ha 3ace/laHuH Kadepel

(naumenosanue kagedpul, 0ama, Homep RPOMOKON)

3aB. xadeapoit
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1 Hean u 3apa4u AucuUuIUInHbI. [lepeyeHb MIaHMpPyeMbIX Pe3yJbTATOB 00Y-
YeHMS M0 AMCHUILUIMHE, COOTHECEHHbIX C IVIAHUPYEMbIMHU Pe3yJbTATAMU OCBOCHUSA
OCHOBHOI MpodecCHOHATILHOM 00pa30BaTEJIbHOI MPOrPAMMBI

1.1 Heab npenogaBaHus TUCHUTLIUHBI

Llens mpenogaBaHusl TUCHUIUIMHBI — JaTh CTYJISHTaM 3HAaHUS O NMPUHIMIAX HWH(DOpMannOHHON
0€30MaCHOCTH U alITOPUTMAX KPUIITOrpaduiIecKoil 3amuTsl HH()OpMAIIH.

1.2 3apayu u3y4eHus QU CHUIINHbBI

K 3ala4yaM U3YUCHUA JUCHUIITIMHBI OTHOCATCA:
— O3HAKOMJICHHUEC CTYACHTOB C KaTCropuiMu HH(bOpMaHHOHHOfI 6630HaCHOCTI/I, C yrposamMu

0€30I1aCHOCTH;

— O3HaKOMJIEHHE CTYJCHTOB C COBPEMEHHBIMU CTaHAAPTAMU KPUIITOrpauyecKoil 3aiuThl
nH(pOpMaKY, OCHOBAaHHBIMHU HA OJIOYHBIX U TIOTOYHBIX AITOPUTMAX MH(PPOBAHHUS;
— O3HaKOMJIEHHE CTYJIEHTOB C JIrOPUTMaMHU ayTEHTH(UKALUU NOJIb30BAaTENEeH U alropuTMaMu

AJIEKTPOHHOU IIU(PPOBOYN MOATNCH;-

— O3HAKOMJICHUEC CTYACHTOB C IPUHIHIIAMHU 3aIIUTHI I/IH(I)OpMaI_II/II/I OT CCTCBBIX aTak.

1.3 IlepeyeHb MJIAHMPYEMBIX Pe3yJabTATOB 00YUeHHS MO ANCHHUILIMHE, COOTHECEHHBIX € TLIa-
HUPYEMBIMH Pe3yJIbTATAMHU OCBOEHHMSI OCHOBHOI NPOo(ecCHOHATBHOM 00pa30BaTeJIbHONH NMPOrpam-

MBI

Tabnuna 1.3 — Pe3ynpTaThl 00y4eHUs 1O TUCIUTLINHE

IInanupyemvie pe3ynvmamol 0C80eHUs Koo IInanupyemvle pezyromamoi
OCHOBHOU NPOGHeCCUOHATLHOUL U HAUMEHOBAaHUe 00yueHuUst N0 OUCYUNIUHe,
00pazoeamenvbHolU NPOSPaAMMbL UHOUKAmopa COOMHeceHHble C UHOUKAMOPAMU
(KomMnemeHyuu, 3aKpenieHHble docmudiceHust OOCMUIICEHUS KOMNEeMeHYUlL

30 OUCYUNJTUHOU) KoMnemeHyuu,
KOO HAUMEHOB8aHUe 3aKPENniIeHHO20
KOMHemenyuu KOMNnemeHyuu 3a OUCYUNTUHOU
YK-1 Cnoco6en ocymectBiasath | YK-1.1 3HaTh:

IIOUCK, KPUTHUYECKHI aHa-
JIM3 U CUHTE3 HH(pOpMa-
LN, IPUMEHSATH CUCTEM-
HBIW MMOJAXOJ IS penie-
HUs ITOCTaBJICHHBIX 3a/1a4

AHanusupyer 3aaady,
BBIIEISIA €€ 0a30BEIE
COCTABJIAOIIINE

OCHOBHBIE YIpO3bl HH(pOpMaIu-
onHoi Oe3zonmacHoctu AUC, pas-
pemennst NTFS.

YMeTh: IPOrHO3UpOBaTh YIpO3bI
MH(OPMaLIMOHHON O€30MaCHOCTH
AHNC, Ha3HauaTb pa3peUICHUS
NTFS nHa ¢aiinbr 1 katanory.
Brnanets (unu uMeThb OMBIT Jesi-
TEJNBHOCTH ). HaBBIKAMH KPUTITO-
aHanmu3a muppoB — MOHOAT(a-
BUTHBIX MOJICTAHOBOK.

YK-1.2

Onpenenser U paHKu-
pyet uHbopMaIuio,
TpeOyemyto Juis perie-
HUS ITOCTaBJICHHOM 3a-
Jadu

3HaTh: METOABI 3aIIUTHl UH(OP-
maruu B AUC.

YMeTh: NPUMEHSATh METOAbI 3a-
HIUTHI HTHPOPMAIIH.

Brnanets (unu uMeTh ONBIT Jesi-
TEJBHOCTH): HaBBIKAMH KPUIITO-
aHanu3a WudpoB — noiauainda-
BUTHBIX [1OJICTAHOBOK.




IInanupyemvle pesynbmamol 0C80€HUs Koo IInanupyemvie pesynomamol
OCHOBHOU NPOPeCcCUOHANbHOT U HAUMEHOBaHUe 00yuenus no oucyunune,
006pazoeamenvHol Npocpammbl uHOUKamopa coommuecenHble ¢ UHOUKAMOPAMU
(komnemenyuu, 3aKpenieHHbie oocmudiceHust 00CmMuUdICeHUss KOMNemeHyul

30 OUCYUNTUHOLL) KoMnemeHuuu,
KOO HauMeHo8aHue 3aKpenieHHo20
KOMHnemenyuu KOMnemeHyuu 3a OUCYUNTUHOT
YK-1.3 3HaTh: KaTteropuu HWH(POPMAIIH-
Ocyl1iecTBIISIET MOUCK OHHOM 0€30IMaCHOCTH.
uHbopMaLuu AJs pe- VYMeTb: NpUMEHATh OIHOPA30-
IICHHUSI IOCTaBJICHHOU BYIO CUCTEMY IIU(PPOBAHHUSL.
3aJauy 1o pa3auuHbiM | Bragers (Mau UMeTh ONBIT J1es-
THUIIAM 3aIPOCOB TEJIBHOCTH HaBBIKAMH KPUIITO-
aHaJM3a WUPpPOB — IepecTaHo-
BOK.

[1K-2 Cnocoben obecnieunBary | [1K-2.1 3HaTh: OCHOBHBIE TIOTOYHBIE
nH()OPMAMOHHYIO Oe3- WNucrannupyet npo- QP
OIIaCHOCTh Ha ypoBHE 0a3 | rpaMMHOe oOecrieueHre | YMETh: NPUMEHSTh I[OTOYHbIE
JAHHBIX 111 00eCTIeYeHNUs Tpe- mH}pHI.

OoBaHui HHGOpPMAITH- Brnangets (Mau uMeTh ONBIT nes-

OHHOM 0€301TaCHOCTH TEIbHOCTH). HaBBIKAMM IIpUMe-
Henus mudpa [OCT.

[1K-2.2 3nate: mudp DES.

PaGoraer c 6azoit man- | Ymers: npumensaTs mudp DES.

HBIX C y4eTOM TpeboBa- | Bragers (Miav UMETh ONBIT J1esi-

HUH UHOPMAIIMOHHON | TEIBHOCTH): METOJIAMH YCUIICHHS

0€30MacCHOCTH mmdpa DES.

I1K-2.3 3nate: mudp AES.

[Ipoektupyet 6a3bl Ywmers: npumensaTs mudp AES.

JAHHBIX C yueToM Tpe- | Brnagers (MM MMeTh ONBIT Aes-

O6oBaHuii HH(pOpMaLU- TEIBHOCTH): METOJAMH yCUJICHUS

OHHOM 6€3011aCHOCTH mmdpa AES.

[1K-2.4 3HaTh: NPUHIUIBI TOCTPOEHUS

AaMuHUCTpUpPYeET 6a3bl | ACUMMETPUYHBIX KPUITOCHUCTEM.

JAaHHBIX C YUE€TOM Tpe- | YMeTh: ucnoisb3oBars D111

6oBaHMi1 nHpOpMaILH- RSA.

OHHOI 0€30MaCHOCTH Bnanets (w1 ©UMETH OTIBIT €S-
TEJIHOCTH): HaBbIKaMH IIpUMe-
HEHHSI KPUIITOCUCTEMBI DJTh-
I"amans.

[1K-4 Crnocoben ocymectBnsath | [1K-4.2 3HaTh: METOJMKY HACTPOUKH
yIIpaBJIEHUE NIPOTrPaMM- ObecnieunBaeT CoB- kieHToB VPN.
HO-aNMapaTHBIMH CPe/I- MECTHYIO paboTy MOJIb- | YMETh: HAacTpaWBaTh KIMEHTOB
CTBaMU MH(POPMALIMOH- 30Bareseu VPN.

HBIX CIIY’k0 MHPOKOMMY- Brnaznets (wm UMeTh OMBIT Jiesi-
HUKAIIMOHHON CHCTEMBI TEJIbHOCTH): HaBbIKAMH HACTPOM-
OpTaHU3aIfH, OCYIIECTB- KH QWIBTPYIOMIAX MapIIpyTH3a-
JSTh a]MUHUCTPUPOBAHHE TOPOB.




IInanupyemvie pe3yrbmameol 0c80eHUs Koo IInanupyemvie pe3yromamoi
OCHOBHOU NPOGhecCUoHanIbHOU U HaUMeHOoB8aHue 00yyeHuss no OUCYunIuHe,
00pazosamenvHolU NPOSPaAMMbL UHOUKamopa COOmMHeceHHble ¢ UHOUKAmOopamu
(Komnemenyuu, 3aKpenieHHvle docmudiceHus 0oCcmudiceHusi KOMnemeHyuil

30 OUCYUNTUHOLL) KoMnemeHuuu,
KOO HaumMeHo8aHue 3aKpenienHo20
KOMNnemenyuu KOMNnemeHyuu 3a OuUCYuUNnIUHOU
CETEBOU MOICUCTEMEI T1K-4.3 3HaTh: METOAUKY HACTPOMKH.
MH(POKOMMYHUKAITMOHHON | BeimonnseT aqmunu- cepsepoB VPN, METOAUKY
CUCTEMBbI OpTaHU3AINH CTPUPOBAHUE CETEBOM HacTpoiiku nuto30B VPN.
MTOJICUCTEMBI YMeTh: HACTpauBaTh CEPBEPHI
VPN, nactpaunBats 1uito3s VPN.
Bnanets (W1 UMETH OMBIT fAes-
TEJIHHOCTH): HABBIKAMU HACTPOU-
KH [IUTFO30B CETEBOTO YPOBHS,
HABbIKAMU HACTPOMKU IILITIO30B
MIPHUKJIATHOTO YPOBHSI.
I1K-6 Cnoco6en ocymectBiats | [1K-6.1 3uarb: paspemenus NTFS.

aIMUHUCTPUPOBAHUE
poIiecca ypaBIeHuUsI
0€30I1aCHOCTBIO CETEBBIX
YCTPOWCTB U IPOrPaMM-
HOTo obecreyeHust

[IpoBoaut cOop naH-
HBIX, CBSI3aHHBIX C 0€3-
ONACHOCTBIO U 3aIIUTON
MIPOrpaMMHOTO o0ecrie-
YCHMSI CETEBBIX
YCTPOMCTB

VYMerTb: Ha3zHayaThb pPA3PELICHUS
NTFS na daiinasl 1 KaTaJIoTH.
Brnagers (Wiu UMETh ONBIT Jesi-
TEJIBLHOCTH): HaBbIKaMHU Oe3omac-
HOTO XPAaHCHUsS JAHHBIX Ha JUC-
Kax.

I1K-6.2
[IpuHuMaeT Mepsl 1o
CHID)KEHHIO pUCKa He-

3HAaTh: TOJMUTHKH OE30MaCHOCTH
(GPO).

YMeTh: HacTpauBaTh MNOJUTHKH

CaHKIIMOHHPOBAHHOTO 0€30MacHOCTH.

JOCTyTIa BrnaneTs (Miau UMETh ONIBIT J1esi-
TEIHHOCTH): HABBIKAMH TIJIAHH-
POBaHMsI MOJIUTUK O€30aCHOCTH.

I1K-6.3 3HaTh: OpraHU3alMI0 JOMEHA.

AJIMAHHCTpUPYET ceTe-
BbI€ CITY>KOBbI

YMeTn: BBOJUTH B JOMCH IIOJIb-
30Barejeit u KOMIIBIOTCPHI.
Bnanern (I/IJ'II/I HUMETh OIIBIT JICsd-
TCJIBHOCTI/I): HaBbIKaMH HaCTpOfI—
kamu Active Directory.

2 Yka3aHue MecTa JUCHHMIUVIMHBI B CTPYKTYPe OCHOBHOI1 NPodeccuoHaAIbHOMT
00pa3oBaTeIbHOI MPOrPpaMMBbI

Jucuummna «3amuTta “HGOpMaIMu» BXOIUT B 4acTh, GOPMHUPYEMYIO y4yaCTHUKaMu 00pa3oBa-
TENBHBIX OTHOIIEHUHN Osioka 1 «Jlucuurimabl (MOAYIN») OCHOBHON MPO(ECCHOHAIIBHOW 00pa3oBaTeIb-
HOW mporpamMmel — mnporpammbl OakanaBpuara 09.03.01 MudopmaTtuka M BBIUMCIUTENbHAS TEXHHUKA,
HaIpaBJIEHHOCTh «BpIuucnuTesbHble MAllIMHbBI, KOMIUIEKCHI, CUCTEMBI U ceTH». JlucuMIIMHA U3ydaercs
Ha 4 Kypce B 7 ceMecTpe.

3 O0beM TMCUMIUIMHBI B 32aYETHBIX eIMHUIAX ¢ YKA3aHHEM KOJIMYecTBa aKa-
AeMHUYECKHUX WJIH ACTPOHOMHMYECKHMX YaCOB, BbIIEJIEHHBIX HA KOHTAKTHYI0 padoTy
o0yyamomuxcsi ¢ npemnoaasaresjieM (0 BUJAaM y4eOHbIX 3aHATHI) U HA CAMOCTOSI-
TeJbHYI0 padoTy o0y4aromuxcs
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OO6m1ast Tpy10eMKOCTh (00BhEM) TUCIUILINHBI COCTABIIACT 4 3a4eTHBIX eauHuIl (3.¢.), 144 yaca.

Taomua 3 — O0BEM IUCIIUILUIAHBI

Bupl yueOHO paboTh Bcero,
4acoB
OO01mas TpyI0eMKOCTh TUCITUTUTHHBI 144
KonrakTHas pabora oOy4aronuxcs ¢ mpemnoaaBaresieM (1o BUaM y4eOHbIX 55,15
3aHsATUI) (BCETO)
B TOM YHUCIJIE:
JIEKIIUU 36
71a00paTOPHBIE 3aHIATHS 18
MPAKTUYECKHUE 3aHATH 0
CamocrositenbHas paboTta o0ydaronuxcs (BCero) 61,85
KoHTpoib/2k3 (MOArOTOBKA K DK3aMEHY) 27
KonTtaktHas paboTa 1o npoMexxyroqnoii arrecraiuu (Bcero ATtKP) 1,15
B TOM YHUCIJIE:
3ayer HE MPEyCMOTPEH
3a4eT C OI[CHKOM HE MPEAYCMOTPEH
KypcoBas paboTa (IpoeKT) HE IPETYCMOTPEHA
9K3aMeH (BKJIIOYAsi KOHCYJIbTAIUIO TIEPE] SK3aMEHOM) 1.15

4 Coaep:kaHue IMCHUILVIMHBI, CTPYKTYPHPOBAaHHOE IO TeMaMm (pasaejiaMm) C
YKa3aHUEM OTBEJAE€HHOI0 HA HUX KOJHYECTBA AKaJeMUYECKMX YACOB U BHOB yuel-
HBIX 3aHATHH

4.1 ConepxaHue TUCUUILIUHBI

Tabnuua 4.1.1 — Coaep:kanue TUCHUIIINHBI, CTPYKTYPUPOBAHHOE IO TeMaM (pa3zenam)

No | Pazgen (Tema) mUCIMIUIMHBI Conepxanue
1 OcHOBHBIE TOHATHS UH- | OCHOBHBIE BU/IbI U UCTOUHUKHU aTak Ha MHPOPMALHUIO, M-
(dbopMalimoHHON Oe3omacHO- | ToAbl 3amuTel MHpopmauuu. Kareropum wmHpopManuoH-
CTH. HoOW Oe3omacHocTH. [IpuHIMIBI KpunTorpapuueckon 3a-
umThl nHpopmanmu. Knaccupukanus mmdpos. PaznoBu-

HOCTHU KPUIITOAHAIUTHYECKUX aTaK.

2 Hcrtopuueckue mudpsl. MouoangasuTtHble noAcTaHoBKU. [lonuandaButHble moa-
CTaHOBKM. MHOTrOMNeTIeBble Moiran(aBUTHbIE MOJCTAHOB-
ku. [lepecTaHOBKH.

3 [Torounsle mudpHI. HIudpoBanre rammupoBaHueM. MeTOAbl TeHEepaluyu raM-
Mbl. ['eHeparopbl NCEeBAOCIyYalHBIX IOCIEI0BATENbHO-
creil. OtHOpa3oBas cucreMa MmuppoBaHHUsL.

4 bnounsle mmgpsl. IToctpoenne OGmnounbix mu¢ppos. Cerb deiictens. Cran-
napt mmdpoBanus AaHHbIX DES. Pexxumbl nmpumeHeHus
6mouHbIX MUQPPoB. CIOCOOB! yCHIIeHUs OIOYHBIX MU(PPOB.
Koneunsie nomnst. Ctanaapt mmdpoBanus naHHbsx AES.

5 AcummerpuuHble  KpunTo- | KoHIenmus KpunrocucTeMsl ¢ OTKPBITHIM KitodoM. Kpun-

CUCTEMBI. Tocuctema mudposanus maHHbIX RSA. Cxema mmdpona-
Hus Onp [amansa. KomOuHMpoBaHHBIH MeTon mudpoBa-
HUsl.
6 OneKTpoHHas mudposast | OqHOHANPABICHHBIE XeMI-(PYHKIUU. AJTOPUTM XELIHPO-
MTOATIHCH. Baaus SHA. CxeMbl XxemmpoBaHUsl HA OCHOBE CUMMETPHY-
HBIX OJIOYHBIX alNTOpPUTMOB. AJNropuT™M nH(ppoBoil moamu-
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cu RSA. Anroputm nmmdpoBoi noanucu b ['amars.

7 VYnpasnenue kpunrorpadu- | ['eHepanus u XpaHeHue Kiarouel. Pacnipenenenue KIrO4ei.
YECKUMU KIHOYaMH. [Mporokon Kerberos. MudpactpykTypa OTKpHITOrO KIFOYa
(Public Key Infrastructure). Anroput™ pacupeaeicHus
kimouer Auddu-Xennmana.
8 3amura KOMITBIOTEPHBIX | Pa3HOBUAHOCTH CeTeBBIX aTak. MexceTeBble SKpaHbl. CH-
cereil. crembl oOHapyxeHusi Bropskenuid. [Iporokon SSL (Secire
Socket Layer). ITporokon IPSec. Cetu VPN,
9 AnvunnctpupoBanue  ce- | Jlornueckas crpykrypa Active Directory. I[poekTtuposa-
TeH. HUE CTPYKTyphl. Pu3mnueckas ctpykrypa cetu ¢ Active Di-
rectory. JloBeputesbHbie oTHOmICHHS B ceTsx Windows
Server 2003. YmpaBieHUE YYETHBIMH 3alUCSIMU B CETSIX
Windows Server 2003. I'pynmoBasi HOJHMTHKAa B CETSIX
Windows Server 2003 (GPO).
10 | bezomacHocTh omepanuoH- | OCHOBHBIC TOHATHS. Pasrpanwdenune poctyma. Pasperie-

HBIX CUCTCM.

nus NTFS. 3ammTa oT BUpyCOB.

Tabnuma 4.1.2 — ConeprkaHue AUCIUIUIMHBI U €T0 METOJIMYECKOe 00eCIICUCHIE

- o
No Bune! nearens o _ = s <
/ HOCTH , 2 3 H w O =
/11 Pasgenn, S8 3 235 S =
cZgl &g =
(Tema) SES| ctg 5
JICIUATUTHHBI aek., | Ne ; S 3 s g2 S
yac |ma6. |- g = é‘ 2 <2
1 2 3 4 5 6 7 8
1. | OcHoBHbIE OHATUSA UHPOPMA- v1.Va
IIMOHHOM 0€30ITaCHOCTH. 7
2 MV, C@3) YK-1
MVY7
2. | Ucropuueckue mudpsl.
Y3,V4, | 35PQ3)
2 1 MY1 c3) YK-1
3. | Iorounsie mudpsI. 2 2 yl\l/[’gzz’ 3?:1()6()6 ) [1K-2
4. | brounsie U@kl
V1, V4, 3JIP(9)
8 3 MY3 C(9) [1K-2
5. | AcuMMeTpUYHbIE  KPUIITOCHU- vV1.va
CTCMBL. 6 MV6, C(9) IK-2
MVY7
6. | OnekrponHas uudposas mHoj- V1.V4
fHeb: ‘. MY6, | C(13) | IIK-2
MVY7




7. | Yopasnenue kpunrorpagude- V4. V5
CKHUMMH KJIFOYaMHU. 1 M,SI6 ’ C(16) [IK-4
MVY7
8. | 3amuTa KOMIIBIOTEPHBIX CETECH. V2,4, 3JIP(12)
6 | 4 My4 | cay | KA
9. | AnMuHHCTpHpOBaHUE CETEH.
4 | 5 vamys | Pl | ke
10. | be3omacHOCTh OIEparMOHHBIX
3JIP(18)
CHCTEM. 2 5 Y2, MY5 c(18) I1K-6
Hroro 36
[Ipumeuanue:
VY — yuebHOE mocobue, yIeOHK;
MY — MeToauyeckue yKazaHus;
C — cobeceoBanue;
3JIP — 3amuTa mabopaTopHBIX padoT;
4.2 JIabopaTtopHble U (MJIH) MPAKTHYECKHE 3aHATHSA
Ta6mmma 4.2.1 JlabopaTtopHbie paboThI
No . O0bewm,
HaumenoBanue nabopatopHoit paboThl
n/n Jac.
1. | HludpoBanue MeTOIOM HPSMOIl 3aMECHBI 4
2. Tudpoanue MeTo0M MoIHaI(PaBUTHON 3aMEHbBI 4
3. | lHudpoBanre MeTOI0M MEPECTAHOBOK 2
4. | Cerp VPN. 4
5. | Active Directory. 4
Hroro: 18
4.3 CamocrosiTesqbHas padora cryaenTos (CPC)
Tabmuna 4.3 CamocrositenspHas padora cryneHToB (CPC)
Bpewms, 3aTpa-
CpoOK BBbI- YHABaE€MOE Ha
No HaunmenoBanue pasnena quCHUILTMHBI
MOJTHEHUS BBINOJIHEHHE
CPC, yac
1 | OcHOBHBIE TOHATHSI HHGOPMAIIMOHHOHN 0€301TaCHOCTH. 1-3 10
2 | AcuMMeTpUYHbIE KPUOTOCHUCTEMBI. 4-9 12
3 | AlropuTMBI 2IEKTPOHHON ITUPPOBOH TOIIHCH. 10-13 12
4 | YnopaBneHue KpunrorpadguyeckKuMu KIr04YaMu. 14-16 12
6 | [oaroToBka k 1abopaTopHbIM paboTam B TEYECHHE 15 85
ceMecTpa ’
Uroro: 61,85
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5 IlepeyeHb y4eOHO-METOAMYECKOr0 oOecnevyeHUs: AJIsi CAMOCTOAITEJbHOI pa-
00ThI 00Y4YAIOIIUXCS 110 TUCHUIIINHE

CTyneHTbl MOTYT IPHU CaMOCTOSITENIbHOM H3YYEHHH OTHAEIbHBIX TEM U BOIPOCOB JIHUCLUIUIMH
M0JIb30BAThCA Y4eOHO-HAMISIIHBIMU TTOCOOUSIMH, Y4eOHBIM OOOpYIOBAaHHMEM M METOJUYECKUMHU pa3pa-
6oTtkamu kadeapsl B pabouee Bpemsi, ycraHOBIEHHOE [IpaBuiiaMu BHYTPEHHETO pacropsika pabOTHUKOB.

Y4eOHO-MeToInYecKoe oOecreyeHne JUisi CaMOCTOATEIbHON PadOThl 00y4arouuxcs Mo JTaHHOM
JTUCLUILIMHE OPTaHU3yeTCs:

OubIUOMEKOU YHUBEepCUmMema.
- OMOMMOTEYHbIN (OHJ YKOMIUIEKTOBAH Y4€OHOH, METOANYECKON, HAYYHOH, MePHOANYECKOH, CIpaBOy-
HOM U XY/I05)KECTBEHHOU JuTeparypoil B coorBeTcTBuU ¢ YII u nannoit PI1/I;
- IMEETCs IOCTYII K OCHOBHBIM MH(OPMAITMOHHBIM 00pa30BaTeNIbHBIM pecypcam, HH()OpMAIIMOHHOHN 0a3e
JAHHBIX, B TOM yucie oubmuorpaduueckoit, BO3SMOXHOCTh Bbixoaa B IHTepHeT.
Kkagheopoii.
- myTeM o0ecreueHus: TOCTYITHOCTH BCEro HE0OXOUMOro y4eOHO-METOJUYECKOT0 M CIIPABOYHOTO MaTe-
puana;
- IyTE€M IPEJOCTABIEHUS CBEICHUN O HAMYUU YYEOHO-METOJUUECKON JINTEPATYPbI, COBPEMEHHBIX MPO-
IPaMMHBIX CPEJICTB.
- IMyTeM pa3paboTKH:
— METOAMYECKUX YKa3aHUH 10 BHIMOJHEHUIO CAMOCTOSATEIbHOM paboThl [6,7];
— BOIIPOCOB I cOOECE0BAHUN U IK3AMEHa,
— METOJMYECKHUX yKa3aHUH K BBIMOIHEHUIO TaOOPAaTOPHBIX paboT U T.1.
munoepaghuen ynugepcumema.
— MOMOIIIb aBTOPaM B MOJATOTOBKE U U3JJaHUH HAYYHOH, yueOHOU U METOUYECKOHN JIUTEePaTyphI;
— YIIOBJIETBOPEHHUE MOTPEOHOCTH B THPAXKUPOBAHUU HAYYHOH, YUEOHONU U METOAMYECKOM JINTEpaTypHI.

6 OoOpa3oBaTe/ibHbIe TEXHOJOTHH. TeXHOJOTHN UCIOJIb30BAHUSA BOCIUTATE/Ib-
HOT'0 MOTEHUMAJA IUCHUIINHBI

Peanu3anus KOMIETEHTHOCTHOTO MOAX0/1a IPEAYCMATPUBAET HIIMPOKOE UCIIOIB30BaHUE B 00pa3o-
BaTEJIbHOM IPOIIECCe AaKTUBHBIX U MHTEPAKTUBHBIX (DOPM MPOBEACHUS 3aHIATUN B COUETAHUU C BHEAYU-
TOPHOM paboToil ¢ 1enbl0 POPMUPOBAHUS YHUBEPCAIBHBIX U MPOPECCHOHATBHBIX KOMIETEHIINNH o0yya-
omuxcs. B paMkax TUCHUIUIMHBI IPETYCMOTPEHBI BCTPEUH C HKCIIEPTAMM U CIIEHUAIMCTAMU 10 3aIUTE
nH(pOpMaLINH.

PacueTHbli yaenbHBIN BeCc 3aHATHI, TPOBOIUMBIX B MHTEPaKTUBHOM (opme He MeHee 12 yacos.

Tabmuna 6.1 MHTEepakTHBHBIE 00pa30BaTEbHBIE TEXHOJOTHH, HCIIOIB3YeMbIe MPH MPOBEACHUU
ayJUTOPHBIX 3aHATUH.

Ne | HammenoBanue pazaena (JIEKIUH U Ja- Hcnonp3yemblie unTepakTHBHBIE | OObEM B
n/n OopaTopHbIE 3aHITHS) o0pa3oBaTeNbHbIE TEXHOJIOTUU qacax
1 2 3 4
1. | Auanor o mpoOnemax W mepcnekTuBax | Juaior ¢ ayauropueit 1
3anuThl nHGopManuu (JIK)
2. | bnounsie mmdpsl. (JIK) Jmaior ¢ aynutopueit 1
3. | Acummerpuunsle kpuntocucteMsl. (JIK) | duanor ¢ aynuropueit 1
4. | Dnexrponnas uudposas noanuck. (JIK) | uanor ¢ aynutopue 1
5. | Yopasnenue Kkpunrtorpaduueckumu | Juanor ¢ aynuropueit 1
kiouami. (JIK)
6. | 3anmra komnbroTepHbIX ceTei. (JIK) Jumanor ¢ aynuropuen 1
7. | AnmunuctpupoBanue cereil. (JIK) Jlmanor c aynuropuei 1
8. | be3onmacHoCcTh oOmepanMoOHHBIX cUcTeM | Jluajor ¢ ayauropueit 1

(JIK).
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9. | Monoandasutabie mudps (JI3) Paz6op curyanum 1
10. | Ionmuandasurheie mmdps (J13) Paz6op curyanumn 1
11. | Pabora c cereBbiM MOHHTOPOM (JI3) Pazbop curyarun 1
12. | YcranoBka u Hactpoiika Active Directo- | Pa3oop curyammu 1

ry. (JI3)

Htoro B yacax 12

[Ipumeuanue:
JIK-nexmus;

JI3- nabopaTopHOe 3aHATHE.

CopneprxaHue AUCHUILUIMHBI 00J1a/1aeT 3HAYUTEIbHBIM BOCIIUTATEIbHBIM TOTEHIMAIOM, [TOCKOJIb-
Ky B HEM aKKyMYJIMPOBaH UCTOPUYECKUN M HAYYHBIH ONBIT YeJIOBeUYeCcTBa. Peanu3ays BOCIUTATETLHOTO
NOTEHIMaja JUCLHUIUIMHBI OCYLIECTBISAETCS B paMKax €IMHOI0 0Opa3oBaTENbHOIO M BOCIUTATEIbHOI'O
mporecca M CocOOCTBYET HENPEPHIBHOMY Pa3BUTHIO JIMYHOCTU KaXI0To oOydaromierocs. JucruminHa
BHOCHUT 3HaUMMBIN BKJIaJ B (popMUpOBaHHE MPOPEeCCHOHATBHON KylIbTypbl oOydatomuxcs. Coaepxanue
TMCHIUIUIAHBI CIIOCOOCTBYET MPABOBOMY M NMPO(HECCHOHATBHO-TPYAOBOMY BOCITUTAHUIO 00YUYaIOIIUXCS.

Peanuzanus BOCOUTATENBHOTO MOTEHIMAIA TUCIUILIIMHBI 10Ipa3yMeBaeT:

— LeJIeHaNpaBJIeHHbIH 0TOOp IpernojaBaTeseM U BKIIOUEHHUE B JIGKLIMOHHBIM MaTepuall coiepixka-
HUS, IEMOHCTPUPYIOIIEro OOydJarommMcsi 00pa3ibl BBICOKOTO MpOo(decCHOHaTu3Ma Y4YEeHBIX, UX OTBET-
CTBEHHOCTH 32 Pe3yJbTaThl U MOCIEICTBHS ASATEILHOCTH U1 IPUPObI, YesloBeKa U O0IIeCTBa;

— IpUMEHEHHE TEXHOJOTHH, HOpM U METOAOB MPENOIaBaHUs AUCIUILINHBI, UIMEIOLINX BBICOKUI
BOCTIMTATENbHBIN 3((EKT 3a CUET CO3MaHUs YCIOBHUH AJIsi B3aMMOACHCTBHS 00yUYarOIUXCsl C MPETroiaBa-
TeJeM, IpYruMu o0ydaromumMucs, (koMmanaHas padora, pa300p KOHKPETHBIX CUTYaIH;

— JMYHBINA NpUMEp IperojaBaTess, JeMOHCTPALUIO UM B 00pa30BaTeIbHOM JESTeIbHOCTH U 00-
IIEHUHU ¢ 00yYaIOIIMMHUCSA 32 PaMKaMU 00pa30BaTeIbHOTO Ipoliecca BBICOKOM o01elt u npodeccuoHab-
HOM KYJIBTYPBI.

Peanu3zanus BocmuTaTeNbHOrO MOTEHIIMANA TUCIMITIIMHBI Ha YyU4eOHBIX 3aHATHUIX HalpaBjieHa Ha
NojJiep>)KaHue B YHUBEPCUTETE €AMHON pa3BHUBaroIlel oOpa3oBaTeIbHOM U BOCIUTATENbHON cpefbl. Pea-
JM3alMsl BOCHUTATENIBHOTO MOTEHIMANA JUCHUIIMHBI B XOJ€ CaMOCTOSTEIbHON paboThl 00ydaroLIXCcs
CTIIOCOOCTBYET Pa3BUTHIO B HUX LEIEYCTPEMIICHHOCTH, MHUIIMATHBHOCTH, KPEaTUBHOCTH, OTBETCTBEHHO-
CTH 3a Pe3yJbTaThl CBOCH pabOTHl — KauecTB, HEOOXOIUMBIX JJIsl YCHEIIHOM colanu3auu u npodeccu-
OHAJIBHOTO CTAHOBJICHHUSI.

7 (I)OHI[ OLCHOYHBIX TECTOB JISI MPOBEICHUA HpOMC)KyTO‘IHOﬁ arrecranmum.

7.1 IlepedyeHb KOMIETEHIMI € YKa3aHHEM JTanoB ux (GopMupOBaHMA B NpoLecce 0CBOCHUS
OCHOBHOI1 MpogeccHOHATILHON 00pa30BaTe/IbHOI POrPaMMbl

Tabnuma 7 1 Oranel popmMupoBaHUS KOMIETEHLIUN

Kox u conepxkanue kom- | Dtambl (GpopMUpPOBAaHUS KOMIIETEHIIMH, AWCHUILIMHBI (MOAYIH) H
METEHIUN MPAKTUKHU, TIPU U3YYCHUH KOTOPBIX (HOPMHUPYETCS TaHHAS KOMITC-
TEHIUS
HavanbHblii OcHOBHOM 3aBepIIArOIIMI
1 2 3 4
YK-1 Cnocoben ocy- Nwxenepnass  u | bassl qaHHBIX, [IpouzBoacTBeHHAS
IIECTBIISATh IOUCK, KPU- | KOMITBIOTEpHAs [TarenToBeacHME MpaKTUKa (Hay4IHO-
THYECKUH aHAIIN3 U CUH- | Tpaduka, HCCIIEIOBATENbCKAS
Te3 uHpopmanuy, npu- | Gutocopus pabota),
MEHSTL CUCTEMHBIN 3amurta napopMaIuy,
MOAXOJT JJIsL PeIICHUS [IpousBocTBEHHAS
ITOCTaBJIEHHBIX 3a7a4 MIPETUTUIOMHAs
MPaKTHKA
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[TK-2 Cnocoben obec-
nevnBaTh HH(OpMAIH-
OHHYIO 0€30I1aCHOCTh Ha
ypoBHE 6a3 TaHHBIX

YyeOHast 0O3HAKO-
MUTEJIbHAS TIPaK-
THKA

ba3zsl
TAHHBIX

3amura uHpOpMaInH,
[IpounzBocTBEHHAS MPEIUTIIIOM-
Hasl IPaKTHUKa

[IK-4 Cnocoben ocy-
LIECTBIIATh  YIpaBJIeHUE
IPOrpaMMHO-
anmnapaTHbIMU cpen-
CTBaMH HMH(OPMALMOH-
HBIX CIyXk0 uH(OKOM-
MYHUKAIIUOHHOW CHUCTe-
Mbl OpraHM3allid, OCy-
IIECTBIISTD aJIMUHH-
CTPUpOBaHME  CETEBOM
MOJICUCTEMBl MH(OKOM-
MYHUKAIIUOHHOW CHUCTe-
Mbl OpTraHU3aLUH

ba3e1 maHHBIX

3ammra nHpOpMaIuH,
[Tpoun3BoACTBEHHAS IPEIUILIOM-
Hasl IpaKTUKa

CeTtu U TEIEKOMMYHUKALIUH

IIK-6 Cnocoben ocy-
IICCTBIATh aJIMUHU-
CTPHpOBaHHE Tpolecca
yIrpaBieHusi 0e30macHo-
CTBIO CETEeBBIX
YCTPOWCTB M IIPOrpamMMm-
HOTO 00ecreyeHus

bazp1r maHHBIX

3amura nuHGOpMaIIHH,
[IpounzBocTBEHHAS PEITUTIIIOM-
Has MpaKTHUKa

Cetun TCJICKOMMYHHKAIIUN

7.2 Onucanue nokasareseil 1 KpUTepHeB OLCHUBAHUA KOMIIETCHIMI HA Pa3IMYHbIX dTanax
uxX GopMHpOBaHNs, ONIMCAHUE IKAJ OLleHMBAHUS

Tabnuna 7.2 TlokasaTenu U KpUTEPUHU OMNPENENIEHUs YPOBHS COPMUPOBAHHOCTH KOMIETEHIIMM
(uacTeit KoMIeTeHITUH)

Kon xommne- IToxa3zarenu Kpurepuu u 1mkana olieHuBaHUS KOMIIETEHLUH
TEHIMH/ Tall | OIICHUBAHUS
(vkasvieaemcsi | KOMIETEHIUH [Toporossiii [IponBuHyTHIN Bsicoknii ypo-
Hazeanue (unoukamopvl 0ocmu- | ypoBEHb YPOBEHB BEHb
omana us Jrcenust kKomnemenyui, | («yIOBJIETBOPHUTEIb- | (XOPOIIO») («oTIHYHOY)
n.7.1) 3aKpenienHvle 3a OUC- | HO)
YUNTUHOUL)
1 2 3 4 5
VK-1/ YK-1.1 3HAaTh: 3HaTh: J0MOJ- 3HATh:
3aBepIIa- AHanmu3upyer 3agady, | OCHOBHBIC yIPO3bl | HUTEIBHO K TI0- | JOMOJHHUTEIHHO K
10103071 BbIJIENIAA ee 0a30BbIe UH(POPMALIMOHHOM pPOrOBOMY ypOB- | IPOABUHYTOMY
COCTABJISIFOLIIE 6e3omacHoctn  AWC, | HIO MeTonbl 3a- | ypOBHIO KaTero-
YK-1.2 paspemienust NTFS. HUTH UHPOpPMa- | pun UH(pOpPMAIIU-

Omnpenenser u paHXu-
pyeT uHpopMmaruio,
Tpedyemyto Juis perie-
HUS TIOCTAaBJICHHOM 3a-
Jauu

YK-1.3
OcymecTBISIeT MOUCK
uH(bOpMaIMU I pe-

YMeTb: NpOrHO3H-
poBaTh yrpo3sl MH-
dbopmaroHHONH ~ 0€3-
OIIaCHOCTHU ANC,
Ha3HayaTh paszpele-
Hust NTFS Ha caitner
Y KaTaJIOTH.

Bnaners (mm

muu B AUC.

YMeTs: J0-
MOJHUTEIBHO K
MIOPOTOBOMY
YPOBHIO TIpUMe-
HATH METOIbI
3ammuThl  UHQOP-
MaIlHH.

OHHOM Oe3omac-
HOCTH

YMers:  npu-
MEHATh OJHOpa-
30BYI0O  CHCTEMY
mudpoBanus
Bnagers (wm
Nmets onwIT Aes-
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Konx xomrie- [TokazaTenu Kpurepuu u mikana oueHuBaHUS KOMIIETEHLIUN
TEHIMK/ TAll | OLICHUBAHUS
(yKka3vleaemcs | KOMIETSHIIHMA [ToporoBsrii [IponBuHyTHII Beicokuit ypo-
Hazeauue (uHOUKamopvl 00CMuU- | ypoBEHb YPOBEHb BEHb
omana u3 Jrcenust Komnemenyui, | («yIOBJIETBOPHUTEIb- | (XOPOIIO») («oTIMYHOY)
n.7.1) 3aKpenienHvle 3a OUC- | HO)
YUNJIUHOLL)
1 2 3 4 5
LIEHUS IOCTaBJICHHOW | MIMeTh ombIT nesTens- Brnagers (uwnu | TeNBHOCTH): J10-
3aJ]auy 10 Pa3JIMYHbIM | HOCTH): HaBblKaMu | FIMeTh ONBIT Jie- | MOJIHUTENBHO K
THIIaM 3aIPOCOB KpHUNTOAHATIHN3a IIU(Q- | ATEITBHOCTH): IPOJIBUHYTOMY
pOB — MOHOAI(ABUT- | TONOJIHUTEIBHO | YPOBHIO HABbIKA-
HBIX MTOJICTAHOBOK. K  TIOPOrOBOMY | MH KPHUIITOQHa-
YPOBHIO  HaBbl- | Jin3a MHU(POB —
KaMd  KpPHUITO- | IIEPECTaHOBOK
aHajM3a MmugpoB
— monuangpaBuT-
HBIX TOJACTaHO-
BOK.
I1K-2/ [1IK-2.1 3HATB: 3HaTh: HOIOJI- 3HATB:
3aBepIIao- Wucrammumpyer mpo- OCHOBHBIC TIOTOYHBIE | HUTEIBHO K II0- | JOMOJHHUTEIBHO K
0103071 rpaMMHOe obecreue- mudpel, OPUHIMIIBI | POTOBOMY YPOB- | IPOABHUHYTOMY
HUe JJ1s 00eCreYeHUss | MOCTPOCHMUS acuM- | mHro mudp DES. | ypoBHro  mmdp
TpeboBaHui HHPOPMA- | METPUUHBIX KPHUITO- YMmers: AES.
LIMOHHOM Oe30MacHo- CHUCTEM. JOTIOJTHUTEIBHO YMers:
CTH YMeTb: K  TIOpPOrOBOMY | JIOTIOJIHUTENBHO K
[1K-2.2 NPUMEHSTHh TOTOYHBIE | YPOBHIO TIpUME- | IPOJABHHYTOMY
Paboraer c 0a3oif nan- | mmdpsl. HaTh wudp DES, | ypoBHio mpume-
HBIX C Y4€TOM Tpebo- Branets (WM | UCIIOJIB30BATH HaTh mudp AES.
BaHui uHpopMaimon- | imets ombIT nesrens- | DL RSA. Brnangets (nmm
HOH 0€30I1aCHOCTH HOCTH): Bnangers (wmn | UmeTh onbIT aes-
I1K-2.3 HaBbIKAMU TpUMEHe- | FIMeTh ONBIT /1e- | TeNIBHOCTH):
[Ipoektupyer 6a3bl Hus mmdpa 'OCT. SITETTbHOCTH): JIOTIOJTHUTEIIBHO K
JAHHBIX C YUY€TOM Tpe- JIOTIOJTHUTENBHO | TIPOJIBUHYTOMY
O6oBaHuii HHpOpMaLU- K IIOPOTOBOMY YPOBHIO METOJ1a-
OHHOM 6€3011acCHOCTH YPOBHIO METO- MH YCUJICHUS
[1K-2.4 namu ycwienust | mmgpa AES,
AIMHUHHCTpUpPYET 6a3bl umdpa DES. HaBBIKAMU MPU-
JTaHHBIX C YUYETOM Tpe- MEHEHHS KPHII-
OoBaHuil HHPOpPMAIIU- TOCUCTEMBI Db~
OHHOM 0€3011acHOCTH lamans.
[1K-4/ [1K-4.2 3HaTh: 3HaTh: JOMOJI- 3HaTh:
3aBepIaro- OobecnieunBaeT COB- METOJMKY HACTPOWKH | HUTEIBHO K IIO- | JOMOJHHUTEIBHO K
LIUH MECTHYIO paboTy noib- | kiaueHtoB VPN. pOTrOBOMY YypOB- | IPOJIBUHYTOMY
30Baresen YMeTb:  HacTpau- | HO ~ METOJMKY | YPOBHIO METOAM-
I1K-4.3 BaTh kineHToB VPN. | HacTpoiiku. Ky  HacTpOHKH
Beimonuser axMuHm- Bnanets (wnu cepsepoB VPN 0308 VPN.
CTpUpOBaHHE ceTeBOU | VIMeTh OIBIT fesTelb- YMers: zo- YMers:  no-
MOJICUCTEMBI HOCTH): HaBbIKaMH MOJHUTEIBHO K | MIOJHUTEIBHO K
HACTPOUKU QUIBTPY- | IIOPOTOBOMY IPOIBUHYTOMY

IOLUX MaplIpyTU3a-

YPOBHIO HacTpa-

YPOBHIO HacTpa-
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Konx xomrie- [TokazaTenu Kpurepuu u mikana oueHuBaHUS KOMIIETEHLIUN
TEHIMK/ TAll | OLICHUBAHUS
(yKka3vleaemcs | KOMIETSHIIHMA [ToporoBsrii [IponBuHyTHII Beicokuit ypo-
Hazeauue (uHOUKamopvl 00CMuU- | ypoBEHb YPOBEHb BEHb
omana u3 Jrcenust Komnemenyui, | («yIOBJIETBOPHUTEIb- | (XOPOIIO») («oTIMYHOY)
n.7.1) 3aKpenienHvle 3a OUC- | HO)
YUNJIUHOLL)
1 2 3 4 5)
TOPOB. UBaThb CEpBEpHI | UBATh IITIO3bI
VPN. VPN.
Bnagets (wiu Bnanets (miu
wmets onblT ne- | UMeTh OmbBIT nes-
SITEIILHOCTH): TEJIbHOCTH): J10-
JOTIOTHUTEIBHO | TIOJTHUTEIBHO K
K IOPOTOBOMY POIBUHYTOMY
YPOBHIO HaBbI- YPOBHIO HaBbIKa-
KaMH HACTPOMKH | MU HACTPOMKH
IITF030B CETEBO- | LIUIIO30B MpHU-
T'O YPOBHSI. KJIaTHOTO yPOB-
HSl.
[1K-6/ [1K-6.1 3HaTh: 3HaTh: JOMOJI- 3HaTh! 10-
3aBepIaro- [TpoBoaut c6op naH- paspemenust NTFS. HUTEIBHO K IIO- | IOJIHUTEIBHO K
10103071 HBIX, CBA3aHHBIX C O€3- YMmeTb: pPOrOBOMY ypOB- | IPOJABHHYTOMY

OIAaCHOCTBIO U 3ally-
TOH IIPOTrPaMMHOTO
o0ecreyeHns: CEeTEeBbIX
YCTPOWCTB

I1K-6.2

[IpuHrMaeT Mepel o
CHI)KEHHIO PUCKa He-
CaHKIIMOHUPOBAHHOI'O
JocTyna

I1K-6.3
AnMUHUCTpPUPYET Ce-
TEBbIE CITYKOBbI

Hasnauath paspere-
Hust NTFS Ha aitner
U KaTaJIOTH.

Bmanets (i
HmeTb ombIT JesiTenb-
HOCTH): HaBBIKAMH
0e30macHOro  XpaHe-
HUS JTaHHBIX Ha JIHC-
Kax.

HIO ITOJTUTUKH
0e30macHOCTH
(GPO).

YMmeTs:
JOMOJHUTEIBLHO
K  I[OpPOrOBOMY
YPOBHIO HacTpa-
WBAaTh IIOJIMTUKHA
0e30IMacHOCTH.

Bnanern
(nnmu meth
OIIBIT IEATEIb-
HOCTH): JIOTIOJI-
HHUTENBHO K I10-
pPOTOBOMY YPOB-
HIO HaBBIKAMH
TJTAaHUPOBAHUS
MOJINTHK 0e3-
OIIACHOCTH.

YPOBHIO OpraHu-
3aIlyIO JTOMEHa.
YMeTs:
JOTOJIHHUTEIIHHO K
IIPOJABUHYTOMY
YPOBHIO BBOJIUTh
B JIOMEH MOJb30-
BaTelicli M KOM-
IIBIOTEPHI.
Brnaners (unm
Hmets onwIT nes-
TEIBHOCTH):
JOMOJIHUTEIBHO K
MPOJBUHYTOMY
YPOBHIO HaBBbIKa-
MH HacTpOWKaMu
Active Directory.

7.3 TunoBble KOHTPOJIbHbIC 3aJaHUS WJIM HHbIe MAaTepHaJbl, HEOOXOAUMBbIE IJIsI OLECHKH
3HAHUI, yMEeHUIl, HABBIKOB U (WJIH) ONbITA AEATEJIbHOCTH, XaPAKTEPU3YIOIIUX TaNbl (POPMUPOBA-
HHUSl KOMIIETEHUHM B Mpouecce OCBOEHMS OCHOBHOW NpodeccHOHAIbHOH 00pa3oBaTeIbHOM MPO-

rpamMMBbl

Tabnuna 7.3 [MacnopT KOMIUIEKTA OIICHOYHBIX CPEACTB JUIsl TEKYIIETO KOHTPOJISl YCIIEBAEMOCTH

Ne

Paznen (tema) mwc-
1/ | UATTAHEL

Kox xkonTposn-
pyemMou KoMmIie-

TexHonorus

Ol1leHOYHBIE CPEJICTBA

Onucanue

¢dbopmupoBa-

HanMCHOBA-

\ NoNe

ImIKajax oue-
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TeHIMU (Wiu e€ | Hus HUC 3aja- HUBAHHUS
4acTH) HHI
2 3 4 5 6 7
OCHOBHBIE  ITOHSTHS Jlexus, Bompochl st | 1-8 CormnacHo
uH(OPMAIMOHHON YK-1 CPC cobecemoBa- Tabn.7.2.
0€30IaCHOCTH. HUS
Hcropuyeckue mmd- Jlexmus, 3ananus u|1-30, | Cornacuo
PBI. CPC, KOHTpOJIbHBIE | 1—5 Tabn.7.2.
naboparopHas | BOIPOCHI K
paborta mab. Nel, B
T.4. A7 KOH-
TPOJI pe3ylib-
YK TaTOB IMPaKTHU-
YyecKoll  moj-
TOTOBKH
Bompockl st | 1-8
cobecenoBa-
HUS
[Torounsle muGpsl. Jlexuus, 3anaHus u|1-20, | Cornacao
CPC, KOHTpOJIbHBIE | 1 -6 Tabmn.7.2.
nabopaTopHasi | BOPOCHI K
pabora mab. Ne2, B
T.4. JJIS KOH-
TPOJI pPe3ylib-
[K-2 TaTOB MPAKTH-
YECKOM  MOoJ-
TOTOBKHU
Bonpocel s | 1-4
cobecenoBa-
HUS
bnounsie mudpsl. Jlexuwus, 3anaHus u|1-15, | Cornacuo
CPC, KOHTpOJbHBIE | 1 -4 Tab61.7.2.
nabopaTopHasi | BOIIPOCHI K
paborta 1ab. Ne3
[1K-2
Bompockl st | 1-12
cobecenoBa-
HUS
AcHUMMeTpHUYHBIE Jlexuus, Borpockl s | 1-5 Cornacho
KPUTITOCHCTEMBI. [IK-2 CPC cobecenioBa- Ta01.7.2.
HUS
OnekTpoHHass UG- Jlexuus, Bompocel st | 1-5 Cornacno
pOBast MMOAIHKCH. [IK-2 CPC cobecenoBa- T1a01.7.2.
HUS
VYmpasienue KpunTo- Jlexuus, Bonpocel jns | 1-7 CornacHo
rpadu4ecKUMHU  KITIO- [1K-4 CPC cobecenoBa- Tab1.7.2.
YaMH. HUS




15

8 3anmTa KOMIBIOTEP- Jlexmus,

HBIX CETEH. CPC,
nabopaTopHast
paborta

I1K-4

3aganus u
KOHTPOJIbHBIE
BOITPOCHI K
mab. Ned, B
T.4. IS KOH-
TPOJIL PE3yJib-
TaTOB IPAaKTH-
YecKol  Ioj-
TOTOBKH

BOIIPOCHI IS
cobeceioBa-
HHUS

CormnacHo
Ta01.7.2.

9 | AnMuHUCTpHUPOBa- Jlexuus,

HHE CETEA. CPC,
naboparopHas
pabora

[1K-6

3amanus 5
KOHTPOJIbHbBIC
BOIIPOCHI K
mab. Ne5, B
T.4. 119 KOH-
TPOJIL PE3yJib-
TaTOB IMPAKTH-
YyecKoll  moj-
TOTOBKH

4acTb

1-3,
1-8

qacCTb

1-5,
1-14

BOIPOCHI ISt
cobeceoBa-
HUA

CoracHo
Tadi.7.2.

10 | Be3omacHoCcTh  oOre- Jlexmus,
PalMOHHBIX CUCTEM. CPC,
naboparopHas
pabota

[1K-6

3amanus 51
KOHTPOJIbHbBIE
BOIIPOCHI K
mab. Ne5, B
T.4. JJIS KOH-
TPOJIL PE3yJib-
TaTOB TMPaKTH-
YecKoM  MoJ-
TOTOBKH

BOMPOCHI ISt
cobeceoBa-
HUS

CortacHo
Tadi.7.2.

HpI/IMepBI TUITOBBIX KOHTPOJBbHBIX SaHaHI/Iﬁ JJIA TIPOBEACHU A
TCKYIICTO KOHTPOJIA YCIICBACMOCTHU

Bonpocs! ni1s cobecenoBanus no pasaeny (teme) 1. «OcHOBHbIE TOHATHS MHPOPMAIIMOHHOM 6e3-

OTIaCHOCTH
. OCHOBHBIE BU/IBI ¥ UCTOYHUKH aTaK Ha MH(POPMAITHIO.
. MeTtobl 3a1UThl HUH(OPMAIIHH.

. [lonuTuky 6€30MacHOCTH.

. Kateropun nunpopmarmonHoii 6e3omnacHocTy.

. [lonsitue kpuntorpaduu.

. Kpunroananus.

. Kimaccudukanmst MmetooB mmdpoBanus HHGOPMAIIIH.
. Pa3HOBHTHOCTH KpUNITOAHATUTHYECKUX aTaK.

0 JONWnN h~WN—
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[Tpou3BoACTBEHHAS 33a1a4a ISl KOHTPOJIS PE3yIbTaTOB MPAKTHYECKOM MO OTOBKH 00YYaOIIHXCS
B 1aboparopHoii padore Ne 1:

3ammdpoBarh cBOU (HaAMIIIUIO, UMS U OTYECTBO MIHU(POM IPSMOIA 3aMEHBI.

[Tpon3BoCTBEHHAS 3a]a4a sl KOHTPOJIS PE3Yy/IbTaTOB MPAKTHYECKON OATOTOBKH 00YUYaIOIINXCS
B 1abopaTopHoii pabore Ne 2:

3ammudpoBath cBOU (HaMHIIINIO, UMS U 0TYECTBO mudpom Brkunepa.

[Tpou3BoACTBEHHAS 33a1a49a ISl KOHTPOJIS PE3yJIbTaTOB MPAKTHYECKOM MO OTOBKH 00YYaOIIHXCS
B 1aboparopHoii padore Ne 3:

3amudpoBarh cBoM (HaMHUIIUIO, HMS U OTYECTBO MIHM(PPOM NEPECTaHOBKOIA.

[Tpon3BoacTBEHHAS 3aa4a JJIsl KOHTPOJISI Pe3yIbTaTOB MPAKTHUECKOW MOJITOTOBKH 00YJaOLINXCS
B 1abopaTopHoii pabote Ne 4:

VYcranoBure cepep BUpTyasibHOM yacTHOU cetu (VPN).

[Tpou3BoCTBEHHAS 3a]a4a JIJIsl KOHTPOJIS PE3Y/IbTaTOB MPAKTHYECKON TOJArOTOBKH O0YUYaIOIIMXCS
B 1aboparopHoii padore Ne 5:

Bxirounte pabovyro CTaHIUIO B JIOMEH.

OneHnBaHue KOMIETEHIIUN, (OPMHUPYEMBIX B XOJI€ BBIMOJIHEHUS U 3aIIUTHI Ja0OPaTOPHBIX padboT
B BH/JIe 0AJUTBHOM OIIEHKH, OCYIIIECTBIISICTCS B COOTBETCTBHH ¢ Tabimuiamu 7.4.

OrneHka 3HaHUHN Ha SK3aMEHE OCYIIECTBIISIETCS ITyTeM OTBETOB Ha BOIPOCHI OuiieTa

TurnoBsle 3a7aHUs U IPOMEKYTOYHOM aTTECTALlKU

Ilpomesicymounas ammecmayus 10 AUCUUILTAHE MPOBOIUTCS B (hopme TecTupoBaHus (6J1aHKOBO-
T'O U/WJIH KOMITBIOTEPHOTO).

Jl1st TeCTUPOBAHUS UCIIONIB3YIOTCS KOHTPOJIbHO-U3MepuTenbubie MaTepuainsl (KMM) — 3ananus B
TECTOBOM (opme, cocTapistomue 0aHk TecToBbIX 3amanuii (bT3) mo mucnumimHe, yTBEp)KICHHBINH B
YCTaHOBJIEHHOM B YHUBEPCUTETE MOPSIIKE.

[TpoBepsieMbIMH Ha MTPOMEKYTOUHOM aTTECTALIMU AJIEMEHTAMH COJIEP KAHUSI SBIISIOTCS TEMbI U C-
LUUIUTMHBI, YKa3aHHbIE B pa3naene 4 Hacrosuleil nporpammsel. Bee TeMbl qucuuminiel otpaxensl B KIIM B
paBHbIX 105151X (%). BT3 Britouaet B ce0st He MeHee 100 3a1aHuii ¥ TOCTOSIHHO TOTIOJIHSIETCS.

J171st IpoBepKU 3HAHUL UCTIONB3YIOTCS BOTIPOCHI M 331aHUSI B Pa3IMYHbIX (hopMax:

-3aKPBITOM (C BEIOOPOM OJTHOTO MJIM HECKOJIBKUX MPABUIHLHBIX OTBETOB),

- OTKPBITOM (HE0OXOUMO BIHUCATH IPABHIBHBIN OTBET),

- Ha YCTAHOBJICHUE IPABUWIIBHON ITOCIIEI0BATEIBHOCTH,

- Ha YCTaHOBJICHUE COOTBETCTBHUS.

Ymenus, nasviku u komnemenyuu MpOBEPSIIOTCS C MOMOUIBIO 3a/1a4 (CUTYallMOHHBIX, ITPOU3BO/I-
CTBEHHBIX WJIM KEMCOBOTO XapakTepa) U pa3jIM4HOro BUAA KOHCTPYKTOPOB. Bee 3a1aun sBISIFOTCS MHOTO-
X0J10BbIMU. HekoTopble 3aaun, IpoBepsIOLINEe YPOBEHb C(POPMUPOBAHHOCTU KOMIETEHLUH, SBIISIOTCS
MHOTOBapHaHTHBIMH. YacTh YMEHH, HABHIKOB U KOMIETECHIIUNA MPSMO HE OTpa)keHa B (OPMYyITHUPOBKaX
3aJ1a4, HO OHU MOTYT OBITh IPOSBIEHBI 00YUAIOIIUMUCS MPU UX PEIICHUU.

B kaxnprii Bapuant KM BKIIOUarOTCs 3aaHUs 10 KaXKJIOMYy IPOBEPSIEMOMY SJIEMEHTY COJAEp-
JKaHMs BO BCEX MEPEYUCIICHHBIX BbIlIE (popMax M pa3HOro ypoBHs cioxHocTu. Takoit popmar KUM mnos-
BOJISIET OOBEKTUBHO OMPEIETUTh KAYeCTBO OCBOCHUS 00yUYarOIIMMHUC OCHOBHBIX 3JIEMEHTOB COAEP KaHUS
JTUCIUIUIMHBL U YPOBEHb CPOPMUPOBAHHOCTH KOMIIETEHIIHH.

7.4 MeToan4yecKkne MaTepHaJibl, ONpeesoIue NPoueAypPbl OlleHUBAHUS 3HAHUMN, YMEHHIA,
HABBIKOB M (MJIM) ONBITA AEATEIbHOCTH, XapPaKTePU3YOLIHMX 3TAaNbl (opMHUPOBaAHMA KOMIIETECHIUI

[Tponetypsl OlleHMBAaHUS 3HAHUI, YMEHM, HaBBIKOB M (WJIM) ONbBITAa JAEATEIBHOCTH, XapaKTepHU-
3YIOIIUX ATarbl (POPMHUPOBAHUST KOMIIETECHIIUH, PEryIUPYIOTCS CIEAYIOIUMH HOPMATUBHBIMH aKTaMH
YHUBEPCUTETA:

— nonoxenue I1 02.016-2018 O GamibHO-pEUTUHTOBON CHCTEME OLIEHUBAHHSI PE3Y/IbTATOB 00Y-
YeHUSI 10 JUCIUIUIMHAM (MOAYJSIM) M TMPAKTHKaM TPH OCBOCHHUHU OOYYaIOIIMMHCS 00pa3oBaTEIbHBIX
porpaMmM;
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— METOJMYECKUE YKa3aHUs, UCIOIb3yeMble B 00pa30BaTEeIbLHOM IPOIIECCe, YKa3aHHBIC B CIIUCKE
JUTEPATYPHI.

Jns mexkyweco konmpons ycneeaemocmu 10 TACUUIUIMHE B paMKax JIEHCTBYIOILEH B YHUBEPCHU-
TeTe 0aUIbHO-PEUTUHTOBOM CUCTEMBI IPUMEHSIETCSI CIASAYIOUIHNI MOPSII0K HauuCIeHUs 0aslIoB:

Tabnuia 7.4 KOHTPOJIb U3YUYEHUS! JUCITUTLTHHbI

MuHuMaIbHBIN OauT MaxkcuManbHbIN O0aT
dopma KOHTPOJIS
Oan pUMeYaHue oan puMeYaHue
1 2 3 4 B
JIP Nel Iudper - 3 Beinonuui, HO HE 5 Beinosnnun u
MOHOAI(aBUTHBIC TIOJICTAHOBKH. 3aIUTHI 3aIUTHII
JIP No2 Iudper - 3 Beinonuui, HO HE 5 Breimonnun u
noJyinaagpaBUTHBIC TIOICTAHOBKH. 3aIUTHI 3aIIUTHII
JIP Ne3 bnounsie mmdpsl - nepe- 3 Beinonuui, HO He 5 Beimonnun u
CTaHOBKH. 3aIUTHI 3aIIUTHII
JIP Ned Ceteoii ananuzatop. Ce- 3 Beimonawmn, HO He 5 Boimonaun u
™ VPN. 3aIATUIL 3aIATHT
JIP Ne5 Active Directory. 4 Bemomawmn, HO He 8 Bemomaun n
3alUTUI 3alUTHII
CamocrosiTenbHas padoTa 5 ITo uToram coGe- 20 ITo uroram co-
ceIoBaHuM OecenoBaHuit
[TocemaemocTth 0 16
He orBeTun vu Ha OTBeTus Ha BCe
DK3aMeH 0 36
OJIMH BOTIPOC BOIIPOCHI
Htoro 24 100

s npomesicymounoi ammecmayuu 06yyaowuxcs, IpOBOJUMON B BHI€ TECTUPOBAHUS, HCIIONb-
3yeTcs CieAyronasi METOIMKa OLIEHUBAHMS 3HAHUH, YMEHUH, HAaBBIKOB W (WJIM) OIBITA JEATEIbHOCTH. B
kaxaoM Bapuante KM —16 3ananwuii (15 BonpocoB u oaHa 3aaya).

Kasxip1it BepHBI OTBET OIIEHUBACTCS CIAEAYIOIIMM 00pa3oM:

— 3aJIaHue B 3aKphITON opMme —2 Oasa,

— 3aJaHue B OTKPHITON (hopme — 2 Oasia,

— 3aJaHMe Ha YCTaHOBIICHHE MTPABHIBLHOMN MOCIIEA0BATEILHOCTH — 2 Oasia,

— 3a/I1aHH€ Ha YCTaHOBJIEHUE COOTBETCTBUS — 2 Oaia,

— pelIeHre KOMIIETEHTHOCTHO-OPUEHTUPOBAHHON 3a7jauu — 6 6auIoB.

MakcumanbHOE KOJMYECTBO OAJIIIOB 3a TECTUPOBAaHKE —36 0alIOB.

8 IlepeyeHb OCHOBHOW M JONOJHUTEJbHOM Y4eOHOM JIUTEpPaTypbl, HEOOXOAM-
MO 1151 0CBOCHUS JUCHMILTHHBI

8.1 OcHoBHasi yueOHast IuTEpaTYpa

1. Nmeitnos, B. f. Undopmarnmonnas 6€30macHOCTh U 3aluTa HHOOPMAITUU: TEOPUsI U MPAKTHKA
: yaeGHOe mocobue [DnekTponHslil pecypc] / B. 5. UmeitHoB. - Mocksa ; bepnun : Tupexkr-Meaua, 2020.
- 271 c. - Pexxum nocryma - https://biblioclub.ru/index.php?page=book&id=571485

2. Ckpunnuk, JI.A. O01mue BOmpochl TEXHUYECKOU 3auThl HH(OpMaNnu [ DNeKTPpOHHBIN pecypc]
/ A.A. CKpHITHUK. - 2-€ u31., uctp. - M.: Hanmonansuerit OTkpeITeH YHUBepcuTeT « MTHTYUTY, 2016. -
425 c. - Pexxum moctymna - http://biblioclub.ru/index.php?page=book&id=429070

8.2 /lomostHuTeIbHAS YUeOHAS JIUTEPATypa

3. UBanos, M.A. Kpunrorpadguueckiue MeTO bl 3alIUTHl HHPOPMALUU B KOMIIBIOTEPHBIX CHUCTE-
Max u cetsx : [Texcr] / M.A. UBanos. — M. : KYJIUII-OBPA3, 2001. — 368 c.


http://biblioclub.ru/index.php?page=book&id=429070
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4. Pomanern, }0.B. 3ammura nHpOpManyiK B KOMIBIOTEPHBIX cucTeMax u cetsax : [Tekcr] / FO.B.
Pomaner, [1.A. Tumocdees, B.®. lllanprun. — 2-¢ usn., nepepad. u gomn. — M.: Panuo u cBsi3p, 2001. — 376
c.

5. ®epriocon, H. [Mpuknannas kpunrtorpadus [Texcr] / H. @epriocon, b. Inaitep - M.: Buib-
aMmc, 2005. - 424 c.

8.3 IlepeyeHb MeTOANYECKUX YKAZAHUI

1. lIndpoBanre METOIOM MPSIMON 3aMEHBI :[ DJIEKTPOHHBIM pecypc| : METOIUYECKHUE YKa3aHUs K
naboparopHoit pabote s crynentoB HanpasieHuid moaroroBku 09.03.01 / coct. M. A. Edpemos, C. U.
Eropos. — Kypck : FO31'Y, 2019. - 14 c.

2. llucdpoBanre mMeToAoM mMouandaBUTHOW 3aMeHBI :[DIIEKTPOHHBIN pecypc| : METOAMYECKHe
yKa3aHUs K JlabopaTtopHoil pabote st cryaeHToB HanpasieHuid moaroroBku 09.03.01 / coct. M. A. Ed-
pemos, C. U. Eropos. — Kypck : FO3I'Y, 2019. - 9 c.

3. llIudpoBanue METOOM MEPECTAHOBOK: [ DIEKTPOHHBIN pecypc] : METOIUYECKHE YKa3aHHs 10 K
naboparopHo#t padote s crynentoB HanpasieHuid moaroroBku 09.03.01 / coct. M. A. Edpemos, C. U.
Eropos. — Kypck : FO3I'Y, 2019. -9 c.

4. Cerp VPN [DnekTpoHHBIH pecypc]| : METOAMYECKHE yKa3aHUs K JIabopaTOpHOU padore Uit
crynentoB Hamnpasienuii moarotroku 09.03.01 / coct. C.U.Eropos, E.A.I'pu6os. Kypck: FO3I'Y, 2022. 6
c.

5. Active Directory. Co3nanue I0MEHA W yIPaBiICHUE YYCTHBIMHU 3alHCAMHU [DJIEKTPOHHBINA pe-
cypc] : Meroauveckue ykasaHHs K Ja0opaTOpHO paboTe i CTYIACHTOB HAIpaBICHUH IOJATOTOB-
ku 09.03.01 / coct. C.1.Eropos, O.0.fnoukuna, E.A.I'pubos. Kypck: FO3I'Y, 2022. 15 c.

6. 3ammuTa nHGOpMANKK : [DIIEKTPOHHBIN pecypc]| : METOIUYECKHE YKa3aHUs 10 BBIMOJTHEHUIO
camocTrosTenbHol padotel /FOro-3am. roc. yu-t; coct.: C. . Eropos. — Kypck : FO3I'Y, 2023. -14 c.

8.4 [Ilpyrue yueOHO-MeTOANYECKHE MATEPUAJIBI.

OrtpacinieBble HAyYHO-TEXHUUECKHUE KYPHAJIbl B ONOIMOTEKEe YHUBEPCUTETA:

- TenexoMMyHUKaMHy,

- CeTH U CUCTEMBI CBS3H.

CroBapp-CipaBOYHUK 10 HHGOPMAIIMOHHOW O€30MacHOCTH IS MapiJaMEHTCKOW accaMOien
OJKB / nox obmeit pen. M.A. Byca u M.M. Kyuepssoro — CII6.: CIIMMPAH. U3n-Bo «AHaronus».
«[Tonurpaduueckue Texnonorun», 2014. — 96 c.

9 IlepeueHnb pecypcoB HHPOPMAIMOHHO-TEJIEKOMMYHHKALIMOHHOM ceTH «H-
TEPHET», HEOOXOAMMBIX /IJIS OCBOEHUS TN CIUIJINHBI

1. http://citforum.ru/security/ - Yue6ubie moco6ust 1 0630p5l 10 3aIuTe HHGOPMALHH.
2. Caiit — cipaBo4HuK 110 ceTam http://www.netfag.ru/net fag.

10 MeToauyeckue yka3aHus JJ1s1 00y4al0IIUXCH M0 OCBOECHHUIO 1M CHUIIMHBI

OCHOBHBIMU BHJIaMH ayJUTOPHOM pabOTHI CTy/AEHTa MpPU M3YYCHUU IUCHMIUIMHBI «3alluTa UH-
dbopMarum» SBISIIOTCS JEKIUHU U JabopaTopHble 3aHATUSA. CTyIeHT HEe UMEeT IpaBa MpOoNycKaTh 3aHATUS
0€e3 yBaKUTENbHBIX MPUYUH.

Ha nexkumsix mznararorcst U pa3bsCHIIOTCS OCHOBHBIE MOHSTHSI TEMBI, CBSA3aHHbIE C HEW TEOpETHU-
YeCKHe U MpaKTHYECKUe MPOOIeMBbl, JAIOTCS PEKOMEHJAIMU [T CaMOCTOSITENIbHON padoThl. B xone nek-
LMY CTYACHT JOJKEH BHUMATEIbHO CIIYIIATh U KOHCIIEKTUPOBATH MaTepual.

N3yuenne Hambosiee BaXKHBIX TEM WJIM Pa3JesiOB JUCIHUILIMHBI 3aBEPIIAOT J1aOOpaTOpHBIE 3aHS-
TS, KOTOpbIe 00ECIeUrBaIOT: KOHTPOJIb MOJArOTOBIEHHOCTH CTY/IEHTA; 3aKperyieHue yueOHOro Marepua-
J1a; MPUOOPETEHNE OMBITA YCTHBIX MYOJIMYHBIX BBICTYIJICHUH, BEACHUS AUCKYCCHUU, B TOM YHCIE apry-
MEHTAIMH U 3alUThl BBIIBUTAEMBIX IIOJIOKEHUI U TE€3HCOB.


http://citforum.ru/security/
http://www.netfaq.ru/net_faq
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JlabopaTtopHOMY 3aHATHIO MPEIIIECTBYET CaMOCTOsATEIbHAsl paboTa CTy/IeHTa, CBA3aHHAasl C OCBO-
SHHEM MaTepualia, MOJyYSeHHOTO Ha JICKIHAX, 1 MaTepHajIoB, U3JI0KEHHBIX B yUeOHHUKAX U YU4EOHBIX I1O-
co0usix, a TaKXKe JIMTepaType, peKOMEHIOBAHHOM MPero1aBaTeseM.

[To cormacoBaHuIO C MpenoaBaTeeM WIH 0 ero 3aJaHUI0 CTYACHTHI TOTOBAT pedeparsl Mo OT-
JeNIbHBIM Te€MaM JTUCIUIUIMHBI, BBICTYMAIOT Ha 3aHATUAX C JoKianaMu. OCHOBY JOKJIAJ0B COCTaBIISET,
KaK MPaBUJIO, COAEPIKaHUE MOATOTOBICHHBIX CTYJCHTaMH pedepaToB.

KauecTBo yueOHOI pabOThI CTYJICHTOB IIPENoJaBaTelb OIICHUBAET 10 pe3yJibTaTaM TeCTUPOBAaHMUS,
cobece0BaHus, 3aIIUTH OTYETOB IO Ja0OpaTOPHBIM padoTam, a TaKKe MO Pe3ysIbTaTaM JOKJIAI0B.

[IpenogaBatens yke Ha MEPBBIX 3aHATUSAX OOBICHSIET CTyJEeHTaM, Kakue (popmbl 00ydeHus ciaeny-
€T UCIIOJIB30BaTh MIPH CAMOCTOATEIBHOM M3yYCHUN AUCUUILUIMHBI «3aluTa HHPOPMALIUN»: KOHCTIEKTHPO-
BaHUE y4eOHOM JIUTepaTyphl U JIEKLHUH, COCTABJICHHE CJIOBapeil MOHATUN U TEPMUHOB H T. II.

B mpouecce o0yueHus mpemnojaBaTen HCIOIb3YIOT aKTUBHBIE (POPMBI pabOTHI CO CTYACHTAMHU:
YTEHUE JICKIUI, TPUBJICYCHHE CTYJECHTOB K TBOPUYECKOMY IPOIECCY Ha JEKUHUAX, IPOMEXKYTOUHbIN KOH-
TPOJIb IyTeM OTPAOOTKH CTYACHTaMH MPOIYIIEHHBIX JIEKIMH, YIaCTHE B TPYIIOBBIX U WHAWBUIYAIbHBIX
KOHCYyIbTalMsIX (cobecenoBaHun). ITH POPMBI CITIOCOOCTBYIOT BBIPAOOTKE y CTYICHTOB yMEHHUS paboTaTh
C Y4eOHUKOM M JUTEparypoil. Mi3ydeHue IuTepaTypsl COCTABISCT 3HAYUTEIBHYIO YaCTh CAMOCTOSITEIb-
HOM paboTHI cTyeHTa. DTO OONBIION TPy, TPEOYIOMIHMI yCUIuil U KelnaHus cTyAeHTa. B camom Havane
paboTHI HAJ KHUTOW Ba)KHO ONPENENIHTh eJIb U HarpaBiieHHe 3Toi pabotel. [IpounTanHoe crnemyer 3a-
KpenuTh B namsaTH. OAHUM U3 PUEMOB 3aKpEIJICHHEe OCBOGHHOTO MaTepuasa sSBIsSeTCS KOHCIEKTHPOBa-
Hue, 0e3 KOTOpOro HeMbICIUMa cepbe3Has paboTa Haja juTeparypoil. CucreMaTH4eckoe KOHCIIEKTUPOBa-
HUE TOMOTaeT HayuYUThCs MPABUIIBHO, KPATKO M YETKO M3JIaraTh CBOMMH CIIOBaMH MPOYUTAHHBIN MaTepu-
al.

CamMocTosATenbHYI0 padoTy cleAyeT HaYMHATh C MEPBbIX 3aHATHI. OT 3aHATHUS K 3aHATUIO HYXKHO
PEryJsIpHO MPOYHUTHIBATh KOHCIEKT JICKIUH, 3HAKOMHUTBCS C COOTBETCTBYIOLIMMH pa3jeiaMu y4eOHHUKa,
YUTaTh U KOHCIIEKTUPOBATh JUTEPATypy MO KAXKAOH TeMe NuCHMILIMHBL. CaMocTosTenbHas padoTa 1aeT
CTY/ICHTaM BO3MOKHOCTh PABHOMEPHO PacCIIpe/IeIUTh Harpy3Ky, CiocoOCcTByeT Oosiee rry0OKOMy H Kade-
CTBEHHOMY YCBOEHHIO y4eOHOro marepuaia. B ciyyae He0OX0AMMOCTH CTYIEHTBI 0OpalarTcs 3a KOH-
CyJbTallel K NMPEenoJaBaTeo 0 BONPOCaM JTUCHHUIUIMHBI «3aluTa HHGOpMaIun» C LENbl0 YCBOCHUS U
3aKperIeHUs] KOMIETEHIU.

OcHOBHas 1eJIb CaMOCTOSITETIbHON PadOTHI CTyIEHTa MPU W3YUYEHUH JUCIUIUINHBI «3alIuTa WH-
bopmanuny» - 3aKpenuTh TEOPETUUECKUE 3HAHMS, TTOJIyUeHHbIE B MPOLlecce JEKIIMOHHBIX 3aHATUH, a TaK-
xe c(hOpMHUPOBATH MPAKTUYECKHE HABBIKH CAMOCTOSTEIIEHOTO aHAJIN3a 0COOEHHOCTEH JUCIUTUINHBL.

11 Ilepeyenb MHPOPMALMOHHBIX TEXHOJOIMH, HCIOJIb3yeMbIX MPH OCYLIECTB-
JIeHHH 00pa30BaTeJbHOI0 Impouecca mo AUCUMILIMHE, BKJ/IKYasdg IepedyeHb IPo-
rPaMMHOI0 o0ecrneYeHUs ¥ MH(POPMALMOHHBIX CIIPABOYHBIX CHCTEeM (IIPpH HE00X0AH-
MOCTH)

1. OC Windows 7 (https://www.microsoft.com, norosop IT 000012385).

2. ITaker nmpuxnaansix nporpamm OpenOffice (http://www.openoffice.org, 6ecrutataas, GNU General
Public License).

3. Oracle VM VirtualBox (https://www.virtualbox.org, 6ecrratnas Bepcust, GNU General Public Li-
cense version 2);

4. Windows Server 2008 (https://www.microsoft.com, norosop IT 000012385).

12 Onucanne MaTepUAJIbLHO-TeXHUYECKOH 0a3bl, HEOOXOAUMOIi /ISl OCYIIIECTB-
JIEHUs1 00pPa30BaATEJIbHOI0 MPOIIECCa MO JUCHHUIIIIMHE

CrangapTHO 00OPYIOBaHHBIC JICKIIMOHHBIC ayAUTOPUU U AyJUTOPUH IJISl TPOBEACHUS 3aHITHIA
CEMHUHApPCKOIo THUIA.
KoMmbroTepHslii Ki1acc OCHAIICHHBIN


https://www.microsoft.com/
https://www.virtualbox.org/
https://www.microsoft.com/
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[K BaPUAHT PD2160/I C33/2*512 Mb/HDD 160Gb/DVD-ROM/FDD/ATX
350W/Km/WXP/DFF/17°TFTE 700

17001

WutepaktuBHas nanens MutepaktuBHas maHens JeminiCo. JQ75MW ¢ OIIC monynem u Mo-
ounpHOM croiikoii; Kommerorep B coope (TUII-2)

WA

Paboyas crammma Core 2 Duo 1863/2*DDR2 1024 Mb/2*HDD 200G/SVGA/DVD-
RW/20°’LCD*2/Secret Net; IID9BM INTEL Gore i3-7100/H110M-R C/SI White Box
LGA1151.mATX/8GB/1TB/DVDRW/LCD 21.5”/k+m/

B 3aBUCHUMOCTH OT IIPEJOCTaBICHHON ayUTOPUH.

13 Ocob0eHHoCTH peaju3aluM AMCHUILVIMHBI I1JI51 MHBAJIWAOB M JIMI C OIPAHU-
YeHHBIMH BO3MOKHOCTSIMH 3/10POBbS

HpI/I O6y‘ICHI/II/I JiaL € OIrpaHUYCHHBIMU BO3MOKHOCTAMU 340POBbS YUUTBHIBAIOTCA UX WHIAWUBUIY-
anbHbIe TIcuXogu3nyeckue ocooeHHocTu. OO0ydYeHre HHBAIUOB OCYILIECTBIISETCS TAK)KE B COOTBETCTBUH
C MHMBHIyaJIbHON MPOTrpaMMO peaOHIUTAINY HHBAIK 1A (IPH HATUYKH).

Hna uy ¢ HapywieHuem ciyxa BO3MOXHO TPEAOCTaBICHHE y4eOHOW nH(pOpMANK B BU3yaIbHON
dbopme (KpaTKuii KOHCTICKT JICKIIHIf; TEKCThI 33JJaHHI, HalleYaTaHHbIC YBEJTMUYCHHBIM MPU(TOM), HA ayT1-
TOPHBIX 3aHATHUSX JAOMYCKAETCS MPUCYTCTBUE ACCHUCTEHTA, a TAK)KE CYPIONEPEBOAUYMKOB U TH(IOCYPIO-
MEPEeBOMYMKOB. TEKYIUil KOHTPOJIb YCHEBAEGMOCTH OCYIICCTBISIETCS B MHCbMEHHOW (hopMme: oOydaro-
IIIHI>'IC$I IMUCBbMCHHO OTBCYACT HA BOIIPOCHI, IMCbMCHHO BBIIOJHACT IMPAKTUYCCKUC 3aaHUA. I[OKJ'IaI[ (pe-
depat) TakkKe MOXKET ObITh MPEJICTABICH B MUCBMEHHOW (hopMme, mpu 3TOM TPeOOBaHUS K COJEPIKAHHIO
OCTal0TCA TEMMU XK€, a Tpe6OBaHI/I$I K Ka4CCTBY U3JIOKCHHA MaTCpUalia (HOH?ITHOCTI), Ka4yeCTBO pC€uH, B3a-
UMOJICHCTBUE C ayJUTOPUEH U T. JI.) 3aMEHSIOTCS HA COOTBETCTBYIONIME TPEOOBAHMUS, IPEIBSBISEMbIC K
MMCbMEHHBIM paboTam (KauecTBO O(OpMIIEHUS TEKCTa M CIHCKa JIUTEpaTyphl, TPaMOTHOCTh, HAJM4He
WUTIOCTPALIMOHHBIX MaTepuanoB U T.14.). IlpomexxyTouHast artecTauus Ui JIMI ¢ HApYIIEHUSIMU CIyXa
IIPOBOAMTCS B MMCbMEHHOM (pOopMe, Ipy 3TOM HCIONb3YIOTCs O0lIe KpuTepuu olieHuBanus. [Ipu HeoO-
XOJMMOCTH BpeMs MOJIrOTOBKH K OTBETY MOKET OBITh YBEIHUYEHO.

s nuy ¢ napywenuem 3peHus TONYCKAeTCs ayAnaIbHOE TPEJIOCTaBIeHHE HH(OPMAITIH, a TAKXKe
UCMOJIb30BAaHUE HA Ay[UTOPHBIX 3aHATUSAX 3BYKO3AMMCBIBAIOUIMX YCTPOMCTB (AUKTO(OHOB U T.1.). o-
IIyCKaeTcsl MPUCYTCTBUE HAa 3aHIATUSIX aCCUCTEHTA (ITOMOLIHHUKA), OKa3bIBAIOIIEr0 00y4aromuMcs Heo0xo-
IUMYIO TEXHUYECKYI0 MOMOIIb. TeKyIuii KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBIISETCS B YCTHOM (hopme.
[Ipy npoBeneHNH NMPOMEKYTOUHOM aTTECTALMM JUIS JIMI[ ¢ HAPYLICHUEM 3pPEHUS TECTUPOBAHUE MOXKET
OBITh 3aMEHEHO Ha YCTHOE co0eceI0BaHue 10 BOIIPOCAM.

s auy ¢ 02PAHUYEHHBIMU BO3MONCHOCHAMU 300P0BbS, UMEIOWUX HAPYUWEHUs. ONOPHO-
0gucamenbHO20 annapama, Ha ayAUTOPHBIX 3aHATHSX, a TAKXKe MPHU MPOBEIECHUH HPOLEIyp TEKYILIEro
KOHTPOJIA YyCII€EBAEMOCTU U HpOMe)I(YTOI-IHOﬁ arreécTallui MOT'YT OLITH npeaoCTaBJICHBL HCO6XO}II/IMLIG
TEXHUYECKHE CPEJCTBa (MEepPCOHATbHBIA KOMIBIOTEP, HOYTOYK MJIM APYrod raJiKeT); AOMYyCKaeTcs MpH-
CYTCTBHE aCCHUCTEHTa (aCCHCTEHTOB), OKA3BIBAIOIIETO OOYYAOIIMMCS HEOOXOAMMYIO TEXHHUUYECKYIO I0-
MoIIb (3aHATH pabodee MECTO, MEPEIBUTaThCS 110 ayAUTOPUH, IPOYUTATh 3a/laHue, 0POPMHUTH OTBET, 00-
IIATHCS C TIPETIOIaBaTEIIeM).
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14 Jluer nonoJiHeHHii 1 H3IMeHeHuii, BHeCeHHbIX B pafouyio nporpammy

AHCUHILIHHB]
Homep Howmepa crpannn OcHoBaHue JUis
mIMe- | W3Me- Beero Jlara | "MCHEHNS W H0z-
genns | memuppe | SMCHEHHBIX | aHHYHPOBAHHEIX|  fopprx CTPAHAL MHCH JTHILA, POBO-
JIUBILCTO HAMCHEHHA
1 1t-13 L [pt01 Npomion 443
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