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Copep:xaHue caMoCTOSITEILHOWH PadoThI

Tema CPC 3anaHue
Benenue. 1. Uccnenyiite  pa3iuyHble  CUCTEMbI  3alUThI
3amauu u e | uHGopmanuu, Takue Kak (aepBOJIbl, MHTPAHETHl U
CETEBOTO CUCTEMBbI OOHAPYKEHUSI BTOP>KEHUI.
aAMUHUCTPUPO | 2. Pa3zpabotaiiTe cnucok TpeOOBaHUNW U KPUTEPHUEB,
BaHUA. KOTOpbIE JIOJDKHA  YJIOBJIETBOPSITH CHUCTEMA  3alllUThI
uH(OpMAITUH TS Ballleld OpraHUu3aIiy WU TIPOSKTa.
3. CpaBHure pazITuYHbIC CUCTEMBI 3aIUTHI
uHQOpMAIMU HAa OCHOBE BBIOPAHHBIX KPHUTEPUEB U
BBIOCpUTE Han0oJIee MOAXO/ISIIYIO0 CUCTEMY .
4, [ToaroTOoBRTE TMpPE3CHTANMIO, TAC BBl OOBSICHUTE
BbIOOp BBIOpAaHHOW CHCTEMbI 3allUThl WHGOPMAIUU H
00OCHYMWTE €ro NpeuMyIIeCTBa.
CocraBHble 1. 3yunTe OCHOBHBIE THIIBI CETEBOTO O0O0OPY/IOBAHUS
4acTu (MapiIpyTHU3aTOPBhl, KOMMYTATOPBI, MapIIPyTU3ATOPHI C
UH(GOPMAIIMOH | IBOMHBIM HA3HAUYCHWEM H T. J.) U UX GQYHKIUA B
HO- MH(OPMAIMOHHO-BBIYUCIUTEILHON CETH.
BBIYMCIATENBH | 2. BeiOepuTe 1IBE MOJENTH CETEBBIX YCTPOWCTB pPa3HBIX
oM ceTn — MIPOU3BOAMTENICH U MPOBEIUTE CPABHUTEIBHBIA aHAIH3 WX
amnmapaTHoe TEXHUYECKUX XapaKTePUCTUK, BOSMOKHOCTEH U IICH.
oOecrieueHue 3. Cozpnaiite TOITOJIOTHIO MH(OPMAIMOHHO-
BBEIYMCIIUTENILHON ceTH Ha Oymare Wi C IOMOIIBIO
CHEIUAIN3UPOBAHHOTO  TPOTPAMMHOTO  OOecCIeUeHus,
YYHUTHIBASI PA3MEIICHHUE aIlapaTHOTO 00eCIeUeHUSI.
4, TIpoeagute HCCJIEJOBAHUE 001X MIPUHITUIIOB
MPOCKTUPOBAHMSI M MOHTaXKa ammapaTHOTO OOecreueHus B
CETH, BKJIIOUasi aCMeKThl Pa3BOAKUA KabemneHl, yCTaHOBKH
obopyioBaHus U oOecTiedeHUs 0€30IMacCHOCTH.
5. OnuimuTe  OCHOBHBIE  TPOOJEMBI, C  KOTOPHIMHU
CTAJIKUBAIOTCS aJIMHUHHUCTPATOPbl CETH TMpu paboTe C
amnmnapaTHbIM OOECIeYeHUEeM M MPEIJIOKUTE CIOCOObI UX
pEIICHMS.
6. IToAroTOBHTE MPE3CHTAMIO O BAXHOCTH MPABUILHOTO
BBIOOpA, YCTAaHOBKM M  OOCITY)KMBaHHUSl  ammapaTHOTO
obecrieueHuss B MHPOPMAITMOHHO-BBIYUCIUTEIIBHBIX CETAX
Y TIPOBEJIUTE TIPE3CHTAIINIO TTepe] Ay TUTOPHCH.
CocraBHble 1. N3yuure OCHOBHBIE THUIIBI IIPOrPaAMMHOTO
YacTH oOecrieueHusi, HCIOJIb3YyeEMOTO B  WHOOPMAIIMOHHO-
WHO)OPMAIIMOH | BBIYUCIUTENBHBIX  CETSIX, BKIIOYAs  OINEpalMOHHBIC
HO- cuctemsl, cepepHoe 10, mporpamMmmHoe obecrieueHue st
BBIYHCIUTEIbH | 0€30IaCHOCTH U .




OH CeTH —
IPOTPpaMMHOE
obecrieyeHue

2. Boibepute  nBe  momyJsipHblE  ONEpalMOHHbIE
cuctembl sl cepepoB (Hampumep, Windows Server u
Linux) © 1npoBenuTe CpaBHUTEIbHBIA aHAIM3 HX
(GYyHKIHMOHATBHOCTH, TPOU3BOAUTEIILHOCTH U CTOUMOCTH.
3. YcTaHOBUTE BUPTYaJbHYI0 MAIIMHY Ha CBOEM
KOMIIBIOTEPE M HacTpoilte Ha Hel cepeepHoe [10
(mampumep, BeO-cepBep Apache, 6a3pl ganHbIXx MySQL)
JUTSL TECTUPOBAHUSI.

4. [IpoBenuTe wuccrnegoBaHWE O MPUHIUIAX PabOTHI
mporpaMm s MOHUTOPHUHTAa W YIpaBJICHUS
MH(OPMAIIMOHHO-BBIYMCIIUTEIbHBIMU CETSIMH, TAKUMH Kak
cUcTeMbl MOHUTOpHUHTA Zabbix, Nagios u Jip.

5. Cozpmaiite  O6110Kk-cxemMy 0OpaOOTKM JaHHBIX B
UH()OPMAITMOHHO-BBIYMCIUTEILHO  CeTH C  y4eTOM
IpOrpaMMHOr0  OOeclieyeHMs,  UCHOJb3yeMOro  Ha
Pa3NUYHBIX YPOBHSX (KJIMEHTCKUX YCTPOMCTBAaX, cepBepax,
CETEBOM O0OpPYAOBaHUM).

6. Uccnenyiite MeTOIbl BUPTYyalM3alluu CcEeTel Ha Oaze
nporpamMmHoro  oOecrneuenus (Hampumep, SDN) wu
OTUIINTE UX OCOOCHHOCTH U IPEUMYIIIECTBA.

7. O3HAaKOMBTECh C COBPEMEHHBIMH TEHICHIUSIMU B
nporpaMmMHOM  oOecrieyeHun Uit obnakoB  (cloud
computing) ¥ MNOpPEACTaBbTE CBOM aHainu3 Haubosee
MOMYJISIPHBIX TIATGOPM U CEPBUCOB.

8. [IpoBenute aHau3 CpeacTB  olecnedeHus
uH(popMaIMOHHOW Oe30macHOCTH B WH(MOPMAIMOHHO-
BBIUUCJIUTEILHON CETH, Takux Kak aHTuBupycHoe IIO,
OpaHaMay’phl, CpeICTBA MOHUTOPUHTA U ayAUTA.

9. [ToaroToBHTE OTYET O pe3yJbTaTaX HCCICTOBAHUS
nmporpaMmMHOro  obecrieueHus B WHGOPMAIIMOHHO-
BBIUHCIUTENILHOM CETH, BKIIOYAas PEKOMEHIAIUU TI0
BBEIOOPY M UCIIOIH30BAHUIO KOHKPETHBIX TIPOYKTOR.

10. IIpencraBbTe CBOM BBIBOIBLI M PEKOMEHIAIINN B BUJIC
Npe3eHTAlNd TIepell ayJUuTOpUeH, MOAUYEPKHYB BaKHOCTH
NPAaBUJIBHOTO TMOAXOAa K BBIOOPY M HCIIOJB30BAHUIO
IPOrPaMMHOTO 00ECTICYeHHS B CETH.

OnepanonHas
cucTrema —
OO6mme
BOIIPOCHI

1. W3yunte OCHOBHBIE (YHKUIMH  ONEPALMOHHON
CUCTEMbl U ONHIIUTE UX BAKHOCTh M pabOThI
KOMITBIOTEDA.

2. PaccMoTpuTe pasinyHble THUIBI  ONEPALMOHHBIX
cucteM (Windows, macOS, Linux) u mnpoBegute
CPABHUTENbHBIA aHAIM3 HMX XapPAKTEPUCTUK (MHTEpeENic,
MPOU3BOAUTENILHOCTD, 0€30MaCHOCTb).




3. Uccnenyiite mpouecc 3arpy3kud  ONEpPalMOHHOU
CUCTEMbI Y ONUIIUTE 3TAlbl, IPOUCXOIAUINE MPU 3AMYCKE
KOMIIBIOTEPA.

4, [IpoBenure aHanu3 KOHUEMLIHUA MYJIbTHU331a4HOCTH,
MYJIBTUIIONB30BATEIbCKOM pPabOTl U MHOT033Ja4HOCTH
ONEPALIMOHHON CUCTEMBI.

S. Cozpaiite  cxeMy AapXUTEKTypbl ONEPALMOHHON
CUCTEMBI, BKJIIOYAIOUIYIO $JIpO, CHUCTEMHBIE CEPBHCHI M
MOJIB30BATEIBCKUN HHTEPETC.

6. N3yunte MEXaHU3M B3aUMOIECHCTBUS NPHUIIOKEHUN C
ONEPAIMOHHON CHCTEMOM Yepe3 CUCTEMHBIC BBI3OBBI U
API.

7. PazpabGoraiiTe maH OOHOBIICGHHS OIEepallMOHHON
CUCTEMbl Ha KOMIIBIOTEPE HWJIM MOOMIIBHOM YCTpPOMCTBE,
BKJIFOYAOIIUI MPOLECC PE3EPBHOIO KOMMPOBAHMS TaHHBIX.
8. [IpoBenuTe MccaeaoBaHUE O PA3IMYHBIX BapHaHTaX
BUPTYyaJIN3allMy ONEPALMOHHBIX CUCTEM M MX IPUMEHEHUU
B KOPIIOPAaTUBHOM CpeJiE.

Q. OueHnTe BIHSHUE OINEPALMOHHOW CHUCTEMBI Ha
IPOU3BOAMUTEIIBHOCTh ~ KOMIIBIOTEpAa W MPOBEIUTE
CpaBHEHHME CTapbIX U HOBbIX Bepcui OC.

10. TloaroroBpTe MPE3EHTAIMIO O KIIIOUEBHIX acleKTax
ONEpPallMOHHBIX CUCTEM, UX POJHU B padOTE C KOMIIBIOTEPOM
U B3aHUMOJCHCTBHM C IPUKIAJHBIM  [POTrPaMMHBIM
00ecreYeHHUEM.

OnepanonHas
cucrema —
Cepsepnas OC

1. N3yuute crnenuduky CepBEpHBIX OIMEpPaMOHHBIX
CUCTEM U UX OTIMYUsA OT JecKTonmHbIX OC B KOHTEKCTE
(GYHKIMOHATLHOCTH U HAJIEKHOCTH.

2. CpaBHUTE pa3IMYHBIE CEPBEPHBIE ONEPAIMOHHbIE
cucteMbl, Takue kak Windows Server, Linux (Hanpumep,
Ubuntu  Server), wu  FreeBSD, mno  kpurepusm
MPOU3BOAUTENILHOCTH, O€30MACHOCTH U TOIJIEPIKKH.

3. Uccnenyiite OCHOBHBbIE (PYHKIIMM M BO3MOXXHOCTHU
cepBepHbix OC, Takume Kak yIOpaBJIEHUE PECYpPCaMH,
pabounMu MpoLeccaMH, CETEeBOM CTeK, 0e30ImacHOCTh U
MOHUTOPUHT.

4, Onumure MpOILIECC YCTaHOBKH CEpBEpPHOU
OTEepaIlMOHHON cHUCTeMbl Ha (U3MYECKHl CcepBep WIH
BUPTYaJbHYIO MalllMHy, BKJIIOYas HACTPOMKY CETHU U
0€30I1aCHOCTH.

S. [IpoBenuTe aHamu3 MeTOAOB OOHOBJCHHUS H
OOCIy’)KMBaHUSI  CEPBEPHBIX  OINEPALMOHHBIX  CHUCTEM,
BKJIIOYAsi TPOLETyphI NaT4eil, OOHOBJIEHUI U MOHUTOPUHTA




COCTOSIHUSI CHCTEMBI.

6. Wzyuante MEXaHU3MBI BUPTYaTH3aIIH U
KOHTCHHEpU3allud Ha CepBepax C HCIOJIh30BAaHUEM
CEPBEpPHBIX  ONEPAIMOHHBIX CHCTEM, W  TPOBEAWTE
cpaBHeHUE X d()PEKTUBHOCTH U TIPOU3BOIUTEIHLHOCTH.

7. Pa3zpaboraiiTe clieHapul BOCCTAHOBJICHHS IIOCIIE
cboeB M KatacTpod Ha CEPBEPHBIX OMNEPALMOHHBIX
CHCTEMaXx M OLEHUTE UX 3(PPEKTUBHOCTS.

8. [TpoBenuTe uCCleOBaHUE O COBPEMEHHBIX TpeHIax
B 00J1aCTH CEpBEPHBIX OMEPALMOHHBIX CHUCTEM, TaKUX Kak
o0JauyHBIC  CEPBWCHI, KOHTEHHEpU3alMs, YMpaBICHHUE
KOH(UTYpAIHSIMH.

Q. [lonroroBTe  JOKJIAL O  BXHOCTH  BbIOOpA
IPAaBWIBHON CEpPBEPHON ONEPALMOHHONW CHUCTEMBI IS
KOHKPETHBIX 3a/1a4 1 Ou3Hec-1eNel OpraHu3aliiy.

OcHOBHEBIE
KOHICIIIINN
Active
Directory

1. OOBsicaute, uto Takoe Active Directory (AD) u
KaKyl0 pOJIb OHO HWIrpacT B CETEBOM WHOPACTPYKType
OpTraHU3aINH.

2. PaccmoTpute Hepapxudeckylo CTpyKTypy Active
Directory, BKIIO4Yasi TOMEHBI, JEPEBbs TOMEHOB H Jieca, U
OOBSCHUTE, KaK OHU OPTaHU3YIOTCS.

3. N3yuute mnonatue o06bekTOB B Active Directory,
TaKMX KaK T[I0Jb30BaTENd, TPYIIbI, KOMIIBIOTEPHI,
opranuzanuonubie eauHuikl (OU) U KOHTEHHEphl, WU
OTHIIIUTE UX POJIH.

4, OO6cynuTe MIPEUMYIIICCTBA HCITOJIb30BaHUS
riobanpHOrO0  Karajgora Active  Directory, Bkirovas
OBICTPBIN JOCTYNl K WHGOPMAIMK O TMOJb30BATEISAX H
pecypcax.

5. Hccnenyiite KOHLENMUIHMIO JOMEHHBIX KOHTPOJUIEPOB
B Active Directory, ux pojib B ayTeHTH(QUKALUH U
aBTOpHM3aIlMK  TOJb30BaTeleH, a  TakkKe  METOJbI
PETUTMKAIINN JaHHBIX MEXITY HUMHU.

6. PaccMoTpuTe KOHIENIIMH TPYMNIOBOM  IMOTUTHKA
(Group Policy) B Active Directory m ux BIHSHHE Ha
[EHTPAIU30BAaHHOE yIpaBJICHHUE HACTpOUKaMu
KOMITBIOTEPOB U TTOJIH30BATENCH B CETH.

1. N3yuute mporiecc ayTeHTU(UKAIIMN TOJIb30BaTeNeh
B Active Directory, Bkirodas paboty nporokosnioB Kerberos
u LDAP.

8. [IpoBenuTe aHaAIM3 MEXaHHW3MOB OE€30MMACHOCTH B
Active Directory, Takux Kak pa3rpaHUY€HUE JIOCTYTIa,
ayJIuT COOBITHH, MM (pOBaHNE TAaHHBIX W 3alIUTa OT aTak.




9. PazpaboraiiTe miaH Murpanuu WM OOHOBJICHUS
Active Directory Ha 0ojiee HOBYIO BEpPCHUIO, BKJIIOYas
pe3epBHOE KOMTMPOBAHNE U BOCCTAHOBJICHNE JAHHBIX.

10. TloaroroBmTe NPE3EHTAIHIO 0 KJTFOUYEBBIX
KOHIENIMSIX W BO3MOXHOCTSIX Active Directory u ux
BaXXHOCTHU IS yIpaBICHUS uHGOPMAIMOHHON

UHPPACTPYKTYPOU MPEITIPHUITHSL.

HNudpopmanmon
Hasg MOACIIb
Active
Directory

1. N3yuute CTpyKTYypy HWH(POPMALMOHHOW MOJEIU
Active Directory, BkiItouass 0OOBEKThI, CBA3U U aTpUOYTHI,
UCIIOJIb3yeMble 11  OINUCAaHUSI PECYPCOB U YUYETHBIX
3aIlMCEN B CETH.

2. PaccmoTtpure OCHOBHBbIE KOMITOHEHTBI
WHOOPMAITMOHHONW MOJIETH, TaKhe€ KaK CXeMa, KIJIacChl
00BEKTOB, aTpUOYThl, KOHTEHHEPHl U OTHOIICHUS] MEXITY
00BEKTaMH.

3. Uccnenyiite cxemy pnaHHbix Active Directory,
BKJIFOYAsl CTaHIapTHBIE Kiaccel oOwekToB (User, Group,
Computer) U MOJB30BATENBCKUE KIIACCHI, CO3JaHHBIE IS

YIOBJIETBOPEHUS KOHKPETHBIX noTpeOHOCTEM
OpraHH3aLNH.
4, OOcynuTe MeXaHU3Mbl HACIEAOBaHUS pa3pelieHU 1

HACTPOWKH JIOCTyIma K OOBEKTaM B HH(GOPMAIMOHHON
Mozenu Active Directory.

S. [IpoBenute aHaIM3  TUIHAYHBIX CIIEHApHUEB
UCIIOJIb30BaHUsl ~ WMH(MOpPMAIMOHHOW  Mojaenu  Active
Directory,  BkiIo4as  co3gaHHMe W YIpaBJICHUE

MOJI30BATEIISIMU, TPYIITIAMU, MOJTUTUKAMU O€30MTaCHOCTH U
JIPYTUMU OOBEKTAMH.

6. Pa3pabotaiiTe mnpumMep cXeMbl JaHHbIX Active
Directory ajig omnpeaeiaeHHOW ceTeBOM HHPPACTPYKTYpbl
OpraHm3ali ¢ Y4eToM €€ TpeOOBaHHH K YYETHBIM
3aIucsM, pecypcaM U 6e301acCHOCTH.

7. N3yuute mnonstue rimodanbHoro kartanora (Global
Catalog) B pamkax wuHbOpMalMOHHONW Mojaenu Active
Directory u ero ponb B 00€CI€UEHUU PaCIPENEICHHOTO
JIOCTYTIA K TAHHBIM.

8. [TonroroBeTe  0030p OCHOBHBIX HHCTPYMEHTOB
aaAMUHUCTpUpoBaHusa Active Directory, HCTIOIB3yeMbIX TSI
yOpaBJICHUS OO0BEKTaMH, HACTPOMKAMU OE30MacHOCTH,
MOHHMTOPHUHIA U OTYETHOCTH.

Q. OO6cynuTe psii METONOB M TEXHOJIOTHI HHTETpaIiu
uHpopmanmonHod monenu Active Directory ¢ apyrumu
CHUCTEeMaMHM, TAKUMH KakK OOJadHbIE CITY>KOBI, MPUIOKECHUS




Y CEPBHUCHI.
10. IloxmroroBnTe NPE3CHTAIINIO C OIMCaHUEM
nHpopmarmonHot  momenu  Active  Directory, ee
KOMIIOHCHTOB W BO3MOXXHOCTEH, a TaKKe MPaKTUIECKUX
MIPUMEPOB €€ MPUMEHEHHUS B OPTaHU3AIUH.

OCHOBBI
aIMUHUCTPHPO
BaHus OC
Linux

1. N3yunute OCHOBHBIE MIPUHLIMIIBI paboTHI
OTepaIMOHHON crcTeMbl Linux, BKIIIOYas pa3audus MEXKIY
sapoM Linux ¥ mMoIb30BaTEIBCKUM MMPOCTPAHCTBOM.

2. Pazbepurech C ympaBiieHHEM TOJIb30BATEISIMU U
rpynnamMud B Linux, BKiIO4ass KOMaHJbl JJIS CO3JaHUS,
yAQJICHUS U U3MEHEHHS YUETHBIX 3aHUCEN.

3. UccnenyiiTe nmpaBa gocTyna K ¢aiiaM ¥ Katajoram
B Linux, BKIIOYasg Mcmoab3oBaHue koMaHg chmod, chown
u chgrp.

4, [Ipoananu3upyiTe CpeacTBa MOHHTOPUHIa U
yIpaBJieHus mporeccamu B Linux, BKIIIOYask KOMaHJbI s,
top, kill u nice.

5. OOcyauTe yrmpaBlieHHE CETEBBIMHU MOJKIIOYEHUSIMU
B Linux, BK/IIOYas HACTPOMKY CETEBBIX HMHTEP(ENCOB M
UCIIoJIb30BaHue yTunuthl ifconfig.

6. N3yuute paboTy ¢ MakeTHBIM MEHeKepoMm B Linux,
BKJIIOYAsi YCTaHOBKY, OOHOBIJIGHUE, YJaJICHHE MAaKETOB U
MOUCK MH(OPMAITUU O HUX.

7. Pazbepurech ¢ co3maHMeM U yIpaBJICHUEM
pPE3epPBHBIMU  KOMUAMH JIaHHBIX B Linux, BKIOYas
MCIIOJIb30BaHUE MHCTPYMEHTOB THIIA ISyNcC WIIN tar.

8. OO6cynuTe OCHOBBI HACTPOWKH O€30MacHOCTH B
Linux, BKIIIOUas UCMOIb30BaHUE OpaHAMaydpa, HACTPOUKY
noctyna SSH u ynpasiienue cepTudukaTaMu.

Q. N3yunute OCHOBBI  YIpaBJICHUS CEpBUCAMU U
neMoHamMu B Linux, BKIIo4as KOMaHJIBI systemctl Jinj et
3amycKa, OCTAHOBKU U MOHUTOPHUHTA CITYXkO0.

10. TIloaroroswTe CLIEHapui HWCHOJIb30BAHMS,
BKJTIOY IO BBITIOJTHEHUE TUMTUYHBIX 3a/1a4
aIMUHUCTpUpOBaHUs Linux, TakWx KaKk YCTaHOBKa
MMAKETOB, HACTPOWKA CETH, CO3/IAHUE TTOJIb30BATEIICH U T. .

AJIMUHUCTPUDP
oBanue FTP-
cepBepa, WW
W-cepBepa

1. Hacrtpoiitte wu  anmunucrpupyire FTP-cepsep
(manpumep, vsftpd) ma Bamem cepBepe Linux, Bkirodas
YOPaBJICHHUE TOJIb30BATEISIMU, KOHTPOJEM JIOCTyIla H
MOHUTOPUHIOM aKTUBHOCTH.

2. Cospmaiite gupexkropun s FTP-nonb3oBarenei,
YIPaBJSIMTE MX I[paBaMU JIOCTYIIAa M HACTPOMKAMU




OrpaHUYEHMS Ha 3arpy3Ky/3anuch (paitsos.

3. Pazpaboraiite monutuky Oe3omacHoctu s FTP-
cepBepa, BKIIOYas ucnoib3oBanue mudpposanus (SFTP),
MEXaHU3Mbl ayTEHTU(PUKAIIMKU U KOHTPOJIb JJOCTYIIA.

4, W3yuute MeTOABl pPE3epPBHOTO KOMUPOBAHUS U
BOCCTaHOBJIIEHUS  AaHHbIX  FTP-cepepa,  Bkirouas
coxpaHeHue ¢GaiaoB U KOHPUTYpAIIH cepBepa.

S. [IpoBenure aHamu3 >KypHalIOB axkTUBHOCTH FTP-
cepBepa JUisl OOHapyXeHUsT HEOOBIYHON AKTUBHOCTU WIIM
MOMNBITOK HECAHKIIMOHMPOBAHHOT'O AOCTYIIA.

6. VYcranoBute u Hactporite WWW-cepep (Harpumep,
Apache wim Nginx) s XOCTUHra BeO-CalTOB M JAPYTUX
BEO-TIPUIIOKEHUH Ha BaIlleM cepBepe.

7. Coznaiite BUPTyaJIbHbIE XOCTHI JIJIsl pa3IMYHBIX BEO-
caiToB, HacTpoiiTe DNS-3anucu u nepeHanpaBieHUs s
o0ecrnieuyeHus: JOCTYITHOCTH CalTOB.

8. N3yuute HacTpoiiku Oe3omacHOCTH BeO-cepBepa,
Bkitouas SSL-ceptudukaThl, HACTpPOUKY OpaHaMay’pa,
3ammTy oT DDoS-arak u ckaHupOBaHHE YSI3BUMOCTEM.

Q. [IpoBeauTe ONTUMHU3AILMIO MPOU3BOAUTEIBHOCTH
BeO-cepBepa, HACTPOMB KIIIMPOBAHHE, CKATHE PECYPCOB,
OaJlaHCUPOBKY Harpy3KH U yIpaBJjeHUE PECYPCAMH.

10. IloaroroBsTe MHCTPYKIHUH IO aAMHUHUCTPUPOBAHUIO
FTP- u WWW-cepBepoB, BKJIIOYasi IIard 1o YCTaHOBKE,
HACTPOIKe, MOHUTOPUHTY U 00eCTIeyeHUI0 OE€30M1aCHOCTH.
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KOHTPOJIBHBIE BOITPOCHI

1. Yro Takoe BBIYMCIHUTEIBHBIE CETH M 3a4€M OHHU MCIOJB3YIOTCS B
COBPEMEHHBIX OPIaHU3ALUSAX ?

2. Kakue 0oCHOBHBIE KOMITOHEHTHI BKITIOYACT B CEOsI BEIYMCITUTEIBHAS CETh?

3. Kakue mpoTOKONBI HWCHONB3YIOTCA ISl TepeJadd  JaHHBIX B
BBIYUCIUTEIBHBIX CETSAX U KaK OHU pab0TaroT?

4. KakoBbl OCHOBHBIE 33JJa4H a/IMUHHCTPATOPA BBIYUCIUTEILHON CETH?

5. Kakme  BuApl  3alMIIEHHBIX  TEIEKOMMYHHUKAIIMOHHBIX  CETEH
CYILIECTBYIOT, U B UEM UX OTIUYUSA?

6. Kakue MeToapl U TEXHOJOTHMH MOXHO HCIOJIb30BaTh JIJIsi 0OecreyeHus
0€30MacHOCTH BBIYMCIUTENbHBIX ceTel?

7. Kak mpoucXOoJUT MpOIEecC MOHUTOPUHTA W aHAJM3a BBIYUCIUTEIBHBIX
CeTell ¢ 1eNbl0 OOHapyKeHUs IPOoOJIeEM U Yrpo3 0€30IacHOCTH?

8. Kakue mMepbl MOXHO TPHUHSTH TSI 3aIIATHI BEIYMCIUTEIBHBIX CETEH OT
BHEIIIHUX aTaK U BHYTPEHHUX yTEUYEK JAHHBIX?

9. Kakue MeTOObl WCMONB3YIOTCA JUISI aBTOMATH3allMU  YIPaBJICHUS
BBIYUCIUTEIBLHBIMU CETSIMU U 00€CTICYEHUST BBICOKOM JIOCTYITHOCTH?

10. Kakoil BakHBII acmeKT ClIeyeT YYWUTHIBaTh MPU MPOEKTUPOBAHUU U
MaclITaOMPOBAHUU BBIYMCIUTEIbHBIX CETEN?

11. Yto Takoe cerMeHTalusi CeTH W MOYEeMYy OHA BakHa JJig OOecreyeHuUs
0€30MacCHOCTH U POU3BOAUTEIBLHOCTH?

12. Kakue pomu u O0OSI3aHHOCTH Yy CETEBOr0 aJMUHHUCTpaTopa U
aJIMUHHUCTpaTOpa MH(POPMAIMOHHON 0€30MacHOCTH B paMKaX BBIYMCIUTEIBHBIX
ceTein?

13. Kakye WHCTPYMEHTBI M MPOrPaMMHOE OOECIEYeHHE TMOMOTalT B
YOPaBJIE€HUH U MOHUTOPUHIE BBIYUCITUTEIbHBIX CETEH?

14. Kakue MeETOJbl HCMOJB3YIOTCA ISl OOHApY>KEHUST MHIMJICHTOB
0€30MacHOCTH U aHAJIN3a YTPO3 B BHIYMCIHUTEIbHBIX CETSIX?

15. Kakue MeEpBbI CleayeT MPEAIPUHSATD TUISL oOecrieueHus
OTKa30yCTOMYMBOCTH U PE3EPBUPOBAHUS BEIUMCIUTEIBHBIX CETEU?

16. Kakue mpuHIUIBI caeayeT coONI0naTh MpH HACTPOWKE W OOHOBJICHHUU
3alIUIIECHHBIX TEJICKOMMYHUKAIIMOHHBIX CETEN?

17. Kax MoxHO o0ecneuuTh KOH(PUACHIMAIBHOCTh, IEIOCTHOCTh H
JIOCTYITHOCTh JAHHBIX B BBIYMCIUTEIbHBIX CETAX?

18. Kak BBml oneHuBaere J(OPEKTUBHOCTH U  TPOUZBOAMUTEIHLHOCTH
BBIYUCIIUTEIBHBIX CETEM, U KaKU€ MEPbl MOXKHO MPEANPUHATD I UX YIIyUYIICHUS?

19. Kakue coBpeMeHHBIC TEHICHIIMM W BBI3OBBI CYIIECTBYIOT B 00JIacTH
aIMUHUCTPUPOBAHUS BEIYUCIIUTEILHBIX CETEH 1 3aIUThl HHPOPMAIIUUA B HUX ?

20. Kakue BaxkHbIE IIard CjleAyeT NPEANpUHATh Il  oOecreueHus
COOTBETCTBHSI BHIYMCIUTEIBHON CETH CTaHAapTaM 0€30MacHOCTU U PETyISTOPHBIM
TpeOOBAHUSIM?
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