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ConepkaTcsl CBEICHUSI O TemMax HJis1 CaMOCTOSTENIbHOI'0 U3YUCHU
0 JUCIMIUIMHE «3alIuIleHHble LHU(MPOBbIE CUCTEMBI Iepenaydn
UH(POPMAIUNY, HEOOXOAUMBIE JI YCIELIHOTO OCBOEHHUS JUCITUTIINHBIL.
Vkas3pBaeTcsl MOPSIOK BBITOJHEHUS CaMOCTOSTENbHOM paboThl BCEX
MPETYCMOTPEHHBIX  y4eOHbIM  IIJIJAaHOM  BHIOB, MPUBOISATCH
PEKOMEHIALIH 110 OPOPMIICHUIO PE3yJIbTaTOB PabOTEI.

Mertoauueckue — yKasaHWs ~ COOTBETCTBYIOT  TpeOOBaHMAM
IPOrpaMMEl, YTBEPXKASHHON yueOHO-MEeTOANYECKUM OOBENNHEHUEM 10
CHEUNATBHOCTH.

[IpenHa3zHaueHbl i1 CTYIEHTOB HAaIpPAaBJIEHUS IMOATOTOBKH
11.03.02 MHDOKOMMYHUKAIMOHHBIE TEXHOJIOTMM M CHUCTEMBI CBS3HU
BCcex GopM 00yUeHHUSL.

TekcT meyataeTcsi B aBTOPCKON peakiuu
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Vemneu. 1. 1,34, Yu.-uza. 1. 1,21. Tupax 100 k3. 3akaz. becnnarso. J26
FOro-3amanHbiii rocy 1apCTBEHHBIN YHUBEPCUTET.

305040, r.Kypck, ya. 50 net Oktsi6ps, 94.



BBenenune

CamocrosiTenbHas paboTa - 3TO UHAUBUIYaJIbHAS WM KOJJICKTUBHAs yueOHas
JeSTeNIbHOCTh, ~ OCyIIecTBIsieMass 0e3  HEMOCPEACTBEHHOTO  PYKOBOJICTBA
MIPENO/IaBaTeIsA, HO MO €ro 3aIaHUSIM U IO0J] €r0 KOHTPOJIEM.

CaMocTosTenbHast paboTa CTyI€HTOB BKITIOYACT:

- U3YyYEHHE JICKIMOHHOTO MaTepHajia MO KOHCIEKTY C HMCHOJb30BaHUEM
PEKOMEHOBAaHHOM JIUTEPATYPHI;

- 0TpabOTKy HM3y4aeMOro Marepuaja I0 MEYaTHBIM M 3JIEKTPOHHBIM
MCTOYHHKAM, KOHCIIEKTaM JICKIIHIA;

- MOATOTOBKY K BBITIOJIHEHUIO JIAOOPATOPHBIX padoT;

- BBINIOJIHEHUE OTYETOB IO JIaDOpaTOpPHBIM paboTaM M MOATOTOBKY K MX
3aIIHNTE;

- VHJIMBUIYyaJbHBIE 3a/aHus (pellleHue 3aJad, MOATOTOBKAa COOOIEHUH,
JOKJIaJIOB, UCCIIEIOBATENbCKUE PaOOTHI U T.11.);

- paboTy HaJ TBOPUYECKUMH 3a/IaHUSIMU;

- MOATOTOBKY  KpaTKuX  COOOIEHWH, JOKIafoB, pedeparos,
CaMOCTOSATENIbHOE COCTABJIICHHE 337a4 [0 H3y4aeMoil Teme (MO YyKa3aHUIOo
MPEnoIaBaTes).

Ha3znaueHne caMocTOsSTENbHOM padOThI CTYJEHTOB.

- Os1a0enue 3HaHuUAMU, 9YTO TOCTUTACTCS.

gTeHHEeM  Tekcta  (ydeOHWKa, TEPBOMCTOYHHKA,  JIOMOJTHUTEILHOMN
JUTEPaTyphl), COCTABJICHUEM IlJIaHAa TEKCTa, rpad)MueCKUM CTPYKTypHUpPOBaHUEM
TEeKCTa, KOHCIICKTUPOBAHHMEM TEKCTa, BBIMUCKAMHU U3 TEKCTa, paboToil co
CJIOBapsIMU U CIIPABOYHHUKAMH, IIOUCKOM MHopManmu B cetu HTEpHET u T.11.;

- 3aKpenjienue 3HAHU, YTO JJOCTUTACTCS:

paboTOl ¢ KOHCIEKTOM JIEKIHi, 00pabOTKOM TeKcTa, MOBTOPHOU paboToit
HaJ y4eOHBIM MaTepuaIoM (yueOHUKOM, MIEPBOMCTOYHUKOM,
JOTIOJTHUTETbHOMIUTEPATYPOIi), COCTaBIICHUEM IIJIaHA, COCTaBICHUEM TaOJHII ISt
CHUCTeMaTHU3allMi y4eOHOro MaTepuaina, OTBETaMH Ha KOHTPOJBHBIE BOMPOCHI,
3amoJIHEHUEM  paboued  TeTpaau, aHaJUTUYECKOWM  o0paboTKoW  TekcTa
(aHHOTHpOBaHUE, peleH3UpOoBaHHEe, pedepupoBaHHe, KOHCIEKT-aHAJ N3 W Jp),
COCTaBJICHHEM OUOIHOrpaduu u T.11.;

- hopmuposanue HagvIKO8 U yMeHUIL, YTO TOCTUTACTCS:

pelIeHreM 3a7ad W YNpaXHEHUW 1Mo oOpasily, perieHHeM BapUaTHUBHBIX
3a/1a4, BBIIIOJIHEHUEM CXEM, BBIMIOJHEHUEM PACUETOB, PEIICHUEM CHUTYallMOHHBIX
3a/1a4, TOJATOTOBKOW K JHCKYCCHUSAM, MPOCKTUPOBAHHUEM M MOJAECIMPOBAHUEM



Pa3HbIX BHUJIOB u KOMIIOHCHTOB HpO(bCCCI/IOHaJILHOI?I ACATCIBbHOCTH,
MAaTCMAaTHYCCKHUM OIIMCAHHUCM OIIBITHO BKCHepI/IMGHTaHLHOﬁ pa60T01?1 H T.II.

CamocrosiTenbHas paboTa MOXKET OCYHIECTBISATHCS WHAMBUAYAIBLHO WIH
rpynnaMyd CTYJIEHTOB B 3aBHCUMOCTH OT TOCTaBJICHHOM 1€, o0beMa,
KOHKPETHON TEMAaTHUKH CaMOCTOSITEIbHON paOOThl, YPOBHSI CJIOKHOCTU, YPOBHS
YMEHHU CTYJICHTOB.

KoHTponb  pe3ylbTaTOB  BHEAYAUTOPHOW  CaMOCTOSITEILHOM  pabOThI
CTYZAEHTOB MOJKET OCYIIECTBJISITECS B IMPEIEIaX BPEMEHU, OTBEACHHOTO Ha
o0s13aTeNibHbIe  Y4EOHBbIE 3aHATUS MO JUCIHUIUIMHE U  BHEAYJUTOPHYIO
CaMOCTOSITENIbHYI0 PadOTy CTYJICHTOB IO JUCIUIUIMHE, MOXET MNPOXOJHUTh B
MMCbMEHHOMW, YCTHOW WIJIM CMEIIaHHOH (hopMme.

Texymuii KOHTPOJIb Ka4yeCTBA BBIMOJIHEHUS CAMOCTOSITEIBHOM pPabOThI
MOXET OCYILECTBIIATHCA C IIOMOIIBIO:

- KOHTPOJIBHOI'O OIpOCa;

- cobece10BaHuS;

- ABTOMATHM3MPOBAHHOTO MPOrPAMMHPOBAHHOTO KOHTPOJS (MAaIIMHHOTO
KOHTPOJISl, TECTUPOBAHUS C IpuMeHeHreM DBM).
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Coaep:xaHue caMOCTOATEIbLHOI PadoThI

®opma
HanmenoBanue AJropuT™M npeacrasJie
Ne | pa3nena yueOHoii | 3ananue BbINOJTHEHMSI HUA
JUCHUIIJINHBI 3aJaHUA BbBIIIOJIHEHH
oro 3aJaHust
[Tpo6membr [ToaroroBuThH 1. Haiitu Pedepar,
uHpopManMoOHHOH | pedepar no | wuHpOpMaIUIo no | oQOpMIICHHEI
0e30nacHOCTH OIpeIelIeHHON IoooMy u3 | " B
cereit teme. TemaTMka | HCTOYHMKOB WM C | COOTBETCTBUHU
1. pedeparon MIOMOILBIO cCeTn | ¢
yKa3zaHa B HNutepner o [Ipunoxenne
[Tpunoxxenun 1 BbIOpPaHHOM Teme | M4
(ITpunoxenue 1)
2. OdgopmuTs pedepar
[HonuTuka Coznath Ucnonezys YMK nmo | Ccbuika  Ha
6€30MaCHOCTH KOMITbIOTEPHYIO JUCLMIUIMHE  HAWTH | Mpe3eHTalHIo
MIPE3CHTALIUIO nHpopmaIuio 0
METOAaxX JoCTyma K
CeTH, 1704
XapaKTepUCTHKAX,
IIPUHLIUIIAX pabOTHI;
[TpoananusupoBathb
uHpopManuw u
0hOpMHUTH
IIPE3EHTALHIO
2 COIJIaCHO
' TpeGOBaHUSM K
IPe3eHTalHH,
yKa3aHHBIM B
[Tpunoxenun 2
CocTtaBuTh 1. 3ananue Ccpuika  Ha
CBOJIHYIO 2. Uctounnku: YMK | aiin
TabIUILy 0 JHCUUILIMHE
OCHOBHBIX
KOMITOHEHTOB
TIOJTUTHKH
0e30macHOCTH B
OpraHu3alny,
TexHonoruu Beinonuenue Hcnone3ys YMK no Ccpuika Ha
ayTeHTH(HUKauu WH/IMBUTyaJTbH IUCHUTUIAHE  HAWTH TEKCTOBBIH
3 Oro 3aJaHUs U3 nH(pOpMaIHIO daiin
' [Tpunoxenns 3 BBIOpAaHHOW TeMe U
BBIMOJIHUTh  ITYHKTBI

3aaHus




Texnonoruu Beinosnnenue Ucnonp3zys YMK 1o Cchuika Ha
MEXKCETEBBIX UHAUBUYaJIbH TUCLUIIMHE ~ HAWTH TEKCTOBBIN
9KpaHOB Oro 33/IaHUs U3 uH(bOpMaIUIO daiin
[Tpunoxxenus 3 BBIOpaHHOW TemMe U
BBIMIOJIHUTh ~ ITYHKTHI
3a/1aHus
TexHonoruu Co3nanue HUcnonszys YMK 1o Ccplika Ha
3aIUTHI OT | Ipe3eHTa WY | AUCLUILIIMHE HaliTH | TPE3EHTALUIO
BHUPYCOB «TexHonoruu nH(pOpMaIIHIO o
3aIUTHI OT | TEXHOJIOTUSIM ~ 3aIlUTHI
BHPYCOBY OT BUPYCOB
Beinonaurs Hcrounuku: YMK 1o | CpaBHUTEIBHAS
CPaBHHUTEILHBIN JAUCHUIIMHC TabIuIa,
aHaImn3 oopmiennas B
OTHOCHUTEIILHO TeTpaau WIH
YpOBHS yrpo3 CChUIKa Ha (aiin
KOMITBIOTEPHBIX
BHUPYCOB
CocraBbTe Ucrounuku: YMK 1o CBonHas
CBOAHYIO Tabnuiry | AUCHHILINHE TadmIa,
METOJI0B oopmiennas B
oOHapyKEeHUsI TETpaau WIn
KOMITBIOTEPHBIX CChUIKA Ha (aiin
BHUPYCOB
TexHonmoruu Coznanne Ucnonszys YMK 1o Ccplnka Ha
aHanu3a MPE3EeHTALNN JUCLUILJIMHE ~ HAWTH IIPE3ECHTALNIO
3amunieHHocTH U | «TexHomoruun nHpopmanuio o
OOHapyKeHHs aHanu3a TEXHOJIOTHSIM aHalIn3a
CEeTEBBIX aTak 3alUMIIEHHOCTH | | 3alIMILEHHOCTH u
OoOHapy KeHHsI OOHapy>KEHHsI CETEBBIX
CETEBBIX aTaKk» aTax
BrimosauTh Hcrounukn: YMK 1o | CpaBHuTEnbHAS
CPaBHUTEJIbHBIN AUCTNILINHE Tabnuua,
aHalIu3  METOJOB oopmileHHas B
0oOHapy>XeHHS aTak TeTpaan W
CChUIKa Ha (aiin
TpebGoBanus K | CocTaBUTE Uctounukn: VMK | Csonnas
crcTeMaM 3alllUThl | CBOJHYIO TaOiuiy | MO JUCLMIIIMHE TabnuIa,
uHpopManuu CUCTEM oopmIleHHas
oOHapyXeHHs aTak B TETPaau WU
u 3aIUTHI CCBLJIKa Ha
uHpOopMaIU daiin
Ayaut Coznanue Hcnonszys YMK 1o Ccblnka Ha
6e30macHOCTH IIPE3EHTALNH JUCLUIUIMHE  HaWTH MPE3EHTALINIO
MH(OPMALIMOHHBIX | «AYIUT B nHpopmanuio o
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CUCTEM nH(OPMaLMOHH METOJUKaM ayJIuTa B
oit nH(POPMAITMOHHOH
0€301acHOCTb 0€301acHOCTb
KOMITBIOTEPHBI KOMITBIOTEPHBIX CeTel
X CeTeN»
Brimonnenue Ucnonezys YMK no Ccbuika Ha
WHAUBUAYaAJIbH TUCHUIUIMHE ~ HaWTH TEKCTOBBII
OT0 3a/IaHUS U3 nH(bOpMaIHIO daiin
[Tpunoxenus 3 BHIOpaHHOW TeMe |
BBITIOTHUTH ~ ITYHKTHI
3a/laHus
Pazpabotka U | BeimonHute Hcrounukn: YMK mno | CpaBHuTEIbHAS
3amuTa Web- CpaBHUTEIbHBIN AACIUILINHE Tabiua,
CaiiToB

aHAJIU3 METOJIOB H
CpencTB
BeO-CEpPBUCOB

3alllUThI
oT
IIOTCHIMAJIbHBIX
aTak

oopmiieHHas B
TeTpagu
CCBUIKA Ha (aiin

501041




Hpunoxenne 1

Tembl pedpepaToB

° Ha3BaHue Tembl

n/n

1 OcCHOBBI ceTeBOI OE€30MACHOCTH.

2 CeTb Kak OOBEKT 3aIHTHI.

3 VY A3BUMOCTh KOMIIOHEHTOB pacnpeneneHHbix AC.

4 Pabouwne cranmum,

5 CepBepbl 1 KOMMYHUKAIIMOHHOE 000pYAOBaHUE,

6 Kanannsi cBsizu.

7 Bunpl yrpo3 nuapopManoHHO#M 0€301MacHOCTH.

8 Knaccudukanus yrpos nndopmarmontoii 6ezonacuoct B KC:
EcrectBennbie yrpo3sl, MckyccTBeHHBIE YTpo3bl, OCHOBHBIE
HEenpeTHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3HI,

9 OcHOBHBIE MTPETHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3BI,

10 Krnaccudukanusa kaHaJloB TPOHUKHOBEHUS B CUCTEMY U YTEUKH
uH(opMaruu,

11 HedopmanbHast Mosiesib KHOEPIPECTYIMHUKA,

12 EBpornelickas KOHBEHIIHS O KUOEPIPECTYITHOCTH.

13 Wnentudukarop decripoBoaHoi nokansHOU cetu (SSID),

14 AytenTtudukaus,

15 Kommiexcnas cucrema obecriedeHus: 6€30MmacHOCTH O€CIIPOBOIHBIX
ceTel,

16 WPA/WPA2 (Wi-Fi Protected Access, 3amuiiennsiinoctyn Wi-Fi),

17 Crangapr IEEE 802.1x/EAP, EAP-MD5, EAP-TLS,

18 Pa3BepThiBaHne O€CIIPOBOIHBIX BUPTYAJIbHBIX CETEH,

19 Cucrembl 0OHApY>KEHUS BTOPKEHUS B O€CIIPOBOJIHBIX CETHX,

20 YHudunupoBaHHbIE PEIICHUS.

Texkcer pedepaTra HeoOXoaMMO HAOHMPaTh B TEKCTOBOM MpoIeccope

c00JII0IeHHeM CJIeAYIONIUX MPABUJI:

1.®opmat nokymenTta A4.
2.0pueHTanus: KHWKHAS.
3.ITons: BepxHee — 2 cM, HIKHEEe — 2 ¢M, JieBoe — 2,5 ¢M, nmpaBoe — 1 cMm.

4.BrIpaBHUBaHUE TEKCTA MO MIUPUHE.
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5.BbIpaBHMBaHHE 3arojOBKOB JHOO IO IEHTPY, MO0 TO JIEBOMY Kparo
(eqmHOOOpPA3HO 7151 BCEM pabOTHI).

6.¥YcTraHoBKa MEpEHOCOB aBTOMATUYECKAsL.

7.A03anubii orctyn — 1,5 cM.

8.MuTepBan oguHApHBIN.

9.MHTepBan nocie 3arojoBKa J0 Moja3aroyioBka — 12 mr., 10 Tekcta — 18 mr.
10. IlIpudt aus 3aroaoBkoB U nmoazarojaoskos Arial —14 mr.,

11. Ipudt ana rexcra Times New Roman — 12 mr.

12. Ha‘-ICpTaHHCI JJIL 3aroJIoBKka M I110J3arojJIoBKa — HOHYX(HPHBIﬁ, JJIA
TEKCTa — OOBIYHBIM.

13. Hywmepamus cTpaHui] BCTABIsE€TCA B HUKHUN KOJOHTUTYI 0€3 4YepTOUYEK U
TOYEK, pa3mep mpudTta 12 nr., HAUMHAETCSI CO BTOPOTO JUCTA.

14.  Odopmienue oOrinaBieHUs aBTOMATUYECKOE, pacrojiaraercs mepen
BBE/ICHUEM.

15. Tlepexonq Ha HOBYIO CTPaHHIy HEOOXOIUMO JeNaTh C ITOMOIIBIO
komOuHanmu kiasum Ctrl + Enter.

16. HywmepoBaHHbIE U MHOTOYPOBHEBBIE CIUCKH OGMOPMIISIOTCS C TOUYKOU
MocJie KXo UG PHI.

17. Hcnonb3oBaHME MAPKUPOBAHHBIX CIIMCKOB C MOMOUIBIO CUMBOJIOB:
= (KBaApaTuK);

«  (Kpyx04YeK);

- (meduc).
18.  Ctumiib MapkepoB eAHHOOOPa3HBIN T BCel pabOTHI.

19. Cnomcok WHCMOJIb30BAHHBIX HCTOYHUKOB (KHUTH, CTaTtbu, KHTEpHET-
pecypc) He MeHee

TpeboBanus no cogep:xanuio pedepara:

1. pepepaT nOKEH coOAepXkKaThb [OCTOBEPHbIE M aKTyaJlbHbIE CBEJEHHS Ha
JOCTaTOYHOM HAYYHOM ypPOBHE;

2. pedepat, KpoMe TEKCTa, MOXKET JIOMOJHUTEIBLHO COAEpkaTh: KauyeCTBECHHbBIE
IBETHBIC WILTIOCTPAIMU, (ParMEeHTHI MPOTPaMM, MCIOJHAEMbIE MOAYIH, (PparMeHTHI
UH(OPMAIIMOHHBIX CHUCTEM, TMpE3eHTAllMM W Jpyrue MaTephalibl KadeCTBEHHO
JOTIOJTHSIOIIME OCHOBHYIO YacTh pedepara.



Ipuioxenue 2

TPEBOBAHUSA K O®OPMJVIEHUIO ITPESEHTALIUN

DJIEeKTPOHHAs npe3eHTaAlMs — AIIEKTPOHHBIN JIOKYMEHT,
MPEACTABISIONINI  HA0Op ClaioB, TMpeAHa3HAYEHHBIM i1 JEeMOHCTPAIUU
MPOEIaHHON PaOOTHI.

HCJ'II)I-O JIFO00H MNpE3CHTallMn  ABJIICTCA  BHU3YAJIBHOC IIPCACTABJICHHUC
3aMbICJIa aBTOpPAd, MAKCHUMAJIbHO y,Z[O6H0€ 1 BOCIIPUATHA. QHGKTPOHHaH IIPE3CH-
TalusA J0JDKHA IIoKa3aTh TO, YTO TPYAHO OOBSICHUTH HA CJIOBAX.

3ajaum npe3eHTAUU:

* [IPHUBJICUYCHUE BHUMAaHU ayIUTOPHUH;

* [IpeAOCTaBJICHUE HEOOXOAMMOM  HMH(OpPMALMM, JAOCTATOYHOU IS
BOCITPUSITUS PE3YJIBTATOB MPOJIETAHHON padOThHI O€3 MOSACHEHMI;

* [peJoCTaBiIeHUE HHPOPMALMK B MAKCUMAJIbHO KOM(QOPTHOM BHUJIE;

* aKIIEHTUPOBAHUE BHUMAaHUSI Ha HauOoJee CYIIIECTBEHHBIX
UH(GOPMAITMOHHBIX pa3jieliax.

CxeMma npe3eHTaANNH:

1. TUTYNBHBIN CIIAN

2. BBenenue (comepxaHue)

3. OcHOBHas 4acTh

4. 3aKIII0YeHUE

5. CIMCOK MCTIOJIb30BAaHHBIX HICTOYHHKOB

TpedoBanus Kk 0poOpMIICHHUIO CJIANTOB:

CpenHuii pacuer BpeMEHHM, HEOOXOAMMOTO Ha TIPE3CHTAIUI0 BEICTCS
UCXOIs M3 KoyimdecTBa ciaiioB. OOBIYHO HAa OOMH ciaiig HeoOXOoauMO He Ooliee
IBYX-TPEX MUHYT.

. HeoOxonumo HCMoIb30BaTh MAaKCUMAaJIbHOE MPOCTPAHCTBO HKpaHA
(crmaiina) - HampuMep, pacTaHyB pUCYHKH. [I0 BO3MOXXHOCTU MCHOJIB3YHTE BEpX-
HUE Y4IUIONIAIU dKpaHa (ciaija), T.K. C TMOCIeAHUX PSAIOB HUKHSS 4acTh dKpaHa
OOBIYHO HE BUIHA.

. JluzaitH 1oJKeH OBITh MPOCTHIM 1 JTJAKOHUYHBIM.

. Kaxxneiii cnaiig 10KeH UMETH 3ar0JI0OBOK.

. Crnaiinpl  MOTyT OBITh MNPOHYMEPOBAaHbI C YyKa3aHUEM OOIIETo
KOJINYECTBA CJIANA0B B MIPE3CHTAIUU.

. 3aBeplaTh NPE3CHTALUIO CIEAYET KPAaTKUM PE3IOME, COJCPIKAILIUM €€

OCHOBHBIC ITOJIOKCHHS, BAX)KHBIC JTAHHBIC, IIPO3BYYaBIIMC B AOKJIAAC, U T. I.

Odopmiienune 3aroJiIOBKOB:
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Hasnadenne 3aronoBka — OJIHO3HAYHOE WH(POPMUPOBAHUE AYTUTOPUH O
corepkaHuu cnaiina. Caenatb 3TO MOXHO, [0 MEHBIIEH Mepe, TpeMsl CIOCO-
Oamu:

O3BYYMB TEMY Claija, JIAKOHUYHO H3JI0KHUB CaMyl 3HAYUMYIO
uHpopManmio craiga Wik copMyJIMpPOBAB OCHOBHOW BOIpoC ciaiiia. B
3aroJIOBKE HYKHO yKa3aTb OCHOBHYIO MBICJb claiiia. M3 ogHOro cnaijga MO>KHO
BBIHECTH MHOTO CMBICJIOB U TE3HUC B 3aroJjOBKE JAENIaeTcs ISl TOro, 4TOOBI CIy-
mIaTeslb MOHSJI, YTO MMEHHO OH JIOJDKEH MOHATh. Bce 3aronoBku JOHKHBI OBITH
BBITIOJIHEHBI B €IMHOM CcTuJIe (I[BET, MpU(T,pa3zMep, HauepTaHue).

. TekcT crmaitma 11 3arojOBKOB JOJKEH OBITh pazmepoM 24 — 36
IyHKTOB.

. Touky B KOHIIE 3ar0JIOBKOB HE CTaBUTh. A MEXKIy MPEITOKCHHUSIMU
CTaBUTb.

. He nucarts JyIMHHBIE 3ar0JIOBKH.

. Crmaiiipl HE MOTYT MMETh OJIMHAKOBBIE 3arojioBkd. Ecim xouercs

Ha3BaTh OJMHAKOBO — JKejareibHo nmucaTh B KoHIe (1), (2), (3) i [Ipomoike-
aue 1, [Ipomomkenue 2.

Br10op mpudros:

I[JBI O(bOpMJIeHI/ISI MNpE3CHTAalun CJICAYCT HCIIOJb30BaThb CTAHIAPTHEIC,
[IMPOKO PACIPOCTPAHEHHBIC TPOIOPIUOHANIBHBIC MWPUQPTHI, Takue Kkak Arial,
Tahoma, Verdana, Times New Roman, Georgia u ap.

Kpome TOro, OOJBIIMHCTBO JU3allHEPCKUX MIPUPTOB, HCIOJIB3YEMBIX
O0ObIYHO JUTsi HAaOOpa KPYITHBIX 3arojOBKOB B IMEUYATHBIX W3JaHUSIX, O0GOPMIICHUS
(GUpPMEHHOTO CTWUJS, YNAKOBOK M T. Md., B paMKax TPE3CHTAlMU CMOTPSTCS
CIIMIITKOM OpOCKO, OTBJICKAIOT BHUMAHHUE OT €€ COJIECp)KaHUs, a MOpPOl U MPOCTO
BBI3BIBAIOT pa3/ipakeHUE ayTUTOPHUH.

B opHOl mpe3eHTammM OMYyCKaeTCs WCIONb30BaTh HEe Ooinee 2 — 3
Pa3IUYHBIX MIPUQPTOB, XOTS B OOJBIIMHCTBE CIydaeB BIIOJIHE JOCTATOYHO U
onHoro. Paszmep mpudTa ans nadopmarmontoro texcra 18 — 22 mynkra.

HBeTOBaﬂ raMmma, TEKCToB0O€¢ HaAIIOJIHCHHUC:

JIist mpe3eHTauy “3HA4YaIbHO HEOOXOIUMO MOo00paTh IIBETOBYIO TaMMYy:
OOBIYHO 3TO TPU—IIATh IBETOB, CPEIU KOTOPHIX €CTh KaK TeIUIble, TaK H
xoJiomHble. OYeBUAHO, JTFOOOW M3 ATHX I[BETOB JOJDKEH OTIMYHO YUTAThCSA Ha
BBEIOpaHHOM paHee (hoHe; MaseiIee o03pEHUE Ha TO, UTO 1BET MIpUdTa XOTS ObI
HEMHOTO CITUBaeTCs ¢ (POHOM — M YTO-TO OJTHO M3 3TOTO TOJJICKHUT HEMEIJICHHON
3aMEHE: HE BBIHY)KJIAWTE TEX, JUIsl KOTO JIeiacTCs MPE3CHTAIHsI, TIOPTUTh 3PCHHUE.
Ha3zHaumB Ka)XqoMy M3 TEKCTOBBIX 3JIEMEHTOB CBOHM I[BET, HAlpUMEP: KPYITHBIM
3aroJiIoBKaM — KPAaCHBIM, MEJIKHAM 3a- TOJIOBKAM — 3€JICHBIN, MOJPUCYHOYHBIM



MOJIUCSIM — OpPAHXEBBIM M T. 1., HY’)KHO CJIeIOBaTh TaKOMW CXE€ME€ Ha BCEX
clanaax.

Hu B KOEM cilydae HE CTOUT CTApaThCsi PA3MECTUTh HA OJHOM CJAWJIE KaK
MOXHO OoJibIlle TeKCTa. Tak Kak MEIKHUI TEKCT MJI0X0 BOCHPUHUMAETCS.

Hcnoan3oBanue PUCYHKOB, Inarpamm, Cxem:

OO0s13aTeNIbHO  WIUTIOCTPUPYHTE MPE3CHTALMIO PUCYHKamH, (oTorpadusmu,
HarJSIIHBIMU CXeMaMu, TpapuKaMH B TuarpaMMmaMu. SIpKkue KapTUHKU MPHUBIIEKAIOT
BHUMaHUE Kyna d(hdekTuBHee, YeM CIUIOIIHOW TeKCT wiu. M300paxeHuio Bceraa
clieflyeT NpuaaBaThb Kak MOXHO OONBIIMKA pa3- Mep; €ClId 3TO BO3MOXKHO,
WLTIOCTPAIMK CTOUT PACIPENEIUTh M0 HECKOJBKUM CllaiiiaM, HeXKeNNHu pa3MelaTh
UX Ha OJIHOM HO B YMEHbLIEHHOM BHj€. [loanucu BrnosHe 10MyCTUMO pacroiaraTh
HE HaJ M HE MojA Hu300pakeHueM, a CcOOKy, €CIM OHO, HampuMmep, HMeEeT
BEPTUKAIBbHYIO OpueHTanmio. He crmemyer meperpyxkarth cnaiig rpaduyecKuMu
oOBEKTaMU.
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Ipuioxenue 3
NuauBuayajbHble 3a1aHus

PABOTA No 1.

TecToBbIE MCHBITAHUA MPOrPAMMHBIX CPEACTB 3aIIUTHI. VHAMBUIYaTbHbBIE
3a/1a4u:

1.Mexanu3m uneHTU(UKALINY U ayTeHTU(PUKAUU CyOBEKTOB IOCTYTIA;

2.MexaHu3M KOHTpPOJISI JOCTyna CyOBEKTOB K UH(MOPMAIMOHHBIM
pecypcam;

3.MexaHu3M perucTpaiuu yuera coObITUH.

PABOTA No 2.

TecToBBIE MCHIBITAHNS NPOrPAMMHBIX CPEACTB 3alMThL. MHIMBHyanbHBIE
3amaun: 1 .MexaHu3M OYMCTKU NaMSATH;

2.MexaHu3m oOecriedeHHs] LEJIOCTHOCTH; 3.MexaHu3M yIpaBieHUs
MOTOKaMU HH(POPMALIHH.

PABOTA No 3. TectoBble  HCHBITAHHUS TPOTPAMMHBIX
CPENCTB 3aIUTHI.

NunuBruayanbHbIE 3a/1a41:

1. Mexanusm  obecrieueHus  Oe3zomacHOCTH — WHGOpPMAIMU  TIPU
B3aMMOJICUCTBUM CETSM M OOIIEromnoib30BaHUS;

2. Mexanusm  mmdppoBaHUs (nmpeobpazoBaHus) uHbopMaImy,
3.MexaHu3M KOHTPOJIS M ayAuTa 0€30MacHOCTH.

PABOTA No 4. TecTtoBble  HUCIBITAHUS TPOTPAMMHBIX
CPEICTB 3aIUTHI.

NuauBruayanbHbIE 3a/1a4:

1. MexaHu3M  apxXuUBUpPOBaHUS W AYOIMPOBAHUS  KPUTHYHOMN
uH(popmanuu;

2. Mexanusm ¢opmupoBaHusa U npoBepku noymmHHoctyu DI (mpu ux
UCIIOJIb30BaHUN ); 3.MexaHu3M BOCCTAHOBJICHHUS CPEACTB 3aIUThl HHPOPMALIUU.

PABOTA No 5.
TecToBbIe HCTIBITAHUS MPOTPAMMHBIX CPEACTB 3aIMUTHL. MHAMBUIyaIbHBIC
3a7Ja4u;

1. MexaHn3M CUTHAIU3ALUHU TONBITOK HAPYLIEHUS 3a1UTHI;

2. MexaHnn3m 0OHapyKEHHS «3TOHAMEPEHHOTO KOIa»;

3. MexaHu3m aHTUBUPYCHOW 3aLUTHL;

4. MexanusM ympaieHusi ceptuduxkatamu (mpu ucnosibzoBanuu PKI

CUCTEMBI).



PABOTA No 6. 3amura ot yreuek mno kanany I[IOMHWH, no

aKyCTUYECKOM Y M BUOPOAKYCTUYECKOMY KaHaJaM.

NunuBuyanbHble 3a1a41:

1. W3mepenne IIDMU pabouux cranmuii (APM) mnonws3oBarenei,
CEpPBEPOB, YCTPOWCTB BBIBOJAA (BBOJMA) HWHGOPMAINK, KOMMYHHKAIMOHHOTO
000py0BaHUS 1 KaOEIbHBIX COCTUHCHUIA;

2.  W3mepenue HaBOJOK UH(OPMAITMOHHBIX CUTHAJIOB Ha
BCIIOMOTATEJIbHBIE CPEJCTBA, HMMEIONINE BBIXOJ 3a TPENeibl KOHTPOJIUPYEMOI
30HBI;

3.  V3Mepenue HaBOJOK WH(POPMAIMOHHBIX CUTHAJIOB Ha KaOeIpbHOE U
KOMMYHUKAIITMOHHOE 000pYJ0OBaHHUE.

PABOTA No 7. 3ammra ot yredek mno kanany I[IOMUH, no
aKyCTUYECKOMY M BHOpPOAKyCTHUYECKOMY KaHajaM.
NHnuBuayanbHbIC 3a0a4H:

1. N3mepenne 3ByKOM30JISIUH BBIIETIEHHBIX [IOMEILIEHU;
2. N3mepenue BUOPOU30ISAIMH BbIICIEHHBIX TOMEILIEHUH;
3. N3mepenne AIEKTPOAKYCTHUECKUX npeoOpa3zoBaHUi

BCIIOMOTaTEJIbHBIX TEXHUYECKUX CPEJICTB;

PABOTA No 8. AHanu3 ceTeBOil TOMOJIOTUU YCTAHOBJICHHBIX CEPBHCOB.
NuauBuayanbHble 3a1a4u:

1.Onpenenenune ceTeBOM TOMOJIOTUN CUCTEMBI,

2.0npeneneHue BHYTPEHHEN JOMEHHOM CTPYKTYPBI CETH.

PABOTA No 9.

AHaJIN3 CETEBOM TOIOJOTUH YCTAaHOBIICHHBIX CEPBHUCOB. MIHAMBUIyaIbHbIE
3a7a4u:

1.0Onpenenenue nHGopMaIUK 0 KOHMOUTYPAITUUA TOTIOJIOTHH CUCTEMBI;

2. Onpenenenue TeKylEd JIOTMYECKOW CTPYKTYpPbl KOPHOPATUBHOM
CETH.

PABOTA No 10. CereBoe ckanupoBanue. nauBuayaabHble 3a0a4u:
1.CxanupoBanue TCP-nopToB pyHkmen connect;

2.CkanupoBanue ¢ ucnojibzoBanuem [CMP echo-nakeTos;
3.SYN-ckanupoBanue TCP-niopTos.

PABOTA No 11. CereBoe ckanupoBanue. MuauBuiyaibHbIe 3a/1a4u:
1.  FIN-cxkanupoBanue TCP -noprtos;

2.  CkaHMpOBaHUE C UCIOJIb30BaHUEM (hparMeHTaINH;

3.  O6patnoe IDENT-ckanupoBaHue.

PABOTA No 12. CereBoe ckannpoBanue. MTHauBHu1yanbHbIE 33/1a4u:
1.FTP bounce-ckanupoBanue;
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2.UPD-ckanupoBaHnue;
3.0mnpenenenne cnucka OTKPBITHIX U 3aKPBITHIX MIOPTOB.

PABOTA No 13. CereBoe ckanupoBanue. uauBu1yaabHbIe 3a/1a49u:

1.Onpenenenue CIIHCKa MMEIOIITHNXCS CpEICTB MEKCETEBOTO
SKPAHUPOBAHUS;

2.0npepaeneHue NpU3HAKOB pabOTHI CEPBUCOB MO HECTAHAAPTHBIM MOPTaM;

3.0npenenieHre TUIIOB UCTIONB3YEMbIX ONIEPAIMOHHBIX CUCTEM.

PABOTA No 14. Ananus Tpapuka cOOp KpHUTHYHOMN

uH(opMaIuu mporpaMMaMyd  TACCHUBHOTO aHAJIM3A.

NuauBruayanbHbIE 3a1a41:

1. [Tonyyenue undopmanuu 00 MCIONIB3YEMBbIX ayTEHTU(UKAITMOHHBIX
IPOTOKOJIAX, MPOLIEYypax IOCTYTIA;

2. OO6napyxeHue B OTKPBITOM Tpaduke NepeaaBaeMbIX

PETUCTPAlIMOHHBIX HMCH,

3.  Unpentuduxaropsl U Hapoiad  IOJIb30BATENCH,  OINpeaescHue
TEKCTOBBIX MapoJeil, Mapoiau Ha TOCTYI BYJAJICHHBIE CUCTEMBI;
4. [IpoBepka maposiell, HCIOIB3YEMBIX TMpPU  AyTEHTU(UKAUU

ciry:)xoamu SMB, POP3, IMAP, Telnet,HTTP, FTP.

PABOTA No 15. Ananu3 tpaduka u cOOp KpPUTHYHOM HHPOpMaLUU
nporpaMMaMy IAacCUBHOIO aHAJIM3A.

NuauBruayanbHbIE 3a/1a4:

1. OmnpeneneHrue MOYTOBBIX SIIIUKOB Ha OOIIEIOCTYNMHBIX IMOYTOBBIX

cepBepax;
2.  Ananu3 TOYTOBOTO Tpauka HA TIPEIMET BBISBICHUS IIHCEM,
OTBEYAIONINX OMPEIeTICHHBIMIIPU3HAKAM;
3. JlmarHoctuka mpoOjem npu ceTeBoM 0OMEHE XOCTOB.

PABOTA No 16. Ananu3 tpaduka u cOOp KpPUTHYHOW HHPOpMALIUU
nporpaMMamMu IacCCHBHOTO aHaJM3a.

NuauBruayanbHbIE 3a/1a4:

1.IlpoBepouHas pacchlUiKa JJEKTPOHHOM TMOYTHI CO  CIY>KEOHBIMU
3aroJ0BKaMu;

2.0Onpenenenue cBocTB peanu3amuu crexka TCP;

3. Onpenenenrie MapiIpyTOB XOXKIESHUSI TAKETOB;

4. TectupoBaHuel PaBUWIBHOCTH HACTPOEK CUCTEM KOHTPOJIS TpaduKa.

PABOTA No 17. O6napy>xeHue ysi3BUMOCTEH 110 CUTHATYPaM.
WuauBuayaibHble 3a1a4u:
1.  Omnpenenenue cimadbix MecT B 3ammte cepBucos: FTP, TFTP, SSH,

Finger, HTTP, IMAPSMTP, NetBIOS/SMB, RPC,;
2.  BoiiBienue ciabbix MeCT ceTeBbIX HH(POpMaAIMOHHBIX Cityxk0 (NIS);



3.  IIpomepka Ha Bo3MOxHOCTH |P-criydunra;
4.  IlpoBepka mapuipytusanuu u3 uctounuka rlogin, rsh u telnet.

PABOTA No 18. O0Hapy:xeHHe ysI3BUMOCTEH 10 CUTHATYPaM.
WuuBryanbHble 3a0a41:

1.ITpoBepka IP-niepeanpecaruu (forwarding);

2.IIpoBepka ceTeBBIX MAaCOK M BPeMEHHBIX METOK (timestamp) ICMP;

3.ITposepka nnkancymsiuu naketa MBONE;
4 ITposepka unkancynsiuuu APPLETALK IP, IPX, X.25, FR.

PABOTA No 19. O6napy:xeHue ysi3BUMOCTEH 110 CUTHATYypam.
NupauBruayanbHbIe 3a0a4U:

1.ITpoBepka pe3epBHUPOBAHHBIX PA3PSIOB U MAPUTET-IPOTOKOIIOB;
2.IIpoBepka crienuaaTu3upoOBaHHbIX (PUIBTPOB;

3. IIpoBepka pumbTpoB ¢ BO3MOKHOCTHIO HyJeBo# anuubl TCP u IP;
4.  TlpoBepka Ha nepeaady cBepX HOPMAaTUBHBIX MAKETOB.

PABOTA No 20. O0Hapy:xeHue ysI3BUMOCTEH 10 CUTHATypam
NupuBruayanbHbIE 33/1a4H:
1.ITposepkaonimii post-EOL qiaTCPu IP;

2. [MpoBepka Hamuuus B \Web-cepBrcax ys3BUMBIX CIleHapHeB, Ha 0ase
BasicScript, JavaScript,Perl u ActiveXo;
3. [IpoBepka mporpaMMHOTO OOECIIEUEHUS] Ha 3aKpbITHE BCEX

M3BECTHBIX YSI3BUMOCTEN JTaHHOMIIAT(HOPMBI.



17

KonTposbHbIe BONPOCHI 1J151 CAMOKOHTPOJIA

Tema 1. IIpo6s1eMbl HHPOPMALMOHHON 0€30IIACHOCTH CETEi.

1. Knaccudukanus yrpo3 uHGOPMaIMOHHON 0e30macHOCTH
aBTOMATHU3UPOBAHHBIX CHCTEM.
2. Ha3nauenne ©  CTpyKTypa CT€Ka HIPOTOKOJOB TCP/IP.

Xapakrepuctuka mportokona TCP/IP ¢ Touku 3penus uHbOpMALUMOHHON
0€30MMacHOCTH.

2. OCHOBHBIE IIETTM W XapaKTEPHBIE OCOOCHHOCTH CETEBHIX aTak. Buabl
CeTeBBIX aTak: mojacayuBanue (Sniffing), moamena goseperHoro cyonekra (IP —
spoofing), mocpenuuvyecTBO B 0OMeHe HezalmmdpoBaHHbIME Kiarouamu (Man-in-
the-Middle).

4, OcCHOBHBIE 11€JIM U XapaKTepHble 0COOCHHOCTH CETEBBIX aTak. Bubl
CeTEeBBIX aTak: mepexBaT ceaHca (Sessionhijacking), orkaz B 0OcCIyXMBaHUU
(DenialofService, DoS), naponbHas ataka mosiHoro nepedopa (bruteforceattack).

5. OCHOBHBIC IIETTM U XapaKTepHbIC OCOOCHHOCTH CETEBBIX aTaK. BHIbI
CETEBBIX aTakK: yrajJblBaHWE KII0Ya, aTakKl Ha YPOBHE MPUIIOKCHUM, CETeBas
pa3Beqka, 370ynoTpeOIeHe JTOBEpUEM.

6. OCHOBHBIE XapaKTEPUCTUKH ClIaMa U METO/Ibl OOPBOBI C HUM.

7. Bunapl uMHTEpHET- MOIIEHHUYECTBA: PUIIUHT W (APMHUHT U METOJbI
OOpbObI C HUMH.

8.  YTrpo3sl u yA3BUMOCTH MTPOBOAHBIX KOPIOPATUBHBIX CETEH.

Q. Oco0eHHOCTH TOCTPOEHUSI M aKTYalbHOCTh 3aIIUTHI OE€CIPOBOAHBIX

cetedl. Bumbl ceTeBbIX arak: BemaHue paauomasika, obnapyxkenne WLAN,
HOJICITYIIMBaHUE, JOXKHbIE TOUYKU JOCTYTA B CETh.

10. OcobGeHHOCTH TOCTPOEHUS M aKTYyaJIbHOCTh 3aIIUTHI OECIPOBOJIHBIX
ceteil. Bunapl ceTeBbIX aTak: OTKa3 B OOCIY)KMBaHMM, aTakd TUIA * YEJIOBEK B
cepeaune”, ataka noaMeHsl ARP-3anmcelt, aHoHUMHBIN J0CcTyn B MIHTEepHeT.

11.  Cmoco6sl obecrnieyeHus MH(pOpPMAITMOHHOM 0e30MmacHOCTH
KOMIIBIOTEPHBIX ceTel. @parMeHTapHbIM U KOMIUIEKCHBIN TTOAXOBI.

12.  TIlytm pemenus mpoOGiem 3amuThl nHGopMammu B cetu WHTEpHET.
Nudopmanmonnas 6e301acHOCTb 3JIEKTPOHHOIO OM3HEcA.

Tema 2. [losiuTHKAa 0€30MACHOCTH.

13.OcHOBHBIE TIOHATHS TOJUTUKH Oe3omacHocTH. BepxHuid, cpemaHuii u
HIDKHUW YPOBHU TTOJIUTUKHU O€30MMACHOCTH.

14. CtpykTypa TOJMTUKH O€30MaCHOCTA OpTaHU3AIlIH. basoBas 151
CIEHUAIU3UPOBAHHBIE MOJUTUKH 0€30MacHOCTH. [Tpoueaypol
0€301MacHOCTH.



15.0OcHoBHBIE ATanbl pa3pabOTKH MOJIUTHKUA 0€30IMaCHOCTH.

Tema 3. TexHosioruu ayreHTUPUKALMHA.

16. AyreHTH(UKaNMA, aBTOpU3ALUS U AJAMUHUCTPUPOBAHHE ACUCTBUIL
MOJTh30BaTeNe. AyTeHTH(HUKAIUS HA OCHOBE TapOJICH.

17.  Ayrentuduxarus Ha ocHoBe PIN-koza.

18.  Crporas ayrentudukanus. [Ipamepsl NpoTOKOIOB ayTeHTU(UKALINH.

19.  buometpuueckas ayTeHTHU(UKALKS OJI30BATENs.

20.  DneKTpOoHHBIE CUCTEMBI HACHTU(UKALINA U ayTCHTHU(PHUKAIUH.

21. KomOuWHUpPOBaHHBIE CUCTEMbI HACHTU(PHUKAIIUN U ayTEHTU(UKAIINH.

Tema 4. TexHosiorum MexKceTeBbIX IKPAHOB.

22. OcHoBHBIC (DYHKIIUH U JIOTIOJHUTEIbHBIE BO3MOKHOCTH MEKCETEBBIX
skpanoB. [Tonutrka pabotser MD.

23. OcobenHoCTH (DYHKIIMOHUPOBAHMS MEKCETEBBIX SKPAHOB Ha YPOBHIX
mozaenu OSI. Bapuantsl ucnomaenus MO.

24.  OCHOBHBIC CXEMBI TTOAKITIOYEHUS MEKCETEBBIX SKPAHOB.

Tema 5. TexHoJiorum 3aIUTHI OT BUPYCOB.

25. IlonsTre koMnbplOTEpHOTO BUpyca. Kiaccudukanus BUpYCOB.

26. Crneuuanu3upoBaHHbIE YTWINTHI 11 O0pbObl ¢ BpenoHocHbM [10O:
AHTUIIINOHBI, aHTUPYTKUATHI U AHTUKEUIIOTTEPBHI.

27. TpositHCKME TporpaMMbl. Bubl TPOSTHCKUX MPOrpamM.

28. KomnbroTepHsbie yepBHU. Bubl KOMIIBIOTEPHBIX YEPBEU.

29. Meroasl OopbObI C BUpycamH: OOHapy>K€HHE, OCHOBAaHHOE Ha
CUTHaTypax, OOHapyKEHUE MpOorpamMM IOAO3PUTEIBHOIO TIOBEIEHUS, METOJ
“Oemnoro crucka”

30. Mertoasl 60ppOBI C BUpycaMH: OOHAPYKEHHE BHPYCOB MPU MOMOLIU
AMYJIALMK PadOThl MPOTPAMMBbI, 3BPUCTUYECKUNA aHAIN3, METOJ PE3UACHTHBIX
MOHUTOPOB.

31. AntuBupycHble mporpammel: yrriuta Dr. WebCurelt, nporpamma Dr.
Web., antuBupyc AviraAntiVirPersonal, antusupyc Avast! HomeEdition.

32. TlomynsipHble MaKeThl AHTUBUPYCHOM 3allIUTHI: MAKEThl KOMIIAHUU
ESET(ESETNOD32  Antivirus, ESETNOD32  SmartSecurity),  makeTsl
“JIabopaTtopuu Kacnepckoro” (AnTUBUpYC Kacnepckoro,
KasperskylnternetSecurity, KasperskyMobileSecurity).
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Tema 6. TexHosorum aHaau3a 3alNMIIEHHOCTH MW OOHAPYKEHMSI
ceTeBbIX aTak.

33 . KoHuenuus aianTUBHOTO yIpaBieHUs 0€30MacHOCTHIO.

34. CpenctBa aHayiM3a 3alUIICHHOCTU U 001IMe TpeOOBaHUS K HUM.

35. Kiaccudukanus cucreM oOHapykeHus arak. KOMIOHEHTH U
aApPXUTEKTypa CUCTEMBI OOHAPYKEHUS aTaK.

36. O030p COBpEMEHHBIX CPEJICTB OOHApyx)eHus atak. [[poayKTeIKoMIaHUN
Internet Security Systems. ITpoayktsl kommanuu CiscoSystems.

Tema 7. TpeGoBaHus K cucTeMaM 321U ThHI HHGoOpManum.

37. IlokasaTenu 3alIUIIEHHOCTH CPEACTB BBIYMCIUTEIBHONM TEXHUKHA OT
HECAaHKIIMOHUPOBAaHHOrO jAoctyna. llokazarenn 3alMIIEHHOCTH MEXCETEBBIX
DKPaHOB.

38. Kitaccrel 3a1MIIIEHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

39.0cHoBHBIE TpeOOBaHMS W PEKOMEHJAIMK MO 3aumTe uHpopMmaiuu,
COCTaBJISIIOLICH CIIy’)KEOHYIO MJIM KOMMEPUECKYIO TallHy, a TakKe MEepPCOHAIbHbIX
JTaHHBIX. 3ammTa KoHpuaeHuanbHon nHbopmanuu B AC 1 Ha paboynx Mecrax
nonb3oBatenent 11K.

40.TpebGoBanus K 3amutre WHOOPMALMK B JIOKAJIBHBIX BBIYMCIUTEIBHBIX
CEeTAX U MPHU MEXKCETEBOM B3auMojecTBUU. TpeboBaHus K 3amuTe MHPOPMALMH
IpHU paboTe C CUCTEMaMHM yIIpaBJiIeHHUs 0a3aMu JaHHBIX.

41.TpebGoBanus K 3amuTe UHPOPMAITUU TIPU B3aUMOJICUCTBUU AOOHEHTOB C
CeTSIMHU OOILETO MOJIb30BAHUS.

Tema 8. Aynut 0e30nmacHOCTH HHPOPMAITMOHHBIX CHCTEM.

42. Tlonstue ayaurta 6€30MacHOCTH MH(GOPMAIIMOHHBIX CHCTEM U IEJIH €T0
npoBeaeHus. CTaHIapThl, UCIOIb3yEMbIE IPH MPOBEICHUN ayJIUTA.

43. OcHOBHBIE ~ JTambl  TPOBEACHHS  ayauTa  O€30MaCHOCTH
UH(OPMAITMOHHBIX CUCTEM .

44. AHanv3 pUCKOB U YyNpPaBJIEHUE PUCKAMU. MeToabl OLIEHKH PUCKOB U
YPOBHS 3aIIUTHI UHHOPMAIIMOHHBIX CUCTEM.

45. O0630p mporpaMMHBIX MPOAYKTOB JJIsl aHAJIM3a U YIIPABJICHUS PUCKAMU:
GRAMM, RiskWath, COBRA, I1O komnanuu MethodWare, T10 “Aan I'apa”.

Tema 9. Pazpa6oTka u 3ammra \Web — caiiTos.

46. 3amuTta MHQOpMALMU caiiTa OT HECAHKUMOHUPOBAHHOIO AOCTyMHa C
MOMOIIBIO AyTEHTU(UKAIUY.

47. 3amuyTa KOHTEHTA caliTa OT HECAHKIIMOHUPOBAHHOTO KOMTUPOBAHUS.

48. Metobl 3amuThl caiita ot DDOS — araxk.
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