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SaHaHne AJIA IMIPOBEACHUE TEKYIIECI0O KOHTPOJIA YCIIEBAEMOCTH

IOro-3anaaublii rocy1apcTBeHHBIN YHHBEPCUTET
Kadenpa nadopmarmonHoit 6e30macHOCTH
Bonpocs a5 codecenoBanmsi

no pucruminie «OCHOBBI HH()OPMALIMOHHON O€30ITaCHOCTI

(HauMEHOBAaHUE TUCIUILIHHBI)

Tema Nel «ba3zoBbie TOHATHA

I.

8.
9.

Kakoit cmpicn Hecér B cebe cloBocoueTaHue «HH(POPMAIMOHHAS
6e30macHOCTb» ?

Yro Takoe uHpopmalmonHast 0€30MacHOCTb?

. Yro Takoe 3amura uHbOpMaIun?

Kaxkoit cMbIcT oTpakaeT B ce0Oe MOHATHE — yrpo3bl MHOOPMAIMOHHOU
0e3omacHoCTH?

Ot uvero 3aBucHUT UH(POPMAITMOHHAST OE30TTACHOCTH?

Uro Takoe ymepd W B KaKOM 3HAYCHHH 3TO CIIOBO YIOTpeOseTcs B
ompeesIeHnH NHOOPMAIIMOHHONW 0€30macHOCTH?

KommproTepHass 0e30macHOCTh, 3TO HH(POpMAIMOHHAs O€30MacHOCTH?
OTBeT 00BACHUTE

Uto Takoe N10CTYMHOCTh?

YT0 Takoe 1EJIOCTHOCTE?

10.YT0 Takoe KOHPHUAECHIHATBHOCTh?

11.Ha xakwue ABa HAIIPABJICHUA MOKHO PA3JCIINTDL ITIOHATHUC HGJIOCTHOCTI/I?

12.0 uyem roBoputbcsi B JlokTpuHE HH(POPMALMOHHON 0€30MaCHOCTH

Poccuiickoit henepanym?

13.Yto u3 cebs npencrapiseT xu3HeHHbIN 1uki MC?

Tema No2 «Kondunenmuansaocts. Kitaccuduxaius yrpos»

l.

Uro Takoe yrposa?



2. Kak Ha3pIBalOT JIOAEW, NPEANPUHUMAIOIMIMX NONBITKM peanu3aluu
yIrpo3bi?

3. Kakoil npoMeXyTOK BpEMEHN Ha3bIBAIOT OKHOM OMACHOCTH?

4. Tlo kakuM KpUTEPHUSM ITPOU3BOAUTCS KiIacCUPUKAIIS YTPO3?

5. MOXHO 1M HCIOJIb30BAaTh HECKOJIBKO KPUTEPUEB MJIs KiIacCU(PUKAIUU
oIHOU yrpo3sl? OTBET 0OBSICHUTE

6. Ilepeuncinre OCHOBHbIE HCTOYHUKN BHYTPEHHUX OTKAa30B.

7. llpuBegure npumep yrpossl JOCTYITHOCTH.

8. SBnsercs nu yaajaeHHOE OTpeOIeHHE pecypcoB yrpo30ou?

9. UYrto noHumaetcs 1oja KoH(QUACHIMAIbHON nHpopmannen?

10.Yto Takoe Bupyc?

11.Yto Takoe uepBh?

12.Ilepeuncnure OCHOBHBIE YIPO3bI LETOCTHOCTH

13.Tlepeuncnure OCHOBHBIE YTPO3bl KOH(PHICHIIMATIBHOCTH

14.Kakoe Ha3HaueHHUE HMEET IEpeuYeHb KOH(PHUIECHIUANbHBIX CBEIECHUN
IpeANpUATUSA?

15.Kakue  yrpo3bl  HaHOCAT  HambOonpImIMil  ymepd  cyOBeKkTam

UH(GOPMAIIMOHHBIX OTHOIICHUA?

Tema Ne3 «¥Yrpo3sl Ub. Knaccel Hapymuteneid. OnieHka pucka

1. Onpenenure mnepedeHb OCHOBHBIX yrpo3 it AC, cocrosmen u3
aBTOHOMHO paboTaromiero KoMIbloTepa 03 BhIXOJAAa B CETh,
pacnoioKeHHOM B OJJHOM U3 J1a0OpaTOpHUil YHUBEPCUTETA.

2. TlocTpoiite HepopMaIbHYIO MOJEIb HApyIIUTENAs [ ydeOHOU
KOMITBIOTEPHOM J1a00paTOpHH.

3. BriBenute opmyiy nis pacuera NpOYHOCTH TPEXYPOBHEBOM 3alIUTHOU
000JIOUKHU.

4. OxapakTepusylTe 3al[UTHbIE OOOJOYKM U TIEPEUeHb IMperpaj,
MpUMEHsIEMbIE B yUeOHOU KOMIIBIOTEPHOM J1a0OpaTOpUH.

5. Kakum 06pazom KiraccupuIUpyrOTCs KaHaIbl yTEUKU HHGOpMAITIH?



6.

7.

Kakue ocHOBHBIE MCTO/IbI KOHTPOJIA JOCTYyIIa UCITOJIb3YIOTCA B U3BECTHBIX
BaM I/IH(i)OpMaHI/IOHHbIX cucrtemax? B uem ux JOCTOMHCTBA U HCI[OCTE[TKI/I?

UTo Takoe CKpBIThIE KaHAJIbl yTEUKH MHPOPMALIUU U KaK UX OOHAPYKUTh?

Tema Ned «IlepconanbHblie TaHHbIE. 3alUTa aBTOPCKUX MPaB»

I.

Uto Takoe nepcoHaNbHbIE TAHHBIE?

. Urto u3 cebs mpeacTaBIsIOT aBTOPCKUE TpaBa?
. Uro Takoe 00paboTKa nepcoHaNbHBIX JAHHBIX?

2
3
4.
5
6

Yro BKiIIO4aeT B ce0s 00paboTKa NEPCOHAIBHBIX JaHHBIX ?
Ilepeuncnure OCHOBHBIE IPUHIUIBI 0OPAOOTKH NEPCOHATBHBIX JAaHHBIX
Kakas rmaBa I'paxkmaHckoro  Kojekca  ONHMCHIBAET  OCHOBHBIE

COCTAaBJIAIOMIKEC TAKOI'O ITOHATHA KaK aBTOPCKOC IIPpaBO

Tema Ne5 «BpisiBneHne KoHTpaakTHON POy KLU

I.
2.

UYro Takoe koHTpadaKkTHAS] MPOTYKITHS?

[Tepeuniciure  ONTUMaNbHBIE  METOABI  KOHTPOJSI W 3aIUTHI
UHGOPMAITMOHHBIX CHCTEM?

Ha ocHOBe Kakux KpHUTEpUEB OIIEHKHM CJeayeT BBIOMpaTh CpelCcTBa
3aIUTHI?

Urto Takoe JIUIEH3UPOBAHUE MPOTPAMMHBIX MPOIYKTOB U JJIA YETO OHO
MPOU3BOAUTCS?

HGpG‘II/ICJ'H/ITe OCHOBHBIC J3TaIlbl JIMOCH3UPOBAHUA

Tema No6 «Kpunrorpadguyeckue METOAbI 3aIIUTHD)

I.
2.

[IpuBenuTe mpuMep cepBUCOB OE30MACHOCTH

UYro Takoe kpunrorpadus?

. Uro BKiIo4aeT B ceOS TMOHATHE Kpunrorpaduyeckas 3alura

uHbopmarumn?
Kaxue Bunbp1 npeodbpazoBanust ”HGOpMAIMK Bl 3HAETE?

[Tepeuncnure OCHOBHBIC CITOCOOBI IPe0Opa3oBaHus HHDOPMAITUN



6. 1lIndpsl KakuX BALOB BaM 3HAKOMBI?

7. Yto u3 cebs MPeCTaBIAOT IOTOKOBBIE MU (MPHL?

8. Urto Takoe ckpeMOIHpoBaHHUE? |

9. UeM OTIMYAIOTCS CUMMETPHYHEIE U ACCUMETPHYHEIE U PPbI?

10.YTo Taxoe KIeTOYHBIM aBTOMAT U KaKoe OTHOIIEHHNE 3TO INOHATHE UMECT K

MHPPOBAHUIO?

Kpurepuu oLeHKH:

- 0 6a/IOB BBICTABISETCA O0YUAIOIIEMYCs, ECJIA CTYyIeHT HE MOXKET OTBETHTh
Ha IIOCTaBIICHHBIE BOIIPOCHI.

- 2 faJuIa BEICTABISETCS 00YJarOIIeMyCs, €CIIH OIS IPaBUIBHBIX OTBETOB OT
50% mo 90%.

-4 6ajia BEICTABIAETCS OOyYaroIleMycs, €ClIA JNOJA NPaBUIIbHBIX OTBETOB
6oiee 90%.

CocraBUTENb A.JL. MapyXjeHKO

«”! y» 267 =7A 2021r.




IOro-3anaaHbiii rocy1apcTBeHHbIN YHUBEPCUTET
Kadenpa nndopmanrionHoit 6e30macHOCTH
KoHTpoJsbHbIE BONPOCHI /Il 321U THI
NMPAKTH4YeCKUX padoT

10 AU CHUIIJINHC «OCHOBBI I/IH(l)OpMaIII/IOHHOﬁ 0C30IaCHOCTHY

(HaI/IMeHOBaHI/Ie Z[I/ICIIPIHJ'II/IHI:I)

KoHTposibHbIE BOMPOCHI 1715 3a1UThI MPAKTHUYEeCKO paboThl Nel.

1.
2.

[Tepeurciute OCHOBHBIC 00sI3aHHOCTH aJIMUHUCTpATOPa 0€30MaCHOCTH
Kakne  mnporpamMmHble W anmapaTHble  CPEACTBA  MO3BOJSIOT
UJCHTU(PUIIUPOBATH U OLIEHUBATh BO3MOXKHBIC PUCKHU B CETH?
[Tpoananusupyiite kak GFI LANguard 3ammuiaer npoTuB 4epBei.

IIpu kaxkux oo6ctositenbcTBax GFI LANguard BeiBOA nuanor BO BpeMs
narya.

Brr MoxeTe m3MeHUTH coOOIeHUe, BhIBEJACHHOE Ha 3KpaH, korma GFI

LANguard BeinonHsieT agMuHUCTpaTUBHBIE 3aaaun? Eciu na, To kak?

KoHTposibHbIE BOMPOCHI 715 3a1IUTHI MPAKTHUYECKON padoThl Ne2.

1.

2
3
4.
5
6

Uro u3 cebs mpeacTapisieT noauandaButHoe mudpoBanme?

. Ubu Tpyabl ObLTH B3SITH 32 0cHOBY [lIudpa Bukenepa?

OnuummTe npouecc MUPppoOBaHUSL
OnummTe npouecc AemUPppPOBaHUS
B naHHbBIN MOMEHT, IKU(]p yA3BUM K KpUIITOAHAIU3Y?

Kaxkoii Bknag Buéc ['unbept BepHnam o otHomieHuo K mudpy?

KoHTposibHBIE BOMPOCHI JIJIS 3a1UTHI MPAKTHUYECKON padoThl Ne3.

1.
2.

Yro Takoe ckpeMOIupoBanue?
Kakum TpeOoBaHUSAM JOJKEH YJOBIETBOPSTH JABOWYHBIA CHUTHAJ IS
CUHXPOHHOW nepenadn?

HazoBute oauH u3 crmoco0oB 00pabOTKH TBOMYHBIX MTOCHLUTOK



4. B kakux BUJaX CUCTEM MPUMEHSETCS CKpeMOiIrupoBaHue?

5.

[lepeuniciiite OCHOBHBIE TUIIBI CKPEMOJIEPOB U IeCKpPEeMOIIEPOB

KoHTposbHbIE BOMPOCH JIJIS 3aIUTHI MPAKTHYECKON padoThl Ned.

l.

AN

Urto npencrapiser codoit anroputM RSA?
[Touemy mugp RSA HazbiBaeTCst acCUMETPUUHBIM?
ITo xakoii popmyrne mpousBoauTcs mudpoBaHue
ITo xakoii popmyiie mpou3BoAUTCS Aen(ppoBaHue
B uyeM 3akiroyaeTcss KpUNTOCTOMKOCTD aaropuTma?

UYrto u3 cels MpeACTaBISIIOT OTKPBITHIN U 3aKPBITHIN KITI0Y?

KoHTposbHbIE BOMPOCHI JIJIS 3aIUTHI MPAKTHIECKON paboThl Ne5.

l.
2.

YTto Takoe KJIETOUYHBIM aBTOMAT?

B kakux chepax nearenbHOCTH MPUHUMAIOTCS KICTOYHBIE aBTOMATHI?
Kakoe oTHomIeHHME MMEIOT KJIETOYHBIE aBTOMAaThl K HWH(OPMAIIMOHHOM
Oe3omacHoCTH?

Kewm Obuta pazpaborana urpa « Kusupy»?

Kaxkue anroputmsl npuMeHstOTCs B QyHKIUIX ?

KoHTposbHbIE BOMPOCHI JIJIS 3aIUTHI MPAKTHIECKON padoThl Neb.

I.
2.

A

UTto B ceOst BKIIIOYAET MOHATUE 3al[UTa IPOTPAMMHOTO 00ecTiedeHus1?
Kakumu  MHCTpyMEHTaMU  MOJB3YIOTCS — 3JIOYMBIIUICHHUKA IS
UCCJIeI0BaHUs porpamm?

Yro Takoe oTiIaIunK?

Urto Takoe auzaccemoep?

J1st yero ucnonb3yloT mudppoBaHue UCHOTHsAeMOoro (aiina?

Kakue mMeTonpl ucnonb3yroTest Il 0OHApy)EHUST MOIU(DUITMPOBAHHOTO

kona?

Kpurepun ouenku:



- 0 6a/UIOB BHICTaBIIETCS OOYYAIOMIEMYCsl, €CIH CTYNEHT HE BBIIOIHAI
paborty.
- 3 GaJIa BHICTABIISETCS 00yUaiomEeMyCs, €CIU CTYASHT BEITIONHKI PabOTy 1

JIOJIsE IPABUITBHEIX 0TBETOB 0T 50% 110 90%.

- 6 Gasia BEICTABISETCS 00YUarOIIeMyCsl, ECIH CTYIEHT BBITIONHUI PaboTy U

0TI TIPaBUIIBHBIX 0TBeTOB Gonee 90%.

CocTaBUTENb A.JI. MapyXxJIeHKO

« 2y _#bzes? 20211




IOro-3anaaHbiii rocy1apcTBeHHbIN YHUBEPCUTET
Kadenpa nndopmanrionHoit 6e30macHOCTH
IIpuMepbl THMOBBHIX 3aJaHUI 1JISl IPOBEAECHNUS] TPOMEKYTOYHOM
arrTecTaluM 00y4aKOIUXCA
no pucuurinHe «OCHOBBI HH(POPMAITMOHHOM 0€30MTaCHOCTI

(HaI/IMeHOBaHI/Ie Z[I/ICIIPIHJ'II/IHI:I)

3ananns B 3aKpbITOH popme

I. K mpaBoBeiM MeTOmaM, 00ecrneYMBAIOUIMM HH(POPMAITUOHHYIO
0€30MacHOCTb, OTHOCSTCS:
a. PazpaboTka anmapaTHbIX CpeACTB 0OeCreYeHUs! IPABOBBIX JAHHBIX
b. Pa3paboTka u ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX MPABOBBIX CETIX
JKYPHAJIOB yueTa JCUCTBUHI
c. Papaborka u KOHKpeTH3alMsi TMPABOBBIX HOPMATUBHBIX aKTOB
oOecnieueHus 6€30MacCHOCTH
2. OCHOBHBIMM HMCTOYHUKAMHU Yrpo3 UH(OPMAIMOHHOW O€30MacCHOCTH
SBIIAFOTCS] BCE YKA3aHHOE B CIIUCKE:
XHUILIEHUE )KECTKUX TUCKOB, MOJKIOUYEHHUE K CETH, MHCAUIEPCTBO
b. IlepexBar nAaHHBIX, XHILIEHHWE ITaHHBIX, H3MEHEHUE aPXUTEKTYpPHI
CUCTEMBI
c. XWIllEHHE JaHHBIX, MOAKYH CHUCTEMHBIX aJMUHUCTPATOPOB,
HapyLIEHUE perjiameHTa padoTsl
3. Buabl undopmaiimonHoi 6€30nacHOCTH:
a. IlepconanbHasi, KOpriopaTHUBHAs, TOCYAAPCTBEHHAS
b. Kiunenrckas, cepBepHasi, ceTeBas
c. JlokanpHas, rmobanbHas, cMelaHHas
4. Hemn  wmHGOpMAIMOHHOKM  0E30MAaCHOCTH —  CBOEBPEMEHHOC
oOHapyKeHHe, MpeTynpeKIcHuE:
a. HECAaHKIMOHHPOBAHHOI'O JOCTYIIA, BO3JICHCTBUS B CETH

b. wHCaiinepcTBa B OpraHU3aIuu



7.

YpE3BBIYANHBIX CUTYAIUN

OcHoOBHBIC 00BEKTHI HHPOPMAITMOHHOM 0€30TaCHOCTH:
KommnbrotepHbie ceTu, 0a3bl JaHHBIX

NudopmarimoHHsie CHCTEMBI, TICUXOJIOTHYSCKOE COCTOSIHHE
MOJIb30BaTeICH

busnec-opueHTHpOBaHHBIE, KOMMEPYECKHE CUCTEMBI

OCHOBHBIMH pUCKaMH HH(GOPMAITMOHHON OS301TaCHOCTH SIBJISIOTCS:
HckaxxeHue, ymeHblIeHUE 00BbEMa, IEPEKOAUPOBKA HHPOPMALIUU
TexHu4yeckoe BMEIIATEIbCTBO, BBIBEACHUE U3 CTPOsS 00OpYyHOBaHUs
CEeTH

[ToTeps, uckaxxenue, yreuka uHpopmammm

K  ocHOBHbIM  mpuHIMNAM  obecrnedueHus  MHGOPMAIIMOHHON

0€30IaCHOCTH OTHOCHUTCS:

OKOHOMHYECKOH 3PPEKTUBHOCTH CUCTEMBI O€30MTaCHOCTH
MHoromiarGpopMeHHON pean3aii CUCTEMBI

YcueHus 3alMIeHHOCTH BCEX 3BE€HbEB CUCTEMBI

8. OcHOBHBIMH CyOBbEeKTaMU HH(POPMAITMOHHOM O€30TaCHOCTH SIBIISIOTCS
PYKOBOJMTENHU, MEHEIKEPHI, aIMUHUCTPATOPHI KOMIIAHUHN
OpraHsI IpaBa, TocyJapcTBa, On3Heca
ceTeBble 0a3bl JaHHBIX, (haepPBOJLIBI
9. K 0CHOBHBIM (DYHKITUSM CHUCTEMBI OE30ITaCHOCTH MOYKHO OTHECTH BCE
MIEPEUHUCIICHHOE:
VYcraHoBIEeHUE periaMeHTa, ayJUuT CUCTEMbI, BBISIBIIEHUE PUCKOB
YcraHoBKa HOBBIX O(DMCHBIX MPUIIOKEHHUH, CMEHA XOCTHHT-KOMITAaHUH
Buenpenue ayrteHTHUPUKAUM, TPOBEPKHM KOHTAKTHBIX JaHHBIX
0JIb30BaTEIICH
10. IIpunHnumoMm WHGPOPMAIMOHHON O0€30IaCHOCTH SBIICTCS IPHHITUIL
HEJIOMYIICHUS:

a. HeomnpaBaaHHBIX orpaHUYEHUN NPU pabOTE B CETH (CUCTEME)

b. PuckoB 6€3011aCHOCTH CETH, CUCTEMBI



11.

MPUHLIUIT

12.

MPUHLIUIT

13.

MIPUHLIUIT

14.

OTHOCHUTCA:

15.

a.

b.

C.

a.

b.

C.

a.

a.
b.

C.

[Ipe3yMIium CeKpeTHOCTH

HpI/IHI_II/IHOM ITOJINTUKH I/IH(i)OpMaHI/IOHHOﬁ 0C30IaCHOCTH SIBIISICTCS

HeB03MOKHOCTH MUHOBATh 3alIUTHBIE CPEJCTBA CETU (CUCTEMBI)
YcuneHust OCHOBHOT'O 3BE€HA CETH, CUCTEMBI
[TomHOTO OJIOKMPOBAHUS HOCTYIIA IPU PUCK-CUTYAIUIX

[TpuHIIMTIOM MONMUTHKK HH(POPMAIIMOHHON O€30MaCHOCTH SIBIISIETCS

VYcuneHus 3aliUIIEHHOCTH CaMOT0 HE3alUIIEHHOTO 3BEHA CETU
(cucTeMsl)

[lepexona B 6€30macHOE COCTOSTHUE PAOOTHI CETH, CUCTEMBI

[TonHOTO MOCTYyIIA TTOJIB30BATENEH KO BCEM pecypcam CETH, CUCTEMBbI

HpI/IHI_II/IHOM ITOJINTUKH I/IH(i)OpMaHI/IOHHOﬁ 0C30IaCHOCTH SIBIISICTCS

Paznenenus noctryna (oOs3aHHOCTEW, NMPUBUIIETUI) KIMEHTAM CETH
(cucteMsl)

OnHOYpPOBHEBOM 3aILIUTHI CETU, CUCTEMBI

COBMECTUMBIX, OAHOTHUIHBIX NPOTrPAMMHO-TEXHUYECKUX CPEACTB
CETH, CUCTEMBI

K ocHOBHBIM THmam CpCaCTB BOBI[GﬁCTBHSI Ha KOMIIBIOTCPHYIO CCTb

Kommnsrotepusiii 00t

Jlornyeckue 3aKiaaaku («MUHBD)

ABapuifHOE OTKJTFOUCHUE TTUTAHUS

Korma nomyuen cnam no e-mail ¢ mpusiokeHHbIM (paityiom, ciemyer:
[IpounTaTh MpPUIOKEHUE, €CIU OHO HE COAEPKUT HUYETO LIEHHOIO —
YAQIUTh

CoxpanuTh npuiioxeHue B napke «Cnam», BeISICHUTB 3ateM [P-anpec
reHeparopa cnama

VY 1anuTh NUCHMO € MPUIIOKEHUEM, HE PACKpPbIBasi (HE YUTas) €ro



16.

17.

a.
b.

C.

18.

[Mpunuun Kupxroda:

CekpeTHOCTh  KJIIOYa  OmpeeleHa CEeKPETHOCTBI0  OTKPBITOTO
COOOIIIeHHS

CekpeTHOCTh HH(GOPMAIIUK OTIPEIeSIeHa CKOPOCTRIO ITepeIauu TaHHBIX
CeKpeTHOCTh 3aKpBITOTO COOOIIEHHUsT ONPENEISIETCS CEKPETHOCTHIO
KITF04a

OUII — aTo:

DIIeKTPOHHO-IIUPPOBOM MpeodpazoBaTeb

OneKTpOHHO-IM(POBask MOANKCH

DneKTpoHHO-IU(POBOI Mporeccop

Haunbonee pacripocTpaneHsl yrpo3bl HH(POPMAIIMOHHON 6€3011aCHOCTH

KOPIOPATUBHOW CUCTEMBI:

a. Iloxynka HenuuenzuonHoro [1O
b. OmmOKM HKCIUTyaTallii ¥ HEYMBINIJICHHOTO HW3MEHEHHUS pPEeXHMa
pabOThI CHCTEMBI
c. Co3HaTenpbHOTO BHEAPECHUS CETEBBIX BUPYCOB
19. Hawubonee pacnpocTpaneHbl yrpo3bl HHHOPMAIIMOHHON O€30MaCHOCTH
CeTH:
a. PacmpeneneHHbIN TOCTYI KIIMEHT, OTKa3 000PYyT0BaHHUS
b. MopaJlbHBII H3HOC CETH, HHCAUIEPCTBO
c. COoit (oTKa3) 000opyI0BaHMs, HEJETAIbHOE KOMTUPOBAHUE JJAHHBIX
20. Hambonee pacmpocTpaHEHBI Cpe/ICTBa BO3ICUCTBHUS HA CeTh oduca:
a. CnaOw1ii Tpaduk, UHGOPMAITMOHHBIN 0OMaH, BUPYChl B HHTEPHET
b. Bupychel B ceTu, Joruyeckue MHUHBI (3aKiIagku), UHHOPMAIMOHHBIN
nepexBar
c. Komnbrorepubie cOou, U3MEHEHHE aIMUHCTPUPOBAHMS, TOMOJIOTHU
21. VYreukoit wuHbOpMAMU B CUCTEME Ha3bIBACTCS  CUTYyallus,
XapakTepusyemas:
a. Ilorepel naHHBIX B CUCTEME
b. M3menennem GpopMbl HHGOPMAITHH



c. M3MeHeHueM coaeprkanus HHPopManuu
22. CpoiictBamu  uHpOpManuu, Hauboliee  aKTyalbHBIMH  IIPH
obecrnieyeHnr MHPOPMAITMOHHON 0€30MTaCHOCTH SIBJISIFOTCSL:
a. IlemocTHOCTB
b. JlocTynmHOCTH
C. AKTyaJlbHOCTb
23.  Yrposa uHpOpMAIMOHHOMN cUCTEME (KOMIIBIOTEPHOU CETH) — ITO:
a. BeposiTHoe coObITHE
b. JlerepmuHupoBaHHOE (BCETa OMPECICHHOE) COOBITHE
c. CoObITHe, mpoucxosiiee NepUoIuIecKu
24.  HWudopmarus, KOTOpYI cleayeT 3amuiarh (M0 HoOpMaTHUBaM,
MpaBUJIaM CETH, CUCTEMBI) HA3bIBACTCSI:
a. PermamenTupoBaHHOU
b. IIpaBoBoii
c. 3amuiaeMon
25. Pa3HOBUIHOCTAMH yrpo3 0€30MacHOCTH (CETH, CHUCTEMBbI) SIBISIOTCS
BCE MEPEUNCIICHHOE B CITUCKE:
a. [IporpamMmHbIe, TEXHUYECKHE, OPTaHU3AIIMOHHBIE, TEXHOJIOTHYECKUE
b. CepBepHbIe, KIMEHTCKHE, CITyTHUKOBBIC, HA3EMHBIE
c. JIuuHble, KOpHIOpaTUBHBIE, COLIMAIbHBIE, HAIUOHAJIbHbBIC
26. OkoHUYATEIbHO, OTBETCTBECHHOCTH 3a 3aIMIICHHOCTH JAaHHBLIX B
KOMITBIOTEPHOW CETH HECET:
a. Bmanener cetn
b. AamuHUCTpaTop ceTu
c. Ilonp3oBarens cetu
27.  TlonauTuka 6€30MaCHOCTH B CUCTEME (CETH) — 3TO KOMIUIEKC:
a. PykoBoncTB, TpebOoBaHMil oOecrnedeHUs: HEOOXOIUMOr0O YpOBHS
0e30macHOCTH
b. MHCcTpyKIMii, aITOPUTMOB MTOBEICHUS TI0JI30BATENS B CETH

c. Hopwmsl nHpOpMaIImOHHOTO IIpaBa, COOIIOaeMbIC B CETH



28.

HanbGonee BakHBIM IIpru pcain3alu 3alllUTHBIX MCP IOJIMTHUKH

0C301aCHOCTH SIBJISICTCS:

29.

30.

31.

32.

33.

AyuT, aHaIu3 3aTpaT Ha MIPOBECHUE 3aIIUTHBIX MEP

Aynut, aHaau3 0€301acHOCTH

AyauT, aHanu3 ysSa3BUMOCTEH, pUCK-CUTYyallul

[Ton nabOpMaLIMOHHOM 06€30MaCHOCTHIO TOHUMAETCH. ..
3aIUIIEHHOCTh HHPOPMAIIMK U TIOJIEPKUBAIOIEH HHPPACTPYKTYPHI
OT CIIyYaHBIX WM IPEIHAMEPEHHBIX BO3JACUCTBUUA €CTECTBEHHOTO
WM CITy9aifHOTO XapaKTepa, KOTOPhIE MOTYT HAHECTH HETIPUEMIIEMBIT
yiep6 cyObekTam WHGOPMAIIMOHHBIX OTHOIICHHM B TOM YHCIIE
BlIaJieIbllaM U TMOJh30BaTENsIM HH(OpPMAIMU U TOJAJIEPKUBAIOLIEH
uHOPaACTPYKTYpE.

POrpaMMHBIN MPOAYKT U 0a3bl JAHHBIX JOJKHBI OBITH 3aIIUIIEHBI 110
HECKOJBKUM HAMPABICHUSM OT BO3JICHCTBUS

HET PaBWJIHHOTO OTBETA

3amuTa nHGOpPMALIUK — 3TO..

KOMIUJIEKC ~ MEPONpHUATHI,  HAMpaBJICHHBIX Ha  oOecredeHue
nH(pOpMaIIMOHHOM 6€30TTaCHOCTH.

mporecc pa3pabOTKU CTPYKTYypbl 0a3bl JAaHHBIX B COOTBETCTBUHU C
TpeOOBaHUSIMU TIOJIb30BaTENEH

HeOoJIbIIIas MporpaMMa Jijisl BHIMOJHEHUSI ONpeIeICHHON 3a/1aun

Ot yero 3aBucHUT UHGOPMAIMOHHAS 0€301TaCHOCTh?

OT KOMITbIOTEPOB

OT TOJJICPKUBAOIICH HHPPACTPYKTYPHI

oT uH(popManuu

OcHOBHBIE COCTaBJIsOIIKME HH(DOPMAITMOHHON 0€30MTaCHOCTH:
[lexocTHOCTH

JlocToBEpHOCTH

KOH(PUACHIIUATLHOCTD

JlocTynmHOCTB — 3TO. ..



36.

39.

BO3MOXHOCTh 3a IPUEMJIEMOE BpeMsl MOJYyYHUTb TpeOyeMyro
UH(OPMAIIMOHHYIO YCIYTY.

JIOTUYECKas He3aBUCUMOCTh

HET IPABUJIBHOTO OTBETA

[{enocTHOCTH — 3TO..

LEJI0CTHOCTh UH(OpMaLUU

HENPOTUBOPEUUBOCTh HHPOPMALIUU

3alMIIEHHOCTb OT pa3pyLIEHUs

KoHpuneHunanbHOCTh — 3T0..

3alUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYTA K HHPOPMALIUH
OporpaMM M NPOTPAMMHBIX  KOMILIEKCOB,  OOECIEYMBAIOIIHNX
TEXHOJIOTHIO pa3pabOTKH, OTIAJKM W BHEAPEHUS CO3/1aBaeMbIX
IPOrpPaMMHBIX TPOTYKTOB

ONMCaHUE NPOUEAYP

Jliig yero co3narorcs HHPOPMaLMOHHBIE CUCTEMBbI?

MOJIYYEHUS! ONPEICICHHBIX HHPOPMALIMOHHBIX YCIIYT

00paboTku nHbOpMAIIH

BCE OTBETHI MPABUIIbHbBIE

[{es10CTHOCTH MOKHO MOAPA3AETUTD:

CraTuueckyto

JIlnHaMu4HyIO

CTPYKTYPHYIO

['te mpuMeHsI0TCs CpeICTBa KOHTPOJIS TUHAMUYECKOMN IIEITIOCTHOCTH?
aHaJIM3€ MOTOKA (PUHAHCOBBIX COOOIICHMI

00paboTKe TaHHBIX

IIPY BBISIBJICHUH KPaku, yOJITUPOBAHUS OTJAEIBHBIX COOOIICHUI

Kakue TpyaHOCTHM BO3HUKAIOT B HMH(POPMAIMOHHBIX CUCTEMAaxX IMpHU

KOH(UICHIIUATEHOCTH?

d. CBCIACHHA O TCXHHMYCCKHX KaHaJIaX YTCUKH HH(l)OpMaHI/II/I ABJIAROTCA

3aKPbITBIMHU



40.

41.

42.

43.

44.

omacHocTu?

HA TYTH TOJH30BATEILCKON KPUNITOTPA()UHA CTOST MHOTOYHCIICHHBIE
TEXHUYECKHE TPOOIEMbI

BCE OTBETHI MPABHUIIbHBIE

Yrposza — 3t0...

NOTEHIMAIbHAST BO3MOXKHOCTb OINpPEAENIEHHbBIM 00pa3oM HapyIIUTh
UH(POPMAITMOHHYIO O€30MaCHOCTh

CHUCTEMa MPOTPAMMHBIX SI3bIKOBBIX OPTaHU3AIMOHHBIX U TEXHUYECKHUX
CpPEACTB, MpeIHAa3HAYEHHBIX JJISI HAKOIUICHUS U KOJUIEKTUBHOIO
WCTIOJIb30BAHUS JAHHBIX

IpoliecC OMNpeAesieHHus] OTBeYaeT Ha TEKYIIEee COCTOSIHUE pa3pabOTKu
TpeOOBaHUSIM JAHHOTO dTara

ATaka — 3To0...

MOTBITKA peaTu3aliy yrpo3bl

MOTEHIIUAJIbHAS BO3MOXHOCTh OMNPENEICHHbIM O00pa30oM HapyIIUTh
uH(OPMAITMOHHYIO 0€3011aCHOCTh

nporpaMMbl, TpeAHA3HAUYCHHBIE JJII  TOUCKAa  HEOOXOJAMMBIX
IPOrpaMM.

HcTouHUK yrpo3sl — 3TO..

MOTCHITMATBHBIN 3JT0YMBITTUICHHUK

3II0yMBIIUICHHUK

HET MPaBUWJIBHOTO OTBETA

OKHO OIacHOCTH — 3TO. ..

POMEKYTOK BPEMEHH OT MOMEHTA, KOTJa IMOSBHUTCS BO3MOXKHOCTh
ci1aboro Mecta U 10 MOMEHTA, Korja mpoOes TUKBUIUPYETCS.
KOMIIJIEKC B3aUMOCBSI3aHHBIX TPOTpaMM JUISl  pelIeHUs 3aja4y
OTpEeIETICHHOT0 KJ1acca KOHKPETHOM MpeAMETHOM 00acTu
(dbopManTu30BaHHBIA S3BIK /IS OMUCAHUS 3a/lad aJITOPUTMA PEIICHUS
3a/1ayy T0JIb30BaTEIIsI Ha KOMITHIOTEPE

Kakue coObITUSI JOJIKHBI MPOU30UTH 3a BPEMS CYIIECTBOBAHUS OKHA



a. JOJDKHO CTaTh M3BECTHO O CPEIACTBAX HCIIOJIIb30BAHUSA MPOOEIOB B
3alluTe.
b. IOMKHBI OBITH BBITYIIEHBI COOTBETCTBYIOIIME 3aILIATHI.
C. 3aruiaThl JOJHKHBI OBITH YCTaHOBJICHBI B 3ammumaemon 1.C.
45.  Yrpo3sl MOXHO KJIaCCU(PUIUPOBATH MO HECKOJIBKUM KPUTEPHSIM:
a. no crnekrpy M1.b.
b. 1o cnocoOy ocCyIIecTBICHUS
¢. no xkommnoHentam M.C.
46. Ilo kaKkuM KOMIIOHEHTaM KJIaCCHU(PHUIIMPYETCS yTPO3bl JOCTYITHOCTH:
a. OTKa3 MoJib30BaTeen
b. oTka3 noanep:xuBaroeil HHOPaACTPYKTYpPHI
C. omuOKa B Iporpamme
47.  OCHOBHBIMH UCTOYHHUKAMU BHYTPEHHUX OTKA30B SIBJISIOTCS:
OTCTYIUIEHUE OT YCTAHOBJICHHBIX MPAaBHJI SKCILTyaTalluu
b. paspymieHue JaHHBIX
C. BCE OTBETHI IPABUJIbHBIC
48.  OCHOBHBIMU UCTOYHMKAMHU BHYTPEHHUX OTKA30B SIBIISIFOTCA:
OIIUOKH NMPU KOHOUTYPUPOBAHUU CUCTEMBI
b. 0OTKa3bl MPOrpaMMHOTO WJIH aNIMapaTHOro 00ecredYeHus
C. BBIXOJI CHCTEMBI U3 IITATHOTO PEXUMA IKCILTyaTaIiu
49. TIlo  oTHOWIEHHMIO K  MOJJEp)KUBAIOUIEH  HHPPACTPYKType
PEKOMEHYETCsl paCCMaTpPUBAaTh CIAEAYIOIIHNE YIPO3bIL:
a. HEBO3MOXXHOCTh M HEXKeJlaHhe OOCIY>KMBAIOIIET0 IepcoHalla WIIU
M0JIb30BATEJISI BBIOIHATH CBOM O0S3aHHOCTH
b. oOpabarbiBaTh 00JIBIIION 00BEM IPOrPaMMHOM HHPOPMAITUU
C. HET MPaBUJIBLHOTO OTBETA
50. Kakue cyniectBytoT rpanu BpeaonocHoro I1.0.?
a. BpPEIOHOCHAS PYHKITUS
b. BHeIIHEe MpeICTaBICHUE

c. cnoco0 pacrnpocTpaHEHUs



51.

52.

53.

54.

I1o mexannsmy pacupocrpanenus I1.0. paznnyaror:

Bupycsl

. UepsBu

BCE OTBETHI IPABUJIbHBIE

Bupyc —aro0...

KOA OONajaromuil CIOCOOHOCTBIO K PAacHpOCTPAHEHUIO IIyTEM
BHEJIPEHUS B APYTUE MPOrPaMMBbI

CHOCOOHOCTh 00BEKTa pearupoBaTh Ha 3ampoc COOOpPa3HO CBOEMY
THUITYy, ITIPH 3TOM OJHO U TO K€ UM METO/1a MOKET UCIIOJIb30BATHCS IS
Pa3IMYHBIX KJIACCOB OOBEKTOB

HeOoJbIIask IporpaMma Jjisl BEIIOJHEHUS ONPeIeIEHHOMN 3a1aun
Yepsu — 310...

KOJ CIIOCOOHBIN CaMOCTOATEIbHO, TO €CTh 0€3 BHEIPEHMsS B JApYyrue
IIPOrpaMMBbl BBI3BIBATh pacrpocTpaneHus csoux komui no M.C. u ux
BBIIIOJIHEHUS

KOJ 00JIafaroluii CHOCOOHOCTBIO K pacHpOCTPAHEHUIO IyTEM
BHEJIPEHUS B APYTUE MPOrPaMMBbI

nporpamma JeUcTBUN HaJl 0ObEKTOM WIIH €r0 CBOMCTBAMHU
Kondpuaenunansuyo HHPOPMAIIIO MOXKHO Pa3/e/IUTh:

[IpenmeTHyO

CryxeOHy10

J100aJbHYIO

[Tpupona npoucxoXkKAeHUs yrpo3:

CityuaiiHbie

[IpenHamepeHHbIE

IPUPOJIHBIE

[TpennochuIKU NOSBIEHHS YIPO3:

OOBEKTHBHBIC

CyOBbeKTUBHBIE

MPETHAMEPEHHbBIC



57.

59.

60.

61.

62.

K xakoMmy BUAy yrpo3 OTHOCUTCSI IPUCBOCHUE UYKOTO IpaBa?
HapyIlIeHUE ITpaBa COOCTBEHHOCTH

HapyIICHUE COICPIKAHUS

BHEIIHSAS cpejia

Ortkas, omuoOku, cO0i — 3TO:

CIIy4alHbIE yIPO3bI

MpeIHaMEPEHHBIC YTPO3bI

MPUPOJIHBIC YTPO3bI

Orkas - 3T70...

HapyIlieHrue paboTOCIOCOOHOCTH JIEMEHTA CUCTEMBI, YTO MPUBOIUT K
HEBO3MOKHOCTH BBITIOJIHEHUSI UM CBOMX (PYHKIIHIA

HEKOTOpasi TIOCIIeIOBATEIbHOCTh JEHCTBUH, HEOOXOIUMBIX IS
BBITTOJIHEHUSI KOHKPETHOTO 3a/IaHUs

CTPYKTypa, OINpeleNsmonas IMOoCIeJ0BATeIbHOCTh  BBIOJIHEHUS
U B3aHMOCBS3U MPOIIECCOB

OmmuoKa — 370...

HETIPABUJIBHOE BBIMOJIHEHHWE HJIEMEHTOM OJIHOM WM HECKOJIbKUX
GYHKIIUH TPOUCXO/IAIIEE B CICICTBUU CIIEIM(PUIECKOTO COCTOSIHUS
HapymieHne paboTOCTIOCOOHOCTH 3JIEMEHTA CUCTEMBI, YTO TPUBOINT K
HEBO3MOKHOCTH BBITIOJIHCHUS UM CBOMX (DYHKIIHIA

HETaTUBHOE BO3JICHCTBUE HA TPOTPaAMMYy

Cooii — 3710...

Takoe HapyleHue paboTOCIIOCOOHOCTH KaKoro-inbo  3JIeMeHTa
CHUCTEMBI B CIEJCTBUM YEeTO (PYHKIMH BBHITIOJHSIIOTCS HENPABUIHHO B
3aJjaHHBII1 MOMEHT

HETIPABUJIBHOE BBIMOJHEHUE HJIEMEHTOM OJIHOM WM HECKOJIbKUX
GyHKIUN TPOUCXO/ISINEE B CIEACTBUE CIEIU(DUIECKOTO COCTOSTHUS
00BEKT-METO/T

[ToOo4YHOE BIMSHHUE — ATO. ..



63.

65.

68.

HETaTUBHOE BO3JCHCTBUE HA CUCTEMY B LIE€JIOM WU OT/EJIbHbIC
DIIEMEHTbI

HapylIeHue paboTOCIOCOOHOCTH KaKOro-Jinbo 3JIeMEHTa CUCTEMbI B
CJIEICTBUM 4Yero (PYHKIIMU BBHITIONHSIOTCS HEMPABWIHHO B 3a/JlaHHBIN
MOMEHT

HapylieHue paboToCMOCOOHOCTH JIEMEHTA CUCTEMBI, YTO NPUBOIUT K
HEBO3MOYKHOCTH BBITIOJTHEHUSI UM CBOUX (PYHKITUH

C3U (cucrema 3amuthl MHPOpMAITUHN) ACTUTCS:

pecypchbl aBTOMaTU3UPOBAHHBIX CUCTEM

OpraHu3alMOHHO-TIPABOBOE 0OecTIeueHrE

YEJIOBEYECKUN KOMIIOHEHT

UTo0 OTHOCUTCA K YesnoBeuecKkoMy KoMrnoHeHTy C31?

CUCTEMHBIE MOPTHI

aIMUHUCTPALIHS

porpaMMHOE 0O0ecCTieUeHHE

Uto otHOCHUTCH K pecypcam A.C. C31?

JUHTBUCTHUYECKOE 00ECTICUCHHE

TEXHUYECKOE 00ecrieueHne

BCE OTBETHI MPABUIbHBIC

[To ypoBHIO 00€CTIEUeHHOM 3aIUThI BCE CUCTEMBI JIEIIST:

CHJIBHOU 3aIUTHI

0Cco00M 3alIUThI

cJ1a00M 3aIUThI

[To aktuBHOCTH pearupoBanus C3U cucremsl JemAT:

[TaccuBHBIE

AKTHUBHBIE

MOJTYTIaCCUBHBIE

[IpaBoBOE OOecmeueHne 6€30mMacHOCTH HH(DOPMALIHH — 3TO. ..



a. COBOKYITHOCTb 3aKOHOJATEJIbHBIX AKTOB, HOPMATHBHO-IIPABOBBIX
JIOKyMEHTOB, PYKOBOJICTB, TpeOOBaHMI, KOTOpbIE OO0s3aTEeNIbHBI B
CUCTEME 3aIUThl UHPOpMaLUU

b. cucrema mporpaMMHBIX A3bIKOBBIX OPraHU3ALMOHHBIX U TEXHUYECKUX
CPElCTB, TMpPEJHA3HAYEHHBIX [IJIs HAKOIUICHUS U KOJUIEKTUBHOTO
WCIIOJIb30BaHUS JaHHBIX

C. HET IIPaBUJIBHOTO OTBETA

69. IIpaBoBoe obecnieueHre 6e30macHOCTH HHOOPMALIUK ICITUTCS:

a. MEXIyHapOIHO-IIPAaBOBBIE HOPMBI

b. HaIMOHAILHO-TIPABOBBIE HOPMBI

C. BCE OTBETHI IPABUJIbHbBIE

70.  Hudopmaruio ¢ orpaHUYEHHBIM JIOCTYTIOM JEJIST:

a. TOCYJapCTBEHHYIO TailHy

b. xoH(UIEHIIHANTBbHYIO HHPOPMALIUIO

C. JIOCTOBEPHYIO HH(OPMAIIUIO

71.  YUTO OTHOCHUTCS K TOCYIapCTBEHHOM TalHE?

a. CBEICHMs, 3alllMIIaeMble TOCYAapCTBOM B 00JacTM BOEHHOMH,
HKOHOMHYECKOM ... IeITeIbHOCTU

b. MOKyMeHTHpOBaHHAas WH(OPMALIUS

C. HET IPaBUJIBHOTO OTBETA

72.  BpemonocHas mporpamma - 3T0...

a. mporpamma, CHELHAIbHO  pa3pa0doTaHHas Uil  HapyLIEHUs
HOPMAaJIbHOTO (DYHKIIMOHUPOBAHUSI CUCTEM

b. ynopsipoueHue abCTpakimii, pacroyioKEeHUE UX MO0 YPOBHIM

C. MpoLecC pa3feNeHus JIEMEHTOB a0CTPaKIMK, KOTOpbIe 00pa3yloT ee
CTPYKTYPY U MOBEJCHUE

73.  OcHoOBoMoJIararone JOKyMEHTBI JJisi oOecrmedeHuss 0e30macHOCTH

BHYTPH OpraHH3aluu:

a. TPYIOBOU AOTOBOP COTPYAHUKOB

b. MOMKHOCTHBIE 00SI3aHHOCTH PYKOBOJIUTENEH



C.

74.

KOJIJICKTUBHBIM A0roBOp

K OpraHMu3alMOHHO - AIMUHUCTPATUBHOMY 00CCIICYCHUIO

uH(pOpMAaIMU OTHOCUTCS:

a.

b.

75.

76.

B3aMMOOTHOIIIEHUS UCIIOJIHUTEIIEH

no100p nepcoHasa

periiaMeHTalnns NpOU3BOACTBEHHOM NESITENBHOCTH

UYT0 OTHOCUTCS K OPraHU3aLMOHHBIM MEPOIPUATHSIM:
XpaHEHUE JOKYMEHTOB

IPOBEJICHHE TECTUPOBAHUS CPEJICTB 3alIUTHl HHPOPMAITUU
MIPOMYCKHOM PEXUM

Kaxkwue cpeacTtBa HCHOJB3YCTCAd Ha HWHXXCHCPHBIX WM TCXHHUYCCKUX

MEpPOTIPUATUAX B 3aIUTe HHDOpMAIUK:

a.

b.

77.

78.

AmnmnapaTrHbie

Kpunrorpaduueckue

busnueckue

IIporpaMMHBIE CpEACTBA — 3TO. ..

CHenuaibHble MPOTpaMMbl U CHUCTEMBI 3allUThl WHMOpPMAIUU B
MH(OPMAIIMOHHBIX CHCTEMaX Pa3IuYHOr0 Ha3HAYCHUS

CTPYKTYypa, OIpeeNsonas MOoCAeA0BAaTEIbHOCTh BBIMOJHEHUS U
B3aHMOCBSI3H ITPOLIECCOB, NEWCTBUM MU 3a/1a4 HA MIPOTSKEHUU BCETO
YKU3HEHHOTO IUKJIa

MOJIeJTb 3HaHUH B (popMme rpada B OCHOBE TAKUX MOJCIICH JICKUT UL
0 TOM, YTO JI00O€ BBIpa)KEHHE U3 3HAYCHUH MOXKHO MPEJCTaBUTH B
BUJIE€ COBOKYTHOCTH OOBEKTOB U CBSI3U MEXK1y HUMHU
Kpunrorpaduueckue cpeacrsa — 37o...

CpEACTBAa CHEUUAJbHBIE MAaTEMaTHUYECKUE M  aJITOPUTMHUYECKHUE
CpeACTBa 3aluThl MH(OpPMaALMK, MEpelIaBacMble IO CETSIM CBSI3H,
XpaHUMOW U o0pabaThiBaeMON Ha KOMMBIOTEPAX C MCIIOJIb30BAHUEM

METO/10B U(pOBaHUS



b.

79.

CHeluagbHble MPOrpaMMbl W CHCTEMBI 3allUThl WH(GOpPMaLUUd B
MH(POPMALIMOHHBIX CUCTEMAX Pa3IMYHOrO Ha3HAUYEHUS

MEXaHHU3M, TO3BOJSIIOIIMN TOJIYYUTh HOBBIM KJIACC HAa OCHOBE
CYILLECTBYIOILETO

[lo oTHOmIEHHWIO K 3allUIlaeMOl HH(POPMAIUU  CYIIECTBYIOT

CJIEIyIOLLUE YTPO3BI:

a.

b.

80.

®

S

&

81.

82.

IIOHATHA:

HECAHKIMOHUPOBAHHBIN JIOCTYI

yTeuKa

COKpBITHE

pasrialieHue

KiaBuaTypHbi€ IIMUOHBI TPUMEHSIIOTCS 37I0YMBIIIJICHHUKOM JJIS ...
OTcnexuBaHus KypHalia MOCEIECHHUS

Onpenenenus npas gocTyna nojb3oBareneit OC

[IepexBaTa mapoJieil moyib30BaTeICH ONMEPAUOHHON CUCTEMBI
OmnpeneneHust KOJIMYECTBA MOJIb30BATEIIEH

3ammuTa nHOOpPMAIIHMH - ITO ...

COBOKYMHOCTh HWH(OPMAIMOHHBIX CHCTEM, B3aUMOJICUCTBYIOIINX
MEXAy co0O0#, MpUYeM OJIHa YacThb JTUX CUCTEM MOXKET HMETh
MHTEPECHI, IPSIMO MPOTUBOMOJIOKHBIE HHTEPECAM JIPYTOn

COCTOSIHME MH(OpPMAIIUU, TIPH KOTOPOM H3MEHSTh €€ MOTYT TOJBKO
YIIOJITHOMOYEHHBIE JIUIIA

KOMITJIEKC MEPOIPHUSITUH MO0 OOECIEUYCHHI0 KOH(PUACHIIMAIBHOCTH,
LEJIOCTHOCTH, IOCTYITHOCTH, y4eTa U HEOTPEKaeMOCTH UHPOpMalIUn
JaHHbIE, TPEJICTABICHHbIE B BHJAE, IPUTOJHOM JUIsl XpaHEHWs,
00paboOTKM U Miepe/layuu, U MPEICTABISIONINE ONPEICICHHYIO IIEHHOCTh

Jnst mo0oil MHPOPMALIMOHHOW CHUCTEMBI XapaKTEepHBI CIEAYIOIINe

HENPEeIBUICHHOE OOCTOATEIBCTBO
IPOUCILIECTBUE

3JIOYMBIIIJICHHHUK



d.

c.

83.

ySI3BUMOCTD
yrpo3a

B 3aBucumocTH OT crioco0oB nepexBara uHpopManuu, oT Gu3n4ecKon

IIPUPOABI CUTHAJIOB U CPEIbl UX PACHPOCTPAHECHUS TEXHUUYECKUE KAHAJIBI YTCUKU

I/IH(i)OpMaLII/II/I MOJKHO pa3acIuTh Ha:

a.

b.

o

84.

o ®

/e o

5 e oo

85.

BHELIHUE
napamMeTpUYECKHUe

ANEKTPUUECKUE

JUCTAaHIMOHHbBIE

3JIEKTPOMATrHUTHbBIE

Urto 03Hauaet cnoBo "KOHPUACHIIMAIBHBINA" B IEPEBOJIE C TATUHCKOTO?
0e301acHOCTb

JoBEpue

XpaHEHHE

3aIuTa

[To ucTOYHMKAM MOSBIIEHUS YIPO3bl NOIPA3AEISAIOT Ha!

BHEILIHUE U BHYTPEHHUE

€CTECTBEHHBIE U HCKYCCTBEHHBIE

NI0JIb30BATEIILCKUE U CETEBBIE

[Iporecc coobmeHnss CyObeKTOM CBOETO UMEHH HIIH HOMEPA, C IENIBIO

MOJIYYEHHUsI OMNPEACNIEHHBIX TOJHOMOYMHN (TIpaB JOCTyIa) Ha BBHIMIOJTHEHUE

HEKOTOPBIX (pa3pelieHHBIX €MY) IEUCTBUN B CHCTEMAX C OTPAaHUYEHHBIM JIOCTYIIOM:

a.

b.

e

86.

ABTOpHU3aIUs
AytenTudukanms
O6e3nmuuBanue
Jleniepconanuzarus
N neHTrdukamus

[Iporenypa mpoBEepKH COOTBETCTBHS CyOBEKTa M TOTO, 3a KOTO OH

nbITaeTcs ce0s BbIIaTh, C MOMOIIBIO HEKOM YHUKAIBLHOU MH(OpMaIuu:

a.

ABTOpHU3aIUs



87.

OO0e3mnunBaHue
JlenepcoHaau3anus
AyTtentuduxanms
Nnentudukanus

[Ipouiecc, a Takxe pe3yiabTaT MpolEecca MPOBEPKH HEKOTOPBIX

00s13aTEJIbHBIX mapaMCTpoOB IMOJIL30BATCIA W, IIPU YCIICIIHOCTH, MNMPEAOCTABICHUC

€My OIpeIeIEHHBIX TOJIHOMOYUI Ha BBIIIOJIHEHUE HEKOTOPBIX (pa3pelieHHbIX eEMY)

JIEUCTBUN B CUCTEMAX C OTPAHUYEHHBIM JI0CTYIIOM

a
b.

o

&

88.

ABTOpH3AIHSI
Nnentudukarus
AyTenTudukanms
O6e3nmuuBanue
JlenepcoHaau3amnus

[TpocteitmuM croco6oM HaeHTU(PUKALMN B KOMIIBIOTEPHOU cUCcTEMe

ABJICTCA BBOJ I/I,ZleHTI/I(I)I/IKaTOpa ITIOJIB30BaTCJIA, KOTOpI:IfI HMCCT CJICAYIOHICC

Ha3BaHHUC:

a
b.

o

&

89.

Token
Password
[Taponb
Login
Cwmapr-kapra

OcHOBHOE  CpeACcTBO, o0ecneunBaroiiee KOH(QUICHIINATbHOCTh

I/IH(i)OpMaIII/II/I, IIOCBLJIA€MOM O OTKPBITBIM KaHaJIaM IICpCAavin JaHHBIX, B TOM YHUCJIC

— 110 CCTU MHTCPHCT:

a.

b.

&

N nentudukamus
AyTeHTu(uKaIus
ABTOpHU3aIUs
DKkcrneprusa

[udpoBanue



90. Jnsa Oe3omacHOM Tmepefadyd JaHHBIX IO KaHajlaM HWHTEPHET
UCIIOJIb3YETCSI TEXHOJIOT UL

Www

®

o

Dicom

Vpn

e

Ftp

e. Xml

91. Komuiekc arrnapaTHbIX u/unm IIPOIPaAMMHBIX CPEICTB,

OCYIIECTBISIONIUN KOHTPOJIb U (PUIBTPALIMIO CETEBOTO TpaduKa B COOTBETCTBUU C
3aJlaHHBIMU ~ [IpaBWJIaMM ¥ 3allUMUIAIOIUNA  KOMIIBIOTEPHBIE  CE€TH  OT
HECAaHKIMOHUPOBAHHOTO JIOCTYIIA:

a. AHTUBHpYC

b. 3amox

Bbpanamayap

e

Kpunrorpadus
€. DKCIepTHasg cucrema
92. 3a mnpaBoHapymieHuss B cdepe wuHPOpMAHMH, HHPOPMAIUOHHBIX
TEXHOJIOTUMA M 3alIUThl MHPOPMALIMM JaHHBIA BHJ HAKA3aHWS HA CETOJIHAIIHUN
JIEHb HE TIPETyCMOTPEH:
a. JlucuuniamHapHbIe B3bICKAaHUS
b. AAMUHUCTpaTUBHBIA WITpAd
YronoBHAs OTBETCTBEHHOCTh
d. Jlumenwue cBOOOIBI
e. CmepTHas Ka3Hb
93.  HecaHKIIMOHMPOBAHHBIN JOCTYN K HH(OPMAITUH ITO:
a. Joctym x wuH}oOpmanuu, HE CBS3aHHBIA C  BBINOJHEHUEM
GyHKIIMOHATBHBIX 00S3aHHOCTEH U HE 0()OPMIICHHBIN TOKYMEHTAILHO
b. PaGora Ha 4y>KOM KOMIIBIOTEpE O€3 pa3perieHus ero Biaaelblia
c. Bxom Ha KoOMmBIOTEp C HCIONB30BAHUEM JIAHHBIX JAPYTOTO

IIOJB30BaTCJIA



94.

95.

Hoctym K  JOKadbHO-WH(MOPMAIIMOHHOW  CETH, CBSI3aHHBIA C
BBINOJIHEHUEM (DYHKLIMOHAJIBHBIX O0S3aHHOCTEN

JocTtym Kk cyO1 o1 3arpeiieHHbBIM UIMEHEM TOJIb30BaTesI
«IlepcoHanbHble JaHHBIE) ITO:

JIrobast uHpoOpmauMs, OTHOCALIAsCS K ONPEAEICHHOMY WU
OTpe/eNsiEeMOMY Ha OCHOBAaHHMHM TakoW HMH(popMmammu (Qu3ndecKomy
JUILLY

damunusi, ©Msi, 0TYECTBO (PUINIECKOTO U

['ox, Mecs1, naTta 1 MECTO POXKIEHUS, apec (PU3NIecKoro JIuIa
Anpec npoxuBaHUS PUZNYECKOTO JTULA

CBeneHus 0 CEMEMHOM, COLMAIHLHOM, MMYIIECTBEHHOM TMOJOKEHUHU
YeJI0BEKa, COCTABIISAIOUINE MOHATHE «IIPO(hecCHOHaNbHAs TailHa»

B nanHoMm ciydyae cOTpyAHUK YUPEKIEHUS MOXKET ObITh MPUBJICUYEH K

OTBETCTBEHHOCTH 32 HapyLIEHUs MTpaBUi HHPOPMALIMOHHON O€30MacHOCTH:

a.

b.

e

96.

Brixon B uHTEpHET 6€3 pa3peiieHus aIMUHUCTPATOPa

[Ipu ycTaHOBKE KOMITBIOTEPHBIX UTP

B cnyudasx yCTaHOBKH HEJTULEH3UOHHOTO I10

B ciydae He BbIx0J1a U3 HHPOPMALIMOHHOM CUCTEMBI

B 1000M ciydae HEIIPAaBOMOYHOTO WCIIOJIb30BAHUS
KOH(UICHIIMATbHON MHPOpPMAllUd TPU  YCIOBUU MHUCHBMEHHOTO
NpeaynpexIeHUs COTPYIHUKA 00 OTBETCTBEHHOCTH

Moxer 1M COTpyIHHK OBITh TPHUBIEYEH K  YTrOJOBHOMU

OTBCTCTBCHHOCTHU 3a HAPYIICHUA IIPpaBUJI I/IH(i)OpMaHI/IOHHOﬁ 0e30macHOCTH

NPEANPUATHUSA:

a.

b.

&

Het, TonpKO K aAMUHUCTPATUBHON OTBETCTBEHHOCTH

Her, ecnu 3T0 rocy1apcTBEHHOE MIPEANPUSITHE

a

Jla, HO TOJBKO B cClly4ae, €CId JCHUCTBUS COTPYJIHUKA HAHECIIH

HETIONPABUMBIN BpeI



e. Jla, HO TOJNBKO B Cilydya€ OCO3HAHHBIX HEIPABOMOYHBIX JEHCTBUHI
COTpYAHHUKA
97. llpouemypa, mpoBepsitomias, HMEET JU  [OJb30BaATEIb  C
IpeIbSIBICHHBIM UIEHTU(UKATOPOM IPaBO Ha JIOCTYI K pecypcy 3To:

Nnentudukarus

®

o

Aytentuduxanms

Crpatudukarnus

Q.

Perucrpanus
e. ABTOpHU3aLHU
98. Haubonee omacHbIM HCTOYHMKOM  yIrpo3  UHGMOPMAIMOHHOU
0€30MacHOCTU MPEANPUATHS SIBISIOTCSA:
a. Jpyrue npeanpusitusi (KOHKYpEHTBI)
b. CoTpyaHuku HHPOPMALUOHHON CIIyX OBl MPEANPUITHS, HUMEIOLIUE
HOJIHBINA JOCTYM K €r0 HH(OPMALIMOHHBIM pecypcam
PsinoBble COTPYIHUKU MPEITPUATHS
d. Bo3MoxkHbIe OTKa3bl 00OPYIOBaHHUS, OTKIIOYEHHS 3JIEKTPONMUTAHMS,
HapyILICHUS B CETH Mepeadyn JaHHbIX
e. Xakepsl
99. BbiOepuTe, MOXHO JM B CIYXKEOHBIX LEIAX HCIOJIb30BATh
AJIEKTPOHHBIN ajipec (MOYTOBBIH SMIKK), 3aPETUCTPUPOBAHHBIN HA 00IIEIOCTYITHOM
IIOYTOBOM CEpBEpE, HAIIpUMep Ha mail.ru:
a. Her, He mpu Kakux 00CTOSTENIBCTBAX
b. Her, HO A1 OTIIpaBKKU CPOUHBIX U 0COO0 BAXKHBIX TUCEM MOKHO
c. MoxHo, ecnu 1O HeEMy TOJb30Barelb OyAeT IepechulaTh
uH(pOpMAIMIO, HE COJACPXkAIIYI0 CBEICHUNH KOH(MUICHIIUATHEHOTO
Xapakrepa
d. MoxHo, eciau uH(OpPMALMIO TPEABAPUTENBHO 3aapXUBUPOBATH C

MOMOIIBIO MPOTPAMMBI Winrar ¢ mapojem



e. MoxHo, eciii Ipyrux crnocoOOB 3JEKTPOHHOW Mepelayu JaHHBIX Ha
OPEeANpUATUA WIM y TMO0Jb30BaTEIsl B HACTOSALIMA MOMEHT HET, a
UH(OPMAIUIO HY>KHO MIEPECIATh CPOUHO

100. [doxymenTupoBaHHas nH(OpMAIUs, JOCTYII K KOTOPOH OrpaHUYNBACT
B COOTBETCTBHUU C 3aKOHOAATENbCTBOM PD:

a. Mudopmanus coctapistonas rocyJapcTBEHHYO TailHy

b. Mudopmainus cocTaBisoniasi KOMMEPUYECKYIO TailHy

c. IlepconanpHas

d. Kondunennuansnas napopmanus

¢

. JlokyMeHTHpOBaHHAsI HH(POPMALIHS

3ananusi B OTKpPbITOH popme

I. Nudopmanus Kak npeaIMeT 3alluThl.

CyOBbeKTbl MHPOPMAIIMOHHBIX OTHOILIEHUH.
Opranu3aiusi CUCTEMBI 3alIUThl HH(OPMAIUH.
KommuiekcHas 3amura nuHGOPMAMOHHBIX CUCTEM
Pabota ¢ KOHQUAEHIIMATBHBIMU JaHHBIMH.
Yrpo3bl HHQOPMAIIMOHHON 6€30IaCHOCTH.

MOI[GJ'IB MMOBCACHUA HAPYILIUTCIIA.

® N kWD

Knaccudukanus yrpos

9. YTpo3bl yTEUKH MO TEXHUYECKUM KaHallaM, YsI3BHMOCTU KaHaJIOB
B3aUMOJICHCTBHUS.

10.  Awmanus cereBoro Tpaduka.

11. CkaHupoBaHHE CETH.

12.  VYrpo3sl BeISIBIEHUS NAPOJISL.

13. IlogmeHa 1OBEpEHHOr0 OOBEKTA.

14.  BHenpeHue J0KHOTO OOBEKTA.

15.  Ortka3 B 00CIIyKUBaHUU.

16. OOpaboTka mepcoHaTbHBIX JAHHBIX.



17. BrisBiaeHne KOHTpaPaKTHONU MPOTYKIHH.

18. BpiOop  onTUManpHBIX  METOJOB  KOHTPOJS W 3aALIUTHI
UH(OPMAIMOHHON CHUCTEM.

19.  JIuneHsupoBaHUE MPOTPAMMHBIX MPOAYKTOB.

20. MuTerpauusi MEXaHU3MOB 3alUThI B IPOrPAMMHOE OOeCIeueHue JIsl
60proBI ¢ HC/I.

21.  OcHOBBI KpunTorpaduu, METOIbI 3aIUTHI.

22.  Knaccudukanus kpuntorpadpuyeckux METOI0B.

23. IlotokoBbie mUGPHI.

24,  CkpeMOaupoBaHUE.

25.  AccumeTrpuuHble MUAQPHI.

26. Kierounbie aBTOMATHI

3anaﬂne HA YCTAHOBJICHHUE l'lpaBl’l.]'II)HOi/i MoCjaea0oBaTecJIbHOCTH

1. Bri6epute mpaBHWIIBHYIO TOCIIEIOBATEIHFHOCTh 3TAOB IO CO3JIaHHIO
CUCTEMBI 3alUTHI TICPCOHATBHBIX JaHHBIX:
a. OmpITHAs ¥ IPOMBIITUICHHAS SKCIUTyaTaIlHs
b. IlpoekTHEII dTall
C. ATTecTanus Wi IeKJIapHpOBaHUEC
d. TlpennpoekTHbli 3Tan
2. BriOepuTe NpaBHIBHYIO TOCIICIOBATSIIBHOCTh 3TAIOB B KH3HEHHOM
ITUKJIC aTaKH:

Br16op crioco0a aTaku

IS

3akperuieHue

DKCIuTyaTanus

& ©°

JlocTxKeHue e

HUcnomnnenue xomaHg

o

janr)

Pa3Benka u cOop AaHHBIX

g. JloctaBka



33}13HI/IC Ha YCTAHOBJICHUE COOTBETCTBUSA

1. YcTaHOBUTH COOTBETCTBHUE

1) RSA a) CEeMENCTBO KpUITOTpaduuecKux
QITOPUTMOB —  OJTHOHAIPABJICHHBIX
xenr-pyHKIMi, BKIIOYAroiee B ce0s
anroputmbl SHA-224, SHA-256, SHA-
384, SHA-512, SHA-512/256 u SHA-
512/224

2) DES b) kpuntorpadpuuecKkuii  aIrOpPUTM  C
OTKPBITHIM KJTFOUYOM, OCHOBBIBAFOIIIHICS
Ha BBIYUCIUTEIHLHON CIIOKHOCTHU 3a/1a4u

(bakTopuzanuu OOJIBIIKX IEJIBIX YUCET

3) SHA-2 C) aJropuT™M TUTS CUMMETPHUYHOTO
mdpoBaHusi, pa3padoTaHHbIl GrupMoi
IBM 1 yTBepKAEHHBIN IPAaBUTEIBCTBOM
CIIOA B 1977 rogy xak o¢uiuanbHbBII
craugapt (FIPS 46-3)

2. YCTaHOBUTH COOTBETCTBHUE

1) Mail-Worm a) Y JaHHOTO THUIMAa YepBEH, KaK U y MOUYTOBBIX
yepBel,  CYyIIECTBYIOT  JBa  crocoba
pacrpoctpaHeHus uepBsi no IRC-kananawm,
TOBTOPSFOIIHNE CIIOCOOBI, OTIMCAHHBIC BHITIIE.

2) IM-Worm b) yepBu, pacmpocTpaHstomuecs B ¢dopmare
COOOIICHUI 3JIEKTPOHHOU MOYTBHI.
3) P2P-Worm C) MpPOYME CETEBBIE YEPBU, CPEAH KOTOPBIX

UMEET CMBICII JIOMOJHUTEIBHO BBIJAEIUTH
uHTepHET-4yepBU U LAN-uepBu

4) IRC-Worm d) uepBu, pacmnpocTpaHsrOIeecss MpU MOMOIIU
NUPHUHTOBLIX (peer-to-peer) dhaimooOMeHHbIX
CETEH.




| 5) Net-Worm | ) uepBH, HCIIONB3YIONIME HHTEPHET-TICH/DKEPSL. |

KOMHeTeHTHOCTHO-OpI/IeHTl/IpOBaHH])Ie 3aJavuu

l. 3ammdpoBaTh UCXOTHBIN TEKCT UCTIONB3YS MH(PPOBAHKUE C TTOMOIIHIO
Tabnuiel Bukenepa

2. 3amupoBaTh UCXOIHBINA TEKCT UCTIONB3Ys mupp RSA

3. 3amudpoBaTh MCXOIHBIM TEKCT HCHOJB3YS AITOPUTM HIM(PPOBAHUS
Dunb-1"amans

4. 3amudpoBaTh UCXOIHBIM TEKCT HCHONB3YS AITOPUTM MIHU(PPOBAHUS
Heddu-Xenamana

3. [Tognumure nOKyMeHT nenodb3ys DL

6. Bxotounte mumdpoBaHue TBEPAOTETLHOTO HAKOMUTENS HCIOIb3YS
onepaimoHuyto cucremy Windows 10

7. Bocnonp3oBaBmnChE oOnepanMoHHOW cucTteMor Linux mpousBeaute
CKaHUPOBAHUE JIOKAJIbHOW CETH HA MOUCK MOAO3PUTENBHBIX YCTPOICTB

8. OnuiuTe MOJeNlb MOBEJACHUS HAPYIIUTEIS JJIsi aAMUHUCTPATUBHOTO
kopiryca 3aBojga OO0 «CrpoitMarn

9. He wumes HeENoOCpeACTBEHHOIO JOCTyHa K  IEPCOHAIbHOMY
KOMIIBIOTEPY, COBEPIIUTE yIAJICHHBIN 3aMTyCK MPUIIOKEHUN HA HEM

10.  IIpousBenmte YCTaHOBKY AHTUBUPYCHOTO MIPOrPaMMHOTO

oOecrieueHuns Ha EPCOHAIbHBIN KOMIIBIOTEP
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