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IIpakTuyeckoe 3aHsITHE
daepsoa Comodo Firewoll

BBenenue

MexceteBoit skpan (M3) - 3To cnenraIM3upPOBAHHBINA KOMILIEKC
MEXKCETEBOM 3alllMThl, HA3bIBAEMBIN TaKke OpaHIMay’>pOM WIIU CUCTE-
Mol firewall. MexceTeBoi 3KpaH MO3BOJIIET pa3AeiauTh OOIIYIO CETh Ha
JIB€ YacTH WM OoJjiee W peannu3oBaTh HAOOp MpaBUII, ONPEACISIONIUX
YCIIOBUS IPOXOKICHUS ITAKETOB C JAHHBIMU YE€PE3 TPAHULLY U3 OJHOU Ya-
CTU oOmiei cetu B Apyryto. Kak mpaBuiio, 3Ta TpaHUIla MPOBOJAUTCS
MEK]Ty KOPIIOPaTUBHOM (JIOKAJIbHOM) CEThIO IPEANPUATHS U TJ1I00ATbHOM
cetpto MHTepHET. OOBIYHO MEKCETEBBIC PKPAHBI 3AIUIIAIOT BHYTPEH-
HIOIO CETh MPEANPUITHS OT BTOPXKEHUH U3 I100abHOM cetu IHTEepHET,
XOTSI OHA MOTYT MCIOJIb30BaThCS U ISl 3alUTHI OT HAaMaJeHU U3 KOp-
MMOPAaTUBHOW MHTPACETH, K KOTOPOU NMOAKIIFOYEHA JIOKAJbHAS CETh MPE-
npuatus. J{jas OONBIIMHCTBA OpraHU3aIluil YCTaHOBKA MEKCETEBOIO
AKpaHa ABJISETCS HEOOXOAUMBIM YCJIOBHEM oOecrieueHusl 0€30MacHOCTU
BHYTPEHHEU CETH.

JI1s1 IpOTUBOIEMCTBUSA HECAHKIIMOHUPOBAHHOMY MEXKCETEBOMY J10-
CTYITy MEXCETEBOU 3KpaH MO IOIKEH pacroiiaratbCa MEXAY 3allyIa-
€MOM CEThI0 OpraHu3alluy, ABJIAIOLIEHCS BHYTPEHHEN, U NOTCHIUAIBHO
BpaxJieOHOM BHelHe ceThio (puc 1). Ilpu 3TOM Bce B3auMoAeHCTBUS
MEXAY 3TUMU CETSIMH JTOJIKHBI OCYIIECTBISATHCSA TOJIBKO YEPE3 MEXKCETE-
BOU 3KpaH. OpraHn3alMOHHO MEKCETEBOM 3KPaH BXOIUT B COCTAB 3aIllH-
[a€MOU CETH.

OTKpbiTan Sawmwaemasn
BHELUHSA CeTb BHYTPEHHSAS CETb

: Mexceresoi
a3kpad

Puc. 1 — Cxema noJKI04eHUSI MEKCETEBOTO dKpaHa



MexceTeBor 3KpaH, 3alIUIIAI0IIMKA CPa3y MHOXKECTBO y3J10B BHYT-
PEHHEH CETH, NPU3BaH PEIINTh ABE OCHOBHBIC 3anauu. [lepBout 3anauei
SBJISIETCS] OTPAHUYCHUE JJOCTYIAa BHEITHUX (110 OTHOIIEHUIO K 3alllUIlae-
MOM CETH) MOJIb30BaTENICl K BHYTPEHHUM pecypcaM KOPIOpaTUBHOU
cetu. K TakuM mosjp30BaTeNsiM MOTYT ObITh OTHECEHBI MapTHEPHI, yaa-
JICHHBIE TIOJIB30BATENM, XaKEPHI U TAKE COTPYJTHUKH CaMOW KOMIIAHHH,
MBITAIOIIMECS TTOJIYYUTh AOCTYN K CEpBepaM 0a3 TaHHBIX, 3aIIUIIACMbIX
MEXKCETEBBIM KpaHOM. BTopas 3agada - pasrpaHA4eHUE NOCTyNa MOJIb-
30BaTEJICH 3allUIIAEMOM CETU K BHEIIHUM pecypcaM. Pemenue 3tou 3a-
Jla4y TIO3BOJISIET, HAIPUMED, PETYJIUPOBATH JOCTYII K CEPBEPaM, HE Tpe-
OyIOIIMMCS 1)1 BBITIOTHEHUSI CITYKEOHBIX 0053aHHOCTEH.

M3 MOXHO Ki1accu(pUIMPOBAThH MO CICAYIOIIUM OCHOBHBIM IPH-
3HAKaM.

[lo ¢ynkuronupoBanuio Ha ypoBHX Mmozaenu OSI: makeTHbIN
GuIbTp (3KpPAHMPYIOUIUH MapIIpyTH3aTOp — SCreening router), moiro3 ce-
AHCOBOT'O YpPOBHS (SKPaHUPYIOIIUN TPAHCIOPT), MPUKIAAHON IIUIIO3
(application gateway), uumo3 skcnepTHOro ypoBHs (stateful inspection
firewall).

[To ucronp3yeMoi TEXHOJIOTUH: KOHTPOJIb COCTOSIHUSI TPOTOKOJIA
(stateful inspection), Ha OCHOBE MOJTyJI€H TOCPETHUKOB (Proxy).

[To ucoTHEHUIO: TPOrPaMMHO-ANMNaPATHBIN U TPOrPaMMHBIH.

[To cxeMe NOAKIIOUYEHHS: CXEMA €AUHOM 3alUTHI CETH, CXEeMa C 3a-
IIMIIAEMBIM 3aKPBITBIM M HE 3alIUIIA€MbIM OTKPBITBIM CETMEHTaAMH
CETH, CXEMA C Pa3/IeJIbHOM 3alIUTON 3aKPBITOTO U OTKPBITOIO CETMEHTOB
CETH.

OcHoBHOU PyHKIMENH MO sBisieTcst punbTpanus Tpaduka. Ouib-
Tpalys OCYIIECTBIISIETCS Ha OCHOBE BBIOOpA IIPEABAPUTEIIHLHO 3arPy>KEH-
HBIX B MEKCETEBOM 3KPaH MPABUII, COOTBETCTBYIOIIMUX MPUHATON MOJIH-
Tuke Oe3zomacHOCTU. [lonuTHka pabdOThI MEXKCETEBOTO 3KpaHA MOXKET
OBITh peaJIN30BaHa HA OJHOM W3 JABYX MPUHIIUIIOB:

- 3aIPEIIEHO BCE, YTO SIBHO HE Pa3pEIICHO;

-pa3peIIeHO BCE, UTO SIBHO HE 3aIIPEIICHO.

[IpuHIUN «3ampeleHo BCE, YTO SIBHO HE Pa3pEIICHO» SIBIISETCS
JYYIITUM C TOUKH 3peHUs HH(popmanrmoHHoi 6e3omacHocTH. [Ipu nenosib-
30BaHUU MIPUHIIUIIA «PA3PEIUIEHO BCE, YTO ABHO HE 3aMPENICHO) MOBBIIIA-
€TCSl UCIIOJIb30BAaHUE CETEBBIX CEPBUCOB CO CTOPOHBI MOJIB30BATENS, HO
CHUKAETCsl 0€30MacHOCTh MEKCETEBOT0 B3aUMOICHCTBUSI.



PaccmoTpuMm ponosiHuTenbHble ¢QyHKIMH MD. MexcereBbie
HKpPaHbl MOTYT BBIMOJHATh UACHTUPUKALMIO U AYTEHTU(PHUKAIUIO TTOJb-
30BaTeNeN, KOTOPhIE KEIAI0T MOJYYUTh JTOCTYIl K BHEIIHUM WJIA BHYT-
PEHHUM CETEBBIM pecypcaM, paszzaeisieMbiMm MD. MexceTeBble SKpaHbl
BBITIOJIHSIIOT €III€ OJTHY BaXHYI0 (DYHKIUIO — TPAHCIIALIMIO CETEBBIX aJipe-
coB. JlanHas (pyHKIUA peanu3yercs KO BCEM NaKeTaM, CJIECAYIOIIHNM U3
BHYTPEHHEH CETU BO BHEIIHIOW. J[JIsI TUX MAaKETOB BBIMOJIHSIECTCS aBTO-
MaTuyeckoe npeodpaszoBanue |IP — anipecoB KOMIBIOTEPOB- OTIPaBUTE-
Jied B OJIMH «HaAeKHbIN» |P- agpec. 9To mo3BoJIsET MpeI0TBPaTUTh MHO-
I'M€ aTaKu 3J0YMBIIUIEHHUKOB, [P KOTOPBIX XaKepy HAl0 3HATh aJpec
cBOeH kepTBbl. Takxke BaHBIMU QPyHKIUIMU MD SIBISIOTCS perucrpa-
1S COOBITHUI, pearupoBaHusi Ha COOBITHSA, aHAJIU3 3aPETUCTPUPOBAHHOM
MH(pOpMaLMK U COCTABICHUE OTUETOB.

Takum oOpazom, npaBUiibHAs KCILTyaTaus MO sBIETCS BaXKHOU
3aja4eil 3amuThl UHGOPMAIIMU B KOPTIOPATUBHBIX CETSX.

[IporpamMHoO-amnmapaTHble U IpPOrpaMMHBIE BapuaHThl MO uMeroT
ONpe/IeICHHbIE MPEUMYIIECTBA U HeloCTaTKU. [IpenmyiiecTBa mporpam-
MHO-anmnapaTHbIX MD: OTHOCUTEIbHASI MPOCTOTAa Pa3BEPTHIBAHUS U HC-
M0JIb30BAHMSI, MEHBIIIUE pa3MEPhI U SHEPTONOTPEOIIeHHE, 00JIEE BHICOKHE
MPOU3BOAUTEILHOCTh M HAAEKHOCTh. [IpermyniecTBa mporpaMMHBIX
MEXCETEBBIX SKPAHOB: 00Jiee HU3Kask CTOMMOCTh, BO3MOKHOCTh pasrpa-
HUYEHUS CETMEHTOB JIOKAJIbHOU CETH 0€3 BBIJICTICHHUS [TOJICETEM, BO3MOXK-
HOCTh Pa3BEPTHIBAHUSI HA CYLIECTBYIOIIUX CEpPBEpPAX, PACIIMPEHHBIN
¢yHkuroHan. B HacTosiee Bpems CyIIECTBYIOT XOpOIINe OecIIaTHbIe
nporpaMmMHbie MO, KOTOpbIE TTO0 CBOMM (PYHKIIMOHAJIBHBIM BO3MOKHO-
CTSIM MaJo B YEM YCTYNAIOT KOMMEPUYECKUM aHAJIOTaM.

Pe3ynbTaThl TECTUPOBAHUS TOBOPAT O TOM, 4TO (haepBosn Sygate
Personal Firewall xopo1io KoHTpoJIMpyeT NPUIIOAKEHHS U HAJIEKHO MPHU-
KpPBIBAa€T KOMIBIOTEP OT MOCSATaTeNnbCcTB W3 ceTu. [IpaBuna, kak s
(GuUIbTpalK MAKeTOB, TaK W JJIA MPUJI0KEHUM, TOCTATOUHO THOKU B
HaCTPOMKaX U MOTYT PELIUTh MPAKTUUYECKU JIFOOYIO 3a/1a4y MO OrpaHuye-
HUIO J0cTyna. BO3MOXHOCTh OrpaHUYUTh JIEMCTBHE MpaBWUiia MO Bpe-
MEHHU B CyMME C 3alllMTON HACTPOEK M 3aKpbITUs (DaepBoiia maposieM, mo-
MOXET, HAIPUMEP, OTPAHUYUTh JOCTYI B MHTEPHET JJIsi peOCHKA B TO
BpeMsi, KOorJia OTCYTCTBYIOT poautenu. Sygate Personal Firewall pemraer
JTo0bIe 3a7a4u 1o puiIbTpaluu Tpaduka, HapuMep, Mo MyOJuKaIuu B
CETH TOJIBKO ONPEETEHHBIX CEPBUCOB, pA0OTAIOIIMX HA KOMIBIOTEPE, U



COKpBITHA Bcel ocTanbHOM nHMopMaiuu o HEM. [1o kauecTBy McmosiHe-
HUSA ¥ KOJWYECTBY (yHKIMM (haepBOJ JIETKO MOXKET KOHKYPHUPOBATH C
IUIATHBIMU aHAJIOTAMU, UHOTAA A€ MPEBOCXOASA UX B YEM-TO. BCE 310
M03BOJIIET peKoMeH0BaTh Sygate Personal Firewall Tem, kT0 uCIob-
3y€T aHTUBUPYC, MTOCTABJISIEMBIA B BUJE OTJAEIBHOIO MPOAYKTA, U XOTEN
OBl MCITOJIb30BATh JIeraJbHbIN, OSCIUIATHBINA U Ka4eCTBEHHBIN (haepBOI.

Ecnu nosib30BaTeNto BaKEH PYyCCKOS3bIUHbBIA, HHTYUTUBHO MOHST-
HBI UHTEpdeNc U MPOCTOTa yNpaBICHUsS, TO MOKHO OCTAHOBUTH CBOM
BBIOOP Ha OecratHOM (paepBosie Comodo Firewall. ITporpamma B mpo-
1necce (PyHKIIMOHUPOBAHUSL HArJISITHO JAEMOHCTPUPYET IMOIb30BATEIIO,
KaKHE MPOLIECCHI 3aMYIIEHBI B TOT UM UHOH MOMEHT, U KaKUE IIPUIIOKE-
HUSI UCTIOJIB3YIOTCS cucTteMoi. [IporpaMma BeeT MOJHBIA YYET U KOH-
TPOJIb MPOrpaMM, KOTOPBIEC B ONPEEICHHbIA MOMEHT pabOTalOT C MOJ-
kiroyeHueM k MlatepHery. ba3za maHHbIX mporpaMMbl MOCTOSHHO OOHOB-
nsiercs. [loaTomy, OOHOBJIEHHE, €CITU TAKOBOE UMEETCsI, OyJIeT Mpesio-
»K€HO BaM B BH/IE€ BCILIBIBAIOIIET0 coodmenus. Jlanublii ¢paepBoir pacmo-
3HAET JIOBOJBHO OOJIBIIOE KOJIUYECTBO TPOSHOB, IIMMUOHCKUX NPOTrpaMMm
WM BPEJIOHOCHBIX KOJIOB. TecThl mokaszwiBaroT, uto Comodo Firewall
obecreynBaeT BhICOKYI0 MH(OPMAIIMOHHYIO 0€30MacHOCTh MpU OJIOKU-
POBAaHUU CETEBBIX ATAK.

Kpartkue TeopeTnieckue moJioKeHu st

Uto0bl ycTanoBuTh Comodo Firewall, ckauaiite cHauana yctaHo-
BOYHEIH mMakeT ¢ caiita https://personalfirewall.comodo.com/. s sToro
HY>XHO Ha)XKaTh Ha TJIaBHOW cTpanuile kHonky Download Free Firewall u
Ha CIICAYIOIICH CTpaHMIIC B OTKPBIBIIIEMCSI CITUCKE BBIOPATH 361K RUSSIa
(ecJIi KOHEYHO XOTHUTE, YTOOBI Y MPOrpaMMBbl ObLIT PYCCKU HHTEPQEIC).
JIOJI’KHO TOSIBUTHCS JIBE CCBHUIKH, MEepBasi MpeAHa3HAuYeHa JIJId CKayuBa-
Hus nosiHou Bepcun Comodo Firewall ¢ pycckum untepdeiicom, BTopas
— JUIsl CKauMBaHUS TOJBKO OJHOTO SI3BIKOBOTO IMAaKeTa, YTOOBI MOTOM
YCTaHOBUTH €T0 MOBepX yxke ycranorieHHoro Comodo Firewall. Eciou y
Bac eme He ycranoBiaeH Comodo Firewall, To Hy>xHO BBIOpaTh MepBbIii
BapHaHT.

CxavanHbIi (aitn Hy>)KHO 3allyCTUTh U CJI€I0BaTh YKa3aHUSIM Ma-
crepa. Ilepen Hayanom yCTaHOBKHM MOSIBUTCA NMPEAYNPEKIECHUE O TOM,
YTO €CJIU B CHCTEME YK€ YCTAHOBJIEH KakoW-HUOYIb (haepBOJI, TO €ro



https://personalfirewall.comodo.com/

CIIeyeT yIaduTh BO M30ekaHWe KOHQIMKTHBIX curyaruid ¢ Comodo
Firewall (Puc.2). Haxmure Ja 11t npogoyiKeHrs yCTaHOBKH, €CJIU B Ba-
e cucteMe He padoTaroT ipyrue ¢paepBoJibl (B TOM YKCIIEC BCTPOCHHBIM
daepBon Windows). OxkHa MacTepa Oy1yT Ha aHIVIMHCKOM SI3BIKE, HO OT
Bac HUYETO HE MoTpedyercs, KpoMe Kak HaxkumaTh KHONKY Next (/la-
Jiee), a TaKXKe MPUHSITH JMIEH3MOHHOE corialieHue KHonkou Yes. J[ns
OKOHYaHMs YCTAaHOBKH MOTpeOyeTcs nepe3arpy3ka KOMIbIOTEpa.

COMODO Firewall Pro Installer

2 In case you have any third party personal firewall installed, please un-install that before installing
g Comodo Firewall. Would you like to continue?

Puc. 2 - Comodo Firewall mpegynpexxgaer o ToM, 4TO B CUCTEME HE
JOJKHBI paboTaTh apyrue (paepBoIibl

Cpazy nmocne ycranopku Comodo Firewall Oyzer roToB K 3ammure
BalllEro KOMIIBIOTEPA C YCTAHOBKAaMH MO yMoa4aHuio. OcCHOBHast paboTta
¢ (haepBOJIOM CBOJIUTCS K TOMY, YTO OH OyJI€T BaM 3aJlaBaTh BOIIPOCHI 00
aKTUBHOCTU MPOTrPaMM, KOTOpbIE XOTSAT UCIOJIb30BaTh CE€Th. A OT Bac
TpeOyeTCsl PEIIUTh 3alPETUTh I HET KOHKPETHOW IporpaMmmMe padboTy
¢ cerbto. [ns atoro Comodo Firewall OyaeT BBIBOIUTH B TPaBOM HUXK-
HEeM yTITy dKpaHa nHQopMaIrmonHsie okHa (Puc. 3).

[Ipu Haxxatuu kHOMKU PazpemmuTs win 3anpeTuth (aepBos Of1-
HOKPATHO NPOITYCTUT WJIU HE IIPOILYCTUT POTPaMMy B UHTEPHET. B ciry-
yae IMOBTOPHOM IMOMNBITKM 3TOW K€ INPOrpamMMbl BBIUTH B HHTEPHET
Comodo Firewall BHOBB BbI1acT 0kHO. ECiu BBl HE XOTUTE KaXKABIM pa3
OTBEYaTh HA OJAUH U TOT € BOIIPOC, MOXKETE mepen HaxatueM Paspe-
IIUTh WIK 3aNPEeTUTH ITOCTABUTH TaT04YKy 3alIOMHUTH MOM OTBET ISl
3TOr0 MPUJIOKECHHS.
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%% COMODO | Firewall Pro

OnogelyeHne

Application Layer Gateway Service neiTaeTtca aencrsoBarTb
Kak cepeep. 4To cneayeTt AenaTe?

Aeranwu E}
MNpunoxen ] 2la.exe
Ypanenwer IP : 127.0.0.1 Port ; listen(1025) - TCP
Poaurens L services.exe

f{} OTtnpasnte 8 COMODO ana aHanusa
Npeanono>xenvuna o besonacHocTH

BOZMOXHO, 4TO services,exe ucnonezyer alg.exe ana
- coeanHeHua ¢ Internet,

[~ 3anomHuTe MOt OTBET ANA 3TOrO 1us 14 @ @
NPUAOKEHUA

Puc. 3 — Comodo Firewall BeIsiBHIT TporpamMmy, HCIIONIB3YOIIYIO CETh

OOBIUHO cpa3zy Mmociie YCTaHOBKU (DaepBoii OyJeT BbIAaBaTh CO00-
IICHUS O CETEBOM aKTUBHOCTH CUCTEMHBIX CIIY»KO svchost.exe, alg.exe u
ap. Im cnenyet pazpemnth paboTaTh C CEThIO, MHAYE MTOTOM OYJIET He-
BO3MOJKHA paboTa B uHTepHETe. HO HE HY>KHO paspemiaTh JOCTYII B CETh
BCEM IpOTpaMMam MoJpsI, T.K. B ITOM ClIydae BeCh CMbBICT (pacpBoJIa Te-
psercs. Becem mogo3puTenbHBIM IMpOTpaMMam, a Takyke IporpaMmmam, Ko-
TOPBIE BbI HE XOTUTE, YTOOBI OHU PA0OTANIH C CEThIO, HEOOXOAMMO 3arpe-
1aTh JOCTYII B CETh.

K 11o103puTenbHBIM MPOrpaMMaM OTHOCSITCS T€, O IPOMCXOXKICHUM
KOTOPBIX BaM HMYEIr0 HEM3BECTHO — IMOYTH HaBEPHSIKA 3TO MOXKET OKa-
3aThea 350BpeaHoe [10, koTopoe mbITaeTcs BBICIATh Balll TAPOJIH Ky Aa-
TO Ha HEU3BECTHBIN ajzpec. MHOrAa 31M10BpeIHbIE TPOTPAMMbl UMEIOT HE-
TUMIMYHbIC UMEHa, HanpuMep: save, 123124, tzsdg, trojan u 1. 1. Booo1e
MIpUePKUBANTECh MIPUHITUIIA; "Tydllle 3apEeTUTh HEU3BECTHOMY MPHUJIIO-
KEHHIO JOCTYI B CETh, YEM PA3PEIIUTH .

Ecnu no ommbke BbI 3alpeTUTe JOCTYII B CETh JIETAIbHOMY MPUIIO-
KEHUI0, U Y BAC MOCIE ATOr0 BOBHUKHYT KaKkue-HUOYIb MPoOJIeMbl B pa-
00Te C CeThIO, TO ATO JIETKO UCTPaBUTh B HacTpoiikax Comodo Firewall.
JIJist 5TOro HY>XHO JBaXKIbl IIEIKHYTh Ha U300pa)K€HUU MaJEHBKOTO



IIMTa BO3JIE 4acoB B Tpee. OTKpoeTcs INIaBHOE OKHO IporpaMmmsbl (Puc.
4).

B3 COMO0G Firewall Pro

% COMODO |Firewall Pro %
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Puc. 4 — I'maBaoe okao Comodo Firewall

BBepXy OKHa OCyHIECTBISICTCS BBIOOP MEXIy Tpemsl BKJIaJIKaMu
CBoaka, 3amura, AKTUBHOCTB. CBeJleHHs1 000 BCEX pa3pelICHHbIX U
3aIPEMICHHBIX BaMU IIPUJIOKEHUAX HAXOMATCSA Ha BKIIAJKE 3alura —
na"Hens Mounutop IHpuiaoxkenui. Byl Moxere mpocTto yaaiuTh U3
CIIMCKa MIPOrpaMMy, KOTOPYIO Bl OMMO0YHO "pazpermmin’ uiu ‘‘3ampe-
TUaU", TOTJa MPU MOBTOPHOM OOpatieHuu mporpaMmmsl k cetu, Comodo
Firewall cHOBa BbIBeIET OKHO 1MOJI0O0HOE TOMY, UTO MOKazaHo Ha Puc. 3.
BbI Takxke MoxkeTe IBaXK]Ibl LIEIKHYTh Ha JI000i mporpaMmme B CIIUCKE U
NpOU3BeCTH 00JIee TOHKYIO €€ HACTPOMKY B OTKphIBIIEMcs okHe (Puc. 5),
B TOM uuciie BbIOpaTh nelictBue "Paspemars" unu "biokuposars" no-
CTyH IPOTPaMMe B CETb.
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Puc. 5 — Tonkas HacTpoiiKa MPUIIOKEHHI yepe3 daepBoI

BonpmuHCTBO HacTpoek (QaepBoia MHTYUTHBHO IOHSTHBI, TIO-
ATOMY He OyJieM UX MOAPOOHO paccCMaTpUBaTh (PEKOMEHIYIO BaM CaMo-
CTOSITETbHO TIOCMOTPETH U OLIEHUTh BO3MOKHOCTH MPOrpaMMBbl ), OCTaHO-
BUMCS JIUIITb HA HEKOTOPBIX OCOOEHHOCTSIX.

Jlist ynpoiieHust padoThl ¢ (paepBOJIOM €CTh CMBICI B CAMOM Hayaje
paboThI BHIOpATh Ha BKJIaAKe 3ammuTa B okHe 3agaum oniuto [louck us-
BeCTHBIX npuioxkeHuid. B utore Comodo Firewall aBromaruuecku
HACTPOUT IpaBuIia MOYTH JJIsl BCEX UMEIOIIUXCSI MPUJIOKEHUHN, KOTOPHIM
HeoOxoauma padota B cetu. [lo yTBepkaeHU0 pazpabOTUMKOB, BCTPO-
eHHasl 0a3a JaHHBIX BKIIIOYAET onucaHus 0osee 10 ThIC. pa3IU4HBIX MPO-
rpamMM, TaK 4TO BEPOSITHOCTh TOI'O YTO OHA OTIO3HAET OOJIBIIYIO YaCcTh U3
YCTAHOBJICHHBIX Ha BallleM KOMITbIOTEPE, IOCTATOYHO BBHICOKA.

Kpowme Toro, B Hauasie paboThl PEKOMEHIYETCS BBITIOJHUTH OOHOB-
neHue QaepBojia, YTOOBI OH 3alUIIal OT CAMOTO COBPEMEHHOIO 3JI0-
Bpeanoro I1O. Jyist 3Toro B MpaBOM BEPXHEM YTy HYKHO HaXaTb
kHoniky OOHoOBJIeHMe. B nanbHeleM pydHoe OOHOBJICHUE JIeNIaTh HE
nonaaoourcs, T.K. Comodo Firewall HacTpoeH Ha aBTOMaTH4YeCcKOe 00-
HOBJICHHE, KOTOPOE OYJIeT MEPUOJUYECKHU BBITOIHATHCS B (POHOBOM pe-
’KUMe, MIOKa Bl paboTaeTe B MHTEPHETE (3Ta HACTPOIKA pacoiokKeHa Ha



BKJIaJKke 3ammura — mnaHenb JomoanuresnbHo — pasznen Paznoe —
kHomnka HacTpouts — onmus "ABTOMAaTHYECKH MPOBEPITH HATMYKE 00-
HoByieHU"). CToMT elie 0co00 0OpaTUuTh BHUMaHUE HA CeTeBOl MOHM-
Top (Puc. 6).
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Puc.6 — [Tanens ceTeBOi MOHUTOD

Ha manene mMoHO 3a71aTh Oojiee TOHKHE HACTPOWKHU MMAPaMETPOB
¢unabTpanuu GaepBosioM epeiavr TaHHbIX M0 aJpecaM U opTaM. 371eCh
Baxxen nopsinok cienoanus npasui. Comodo Firewall Beinmosnuser mpa-
BUJIa cBepXy BHU3. C momoipo KHONOK BBepx 1 BHU3 MOXHO MEHSATH
pa3MeleHue npasui B cnucke. Hampumep, 4toObl 3akpbiTh 137 mopt
HaXMUTE KHOMKY Jl00aBMTH U B MOSIBUBIIEMCS OKHE BBIOEpUTE JCH-
ctBue buaokupoBarh ykaxute Ha 3akiaake IlopTr mcroyHuka “oquH
nopt" u nmponuiute Homep nopta (Puc. 7). ITocne naxatusa kaonku OK,
HOBOE IPAaBUJIO MOSIBUTCS B CITUCKE.
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Puc. 7 — bnokupoBanue nopra

DTO NPaBUIO HY>KHO CTABUTh CAMbIM MEPBBIM B CIIUCKE, T.K. CAMOE
nepBoe crangapTHoe mnpaswio pazpemaer ucxogsumue TCP u UDP co-
eMHEHUST Ha 000 MOPT MCTOYHMKA M JII0O0M mopT moaydarens. Ha
BKJIaJKe AKTUBHOCTD (Puc. §8) pacnosnoxens! e na"enu: CoeuHeHus
u KypHau.
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Puc. 8 — Bkiajaka akTUBHOCTBH




B CoennHeHusix oTo0paxaercsi CIMCOK MPOrpaMM, KOTOpPHIE B
JaHHBIT MOMEHT pabOTalOT C CEThI0. 37€Ch MOXKHO TaK)Xe MOCMOTPETH,
00beM TMepelaHHbIX/TIOTYYEHHBIX TaHHBIX.

B KyphaJie BeqeTcs XpOHOJOTHYECKAs 3aITUCh BAXKHBIX COOBITHIA.
K HeMy MoxkHO Bcerjia 00paTUThLCS MPU aHAIU3€ NEUCTBUN KAaKOU-TO U3
IPOrpamMm.

Eciun Comodo Firewall Bac 6yner "noctaBats" cBoumu ungpopma-
IIUOHHBIMU OKHAMH, TO Bbl MOKETE€ U3MEHUTh HEKOTOPHIE HACTPOMKH,
4TOOBI YMEHBIIUTh UX KOJMYECTBO. Hampumep, Ha Bkiajgke 3ammura->
nanenb JdomoaHuresnbHo-> pazaen Anaiau3 IloBenenus Ilpuiioxe-
HHMi-> kHoka HacTpouTh MOXXHO OTKJIIOUUTH aHATU3aTOP MOBEACHUS
MPUJIOKEHUM, KOTOPBIA YacTO pearupyeT Ha JIeTallbHbIC MPUIIOKCHHUS.
Kpome Toro, Ha Toi xe nanenu JlomosHuTeaAbHO-> pasnen Pasnoe->
kHonka HacTpouTh MOXHO M3MEHUTH YPOBEHBb YaCTOTHI OMOBEIICHUH,
YCTAHOBUB COOTBETCTBYIOIINI PhIUa)KOK Ha CaMbIil HU3KHM ypoBeHb. Ho
TOJIKO HU B KOEM CJIydae He OTKJIIouUaiTe ¢aepBOI U BHUMATEIHHO YH-
TalTe BCe ero cooOmieHus!

IIpakTn4yeckoe 3aanue

Heab padboThI: U3y4UTh METOJUKY HACTpOilku (aepBosia Comodo
Firewall.

IHopsinok BhINOJTHEHHUS PadOTHI:

1)  VYcranosute aepon Comodo Firewall Ha DBM.

2)  Bwmoaaute o6HOBNeHHE paepBoaa Comodo Firewall.

3) HactpoliTe npaBuia paspericHus W 3ampeTa MmporpaMm s
BbIXO/a B ceTh MIHTepHET B oTBeT Ha 3ampockl Comodo Firewall 06 ak-
TUBHOCTH MPOTrPaMM, KOTOPBIE XOTST UCTIOJIb30BATh CETh.

4)  HactpoiiTe aBTOMAaTHYECKH IpaBuja IS pa3pericHUs BbI-
X0J1a PUJI0KEHUN B ceThb MHTEpHET.

5) BemoaauTe 61okupoBanue mopta Ne 137.

6) IIpocMoTpuTe CIMCOK IPOrPaMM, KOTOPHIC B TJAHHBI MOMEHT
paboTaroT C CETHIO.

7)  TIpocmoTpuTe )KypHAI PETHUCTPAIUHA COOBITHH.



Cnucok KOHTPOJbHBIX BOIIPOCOB

1)  [aiiTe onpezeiieHHe MEKCETEBOI0 AKpaHa.

2) Tlepeuncnure OCHOBHBIC (YHKIIUH MEKCETEBBIX Kpa-
HOB.

3) Ilepeuncnure OCHOBHBIC CXEMBI TOJIKIIOUCHUS MEKCe-
TEBBIX YKPAHOB.

4)  TlepeunciauTe THIIBI MEKCETEBBIX SKPAHOB, (DYHKIIMOHHU-
PYIOIIKX HA OTJIENbHBIX ypoBHAX Mojenu OSI.

5) Jlaiite kmaccudUKaIUIO MEKCETEBBIX SKPAHOB.

6) CymecTBylOT JBE MOJUTHKH PAOOThI MEXKCETEBOTO
DKpaHa: «3aIpelIeHO BCE, YTO SIBHO HE PA3PELICHO», «PA3PELICHO
BCE€, YTO SIBHO HE 3ampenieHo». O0bsACHUTE, KAKOBbI UX ILIIOCHI U
MHHYCHI.

7)  TlpuBenuTe MpUMeEPHI MPOTPAMMHBIX MEKCETEBBIX IKpa-
HOB.

8) Tomnepxxusaer au paeproa Comodo Firewall pycckuii
A3BIK?

9) BosmoxHa 1 KoHGIMKTHaS cutyarus Mexay Comodo
Firewall u npyrumu daepBomamu?

10) Kakum o6pazom B daeprosie Comodo Firewall moxHO
OTPaHUYUTH JOCTYII IPOrpaMM B ceTh MHTEpHET?

11) Kakum o00pa3oM MOXKHO BBIIIOJTHUTH OJOKUPOBAHHE
TopTa ¢ OIpeaesIEHHBIM HOMEPOM ¢ TIoMOIIbIo daeprosa Comodo
Firewall?

12) Kakxum o06pa3zoM MOXHO YMEHBIIUTH KOJWYECTBO WH-
(hOopMaIMOHHBIX COOOIIECHMI ¢ TTOMOIIBI0 HacTpoek Comodo Fire-
wall?
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