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1. HEJIb PABOTbI

Ilenp KypcoBoil paboOThl - pa3pabOTKa, aHAIM3 W IPOrpaMMHas
peanu3anusl CXeMbl JJICKTPOHHOW HUGPOBOM MOAMUCH HA OCHOBE
CIOKHOCTH  3aJa4yd  JUCKPETHOrO  JIorapuMUPOBaHUS WU
OCHOBAHHBIX Ha CJIOKHOCTHU 33J1auu (pakTopu3aliuu OOJbIINX YUCE].

2. SBAIAHUE

O3HakOMbTECh C TEOPETUYECKHM MarepuaioM. Bribepure
BapuaHT 3ananus. [Ipopabotaiite cxemMy U MPOrpaMMHO pPEaTU3yUTe
3aIaHHBIN anropuT™M IudpoBoi moanucu. CreHepupyiuTe 4YuUCIOBOM
npuMep paboTel mporpammbl. [IpoBenure aHanu3 anroputT™Ma H
caenaiTe HeoOX0AUMBIE BBIBO/IBI.

3. HOPAJOK BBIITIOJIHEHUSA PABOTbBI

1.  TlosyuuTth 3a7aHKE B COOTBETCTBUHM C HOMEPOM BapHaHTAa.

2.  H3y4uTh TEOPETUUECKYIO YACTh C IPUMEPAMHU.

3. Hamucats nmporpamMmy peain3yronlyro 3aaHHbIA alTOPUTM
UG POBOM MOAMHUCH.

4.  CreHepupoBaTh YUCIOBOM MPUMEP pabOTHI CXEMBI.

5. IIpoBecTu aHaAJIN3 CXEMBI COTJIACHO 33aIaHUIO0 Ha KYPCOBOE
IIPOEKTHPOBAHUE.

6. CraenaTh BBIBOJABI O MPOJCIAHHON paboTe.

7. CocTaBHUTH OTYET.

4. COAEP KAHHUE OTYETA

TUTYIBbHBIN JIUCT, JACT 3aJIaAHUS.
Coaepxanue.

BBenenue.

Kpartkas Teopust mo TeMe UCCiaeI0BaHMS.
Onucanue mporpaMMbl CO CKPUHIIIOTAMM.
['eHepaius 4uCIOBBIX TPUMEPOB.
AHan3 BLIOPAaHHOUM CXEMBI.

3aKkI0UYeHUE C BHIBOJAMH.

TekcT mporpaMMmel.

©CoNoaRrODE



5. TEOPETUYECKAS YACTb

Brimonaenue padoT Mo KypcoBOMY MPOCKTUPOBAHUIO SIBIISICTCS
BAXHBIM  JTAllOM  HMHXEHEPHOM  moAroTOoBKH. [Ipeacramusercs
11e7IeCO00pa3HBIM BBIJIABAaTh 3aJaHUS 110 TaKUM TeMaM, KOTOpbIE
Pa3BUMBAIOT YMEHHUE IIOJb30BAThCA MATEMATHYECKUM amIapaToM u
OJITHOBPEMEHHO YTIJyOJISIOT MOHMMaHUE HJIeH, Ha OCHOBE KOTOPBIX
(GYHKIIMOHUPYIOT KPHUIITOCUCTEMBI. TeMbl 3aJaHWil JIT KypCOBOTO
MPOCKTUPOBAHNUS MOTYT OBITh BBIOpaHBI W3 OCHOBHBIX pa3JeioB
KpunTorpadumu, BKJIIOYCHHBIX B MporpamMmmy MMOJTOTOBKH
CIEHAIICTOB M OakamaBpoB. TeMbl MOTYT OBITH CHOPMYIHMPOBAHBI

CHCHYHHHHNIO6pa3OMf

1. Pa3paborka m mporpammHas peanm3arus (7,K)-moporoBbIx
CXEeM pa3leJIcHUs] CeKpeTa Ha OCHOBE MHOTOYJICHOB HaJ KOHCYHBIMHU
TIOJISIMH.

2. Pazpaborka m mporpammuas peanuzarus (N,K)-moporoBeIx
CXEM pa3JelieHUs] CEKpeTa Ha OCHOBE KHUTAWCKOM TEOopeMbl 00

OCTaTKax.

3. Pa3zpaborka, aHanmuM3 u MporpaMMHas peanu3alus CXeM
ANEKTPOHHOW MUGPOBOM MOJAMMCH HAa OCHOBE CJIOXKHOCTH 3a7a4yu

JTUCKPETHOTO JIorapu(MUPOBAHUSI.

4. PazpaboTka, aHamM3 W MpOTrpaMMHas peau3alus CXeM
AJIEKTPOHHOM ITU(POBOH MOAINCH, OCHOBAHHBIX HA CJIIOKHOCTH 3a/1a9d
(dbakTopu3auu OOJBIINX YUCEN CIICIUAIBHOTO BHUIA.

5. Pa3paboTka, aHanu3 W NporpaMMHasl peajmu3alus XdIII-



GyHKIUH.
6. PazpaboTka anropuT™MoB (QakTOopHU3alKHU, JTUCKPETHOTO
jorapu(MUPOBaHUS, U3BJICYCHUS KOPHEH 110 MOIYJII0, OTHOCSIIIMXCS K

3a/JTaHHBIM YaCTHBIM CJIy4asdaM I1apaMCTPOB 3a/1a4u.

/. OnTtumMuzanusi  BBIYUCIUTENIbHBIX  aJTOPUTMOB  JUIS
peanuzaiuu oneparui HaJl 00JBIITUMH YUCIIAMHU.

N3 pgaHHOrO cCHHMCKa MBI YyAEIUM JETadbHOEC BHUMAaHUE
BapHaHTaM KypPCOBBIX  3aJaHUW, OTHOCSIIUXCS K  TEMaTUKe
ANEKTpOHHOU IMdpoBoit moanucu. Hke npeniiararoTcss KOHKPETHBIE
3alaHusl 0 3TOMY pazfeny kpunrorpaduu. 3agadeid KypcoBOTO
MPOCKTUPOBAHUS  sBJIsieTcsl mpopaboTtka cxembl Ol u ee

IIporpaMMHas peajausanus.

3aganue 11 KypCOBOTO IPOEKTUPOBAHNUS BKIIFOYACT:

. o0myro XapakTepucTuky u obOocHoBaHue cxembl OIIII,
IIOCTPOCHHOM Ha OCHOBE 3aJIaHHOI'0 IPOBEPOYHOI0 YPABHEHHUS;

. OmucaHue IIpOLIEIYPBI reHepanuu IO ITUCH U
dbopmynrpoBaHUe TPEOOBAHUI K HEWH;

. OIEHKY CTOMKOCTM MU 0O€30MacHbIX pa3MepoB MapaMeTpOB
KPUIITOCXEMBI;

- BBIBOJ (hOpPMYJI JIJIsl BBIYUCIIEHUS TApaMETPOB K U J;

. aHalu3 CXEMbl Ha HaJu4ue claboCTel W MOUCK BAPHUAHTOB
YCUJICHUSI ¢ MUHUMAaJIbHBIM MOJIU(PUIIMPOBAHUEM;

- PaccMOTPEHHUE BO3MOKHOCTU IK3UCTEHIIMAJIBHOU IMOIIEIIKA

MOJIINCH;



. pacCMOTpeHHE  BO3MOXKHOCTH  COKpallleHUs  pa3Mmepa
TIO/ITTHCH;

. paccMoTpeHrne HeoOX0AUMOCTH JOTIOTHUTETBHBIX
TpeboBaHu# K BHIOOPY mapameTpoB cxembl DIIIT;

. paccMOTpeHHe HEO0OXOUMOCTHU JOTIOTHUTEIBHBIX

TpeOOBaHUI K FT€HEPAIUU KIIFOUYEH;

. PacCMOTPCHUC BO3MOXKXHOCTHU Hp606paBOBaHI/I$I B CXCMY

OLII ¢ BoccTaHOBICHHEM COOOIICHUS;

. KpUTHYeCKMW aHanu3 Ha: 1) Haimuuue U30BITOYHBIX
olepanMii B MpOIEaypax TCHEpalMd W IPOBEPKH IOJANUCH, 2)
HECOOTBETCTBHUE JJIMHBI OTKPBITOrO KJIKOYA U MOJANMUCHA JOCTUTAEMOMY

YPOBHIO CTOUKOCTH;

. TPOTPaAaMMHYIO PEaJM3alMI0 CXEMbI U T€HEPALUIO ITPUMEpPA
pabOThI CXEMBI C UCKYCCTBEHHO YMEHBIIIEHHBIM pPa3MepoM 3HAYEHUU

€C I1apaMCTpPOB.

5.1 Cxemsi DI Ha OCHOBE CJI0KHOCTH TUCKPETHOIO
JorapupMupoBaHus
B 3agaHHBIX HMXKE BapHaHTax CXeM UUQPPOBON MOJNKUCU
UCTIONIB3YIOTCS CICAYIOINE mapaMeTpel: Y= a* mod p — OTKpBITHIH
KJIFOY; X— CEKPETHBIN KIJII0Y; a— YUCIIO, OTHOCSIIEECS K HEKOTOPOMY
IPOCTOMY TOKa3areiao y 1o moaymo p,(K,S) — moamuch. OOmas
cxeMma TeHepaluu KIo4a: BbIOMpaeTcsi ciydaitHoe uucio U, mo

KOTOPOMY BBIYHCIIAETCS 3HaUeHHUE Z (OOBIYHO Z=a"modp, omHako B



HEKOTOPBIX BapHaHTaxX MCIOJB3YeTCs Apyras; Qopmyia, KoTopasd
yKa3aHa B MpUMEYaHuH), 1o 3HaueHUssM U u Z BBIUHCISIOTCS
3HaYeHWsI K u (, MOcCieqHee W3 KOTOPBIX ONPEICNIIeT 3JIEMEHT
nognmucu S (o0brgHO S=a%mod p, XOTS MOXeT OBITh peaM30BaHa
nporeaypa GopMupoBaHUS MOAKMCH, B KoTopoir S = y* mod p).

BapuaHnTsl 3aganunii:

1) IIpoBepouHOE CpaBHEHUE ak yH @ mod p) — gmod p
3HaueHUS mapameTpoB K u g k = # mody ;
U +xHZ
=—————mody
2) IIpoBepouHO€e CpaBHEHHUE a“yH e md P = g mod p
3HadeHus mapameTpoB K u g k = #mod 7
U +xHZ
=————mody
[Ipumeuanue a’ =1modq; S=a®mod(pq)
3) IIpoBepOYHOE CPAaBHEHHUE yHat md @) — g mod p
3uaueHus mapameTpos K u g k=Y =X od 7
XH +1
XHU + xZ
XA XA ody
XH +1
[Tpumeuanue a’ =1modq; S=a’mod(pq)

Hk+(Sa* mod q) —

4) ITpoBepOUYHOE CpaBHEHUE y S mod p



_ X2 ENXZE 4 AXHU

ody;
2xH 4

3HaueHUs mapaMeTpoB K u k

g = xHK + xZ mod y
[Mpumeuanus X =a""mod p

5) IIpoBepOYHOE CpAaBHEHHE Sk = (8" md D) g

_ HU ++H?U? + 4xHZ

3HaueHUs mapameTpoB K u g k o mod y ;
g=U —-kmody
6) IIpoBepo4yHOE CpaBHEHHE SH =a®" ™ P mod p
4 2112
3HaueHus mapameTpoB K u g - HUE \/I_;xlIJ—I +axHZ mod y ;
g=U —-kmody
7) IIpoBepOYHOE CpaBHEHUE SHk = a®" ™ P mod p
+ 2112
3HaueHUs mapameTpoB K u g k= HU \/Hz lIJ—I +axHz mod y ;
X
g=U —xkmody
[Tpumeuanue a’ =1modqg; S =a°mod(pq)
8) IIpoBepo4HOE CpaBHEHHE SHk =y md P mod
+ 2112
3HaueHus mapameTpoB K u g =AU+ \/Hzﬁ FAHZ o 7i
g=U —-kmody

ITpumeuanue a’ =lmodq; S =a%mod(pq)



9) IlpoBepouHOE CpaBHEHHUE

3HaueHus mapameTpoB K u g

_ XZ-UH

mod
X+H 4

IIpumeuanue

10) I[IpoBepouHOE CpaBHEHNUE

3HaveHus mapamMeTpoB K u g

xZ —UH
== m

od
X+1 4

11) IIpoBepouyHOE ypaBHEHUE

3HaueHus mapameTpoB K 1 g

xZ —UH
=———m

od
X+ H 4

12) IIpoBepouHOE ypaBHEHHE

3HadeHus mapamMeTpoB K u g

10

a’ =1modq; S =a°mod(pq)

H(yk/S mod p)

k:rﬂJ—ZiJuﬂJ—zf—4H(x—zu)

2H
g=U —kmody

13) IIpoBepouHOE CpaBHEHUE

3HaueHUs mapameTpoB K u g

Sa“ =« mod p
k = Ux jj mody ;
S _ a(yks mod p)+kH mOd p
k = » +_H mody ;

B (akS mod q)+kH
y=S mod p

mod y ;

_ (akS mod q)+kH

y=S mod p
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. _HU ~Z+J(HU -Z)’ —4H (x-2U)

mod y ;
2H
g=U —kmody
[Tpumeuanue a’ =1modq; S=a’mod(pq)
14) IIpoBepouHOE CpaBHEHUE y =S od
3HaueHus mapameTpoB K u g
UZ - H +,/(UZ -H)" —=4Z(HU —x
k= \/( ) ( ) mody ,
2Z
g=U —kmody
[Ipumeuanne a’ =1modq; S=a’mod(pq)
15) IIpoBepo4HOE CpaBHEHHE y = (S¥S™PXH mod p)mod g
3HaueHus mapamMeTpoB K u (J
UZ —H +,/(UZ -H)" —4Z(HU —x
k= \/( ) ( ) mody ,
27
g=U —kmody
[Ipumeuanne y =(a*mod p) modq
16) ITpoBepo4HOE CpaBHEHHE sa* =a® ™ mod p
/ 2
3uaueHus mapaMeTpos K u g =22 22 — XU hod v
X
g=2Z—-xkmody
ITpumeuanue a’ =1modqg; S=a’mod(pq);
Z =a” modq
17) IpoBepo4HOE CpaBHEHHE (sa)* =™ ™ mod p



12

3HaueHUs mapaMeTpoB K u

2
k:U;Xi\/(UZX) —Zmody;

g=U —-kmody
[Tpumeuanue BosmoskHa moagenka
MOJAINKUCH C UCTIOJIb30BAaHWEM MPEACTaBICHUS NTapaMeTpa S B BUJIE
S=y"a*mod p
18) IIpoBepouHoe CpaBHEHHUE (Sa)* = ™ ™ mod p
Z-U _
3HaveHus mapamMeTpoB K u g k= mody;
X
Ux
= mod
g 7 /4
19) IIpoBepouHOe ypaBHEHHE y = (SE/SmIPHH mod pYmod g

3HauyeHus mapameTpoB K u g

2
k=Y ‘ZZ_H i\/(u _24_H) +(UZ +UH + x)mody ;
g=k—-Umody
[Ipumevanue Cxema C OTKPBITBIM KJIFOUOM MaJIOTo pa3Mepa
y =(a*mod p)modq;
20) TIpoBepoUHOE ypaBHEHHE y = (S@ ™" mod p)mod g
—UZH +/(UZH)? + 4xZH
3HaueHus mapameTpoB K u g k = \/(ZZH )+ ax mod y
g=U +kmody

[Ipumeuanue CxeMa ¢ OTKPBITHIM KJIIOUOM Majioro pazMepa:
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y =(a*mod p)modq;

21) TIpoBepoUHOE ypaBHEHHE y = (S@*™4"" mod p)mod
3HaueHus mapameTpoB K u g k=U —%mod 7,9 =§mod y
[Ipumeuanue y =(a*mod p)modq ;
22) IIpoBepoyHOE ypaBHEHHUE sa* =a""*™ ) mod p
3HaueHUs mapaMeTpoB K u k=U - %mod 7k :gmod y
[Tpumeyanue Z =Ha" mod p;

y =(a*mod p)modq

23) TIpoBepoUHOE ypaBHEHHE y = (S™a®*™" mod p)mod g

CUH +JU?H? +4H(Z - X) -

3HadeHus mapameTpoB K u g k oH dy;
g=k-Umody
[Ipumevanue Cxema C OTKPBITBIM KIIFOUOM
MaJjoro pasmepa y =(a*mod p)modq;
24) TIpoBepOYHOE ypaBHEHHUE y = (aS®""™P mod p)mod g
3HadeHus mapamMeTpoB K u g k= U—Zlmod e XT_lmod /4
X —
[Mpumeuanue Z=Ha" mod p;

y =(a*mod p)modq



25) IIpoBepouHOE ypaBHEHUE

3HaveHus rmapameTpoB K u g

g—X—_lmod
Tz

IIpumeyanue

26) I[IpoBepouHOE ypaBHEHUE

3HaveHus mapamMeTpoB K u g

ITpumeuanue
S =a”mod(pq)

27) IIpoBepouHOE ypaBHEHUE

3HaueHUs mapaMeTpoB K u g

_Xx=Z

g mod y
ITpumeuanne
Z =Ha" mod p

28) [IpoBepouHOE CpaBHEHHE

3HadeHus mapamMeTpoB K u g

g—X—_lmod
z
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y= (aS(SH'k ™dP) mod p) mod g

(x-DH
uz

k==

mod y ;

y =(a*mod p)modq

y = (@" ™"s* mod p)mod 5

y=(a"mod p)mod?s;

y = ((aS™ ™" mod p)mod g

uz
X—2

k =

mod y ;

y=(a*mod p)modq;

yH _ (as)(skmod p) mod P

k:

mod  ;
Hx—z 7



29) IIpoBepouHOE CpaBHEHUE

3HaueHUs mapaMeTpoB K u g

g=H -xZmody

30) IIpoBepouHOE CpaBHEHNUE

3HaueHus mapameTpoB K u g

g —ﬂmod
Z Vv

ITpumeuanue

31) IlpoBepouHOE CpaBHEHUE

3HaueHUs mapaMeTpoB K u

Hx—-Z
g:

mod y

32) IIpoBepoyHOE CpaBHEHHUE

3HaueHUs mapaMeTpoB K u

[Ipumeuanue

33) IIpoBepouHOE CpaBHEHHE

3HaveHus rmapameTpoB K u g

15

k
aH — Sy(s mod p) mOdq

H-xZ

yH — (as)(HSkmod p) mOd p

k= Uz mod y ;
X—Z
Z =Ha"” mod p

yH — (as)(akSmod p) mOd p

UzZ-xH+Z
k = m

ody;

k
yH — Sa(Ha Smod p) mOd p

k:U+Zmod7;
X+1
Z =Ha" mod p

k
SH — y(a Smod p) mOd p

_UH -xZ

k mody ;
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g—gmod
o mody

34) [IpoBepouHOE CpaBHEHUE
Sy =a™' ™" mod p, 2de y == a* mod(pq)

3HaueHUs mapaMeTpoB K u k=U +1=2mod 7,
X

g :ﬂmody
X

ITpumeuanue
a’ =1modq;S = y° mod(pq);Z = Hy" modq

k k
35) IIpoBepo4HOE CpaBHEHHE glHasmodp) — y(@Smedp) mad p

3HaueHUs mapaMeTpoB K u k=U-xZ/Z mody;
g=xZ/Z mody

[Mpumevanue Z =Ha" mod p
36) IIpoBepo4HOE CpaBHEHHE g smodp) _ y(Ha"smodp) g
3HaueHUs apaMeTpoB K u k=U+xZ/Zmody;

g=xZ /Zmody

[Tpumeuanue Z =HZ'mod p
37) IIpoBepoYHOE CpaBHEHHE s madp) _ (ST medp) mod
3Ha4yeHus mapameTpoB K u g k= UZE—HZ mody ;
X
g=Z /Zmody

[Tpumeuanue Z =Z'mod p
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38) IIpoBepouHOE CpaBHEHNUE

3HaueHUs mapaMeTpoB K u
g=xZ /Zmody

IIpumeuanue

39) IIpoBepouyHOE CpaBHEHUE

3HaueHUs mapaMeTpoB K u

uz

—— =% _mod
xHz vz 7

g

ITpumeuanue

40) IIpoBepouHOE CpaBHEHHE

3HadeHus mapamMeTpoB K u g

ITpumeuanne

k k
S(Ha Smodp) _ y(a Smod p) mod P

k=U-xZ/Z mody;

a’ =1modq;S =a’ mod(pq);
Z =Z"modp
S(ykSH mod p) _ a‘(y’kS’H mod p) mod p

k:ﬂmody;
XHZ +Z

Z=y"modp; Z =Z2"modp

KoH k
S[(y S™ mod p)] — ak+(y Smod p) mod p

k:Emod}/,
1+ xZ

Z=Z"'modp; Z =Z"modp

5.2 Cxema JIII Ha ocHOBe cj10:)kHOCTH (pakTopu3anun RSA-

MOYJIA

B cxemax Ha OCHOBE CIIO)KHOCTH (PaKTOPH3AIMU COCTABHOTO

MOJYJISI 1, TPEJCTABISAIONIETO COOOM MPOU3BEICHUE JBYX OOJIBIINX
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CHIIBHBIX MPOCTBHIX uncea (N=P(), HCIONB3YIOTCI CJCAYIONINE
TUTIOBBIE TapameTpbl: (N, @) — OTKPBITHIM KIFOY, TAe N = Fq U a —
YHUCJI0, OTHOCSIIEECs M0 MOAYJIIO 7 K MOoKa3areno y= y ' y",rue y'u y
" ecTh mpocThle Aenutenu: y r—1 u y'|q-1 (npudem y' He genut q - 1
u y" "He genut r - 1); y - cekpernsiii ko4, (g, R), (K,S) mwmu (R,S) —
HOJNUCh; H — X31I-hyHKIUSA OT MOANMMCHIBAEMOTO JJOKYMCHTA.

OOmas cxema reHepanuy Kiroda: BEIOUpaeTcs ciydaifHOe YUCIIO
U, mo xoropomy Bbumcnserca sHadenue Z (o0braHo Z=a’mod n,
OJTHAKO B HEKOTOPHIX BapUaHTAaX HCIOJIb3yeTcs npyras Qopmyina,
KOTOpas yKa3aHa B MPUMEYaHUN), TI0 3HadYeHussM U u Z ompenensiroTcs
3HAYEHUS K U (J, U3 KOTOPHIX BBIUUCIIAIOTCS DJIEMEHTHI HOAmucu R u S
(00bryHO R = ¢ mod » m S=a% mod n u, XOTs 3TH MapaMeTpbl MOTYT
IIPEJICTABIATECS M B JIPYTOM BHJIC IPH BBHIIOJHECHUU IPOILEIYpPHI Te-
Hepanuu noAnucu). [lapameTpbl p, (0 ¥ I TPEACTABIAIOT COOOM
JOCTaTOYHO OOJNBIINE IPOCTBIC YHCNA, |X| — 0003HAUCHUE IJIMHEIL
qHCcTa X.

BapuanTsl 3aganuii:

1) IIpoBepouHOE ypaBHEHHUE
H =R°S? mod n,e0e Q= RSmodn u ‘R‘ ~ ‘S‘ >1006um

t

zZ'-Z

3HaueHUs mapameTpoB K u g k=

Uz

Zt

mod y ;

mod y

«
I

[Tpumeuanue S=Ha’modn;Z =Ha" modn



2) IIpoBepouHOE CpaBHEHHE

3HaveHus mapameTpoB K u g

U+HZ
g:

mod y

IIpumeuanue

3) IIpoBepoyHOE CpaBHEHHE

3HaveHus mapamMeTpoB K u g

g ody

=——m
H+Z+1

ITpumeuanue

4) IIpoBepo4HOE CpaBHEHHE

3HaueHUs mapameTpoB K u ¢

5) IlpoBepouHOE CpaBHEHHE

3HaueHUs mapameTpoB K u ¢

6) [IpoBepouHOE ypaBHEHUE

3HaveHus rmapameTpoB K u g
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k+H (Sa* modn)

a =Smodn
=2 —Hz mody ;
S=amodn
SH+(Sa" modn) :ak modn
kz—U(H +Z)mody;
H+Z+1
S=amodn
aHk(Skmodn) — Smodn
k:—Z ++2% + 4HU mod y
2H
+ 2
g- Z _\/Zz+4HU mod

k
SHk — a(Sa modn) mod n

_ HU ++yH2U? —4HU

2H
g=U —kmody

k

a= (RS)(S/Rmodn) mOd n

k:ﬂmody;
27

mod y



_1+ZU
27

mod y

7) IIpoBepouHOE CpaBHEHHE
OTKPBITHINA KJIFOY

3HaueHUs mapaMeTpoB K u

ITpumeuanue
n=pq

8) IIpoBepoyHOE CpaBHEHUE

3HaueHUs mapaMeTpoB K u

IIpumeuanue

9) IIpoBepoyHOE CpaBHEHNUE
3HaueHus mapameTpoB K u g
10) IIpoBepouHOe CpaBHEHHE
3HaueHUs mapaMeTpoB K u
-1
g=———mody

Z-H

11) IIpoBepouHOE CpaBHEHNUE

Hk sa“ modn
ST\

HU +VH2U? - 4HZ

k= mod y

2H
g=U —kmody

a’ =1modn ;S =a’mod(nn);

RY = a"®a*m™dP) mod p)modn u

RY =a" & md”) modn)modn

kz%i\/UZM—HZ mod y ;
g:%_\/u2 / 4—HZ mody

a’ =1modn’; R = a* mod(pn)

k
g mdm — 3 modn

Uz H
k=—mody; g =—mod
H 7y, 9 Z Y

aSHE mdn _1modn

k=—HUZmody;

k
S(Sa modn)aHk :1m0d n

"modn, rae (a,n’,n)-



3HaveHus rmapamMeTpoB K u g

g—ﬂmod
Z-H

12) IIpoBepouHOE ypaBHEHUE
3HaueHUs mapaMeTpoB K u g

ITpumeuanne
Z =H"a"” modn

13) IIpoBepouHOE CpaBHEHNUE

3HaveHus mapamMeTpoB K u g

g=+vUH /Z mody

14) ITpoBepouHO€E CpaBHEHUE

3HadeHus mapamMeTpoB K u g

UH
Z-UH

g= mod y

15) ITpoBepouHOE CpaBHEHUE

3HadeHus mapamMeTpoB K u g

IIpumeuanue
Z =H™a" modn

16) I[IpoBepouHOE CpaBHEHUE
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Sa* modn

a =" ) modn

Uz 1
k=———mody; g=—mod
z _p o 9T T

S=H"amodn;

k
aHk — S(S modn) mod n

k=++UZ /H mody;

(aS)Hk _ a(S"modn) modn

k:Z—UH

mod y;

k
(HS)k — a‘H(Sa modn) mod n

k:%i\/UZM—HZ mody ;
g:%_\/u2 / 4—HZ mod y

S=H"amodn;

k
SH+k — a(s modn) modn



3HaueHUs mapaMeTpoB K u g

g= Q mod
H v
17) IIpoBepouHOE CpaBHEHHE

3HaueHus mapameTpoB K u g
ITpumeuanue

18) ITpoBepouHOE CpaBHEHUE

3HadeHus mapameTpoB K u g

g=Z-Umody
IIpumeuyanue

19) IIpoBepouHOEe ypaBHEHHE
3HavyeHUs mapaMeTpoB K 1 g
IIpumeuanue

20) IIpoBepouHOE CpaBHEHHE

3HaueHUs mapaMeTpoB K u

22

H+k S¥modn

ah* =3

kz%i\/Hz /4-UZ mody;

U
=—mod
g " 4

)modn

a’ =1modn;n =rq;
S =a? mod(n'n);
Z =a" mod(nn)

k
Sl+k — a(HS modn) mOd n

U
K=———mody;
z-u 7

Z =Ha" mod p
S :a(HSkmodn) modn

U :
kzzmody,g =Z mody

Z =Ha" mod p

k
Sa¥ =a™ ™" —1modn

k:%i\/ZZM—U mody ;



IIpumeuanue

21) IIpoBepouHOE CpaBHEHHE

3HaveHus mapamMeTpoB K u g

ITpumeuanue

22) IIpoBepouHOE CpaBHEHHE

3HaueHUs mapaMeTpoB K u ¢

ITpumeuanue

23) [IpoBepouHOE CpaBHEHHE

3HaueHus mapaMeTpoB K u

_ 2
g:U Zzi\/(u J;Z) —H mody

ITpumeuanue
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a

gzéix/HzM—U mod y
Z =Ha"” mod p

a" =R® ™) mod p u ‘g‘ <5206um,

ede p=2n+lun=rq

H
k=—modqg;
7 q
g—ﬁmodq
H

a’ =1mod p,q— CEeKpETHBIN KIIHOY

a = R® ™" mod p ‘g‘ <5206um,

ede p=2n+lun=rq

k=+JUH /Z modq;
g=+vUZ / H modq

a’ =1mod p,q— CEeKpETHBIN KIIIOY

H = RI+(Ra*mod) g p g |g| < 5206um,

e0e p=2n+lun=rq

2
k:UerZi\/(U J;Z) —H mody;

a’ =1mod p,q— CEeKpETHBIN KIIHOY
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R" = y®mdp) mod p y || < 5206um,

24) IIpoBepoUHOE CpaBHEHUE
e0e p=2n+lun=rq

3HaveHus mapamMeTpoB K u g k= %modq ;
UH —xZ
g=———modq
[Ipumeuanue a’=1modp;y=a*mod p—

BJIEMEHT OTKPBITOrO KIIK0Ua; (X,()— CEKpPET

yHe = R(Ra"mdP) mod p 4 || <5206um,

25) IIpoBepouHOE CpaBHEHHE
ede p=2n+lun=rq

3HaueHUs mapaMeTpoB K u K = _XHY modq;
Z + xH
Uz
= modq
Z +xH
ITpumeuanne a’=1lmodp;y=a*modp—

AJIEMEHT OTKPBITOrO KJII04a; (X,q)— CEKpeT

a’ = R’ M) mod p g ‘g‘ <5206um,

26) [IpoBepouHOE CpaBHEHHE
e0e p=2n+lun=rq

3HadeHus mapamMeTpoB K u g k=Y mod(q;
Zx+1
0 UZx modg
Zx+1
[Tpumeuanue a’=1lmodp;y=a"modp;
Z = Hy" mod p

RH*0 = R mdP) mod p i || <520 6um,

27) ITpoBepoUHOE CpaBHEHHUE
e0e p=2n+lun=rq



3HaueHUs mapaMeTpoB K u g

[Tpumeuanne

28) IIpoBepouHOE CpaBHEHHE

3HaueHUs mapaMeTpoB K u

ITpumeuanue

29) [IpoBepouHOE CpaBHEHHE

3HadeHus mapameTpoB K u g

30) IIpoBepouHOE CpaBHEHHUE

3HadeHus mapamMeTpoB K u g

IIpumeuanue

31) IIpoBepouHOE CpaBHEHHE
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k:ﬁmodq;
H

g —ﬂmodq
Z-U

a"=1mod p, q — cekper

Ra(RSmodn) — S(HRmodn) mOd n

—— _.Zmod;/;
1+Z7

g_U +Zmod
1+z2

Z =Ha" modn

RH+g _ a1+(RHg modn) modn

Z+1-U/H
= m

k ody;

= mod
STHzrH_u OV

RgH+a _ a.(HRHg modn) modn

mod y

Z —UH
Z =Ha" modn

k + v =(a“"" modn)* ™) mod o
(9,k,v)— mognuce;
(n,a) — OTKPBITHIN KIIFOY
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U, +2z"%

3HaueHus mapaMeTpoB K,V u g k= — mod & ;
U,
V= 27U, mod o,
2
k= Y, mod y
Hkv
ITpumeuanne U, <yu U, <5— cllydalHbIC YUCJIA;

Z =(a” modn)mod &

32) IIpoBepouHOE CpaBHEHUE k =H(a“" modn)mod &
3HaueHus mapameTpoB K u g k=HZmodo;
g= Y mod y
kH
[Tpumeuanue Z = (a” modn)mod &
33) IIpoBepo4HOE CpaBHEHHE k =H(a" modn)mod s
3HaueHus mapamMeTpoB K u g k=ZmodJ,
g= Jg mod y
[Tpumeuanue Z =(Ha" modn)mod &
34) TIpoBepo4YHOE CpaBHEHHE k? = (Ha'’" modn)mod &
3HadeHus rmapamMeTpoB K u g k =++/Z mods;

g:i\/%mody

[Tpumeuanue Z =(Ha" modn)mod &



35) IIpoBepouHOE CpaBHEHHUE

3HaueHUs mapaMeTpoB K u

[Tpumeuanne
36) IIpoBepouHOE CpaBHEHUE

3HaueHus mapameTpoB K u g

ITpumeuanue

27

k = (a“"" modn)mod &

k=27;
g=(Z-U)H 'mody

Z =(a” modn)mod &
k /g =(Ha“*modn)modd
k=29;

g—Lmod
z+1 7

Z =(Ha"” modn)mod s
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6. BBIIIOJIHEHUE PABOTHBI
6.1 I'enepanusi YUCJIOBBIX IPUMEPOB

B kauecTBe HINOCTpallMii B IOSICHUTEIBHYK) 3alUCKYy K
KypCOBOMY MPOEKTy (KypcoBOW paboOTe) MOTYT OBITh BKJIIOUYCHBI
YUCJIOBBIE NPUMEPBHI, TEHEPUPYEMBIE C IMOMOIIBK NPOTPAMMEI,
peanusytoniei 3amannyto cxemy OIIII. XenareapHo, 4TOOBI 3TH
NpUMEPBI OTPAXKAIU BCE ATAlbl PyHKIIMOHUPOBaHUS cxembl DIII:

1. d®opMUPOBAHUE CHUCTEMHBIX MAapPaMETPOB, SBJISIOUIAXCS
OoOIIMMU JIJIs1 BCEX MpeIoaraeMbIX Mojab30BaTeleH.

2. ['eHepannio OTKPBITOTO U CEKPETHOTO KIIFOYEH.

3. IIpouenypy resepauuu nMOAMNUCH.

4. [Ipouenypy nmpoBepKky MOAJIUHHOCTH MOIIHUCH.

Takoe 3aaHue MOXKET OBITh MCMOJb30BAHO MPU MPOBEIECHUU
NpakKTUYEeCKUX 3aHATUH. Jlms »3Toro oOydyaemMbIM 3aJaroTcs
KOHKpeTHbIe BapuaHThl cxeM JIIII ¢ kpaTkumMu TeopeTUUEeCKUMHU
nosicHeHusIMA. OHU JTOJIKHBI CTEHEPUPOBATH YHUCIIOBBIE PUMEPHI,
WLTIOCTPUPYIOIIAE BBIYUCIUTEIBHBIN MPOLECC HA OJHOM WJIM HE-
CKOJIbKMX JTamax, YKa3aHHBIX BbIIIe. JIJs1 3TOro MOTYT OBITh
HCIIOJb30BaHbl MOPOTPAMMBbI, IO3BOJAIONINE BBINOJHATHL HaJ
OOJBIITUMHU YHCIIAMU TUTIOBBIE OMEpallui MOJAYJILHOU apu(PMETUKH.

Huxe NPUBOOATCSA HCKOTOPBIC YaCTHBIC IIPUMCPHI.

IIpumepl. Cxema DIIII 3axaHa NpoBEpOYHBIM CPaBHEHUEM

akSmodpa(H(akSmodp))modS

ak =Sy mod p.

Chopmupyem cucmemmuble napamempni.:
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p= 1188242948802635102242772106637989280357;
a= 682502200821353544223897742429626534895;
y=187266130527359358103409790533;
6= 1000000000000000003.
Bri0epem cexperHbiit kiarou X=12345678900987654321,
TOTJIa OTKPBITHIN KIIIOY
y = a*mod p =515195030626449857135211347072944115270.
[lyctp 3HaueHue X31I-QYHKIIUUM OT COOOIIEHHsS, KOTOPOE
Haj0 moamnucath, paBHo H = 11223344556677889900.
Ilpoyedypa cenepayuu noonucu:
1.  Bwibepem ciyuaitnoe 3nauenue U (U <p-1):
U=13894564231549754238457865456.
2.  Bpruuciaum 3HaueHue
Z =amodp = 647016984661564319416569408164688002775.

k + g = Umody

3. Pemas cucremy {k= g + xZ + (HZ mod §)mod y

MoJIy4aeM:

U—xZ— (HZ modd)
k = > mod y

= 68742013608792151040356901280;

_U+xZ + (HZmod 6)
B 2

= 132418681150116961301510754709.

g mod y

4. BerauciaseMm S = a9modp =

2512740207764180842719228564280308315.
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HO,Z[HI/ICBIO ABJISACTCA Iapa YHUCCII:

(k,S)=(68742013608792151040356901280,
2512740207764180842719228564280308315).

IlIposepka noonucu:

k
akSmodpa(H(a Smod p))mod Smod p =

Sy
558969385767069229415651146622281013229,

a®=558969385767069229415651146622281013229.

Hpumep 2. Cxema DLII 3anana npoBEpOYHBIM CPABHEHUEM

k+H(Sa*mod n)

a = S mod n.

FeHepaL;uﬂ CEeKpemHo2co Kurua.

r = 3833629101912126653477483;

q = 453734664575509506525229;

y =200734627(y|r—1);

¥y =96948517(y |q — 1);

Yy =7y = 194609243981981509.

I'enepayus omkpoimozo kmoua:
n=rq = 1739450414663010537283255025891175793532722918607;
a = 1442832683861143908340012980365413338357679381412.

Iycts H= 786453156704564531567560.

IIpoyeodypa cenepayuu noonucu:

1.  BeiOupaem ciyyaitnoe 3Hauenue U < y.

U = 344476610.

2.  Boruncisem 3nauenne Z = a’mod n:
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N = 1721558160561241221924249596312337285567017708121.

{k+g= U mod y

3. Pemas cucteMy CpaBHEHUU k +HZ = gmody

NOJIy4yaeM:
U—-HZ
= > mod y = 3147453087865669;
U+ HZ
9g=—7 mody = 16313471654809100.

4. Beruucigem S = a® mod p:
S=1252300906586071258425120703170072814195148417066.
[Toxmuckto sBisieTcs mapa uncen (K, S):
k = 3147453087865669;

S = 1252300906586071258425120703170072814195148417066.
IIposepra noonucu.:

gk+H(sakmodn) — 1252300906586071258425120703170072814195148417066,
Smodn = 1252300906586071258425120703170072814195148417066.

IIpumep 3. Cxema DOIII onuceiBaeTcs MNPOBEPOYHBIM
CpaBHEHUEM

§(S*modn) = yHy0d n.

I'enepayus cekpemnozo Knoua.
r =863151485261213534633759;
q = 8624756196637837342741243,;
Yy = 498957821 (y'|r — 1);
Yy’ = 495912449 (y"| q — 1);
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Yy =vVv"' = 247439394959813629.

I'enepayusa omkpvimozo Knoua:
n=rq= 7444471121143804361053743139035463488081109422437;

a = 1687541709550433428939150754797337626634663059918.
[Tycts H = 1023045067089012035648794.
IIpoyeodypa cenepayuu noonucu:.

1.  Beibupaem ciyuaitnoe uncio U < p — 1:
U = 94802439.
2. Boruucnsgem Z = aVmod p:

Z = 47284599495 00977114501570951051961049234719786624.

kg = Umody

3. Pemas cuctemy cpaBHEeHUU {gZ — Hmody MOJIy4aeMm

uz
k = —mody = 112067023254131784;

H
g = gmod Yy =69513503932762868.

k

4. Beruucnsgem S = a® mod n:

S=975879197401968446233797752454854932871552031322.

[Toryuena moanucs (K, S), rne k = 112067023254131784;
S = 975879197401968446233797752454854932871552031322.

IIposepxa noonucu:

S(s*modn) — 5740506851981512298430776813334562693341429601324,

afmodn = 5740506851981512298430776813334562693341429601324.
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