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1 OLHEHOYHBLIE CPEJIACTBA /JIsd TEKYIIEI'O KOHTPOJIA
YCIIEBAEMOCTH

1.1 BOITPOCHI IJ1s1 YCTHOI'O OITPOCA

Tema 1. OcCHOBHBbIC NOHATHS M aHAJIM3 YIpo3 HH(OPMALHOHHOM
0e30I1aCHOCTH.

1.  Kakume pecypcwl cHCTeMBbl AODKHBI OBITH 3alUIIAeMbl U B KaKOH
CTEneHu?

2. C nomoIpio KakuX CpesiCTB JI0JKHA OBITh peajan3oBaHa 3amura’?

3. KakoBa nomkHa OBITH TOJHAS CTOMMOCTH pEAM3allid 3aIIUTHl U
3aTpaThl Ha SKCILTyaTalrio ¢ y4eTOM MOTEHIIMAIBHBIX YIpo3?

4, [Ipo6nema nHpopMaIMOHHON 6€30MaCHOCTH 00IIECTBA.

5. Cocrasinstoniue nHPOpMAITMOHHON 6€30MaCHOCTH.

6. Cucrema gopmupoBanust ”HGOPMAIIMOHHON O€30MaCHOCTH

7. Yto mpenmonaraet JUHAMHUYECKAs [[EIOCTHOCTh HHPOPMAITIH?

8.  Uro mpenmosaraeT craTH4eckas IeJIOCTHOCTh HHpopmarmn?

9. [Tonsitue koHpuneHnuansHoctu B Mb.

10. Kakue CymecTBylOT YypoBHH (HOPMHUPOBAHHS HH(POPMAIMOHHOM
oe3omacHocTu?

Tema 2. IIpo61eMbl HHPOPMALMOHHOMH 0€30MIACHOCTH ceTeill

1. Kakne mexann3mpl obecniedeHus 6€30MacHOCTH CYIIEeCTBYIOT?

2. Kakue npo6iembr nHGOpMAIIMOHHON O€3011aCHOCTH BBI 3HaeTe?

3. [IpaBuIBbHO MOCTPOCHHAS APXUTEKTYpPA PEIIAET HEKOTOPBIE MPOOIEMBI
Ub cereit?

4. Komnpomerarust napopmaruu sSBiIsieTcs: yrpo3oun?

d. Ha xakue tunsl aensat yrpossl b ceteid?

6. PackpbiTue koHbUaEHITMATHEHOM HHPOPMALIUU SBISIETCS YTPO30ii?

1. HecankmuonupoBanubeiii  oOMeH  HWH(pOpManuen Moapa3yMeBacT
yrposy?

8. OnummuTe yMBIIUIEHHBIE YTPO3bI.

Q. Pacckaxkute 0 macCUBHBIX yrpo3ax.

10. HecanknuoHWPOBaHHOE WCIIOJIB30BAaHUE PECYPCOB CETH YBEIUYHBACT
pucku Ub ceteit?

Tema 3. [loauTnka 0€30MaACHOCTH

1. Kakue cuctembl BOBIEKAOTCS B OJUTUKY O€30MaCHOCTH?
2. Ponp undopmannu u napopmanuoHHsix cucteM Kommnanuu.
3. OcHoOBHbIE TO/pa3zzesieHusi, paldoTallKe B O00JACTH  3alIUTHI

uHpopMaiuu.



YT0 Takoe KaTeropupoOBaHUE COTPYIHUKOB?

Pacckaxure kiaccudukanno HHPOpMaUUK B OPraHU3aLUsIX.

YTto Takoe «BHYTPEHHUE CETEBbIE MOIKIIOUECHUS 7

Yro Takoe «MapKUpOBaHUE UH(OpMALIUN»?

Yro Takoe «M3MEHEHUs B TONOJIOTUU CETU» ?

OnumuTre NopsAOK paboThl C AIEKTPOHHOU MOYTOM.

0. Hy’Ha 11 B opraHu3alyy MOJIMTHKA YUYETHBIX 3aluceii?

1. Kakue TpeOGoBaHUS BBIIBUTAIOTCS K NapTHEPaM (TPETHbUM CTOPOHAM)?

RBE©o0~N O~

Tema 4. Kpunrorpadpuyeckas 3ammura uHgpopmanum.

1. Kakue cpencrBa kpunrtorpaduyeckoi 3amuThl HHPOPMAIIUU BbI
3Haere?

2. Uto Takoe IlIudposanue?

3. Hazosute 3 nienu mmdpoBaHus.

4. KonduaeHnaipbHOCTh Kak 11e1b MU POBAHUS.

5. HewusmeHHOCTH Kak 11e51b MU POBAHUS.

6. [TonTBepkaeHNE HCTOYHUKA KaK MENIb UM POBaHMUS.

7. Onuiure mporece nepeadn TaHHbIX OT OJJHOTO YEJIOBEKa K APYromMy
C UCIIOJIb30BaHUEM METO/Ia MU POBaAHMS.

8. Kakue anropurmsl mmdpoBanus Bbl 3HaeTe?

Q. Ha kakue xkateropuu 1eyTCS aIrOPUTMBbI?

10.  Xom-pyHKIUU Kak CpeCTBO 3alIUThl HH(POPMAITUH.
11. Yo Takoe ko4 B mudppoBaHun?

Tema 5. TexHosorum ayreHTU(PUKALMH.

1. OnpeneneHuss ayTeHTH(QUKAIWSA, WICHTUPUKAIUSA, aBTOPHU3AIIHS,
Krnaccudukaius ¢ TOYKH 3peHUS TPUMEHIEMBIX TEXHOJIOTHH.

2. [TaponpHas ayreHTUPUKANSA, TTIOCH] 1 MUHYCHI.

3. JIByx(dakTopHas U MHOTO(MAKTOpHAST ayTeHTU(UKAIIUS, SICKTPOHHBIC
kmroun Rutoken, eToken.

4, Cmapr-KapThl, OINHKCaHUEe, KiIacCHUpUKAIMS MO croco0y oOMeHa co
CUMTBHIBAIOIIUM YCTPOUCTBOM, C(Hephbl MPUMEHEHHUS.

o. JlokanbHas ayrentudukaius Windows, cxema paOoThl.

6. Pacrpenenennpie COA  (distributed IDS), mnpunmmum paGoTsl,
OCHOBHBIE MOJICUCTEMBI.

7. Cucremsr Security Information and Event Management (SIEM),
Ha3HAaYeHUE, OCHOBHBIE3A/1auU.

8. OCHOBHBIE UCTOYHMKH JAaHHBIX 1151 STEM.

Q. Cxema pabotsl npotokona NTLMv2 ¢ KOHTpOJIIIEPOM JIOMEHA.

10. IIporokon ayrentudukanuu Kerberos, mpuHImm padOThI, OCHOBHBIC
MIOHSATHUSI.

11. Tlporoxon  ayrentudukauuun  RADIUS,  onucanue,  poinu,
ucnosibzyeMbie B RADIUS, 1 ux HazHaueHue.


https://www.kv.by/index2008452201.htm

Tema 6. TexHosiornu MexxceTeBbIX IKPAHOB.

1. [103BOAUT 7AW MEXKCETEBOM HKpaH HOBOTO TIOKOJEHHUS MOBBICUTH
MPO3PavyHOCTh U MOHUMaHKEe TpaduKa NPUI0KEHUH B ceTH?

2. MO>XHO JI1 cAenaTh MOJIUTUKY yrpaBieHus TpadukoM Oojiee THOKOH,
100aBHB JIOMOJIHUTEIbHBIE BAPUAHTHI JCHCTBUHN, KPOME pa3pelieHus 1 3amnpera’?

3. MeToasl 00X01a MEXKCETEBOTO IKpaHa.

4, Kaxk knaccuuumpyrorcsi MexceTeBble IKpaHbl?

5. Kaxkue cymectBytor TpedoBanus kK MD?

6. OCHOBHBIE BO3MOKHOCTH M CXEMbI Pa3BEPTHIBAHHUS MEKCETEBOTO
JKpaHa.

7. JIOCTOMHCTBA U HEJTOCTATKH MEXKCETEBOI0 HKPaHa.

8. [TocTpoenue npaBui GUIbTpALIUN.

Q. JononuutenbHble QYHKIIMM MeEXCETeBbIX 3KpaHOB. DyHkuuss DMZ.

dyuxkius Zone-Defense. Transparent mode.
10. Mertonubl ceteBoii Tpancisuu aapecoB (NAT).
11.  Kakwue ObIBaIOT LUTIO3bl YPOBHS MPUIOKEHUI.
12.  TIporpammHuble u anmnapatabsie MD. 3aaun MEKCETEBBIX KPAHOB.

Tema 7. TexHoJ0ruM 3alIUTHI OT BUPYCOB.

1. OcHOBHBIE METO/IbI MPEIOTBPAILEHUS U OOHAPYKEHHS] BTOPKEHUH.

2. XapakTepucTuka cucteMbl oOHapykeHus BropkeHuit (COB).

3. Ha3znauenue 1 BO3MOXHOCTH CPEJICTB OOHAPYKEHUSI BTOP>KCHUH Ha

XOCTBI, POTOKOJIBI U CETEBBIE CITYKOBI.

4. MecTto W poJib CPEICTB OOHApPYXEHUS BTOPKCHUH B OOIEH cHCTeME
oOecrieueHus: CeTeBOi 6€30MacHOCTH.

5. Knaccudukanus COB.

6. BeisiBneHue aTak Ha OCHOBE CHTHATYp aTaK M BBISIBICHUSI aHOMAJTUH.

7. AyauT NpUKIIAIHBIX CIYX0.

8. CpenctBa OOHApPY)KCHUS YA3BUMOCTEH CETEBBIX CITYKO.

9. Cuctemsl BupTyanbHbix JoByiiek (HoneyPot u Padded Cell).

10. OcHoBHBIE CIOCOOBI TPOTUBOICUCTBUS BTOPKEHUSM.

Tema 8. TpeGoBanus Kk cucremam 3aUTHI HHPOPMALMH.

1. [lepeuncnure TpeOOBaHUS, MPEABIBIIEMBbIE K CHCTEMaM 3alllUThI
uHbOpMAaITIH.

2. OCHOBHBIE METO/IBI 3AIITUTHI OT aTaK HAa CETEBYIO HHPPACTPYKTYPY.

3. [lepeuncnuTe OCHOBHBIE METOIBI U CPEACTBA OOCCIIEUCHMS 3aIUTHI
uHpopMaiuu.

4, Uto BKIIOYAIOT B ceOS OpraHU3allMOHHBIE CPEACTBA OOECIECUCHHS

3amuThl HHPOopMaIu?



5. Uro BkimoyaroT B ceOs NpaBOBbIE CPEACTBA OOECIEUEHUS 3alllUTh

uHpopmaumn?

6. XapaKTepUCTUKA TEXHUYECKUX MEP 3aILUTHI OT CETEBBIX ATAK.

7. Uro BKIIOYAIOT B ce0s MHKEHEPHO-TEXHUYECKUE CPEJCTBA 3aLUTHI
uHpopmarun?

8. JaiiTe ornpezesieHre TepMUHA «UHPOPMALIMOHHASL BOMHAY.

9. Uro BKIIOYAIOT B c€0sl MPOrpaMMHO-ANIMAPATHBIE CPEJCTBA 3allUThI
uHpopmaruun?

10. PyxoBomsmmii nokymeHT «Kiaccudukanus aBTOMaTU3UPOBAHHBIX
CUCTEM.

Tema 9. OcHOBBI IPaBOBOro 00ecneYeHUs1 3aIUTHI HH(POPMAaIUH.

1. Cranmapt PCI DSS, na3zHauenue, 001acTh MPUMEHEHHUS, OCHOBHBIC
tpeboBanusa. ®CTOK Poccuu, onrcanue, OCHOBHbIE (PYHKITUH.

2. ChopmynupyiiTe OCHOBHBIC TOHSATHS B OO0JIACTH TOCYJIapCTBEHHOM
TalHBbI.

3. HazoBuTe 0CHOBHBIE COCTABIISAIOIINE TOCYAPCTBEHHOM TaHBI.

4, Kakue cBeneHus He moAJIe’)KaT OTHECEHUIO K TOCYapCTBEHHOMN TaliHe
Y 3aCEKPEYMBAHUIO?

S. HazoBute opranbl 3a1I1Thl TOCYAAPCTBEHHON TalHBI.

6. HazoBuTe OCHOBHBIE HOPMATHBHBIE PYKOBOISIINE JOKYMEHTHI,
Kacaroluecs rocyJapcTBEHHOM TalHBbI.

7. Kakue cymiecTByloT HOPMAaTHBHO-CIIPABOYHbIE JOKYMEHTHI U
HOPMAaTHBHO MPABOBBIE aKThl B 00JIACTU 3aIIUTHI HHPOPMAIIIH?

8. OxapakTepu3yiTe mpaBOBBIE JTOKYMEHTHI B cdepe oOecrnedeHus
uH(OPMAIIMOHHON 0€30TaCHOCTH.

Q. Hazosute 1ienu naopMamoHHoi 6€301macHOCTH TOCY1apCTBa.

10. JlaiitTe  XapakTepUCTUKy  OCHOBHBIM  3ajjauaM  oOecredeHus
nH(OPMAIIMOHHON 0€30MacHOCTH TOCYyAapCTBa.

11. CdopmynupyiiTe NPUHIUIBI TPABOBOTO PETYIUPOBAHMS OTHOIICHHH,
BO3ZHUKAIONUX B chepe mHPOpManuu, MHPOPMAIIMOHHBIX TEXHOJIOTUMA M 3aIUTHI
uHbOpMaITIH.

12. Kakoil mnepeueHb JEHCTBUU MPEAyCMAaTPUBAET TOCYJAPCTBEHHOE
perynupoBaHue B cepe npuMeHeHus: MHHOPMAITMOHHBIX TEXHOJIOTHA?

Kpurepuu ouenku:

10any1 BbICTaBIAECTCS OOYyYaKOIIEMYCs, €CJIM OH JIEMOHCTPUPYET TIyOOKOe
3HaHUE COJIEp’KAaHUSI BOMPOCA; JAET TOUYHBIC OMPEACIICHUS OCHOBHBIX MOHSTHUIA;
apryMEHTHPOBAHHO U JIOTUYECKHM CTPOMHO HU3/Iaraer yd4eOHbIM MaTepual,
WUTIOCTPUPYET CBOM  OTBET  AaKTyalbHBIMU TNpUMEpaMu  (TUIOBBIMH U
HECTAH/IAPTHBIMHU), B TOM YHUCJIE CAMOCTOATENIbHO HAWJCHHBIMU; HE HYXIACTCS B
YTOUHSIIOIIUX U (WJIK) TOMOJIHUTEIBHBIX BOMPOCAX MPenoaaBaTesl.

0,5 0ansa BeICTaBIAECTCS OOyYarOMIEMyCsl, €CTM OH OCBOWJI OCHOBHBIE
MOJIOKEHUSI KOHTPOJIUPYEMOUM TE€Mbl, HO HEJIOCTATOYHO YETKO JIAeT OMpE/IeIICHHE



OCHOBHBIX TOHSATUH ¥  JeDUHUIMN; 3aTpyAHSETCS TpU  OTBETax Ha
JIOTIOJIHUTENIbHBIE BOMPOCHI; TPUBOAUT HEJIOCTATOYHOE KOJIUYECTBO MPUMEPOB ISt
WUTIOCTPUPOBAHUS CBOErO OTBETAa; HYXKIAETCd B YTOUHAKONIUX U (WJIN)
JOTIOJIHUTENIBHBIX BOIMIPOCAaX MPEnoaBaTesl.

0 OaquoB BBICTaBISIETCS OOydYaloleMycsi, €Cld OH HE BIaJeeT
COJIEp’)KaHMEM BOIIpOCa WU JIONMYyCKAaeT TpyOble OIIMUOKH; 3aTPYyIHSETCS aTh
OCHOBHBIC OMPENEICHUs; HE MOXKET NPUBECTU WIM TPUBOAUT HENPaBWIbHBIC
MpUMEphI; HE OTBEYACT HA YTOYHAMOIIME W (WIM) JOMOJHUTEIbHBIE BOMPOCHI
npenoaaBaTess Uin JOMYyCKaeT MPU OTBETE Ha HUX rpyOble OIINOKH.

1.2 KOHTPOJIBHBIE BOITPOCHI K IPAKTUYECKHUM PABOTAM

[Ipaktuueckas  pabora  Nel. OuneHka  mokazareneid — KadecTBa
(GYHKIMOHUPOBAHMSI ~ KOMIUJIEKCHOM  CHCTEMbl  3alllMThl  MH(OpManuu  Ha
OpeanpusiTuu: GU3n4ecKkoe MPOHUKHOBEHHUE.

1. Kakne wacTm JOKyMEHTa OTHOCSATCS K  BONpOCaM  3alllMThI
uHbopMaruun?

2. UYto Ttakoe CISQ?

3. Urto nmoka3pIBalOT KOMMEHTapHH K JJAHHOMY JOKYMEHTY?

4, Kax MeHsicst TeKCT HOpMAaTUBHOTO aKTa C MOMEHTA €T0 CO3/IaHUsI 110

HaCTOsIIee BpeMs?

5 AHanu3 METOAMK U TEXHOJIOTUHN yIpaBIeHUsS PUCKAMH.

6 PackpoiiTe kauecTBEHHbIE METOJIUKH YIIPABIEHUSI PUCKAMHU.

7. Kaxkue xonruecTBeHHbIE METOIUKY YIIPABIECHUS PUCKAMHU Bbl 3HaeTe?

8 Omumure metoq CRAMM.

Q. PackpoiiTe BaXXHOCTh W CIIOXKHOCTh MpoOJeMbl HHGOPMAIMOHHOMN
0€30MacHOCTH.

10. 3Bamaum komureTa TeXHUYECKOH Oe3omacHoct ETSI.

[Ipaktuueckass pabora Ne2. OmpeneneHue MoOKazaTeleld 3allUIICHHOCTU
uH(MOpMAIIHU TIPU HECAHKITMOHUPOBAHHOM JOCTYIIE.

1. B d4em 3akimoyaeTcsi CIOXHOCTh (DYHKIIMOHAJIBLHOTO TOCTPOCHUS
CUCTEMBI 3alIUTHl 00heKkTa nHpopmaTuzanuu? [IpuBenure mpumMepsl.

2.  IlpuBemute dopmyiny Ui BBIYUCIICHUS  BEJIMYUHBI  POTKH),
MIPOKOMMEHTUPYUTE €€.

3.  IlpuBemute mnpuMepbl MHOTO3BEHHOW CHCTEMBI 3alllUTHl OOBEKTa
nH(OpPMaTH3AIINH.

4.  TIpoKOMMEHTHUPYWTE BBIPAXKEHUE IS OMNPEACICHHUS TPOYHOCTU
MHOTO3BEHHOM 3aIIUTHI TIPH MPOTHBOCTOSTHUH OJHOMY HapYIITUTEIO.

5.  IIpoxoMMeHTHpYWHTE BBIpaKCHUE JJIA OINPEACICHUS TPOYHOCTH

MHOT'0O3BEHHOM 3alIUTLI IIPHU IIPOTUBOCTOAHHUHY HCCKOJIbBKMM HAPYIIHUTCIIIO.



6. Kakue BbIBOABI MOXKHO ClleNIaTh, €CJIM MPOYHOCTh Cla0elIero 3seHa
3alIUTHl YAOBIETBOPSET MPEABSBICHHBIM TpeOOBaHUAM OOOJOUYKH 3allUTHl B
eaom?

7. Kakme  Mepsl  TOBBIIIEHHS  MPOYHOCTH  3alIUTBl  MOXKHO
MOPEKOMEH/IOBATh, €CJIHM 3BEHO 3aIlUThl HE YAOBIETBOPSET MPEIbSBICHHBIM
TpeOOBaHUAM?

8. Kakum o6pa3zom cucrema Oyner crnocoOCTBOBAThH LiesiM Ou3Heca?

9. TpeOyeTt nu pazpaboTKa CUCTEMBI TEXHOJIOTUHU, KOTOpasi 10 3TOr0 HE
HCIIOJIb30BAJIACH B OPTaHU3ALNN?

10. UYro nomkeH BKIIOYATh OTYeT MO pesynbrataM oreHku CASE-
CpeaCTB?

11. Kakwue 3Tamnsl OLICHKU Bbl 3HaeTe?

12.  Onumwure pamku uHpopmanumonHo OezonacHoctn NIST (NIST
CSF).

[Ipaktuueckast pabora Ne3. Kpurepuu onenku u Beioopa CASE-cpencTs.

1. Cxonbko nokosnenus CASE-cpeacts cymiectByer? ONUIINTE UX.

2. Kaxkue tpeboBanus npeabssisitorcs kK CASE-cpeactBam?

3. Kakue wnanpaBnenuss paszButuss CASE-cpencTB  UCHONB3YIOTCS
HanboJee THTEHCUBHO?

4. ITo kakum kputepusam onenunBaercs CASE-cpencto st UML?

d. Kaxk nenstcs CASE-cpencta o GyHKIMOHAIBHOMY Ha3HAYEHUIO?

6. Onumute apxutektypy CASE-cpencts.

7 Onumure Buabl kiaccupukanuu CASE-cpencTs.

8 Oxapakrtepusyiite kputepuu Beidopa CASE-cpeacTs.

Q. Kaxkue texyiue mpo6ieMbl CyIIECTBYIOT B OPTaHU3AIMU U KaK HOBas
CHCTEMAa MOMOKET UX PEIIUTh?

10.  OmnwmmmTe 3Tambl MPOrpaMMBbI OIICHKH cooTBeTCcTBUs Ub.

[Ipaktuueckass pabora Ned. CocraBneHue 0O030pHOTO JIOKYMEHTa TIO
cepTU(PUIIMPOBAHHBIM TPOJAYKTaM B 3aJlaHHON 00JacTH HWHQPOPMAIUMOHHOM
0e30MmacHOCTH.

1. Kaxk nmpoBoauTcs ceptudukanms CpeJCcTB 3alUTh HHOOpMaIHH ?

2. Uto moka3bIBalOT XapaKTEPUCTUKU TAHHOT'O CPEACTBA 3AIUTHI?

3. Kaxoii perynsiTop KOHTpOIUPYET JaHHYIO 00J1acTh MH()OPMAITMOHHON

6e3omacHocTh?

4., [TpoeKThl MEXKYHAPOIHBIX CTAHAAPTOB MO 00JIAYHBIM BBIYUCIICHUSIM.

d. Onuiure cranaaptel U pykoBojactea CIIA.

6. OO1ast KapTHHA BBEJICHHBIX B JEWCTBUE U OKHMIAEMBIX B OJIKauIee
BpeMsI CTaHAAPTOB U PYKOBOJICTB B 00JIACTH 0OJTaYHBIX BBIUMCICHUM.

1. Poccuiickas cranmapTusamnus 00JaYHBIX BBIUUCICHUN U €€ MPOOJIeMbI

Y IYTH PELICHUS.



8. Uto mpou3oieT ¢ opraHu3aluei, eciu cuctemMa He OyJeT BBelIeHa B
AKCIUTyaTaluio?
9. Kaxkast ocHoBHast uHGOpMaIys CoaepKUTcs B cepTudukare?

Kpurtepuu ouenku:

5-6 0as10B (WM OLIEHKA «OTJIMYHOY») BBICTaBIsIETCS 00ydarouiemMycs, eciu
OH JIEMOHCTpPHUpPYET TiyOOKO€ 3HAaHHE COJAEp)KaHMsSI BOMPOCA; HAeT TOYHBIE
OINpEJIENIeHUs] OCHOBHBIX TMOHSTHI; apryMEHTUPOBAHHO U JIOTUYECKH CTPOMHO
u3naraer y4yeOHbIH Marepuain; WUIIOCTPUPYET CBOM OTBET aKTyaJlbHBIMU
npuMepamMu (TUMIOBBIMH M HECTaHIAPTHBIMH), B TOM YHCIE CaMOCTOSITEIBHO
HalICHHBIMH;, HE HYK/IAeTCS B YTOUHSIOMINX M (WJIK) JOTIOTHUTEIBHBIX BOMPOCAX
IpenoaaBaTes.

3-4 6anua (WU OLIEHKA «XOPOLIO») BBICTABISETCS 00yJaroueMycsi, €CJIM OH
BJIAJICET COJIepKaHMEM BOIIPOCA, HO JIOMyCKAaeT HEKOTOPhIE HEJOUYETHI MPU OTBETE;
JIOTyCKaeT HE3HAYUTEIbHbIE HETOYHOCTH IMPHU OMPENIETICHUU OCHOBHBIX MOHSTHIA;
HEJ0CTATOYHO apTYMEHTUPOBAHHO U (MJIM) JIOTUYECKHU CTPOMHO M3jaraet yueOHbIN
MaTepHall; WUTIOCTPUPYET CBOWM OTBET TUIIOBBIMH IMPUMEPAMHU.

1-2 o©Oanma (WM OLEHKAa  «YyJIOBJIETBOPUTEIBHO»)  BBICTABIISICTCS
oOy4aromemMycs, €ciii OH OCBOMJI OCHOBHbBIE TMOJIOXKEHUSI KOHTPOJIUPYEMON TEMBI,
HO HEJIOCTAaTOYHO YETKO JAeT OINpeJeeHHEe OCHOBHBIX MOHATHH U JeQUHUIINI;
3aTpylHsSeTCsl TpU  OTBeTaX Ha  JOMOJHUTENbHBIE BOIPOCH; MPUBOIUT
HEJ0CTATOYHOE KOJWYECTBO MPHUMEPOB I WILTIOCTPUPOBAHMS CBOEr0 OTBETA;
HY>KJJA€TCSl B YTOUHSIOMIUX U (UJTH) TOMOJIHUTEIBHBIX BOIIPOCAX MPernojaBaTess.

0 oOanjgoB (MIM OIEHKA  «HEYIOBIETBOPUTEIHHO»)  BBICTABISETCS
oOydarolmeMycs, €cid OH HE BIAJEeT COJACpPKaHMEM BOIPOCa WM JOMyCKaeT
rpyOble OIMOKU; 3aTpydHSAETCS JaTh OCHOBHBIC ONPENEICHUS; HE MOXKET
NPUBECTH WM MPUBOJUT HEMPABUIIbHBIC MPUMEPHI;, HE OTBEYACT HA YTOUHSIOIIHE
U (W) TOTIOJHUTEIBHBIE BOMPOCHI MPENOJaBaTessl WK JIOMyCKaeT IPU OTBETE Ha
HUX TpyOBIe OITHOKH.

2 OULEHOYHBIE CPEJCTBA i1 MNPOMEXYTOUYHOM
ATTECTAIIMA OBYYAIOIIINUXCA

2.1 BAHK BOITPOCOB U 3AJIAHUI B TECTOBOM ®OPME
3ananus B 3akpbITOii hopme

1. Kakolt u3 nepeynciieHHbIX METOJ0B OIIEHKH PUCKa OCHOBAH Ha
pacyeTax U aHaJIN3€ CTATUCTUYECKUX MTOKa3aTesei?
1) BeposTHOCTHBIN METO.
2) Merona clieHapueB
3) YueT pHCKOB MpHU pacyeTe YUCTOM MPUBEACHHON CTOUMOCTH



2.

4) AHanu3 9yBCTBUTEIHHOCTH

Kaxkoii u3 MNEPEUNCICHHBIX METOAOB OOCHKH PUCKA NacT

MpeCcTaBlIeHuEe 0 Hanboee KPUTHUECKUX (PaKTOpax MHBECTULMOHHOTO MPOEKTa?

3.

1) TTocTpoenue nepeBa penicHui

2) MeToj clieHapHeB

3) Yder pHCKOB MPH pacyeTe YNCTON MPUBEICHHON CTOUMOCTH
4) AHanu3 9yBCTBUTEIBHOCTH

Kaxkoii u3 NEPCHNUCIICHHBIX MCTOJOB OLICHKU PUCKA UCIIOJB3YCTCA B

CUTYyalLMsIX, KOrJa IPUHUMAEMBbIC PELIEHUs CUIIBHO 3aBUCAT OT IIPUHATHIX paHee U
OTPEJIENISIIOT CLIEHAPUH JTaJIbHEHIIIETr0 pa3BUTUSL COOBITUI ?

4.

1) MMuTaMOHHOE MOJICTUPOBAHHUE

2) BeposTHOCTHBIN METOJ

3) Yder pHCKOB MPH pacyeTe YMNCTON MPUBEIACHHON CTOUMOCTH
4) TlocTpoenue aepeBa peieHui

Kakum 06pa30M IIpu pacyecTe YUCTOMU HpHBe}IeHHOﬁ CTOMMOCTH

MOJXHO YUYHUTBIBATH pI/ICK‘?

5.

1) B 3namenarene ¢popmyssl NPV mocpeacTBoM KOPPEeKTHUPOBKH CTaBKH
JACKOHTA

2) KombOunanus ¢opmya NPV mocpeacTBoOM KOPPEKTHPOBKH YHCTBIX
JICHE)KHBIX [IOTOKOB

3) B uncautene ¢popmynsl NPV mocpeacTBOM KOPPEKTHPOBKH YHCTHIX
JIEHE)KHBIX [IOTOK

4) Bce BapuaHTBI BEPHBI

Kakoii u3 nepeunciaeHHbIX METOI0B OLIEHKU PUCKA UCTIOJIb3YETCS B

CUTyalusiX, KOrja IpUHUMAeMbI€ PEIIEHUS CHIIBHO 3aBUCAT OT IIPUHATHIX PAHEE U
OTIPENICIIAIOT CIIEHAPUH JadbHENIIero pa3BUTHs COOBITHI?

7.

1) MMuTannoHHOE MOICITUPOBAHUE

2) BeposTHOCTHBIN METO

3) YueT pHUCKOB MpHU pacyeTe YUCTOM MPUBEIACHHON CTOUMOCTH
4) AHanu3 9yBCTBUTEIBHOCTH

5) ToctpoeHue aepeBa pemieHU

Uro npencrasisiet coboit ctanaapt ISO/IEC 277997
1) CranmapT 1o 3anure NepcoHAIBHBIX JaHHBIX O 3JJ0POBbBE.
2) Hosas Bepcus BS 17799C.
3) Ompenenenus ans HoBoi cepuun ISO 27000.
4) Hosas Bepcus NIST 800-60.
Uto Takoe CobiT 1 Kak OH OTHOCUTCS K pa3padOTKe CUCTEM

MH(pOpPMALIMOHHOM 0€30MaCHOCTH U ITporpaMm 0€301macHOCTH?

1) Crucok CTaHZApTOB, TPOIEIYp W TOJUTHK JUIS pa3paboTKu
IpOTrpaMMBbl 0€30TaCHOCTH.



2) Texymas Bepcus ISO 17799,

3) CrpykTypa, KoTopas ObuTa pa3paboTaHa I CHH)KCHHS BHYTPEHHETO
MOILIEHHUYECTBA B KOMITAHUSIX.

4) OTKpBITHII CTAaHAAPT, ONPEICSIISIONINHA IETH KOHTPOJIS .

8. N3 kakux yerbipex qomMeHoB cocTouT CobiT?

1) IlnanupoBanue wu Opranusanus, [IpuoOperenne u Buenpenwe,
Oxkcmtyaranusa u ConpoBoxaenue, MoHUTOpUHT U OLieHKa

2) IlmanupoBanne u Opranusanus, Ilognepkka u  BHeapenwe,
Okcruryatanus 1 ConpoBoxkaeHne, MouutopuHr u OueHka

3) IlnanupoBanue u Opranmszanus, I[IpuoOperenne u BHenpenwe,
Conposoxaenue u [lokynka, Morutopunr u OueHka

4) TlpuodOperenue u Buempenue, Dkcrutyatanus u ConpoBOXIEHUE,
Monutopunr u OreHka

Q. CobiT 0b11 pazpabotan Ha ocHOBe cTpyKTypbl COSO. YUTo aBnsercs
OCHOBHBIMH HenaMu U 3agauamu COSO?

1) COSO — 370 MoaAX0/ K YIPABICHUIO PUCKAMH, KOTOPBIH OTHOCHUTCS K
KOHTPOJILHBIM 00BEKTaM U OM3HEC-TIpoIieccam

2) COSO oTHOCHTCS K CTpaTrernyeckoMy ypoBHI0, Toraa kak CobiT
OoJIbIIIe HAMPABIIEH Ha ONEPAlMOHHBIN YPOBEHb

3) COSO yuuTHIBaCT KOPIOPATUBHYIO KYJIBTYPY U Pa3pabOTKy MOJIUTHK

4) COSO - 370 cucTemMa 0TKa30yCTONYNBOCTH

10. OCTAVE, NIST 800-30 u AS/NZS 4360 sBAst0TCS pa3iIudHbIMU
MOJIXOJIaMU K peajn3alliy yIpaBJIeHUsS pUCKaMH B KOMIaHUsAX. B uem
3aKJTIOYAIOTCS Pa3INuUsi MEXKY dTUMH METOaMu?

1) NIST u OCTAVE sBAst0TCS KOPIIOPATUBHBIMU
2) NIST u OCTAVE opuentupoBan Ha UT

3) AS/NZS opuentupoBan Ha UT

4) NIST u AS/NZS sBISFOTCSI KOPIIOPATUBHBIMH

11.Kak na3piBaroT npotokod IPX, nepeHocsnii 1aHHbIE B UHTPACETh
bunranoB npeanpusTUs?
1) TIpoToKoOI-Iaccaxup
2) Hecymmit mpotoko
3) IIpoTokoJ TYHHEIHPOBAHWS

12.Yto0, 3 mepeuncIeHHOT0, TOHUMAETCS MO TEPMUHOM YaCTHAS
BUPTYyabHasl CETh?
1) IIudpoBaHHBIH TYHHEIb BHYTPU OOBIYHOM CETH.
2) JlokanbHasi CETh B 3JJaHUHU.
3) IIporpaMMHBIN KOMITICKC IS IIHPPOBAHUSI.



13. Onna u3 IPUYUH, 110 KOTOPOH KOMMYTATOPBI HE J0JIKHBI UCTIOIB30BATHCS IS
IPEAOCTaBICHUS KaKUX-IN00 BOZMOKHOCTEN MEKCETEBOTO IKpaHa

1) KoMMyTaTopsl HE MOTYT BUJCTh NIEpeaBaeMblil TpaQUK.

2) KoMmMyTaTopsl HE MOTYT IIPEIOTBpAIaTh BO3MOXKHBIE DoS-araku.
3) KommyTatopsl He MOTYT BHIETh ITOPT, Ha KOTOPBIN YIS MAKET.
4) KoMMyTaTopbl HE MOT'YT BHJIETh ITOPT, HA KOTOPBIH MPHIIIEIT TAKET.

14. OCHOBHOE CBOMCTBO KOMMYTAaTOPOB (BHIGEPUTE CAMOE TOYHOE OTIPEIEIICHHE, OIUH

OTBET)

1) KommyTaTopsl NepeIaloT MaKeThl TOJIBKO HY)KHOMY ajpecary.

2) KommyTaTopsl MOTYT GUIBTPOBAThH TPA(PHK B 3aBUCUMOCTH OT
uHTepdeiica, ¢ KOTOPOTO YIIEI MaKeT.

3) KommyTaropsl MOTYT GUIBTPOBATH TPAPHUK B 3aBUCIMOCTH OT
uHTepdeiica, Ha KOTOPHIN MPUILIET TaKeT.

4) KommyTatopbl MOTYT (pUIBTPOBATH TPApUK B 3aBUCUMOCTH OT THUIIA

Tpaduka.

15. IToauTHka GezonacHocTH — 3TO (BBLIOEPHUTE CAMOE TOUHOE OIPEAEIIEHHE, OJMH OTBET)
1) CoBOKYITHOCTh aIMUHUCTPATUBHBIX MEP, KOTOPBIC OMPEACIIAIOT MOPSI0K
IIPOX0/Jia B KOMIIBIOTEPHBIE KJIACCHI.
2) MesxceTeBble SKpaHbl, HCIIOIb3YEMbIC B OpraHU3AIUH.
3) MHOKECTBO KPUTEPHEB /IS IIPEAOCTABICHHS CEPBUCOB 0€30IaCHOCTH.
4) COBOKYHHOCTI) KaK aIMUHUCTPATHUBHBIX MCP, TdK 1 MHOKCCTBA
KpUTCPUCB IJIA IMIPCAOCTABJICHUSA CCPBUCOB 0€301acHOCTH.

16. OCHOBHBIE KIacChl aTaK Ha MepeaaBacMble 110 CETH JTaHHBIE
1) VnaneHHas u JoKaJbHas.
2) Bugumasi v HeBHIUMAS.
3) AKTHBHas U aCCHBHAsL.
4) BHemusis U BHYTPCHHSIS.

17. Ataka Ha3bIBACTCS IMaCCUBHOM, €CIIU

1) OnmoHeHT He UMEET BO3MOKHOCTH MOIU(DHUIIMPOBATH TIEpeIaBaeMbIC
COOOIICHMS ¥ BCTABJISITH B MHQOPMAIIMOHHBIN KaHAT MEXKITY
OTIIPABUTEJIEM U TIOJTydaTesIeM CBOU COOOIICHHS.

2) OnmnoHEHT He MpeAIoIaracT MPOHUKHOBEHHUE B CUCTEMY.

3) ONmoHEHT He WCIOJIb3yeT HUKAKUX HHCTPYMEHTAIBHBIX CPEICTB IS
BBITIOJIHEHUS aTaKU.

4) ONIOHEHT HE aHAIM3HPYET NIEPEXBAYCHHBIE COOOIICHUSI.

18. Yto HE oTHOCHTCH K replay-aTake
1) M3meHeHME epe1aBaeMbIX JaHHBIX.
2) BrbInoaHeHHE HE3aKOHHOTO IPOHUKHOBEHUS B CUCTEMY.
3) IIpocMoTp meperaBaeMbIX JaHHBIX.
4) TToBTOpPHOE MCIOJIE30BAHNE HAPYIIUTEICM ITIEPEXBAUCHHOTO paHee
COOOLIEHUS.

19. HeBO3MO)KHOCTB MOJYUCHUA CECPpBHCA 3dKOHHBIM ITOJIB30BATCIICM HA3bIBACTCH



20.

21.

22.

23.

24,

25.

1) Arakoii «man-in-the-middle».
2) Replay-aTaxoii.

3) DoS-arakoti.

4) TlaccuBHOM aTakoM.

[Ipu aHAIN3€ TPOU3BOIUTEIIBHOCTH MEXKCETEBOTO IKPaHa CIIEIYET ONPEACIUTh

1) Kakoe KOJIM4eCTBO IOPTOB CYIIECTBYET Ha BEHIOPAHHOM SK3EMILIAPE
MEXCETEBOr0 KpaHa.

2) Bo3MmoskHa 11 OaaHCHPOBKA HArPY3KH M PE3EPBUPOBAHUE JIJIS
rapaHTUPOBAHUS BBICOKOW OTKA30yCTOMYMBOCTH.

3) Kakyto nporyckHy0 criocoOHOCTh, MAKCUMATBHOE KOJIMYECTBO
OJIHOBPEMEHHO OTKPBITBHIX COCTMHEHUMN, COEAUHEHUN B CEKYHTY MOXKET
o0ecreynBaTh MEXKCETEBOM dKpaH.

4) UYro siBisiercs 6oJiee MPEANOYTHTEIbHBIM — alapaTHbIA WIH
IPOrpaMMHBIA MEKCETEBOM IKpaH.

[Ton 6€30MaCHOCTHIO MH(POPMALIMOHHON CHCTEMBI TIOHUMAETCS

1) 3amuTa OT HEAaBTOPU30BAHHOTO JOCTYIA MU MOAU(DHUKAIINN
uH(GOpPMAIIMK BO BpeMsl XpaHEHHsI, 00paOOTKH WU TIEPECHUIKH.

2) OtcyTcTBHUE BBIXOJA B HHTCPHET.

3) Mepsl, HEOOXOUMBIE JIJISI ONIPEICIICHH S, JOKYMEHTHPOBAHUS U yUeTa

yTpo3.
4) 3ammTta OT 0TKa3a B 00CITY)KHBaHUHU 3aKOHHBIX MOJIb30BATEIICH.

UTO HE OTHOCHTCS K TIOHATHIO «000pOHA B TIIYOHHY

1) HMcnonb3oBaHre HECKOIBKUX B3aUMOCBSI3aHHBIX MEKY COOOM
TEXHOJIOTHUH.

2) Hcnoap30BaHHE HECKOIBKUX KOMMYTaTOPOB.

3) Hcnonp3oBaHne HECKOIBKUX MEKCETEBBIX SKPAHOB.

4) Hcmonb30BaHUE anapaTHBIX CPEIACTB Pa3HBIX MPOU3BOIUTEIICH.

Puck — a10

1) BeposiTHOCTH TOTO, YTO B CUCTEME OCTAIUCH HCM3BECTHBIC YSI3BUMOCTH.

2) BeposTHOCTH TOTO, YTO KOHKPETHAsI aTaka OyJIeT OCYIIECTBICHA C
VICIIOJIb30BAHUEM KOHKPETHOM YSA3BUMOCTH.

3) HeB03MOXXHOCTH JTMKBHIMPOBATH BCE YSI3BUMOCTH B HH()OPMAIIMOHHOM
CUCTEMC.

4) HeB0O3MOXHOCTh HCIIPABUTH BCE ONIHMOKH B IIPOTPAMMHOM 00ECIICUCHHUH.

Bo3moxxHbie CTpaTCTruu yIpaBJICHUS pPUCKAMHU
1) M306exarh pHCK.

2) TlpuHATH PHCK.

3) YMEHBIIUTh PHCK.

4) Tlepenathb pHCK.

[{enocTHOCTH — 3TO
1) HeBO3MOXKHOCTH HECAaHKIIMOHHPOBAHHOTO JIOCTYIIAa K HH(POPMAIIHH.
2) HeBo3MOKHOCTHh HECAHKIIMOHHUPOBAHHOTO BBITIOJHEHHS IIPOTPAMM.



3)

HeB03MOKHOCTh HECAHKLIMOHUPOBAHHOTO U3MEHEHUS UH(POpMaLUu.

26. HeBO3MOKHOCTh HECAaHKIIMOHHPOBAHHOTO ITPOCMOTPa HHPOPMAITHH.
CepBuC, KOTOpBIN 00€ceunBacT HEBO3MOKHOCTh HECAHKIIMOHHUPOBAHHOTO
HU3MCHCHUA JaHHBIX, HA3BIBACTCs

1)
2)
3)
4)

KonpunenunanbHOCTHIO.
LlemocTHOCTHIO.
AyTeHTU(pUKALIUEH.
JloCTyIHOCTBIO.

27. MHorodakTopHas ayTeHTH(QHKAINS 03HAYAET

28.

29.

30.

31.

1)
2)

3)

4)

AyTeHTUuQUKaIMs He MOXKET BHITIOJTHATHCS C TTOMOIIBIO TTapOJIs.
AyTeHTu(uKaIus J0JKHA BBIOTHATHCS C UCIIOIB30BAaHUEM CMAPT-
KapThl.

AyTeHTUPUIIUPYEMOI CTOPOHE HEOOXOAUMO MPETOCTaBUTH HECKOJIBKO
napaMeTpoB, YTOObI YCTAHOBUTH TPEOYEMbIl YPOBEHb JI0BEPUS.
AyTeHTu(uKaIus J0JKHA BBITOTHATHCS TPEThEH JOBEPECHHOMN
CTOPOHOM.

T'ubkocte Texnomorun VLAN o3Hagaer

1)

2)

3)

4)

VLAN ob6ecneunBaet 3ppekTUBHBIN CITOCOO ayTeHTHU(PUKALIUN
II0JIb30BaTEIIEH.

VLAN sBnsroTcst 3 (HEKTUBHBIM CIIOCOOOM TPYIIITUPOBAHUS
MOJIb30BaTeNiel 1 KOMITBIOTEPOB B BUPTyalbHbIe paboyYue TPYMIIbI,
HE3aBHCHUMO OT UX (DU3UUYECKOTO PACTIOIOKEHUS B CETH.

VLAN sBnstoTcs 3pGeKTUBHBIM CIIOCOOOM TPYIIIOBOH ayTeHTU(DUKAIINH
II0JIb30BaTEJIEH.

VLAN obGecnieunBaeT 3 PpeKTUBHBIN crtoco0 mmdpoBanus Tpaduka.

Ecnu x MapuipyTusatopy moakI04eHbl KOMMYTaTOPbI UITU IpYTHE YCTPOIMCTBA
(Hanmpumep, paboure CTaHIIMU [0JIb30BATENCH), HE MOAIEP>KUBAIOIINE TEXHOJIOTHUIO
VLAN

1)

2)
3)
4)

Ha mapmipyTtu3aTope MOXHO BBITIOJIHUTH CETMEHTAIIMIO Ha TpebyeMoe
YUCJIO BUPTYAJIbHBIX JIOKAJIBHBIX CETEM.

Ha mapuipytuzarope MokHO co3aaTh ToJbKo ABe VLAN.

Ha mapmipytu3zarope MokHO co31aTh ToJbKO ojiHy VLAN.

Ha mapmpytuzarope Henb3si BBIIOJIHUTH CETMEHTALUIO HA BUPTYaJlbHbIE
JIOKAJIBHBIE CETH.

VLAN-Tpaduk Ha3bIBaeTCs

1)
2)
3)
4)

MapxkupoBanubiM (tagged).
OTt6pomennsM (dropped).
TynnenupoBanubsM (tunneled).
OtdunstpoBannsM (filtered).

Texnonorust VLAN omnucana B cTaniapTe

1)
2)
3)

|EEE 802.3.
|EEE 802.1Q.
RFC 2401.



32.

33.

34.

35.

36.

37.

4) 1SO 9000.

Texnonorust VLAN o0nagaer cieayomMuMy XapaKTepUCTUKAMU

1) VBenudeHue MPOIMyCKHOM CIIOCOOHOCTH CETH.

2) AyrteHTu(UKalUs HAa KaHAJTHbHOM YPOBHE.

3) LlenocTHOCTH HAa KAHAIBHOM YPOBHE.

4) 1lenocTHOCTh HEKOTOPOW MOCICIOBATEIBHOCTH JeHTarpaMM.

[[InpoxoBemaTeabHble MAKETHI IEPENAIOTCS

1) Bcem xocTam B ceTH, OIpeaeIsieMOi MacKOH TOJICETH.

2) BceM xocTam ceTd, MOAKIIOYCHHBIM K lan-uHTEpdeiicam.

3) BceMm xocTam ceTH, KOTOpBIE JOCTYITHBI CO BCeX HHTEP(EiicoB
MapIIpyTU3aTopa.

4) Bcem xocTaM CeTH, MOJAKIIIOYSHHBIM KO BCeM UHTepdericam
MapIIpyTU3aTOpa UiId KOMMYTaTOpa.

Texnonorust VLAN oOnanaeT cieayonmumMu XapakTepUCTUKaMH

1) I'nOGKOCTb, CBA3aHHAS C BO3MOYKHOCTHIO I'PYIITUPOBAHKS [TOJIb30BaTEICH
B BUpTYaJbHbIE pabOUre IPYIIIHIL.

2) ludposanue tpaduka.

3) Ayrentudukanus Ha ypOBHE MMOJIL30BATEIIS.

4) TloBblieHue 0E30MACHOCTH, CBSI3aHHOE C YMEHBIIICHUEM
IMPOKOBEMIATEIBHOTO JOMEHA.

Cocrosuaue TCP-coemnuenus LISTEN

1) CocrosiHue cepBepa MOCie OTIIPABICHHS KIIMEHTY TaKeTa C
dbnaramu SYN, ACK,

2) CocrosiHUE cepBepa Mocje MOJyYCHHs OT KIUCHTA aKeTa C
yctanoBiaeHHbIMU (piraramu SYN, ACK.

3) CocrosiHue cepBepa, B KOTOPOM OH OXKHJAET 3alpoC OT KIIMEHTa Ha
CO37aHUE COCTUHEHUSI.

4) CocrostHHE cepBepa IOCiIe MOIYUYCHHs OT KJIMEHTa IaKeTa C
ycTaHoBJIeHHBIM (pirarom SY N.

AHann3 coCTOSIHUSA B HAKETHOM (1)I/IJ'IBTp€ O3Ha4dyacT

1) OrcnexxuBaHUE COCTOSHUS COCAMHECHHMS M OMOBEIICHUE aJIMUHUCTPATOPA
0 HAJMYUU MMaKeTa, KOTOPBIM HE COOTBETCTBYET OKUIAEMOMY.

2) OtcaekrMBaHUE COCTOSHUS COSAUHCHUS U OTOpachIBaHKME ITAKCTOB,
KOTOPBIE HE COOTBETCTBYIOT OKUIAEMOMY.

3) OtcnexuBaHUE COCTOSIHHS COSUHEHUS U 3aMpeIicHUE BCEro Tpaduka,
€clii OOHapYyKEH IMaKeT, KOTOPhIM HE COOTBETCTBYET OKUIAEMOMY.

4) OTcrexuBaHHE COCTOSIHHS COSIMHEHHUS U BCTaBKa COOCTBEHHBIX
MaKeTOB, €CJIM 0OHAPYKEH MaKET, KOTOPbI HE COOTBETCTBYET
0XXUJAEMOMY.

[IpuknanHoit ypoenb Moaenn OSI

1) TlochutaeT ¥ MOy4aeT JaHHBIC KOHKPETHBIX MPHIOKESHUH.
2) BemonnseT gpparmenTanuio/ qedparMeHTaI|IO TAKETOB.
3) BemomnaseT mudpoBanue Tpaduka.



38.

39.

40.

41.

42.

43.

44,

4) OGecneurBaeT MapIIPYTH3AIUIO MEXKTY JIOKATbHBIMU CCTSIMH.

TpancnioptHslil ypoBeHs Mojenu OSI

1) HekoTopble MPOTOKOIBI JAHHOTO YPOBHS FapaHTHPYIOT HAICKHOCTh

COCIMHCHHS.

2) Bce mpoTOKOIIBI TaHHOTO YPOBHS FAPaHTUPYIOT HAJIE)KHOCTD
COCIMHCHHSI.

3) IlpemocTaBisieT cepBUCH], OPUSHTHPOBAHHBIC HA COSIMHEHHE.

4) HekoTopbie MPOTOKOJIbI JAHHOTO YPOBHS 00€CIICYMBAIOT IIEIOCTHOCTh

COCIUHCHUS.

Aﬂpeca KaHaJIbHOT'O YPOBHA HAa3bIBAIOTCA
1) MAC-agpecamu.

2) Beb6-uMeHnamu.

3) IP-ampecamu.

4) DNS-umenamu.

[TakeTHBIE PHIIBTPHI C OIACPIKKON COCTOSTHUS

1) AnanusupyeTr NpaBHIBbHYIO IOCICI0BATEIIBHOCTh MTAKETOB Ha
TPaAHCIIOPTHOM YPOBHE.

2) AHanM3MPYIOT COCTOSIHHE 3alUIIaeMOM JIOKAIbHOM CETH.

3) AHAIHM3UPYIOT COCTOSTHHE MEKCETEBOIO DKpaHa.

4) AHanu3upyeT NpaBUILHYIO IMOCIIE0BATEILHOCTD ITAKETOB HA
MIPUKJIATHOM YPOBHE.

CokeToM Ha3bIBaeTCs

1) ITapa (MAC-aapec, IP-ampec).
2) IMapa (IP-agpec, mopr).

3) IMapa (DNS-ums, [P-agpec).
4) Tlapa (DNS-umsi, mopr).

Muanmmanuzanus TCP-coeanHenust BBITOIHSIETCS
1) Cepsepom.

2) Kiuentom.

3) Tperbeii TOBEPEHHON CTOPOHOIA.

4) AIMUHHCTPATOPOM.

[Ipu ycranosnennu TCP-coennnenus
1) Kmuent noceuraetr naket ClientHello.

2) Kiuent noceutaet naket ¢ ycraHoBieHHbIME Outamu SYN, ACK,

3) KimeHT mochliaeT makeT ¢ ycTaHOBJIGHHBIM Outom Start.
4) KiMeHT MOoChUIaeT IMaKeT ¢ YCTaHOBJICHHBIM OuToM SYN.

MexceTeBbie OKpaHbl JJIA Be6'HpI/IHO)KeHI/II71 pacnojiararoT

1) Tlepen 3ammmiaeMbiM BeO-cepBepoM (Tpad MK BHAYaNIE MTEPEIaeTCs

MEXXCETEBOMY DKpaHy, 3aTeM BeO-CEpBEPY).

2) MesxceTeBoii SKpaH | 3allAIIacMblii UM BeO-cepBep HAXOATCS B Pa3HBIX

MOJCETAX, HO TpahUK MEKy HUMU HE 3aIlpEICH.
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46.

47.

48.

49.

50.

3) Iocne 3ammmaemoro Bed-cepBepa (Tpaduk BHaYalIe epeaacTcs Beo-
CEpBEPY, 3aTEM MEKCETEBOMY IKpPaHY).

4) MexceTeBOl dKpaH U 3allUIaeMblil UM BeO-cepBep HaXOIATCS B Pa3HBIX
MOJICETAX, TpaPUK MEXKAY HUMU 3aMpEeLIeH.

OTJH/I‘-II/I}I BBIACJICHHOI O HpOKCI/I-CepBepa oT HpI/IKJIaI[HI)IX HpOKCI/I'HIJIIO3OB

1) BblaeseHHbBIC MPOKCU-CEpBEpa 00JIa1al0T MEHbBIIIEH
MPOU3BOAUTEIBHOCTBIO.

2) BbinencHHbIE IPOKCH-CepBEpa HE MOT'YT BBIMOJIHATH ayTEeHTH()HUKALIUIO
M0JIL30BaTEIICH.

3) BelaeneHHbIC TPOKCH-CEPBEPA HE MOT'YT aHAJIM3UPOBATH 3ar0JIOBKH
TPAHCHOPTHOTO YPOBHSI.

4) BeleneHHbIC MPOKCH-CEPBEPA UMEIOT 00JIee OrpaHUYCHHBIC
BO3MOHOCTHU MEXKCETEBOI0 SKPAHUPOBAHUSI.

Henocratkn MekceTeBbIX 3KpaHOB IIPUKIIATHOTO YPOBHS

1) TIpou3BOAUTEIHLHOCTh MEKCETEBOI0 IKpaHa MPUKIAIHOTO YPOBHS HUXKE,
YeM y MaKkeTHOro GuiabTpa.

2) MeskceTeBoit dKpaH MPUKIIATHOTO YPOBHS HE MOXKET aHAJTU3UPOBAThH
3aroJ0BKH TPAHCIOPTHOI'O U CETEBOT0 YPOBHEM.

3) MexceTeBoil 3KpaH MPUKIIATHOTO YPOBHS 00€CIeYrBaEeT MEHBIIIHMA
yYpOBEHb 0€301MaCHOCTH, YeM MaKETHBIN (QUIBTP.

4) MexceTeBoi 3KpaH MPHUKIaTHOTO YPOBHS 00s13aTeibHO pa3psiBaeT TCP-
COEIMHEHNE.

[Ipoxcu-cepBep HE MOXKET OBITH
1) Ucxonsmmm.

2) Hludpyromum.

3) Bxogsmum.

4) TyHHETUPYIOIIUM.

HepCOHaJ'IBHBIe MCKCETEBBIC OKPAHbI 1J11 HACTOJbHBIX KOMIIBIOTCPOB U HOYT6YKOB
SABJIAIOTCA

1) WcKIro9nTeTbHO TPOTPAMMHBIMH.

2) AnmapaTHO-TPOrPaMMHBIMH CPEJCTBAMHM 3aIUTHI.

3) He moryt 0bITh BcTpoeHHBIMU B OC, KOTOPYIO OHHU 3alUINA0T; BCET/Ia
peanu30BaHbl BHEITHUMHU MPOU3BOAUTEISIMU.

4) Bcerna Bcrpoenbl B OC, KOTOPYIO OHH 3aIIUIIAIOT; HE MOTYT OBITh
peanu30BaHbl BHEITHUMHU MPOU3BOJAUTEISIMU.

HpI/I HCIIOJIb30BAHNUHU ITPOKCHU-NIIJTKO30B NPUKITAAHOT'O YPOBHS

1) TIpokcHu-1LTI03 SABIISETCS A0COFOTHO PO3PAYHbIM JIJIS KITUCHTA.
2) Buemawme [P-anpeca He BHIHBI H3HYTPH.

3) Buytpennue [P-anpeca He BUIHBI BOBHE.

4) Tpokcu-nutro3 uamensiet [P-agpec ncrounuka Ha cBoit IP-anpec.

HC,Z[OCTE[TKI/I HUCIIOJIB30BaHUA CUCTEMBbBI YHI/I(I)I/II_II/IpOBaHHOl“O YIIpaBJICHUA YyIrpo3aMHU
1) MoOXeT CyIIeCTBEHHO YCIIOKHHUTHCS YIIPABICHUE BCEMH YCTPOHCTBAMH.
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2) MOXeT CyIIeCTBEHHO YXYAIIUTHCSA MIPOU3BOIUTEILHOCTD, €CIIH CUCTEME
YHUDUIIMPOBAHHOTO YIIPaBJICHUS YIpo3aMu He OyAeT XBaTaTh PECYpPCOB.

3) MoeT CyIIeCTBEHHO BO3PACTH Harpys3ka Ha pabodyue CTaHIIuU
M0JIL30BaTEIICH.

4) MoseT CyIIeCTBEHHO BO3PAacTH Harpy3Kka Ha IMpHKIIaIHbIC CepBepa.

OFpaHI/I‘-IeHHOCTI) aHaJIM3a MCKCETCBOI'O SKpaHa

1) He MoXeT BBINONHATH AyTCHTU(UKALIUIO TI0Jh30BATEIIS.

2) He MoeT aHanu3upoBath 3amipoBaHHBIC TPUKIIAJIHBIC JAHHBIC.
3) He MoxeT aHaIM3UPOBATh JAHHBIC IPUKIIAJTHOTO YPOBHSI.

4) He MoeT 0TOpachIBaTh MAKETHI.

MexceTeBble SKpaHbl IPUKIAJIHOTO YPOBHS MOT'YT

1) BbINOJHITH aBTOPU3AIMIO TOJIE30BATEIIS.

2) ABTOMAaTHYECKH Paclio3HABaTh HOBBIC IPOTOKOJIBIL.
3) BbInoJIHATE ayTCHTU(DUKAIMIO T0JIb30BATEIIS.

4) udposaTh TaHHBIC MOJIB30BATEIIS.

[Ipokcu-nutro3bl NPUKIAAHOTO YPOBHS (BEIOEPUTE CaMOE TOYHOE OIpeeIeHHE, OIUH
OTBET)

1) MmeroT 0a3y JaHHBIX MOJb30BATENICH, KOTOPHIM pa3pelieH JOCTYIl K
3aIMIIAEMOMY PECYPCY.

2) VIMeroT NpOKCHU-areHTa, SIBJISIONICTOCS MOCPETHUKOM MEXIY KIMEHTOM H
CEpBEPOM.

3) Nwmerot 6a3y nanHbIxX [P-aapecoB, ¢ KOTOPBIX pa3peiieH JOCTYIl K
3aIMIIAEMOMY PECYPCY.

4) He paspeiBator TCP-coenunenmue.

HepCOHaJ'IBHBIe MECKCETEBBIC OKPAHbI AJI1 HACTOJbHBIX KOMIIBIOTEPOB U HOYT6YKOB
YCTaHaBJINBAKOTCA

1) Ha mapmipyTusaTopax, KOTOpPBIE YKa3aHbl Ha XOCTE B KAYECTBE MUTI03a
10 YMOJTYaHHUIO.

2) Ha koHeunbix Toukax VPN.

3) Ha oTaenbHbIX KOMITBIOTEPAX.

4) Ha xocTtax, KOTOPbIC OHH 3aIHIIAIOT.

BrinenenHbie MpoKcH-cepBephI MPeIHA3HAUCHBI I TOTO, YTOOBI 00pabaThiBaTh TPAPHUK
1) KoHKpeTHOTO MOIh30BaTEIIS.

2) KonkperHnoro yposast mozenu OSI.

3) KonkpeTHOTO ajapeca OTIpaBUTEIIS.

4) KOHKpETHOTO MPUKIIATHOTO MPOTOKOJIA.

Texnomorus UPl’lP, KOTOpas MO3BOJACT MPUIIOKCHUIO, YCTAHOBJIICHHOMY Ha KOMIIBIOTEPE
3a MCKCCTCBBIM 5KPAHOM, aBTOMATUYCCKH 3alIpallIiBATh Y MEKCETCBOT'O SKpaHa
OTKPBITHUEC OIMPCACIICHHBIX ITOPTOB

1) Tlo ymon4aHUIO JOHKHA OBITH pa3pelicHa.

2) JlomkHa OBITH BCET]a YCTAHOBJICHA HA KOMITBIOTEPE, HE TOJHKHO OBIThH
BO3MO>KHOCTHU €€ 3alPETUTb.

3) Ilo ymomyaHuIo T0JKHA OBITH 3arpericHa.
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4) He nomkHA UCIIOIB30BATHCS HU B KAKOM Cllydae.

Bxomsmuii Tpaduk, IP-agpecom momyyaresst B KOTOPOM SIBIISIETCS CaM MEXKCETEBOU

JKpaH

1) JlomkeH OJOKHUPOBATHCS, €CIIU TOJIBKO MEKCETEBOM IKPaH HE
IIPEIOCTABIISIET CEPBHUCHI TSI BXOAAIIETO Tpaduka, KOTOPhIE TPeOYIOT
IIPSIMOTO COCTUHEHUS.

2) JlomkeH Bcera 0JIOKHPOBAThCS.

3) JlomkeH Bcerna pa3pemaTbes.

4) JlomkeH pa3pelaThCsi, €CIIU B JIOKAJTbHON CETH PaclojIOXKeHBI cepBepa,
JOCTYI K KOTOPBIM HEOOXO0IUM H3BHE.

Omnpenenenre SKCTpaHET

1) CeTb, TOTHYECKH COCTOSAIIAS U3 TPEX YaCTEH: IBe HHTPAHET COCTUHEHBI
MEXITy cO00M Yepe3 HHTEPHET ¢ ucnoiab3oBanueM VPN,

2) CeTb, JIOTHYECCKH COCTOSIIASA U3 ABYX JIOKAJIbHBIX CETEH, MEIKITY
KOTOPBIMU YCTAaHOBJIEH MEXCETEBOM HKpaH.

3) Certb, JJOrHYECKU COCTOSINAS U3 JOKATBHOM CETH, UMEIOIICH BBIXO/T B
WHTEPHET Y€PE3 MEKCETEBOM AKpaH MPUKIATHOTO YPOBHS.

4) CeTb, JOTHUECKHA COCTOSIINAS U3 JIOKAIBHON CETH, HMEIOIICH BBIXO B
UHTEPHET Yepe3 MaKeTHbIN QUIbTP.

[Tpumepst IP-aapecoB, KOTOpbIE HE TOHKHBI HOSIBIATHCS B MTAKETax

1) 192.168.254.0

2) 0.0.0.0

3) ¢ 127.0.0.0 mo 127.255.255.255
4) 192.168.0.254

HcnonwzoBanne GRE-TyHHemNs 1y1si COEMMHEHUSI IBYX JIOKAJILHBIX CETCH uepes
MarucTpaJbHYIO CE€Th

1) Ecnu HE0OX0IUMO JOCTaBUTh MAKET M3 TYITMKOBOTO cerMeHTa X B
TYNUKOBBINA cerMeHT Y, To mapuipytuzatop NAT s cermenTta X
MHKarcyaupyert mnaker B [P-3aronoBok ¢ [P-agpecom nomyuarens,
yCTaHOBJIEHHBIM B [P-anpec xocta B cermeHTe Y.

2) Ecnmu HEoOX0AMMO JOCTaBUTH MMAKET M3 TYITUKOBOTO CErMEHTa X B
TYIIUKOBBIA cerMeHT Y, To Mmapupytu3atop NAT s cermenta X HUKaK
HE TIpeoOpa3yer MmakKer.

3) Eciim Heo0X0MMO JOCTaBUTH TIAKET M3 TYITUKOBOTO CerMeHTa X B
TYNUKOBBIN cerMeHT Y, To mapuipyTtu3zatop NAT s cermenra X
WHKarcyaupyert naker B [P-3aronoBok ¢ [P-agpecom nomyuarens,
YCTaHOBJIEHHBIM B rio0anbHblid [P-afipec ycTpoiicTBa, BBITTOIHSIONIETO
NAT nist cermenTa Y.

4) UcnonwzoBanue NAT Bmecte ¢ GRE-TyHHENEM HEBO3MOXKHO.

Mapupyruzarop NAT
1) PacronoseH Ha TpaHUIEe MEXAY ABYMs 00JIaCTIMH apPECOB H
npeoOpasyeT aapeca B IP-3aromoBkax TakuM o0pa3om, 4TO MaKET
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1)

2)

3)

4)

5)

6)

7)

KOPPEKTHO MAPUIPYTU3UPYETCS MPU NMEPEX0I€ U3 OAHOM 00JIacTH B
APYTYIO.

2) PacnosiokeH Ha rpaHHUIIE MEXKY IBYMS JIOKAJbHBIMU CETSIMH C Pa3HBIMU
TpeOOBaHUSMHU K O€30MMaCHOCTH.

3) PacmonoxkeH Ha rpaHUIe MEXY JOKAIbHON CEThIO U HHTEPHETOM.

4) PacroyiokeH Ha TpaHHUIle MKy ABYMs 00JIACTSMH aJpECOB, B OJHOM 3
KOTOPBIX aJIpeca MPUHAJIECKAT YACTHOU CETU, & B IPYTOM — BHEIIIHEN.

Otnuuns aBoitHOro NAT oT TpamuuuoHHOTo U AByHarpaBieHHOTO NAT

1) B nBoitHom NAT IP-aapeca He U3MEHSIOTCS MIPH MIEPECEUCHUH
JEeUTarpaMMoM IpaHuULIbl IPOCTPAHCTBA AIPECOB.

2) B nBoitHoM NAT u3MeHSFOTCS TOJBKO apeca U3 BHEIIHEH CETH MpH
IIEPECEUYCHUN JeUTarpaMMON I'PaHHULIbl IPOCTPAHCTBA aAPECOB.

3) B aBoitnom NAT IP-aapeca kak HCTOYHHUKA, TaK U MOJydaTeIIs
moauduiupytorcst NAT npu nepecedeHun edtarpaMMon FpaHUIIbl
IIPOCTPAHCTBA aJPECOB.

4) B nBoiiHoM NAT u3MeHSIOTCS TOJILKO aJipeca U3 4YaCTHON CETH MpH
[IEpECEUYCHUH JeUTarpaMMOl I'PaHULIbl IPOCTPAHCTBA aJAPECOB.

NAT ucnonesyercs

1) B IPv32.
2) B IPv64.
3) B IPv6.
4) B IPv4.

3ananus B OTKPBITOH opme

... - CaMBbIi IIEHHBIN pecypc B KOMIIAHUH, & B HEKOTOPBIX CIy4asixX SBISACTCS
U TIPOM3BOJCTBEHHBIM PECYPCOM, OT COXPAHHOCTH KOTOPOTO 3aBUCST
BaYKHBIE TEXHOJIOTHUECKHUE TPOIECCHI.

. — 3TO COCTOSIHHE 3alUIIEHHOCTH WH(POPMAIIMOHHOW Cpeapl OO0IIecTBa,
obecrnieunBaromee e¢ (HOPMUPOBAHWE, HCIIOIL30BAaHUE W pPa3BUTHE B
MHTEpeCcax IpaKJaH, OpraHu3aluii, roCcy/1apcTBa.

— 3TO KOMIUIEKC MEpONPHUATHI, HANpPABICHHBIX Ha OOecredeHne
UH(GOPMAIIMOHHON 0€30MaCHOCTH.

3amuThl  WHOpMANMU  ABiIsSeTCs  MH(OpPMAIMOHHAs — CHUCTEMa
(mpennpuaTusi, KOMMEpPYECKOW OpraHu3aluu) WIA aBTOMaTU3UPOBAHHAs
cucrteMa 00pabOTKHU JaHHBIX.

CUCTEMAa — B3aMMOCBS3aHHAs COBOKYIHOCTb CpEJCTB, METOJOB U
nepcoHasna, KOTOphIe UCIONB3YIOTCS U1l XpaHEeHUs, 00paboTKH, mepeaadn u
noJiydeHuss ”HPOpPMaIMK B UHTEpPECaX JTOCTHKECHUS TTOCTABIICHHOM TEH.

uHpopmarmu B HNC — 3TO Takoe COCTOSHHE BCEX KOMIIOHEHT
MH(QOPMAIIMOHHOM CHUCTEMBI, IpPU KOTOPOM OOECIeUYuBaeTCsl 3alllUTa
MH(pOpMALIMKU OT BO3MOXHBIX YIpO3 Ha TpeOYyeMOM YpPOBHE.

I[Ton ... B HMC mnoHumaercs eOWHBIM KOMIUIEKC HPaBOBBIX HOPM,
OpraHU3alMOHHBIX Mep, TEXHUYECKUX, IPOrPaMMHBIX u



KpUNTorpaUueckux  CpeiCTB, 0o0ecrneynBamIIUi  3aIUIIEHHOCTb
uHpopmaruu B UC B COOTBETCTBUU C IPUHATON MOJTUTUKON O0€30MaCHOCTH.
8) Llenb .... — obOecrieunTh OecrepeOOiHYI0 pabOTy OpraHHM3alMH ¥ CBECTH K
MUHUMYMY ymepOd OT COOBITHM, Tasiuux yrpo3y 0€30MacHOCTH,
OCPEJCTBOM MX MPEAOTBPALICHUS U CBEIAEHUS MOCIEACTBUNA K MUHUMYMY.

9) ... — 3TO 3amHUTa OT HECAHKIIHOHUPOBAHHOTO JIOCTYIA K HH(POPMAIIHH

10) [log .. wHbOpManuu MOJapa3ZyMeBaeTCs, €€ 3allUIIEHHOCTh OT
pa3pylieHus ¥ HECAHKITMOHUPOBAHHOTO U3MEHEHUSI.

11) ... — 9TO BO3MOXKHOCTh 3a MPUEMIIEMOE BpPEeMSs MOJYUYUTh TPEOYEeMYO
UH()OPMAIIMOHHYIO YCIIYTY.

12) ... MOXHO TIOJpa3JeiNTh Ha CTaTHYECKYH (MMOHUMAeMyl Kak

HCU3MCHHOCTDb I/IH(i)OpMaI_II/IOHHBIX O6L€KTOB) 151 AUHAMHUYCCKYIO
(OTHOCSIH_IYIOCSI K KOPPCKTHOMY  BBIIIOJJHCHUIO  CJIOKHBIX ﬂeﬁCTBHﬁ

(TpaH3akIuit)).

13) ... — 3aKOHBI 1 HOPMATHUBHBI aKThl, 3aTparusaroniue O0;

14) ... — TIOJIOKCHMS TIOJUTUK Oe3omacHOCTH, 3aTparuBaromux OO wu
YUUTHIBAIOIIHUX €TI0 0COOEHHOCTH;

15) ... — Mepbl PU3NUECKON 3alUThI, IEPCOHAI U €T0 crienuduka;

16) ... — HasHauenune OO, mpeanosiaraeMpie 00JIACTH €r0 IPUMEHEHHUS.

17) ... — THIOBOU HabOp TpeboBaHuM 11 HeKoTopoil kateropuu OO.

18) ... — JIOKyMEHT, cojepaluii TpeOoBaHUs O0€30MacHOCTU IS

KOHKPETHOM pa3padOTKHU, BBHITIOJIHEHHE KOTOPBIX 00E€CTIEUNBAET IOCTHKEHHE
MIOCTaBJIEHHBIX 11eJIel O€30MacHOCTH.

19) ... — Jr000W KOHTEWHep, TMpeIHA3HAUYCHHBIH JJI1 XpaHCHMUs
uH(bOpMaIINK, TOJIBEPKEHHBIN yrpo3aM HHGOPMAIIMOHHONW 0€30MacHOCTH
(cepBep, pabodasi CTaHIUsA, IEPEHOCHONH KOMIIBIOTED).

20) ... — JeHCTBHE, KOTOpPOE IMOTECHIMAIBHO MOXET IIPUBECTH K
HapyIICHUIO OE30MMaCHOCTH
21) ... —23T0 ci1aboe MecTo B MHPOPMAITMOHHON CHCTEME, KOTOPOE MOKET

NPUBECTH K HApYIICHUIO O€30MaCHOCTH IMYyTEM pealu3allid HEKOTOpOH

YIPO3BIL.
22) ...— ymiep0, KOTOpbIi TTOHECET KOMITaHUS OT MOTEPU pecypca

23) ... — CTENEHb BIMSIHUS pealu3alu Yrpo3bl Ha pecypc, T.€. Kak
CWJIBHO peasih3alis yrpo3bl MOBIUSET Ha paboTy pecypca.

3anaHne HA YCTAHOBJICHHEC COOTBETCTBUSA

1. VYcrauwoButs coorBeTcTBHE dTannoB CRAMM:

1) «ldentification and Valuation of a) — HACHTUDUIHUPYIOTCS
Assets» Y OLICHUBAIOTCS YIPO3bI
u ySI3BUMOCTHU
MH()OPMAILIMOHHBIX
AKTMBOB KOMITAHUH.

2) «ThreatandVulnerability Assessment» b) — YEeTKO
UJIECHTUPUIUPYIOTCS




AKTHBBI, u

onpeensaeTcs 150.
CTOUMOCTb. Pacuer
CTOMMOCTH
MH(OPMAIIMOHHBIX
aKTHBOB  OJIHO3HAYHO
MO3BOJISIET OMPEICIIUTh
HEOOXOAUMOCTD 5
JIOCTAaTOYHOCTh

npeajaraeMblX CpesCTB
KOHTPOJISI ¥ 3aIlIUTHI.

3) «Risk Analysis»

C) — mpeaiararoTcs Mepbl
u cpencTBa
YMEHBIIEHUS WITH
YKJIOHEHHUS OT PHCKA.

4) «Risk management»

d) — mo3BOJIAET MONYYHUTh
Ka4eCTBEHHBIC u
KOJIMUECTBEHHBIC
OIICHKH PUCKOB.

2. YCTaHOBHUTH COOTBETCTBHEYIIEpOa penyTallyi OpraHu3alim:

1) 2

d) — KpUTHKa B CpPEICTBaX MacCCOBOM

uH(pOpMAaIIK, UMEIOIas TMOCIEICTBUS B
BUJIE KPYIHBIX CKaHJIaJIOB,
napJIaMEeHTCKUX CITyIIaHUH,
MIMPOKOMACIITAOHBIX POBEPOK H T. T1.;

2) 4

b) — HeratuBHas peakius OTICIBHBIX

JIEMyTaTOB;

3) 6

C) — HeratMBHas peakius OTACIbHBIX

YMHOBHHKOB, O6HI€CTBGHHI>IX I[eﬂTeHCﬁ;

4) 8

d) — xpuTHka B CpeICTBaX MacCOBOM

uH(bOpMAIKM, HE HUMEIOMas HIUPOKOTO
OOIIECTBEHHOTO PE30HAHCA;

5) 10

€) — HeraTMBHAas pEakIus Ha YpPOBHE

[Ipesunenra u [IpaBuTenbcTBa.

3. YCTaHOBUTH COOTBETCTBHE yiepOa 370POBBIO MTEPCOHATIA

1) 2

a) — yiepo CPEIHEro pa3mMepa
(HEOOX0IUMO JIEUeHHUE JJI1 OJHOTO WU
HECKOJIbKUX COTPY/IHHUKOB, HO
JUTMTEIIbHBIX OTPHUIIATEIbHBIX

MOCJICJICTBUI HET);




2) 4

b) — MuHUManbHBI ymepO (mocieacTBus
HE CBS3aHBl C TOCIUTANU3AIMA WU
JUTUTEIILHBIM JICYCHHUEM ),

3) 6

C) — rubenb IoaeH.

4) 10

d) — cepbe3Hble MOCICACTBUSA (IIUTEIBHAS
TOCHHUTATM3AlNs, WHBAIUIHOCTh OJIHOTO
WIIH HECKOJIBKMX COTPYIHUKOB);

4, YCTaHOBHTbL COOTBETCTBUE q)HHaHCOBBIX MOTCpb, CBA3AHHBIX C
BOCCTAHOBJICHHUCM PCCYPCOB!

1) 2 a) — ot $1000 mo $10 000;

2) 4 b) — menee $1000;

3) 6 c) — ot $10 000 o $100 000;
4) 10 d) — cBeime $100 000.

5. YCcTaHOBUTH COOTBETCTBUE AC30praHn3anun ACATCIBbHOCTHU B CBA3U C
HCIOCTYIMHOCTBHIO JAHHBIX .

1) 2 a) — OTCYTCTBHE JIOCTymna K HH(pOpMaIuu
1o 1 gaca;

2) 4 b) — orcyrcTBHE mOCTyma K HHGpOpPMAIUH
10 15 munyT;

3) 6 C) — OTCyTCTBHE AOCTYyIa K HH(pOpMAIUH
oT 12 gacos;

4) 8 d) — orcyrcTBHe mocTyma K HHGpOpMAIUH
JI0 3 4acoB;

5) 10 €) — OTCyTCTBHE JOCTyma K WH(MOpMauu
0oJjiee CyTOK.

6. YcTaHOBUTH COOTBETCTBHE OLICHKH YPOBHS YTPO3BI:

1) OuycHb BBICOKHI

a) VHIMIEHT MPOMCXOAHWT B CpEIHEM, HE
qaie, 9yem kaxaeie 10 ner

2) Bricokwmii

b) MHUMAEHT MPOUCXOAUT B CPEAHEM OJUH
pa3 B 3 rona

3) Cpennwmii C) MHIMIEHT MPOUCXOIUT B CPEIHEM pa3 B
rox
4) Huzkwii d) MHOMOEHT MPOUCXOAUT B CPEAHEM OJUH

Ppa3 B YCTBIPC MCCALlA




5)

O4yeHb HU3KUU

e) MHIuACHT NMPOMCXOIUT B CPEIAHEM pa3 B
MeECSII

7. YCTaHOBUTH COOTBETCTBUEOIICHKH PHUCKOB B 3aBUCHMOCTH OT
(hakTOpoB:

1) Beicokwii puck a) Ilpeamonaraercsi, 4To 0€3 CHIDKCHHUS
TaKHUX PHUCKOB oOparieHue K
UH(QOPMALIMOHHOW CHCTEME TPEATPUITHS
MOXET OKa3aTh OTPHUIIATEIBHOC BIIUSHHE
Ha OM3HEC;

2) CylecTBeHHBIH b) 3necw TpeOyeTcs s pexTuBHAS

pHCK cTpaTerus yIIpaBIICHUS pHCKaMH,
KOTOpasi TMO3BOJIUT yYMEHBIIUTh  WJIH
MOJHOCTBIO HUCKJIFOUUTh OTPHIIATEIIBHBIC
MIOCJIC/ICTBHSI HANIA/ICHUS;

3) YMepeHHbI# prcK C) Yeunus 1O YOPABICHUIO PUCKAMHU B
JIAHHOM CJlydae He OYIyT UrpaTh BaXKHOM
pOTIH.

4) He3HaunTenbHBIN d) B OTHOIICHWH PUCKOB, MOMABIIMX B 3Ty

pUCK 001acTs, JTOCTaTOIHO PUMEHHUTH
OCHOBHBIC  TIPOIEAYPHl  YIPaBICHUS
pHUCKaMU;

8. YCTaHOBUTH COOTBETCTBHE:

1) VYrposa a) DTo Hekas HeyJavHas XapaKTepUCTHKA

Oe3ormacHOCTH CUCTEMBI, KOTOpasl JelIaeT BO3MOXKHBIM
BO3HUKHOBCHHE yTPO3HI.
2) VS3BUMOCTb b) D10 yrpo3a packpbiTus HHGOPMAIIHH.
3) Araxka c) Oro MOTEHIINAIBHO BO3MOYKHOE
IPOHCIIECTBHE, KOTOPOE MOXKET OKa3aTh
BO3/ICHCTBHE HA MH()OPMAITUIO B CHCTEME.
4) Yrposa d) Dro gnelicTBHe IO  HCIOJIb30BaHHIO
KOH(pHICHIINATHHO YSA3BUMOCTH; pealln3alus yrpo3bl.
CTH

9. VYcTaHOBUTH COOTBETCTBHE:

1) Vrposa a) DOT0  BeposSTHBIH  ymepOd, KOTOPBIH
[EJIOCTHOCTH 3aBHUCHUT OT 3aIUIIEHHOCTH CUCTEMBI.

2) Yrposa b) Oto  cTromMOCTHL  TOTEPhb, KOTOPBIC
JTOCTYITHOCTH MIOHECET KOMITAaHUS B CIIydae peaiu3aliu

yTPO3bI KOH(HICHIIMATBHOCTH,




LEJOCTHOCTH WJIM  JOCTYIHOCTH  IIO
Ka)KJJOMY BHU]ly LIEHHOW UH(QOpMaLIUU.

3) Ymepo c) D10 yrpo3a HapyIICHHUSI
paboOTOCIIOCOOHOCTH ~ CHCTEMBI  TIPH
JOCTYTIE K uH(pOopMaIu.
4) Puck d) Dt0 yrpo3a u3mMeHeHus: HHGOpMAIUK.

10. YcTaHOBUTH COOTBETCTBHE:

1) High- a) Cnucok ysI3BUMOCTEH, KOTOpbIC HaIo
severityvulnerabilit yCTPaHHUThH B ONIDKaiIIIee Bpems
ies

2) Middle- b) Crnucok ysA3BUMOCTEH, B OTHOIICHHH
severityvulnerabilit KOTOPBIX HE TpeOyeTcsi HEeMEJICHHBIX
ies IercTBUi

3) Low- C) Cnucok ysS3BHUMOCTEH, KOTOpbIC HAJO
severityvulnerabilit YCTPaHUTh  HEMEIICHHOOOOPYI0BAHHMS
ies

11. YcTaHOBUTH COOTBETCTBHUE:

1) KomanaHbIi a) JIBmwkeHus

uHTepdeic
2) SILK b) IlociaemoBaTeIbHOCTH CHUMBOJIOB
3) WIMP C) Manwumymsitop

12. YcranoButh cooTBeTcTBHE dTanoB RiskWatch:

1) Ilepssiii oTamn a) BBOJ JAHHBIX, OMHUCHIBAIOIIHNX
KOHKPETHBIE XapaKTCPUCTHUKUA CUCTEMBI.
2) Bropoii atan b) Omnpenenenne npeameTa HCCISTOBAHUS.

3) Tperuii atamn c) I'eHeparusi OTYETOB.




4) YetBepThii 3TA

d)

KonnuecTBeHHas OLIEHKA pUCKa

13. YcTaHoBUTH COOTBETCTBHE:

1) IlpaBoBas 3amuta

a)

OTO perinaMeHTanus NpPOW3BOIACTBEHHOU
NEATEIbBHOCTY W B3aUMOOTHOILIECHUI
VICIIOJIHUTEJIEN HA HOPMATHUBHO-IIPABOBOM
OCHOBE, KOTOpas  HCKJIKYAeT  WIH
ocla0isieT ~ HAaHECeHWe  KaKuxX-JInbo
yOBITKOB NPEANPUATHIO;

2) OpraHu3aiuoHHast
3aIura

b)

OTO crHeuuanbHbIE 3aKOHBI, JIPyTHE
HOpPMAaTHBHBIE aKTBhI, paBuiIa,
NpPOLIEAYPbl M MEPONPUATHUS, KOTOPBIE
o0ecreunBalT 3aluTy MHpOpMaAluu Ha
IIPABOBOM OCHOBE;

3) UnxeHepHO-
TEXHUYCCKAs
3aIuTa

DTO  HCMONB30BaHHE  Pa3HOOOPa3HBIX
TEXHUYECKUX CPE/CTB, KOTOpbIE
NPENSTCTBYIOT  HAHECEHWIO  yOBITKOB
PEANPUSTHIO.

14. YcTaHOBUTH COOTBETCTBUE:

1) OLE- a) TexHoyIOTHs, OpraHM3yromas IOCTYI K
automationuwiumnpo JAHHBIM Pa3HBIX KOMITBIOTEPOB C YYETOM
cro  Automation OamaHCHPOBKHU Harpy3Ku CETH.
2) ActiveX b) Texuomorus, obecrnieunBaromas
0€30macHOCTh M CTAaOWIIBHYIO padoTy
pacTlpe/IeIeHHbIX ~ TPUIOKEHUH  MpHU
OOJIBIIINX o0BpemMax nepe1aBaeMbIX
JTaHHBIX.

3) MIDAS c) Texuomorus npeaHa3HayeHa TUTST
CO37aHUsl TMPOTPAMMHOTO OOECTICUCHHUS
KaK  COCpPEJOTOYEHHOTO Ha  OJHOM
KOMITBIOTEpE, TaK W PACIpPEICIICHHOTO B
CETH.

4) MTS  (Microsoft d) Texnomorus CO3aHMs
Transaction IPOTPaMMHUPYEMBIX MIPUIIOKEHUH,

Server)

oOecnieynBaroIiasl  MPOrPaMMUPYEMBIii
JOCTYIl K BHYTPEHHHUM CIIy)0aM 3TUX
MPUII0KEHU




15. YcraHoBUTH COOTBETCTBHE:

1) Pexum
rOCyAapCTBEHHOM
TPaHULIbI

a)

COBOKYITHOCTB IIpaBUII BbE3/1a
(mpoxoj1a), BpeMEHHOTO PEeObIBAHUS JIUII
Y TPAHCIIOPTHBIX CPEICTB B MOTPAHUYHOU
II0JIOCE; OCYILECTBIEHUE B €€ Ipeaenax
XO3AMCTBEHHOW, IIPOMBICIIOBOM U TOH
JeSATENbHOCTH; MPOBEJACHUE MACCOBBIX
OOIIECTBEHHO-ITOJINTUYCCKHX,
KYJbTYPHBIX U APYTUX MEPONPUATUN

2) TlorpanuyHbIi
PEeKUM

b)

COBOKYITHOCTB IIPaBUII,
YCTaHABJIMBAIOLINX HIOPSIOK ee
COZEpKaHUsl, NEPECEUCHUs TIpakJaHaMH
51 TPAHCIIOPTHBIMU CpeaCTBaMU;
IIEpEMELIEHUs Yepe3 I'PaHULly TOBAPOB U
JKABOTHBIX; BEJICHUS Ha HEU
XO3MCTBEHHOM, NPOMBICIOBOM M WHOMU
JEATENIbHOCTH,

3) IlorpanuuHas
moJsioca

c)

Yactb TEPPUTOPUHU POCCHICKOU
benepanun, HEIMOCPEACTBEHHO
MPWIETAOMIEH K  TOCYAapCTBEHHOM
I'PAHULIE HA BCEM €€ NPOTKEHUU.

16. YcraHoBUTE COOTBETCTBUE:

1) JluneitHas

a)

HpezmonaraeT, qTo oJId  IIOJYYCHHUA

CTPYKTypa pe3ynbTaTa HEKOTOpPbHIE JeHCTBHS
nporiecca HEOOXOJMMO BBITIOJHUTH HECKOIBKO pas.
BBIYHCJICHU U

2) PasBerBieHHas b) Ilpeamnonaraer, 9TO KOHKpETHasI
CTPYKTypa TIOCTICIOBATEIBHOCT OTEPAIHA 3aBUCHUT
rpoiecca OT 3HAYECHUW OJIHOM WU HECKOJIbKHX
BBIYUCIICHUN NIepEMEHHBIX.

3) Hukmuaeckast c) Ilpennmonaraer, d9To I TOTYYCHHS

CTPYKTypa pe3yiabTaTa  HEOOXOAWMO  BBITIOJHUTH
nporiecca HEKOTOpPBIE OTEpalii B ONPEICIICHHOM
BBIYUCIICHUN MIOCJICIOBATEIIBHOCTH.

17. YcTaHOBUTH COOTBETCTBHE:

1) TlpaBHIBHOCTH a) Bo3MoxxHOCTH IPOBEPKH

IMOJIY4aCMbIX PC3YJIbTATOB;




2) YHHBEpCAITbHOCTH

b) OGecnieueHne TMOMHOW MOBTOPSIEMOCTH
pesynpTaToB, T. E. OOecneuenue wux
NPaBUIBLHOCTU MPH HATUYUN PA3TUYHOTO
pona cOoes;

3) HagexnocTth

c) OOecnieueHne NPaBUIBHOW pPabOTHI MPH
TFOOBIX JIOMYCTHMBIX JAHHBIX M 3alllUThI
oT HETPABUJIbHBIX JAHHBIX;

4) TlpoBepsieMOCTh

d) ®YHKIMOHUPOBAHHWE B COOTBETCTBHH C
TEXHUYECKUM 3aJJaHUEM;

18. YcTaHOBUTH COOTBETCTBHE:

1) TouHOCTH
pe3ysIbTaTOB

a) B03MOXHOCTH COBMECTHOTO
(GYHKIIMOHUPOBAHMSI  C  HEKOTOPBIM
000py10BaHHEM

2) 3amMIIeHHOCTh

b) Bo3mokHOCTH COBMECTHOTO
(GYHKIHOHUPOBAHUS c IPYTUM
IPOrpaMMHBIM 00eCIIeUeHHEM

3) IIporpammHas
COBMECTUMOCTD

c) Obecneuenne KOHPHUICHIIUATBHOCTH HH()
opMaIuu;

4) AnmapartHas
COBMECTUMOCTD

d) O6ecneueHue MOrPEIIHOCTHA PE3YIbTATOB
HE BBIIIC 3aJaHHOM;

19. YcTaHOBUTH COOTBETCTBUE:

1) IlpeBeHTHBHBIE

a) Mepbl 0€30MacHOCTH, HANpaBJICHHBIC Ha
oOHapyxeHne WHIMIAESHTOB. Hampumep,
AHTUBHPYCHAs 3aluTa WIH CHCTEMa
0OHapYXEHUS BTOPIKCHUIA.

2) BoccraHOBUTEBH
BIC

b) Mepsr 0e30MmacHoCTH, KOTOpHbIE
NPEOTBPAIIAIOT IOSBICHHE WHIUICHTA
WH(GOPMAIIMOHHON 0€30MacHOCTH.
Hanpumep, pacnpeseiieHue npaB
JOCTyTA.

3) OO6Hapy>KHBAFOIIN
e

C) Mepbl Oe30MacHOCTH, HAIpPaBJICHHBIC HA
YMEHBIIICHHE MOTCHIINAIBHOTO yiiepOa B
ciiyyae VHIUJICHTA. Hanpuwmep,
pe3epBHOE KONMPOBAHHUE.

4) TlomaBnsromue

d) Mepnl Oe30macHOCTH, HaIlpaBiCHHBIE Ha
BOCCTAHOBJICHHSI  IIOCIE  WHIMICHTA.




Hampumep, BOCCTaHOBJICHHE pPE3EPBHBIX
KOIUM, OTKAT Ha Mpeaplayiiee padouee
COCTOSIHHE U T.II.

5) Koppektupyromue

Mepsl 6€3011acCHOCTH, KOTOPbIE
IPOTHBOICHCTBYIOT MOMBITKAM
peanu3anuy yrpo3sl, TO €CTh
WHITMJICHTaM.

20. YcTaHOBUTH COOTBETCTBUE:

1. Cepruduxar
KJII0Ya  MOAMHUCH

a)

JlokymMmeHT Ha OyMa)XHOM HOCHUTEIE,
BBIJIAHHBI B COOTBETCTBUU C MPaBUJIAMHU
CHUCTEMBI cepTudUKaIuu INIE:
MOJATBEPKICHUSA COOTBETCTBUSA CPEICTB
3JIEKTPOHHOMN udpoBoi MOJINUCHU
YCTaHOBJICHHBIM TpeOOBaHUSAM.

2. Cepruduxar
CpEeIICTB
3JIEKTPOHHOU
udpoBoi
MOJIIHCH

b)

JlokyMeHT Ha OyMa)KHOM HOCHUTENE WM
AIIEKTPOHHBIM JTOKYMEHT C 3JEKTPOHHOMU
u(GPOBON MOANMUCHIO YIOJIHOMOYEHHOTO
JIMLA YAOCTOBEPSIOIIETO LIEHTPA.

3. DrnexTpoHHas

I[OKYMGHTa, HpGIIHaSHa‘IGHHLIﬁ JJIA

udpoBas 3aIUTHI JTaHHOTO AJIEKTPOHHOTO
TIO/TITUCh JOKYMEHTa OT TOJAJICTIKH, MOTyUYEeHHBIH B
pe3ynbTaTe KPUITOTpahuIeCcKOro
npeoOpazoBaHus uHbOpMauu c

WCTIOJIb30BAHUEM 3aKPBITOTO KITFOYa
4. OTKpBITBIA  KIIIOY d) YuukanbHas OCJICI0BATCIBHOCTD
AJIEKTPOHHOH CHUMBOJIOB, COOTBETCTBYIOIIAS 3aKPBITOMY
1 poBor KITIOUy AIEKTPOHHOMN 1 poBO
TIOJIITUCH TIOJTITUCH, JOCTYITHAS TH000MY
TI0JTb30BATEITIO UH(POPMAITMOHHOM

CUCTEMbl M  MpeJHa3HAYeHHas IS
NOATBEPXKACHUS €  HCHOJb30BAaHUEM
CpPEACTB 3JIEKTPOHHOMN uudpoBoi
NOAMNUCU  MOJJUHHOCTUA  DJIEKTPOHHOU
u(pPOBOM TOAMUCH B  DIEKTPOHHOM
JIOKYMEHTE.

SaHaHlfle Ha YCTAHOBJICHHUC HpaBI/IJ]bHOﬁ nmocJjaea0BareJibHOCTH

1. YcraHOBUTH ATamnbl CUCTEMBI YIIPABICHUS

1) IlnanupoBaHue.




2) BHEApEHHUE.
3) MOHUTOPHHT M aHAJIU3.
4) coBepIICHCTBOBAHHE.

2. OcHOBHbIE 3Tambl Pa3pabOTKU CHUCTEMBI YIpaBIEHUS HHPOPMALMOHHON
0€30MaCHOCTHIO:
1) o6paboTka MHGOPMAILIMOHHBIX PHUCKOB (B TOM YHCIIE OINpEIeIeHHUE
KOHKPETHBIX MEp /JIs 3allUThI IIEHHBIX aKTUBOB);
2) KOHTpPOJIb BBITIOJIHEHUS ¥ 3(PPEKTUBHOCTU BHIOPAHHBIX MEP.
3) olleHKa 3alUIIEHHOCTH HH()OPMAIITMOHHON CUCTEMBI;
4) oueHka HH(POPMATMOHHBIX PUCKOB;
5) uHBeHTapu3als aKTUBOB,;
6) BHEpEeHME BHIOPAaHHBIX MEP 00paOOTKU PUCKOB;
7) KaTeropupoBaHHE AKTUBOB;

3. YCTaHOBHUTH MPEANOYTHUTEIBHYIO MOCIEA0BATEILHOCTh JTAOB BHEIPCHUS
MEXKCETEBOT0 dKpaHa:
1) xoH(pUTrypHUpOBaHUE
2) TUIAaHUPOBAHUE
3) TectupoBaHUe
4) pa3BepThIBaHUE
5) ymnpasieHwue

4. YcraHOBHUTE OCHOBHBIE ATaIlbl OIEHKH pUCKa:
1) ComnocraBiieHre BEpOITHOCTH BOSHUKHOBEHHS
2) OmnpeaeneHne KOHTpMED
3) JI0OKyMEHTHPOBaHHUE
4) Unentudukaims yrpos
5) OmpenescHue 3alIUIAEMbIX aKTHBOB

5. Ycranosurte ¢a3nl ananuza OCTAVE:
1) pa3pabotka nmpoduist yrpos, CBI3aHHBIX C aKTHBOM;
2) uneHTH(UKAIHSI HHQPACTPYKTYPHBIX YSI3BUMOCTEH;
3) pa3paboTKa CTpaTeruu | IJIAaHOB 0€30TIaCHOCTH.

6. YcranoBute 3tamel PDCA:
1) rutaHupoBaHUE
2) mpoBepKa
3) neticTBHE
4) BBITIOJTHECHUE
7. YcranoBuTte 3Tansl 3Tansl co3ganus CYUD:
1) BHeapenue W (YHKIMOHUPOBAHWUE  CHUCTEMBI  YIIPaBICHUS
MH(pOpMALIMOHHOM 0€30IaCHOCTH.



2) IlpoBejcHrEe MOHUTOPHMHIAa U  aHAM3a CHCTEMbI  YIPaBICHUS
MH(OPMATMOHHON 0€30MaCHOCTH.

3) Pa3paboTka cucTembl yrpaBicHHs HHOOPMAIIMOHHOW O€30MaCHOCTH.

4) Tomnepxkka W YJIy4IICHHE CHCTEMBI YIpaBJICHUsS HH()OPMAIIMOHHOM
0€30MacHOCTH.

8. YcraHOBUTH 3Tanbl pa3pabOTKu:
1) TIpoektupoBaHue
2) Peanuzarus
3) Buenpenue
4) AHanu3 U MIaHupoBaHUE TPEOOBAHUM MMOJIb30BATEICH

9. YcTaHOBUTH ATambl pa3paOdO0TKH MPOTPaMMHON TOKYMEHTAITUH:
1) Pa3paboTka TEXHUYECKOTO MPOSKTA.
2) KomiutekcHOe BHEAPEHUE MPOrPAaMMHOM JOKYMEHTALIHH.
3) IoaroroBka TEXHUYECKOTO CIEIHUAIBHOIO 3a/1aHus.
4) CocTtaBieHne MOPOOHOT0 SCKU3HOTO BapHaHTa MPOCKTA.
5) Odopmienne paboyero JT0KyMEHTA.

10.YcraHoBuTE 3TAIBI IPOIIECCa YIIPABICHUS PUCKAMHU:
1) Boibop aHamM3upyeMbIX OOBEKTOB M YPOBHS JETalU3allUM UX
paccMOTPEHHSI.
2) VHBeHTapu3alus aKkTHBOB.
3) AHanu3 yrpo3 ¥ WX MOCIEACTBUMN, BBISIBICHUC YSI3BUMBIX MECT B
3aIuTe.
4) OreHKa PHUCKOB.
5) Bb10Op METOMKH OICHKH PHCKOB.
11.YcranoBuTe 3Tansl npolecca yIpaBlIeHHUs] PUCKAMMU:
1) Peanuzanus u npoBepKa BEIOPAHHBIX Mep.
2) BpIOOp 3amuTHBIX Mep.
3) O6paboTKa PUCKOB.
4) OreHKa 0CTaTOYHOTO PUCKA.

12.YcraHOBUTE TANbBl CTPATETHH yIIpaBiieHus puckamuMicrosoft:
1) — ompenencHUE JAOMYCTUMOTO YPOBHS PUCKOB (TO €CTh TOT'O YPOBHSI
PHCKOB,
2) KOTOPBIU IPUEMIIEM);
3) — olleHKa BEPOSATHOCTH BOZHUKHOBEHUS KaXKJOTO PUCKA;
4) — IPUCBOCHHUE CTOMMOCTH KaXKJIOMY PHCKY;
5) — paccTaHOBKa MPHOPUTETOB.

13.BeiOeprTe MPaBHIIBHYIO TOCIEAOBATEIIBHOCTh 3TAMOB IO  CO3JaHHIO
CUCTEMBI 3aIHUThI IEPCOHATBHBIX JTAHHBIX:
1) OmnpITHas ¥ MPOMBIIIJICHHAS SKCILTyaTAIUS
2) IlpoexTHBIi dTam



3) AtrtecTanus wiv ACKIapUPOBAaHUE
4) TlpeanpoeKTHbI dTam

14.BriOepute NpaBUWIbHYIO MOCJIEIOBATEIHBHOCTh 3TANOB pa3pabOTKu mpoduist
3aILUTHI.
1) Ananu3 cpenbl npuMeneHust UT-npoyKkTa ¢ TOYKH 3peHUs
2) 0€30MacHOCTH.
3) Beibop npoduns-npororura.
4) Cunre3 TpeOOBaHHUN.

15.BeiOepute  mpaBUIBHYH  MOCJIEAOBATEIBLHOCTH  JTAllOB  3alIUTHI
uHopManuy, WHOOPMAIMOHHBIX TEXHOJOTUA M aBTOMATU3UPOBAHHBIX
CUCTEM OT aTakK:

1) AHanu3 pHUCKOB JJisi aKTHBOB OPraHM3allM{, BKIIOYAIOIIMA B ce0s
BBISIBJICHUE IIEHHBIX aKTHMBOB M OLIEHKY BO3MOXHBIX MOCJIEIACTBUI
peanu3alnm aTak ¢ UCIOJb30BAHUEM CKPBITHIX KaHAJIOB

2) Peanuzariust 3aIlUTHBIX MEP IO MPOTUBOACHCTBHIO CKPBITHIX KaHAIOB

3) Opranu3zanus KOHTPOJIS 3a MPOTUBOACHCTBHEM CKPBITHIX KaHAJIOB.

4) BbIsfBICHHE CKPBITHIX KaHAJOB M OIIEHKA MX OMACHOCTH ISl aKTHBOB
OpraHu3aiuu

16.Br16epuTe npaBUIIbHYIO MTOCIIEI0BATEIHLHOCTD ITAIMOB Mpoliecca YIpaBieHUs
PUCKaMU:

1) Unentudukaius akTHBOB U IICHHOCTH PECYPCOB, HYKIAIOIIUXCS B
3aIllUTE;

2) AnHanu3 yrpo3 U MX IOCJIEICTBUM, ONpeaeacHie c1a00CTeH B 3allNTe;

3) Knaccudukaius puckoB, BHIOOP METOI0JIOIMH OILIEHKH PUCKOB U
IIPOBEICHNE OIICHKU;

4) BriOop, peanu3aius ¥ MpoOBEpKa 3allUTHBIX Mep;

5) OreHka 0CTaTOYHOTO PUCKA;

6) BbiOop aHATH3UPYEMBIX OOBEKTOB M CTETICHH JIETATHOCTH UX
PacCMOTPEHUS;

17.BeiOepuTe MoCiIeIOBaTeILHOCTD IPOBEICHHS MOJICIIMPOBAHUS YTPO3:
1) OmnpenerneHne HETATHUBHBIX IOCICJACTBHA OT yrpo3 0OE30MacHOCTH
UH(GOpPMAIIHH.
2) Ormpepenenue 00BEKTOB BO3/ICHCTBUS
yrpo3 6e30macHocT nH(popmaIuu.
3) OreHka BO3MOXKHOCTH PEAIM3AIMH YTPO3 M X aKTYaTbHOCTH.

18.YcraHOBHUTE 3TAbI MPOILIECCHOM MOJICIIHN ;
1) Tlposepka.
2) IlnanupoBaHwue.
3) Peanuzarus
4) [leiicTBue.



19.VYcranoBuTte 3Tansl METOAMKU aHaIn3a puckoB Microsoft:
1) Pacno3naBanue (uaeHTU(UKALINS) PUCKOB.
2) Onpenenenuie pa3Mepa pucka.
3) Pa3paboTka miiaHa ynpaBiIeHUs PUCKAMHU.
4) Tekyuiuii KOHTPOJIb U YIIPABIECHUE PUCKAMHU.

20.YcraHoBuTe 3TaMbl Mpoliiecca ynpasieHus puckamu B Meroanke CRAMM:
1) «Initiation».
2) «ldentification and Valuation of Assets».
3) «Risk Analysis».
4) «ThreatandVulnerability Assessment».

IIIkana oueHWBAHUS Pe3yJbTATOB TECTUPOBAHUNA: B COOTBETCTBUH C
JIEUCTBYIOIIEH B YHUBEPCHUTETE OauIbHO-PEUTHMHTOBOM CHCTEMOW OIlCHUBAHUE
pPe3yIbTATOB TPOMEXKYTOYHOM aTTecTallud OOYYarolIUXCsl OCYIIECTBIISICTCS B
pamkax 100-OayibHONM  MmIKadbl, TMPU ITOM MaKCUMaJbHBIM Oaml 1o
MPOMEXKYTOYHOM aTTecTallud OOydYaroIIuxcs 10 O4yHOH (opMe oO0yueHus
cocTtapisier 36 0amioB, MO OYHO-3a0YHOM W 3a04yHOM (Popmam oOydeHuss — 60
6amtoB (yctanoBieHo nojoxenuem 11 02.016).

MakcuMallbHBIN Oalll 32 TECTUPOBAHUE MPEACTABIIAET COOOM PAa3HOCTh JBYX
Yycell: MaKCUMaJbHOro Oajuia Mo MPOMEXKYTOUHOW aTTecTalluu sl JaHHOU
dopMbl 00yueHust (36) 1 MakCcUMabHOrO Oaiia 3a pernieHue KOMIIETEHTHOCTHO-
OPUEHTHPOBAHHOM 3a11aun (6).

bann, mnonydyeHHbI OOydYalOIMMCS 32 TECTUPOBAHHE, CYMMHUPYETCS C
OaJi;IoM, BBICTaBICHHBIM €My 3a pEelIeHHE KOMIETEHTHOCTHO-OPUEHTHPOBAHHOMN
3a/1a4u.

OO6muit 6ay1 0 MPOMEXKYTOYHOM aTTECTallUh CYMMHpYETCs ¢ Oayiamu,
MOJIYYEHHBIMU 00YYaIONIUMCS 110 pe3yabTaTaM TEKYIIEro KOHTPOJIS yCIIeBaeMOCTH
B TEYCHHE CEMECTPa; CyMMa OaJlJIOB MEPEBOJIUTCS B OLICHKY IO S5-0aTbHOM IIKaje
CJIEYIOIIUM 00pa3oM:

CootBerctBue 100-0a/u1bHOM M 5-0aJIIBHOM KA

Cymma 6Gamtos o 100-6ammsHOM Ouenka no 5-0anabpHOM 1IKase
IKaJe

100-85 OTJINYHO

84-70 XOpOUIO

69-50 YAOBJIETBOPUTEITHHO

49 u menee HEYJOBJIETBOPUTEIBHO




22KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE 3ATAYHN

1. OmpenenuTh MHUHMMAIBHYIO AJUHY KOJOBOTO CJIOBAa C BO3MOKHOCTHIO
UCIpaBIeHUS 3-X KPaTHBIX OLIMOOK MPU KOAMPOBAHUHM HHPOpPMAIMH ATUHONU &
ouT.

2. C xakoif MakCHMaJbHON CKOPOCTBHIO MOTYT OOMEHHMBATHCS JaHHBIMHU JBa
y3la B CETU, €CIIM CEeTh IOCTPOCHA Ha pa3AeNsieMOl cpele C MPOIMyCKHOM
cnocobHocTbio 10 M6uTt/c u cocrout u3z 200 y3I0B.

3. Omnpenenuts MakCUMalbHYIO JUIMHY KOJOBOTO CJIOBa C BO3MOKHOCTHIO
UCTIpaBJICHHs 3-X KPAaTHBIX OMIMOOK MpH KOAMPOBaHMHM HWH(pOpManuu JIHHON 8
ouT.

4. Omnpenenuth MUHUMAIBHYIO JUIMHY KOJIOBOTO CIIOBA C BO3MOYHOCTBIO
UCTIpaBieHHs |-X KpaTHBIX OMIMOOK MPU KOAWPOBAHWW MH(OpMAIHUU ATUHOU 16
ouT.

5. Omnpenenuts MUHUMAIBHYIO JUIMHY KOJOBOTO CJIOBa C BO3MOKHOCTHIO
UCTIpaBJICHHS 3-X KPaTHBIX OMIMOOK MPU KOJWPOBAHWW MH(OpPMAIHMH JITUHOU 32
ouT.

6. C xakoif MakCHMaJbHOH CKOPOCTHIO MOTYT OOMEHHMBATHCS JaHHBIMHU JBa
y3la B CETH, €CJIM CEeTh IOCTpOeHa Ha pasfeisieMoil cpeie ¢ MPOIYyCKHOMN
crocobHocThiO 8 MOuUT/C M coctouT U3 120 y310B.

7. C xakol MaKCUMaJIbHOM CKOPOCTBhIO MOTYT OOMEHMBATHCS JAHHBIMU JIBA
y3la B CETH, €CIIM CeTh IOCTPOCHA Ha pa3AeisieMoil cpele C MPOIMyCKHOM
crtocobHocThiO 10 M6uT/C 1 coctout u3 50 y3I0B.

8. C xakoi MakCUMaJbHOW CKOPOCTBHIO MOTYT OOMEHHMBATHCS JAHHBIMH JIBa
y3la B CETH, €CIIM CEeTh IOCTPOCHA Ha pa3AeisieMoi cpele C MPOMyCKHOM
criocobHocThiO 10 MOuT/C 1 coctout u3 80 y3710B.

9. B nelitarpaMMHOM ceTH MEXay y3namMu A u B cyiiecTByeT TpHu MOTOKa U
TPU aJbTEPHATUBHBIX MapHipyTa. MOXXHO JIM HANpaBUTh KaXKIBIM MOTOK IIO
OT/CIBHOMY MapUIpyTy?

10. Ecnmu Bce KOMMYHHKAIMOHHBIE YCTPOMCTBAa B MPUBEIEHHOM Ha puC. |
dparMeHTe ceTd SBIAIOTCS KOHIIEHTPAaTOpaMH, TO HAa KaKHX IMOPTaX MOSBUTCA
KaJip, €CIIM €ro OTIpaBUJl KOMIIbIOTEp A KoMmmbloTepy B?




11. OnpenenuTh MakCUMalbHYIO JJIMHY KOJOBOI'O CJIOBAa C BO3MO>KHOCTBIO
UCIIpaBJIeHHs 3-X KpPaTHBIX OLIMOOK MPU KOJAMPOBAHMM MH(POPMaLHUH JJIUHON 32
our.

12. OnpenenuTh MakCUMalbHYIO JJIMHY KOJOBOI'O CJIOBAa C BO3MO>KHOCTBIO
UCIIpaBJICHUs 3-X KPATHBIX OLIMOOK MpU KOAUPOBAHUU MHGPOPMALMH JUIMHOU 16
our.

13. Ecniu Bce KOMMYHHMKAIlMOHHBIE YCTpPOMCTBAa B NPUBEIEHHOM Ha puc. |
(parMeHTe ceTu SIBISAIOTCA KOMMYyTaTOpaMu, TO Ha KaKUX MOPTaxX MOSIBUTCS KaJp,
€CJIM €r0 OTIPaBUJI KOMIIbIOTEP A KOMIBIOTEPY B?

14. Cetp MoOXeT mepeAaBaTh JaHHbIE B JBYX pEXKHUMax: C TOMOIUIBIO
JedTarpaMM M 10 BUPTYyaJbHBIM KaHanaM. Kakue cooOpakeHus: Bbl Obl MPUHSIIH
BO BHUMaHHE MPHU BHIOOPE TOTO WIIM MHOTO PEKMMa JIJIs TIepeiau BallluX JaHHBIX,
€CJIM TJIaBHBIM KpPUTEpHEM BBIOOpaA I Bac SIBJISETCS CKOPOCTh M HAJEKHOCTD
JTOCTaBKU?

15. B ceTtn, mopaepxuBaroledl TEXHUKY BHUPTYaJIbHBIX KaHAJOB, MEXIY
y3namMu A u B cymecTtByeT Tpu NOTOKa W TpU alIbTEPHATUBHBIX MapUIPyTa.
MO>KHO JT1 HaNPaBUTh KaXKIbIH MOTOK 10 OTIETLHOMY MapHIpyTy?

16. Ecnmu Bce KOMMYHHKAIMOHHBIE YCTPOMCTBAa B MPUBEIECHHOM Ha puc. |
dparmMeHnTe ceTu SBISIOTCS KOMMYTATOpPaMH, KPOME OJHOTO KOHIIEHTpaTopa, K
KOTOPOMY TIOJIKJIFOYE€HBI KOMITBIOTEPH A U B, TO Ha KakuX mopTax MOSABUTCS KaJp,
€CJIM €ro OTIpaBUJI KOMIIbIOTEp A KoMbloTEPY D?
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17. C xakoil MakCUMajabHONH CKOPOCTHIO MOTYT OOMEHHMBATHCS TAHHBIMHU JIBA
y3Jla B CETH, €CJIM CeTh IOCTPOCHA Ha pa3JcisieMOM cpeae C IPOMyCKHOU
criocoOHOoCThIO 9 MOUT/C U coctout U3 50 y3I0B.



18. C kakoit MaKCHMaJIbHON CKOPOCTBHIO MOTYT OOMEHHMBATHCS TAHHBIMU JIBA
y31a B CETH, €CIIM CeThb IOCTPOEHAa Ha pa3AeNsieMoil cpelae ¢ MPOMYCKHOMN
criocoOHocThIO 8 MOUT/C U coctout u3 180 y3m0B.

19. C kakoii MaKCUMaJIbHON CKOPOCTHIO MOTYT OOMEHHMBATHCS JAaHHBIMH JIBA
y3lla B CETH, €CIU CeTh IOCTPOeHAa Ha pasleisieMol cpefe C MPOIYCKHOM
criocobHocThio 10 MOut/c u coctout u3 180 y310B.

IIlkajna ouneHUMBaHUS pelIeHUs KOMIIETEHTHOCTHO-OPHEHTHPOBAHHOM
3a1a44: B COOTBETCTBUU C JCUCTBYIOLIEH B YHUBEPCUTETE OaUIbHO-PEHTHHIOBOM
CUCTEMOU OIICHHMBAaHUE PE3YyJIbTAaTOB MPOMEKYTOUHOU aTTeCTallMd OO0yYarolIuXxcs
ocyuiectBisieTcst B pamkax 100-0ainbHON MIKabl, IPU 3TOM MaKCUMaJlbHbINA Oasi
N0 TPOMEXKYTOYHOM arrecTanuu oO0ydaromMxcs Mo O4YHOM QopMme oOydeHus
coctaBisier 36 0amioB, MO OYHO-3a04YHOM M 3a04HOM (popmam oOydeHuss — 60
(ycranosieno nosioxxenuem I1 02.016).

MakcumanbHOE KOJIMYECTBO 0asuioB
OpUEHTUPOBAHHOM 3a1auu — 6 0aJUIOB.

bann, mnonydyeHHblid oOydaromMMcsi 3a pelleHHe KOMIETEHTHOCTHO-
OpUEHTUPOBAHHOW 3aJlayl, CyMMHUpPYeTCi C OaJlloM, BBICTABICHHBIM €My IO
pesynbratam  TectupoBaHus. OOmmii  0amn  MpPOMEXKYTOUYHOM — aTTECTaIlMU
CyMMHpYETCSi € OaylaMu, I[OJYy4eHHbIMH OOY4YaloIUMCS IO pe3ysibTaraM
TEKYIIEro KOHTPOJS YCIEBAa€MOCTH B TEUYEHUE CeMecTpa; CyMma OaJioB
NEPEBOJIUTCS B OIIEHKY MO 5-0aJTbHOM IIKaJe CIEAYIOIMUM 00pa3oM:

3a pCeHICHHUC KOMIICTCHTHOCTHO-

CootsercrBue 100-0au1bHOM M 5-0aJUTBHOM KA

Cymma 6annoB o 100-6aymbpHOM 1IKase

OreHka no 5-0aIpbHOM IIKAJIE

100-85

OTJIMYHO

84-70 XOPOIIIO
69-50 YIOBJICTBOPUTEIILHO
49 u meHee HEYJIOBJIETBOPUTEIBLHO

Kpurtepnu oueHUBaHUSI pelIeHHs

KOMIIETEHTHOCTHO-OPUEHTUPOBAHHOI

3a1a4M (HIDKECIECNYIOINEe KPUTEPUU OLEHKU SIBISIOTCA MPUMEPHBIMU U MOTYT
KOPPEKTHPOBATHCS):

6-5 ©OannoB BeicTaBusieTCs OOydYarOmIeMycCs, €CJIM pEIICHHE 3aadu
JEMOHCTPUPYET TIYOOKOE MOHUMaHUE OOYUYarOIIUMCS TPEIIOKEHHON MPOOIeMBbI
U Ppa3HOCTOPOHHEE €€ pacCMOTPEHHE; CBOOOAHO KOHCTpyupyemasi pabota
MpeACTaBisieT coOOW JIOTMYHOE, SICHOE U MPHU 3TOM KpPaTKOe, TOYHOE OIMNHCAHUE
X0Jla pelleHus 3aiauu (MOCJIeI0BaTeIbHOCTH (WJIM BBITIOJHEHUS!) HEOOXOIUMBIX
TPYJIOBBIX JCHUCTBUN) W (OPMYIHUPOBKY OKA3aHHOTO, MPABHIBHOTO BBIBOJA
(oTBeTa); TIpU PTOM OOYHAIOIIUMCS TPEITI0KEHO HECKOJbKO BapUAHTOB PELICHUS
WU OpUTHHAIBHOE, HECTaHJIapTHOE penieHue (win Haumbosee 3¢ (PeKTUuBHOE, WU
HauOosiee palMOHAIBHOE, WM ONTUMAJIbHOE, WU E€JUHCTBEHHO MPaBUIBLHOE
pelieHue); 3ajJaya pelleHa B YCTAHOBJICHHOE IMPENoJaBaTelieM BpeMsl WU C
OMEePEKEHUEM BPEMEHH.



4-3 Ganna BbICTaBIseTCS  OOydYaloleMycCs, €ClIMd pElIeHue 3aJauu
JEMOHCTPUPYET MOHMMaHHE OOYy4YaIIUMCS NPENJIOKEHHOM MpoOJeMBbl; 3agadya
pelieHa TUIOBBIM CHOCOOOM B YCTAaHOBJIIEHHOE MPENOAaBaTEIeM BPEMS; HUMEIOT
Mecto oOmue ¢pa3pl U (WJIM) HECYIIECTBEHHbIC HEIOYEThl B OMHCAHUU XOJa
peteHus u (Uian) BIBOJA (OTBETA).

2-1 ©Oajya BBICTABISIETCS OOyYarwIIeMycs, €CJIM pelIeHHe 3aJadu
JEMOHCTPUPYET TMOBEPXHOCTHOE MMOHUMAaHHE OOYYaIOIMIMMCS MPEIIOKEHHOM
poO0JIeMbl; OCYHIECTBJIEHA IMOMNBITKA IAOJOHHOTO pEIIeHHs 3aJadd, HO MpHU ee
pEelIeHUH  JIONYyLIEHbl OWMOKM W  (WIM) TPEBBIILIEHO  YCTAHOBJIEHHOE
npernojaBaTeieM Bpemsl.

0 OanyoB BbICTaBIsIETCS OOyyaroleMycsi, €ClIM pelIeHUuEe 3aJadu
JEMOHCTPUPYET HEMIOHUMAHKUE O0YYAIOIIMMCS MPEI0KEHHON TpoOIeMbl, U (UJTH)
3HAYUTEIBHOE MECTO 3aHHMMAIOT 00IIMe (Ppa3bl U TOJOCIOBHBIE PACCYKIEHUS, U
(unn) 3aja4a He penieHa.
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