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YHUKanbHbI MPOrpaMMHbIN KIKOY:
65ab2aa0d384efekhedth IpeIIOAABA WM f U CIMILIHH b

AHHOTaUMA K padoyeil nporpaMmme TUCUMILVIHHBI

CHOCTH B 0€CIIPOBOHBIX CETIX)»

CdopMupoBaTh OCHOBHI 3HaHHWH 110 NPUHIUIAM MOCTPOCHHS TEJIEKOMMYHHKAIMOHHBIX CHCTEM
6ecnpoBoanoii cBs3u (ChC), a Taxke 03HAKOMIIEHHE C METOJIaMU, CPEJCTBAMH M CHCTEMaMH 00eCTIeUeHUS

X HHPOPMAIMOHHOM 0€30MaCHOCTH.

332[21‘11/1 H3y4YCHUSI NUCHUIIJINHBI

HU3YUCHUA ITPUHIOUIIOB obecrieueHus 0€30IIacCHOCTH B CCTAX,

— MeTO0/10B obecnieueHus: 0e30aCHOCTH MPH Nepeade HH(POPMaLUH 110 TEJIEKOMMYHHKAIIMOHHON CeTH;
— OIpeeNeHust KpUTEPHEB 3alMIIEHHOCTH CeTel;

MEXaHW3MOB 3aIlIUTHI CETEH;

MMpaBUJIBHOI'O IIOoAXO04da K np06neMaM I/IH(bOpMaI_lI/IOHHOI\/'I 6630HaCHOCTI/I, KOTOpBIﬁ Ha4YMHACTCA

BBISIBJICHUSI CyOBEKTOB WH(MOPMAIIMOHHBIX OTHOIICHUW W WHTEPECOB JTUX CYOBEKTOB, CBSI3aHHBIX
UCI0JIb30BaHUEeM HHpopMannoHHbIX cuctem (MC).

NuaukaTopsl KOMIETeHIUI, (POpMHUPYeEMBbIe B pe3yJIbTaTe OCBOCHHUS AU CHHUIIHHBI

[TK-3 CnocobeH Hcnonbp30BaTh COBpEMEHHbBIE
METO/Ibl OLIEHKH [TapaMeTpoB O€30MacHOCTU U
3aLUTHI IPOTPAMMHOI0 00ECIIEUEHUS U
CETEBBIX YCTPOICTB aIMUHUCTPUPYEMOI CETH
C MIOMOILBIO CIELMATIBHBIX CPE/ICTB
yIpaBiieHUs1 6€30M1aCHOCTBIO, C LIEIbI0
pa3pabOTKU METOJI0B YCTPAHEHMUSI
BBISIBJICHHBIX YS3BUMOCTEM

I1K-3.2 [IpuMeHsieT OCHOBHBIE MPHUHITUIIBI, TPOTOKOJIBI U
pOorpaMMHBIC KPUNTOTpahUIECKHE CPEIICTBA
obecrieueHust HHGHOPMAIIMOHHON 0€30MMaCHOCTH CETEBBIX
YCTPOUCTB

[1K-3.3 [IpuMeHsieT cTaHgapTHBIC IPOTPAMMHEBIE,
anmapaTHble U MPOrpaMMHO-aNapaTHRIE CPEICTBA
3alIUTHI CETEBBIX YCTPONUCTB OT HECAHKIIMOHHUPOBAHHOTO
J0CTyma

I1K-3.4 ITonb3yeTcst HOPMAaTUBHO-TEXHUUYECKOM
JIOKyMEHTaIuen B 00J1aCTH 00eCTICUCHHSI
WHPOPMAIIMOHHOW 0€301MacHOCTH
MH()OKOMMYHHUKAITUOHHBIX TEXHOJIOTHIA

ITK-3.5 OcymiecTBis€T YCTaHOBKY U yIIpaBJICHUE
CHEIMATN3UPOBAHHBIMU IPOrPAaMMHBIMU CPEJCTBAMHU
3alIUTHI CETEBBIX YCTPONCTB aIMUHUCTPUPYEMOI CETH OT
HECaHKIMOHUPOBAHHOIO JIOCTYIA

[1K-4 Crioco0OeH ocymiecTBIsATh MOHTAK,
HaJaJKy, HACTPOWKY, PEryIUPOBKY, OTBITHYIO
IPOBEPKY pabOTOCIIOCOOHOCTH, HCIIBITAHUS U
cllauy B 9KCIUTYaTaIMio COOPYKEHUH, CPE/ICTB
1 000pyIOBaHUS CeTer

[1K-4.3 Ucnonb3yet cOBpeMeHHbIE OTE€UECTBEHHbBIE U
3apyOexKHbIC TTAKEThl IPOTPAMM IPU PEIICHUN
CXEMOTEXHUYECKUX, CHCTEMHBIX U CETEBbIX 3a/1ay,
MpaBUJIa U METO/Ibl MOHTAXKa, HACTPONKH U PETYIUPOBKU
y3JI0B PAAMOTEXHUUYECKUX YCTPOICTB U CUCTEM

Pa3aesibl IMCHUTVINHBI
. CereBas ayreHTU(DUKALINSA

. IlToctpoenne VPN

03N L kW

. MeTronbl OTpa)XeHUIl BTOPKECHUI

. OYHKIIMU MEXKCETEBBIX SKPAHOB, MPODUIN 3aIUTHI.
. [IporpamMmHBI€ U annapaTHble cpeicTBa KPUNTOTpaduuecKoi 3aIuThI
. Kputepuu oneHky 3alMIEHHOCTH KPUNITOTpapUUECKuX Moay e

. AyIUT 1 MOHUTOPUHT MH(POPMALIMOHHON O€30MacHOCTH
. Kpurepuu Bi60opa ckanepoB 6€3011aCHOCTH
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PABOYAJ ITPOI' PAMMA JIUCIIUTTJIMHBI

OObecrieyenne HH(bODMaLIHOHHOf;I 0€e30T1aCHOCTH B 6€C1'IDOB0,HHBIX CETAX

(Haumenosanue QuCyUnIG)

OIIOIT BO 11.03.02Ma¢0oKOMMYHUKALIMOHHBIE TEXHOIOIMHU U CUCTEMBI CBSI3H
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Paboyas nporpamma aucuMmiIMHbl cocTaBieHa B coorsercTur ¢ @PI'OC BO
— OakanaBpuar no HanpasiaeHHo noarotoBkull.03.02 MHpokoMMyHUKaLIMOHHbIE
TEXHOJIOTUM U CUCTEMBI CBSI3U Ha OCHOBaHUHU yuyeOHoro miaHa OITOIT BO 11.03.02
H(OKOMMYHUKAaIMOHHbIE TEXHOJIOTMU U CUCTEMbl CBSI3M, HANpPaBIEHHOCTH (IIPO-
bunb) «CrucreMbl MOOUIBHON CBS3WY, OA00PEHHOIO YYeHbIM COBETOM YHHMBEPCH-
teTa (mpotoxon Ne Z ot 25.02.2020T.).

Paboyast mporpaMmMa JUCHUIIMHBI 00CYk/IeHa ¥ PeKOMEHJI0OBaHa K peasu-
3allid B 00paszoBaTelbHOM Ipolecce s oOyuenus cryaeHToB no OITOIT BO
11.03.02 MH(OKOMMYHUKAIIMOHHbIE TEXHOJOIMY W CHUCTEMbl CBSI3W, HalpaBiieH-
HOCTh (npoduib) «CucTteMbl MOOUILHOM CBsi3U»HA 3acelaHnu Kadeapbl HHPOp-
MalHOHHOU 6e30MacHOCTH, POToKoI Ne 7/ « 20 € £ W02ZZ 1,

3aB. kadeapon @ Tanwirun M.O.
v
Pa3zpaboTunk nporpamMmbl (4/7 Kynemosa E.A.

( yuenasn cmeneno u yyenoe 3eanue, P.H1.0.)

CornacoBaHo: Ha 3acelaHuM Kadeapbl KOCMHUYECKOTO HpI/I60pOCTpOGHI/IH "
CUCTEM CBSI3U MPOTOKOJ Neld « 16 » 96 ’

3aB. xageapoii AnpponosB.I'.

JupexTop HayyHOH 6H6III/IOTeKI/I W Makaposckas B.I'.

Pabouas nmporpamma JUCLHUIIIMHbI nepé/ CMOTpeHa, 00CyXk/eHa U PEeKOMEeH-
JI0OBaHa K pealu3alMy B 00pa3oBaTesIbHOM Ipoliecce Ha OCHOBaHUM Y4eOHOro
niada OIIOIT BO 11.03.02 MHGOKOMMYHUKALIMOHHBLIE TEXHOJOTUH M CHUCTEMBI
CBSI3Y, HaNpaBiaeHHOCTh (npoduiib) «Cructembl MOOUIBLHOU CBS3M», 0JJOOPEHHOTO
Y4eHbIM COBETOM yHUBepcuTeTa npoTokos Ne Z «J8» << 2072 r., Ha 3acena-
HUHK Kadeapsl a//m(ﬂzzcu(((g/zﬂ(cr Déwﬂm/m()?z/ X 2a 7% LX/ 3008 7023

(naumenocanue eo, ama, Homep npPomoKo, 1a)

3aB. xageapoii

Pabouasi nporpamma JUCHMIUIMHBI NTepecMOTpeHa, 00CyXk/1eHa U PEeKOMEeH-
Jl0BaHa K pealu3alud B 00pa3oBaTeJbHOM IIpOllecCeé Ha OCHOBAHMM Yy4eOHOro
rada OINOITBO 11.03.02 MH(OKOMMYHHMKAIIMOHHbIE TEXHOJIOTMUM U CUCTEMBI
CBSI3M, HaIlpaBJeHHOCTb (NMpoduiib) «CrcTteMbl MOOMILHON CBSIZUY, 0J00PEHHOI0
Y4eHbIM COBETOM yHUBEpcUTeTa OpoTokon No «  » 20 1., Ha 3acena-
HUM Kadeapbl

(nausernosaniue I\'(I(/}(’()[?bl. oama, HOMEP nPpomoKoaa)

3aB. kagpeapoi
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1. Hean u 3apaum aucuunanHbl. [lepedens niaaHupyeMbixX pe3yibTaToOB

o0yueHus,

o0pa3oBaTeJbHON MPOrPaMMBbI

1.1. Iean npenoaaBaHusi AUCUUILTHHBI

COOTHECEHHBIX C IUIAHUPYEMBIMHM PpPe3yJIbTATAMH OCBOCHHUA

Llenpto mpenomaBanus AuCHUIUIMHBL «OOecreueHne HHOOPMAIMOHHOM
0e30macHOCTH B OECIPOBOJIHBIX CETSX» SIBISACTCS (POPMHPOBAHHUE y CTYIACHTOB
3HaHUN B 00JacTH oOecredeHrs 0€30MacHOCTH OECITPOBOHBIX CETEH.

1.2. 3apauu uzyveHus JUCHHUILTUHBI

—HU3YyUCHUA ITPUHIIUIIOB oOecrnieueHUs 0€30MMacCHOCTH B CCTAX,

—MeToJI0OB olecredyeHnuss O0e30MacHOCTH MpH mepeAade HHGOpMALUU IO

TGHCKOMMYHHK&HHOHHOfI CCTH,

—OIpPCACTICHNA KPpUTCPUECB 3allIUIIICHHOCTH CCTeﬁ;

—MEXaHM3MOB 3aIllUThl CETEH;

—MPaBWIBHOTO MOAXOAa K mpobieMaM HMH(POPMAIMOHHOW O€30macHOCTH,

KOTOpBIﬁ Ha4YMHACTCs C BBISIBIICHHA CY6’I)€KTOB I/IH(i)OpMaHI/IOHHBIX OTHOILICHUH M

HHTCPCCOB OTUX CY6’I)€KTOB, CBJA3aHHBIX C HCIIOJIB30BaHHCM I/IH(bOpMaHI/IOHHBIX

cucrem (1C).

1.3 TIlepeyeHb NJAHMPYEMBbIX Pe3yJIbTATOB 00yUYeHHS MO JMCHHUIIHHE,
COOTHECEHHBIX ¢ IUIAHUPYEMbIMHM PpPe3yJbTATAMHM OCBOCHHMS OCHOBHOM

npogeccuoHaIbLHOM 00pa30BaTEIbHOI MPOTPAMMBI

Tabnuna 1.3 — Pe3ynpTaThl 00yueHHs O TUCIUILIMHE

IInanupyemvie pe3ynbmameol 0c60eHUs Koo IInanupyemvle pe3yromamoi
OCHOBHOU NPOGheccuoHaNbHO U HauMeHOoB8aHue 00yueHuss no OUCYunIuHe,
00pazosamenvbHolU NPOSPaAMMbL UHOUKamopa COOmMHeCceHHble C UHOUKAMOpamu
(Komnemenyuu, 3aKpenienHvle oocmuoiceHus docmudiceHus KomMnemenyuu

30 OUCYUNTUHOLL) KoMnemeHyuu,
3aKpenienHo20
30 OUCYUNTIUHOU
KOO HauMeHo8aHue
KOMNnemeHyuu KOMNnemeHyuu
IK-3 Crniocoben IK-3.2 3namsb: BUIBI YIPO3 U BO3MOXKHBIC
UCIOJIb30BATh [Tpumensier KaHalibl YTEUYKH KOH(UICHIIMATHHON
COBPEMEHHBIC METOJIbI | OCHOBHBIC MPUHIUMEI, | UHHOPMAIIUK, OCHOBHBIC TMPUHITUIIBI
OLICHKH MapaMeTpoB | MPOTOKOJIbI U | IOCTPOCHUS KpunTorpauueckux
0e30MmacHOCTH U | IPOrpaMMHEIE CPEICTB, KJIACCU(UKAIMIO aNTOPUTMOB
3aIUTHI Kpuntorpaduueckue | mudpoBaHUs u pa3rpaHuYeHUs
MIPOrPaMMHOTO CpeacTBa JOCTyla Ha  ypPOBHE  JIOKAJHHOTO
obecrieueHus u | obecrieyeHus TepMHUHAJIA u B Maciitabax
CETEBBIX YCTPOUCTB UH(POPMALIMOHHOM BBIYUCIIUTEIILHON CETH.
aIMUHHUCTPUPYEMOH | 6€30MacHOCTH Ymems: mpaBUIIbHO SKCIUTYaTHpPOBATh
CeTH C TOMOIIBIO | CETEBBIX YCTPOMCTB CpeaCcTBa KpUNITOrpagUIeCcKOl 3amluThl,
CHeIHAJIbHBIX CPE/ICTB CHIDKATh BEPOSTHOCTh OTPHUIATENIBHBIX




IInanupyemvle pe3yiomamsl 0C80eHUs Koo Inanupyemvie pe3yiomamol
OCHOBHOU NPOpeccUoHanbHOU U HAUMEHOBAHUE oOyuenus no oucyuniune,
00pazoeamenvbHoOU NPOSPaAMMbL UHOUKamopa COOMHeCceHHble ¢ UHOUKAMOPaMU
(Komnemenyuu, 3aKkpenieHHvle docmuiceHust 00CMUICEeHUs. KOMNEemeHYull

30 OUCYUNTUHOLL) KoMnemenyuu,
3AKPEnIeHHO20
30 OUCYUNTIUHOU
KOO HauMeHosanue
KOMnemeHyuu KOMnemeHyuu
yIIpaBJICHUS MOCIIEACTBUI CETEBOTO
0€30ITacCHOCTHIO, c B3aMMOJICHCTBUS 3a CYET NMPUMCHCHHUS
HEeNbI0  Pa3paboTKu cpeacTB  WHU(POBaHMS, TNPUMEHATH
METOJIOB yCTPaHCHHS TUTIOBBIE W COOCTBEHHBIC CpEACTBA
BBISIBJICHHBIX 3aMThl MHGOPMAIMK I PELICHUS
YSI3BUMOCTCH. MPAKTUYECKHX 3aJ1ad.

Bnaoems: HaBblkaMu  TPUMEHEHUSA
MPOrpaMMHBIX CpEeJICTB 3aIIUTHI
nHpopManuu, pa3paboTKu
MIPOTPaMMHBIX Mo Tynei IS
KPUIITO3AIINUTHI MOJIb30BaTEIbCKHUX

JTaHHBIX, Pa3pabOTKU CHUCTEM OIECHKH
KPUITOCTOMKOCTH MPOCTEHIINX
mu(poB U OLEHKU paclpeaeieHus

BBIXOHBIX our TUISt OLICHKH
PaBHOMEPHOCTHU pacripenienieHus
JTAHHBIX.
[1K-3.3 3namp: BUOBI  TIPOTPAMMHOTO M
[Tpumensier anmapaTHOro 00eCTeYeHUS IS 3aIlUThI
CTaHJIapTHbHIE CETEBBIX YCTPOUCTB oT
MPOrpaMMHEIE, HECaHKIIMOHUPOBAHHOTO J0CTYyIa,
anmnapaTHbIe U | 0COOEHHOCTH MPUMEHEHUS
MIPOrPaMMHO- 0o0OpyIOBaHUS B  3aBHCHUMOCTH  OT
anmapaTHbIE CPEACTBa | MAcIITaOOB BBEIYMCIUTEILHONH CEeTH U
3aIUTHI CETEBBIX | HAJIMYHS POKCU-CEPBEPOB.
YCTPOMCTB OT | YmMemb: UHTETPUPOBATH MPOTPAMMHO-
HECaHKLUMOHUPOBAHHO | amnmapaTHbIe CPEACTBa AJIs MOBBIIICHUS
ro J0cTyna YpOBHS uH(pOPMaITMOHHON
0€301acHOCTH, CTPOUTh  TaOJHILY
JOBEPUTEIBHBIX ~ y3]I0B  CETH W
UCKIIIOYaTh JIOCTYN TOJO3PUTEIbHBIX
TePMUHAIOB ~ TyTeM  (UIBTPAIIUU
CETEBbIX.
Bnadems: HaBbIKaMuU  TPUMECHECHUS
MPOrpaMMHBIX U ammapaTHBIX CPEACTB
3amUTel  MHPOPMAIUKN, HWHTETPAIUH
MEXaHU3MOB pa3rpaHUYEeHUs JOCTyIa
Ha YpOBHE MCXOJHOTO KOJAa M BHEUIHEH
BaKIIMHBI.
[IK -3.4 3namo: HOPMAaTHBHO-TIPABOBHIC
[Tonp3yercs OCHOBBI U TpeOoBaHusi PD B wactm
HOPMAaTUBHO- obecrieyeHus MHPOPMALIMOHHOMN
TEXHUUYECKOMN 0€30MacCHOCTH MPU  HCIOJIb30BAHUU




IInanupyemvie pe3yromamsi 0c6oeHUs
OCHOBHOU NPOPeCCUOHATLHOLL
00pa3o0eamenvHol NPocPaAMMbl
(komnemenyuu, 3aKpenienHvle

30 OUCYUNTUHOLL)

Koo
U HAUMEHOBAHUE
UHOUKAmMopa
docmudiceHus
KoMnemeHyuu,
3AKPEnIeHHO20
30 OUCYUNTIUHOU

Inanupyemvie pe3yiomamol
00yueHus no oucyuniume,
COOMHeCceHHble ¢ UHOUKAMOPaMU
00CMUNCEHUSL KOMNEeMeHYUll

K00
KoMnemenyuu

HAaumeHoeaHue
KomnemeHyuu

JOKYMEHTalUEn B
o0iacTu oOecreueHHs
MH(POPMAIIMOHHOM
0C30ITacCHOCTH
MH(POKOMMYHUKAITUOH
HBIX TEXHOJIOTHH

CpencTB ydera, oOpabOTKU u Tepeaadn
TAHHBIX.

Ymemsp: mpoBOIUTH aHANN3 AAHHBIX,
UCIOJIb3yEMBIX B MaciTaOsbl
BBIUUCIIUTENIGHOW ~ CeTH,  BBIIENATH
CpeAM HHUX IEpPCOHAJIbHBbIE AAHHBIE WU
KOH(HIEHIMATIbHbIE CBEJICHUS.
IIpumeHaTH JIEHCTBYIOLIHE
HOpMAaTHBHbIE JOKYMEHTBI U
IOPUIMYECKUE 3aKOHBI B o0OjacTu
3alMThl  MH(GOpPMALUMU TpU  OLIEHKE
3alUIIEHHOCTH
MH(POKOMMYHUKAIIUOHHBIX CUCTEM.
Bnaoemw: HaBbIKaMU BbIOOpa
IPOrpaMMHO-alapaTHbIX CPEACTB U
TEJIEKOMMYHUKAIIMOHHOTO

o0opynoBaHus, AKCILTyaTaIH
MPOrPaMMHBIX ~CPEACTB aHalu3a W
VIpaBJICHUS]  PUCKaMH,  HaBBIKAMHU
pa3paboTKM  WJIM W YCTAaHOBKH
MIPOTPaMMHBIX MIPOIYKTOB B
COOTBETCTBUU C AKTyaJIbHBIMH
HOPMATUBHBIMH  TPEOOBaHUSMH U

COOJTIOICHHEM FOPUINIECKUX 3aKOHOB B
00J1aCTH 32U THl HHGOPMAIIHH.

[K-3.5
OcyuiecTBisieT
YCTaHOBKY "
yIpaBJeHHE
CHeUaIN3UpOBaHHbI
MU  IPOrpPaMMHBIMH
CPEICTBAMHU  3alllUThI
CETEBBIX YCTPOICTB
aIMUHUCTPUPYEMOH
CeTH oT
HECaHKLMOHUPOBAHHO
ro JocTyma

3HaTh: YCTPOMCTBO MEXKCETEBBIX
SKPAHOB, TEXHOJIOTHIO OIICHKU
COCTOSTHUS 3aMIUIICHHOCTH,
COBMECTHUMOCTD MPOTPAMMHO-
alrmapaTHblX  CPEICTB M BapUAHTHI
oOecrieueHns pa3rpaHUYEHUs JIOCTyIa
Ha YPOBHE OIIEPALlMOHHON CUCTEMBI U
MPUKIAIHBIX CPEJICTB.

YMeTh: HaCTpauBaTh PEKUMBI PaAOOTHI
MEKCETEBBIX  JKPaHOB,  MPOBOIUTH
aHalmu3  3allMIIECHHOCTH  JIOKAJIBLHOM
BBIYHCIIMTENLHON CETH

Bnaoemp: HaBbIKaMH SKCIUTyaTallid U
pa3pabOTKK MPOTrpaMMHO-aIapaTHBIX

CpEICTB obecrieueHust 3aIUTHI
nepeaaBaeMbIX B Maciuraoe
BBIYUCIUTEILHON ceTtu

KOH(HICHIIMAIBHBIX JTaAHHBIX.




IInanupyemvie pe3ynrbmamsi 0C80eHUs Koo IInanupyemvie pezynomamoi
OCHOBHOU NPOGhecCUOHANbHOL U HauMeHo8aHue 00yueHusi no OUCYUNIUHe,
00pa3o0eamenvHol NPocPaAMMbl UHOUKAMopa coomuecenHble ¢ UHOUKAMOPAMU
(komnemeHyuu, 3aKpenieHHbie 0ocmudiceHus: 0oCmudiICeHUs KOMNnemenyul

30 OUCYUNTUHOLL) KoMnemeHyuu,
3aKpenieHHO20
30 OUCYUNTIUHOU
KOO HauMeHo8anue
KOMNnemeHyuu KOMnemeHyuu
[1IK-4 Crniocoben I[IK 4.3 Hcnonszyer 3namop: 0COOCHHOCTH
OCYIIECTBIISTh COBPEMEHHBIC COBPEMEHHBIX IaKETOB MPOTPaMM TIpU
MOHTAX, HaIaJKy, | OTEYeCTBEHHBIC U | pelIeHUuU CXEMOTEXHUYECKUX,
HACTPOWKY, 3apyOC)KHBIC TAKEThl | CACTEMHBIX W CETEBBIX 3aJad 110
PETYIHUPOBKY, pOrpaMm IIpH | OpraHu3aluu B3aMMO/ICHCTBHS
ONBITHYIO  TPOBEPKY | PEIICHUN yIlaJIeHHBIX a00OHEHTOB.
paboTOCTIOCOOHOCTH, | CXEMOTEXHUYECKHX, Ymemos: HaCTpauBaTh
UCIBITAHUS U ClIady B | CHCTEMHBIX U CETEBBIX | CYIIECTBYIOIIHE KaHAJIbI CBSI3H,
IKCILTYaTaIuio 3ajad, TMpaBWia W | pacClUpsITh W aIMHUHHCTPUPOBATH
COOPYKCHHI, CPEICTB | METOIBI MOHTaXa, | JIOKaJbHYI0 BBIYUCIUTEIHHYIO CETH,
" 000pyI0BaHUS | HACTPONKH U | ONTUMHU3UPOBATH Tpaduk "
cereit PETYIIMPOBKU  Y3JIOB | OOeclieynBaTh yBEPEHHBIM TIpUEM B
PaTMOTEXHUYECKIX Clydae HCIIOJIb30BaHUs OECIIPOBOIHOTO

YCTPOMCTB U CUCTEM

JOCTYTIA.
Bnaoemo: HaBBIKAMH MOHTAaXa,
HAaCTpPOMKM M  PEryJIUpPOBKH  Y3JIOB
PaIMOTEXHUUECKHIX YCTPOMWCTB u
CHUCTEM.

2. Yka3zaHnue

MecCTa

AUCIUIIINHBI

B  CTPYKType  OCHOBHOM

npogeccHOHATbHON 00pa30BaTeIbLHOI MPOrPaAMMBbI

Jucuunnuna «be3omnacHOCTh B KOMITBIOTEPHBIX CETAX», BXOAUT B YacCTh
1, Qopmupyemyo ydacTHUKaMU

OJI0Ka
«JIMCUMIIIIMHBI

o0pa3oBaTeIbHbIX
(Momynu») OCHOBHOW mpodeccuoHaIbHOW 00pa3oBaTEIbHOU

OTHOIIEHUU

nporpaMMbel — mnporpammbl OakanaBpuata 11.03.02 HupoxomMMyHUKAIIMOHHBIE

TCXHOJIOTHHU H

CHCTCMBI

CBSI3H,

HaIIPaBJICHHOCTb

(mpoduns) «Cucremsl

MOOUIBLHOM CBSI3U». JIMCIUIIIIMHA U3y4daeTcs Ha 3 Kypce.

3. O0beM JUCUMIIMHBI B 324Y€THBIX eJUHUIAX ¢ YKA3aHHEM KOJIHYeCTBa
aKaJieMU4ecKNX UM ACTPOHOMHUYECKHUX YACOB, BbIEJEHHBIX HA KOHTAKTHYIO
padoTy o0y4amuxcs ¢ npenojgasaresaeM (1o BUAaAM y4eOHBIX 3aHATHI) U HA
CaMOCTOAATE/IbHYI0 PadoTy 00y4aromuxcst

O6mass TpyaoeMKOCTh (00BEM) JHMCIUIUIMHBI COCTABISET 3 3a4ETHBIX
eauHuIb (3.€.), 108 akanemudecknx yaca.




Taomuma 3 - O0bEM IUCIIUTUINHBI

Buapr yueGHO# paboTh Beero,
4acoB
OO6m1ast TPy I0EMKOCTh JUCIUIUIUHBI 12
KonTtakTHast paboTa oOydaromuxcs ¢ IpernojaBareieM 8
110 BUJIaM YUEOHBIX 3aHSTHI (BCETO)
B TOM YHCJIE:
JICKIITUA 4
J1a00paTOPHBIE 3aHATHUS 4
NPaKTUYECKUE 3aHITHUS
CamocTosiTenbHast pabota o0ydaronmxcs (Bcero) 95,9
KoHTpoab (MOAroTOBKA K HK3aMEHY)
KonTaktHas pabota mo MIpOMEXYTOYHOM aTTecTaluu 0,1
(Bcero ATTKP)
B TOM YHCJIE:
3a4eTr 0,1
3a4eT C OLICHKOU HE
PEeayCMOTpPEH
KypcoBas paboTa (IIpOeKT) HE
PETyCMOTPEHA
AK3aMEH (BKJIIOYAs] KOHCYIbTAILIUIO TIEPE] IK3aMEHOM ) HE
IPETYCMOTPEH

4. ConepskaHue TUCIUILUIMHBI, CTPYKTYPHPOBAHHOE 110 TeMaM (pa3iesiam)
C YKa3aHMeM OTBEJeHHOI0 HA HHUX KOJINYeCTBA aKaJeMHYeCKHUX YacOB M BH/IOB
Y4eOHBbIX 3aHATHI

4.1. Conepxanne JTUCUMILTHHBI

Tabnmuua 4.1 — Coaepkanue AUCIHUIUIMHBI, CTPYKTYPUPOBAHHOE MO TEMaMm

(paznenam)

No Paznen (tema) Conepxxanue

/11 IUCIAIUINHBI

1. | CereBas ayrentuukanus | bazossie TexHonmoruu 0ezonacHocTu. AyTeHTU(UKaLUs, Tapoy,
aBTOpHU3alMs, ayauT. TexHoJorus 3allUIIEHHOro KaHaja.
Texnonoruu ayrentudukanuu. CereBas ayTeHTU(DUKaLUS Ha
OCHOBE  MHOropazoBoro  mapoyii.  AyTeHTHU(UKauus ¢
UCITIOJIb30BAaHUEM  OJHOPA30BOTO  MapoJisi. AYTEHTU(HUKAIHS
uHpopmanuu. [ToHsiTHe MOACUCTEMBI AYTEHTU(DUKAIIH.

2. OyHKIMM  MeXceTeBbIX | DYHKIMU MEXKCETeBBIX dSKpaHOB. DuubTpauus Tpaduka.

9KpPaHOB, npodum
3allUThI.

Breimonnaerne  QyHKIWNA 1mocpenHuyectBa.  JlOMOTHUTENbHBIC
BOo3MOXHOCTH MD. IlepeueHn npoduiel 3amuThl MEKCETEBBIX
3KkpaHoB. [loHsATHE MexceTeBbIX 3KpaHOB. OnpeneneHue TUIOB
MEXKCETEBBIX  OKpaHOB.  THUIBI  MEKCETEBBIX  3KPAHOB.
OunpTpyromue Mapupytuzatopsl. 111031 ceancoBoro ypoBHsi.
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[I[1r036l YypOBHSI NPUIOKEHUN. THUIIOBBIE CXEMBI MOJKIOUYCHUS
MEXCETEBBIX KPAHOB.

3. | IlporpammHBbIe u | Kmaccudukarust  yrpo3, MeTOJOB U CPEACTB  3aIlUTHI
anmnapaTHbIe cpenacTBa | MHGOpPMALIUK, OMPEJENIEHNUs OCHOBHBIX MOHATUH B o0nacTu
KpUNTOrpapuuecKon Kpunrorpaguu, KiacCHYecKHe MeToAbl IU(POBaHUS H
3aIUTHI CTaHJapTHbIE  KpUOTOrpadUyecKue  CHCTEMbI, a  TakKke

IpOTpaMMHBIE CPEJICTBa 3alIMThl MH(OpMAIMK (BCTPOCHHBIE B
OC u BHENIHUE).

4, Kpurepun onenku | ®enepanpubiii  cragmapt CIHIA FIPS 140-2 «TpeboBanus
3aIUIEHHOCTH 0€30MacHOCTH ISl KpUNTOrpaduyeckux Mojynei». BuenrHwii
KpUNTOTpaPUIECKUX uHTepdelic kpunrorpadguaeckoro Mmoayis. Oomue TpedoBaHUs K
MOJTyJIeH KPUNTOTrpahuuecKUM MOIYJIISIM.

5. [TocTtpoenne VPN [Tpenpicropusi. Cymuocts VPN. Tlpaktuueckas peanuzaims.

[IpoBepka. [lonstue TyHHenupoBanus. CyTb TYHHETHUPOBAHMUS.
Oco0EeHHOCTh TEXHOJIOTHU TYHHENUpOBaHus. Peanuzanus.
[ToHsATHE 3alNIUIIEHHBIX KaHAIOB CBS3€d Mexay aOOHEHTOB
BUPTYaJbHOW 4YacTHOW ceTu. [IpaBuiia co3maHus 3TUX KaHAJIOB.
Xapakrepuctuku IP-nakeros.

Kananpubiii ypoBens. PPTP. L2TP. MPLS. CereBoil ypoBeHb.
[PSec. AH. ESP. IKE. Tpancnoptasiii ypoBeHs. SSL/TLS.
Vreuka VPN-tpaduka. IIportoxoner IPv4 u IPv6. VPN wu
JIBOMHOM cTek npoTokosoB. Pacumdposka VPN-Tpaduka.

6. AymiuT W  MOHHUTOPHUHT | AyauT Oe30macHOCTH MHPOPMAIMOHHON cucTeMbl. [IpoBeneHue
MH(POPMAIIMOHHOMN ayauTa 0e30MacHOCTH MH(POPMALMOHHBIX CUCTEM. MOHUTOPUHT
0€30MMacHOCTH 0€30MaCHOCTH CHCTEMBI.

7. Kpurepun BeIOOpa | Kpatkass xapakTtepuctuka. Pa3BepTbiBaHHE U apXUTEKTYpa.
ckaHepoB Oe3onacHocTH | CkaHupoBaHME. YTIpaBICHHE pe3ylIbTaTaMU CKAaHUPOBAaHUS H

pearupoBanus. OOHOBIEHHE M TMOIIEpKKa. J|OMOIHUTENbHBIE
KPUTEPUU.
8. Meronsl orpaxkenuii | Cucrema oOHapykeHUs1 BTOpxeHHUH. CeHcopHas MOJCUCTEMA.
BTOPKEHUI IToncucrema ananuza. Xpanuiuiie. KoHCOJb yripaBiieHUsI.
Tabnuma 4.2 —Conepxkanue AUCUUILIIMHBL U €€ METOMYECKOe oOecTieueHre
Bupt N qeGHO-Me- DopMBbI TEKYIIET0 KOH-KoMrie-
No Paznen (Tema) ACATENLHOCTH TPOJISl yCTICBAEMOCTH  TEHITUN
/11 IUCIIUILINHEI aek,| Ne, | Ne, FOAMHCCKHC (no neoensim cemec-
yac | mal. | mp. MaTepuabl mpa)
1 2 3 4 5 6 7 8

1. CereBas 0,5 V-1-3 CcC-1-2 [1IK-3
ayTeHTH(UKAIIHS

2. Oynknuu  MexcereBbix | 0,5 1 V-1-3,4-6 |[C-34 [1K-3,4
9KpaHOB, npoduu MV-1-4 3JIP - 3-4
3aIUTHL.

3. [TporpammHBIe u| 05 2 V-1-3,4-6 | C-5-6 [1K-3,4
ammapaTHbIE  CpEJICTBa MVY-1-4 3JIP- 5-6
KpUNTOTpapuuecKon
3aIUTHI




Bupt N qeGHO-Me- DopMbI TEKyIIEero KoH-Komme-
No Paznen (Tema) ACATENLHOCTH TPOJISl yCTICBAEMOCTH  TEHITUN
/o TUCIIUILINHEI aek,| Ne, | Ne, OIQHHICCKHC (no neoensim cemec-
yac | mal. | mp. MaTepuabl mpa)
1 2 3 4 5 6 7 8
4, Kpurepun ouenku | 0,5 V-1-3,4-6 |[C-7-8 [1K-3,4
3alMUIIICHHOCTH
KpUNTOTpaPUIECKUX
MOJYJIEN
5. [TocTtpoenne VPN 0,5 V-1-3 C-9-10 [1K-3,4
6. Aymutr u wmonutopuHr | 0,5 3 V-1-3,4-6 | C-11-12 [1K-3,4
MH(POPMAIIMOHHOM MV-1-4 3JIP-11-12
0€30MacHOCTH
7. Kpurepun BbIOOpa | 0,5 V-1-3,4-6 | C-14-15 [1K-3,4
CKaHEpOB 0E30MaCHOCTH
8. Metoabl orpaxkenuii | 0,5 4 V-1-3 C-16-18 [1K-3,4
BTOP)KCHHI MV-1-4 3JIP - 16-18
C — cobecenoBanue, 3JIP — 3ammra 1abopaTopHOil pabOThI
4.2 JlabopaTopHble padoThl M (WJIH) NPAKTHYECKUE 3aAHATHS
4.2.1J1abopaTopHbie 3aHATHUS
Ta6numna 4.4 — JlabopaTopHbIe 3aHSATUS
Ne HaunmeHnoBaHue npakTu4eckoil paboTbl SaiLeM’
1. Hacrpoiika MexceTeBOro s3kpana B onepannonHoi cucreme Windows 1
2. daepsox Comodo Firewall 1
3. AnTtuupycHas nporpamma: Kaspersky Internet Security 1
4, AHaly3 3alUIIEHHOCTH KOMITBIOTEPHOM CETH € MOMOIIbIO MPOrpaMm 1
GFI Languard, Network Security Scanner u XSPIDER
Hroro 4
4.3 CamocrositesabHasi padora cryaeHToB (CPC)
Ta6muna 4.5 — CamocrtosiTenbHas paboTa CTYJICHTOB
Ne Cpox Bpews,
. 3aTpaynBacMoe
pa3nena | HammeHnoBaHue paznena y4eOHOW AUCIUTUINHBI BBITTOJTHEH
Tewa) s Ha BBITIOJTHCHUE
( CPC, uac.
1 CereBast ayTeHTHUKAIIHS 1-2 12
' Henenst
5 @OYHKIINHN MEKCETEBBIX 9KPAHOB, MPOGUIH 3aIUTHI. 3-4 12
' Henenst
[IporpamMMHBbIe U anmnapaTHbIe CpeacTBa 5-6 12
3. KPUNTOTpaQUUECKON 3aIUThI Hemens
4 Kputepun oneHkd 3allMIIEeHHOCTH KpUNTOrpaduuecKux 7-8 12
' MOZyJIeH HeJens
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[Toctpoenne VPN 9-10 12
HEeacs
AyauT 1 MOHUTOPUHT HHPOPMAITMOHHON 0€30MaCHOCTH 11-12 12
HEeacs
Kputepun Bi6opa ckaHepoB 6€301MacHOCTH 13-15 12
Heens
MeTto1bl OTpaXXeHHUIl BTOPKEHUI 16-18 11,9
HeJest
Hroro 95,9
5 Ilepeuenn y4eOHO-MEeTOAMYECKOT0 odecreueHu s A

CaMOCTOSAITEJIbHOI PadoThI 00YYAKOIIUXCS M0 JMCUHUILINHE

CTyneHThl MOTYT TpPU CaMOCTOSITEIbHOM HW3YYEHHH OTIEIbHBIX TE€M H
BOIPOCOB AMCLMILINH TMOJIb30BAThCA YYEOHO-HATJISIAHBIMU MTOCOOUSIMU, yU4€OHBIM
00Opy/IOBaHHEM M METOJWYECKUMHU pa3zpaboTkamu Kadeapsl B pabouee Bpems,
ycraHoBieHHoe «[IpaBuigamMu BHYTpEeHHETO pacnopsiika pabOTHUKOBY.

YueOHo-MeTOnuYeCKOe  OOecredeHne il CaMOCTOSTENbHOW  paboThI

o0yJaromuxcs Mo TaHHOHW TUCITUTUIMHE OPTaHU3yeTCs:

OMOIMOTEKOM YHUBEpCUTETA:

— OMOMMOTeUHbIH (POHJT YKOMIUIEKTOBaH Y4eOHOH, METOIUYECKOM,
HAay4YHOM, IIEPUOJUYECKOM, CIIPABOYHOM M XYHOKECTBEHHOW JIUTEpPaTypoud B
cooTBeTCcTBHM ¢ anHou PIIJI;

— UMEETCsl TOCTYI K OCHOBHBIM MH(OPMAIMOHHBIM 00pa30BaTEIbHBIM
pecypcaMm, nuHbopManMoHHONW 0a3e JaHHBIX, B TOM 4HCie OuOIHMorpaduuecKon,
BO3MOXXHOCTh BBIX0J1a B IHTEepHeT.

Kadeapo:

— nyTeM o0ecredeHns JOCTYITHOCTH BCEro He00X0MMOro yueOHO-
METOIMYECKOTO U CIIPABOYHOTO MaTepHasa 3a CUET BHIKJIAIbIBAHMS HA CAalT
kadenpsl b B nuaTepHeTE (ampec
http://www.swsu.ru/structura/up/fivt/k_tele/index.php);

— MyTeM MPEIOCTABICHUS CBEICHUN O HAJIMUUU y4eOHO-METOIUICCKON
JUTEPaTyphl, COBPEMEHHBIX POTPAMMHBIX CPECTB;

nyTeM pa3paboTKu:

- METOJIMYECKUX PEKOMEHAALINN, TOCOOUH IO OpraHU3aluu CaMOCTOSITEIbHOM
paboThI CTYIEHTOB;

— 33JJaHUM JUI CAMOCTOSITENbHON paboThI;

— BOIIPOCOB U 33Ja4 K 3a4eTy;

—METOIMYECKUX YKA3aHUM K BBIIOJIHEHHUIO JJA0OPATOPHBIX PadoT U T.1I.

munozpaghueii ynueepcumema:

— TMOMOIIb aBTOpaM B TMOJTOTOBKE M UW3JaHUU HAay4YHOH, ydeOHOU U
METOANYECKOU JINTEPATYPHI;
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—yJIOBJIETBOPEHUE TOTPEOHOCTH B THPAKUPOBAHMM HAYYHOH, YUECOHOU W
METOIMYECKOU JINTEPATYPHL.

6. OoOpa3oBare/ibHble TEXHOJOTHH. TexXHOJOrMM MCNOJIb30BAHUS
BOCIIUTATEJIHHOI0 MOTEHIIHAJIA JUCHTUIIIMHBI

Peanuzanus KOMIIETEHTHOCTHOTO TIOJXOJIa HE MPEAYyCMAaTPUBAET IIUPOKOE
UCITOJIb30BaHUE B 00pa30BATEIILHOM MPOIECCE aAKTUBHBIX U MHTEPAKTHBHBIX (OpM
NPOBEJCHUS] 3aHATHM B COYETAaHUUM C BHEAYJUTOPHOM palbOTOMl C IENbIo
dbopmupoBanus MPoGeCCUOHATBHBIX KOMIETEHITUN 00yJarOIINXCS.

TexnoJsioruun HCI0JIb30BAHUA BOCIIMTATEJIbHOTO NMOTEHIMAJIA
AMCUMUILTHHBI

ConepxaHue JUCHUIUIUHBL 00JaaeT 3HAYUTEIBHBIM BOCIUTATEIHHBIM
NOTEHIIMAJIOM, MOCKOJIbKY B HEM aKKyMYJIHpPOBAaH HAy4YHBI ONBIT YEJIOBEYECTBA.
Peanuzanuss BOCHMTATENBHOIO MOTEHIMAda AMCLMIUIMHBI OCYLIECTBISETCS B
paMKax €auHOro oOpa3oBaTEIbHOTO M  BOCHHUTATENIBHOIO  Ipolecca H
CIOCOOCTBYET HENPEPHIBHOMY PAa3BUTHIO JMYHOCTH KaXKJOro 0Oydaromerocs.
JluctunimHa  BHOCHT 3HAYMMBIA  BKJIaJ B (QOpMUpOBaHHE OOmIeH U
npodeccuoHanbHOM  KynbTypbl oOyuatomuxcs. CopepxkaHue IUCHMILIAHBI
CIIOCOOCTBYET MPaBOBOMY, 3KOHOMHUYECKOMY, MPOPECCHOHATBHO-TPYAOBOMY,
BOCIIUTAHUIO O0yJarOIIUXCHI.

Peanuzanus BocnuTaTesIbHOTO MOTEHIMANA TUCUUTLTMHBI Opa3yMeBaeT:

— IIeJICHANpPaBIIEHHBII 0TOOp MpenoiaBaTesieM U BKIOYEHUE B JIEKIIMOHHBIHI
MaTepuai, MaTepuall Il TMPaKTHUYEeCKUX U (Wiau) 1ab0paTOpHBIX 3aHATUN
COJIEp)KaHus, JEMOHCTPHUPYIOIIEr0  oOydalomuMcs  O00pas3ibl  HACTOSIIErO
HAay4YHOr0 IIOJABM)KHUYECTBA CO3JATENIEd W MPEACTABUTENIEM HAHHOW OTPACIIH
Hayku (TIpOM3BOJCTBA, SKOHOMHUKH, KYJbTYpPbl), BBICOKOrO MNpodeccruoHaIn3Ma
y4eHbIX  (IpeACTaBUTENEH  MPOM3BOACTBA,  JeATENed  KyJbTYphl),  HX
OTBETCTBEHHOCTH 3a PE3yJIbTaThl U MOCIEACTBUSA JEATEIbHOCTH [IJISl YeJIOBEKa U
oO1iecTBa; mNpUMEpPHl MOJJIMHHOM HPABCTBEHHOCTH JIIOJICH, MPUYACTHBIX K
Pa3BUTHIO HAYKH U IPOU3BOJCTBA;

— TMPUMEHEHHE TeXHOJIOTHH, (OopM U METO/I0B MPENno aBaHus AUCITUTUIMHBI,
MMEIOIINX BBICOKMH BOCHUTATENbHBIA 3((PEKT 3a CUET CO3AaHMs YCIOBUH AJis
B3aMMOJICUCTBUS OOyYarOUIMXCsl C MpernojiaBareyieM, APYrUMU 00ydarouuMUCS,
(komanaHas paboTa, pa300p KOHKPETHBIX CUTYalUi);

— JIMYHBIN TIpUMEp MpenoaaBaTesis, JEMOHCTPAIIMIO UM B 00pa30BaTEIbHOM
NESATETbHOCTH M OOIIEHHH C OOYyYalolMMHCS 32 paMKaMu 0O0pa30BaTEIBHOTO
mpoliecca BBICOKOH 00111eit ¥ mpodhecCuOHATBHOM KYIbTYPHI.

Peanuzanusi BOCHMTATENbHOTO MOTEHIMANA JUCUUILIMHBI HAa YYEOHBIX
3aHATHUSAX HAlpaBlIeHa HAa MOJJEP)KaHUE B YHMBEPCHUTETE €IMHON pa3BUBAIOILEH
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o0pa3oBaTeNbHON W BOCTHHTATEIIBHOW cpeibl. Peammsarusi BOCIHTATEILHOTO
MOTCHIIMANIA AUCIUIUIMHBI B XOJIE CaMOCTOATEIHLHON pabOThl 00y4Yaromuxcs

CIIOCOOCTBYET pa3BUTHIO B HHX IEICYCTPEMJICHHOCTH, WHHUIIMATUBHOCTH,
KPEaTUBHOCTH, OTBETCTBEHHOCTH 3a pe3yJbTaThl CBOEH pabOThl — KadvecTs,
HEOOXOMUMBIX  JUISI  YCIENIHOW  COUMAalHM3alil W MPOQPECCHOHATHHOTO
CTaHOBJICHHUSI.

7. @oHI OLEHOYHBLIX CPEICTB Ui TPOBENEeHHS TPOMEKYTOUHOI
arrecTaluu 00y4YAKOIIUXCS MO JUCHUNITIHHE

7.1 IlepeyeHb KOMIETEHIHIl ¢ YKa3aHHeM 3TANOB UX GOPMUPOBAHMS

B Ipolecce OCBOCHHSI OCHOBHOI mnpodecCHOHAJIBLHON 00pa3oBaTeIbHOM

IPOrpamMMbl

Tabnuua 7.1 - Dtansl popMuUpoBaHUS KOMIIETEHUUN

Kon n HaumeHoBaHue

Ortanbl™* GOpMHUPOBAHUS KOMIETEHITUN

KOMITETCHITHH Y JUCHUTIINHBI (MOYJIN) U IPAKTUKH, TIPU U3YUEHUU/TIPOXOKICHUH
KOTOPBIX (OpMUPYETCS TaHHAs KOMIETEHIIHS
HayaJILHBIN OCHOBHOM 3aBEepHIAIOIINI
1 2 3 4
IIK-3. CnocobeH HuCmonb30BaTh [Tporpammuoe obecrieueHne Cucremsl
COBPEMEHHBIE ~ METOJbl  OIICHKH | HH(POKOMMYHUKALIUH KOMMYTaIluu
napaMeTpoB  0€30MacHOCTH | Cucremsl
3aIUTHI POrPaMMHOTO CIIyTHHKOBOT'O
o0ecredeHus U CeTeBBIX YCTPOUCTB TenepaaruoBELIaHus
aIAMUHUCTPUPYEMOI ceTu c
MOMOUIBIO CHELMATBHBIX CPEACTB
ympaBieHusi 0e30HmacHOCTBIO, C
LEIBIO pa3paboTKu METOI0B
yCTpaHEHUS BBISIBJICHHBIX
YS3BUMOCTEH.
[IK-4. CnocobeH ocCyImecTBIsATh TeopeTnyeckre OCHOBBI CUCTEM ObecneyeHue
MOHT@X, HAIAAKy, HACTPOWKY, | MOOMIBHOM CBA3H UH(POPMALIMOHHOM
PETYIHUPOBKY, ONBITHYIO MPOBEPKY 0e30MmacHOCTH

paboTOCTIOCOOHOCTH, UCTIBITAHUS U
crauy B IKCILTYaTaIuio
COOpYKEHUM, CpPEACTB u
o0opynoBaHUs ceTe

OECTIPOBOHBIX CETSIX
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7.2 Onucanue mokaszarejedl W KpUTEepHeB OLCHUBAHUS KOMIIETEHLMI
Ha pa3jIMYHbIX dTanax ux GopMHPOBaHMS, ONIMCAHME HIKAJ OLIEHUBAHUSA

Ta6nuna 7.2 [lokazarenu, KpUTEPHUH U IIKajIa OIICHUBAHUS KOMIIETEHIIUMA

Kon ITokazarenu Kpurepun u mikaia onieHMBaHUsI KOMIETEHIINI
KOMIIETEHLIM | OLICHUBAHUS IToporosslii IIponBUHYTHII Bricoknii
u/ aTan KOMIIETEHIIMH | (YIOBJIETBOPHUTEIBHO) (xoporio) (oTNIM4HO)
(Yka3wIBaeTc | (uHouxamop
s Ha3BaHUE | bl
JTama U3 | docmudicenus
m.7.1) KoMnemenyu
u,
3aKpenieHHbl
e 3a
OUCYUNTUHOU
)
1 2 3 4 5
[1K-3, [1K-3.2 3HATD: 3HATB: 3HaTh: TNPUHLHUIBI
OCHOBHOI. [Tpumensiet MIPOTOKOJIBI U | IPOTOKOJIBI U | TIOCTPOEHUs
OCHOBHBIE OCHOBHBIE METOJIbI | OCHOBHBIE KpunTorpaguueckux
MIPUHIIMIIBI, KpUNTOrpauuecKkoro | MEeTOoAbI CpPEICTB,
MPOTOKOJIBI U | MpeoOpa3oBaHuUs. Kpunrorpaduuec | kimaccuukanuio
MpOrpaMMHbBI | YMeThb: H(poBaTh | KOTO QJITOPUTMOB
e OUTOBYIO npeoOpa3oBanusi, | MHU(PpPOBaHUS u
KpunrTorpadu | mociaeroBaTeIbHOCTH, | KaHallbl — yTeYeK, | pa3rpaHUYeHUs
YEeCKue 3aJJaHHYI0 B SIBHOM | TEXHOJIOTHIO JOCTyla Ha YPOBHE
CpeacTBa BU/IE. pa3rpaHuYeHUs JIOKAJIbHOTO
obecnieuenus | Biamerb: HaBblkamu | JOCTyIma B | TEpMHHAJIAa W B
nHpopMmanuo | 06paboTKH MaciTabax Maciitabax
HHOU KOH(UICHITHATEHBIX BBIYMCIUTEIBHON | BBIYHUCIUTCILHOU
0€30MacHOCT | TaHHBIX c | cetn CeTH.
u CETEBBIX | IPUMEHEHUEM Ymern: YMmern: CHUXATh
YCTpOICTB CUMMETPUYHBIX MPUMEHSITh BEPOSTHOCTh
KPHUIITOCHUCTEM. CPEICTBA 3alUTHI | OTPUIATEILHBIX
uH(boOpMaluu 1Jid | OCIEACTBUMA
pelIeHus CETEBOI0
MPAKTUYECKUX B3alMOJICICTBUS  3a
3amad B 00JacTH | C4eT  MPUMEHEHHUS
WH()OPMAITMOHHO | CPEICTB
i1 Oe3omacHocTH, | mM(poBaHUs,
aBTOMATHU3UPOBAT | IPUMEHATH TUIIOBBIE
b nporecc | u COOCTBEHHBIE
mppoBaHUS. CpeICTBa  3alUThI
Baagern: nHpopManuu IS
HaBbIKaMU pelieHus
MPUMECHECHUS MPAKTUIECKHIX
MPOrPaMMHBIX 3azad.
cpelncTtB  3amuThl | Baagers:
uH(popManuuy, HaBbIKaMU
pa3paboTku pa3paboTKu CUCTEM
MPOrPaMMHBIX OLICHKHU KpHUIITO
MOJYJIEN JUISL | CTOWKOCTH
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KPUTITO3AIIUTHI MPOCTEHIIINX
MOJIb30BATEIbCKU | MIUPPOB U OLEHKU
X JIaHHBIX. pacripenieneHus
BBIXOAHBIX OUT JUId
OLIEHKHU
PaBHOMEPHOCTH
pacripenienieHus
JTAHHBIX.
IK-3.3 3uamo: 3uamo: 3uamo:
[Tpumenser Pa3HOBHIHOCTH KJIaccu(puKanuo | 0COOCHHOCTH
CTaHJIapPTHBIE | MPOTPAMMHOIO U | IPOTPAMMHOTO U | MPUMEHEHUS
MPOrpaMMHBI | anmapaTHOTO anmnapaTHoOro o0opynoBaHus B
e, obecrieyeHus Ui | obecriedeHus: JUIsl | 3aBUCUMOCTH oT
anmapaTHble | 3aIIUTHI CETEBBIX | 3aIIUTHI CETEBBIX | MAacITa0OB
u YCTPOWCTB YCTPOMCTB OT | BBIYUCIIUTEIILHOU
IIPOIPAMMHO- | Ymemsb: HCI, CeTH W  HAIN4UA
amnmapaTHBIC | MCIOJIH30BATh 0COOEHHOCTH IIPOKCH-CEPBEPOB.
CpeacTBa MPOrpaMMHBIE MPUMEHEHUS Ymems:  crpouts
3aIUTHI CpeacTBa Ui | o0OpyZOBaHUS B | TaOIHILY
CETEBBIX MOBBIIICHUSI  YPOBHS | 3aBUCUMOCTH  OT | JIOBEPUTEIbHBIX
YCTPOMCTB OT | HH(GOPMALITMOHHON MacITaboB y3710B ceTu u
HECaHKUMOHH | 0e30MacHOCTH BBIUMCIUTENBHON | UCKIIOYaTh JOCTYII
POBaHHOTO Bnaoemp: HaBbIKaMU | CETH. MIOJJO3PUTEIBHBIX
nocTyna MPUMEHECHUS Ymems: TEPMHUHAJIOB IyTEM
MPOrPaMMHBIX U | HHTETPUPOBATH bunbTpanuu
CpEICTB 3alUThl | TPOrPAMMHO- CETEBbIX.
uHpOopManuy, anmnaparHble Bnaoemu:
HWHTETPaLi CpeacTBa 3, | HaBRIKaMH
CTPOUTH TAONUIly | IPUMEHEHUS
JOBEPUTENBHBIX | MPOrPaMMHBIX u
y3JI0B CETH. anmapaTHBIX
Bnaoems: CpPEACTB 3aIUThI
HaBbIKaMU uH(popManuy,
PUMEHEHUS MHTErpanun
anmapaTHbIX MEXaHH3MOB
CPEICTB 3alIUTHI | pa3rpaHUYEHUs
uH(pOopMaIny, JOCTyla Ha YPOBHE
UHTETpaluu UCXOJHOTO KoJa H
MEXaHU3MOB BHEITHEH BaKI[MHBIL.
pa3rpaHuyYeHUs
JocTyna Ha
YpOBHE TOTOBOIO
IPOAYKTA.
IIK -3.4 3HaTh: HOPMATUBHO- | 3HATh: OCHOBHBIC | 3HATH.
[Tonb3yercss | mMpaBOBBIE AKTHI W | MOJIOXKECHUS HOPMAaTUBHO-
HOPMAaTUBHO- | 3aKOHOJIaTEIbCTBA BaXHEHIINX MIPaBOBbIE OCHOBBI U
texHuueckon | Poccuiickont 3aKOHOJATEeNbHBl | TpeOoBanus PO B
nokyMmentanu | dexneparuu, X akroB P® B |dyactu oOecrneueHus
el B 00JIacTH | peryIupyromme obnactu nH(OPMAMOHHON
oOecrieueHust | BOIPOCHI 3amuTHl | ”HOOPMAITMOHHO | 0€30MacHOCTH — TIPH
uHpopmanuo | uHpopMaIuU 1 6€30MaCHOCTH U | UCIIOJIB30BAHUHU
HHOU YMerh: ONpenensars | 3alUThl CpEeACTB y4Jera,
6e3omacHocT | chepy neiicTBus | nHGopMau 00paboTKH "
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u JOKYMEHTA YMmers: neperayy JaHHBIX.
nHpokomMmyH | Biagernb: HaBBIKAMH | OIPENENThH YMers: NOpOBOOUTH
UKALIMOHHBIX | COCTaBJICHMUS Kakas 1elb B | aHAJINU3 JAHHBIX,
TEXHOJIOTUH | HepapXu4ecKou pazbope HCTIOJIb3YEMBIX B
CUCTEMBI JOKyMEHTa MaciTaObl
Baanern: BEIUHCIINTETEHON
HaBbIKAMU CeTH
COCTaBJICHUS Baaners: HaBbIKaMu
MHTEJUIEKTYaJbHO | BbIOOpa
1 KapThl MPOrpaMMHO-
anmnapaTHbIX
CPENCTB "
TEJIEKOMMYHUKALINO
HHOT'O
obopynoBaHus,
JKCIUTyaTaluuu
MIPOrpaMMHBIX
CPEICTB aHaJh3a |
yIpaBieHUs
pUCKamMH
[K-3.5 3HaTh! 3HaTh! 3HaTh: yCTPONCTBO
Ocy1ecTisie | UICNOJIb3yEeMblE B | HHCTPYMEHTAJIbH | MEXKCETEBBIX
T YCTaHOBKY | paboTte c OC | pie CPEICTBa | SKPaHOB,
u MIpOrpaMMHBIE IIPOBEICHUS TEXHOJIOTHIO OLIEHKH
YIOpaBJIE€HUE | CPEICTBA IIPOBEPOK COCTOSIHUS
crenuanu3up | YMmers: MH(OPMALIMOHHBI | 3alIUIIEHHOCTH,
OBaHHBIMU HCII0JIb30BATh B | X CUCTEM COBMECTHUMOCTD
MporpaMMHBI | paboTe c OC | YMeTh: aHanu3 | IpOorpaMMHO-
MU MporpaMMHBbIE KOJIa anmnapaTHbIX
CpEeICTBaMHU | CPeACTBAa pa3pabOTKH | MPOTrPAMMHBIX CPEIICTB U BAPUAHTHI
3aIlUThI 110 U | CPEICTB 3aIIUTHI | 00ecTieYeHus
CETEBBIX aIMUHHUCTPUPOBAHUS | HHPOpMAIIUN pasrpaHuyeHus
YCTPOWCTB Baaners HaBbikamu: | Baagers JOCTyIla Ha YpOBHE
aJIMUHHUCTPHUD | HaBbIKAMU DPAOOTHI C | HABBIKAMM: ONEepPaLMOHHON
yeMmoil cetu | MH(pOpMaAITMOHHO- METO/IbI CUCTEMBI u
oT TEXHUYECKUMU IIPOEKTUPOBAHUS | MPUKIAJTHBIX
HECAaHKLMOHHU | CPEACTBaMH UH(POPMALIMOHHBI | CPEICTB.
POBAHHOTO X CUCTEM  C | YMeTh:
nocryna Y4ETOM HacTpauBaTh
TpeOoBaHM PEKUMBI paboTsl
UH(POPMALIMOHHO | MEXKCETEBBIX

1 6e301acHOCTH

AKpaHOB, MPOBOJIUTH
aHaJIu3
3alIUAIIEHHOCTH
JIOKAJIbHOM
BBIYMCIIUTEIILHOMN
ceTH

Bnaoems:
HaBBIKAMH
IKCIUTyaTaIluu u
pa3paboTKu
MIPOTrpaMMHO-
anmapaTHBIX
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CpEICTB
obecrnieueHus
3aIUTHI
nepe1aBaeMbIxX B
Macirade
BBIYMCIIUTEIBHOMN

I1IK-4, I1K-4.3 3nameo: OCHOBEI | 3namsb: OCHOBBI | 3Hamb:

OCHOBHOM Hcnons3zyer | paboTh C | COBpEeMEHHBIX 0COOEHHOCTH
COBPEMEHHBIC | MPOTPAMMHBIM MaKeTOB COBpPEMEHHBIX
OTE€YECTBEHH | oOeclieyeHHWeM  TMpU | IPOorpaMM  IpU | TAKETOB MPOrpaMMm
ble U | peuIcHUH perieHnn U | mpu pelieHnn
3apyOeKHbIE | CXeMOTEXHHYECKMX M | CETEBBIX 3a/1a4 MO | CXeMOTEXHUYECKUX,
MaKeThI CUCTEMHBIX 3a/1a4 | opraHu3anuu CUCTEMHBIX u
MpOrpaMm CBSI3H. B3aMMOJICHCTBUS | CETEBBIX 3a4ay IO
IIPU PEIICHUU | YMemb: HACTpaWBaTh | YAAJTEHHBIX OpraHHu3aIu
CXEMOTEXHUY | CYIIECTBYIOLIUE aOOHEHTOB. CETEeBOI0
€CKHUX, KaHaJlbl CBS3H. Ymemn: B3aMMOCHCTBHS.
CUCTEeMHBIX U | Brademwv: HaBbIKAMU | HACTPauBaTh Ymemon:

CETEeBBIX PETYIIUPOBKH  Y3JIOB | CYIIECTBYIOIINE ONITUMU3HPOBATH
3ajad, PaIMOTEXHUYECKUX KaHajbl  CBSI3H, | Tpaduk u
mpaBWJia U | YCTPOUCTB. pacmupsTh U | obecrieuynBaTh
METO/IbI aMUHHCTPUPOBA | YBEPEHHBIN MpUEM B
MOHTaXa, Th  JIOKaJbHYIO | CITy4ae
HAaCTpPOUKU U BBIUMCIUTENbHYIO | UCIIOJIB30BaHUS
PeryIupoBKU CeTh 6ecrpoBOIHOTO
Y3J10B Bnaoems: JOCTyIIA.
paMOTEXHUY HABBIKAMU Bnaoemy:
€CKUX MOHTaXa U | HaBbIKAMH MOHTaXa,
YCTPOWCTB H HAaCTPOMKHU Y3JI0B | HACTPOMKHU u
CUCTEM CUCTEM CBSI3H. PETYIHUPOBKU  Y3JIOB
PaTMOTEXHUYECKUX

YCTPOMCTB U CUCTEM.




7.3TunosBbie

KOHTPOJIbHBIC

3aaHuA
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HJINn

HHBIC

MaTepuabl,

HeoOXoaMMble /JIsl OIEHKHM 3HAHWI, yMEHHMiH, HABBIKOB W (MJM) ONbITA
AeATeJIbHOCTH, XapaKTepPU3YKIIUX 3Tanbl (GOpMHUPOBAHMS KOMIETECHUHH B

nmpomecce OCBOEHHSI OCHOBHOII mpodecCHOHAJBbHOI 00pa3oBaTe/ILHOU
MPOrpamMMBblI
Tabmuma 7.3 IlacmopT KOMIUIEKTa OILIEHOYHBIX CPEJCTB JUIsl TEKYIIETO
KOHTPOJISI yCTIEBAEMOCTH
Kon Onucanue
KoHTpoJiupye | TexHomor OnieHOYHbIE CPEACTBA IKa
Ne | Pasnen (tema) MO us OLICHUBAHUS
/T | AUCIUIUITMHBI | KOMIETEHIIUU | (OPMUPOB NoNo
(nmm eé aHus HalMEHOBaHUE T
3aJaHuN
YaCTH)
1 2 3 4 5 6 7
1 CereBas [1K-3 Jlexus, CobecenoBanue 1-5 CoriacHo
ayTeHTU(UKaIu CPC tabmuie 7.2
S
2 | OyHkuuu [K-3 Jlexuus, CobecenoBanue 1-4 CornacHo
MEXKCETEBBIX CPC, KB3JIP Nel 1-4 Tabiuuue 7.2
DKPaHOB, naboparop
npodum Hast
3aIUTBHI. pabora
3 [Iporpammusbie [1K-3 Jlexmus, CobecenoBanue 1-4 CoriacHo
U anmnaparHble CPC KB3JIP Ne2 1-4 tabmuie 7.2
cpencTBa
Kpunrorpapuye
CKOH 3aIUTEI
4 | Kpurepun [K-3 Jlexuus, CobecenoBanue 1-4 CornacHo
OLICHKH CPC Tabiuuue 7.2
3alMIICHHOCTH
Kpunrorpaduye
CKHMX MOZyJIeH
5 [TocTpoenue [1K-3 Jlexmus, CobecenoBanue 1-5 CoriacHo
VPN CPC 1-4 tabmuie 7.2
6 Ayaut u [1K-3 CobecenoBanue 1-5 CoriacHo
MOHHUTOPHUHT Jlexuus, KB3JIP Ne3 1-4 tabmuie 7.2
nH(pOpMaIMOHH CPC,
oif nmaboparop
0e30ImacHOCTH Has
pabota
7 | Kpurepun [K-3 Jlexuus, CobecenoBanue 1-4 CornacHo
BBIOOpA CPC Tabiuuue 7.2
CKaHEpOB
0e30IMacHOCTH
8 Metonsl I1K-3 Jlexus, CobecenoBanue 1-4 CornacHo
OTpaKeHUH CPC, KB3JIP N4 1-8 Tabaune 7.2
BTOP>KCHUI nmaboparop
Has paboTa

CPC - camocrositensHas pabora cryaeHTa, KB3JIP — KOHTpoibHBIE BOMPOCHI ISl 3aIUTHI
71a00paTOpHBIX paboT
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IIprMepbl TUITOBBIX KOHTPOJIBHBIX 3aaHUM JJIsI IPOBENACHUS
TEKYILETr0 KOHTPOJIS YCIIEBAEMOCTH

Bomnpocsl cobecenoBanus 1o pazaeny (teme) 1. «CereBas ayTeHTUPUKAITIS
1) Uto Ha3bIBaIOT CETEBOM ayTeHTU(UKAIUEH?
2) Uto Takoe aBTOpu3aIus’?
3) [lepeunciure 0OBEKTHI BO3IEUCTBUS B MH(OPMAIITMOHHBIX CHCTEMaX.
4) Yto BXOAMT B 3aJI1a4l MEKCETEBBIX SKPAHOB?
5) Urto Ha3bIBalOT KOHTPOJIUPYEMOM 30HON?

KonTponbsHbie Bompockl K jabopaTopHoil pabote Ned «AHanmM3 3aIlMIEHHOCTH
KoMIIbIOTepHOM cetu ¢ momoinpto nporpamm GFI Languard, Network Security
Scanner u XSPIDER»:

1) B deM cOCTOMT KOHIIEMIMSI aIallTUBHOTO YMPAaBJICHUS] 0€30MaCHOCTHIO?
[lepeuncivTe OCHOBHbIE KOMIIOHEHTHI MOJIEIH aIalTUBHON 0€3011aCHOCTH.

2) KakoB o01muii mpuHITUIT pabOThI CPEJICTB aHAIM3a 3AIUIIICHHOCTH CETEeBBIX
MIPOTOKOJIOB M CEPBUCOB?

3) KakoB oOmmii mnpuHIUN pabOThl CPEACTB aHalM3a 3allUIICHHOCTH
ONEPalMOHHON CUCTEMBI?

4) KakoBbl MeTOIBI aHamW3a ceTeBOM WH(GOPMAIIUU, HCIOIb3YEMbIE B
cpencTBax OOHApPYKEHHS CETEBBIX aTak?

5) Kaxoga knaccudukaius cucteM 0OHapyKeHHS aTak?

6) [lepeunciure OCHOBHBIE KOMIIOHEHTHI CUCTEMBI OOHAPYKEHUS aTaK.

7) KakoBBl MOJOXKWUTEIbHBIE W  OTPHIATCIIBHBIE CTOPOHBI  CHCTEM
OoOHapyXeHHUsI aTaKk Ha CETEBOM U ONEPAI[MOHHOM YPOBHSIX?

8) Maiite oOmmmMii 0030p COBPEMEHHBIX CPEACTB OOHAPYKEHUSI CETEBBIX aTak.

[10THOCTBIO OLIEHOYHBIE MAaTEPUAJIbl U OLIEHOYHBIE CPEACTBA I IPOBEACHUS
TEKYILIEro KOHTPOJIS YCIIEBAEMOCTH MpeacTaBieHbl B Y MM 1o aucuuIuivHe.

TunoBele 3amaHud I OPOBEIECHHS  IPOMEKYTOUYHOM  aTTecTaluu
0OyJarommxcs

[TpomexyTouHas arrecTanus 1Mo JUCIUILUIMHE MPOBOJUTCS B (opMe 3ayera.
3aueT NpoBOAUTCS B BUE 0JaHKOBOIO TECTUPOBAHUSI.

JInst TecTHpOBaHUSL UCHOJIB3YIOTCSI KOHTPOJIBHO-U3MEPUTENIBHBIE MaTEPHUAIIBI
(KM) — Bompockl U 3a1aHus B TECTOBOM (hopme, cocTaBistoUIe OaHK TECTOBBIX
3amannid  (bT3) mno aucuuniauHe, YTBEPKIECHHBIA B  YCTAHOBJIEHHOM B
YHUBEPCUTETE MOPSIIKE.

[IpoBepssieMbIMM Ha NPOMEKYTOYHOM ATTECTALMM AJIEMEHTAMH COACPKAHUS
ABJISIFOTCSL TEMBI TMCLUIUIMHBI, YKa3aHHBIE B pasfesne 4 HACTOSALIEN MpOrpaMMBl.
Bce tembl nucuuminnbl otpaxkenbl B KMM B paBHbIX n0ix (%). BT3 Bkiatouaer B
cedosst He meHee 100 3amaHuii U mocrossHHO mnomnonHsercs. bT3 xpaHutcs Ha
OymaxxHoM Hocurtene B cocraBe YMM wu anektponHom Buge B OUNOC
YHUBEPCUTETA.
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JIns mpoOBEpKM 3HaHUU UCIOJB3YKOTCS BOIPOCHI U 33JaHUs B Pa3JIMYHBIX
dbopmax:

—  3aKpbBITOH (C BHIOOPOM OJTHOTO MJIM HECKOJIBKUX MPABHIIBHBIX OTBETOB),

—  OTKpBITOM (HE0OXOAUMO BIKCATh MIPABUIIbHBINA OTBET),

—  Ha YCTAHOBIICHWE MPaBUIILHOM MOCIEA0BATEILHOCTH,

—  Ha YCTaHOBJIEHWE COOTBETCTBHUS.

Ymenus, nagvlku (unu onvim oesmenbHOCMU) U KOMIemeHyuu TIPOBEPSIIOTCS C
NOMOIIbI0  KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIX  3aad  (CUTYallMOHHBIX,
IPOU3BOJACTBEHHBIX WJIM  KEMCOBOIO  XapakTepa) ¢  pa3IM4yHOro  BHJIA
KOHCTPYKTOpPOB. Bce 3amaum sBIAIOTCS MHOroxoaoBeiMU. Hekotopeie 3amaum,
MPOBEPSIONINE  ypPOBEHb  C(OPMUPOBAHHOCTH  KOMIICTCHIIUN,  SBJISIFOTCS
MHOIOBapUaHTHbIMU. YacTb yMEHMH, HAaBBIKOB M KOMIIETCHUHUM MPSAMO HE
oTpaxkeHa B (GOPMYJIMPOBKaX 3agad, HO OHHU MOTYT OBITh MPOSIBICHBI
00yJaroIMMUCs TIPU UX PEIICHUH.

B kaxnpii Bapuant KM BKIrO4aroTcs 3ajaHus 10 KKIOMY IIPOBEPSIEMOMY
AJIEMEHTY COJIEP>KaHMsI BO BCEX MEPEUMCICHHBIX BBIIE (POpMax W pasHOTO YPOBHSA
cinoxxkHoct. Takoit popmar KM mo3BosisieT 00bEKTUBHO OMPEACTUTh KauyeCTBO
OCBOEHHUSI O0YYarOIIMMHUCS OCHOBHBIX JJIEMEHTOB COJICp)KaHUSI TUCHUIUIMHBI U
ypOBEHBb CHOPMHUPOBAHHOCTH KOMITETEHITUH.

ITIprmeps! TUIIOBBIX 3aJaHUM U1l IPOBEACHUS IIPOMEKYTOUHON
aTTecTallMy 00y4YaroImuxcs

3ananue B 3aKphITON (hopme:
Kakas cereBass araka cBsi3aHa C MPEBBINICHUEM JOIYCTHUMBIX TIPEIEIOB
GyHKIIMOHUPOBAHUS CETH ?
a. Otka3 B o0cnyxkuBanuu (DoOS —araka).
b. [MoncnymmBanue (Sniffing).
C. ATtaka Man in — the — Middle (uenoBek B cepenuue).
d. YraapiBaHHE KITFOYA.

3ajaHue B OTKPBITON opme:

1. CeteBoe yCTpOMCTBO, MPUHUMAIOIIIEE TOTOK OUTOB, MOCTYMAIOIIUX U3
CeTU, Ha OJWH U3 CBOMX MOPTOB W MEPEIAIOIIEe 3TOT MOTOK HA BCE OCTAJIbHbBIC
MOPTHL ATO ...

2. Haxonsarcst mu B ogHOM TojiceTH Kommbiotepsl ¢ [P-anpecamu 172.16.2.65
n 172.16.2.94, ecnu y Hux macka nojicetu 255.255.255.224. ...

3. DJIEKTpOHHAs IJIaTa, YCTaHABJIMBAaeMas B pa3beéM CHUCTEMHOW ILIATHI
KOM- TbIOTE€pa U OOecIeunBaroias MmoJIKJIIYEeHUe U MpUeM-Tiepeiady JaHHBIX 10
JUHUSIM KOMITBIOTEPHOM CETH 3TO ...

4, YcerpoiicTBO, MOJydaroliee CeTeBble MaKeThl HAa OJIMH M3 CBOMX
MIOPTOB M NEPEAIOIIEe UX HA APYTrOd COOTBETCTBYIOIIMM MOPT, ONMPEACIIEMbIN B
3aBUCHUMOCTH OT 3HAYEHUS aJIpeca CETeBOr0 YPOBHS B 3ar0J0BKE MaKeTa, 31O ...
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3ajaHKe Ha YCTAaHOBJIEHUE MPABUIIBHOM NOCIE0BATENBHOCTH.
Pacnonoxure B mpaBWIBHOM MOpsiike ypoBHH Mozaenu ISO B3zaumonei-
CTBUA OTKPBITHIX cucteM (Open System Interconnect), mpoHyMepoBaB ypOBHH OT
HWDKHETO 10 BepxHero ot 1 no 7:
TPAHCIIOPTHBIN
buznYecKuit
KaHAIbHBIN
CEeTeBOU
NPEICTABIICHUS TAHHBIX
MIPUKJIATHON
CEaHCOBBIN

NogakowdPE

3aIlaHI/I€ Ha YCTAaHOBJICHHUC COOTBCTCTBHUA:
Y CcTaHOBUTH COOTBETCTBUE HA3BAHMS IMIPOTOKOJAa €I'0 Ha3HAYCHHIO

1 FTP A ITpoTokon nmepenaun JaHHBIX

2 SMTP b ITpoTokon nepenauu daitnos

3 TCP/IP B ITpoTokon nepenauu runepTekcTa
4 HTTP I IIpoTokon nepenayn noyTel

KOMITIETEeHTHOCTHO-OPUEHTUPOBAHHAS 3aa4a:
Co3paTh TONOJNOIMIO, COCTOSINYK0 H3 MapLIpyTHU3aTopa, K KOTOPOMY

MOAKIIOUEHbl 2 KommbloTepa. Mexay [IK 1 u mapuipyTuzatopom mNOACETH
172.16.0.0, TIK 2 wu wmapupytuzatopom mnoxacetb 192.168.0.0. IIpoeputsb
noctynHocts kommnbioTepoB (I1IK) ¢ momomsio komanasl ping. Co3nate Access
list, 3ampematomuii HpoxoxaAeHUN icmp-maketoB u3 moxacetd 192.168.0.0.
Boimonnuts komanny ping ¢ I1IK 1 na I1K 2 u ¢ I1K2 na IIK 1.

[TomHOCTBIO OLEHOYHBIE MAaTe€pUaabl W  OLEHOYHBIE CpEACTBA  JJIA
MIPOBENCHUS TIPOMEKYTOYHOM aTTeCTaly OOyJaroIIMXCs MpeacTaBieHs B Y MM
10 JUCLUIUIMHE.

7.4 Meroauyeckue  MaTepuasbl, ONpeAe/siiONHe  MPOUEAypPbI
OLCHUBAHUNA 3HAHWI, YMEHHUI, HABBIKOB U (WJIH) ONbITA [1eATEJIbLHOCTH,
XapaKTepU3yIuX 3Tanbl GopMUpPOBaHUS KOMIIETEHIIUM

[Ipouienypsl oOlleHUBaHUS 3HAHWWA, YMEHWI, HABBHIKOB U (WJIM) OIBITA
NESATETbHOCTH,  XapaKTepU3YIOIUX  dTanbl  (OpMUPOBAHUS  KOMIIETCHIIHM,
PEryJIUPYIOTCS CIEAYIOIIMMA HOPMATUBHBIMU aKTaMU YHUBEPCUTETA!

— mnonoxenue 11 02.016-2018  OOGamIbHO-PEUTHHTOBOM  CHCTEME
OIICHUBAaHUS PE3yJbTaTOB OOYYEHHUSI MO JAMCIUILIMHAM (MOIYJISIM) U MpaKTUKaM
IIPU OCBOEHUHU 00YUYarOITUMHUCS 00pa30BaTEIbHBIX MPOrPaMM;
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— METOJUYECKHE yKa3aHUs, HCIOJIb3yeMble B 00pa30BaTEIbHOM IpoOIIEcCe,

YKa3aHHBIC B CIIMCKE JINTCPATYPHI.

Hns  mekyweco kKommpons ycnegaemocmu TIO JUCUUILNIMHE B paMKax
JEUCTBYIOIIEH B YHUBEPCUTETE OAJUIBHO - PEUTHMHIOBOM CHUCTEMBI NMPUMEHSETCS
CJIeIYIOLIUI MOPSIIOK HAYNCIICHUS OAJIIOB:

Tabmuna 7.4 — Ilopsinok Hauncnenus 0amioB B pamkax BPC

dopMa KOHTPOJIA

MuHuManbHbIA Oat

MakcuManbHbBIA 0aJut

Gayn MpUMEYaHue Oan MpUMEYaHue
1 2 3 4 5
JlaGopatopHast pabora 2 Bomomnnun, 0I5t 6 Hons IIPaBUJIbHBIX
Nel IIPaBUJIbHBIX otBeToB 6osee 90%
orBeToB OT 50% 10
90%
JlaGopatopHast pabora 2 Beimomnnun, 0I5t 6 Hons IIPaBUJIbHBIX
No2 IIPaBUIIbHBIX otBeToB 6osee 90%
orBeToB OT 50% 10
90%
JlaGopaTopnast pabota 2 Brimomam, JIOJIS 6 Homns MIPaBUITbHBIX
Ne3 MIPABUIIBHBIX otBeToB 6osee 90%
otBeToB oT 50% 1O
90%
JlaGopaTtopHnas pabota 2 Brimomam, JIOJIS 6 Homns MIPaBUITbHBIX
Neq MIPABUIIBHBIX otBeToB 6osee 90%
otBeToB oT 50% 1O
90%
CobecenoBanue o 5 Jloniss  mpaBHIIBHBIX 12 Homns MPaBUITbHBIX
Temam 1-8 orBeToB oT 50% 10 otBeToB Oosee 90%
90%
Hroro 13 36
ITocemnaemocTts 0 14
3auér 0 60
Htoro 13 100

Jna npomesicymounou ammecmayuu 00yuaowuxcs, MpOBOJUMON B BHUJE

TECCTUPOBAHUA,

HCIIOJB3YCTCA cCleAyromasa MCETOANKAa OLCHHBAHUA 3H3HPII>1,

YMEHUM, HAaBBIKOB U (WJIM) OmbITa JAesaTeabHOCTH. B kaxmom Bapuante KM -16

3amanuii (15 BOIIPOCOB M 3a/1ay4a).
Kaxxpiii BEpHBIM OTBET OLICHUBAETCS CIIEAYIOIIMM 00pa3oMm:
— 3aJlaHue B 3aKphITON Ppopme —3 Oaia,
— 3a7laHue B OTKPHITON opme — 3 Oasia,
— 3ajJlaHue Ha YCTAHOBJICHUE MPABUIHHON MOCIIEI0OBATEILHOCTH — 3 0ajuia,

— 3aJlaHKe Ha YCTAaHOBJICHUE COOTBETCTBUS — 3 Oasuia,

— peIIeHHEe KOMIIETEHTHOCTHO-OPUEHTUPOBAHHOM 3a1auu — 15 6aios.
MakcumanbHOE KOJTUYECTBO 0auioB 3a TecTupoBanue — 60 6amios.
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8. IlepeyeHb OCHOBHOW H /ONOJHUTEIbHOW Y4eOHOH JIMTepaTyphl,
He00X0AUMOii 11l OCBOCHUS JUCHUIIIMHBI

8.1 OcHoBHasi yueOHasi JuTEpPaATypa

1) TIlIponyonukos, A. B. Cetu mepeaaun JaHHBIX : ydeOHOE mocobue : B 2
gactax / A. B. IIponyonukoB. — OMck : OMCKU# TOCYAapCTBEHHBIA YHUBEPCUTET
mm. DO®M. Jlocroesckoro, 2020. - Y. . - 116 «c¢ -
URL.: https://biblioclub.ru/index.php?page=book&id=614062 . — Pexxum moctyma :
1o moAnucKe. — TEeKCT : 3JIeKTPOHHBIMN.

2) MbiiBoaa, D. be3onacHOCTh cetel : yueOHOe mocodue / . MaiiBos. —
2-e wusn.,, wucnp. — MockBa : HanuonanpHblii OTKpBITEIA YHUBEPCUTET
«HTYUT», 2016. 572 c.—
URL.: https://biblioclub.ru/index.php?page= book&ld 429035. — Pexxum noctyma :
1o noanucke. — TEKCT : ANEKTPOHHBIN.

3) Bacsesa, H. C. IIpoekTupoBaHue JIOKAJIbHBIX BBIYHUCIUTEIBHBIX CETEH:
yaeObHOoe Tmocobme s KypcoBoro mpoektupoBanus / H. C. Bacsesa,
E.C.Bacsesa. —  Momkap-Oma :  IIOBOKCKHMI  TrOCYJapCTBEHHII
TEXHOJOTUYECKUI YHUBEPCHUTET, 2019. - 94 C. -
URL.: https://biblioclub.ru/index.php?page=book&id=560566. — Pexxum noctymna :

10 TTOAMUCKE. — TEeKCT : AMEKTPOHHBIN.

8.2 JlonmostHMTEIbHAA y4eOHas1 JIUTEpaTypa

4) Kosran, H. M. KowmmbiorepHbie cetn : yueOHOe mocooue [
H. M. Kosrasn. - Munck : PUIIO, 2019. - 180 C. -
URL.: https://biblioclub.ru/index.php?page=book&id=599948. — Pexxum noctyna :
IO TIOAIUCKE. — TEeKCT : IIEKTPOHHBIN.

5) CeTH 1 CHCTEMBI TCICKOMMYHHUKAIHI: Y4eOHOE JIEKTPOHHOE U3/IaHUE /
B. A. Iloronun, A. A. TperbsikoB, U. A. Enuzapos, B. H. Hazapos. — Tamb6oB :
TamboBckwmii rocygapcTBeHHbIN TexHuueckuid yHuBepcutet (TT'TY), 2018. — 197
c.— URL.: https://biblioclub.ru/index.php?page=book&id=570531. - Pexum
JIOCTYTIA : TIO MOJANUCKe. — TeKCT : 3IeKTPOHHBII.

6) Kuses, B. bezonacHocts nHpOpManmoHHbx cuctem: kypc / B. Kuses,
O. I'pannuns. — Mocksa : Hanmonansnsiid OTkpbiTeiil Y HUBepeuteT « MTHTYU T,
2016. — 192 c. — URL: https://biblioclub.ru/index.php?page=book&id=429032. —
PexuMm nocryna : o noanucke. — TEKCT : 3JEKTPOHHBIN.

8.3 IlepedyeHb MeTOAUYECKUX YKAZAHUM

1) Hacrtpoiika MexceTeBOro sKpaHa B ONEPALMOHHOM CHUCTEME
Windows : MeToauMyeckue yKazaHHsl 110 BBINOJIHEHUIO JIA0OPATOPHBIX U
npaktudeckux pabot / FOro-3arm. roc. yH-T ; coct. M. O. TaHbITHH. - DJIEKTPOH.
TekcToBbIe AaH. - Kypck : FO3T'Y, 2022. - 23 c. - TekcT : 37eKTpOHHBIH.


https://biblioclub.ru/index.php?page=book&id=614062
https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=560566
https://biblioclub.ru/index.php?page=book&id=599948
https://biblioclub.ru/index.php?page=book&id=570531
https://biblioclub.ru/index.php?page=book&id=429032
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2) ®aepBon  Comodo Firewall : wmeromuueckwe yKkazaHUS IO
BBITMIOJHEHHIO JTa0OPATOPHBIX U MpakTHueckux padot / KOro-3am. roc. yH-T ; cocCT.
A. JI. MapyxieHko. - DJIeKTpoH. TeKcToBble naH. - Kypck : FO3I'Y, 2022. - 14 c. -
TeKCT : BIEKTPOHHBIM.

3) AwntuBupycHas  mporpamma:  Kaspersky Internet  Security
METOJUYECKHUE YKa3aHUs 1O BBIMOJHEHUIO Ja00paTOPHBIX U MPAKTUUECKUX paboT /
Oro-3amn. roc. yH-T ; cocT. A. JI. MapyXJieHKO. - DJIEKTPOH. TEKCTOBBIE JaH. -
Kypck : FO3I'Y, 2022. - 13 c. - TeKCT : 2IeKTPOHHBII.

4) AHanu3 3alMIIEHHOCTH KOMIIBIOTEPHOW CETH C MOMOIIBIO MPOrpaMm
GFI Languard, Network Security Scanner u XSPIDER : meroanueckue ykazaHus
M0 BBITIOJTHEHUIO JIA0OPATOPHBIX M MpakTuueckux padot / FOro-3am. roc. yH-T ;
coct. M. O. TanbITuH. - DNEKTPOH. TEKCTOBBIC NaH. - Kypck : FO31Y, 2022. - 12 c.
- TekcT : 3neKTpOHHBIN.

8.4 /lpyrue yue0HO-MeTOAMYECKHE MATEPUAJIbI
Iepuoauyeckue U3TaHUA:

1. «3amuta uHpopmaruu. Wucaia» [Tekct] : uHPOPM.-METO/I.
KypH./ yapenutenb OO0 "Uznarenbckuit gom "Aduna". - Cankr- IlerepOypr :
Aduna. - BerxoauT pa3 B Ba Mecsia

2. Kypnan  «InformationSecurity/UaopmanimonHass ~ 6€30MacHOCTb.»-
http://window.edu.ru/

3. Kypnan «I[Ipobrembr nHGpOpMaIIMOHHON Oe3omacHoCTH. KoMibroTepHbIe
cucrembi»- http://window.edu.ru/

Kypnan «Bectauk Yp®O. bezonacHocTh B MIHPOPMAITMOHHOM cheper
Kypnain «Borpocs! 3amThl HHQOpMALIAN)

Kypnan «bJIU (bezomacHocTs. JJocToBepHocTh. MH(popmanius. )»
Kypnan «1udopmaryst u 6€30MaCHOCTD.»

N o g b

9. IlepeueHb pecypcoB MH(OPMAINUOHHO-TEIEKOMMYHUKAIIMOHHON CeTH
«/HTepHEeT», HEOOXOAUMBIX JIJISI 0CBOCHH S JUCIHHUILIHHBI

1. http://e.lanbook.com - DnekTpoHHO-0MOIHOTEYHAsS crcTeMa «JlaHby.

2. http://www.iglib.ru - DnekrponHo-oubaKOTeYHast cuctema IQLIb.

3. http://window.edu.ru -Dnekrponnass OubmmoTeka «EauHOE OKHO
JI0CTyTa K 00pa30BaTeIbHBIM PECYpPCamy.

4. http://biblioclub.ru —  DIeKTpOHHO-OMOIMOTEUHAass  CUCTEMa
«YHHUBEPCHUTETCKAsI OMOIMOTEKA OHJIAWHY.

5. http://www.fsb.ru - @enepanbHas  ciyx0a  0€30MaCHOCTH

[odurmanbHbIN calT].


http://window.edu.ru/
http://window.edu.ru/
http://e.lanbook.com/
http://www.iqlib.ru/
http://window.edu.ru/
http://biblioclub.ru/
http://www.fsb.ru/
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6. http://fstec.ru - ®enepanbHas ciyx0a 1O TEXHUYECKOMY W
AKCIIOPTHOMY KOHTPOJIIO [OpUITHATBHBINA CAlT].

7. http://microsoft.com - Kopnopauus Microsoft[odunmansasiii cait].

8. http://www.consultant.ruKommnanus«KoHCynbTaHT [Troc»

[odbunmanbHBIN calT].

10. Meroauyeckne YKa3aHusl s OOyYAKOIIMXCH IO OCBOCHHUIO
AUCHHUIIMHBI

OCHOBHBIMU BUJIaMU ayAUTOPHOM palbOThl CTyA€HTa NpPU H3YUYECHHUU
JUCUUIUIMHBL SBJISAIOTCS JIGKIUMU W JlabopaTopHble 3aHATHA. CTyAEHT HE HMeEEeT
npaBa NpOIyCKaTh 3aHATUSL 0€3 YBAKUTEIbHBIX MPUYHUH.

Ha nekumsx wu3naraiorcsi M pasbsCHSIOTCS OCHOBHBIE TOHSITUS TEMBI,
CBA3aHHBIE C HEW TEOpPEeTHUYECKME U MPaKTHYECKUEe MpoOJeMbl, Jar0TCs
PEKOMEHIallMU JIJII CaMOCTOSATENbHOM paboThl. B Xoae ek CTylIeHT AOJKEeH
BHUMATEIBHO CIYIIATh U KOHCIIEKTUPOBATh MaTepUall.

N3yuenne Hanbosee BaKHBIX TEM WM Pa3/IesiOB NUCIMIUIMHBI 3aBEPIIAOT
7abopaTopHbIE 3aHATHS, KOTOPbIe OOECIEYMBAIOT: KOHTPOJb MOATOTOBICHHOCTH
CTYJIEHTa; 3aKpeIUieHne Y4eOHOro Marepuasna; MNPUOOpEeTEeHHE OIbITa YCTHBIX
MyOJMUYHBIX BBICTYIUICHHUM, BEJCHUS HUCKYCCUU, B TOM YHCJIE apryMEHTAIluu U
3aIUTHI BbIJIBUTAEMBIX MOJOKEHUN U TE3UCOB.

JlabopaTopHOMY  3aHSTHIO TPEIIIECTBYET CaMOCTOATENbHas paboTa
CTYJICHTa, CBSI3aHHAsI C OCBOEHUEM MaTepuasa, MOJTy4YeHHOro Ha JIEKIUSAX, U MaTe-
pHUaoB, U3JIOKEHHBIX B YYEOHHMKAX M Y4EOHBIX MOCOOMSX, a TaKKe JUTEpAType,
PEKOMEHJOBAaHHOM MPEIoaaBaTEIEeM.

KauectBo yueOHOU pabOThl CTYyIEHTOB NPENOJaBaTellb OLEHUBAET IO
pe3ynbTaTaM TECTHUPOBaHUsA, COOECEIOBAaHUs, 3aIUThl OTYETOB IO JIAOOPATOPHBIM
paboram.

[IpenonaBaTens yKe Ha MEPBBIX 3aHATUAX OOBACHIET CTYJCHTaM, Kakue
dbopmbl OOyYEHHS CIEAYEeT WCIOIb30BaTh MPH CAMOCTOSITEIBHOM HW3YYEHUU
JTUCHUTIIMHBI: KOHCTIEKTUPOBAaHUE Y4eOHOM JIUTEpaTyphl U JIEKIIUU, COCTABJICHUE
CJI0Bapey MOHATUM U TEPMUHOB U T. II.

B mporecce o0yueHus mnpenojaBaTtend HMCHOJb3YIOT AKTHUBHBIE (POPMBI
paboThI CO CTYICHTAMH: YTEHUE JICKIIUM, TPUBJICUCHUE CTYJEHTOB K TBOPUYECKOMY
MpOLIECCY HA JIEKUHUAX, IPOMEXKYTOUHBI KOHTPOJIb TyTEM OTPAOOTKH CTYJIEHTaMHU
MNPOMYIICHHBIX  JIGKIIMHA, y4YacTUE€ B TPYIIOBBIX W  HWHAUBUIYaTbHBIX
KOHCYJbTalUsAX (coOeceqoBaHusaX). ITU (OPMBI CIIOCOOCTBYIOT BBIPAaOOTKE Y
CTYJEHTOB yMEHUs paboTaTh ¢ yueOHUKOM U JuTeparypoid. U3yuenue aureparypsl
Y CIIPABOYHOM JTOKYMEHTAlMU COCTABJISET 3HAYUTEIBHYIO YaCTh CAMOCTOSITEIbHON
paboThI CTyIeHTa. DTO OOJBIION TPYA, TPEOYIOMMI YCUITUN U KeTaHUs CTyICHTA.
B camom Hauane pabGoThl HajJ KHUTOM Ba)XKHO OMPENETUTh 1I€JIb U HaINpaBliCHUE
sToM pabothl. [IpounTanHOe ciemyeT 3akpenuTh B mamsaTH. OJHUM U3 MPUEMOB
3aKpErUIeHHs] OCBOEHHOTO MaTepHalia sIBJII€TCS KOHCIIEKTUPOBaHUE, 0€3 KOTOPOro
HEMbICIIMMa  cepbe3Has pabora Haa  Jjureparypoill.  Cucremarnueckoe


http://fstec.ru/
http://www.consultant.ru/
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KOHCIIEKTUPOBAHUE MOMOTAeT HAYYUTHCS MPAaBHIBHO, KPAaTKO M YETKO H3Jararb
CBOMMH CJIOBaMH MPOYUTAHHBIA MaTepual.

CamocTosATenbHYI0 pabOTy clieyeT HauyuHaTh C MEepBBIX 3aHATH. OT
3aHATHS K 3aHATHIO HYXHO pPETryJSIpHO IPOYMTHIBATH KOHCHEKT JIEKIUH,
3HAKOMHUTBCA C COOTBETCTBYIOLIMMH  paslenaMu  ydyeOHHMKa, YuTaTb U
KOHCIIEKTUPOBATh JIUTEPATYPy HO KaXJ0H TeMe NUCHMILUIMHBL. CaMOCTOsITENIbHAs
paboTa maeT CTyAeHTaM BO3MOXXHOCTh PaBHOMEPHO paclpelesnTh Harpysky,
crnocoOcTByeT ©Oojiee TIyOOKOMY UM KAaueCTBEHHOMY YCBOEHHUIO Y4eOHOro
MmaTepuaina. B ciaydae He0OOXOIUMOCTH CTYJAEHTHI OOpAIIaloTCs 32 KOHCYIbTaIUeH
K IIPEToAaBaTelo Mo BONpOcaM JUCLUIUIMHBL C LENbI0 YCBOCHHS U 3aKPEIUICHUS
KOMIIETEHLIUM.

OcHOBHasi 1EeJdb CaMOCTOSATENbHOM pabOThl CTyJEHTAa MNpU H3YyUYEHUU
JUCHMIUIMHBL - 3aKpENUTh TEOPETUYECKUE 3HaHMs, IOJyYeHHbIE B Ipoliecce
JEKIMOHHBIX 3aHATHH, a Takke CcOpMUPOBATh NPAKTUUECKUE HABBIKU
CaMOCTOSITEJIbHOTO aHaJIM3a 0COOCHHOCTEH TMCIUIUINHBI.

11. Tlepeyenbr WHGPOPMAIMOHHBIX TEXHOJOTHi, HMCIOJb3yeMbIX IPH
OCYLIECTBJICHMH 00pa30BaTeJIbHOIO MpoLecca MO JAMCUHUILIMHE, BKJINYas
NepeYyeHb MPOrpaMMHOr0 odecrneYyeHusi ¥ MHE(OPMALUOHHBIX CIPABOYHBIX
cucreM (NP HEOOXOAMMOCTH)

MicrosoftOffice  2016.Jlunien3uonnsiii  goroop  NeS0000000722 ot
21.12.2015 1. ¢ OO0 «AitTu46», muuenznonnsiii gorosop NeK0000000117 ot
21.12.2015 r. ¢ OO0 «CMCKanany,

Kaspersky Endpoint Security Russian Edition, nuiensus 156A-140624-
192234,

Windows 7, norosop 1T000012385

AntuBupycHasuporpamma Kaspersky Internet Security.

12. Onucanne MaTepHaJbLHO-TeXHHYECKOl 0a3bl, He0OXOAUMOWH sl
OCYLIECTBJICHHS 00Pa30BaTEJILHOIO MPoLecca Mo JUCHHUIIIMHE

YyebHas aymuTopus Uil TPOBENCHUS 3aHATUNA JIEKIIMOHHOTO THIIA W
nabopatopun kadenpsl HHOOPMAITMOHHONW OE30MaCHOCTH, OCHAIICHHBIE YUEOHOU
MeOeINbI0: CTOJIbI, CTYJNbsl AJi OOY4YaloIIMXCs; CTOJN, CTYN A MpernoaaBaTers;
nocka. Kommbtorepst (10mr) CPU AMD-Phenom, O3V 16 GB, HDD 2 Tb,
MoHUTOp Aok 21”. IIpoeKIMOHHBIA SKpaH Ha ITaTUBE, MyJIbTUMEIUAIEHT:
HOYT-O0ykKASUSX50VLPMD-
T2330/14"/1024Mb/160Gb/cymka/mpoexTopinFocusIN24+

13 Ocol0enHoCcTH peaju3aluy JAUCHMUIUVIMHBI JJI WHBAJIHMIAOB M JIMI[ C
OrPAHNYEHHBIMHU BO3MOKHOCTSIMHU 3/10POBbS

[Ipn oOydyeHun MLl C OrPAaHUYCHHBIMH BO3MOXHOCTSMHU  37J0POBBS
YUUTBHIBAIOTCS UX HWHIUBUAYalbHBbIE Ncuxoguznueckue ocodeHHoctu. OOydeHue
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WHBAJIWJIOB OCYIIECTBISETCA TaKKe B COOTBETCTBUM C HWHIAMBUAYAJbHOU
IPOrpaMMoON peadmIuTay HHBAIH 1A (TIPY HATMYUH ).

Jna nuy ¢ Hapywenuem ciyxa BO3MOXHO TpEIOCTaBICHHE YyueOHOU
nHpopMaruu B BU3yaabHOU dopme (KpaTKUM KOHCTIEKT JIEKIMM; TeKCThI 3aJJaHui,
HareyaTaHHbIC YBEIMYCHHBIM MPUPTOM), HA ayJJUTOPHBIX 3aHATHUSAX JIOMYCKAETCA
IIPUCYTCTBHE aCCUCTEHTA, a TaKke CypIIOIIEPEBOTUMKOB 17}
TudIOCYpAOTIEpEeBOTUUKOB. TEKyIIHMII KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBIISIETCS B
NUCbMEHHOM  ¢dopme: 00yyarolmuiics TUCbMEHHO OTBEYaeT Ha BOIPOCHI,
NICBbMEHHO BBINOJHAET 3amaHus. [IpoMexyrounas arrectauus I JUL C
HapYILICHUSMHU CIIyXa IPOBOAUTCS B MUCbMEHHOM (popMe, MPU ITOM UCIIOJNIb3YIOTCS
oOue kputepuu oneHuBanus. [Ipu HeoOXoauMOCTH BpeMs IOJTOTOBKU K OTBETY
MOKET OBITh YBEITUYCHO.

Mna auy ¢ Hapywenuem 3peHusi NTOIYCKAECTCS ayAuajbHOE IPEIOCTABICHUE
uHdopMmaIuu, a TakkKe  HCIOJb30BaHHME HA  AYJUTOPHBIX  3aHATHUSIX
3BYKO3aMMCHIBAIOIIUX YCTPONCTB (IUKTO(OHOB U T.1.). JlomycKaeTcsi IpUCyTCTBHUE
Ha 3aHATUSAX AacCHCTeHTa (TIOMOIIHMKA), OKa3bIBAIOLIEro  O0ydaroImuMes
HEOOXOJAMMYI0 TEXHUYECKYI0 TMOMOIIb. TeKyluid KOHTPOJb YCIEBAEMOCTU
oCylLIeCTBIsieTCs B yCTHOU (popMme. [Ipu nmpoBeeHUN NPOMEXYTOUHOM aTTeCTaluu
JUISL JIALL C HAapyLIEHUEM 3PEHHs] TECTUPOBAHUE MOXKET ObITh 3aMEHEHO Ha YCTHOE
co0eceoBaHUE IO BOMPOCAM.

Hna  nuy ¢ ocpanuyeHHbIMU  8O3MONCHOCMAMU  300pPO8bS,  UMEIOWUX
HapyuwieHusi OnopHo-08U2AMENbHO20 annapama, Ha ayAUTOPHBIX 3aHATHUAX, a
TaKXKe IPU NPOBEACHUU IMPOLEAYpP TEKYIIEro KOHTPOJS YCIIEBAEMOCTH W
IPOMEXYTOUHOM aTTecTallud MOTYT ObITh MNPEAOCTaBICHbI  HEOOXOIUMBIE
TEXHUUYECKHUE CpeAcTBa (IEPCOHAJIbHBIH KOMIIBIOTEP, HOYTOYK WM JIpyrou
raJKeT); JOIMYCKAeTCsl MPUCYTCTBUE ACCUCTEHTA (ACCHCTEHTOB), OKA3bIBAIOILETO
OOy4JaronMMcsi HEOOXOJUMYIO0 TEXHHUYECKYI0 MOMOIIb (3aHSATh pabouee MecTo,
NepeABUTATHCS 110 ayAUTOPUH, IPOUYUTAThH 3aJjaHue, ODOPMUTH OTBET, OOIIATHCS C
IpernojiaBaresieM).
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14.JIucT 10MOJTHEHUH M U3MEHEHM i, BHECEHHBIX B Ppa0041yI0 MporpamMmy

JUCIUIIINHDbI
Howmepa crpanun OcHoBaHue i
NU3MCHCHUA U
Howmep . | AHHYD Bcero
N3me- | 3amené HOBBI Hara MMOJIMKUCH JINIIA,
W3MCHEHUS N HUpPOBaHH CTpaHMI]
HCHHBIX HHBIX X MMpOBOAUBIICTO

bIX
HN3MCHCHUA
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