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1 OHEHOYHBIE CPEIACTBA I TEKYIIEI'O KOHTPOJIA
YCIIEBAEMOCTH

1.1 BOIIPOCHI U1 YCTHOI'O OITPOCA

Tema 1. [Ipo6s1eMbl HHPOPMALMOHHON 0€30IIACHOCTH CETei.

1. Knaccubukanuss  yrpo3  uHpOpMamoHHON  0e30MacHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM.
2. Ha3znauenue u CTpykTypa CTE€Ka MPOTOKOJIOB TCP/IP.

Xapakrtepuctuka mnpotokona TCP/IP ¢ Touku 3peHus HHOOPMALMOHHOU
0€30MacHOCTH.

2. OCHOBHBIE IIETTM W XapaKTEPHBIE OCOOCHHOCTH CETEBBIX aTak. Bumwl
CEeTEeBbIX aTak: nojciaymuBanue (sniffing), moamena noseperHoro cyonrekra (IP
— spoofing), mocpenHr4ecTBO B 0OMeHe He3amudpoBaHHBIMU K1touamu (Man-
in-the-Middle).

4, OCHOBHBIE 1I€NTM U XapaKTepHbIe OCOOCHHOCTU CETEBBIX aTak.
Bunel cereBbix atak: mepexBaT ceaHca (Session hijacking), oTkaz B
oociyxkuBanuu (Denial of Service, DoS), maposibHast aTaka nmojaHoro nepedopa
(brute force attack).

S. OCHOBHBIE 1I€NTM U XapaKTepHble OCOOCHHOCTH CETEBBIX aTak.
Bunbl ceTeBbIX arak: yrajaplBaHUE KIIIOYa, aTakKd Ha YPOBHE MPUIOKEHUH,
ceTeBas pa3Bejika, 3J10yNoTpeOICHHE IOBEPUEM.

6. OCHOBHBIE XapaKTEPUCTUKHU ClIaMa U METO/Ibl OOPBOBI C HUM.

7. Bunpl wuHTEpHET- MOIIEHHMYECTBAa: (PUIIMHT U (ApMUHT U
METO/1bl OOPHOBI C HUMHU.

8. YTpo3bl U ySI3BUMOCTH MTPOBOIHBIX KOPIIOPATUBHBIX CETEH.

9. OcoOeHHOCTM  TMOCTPOEHHUS M AKTyaJlbHOCTh  3aILUTHI

OecpoBOJHBIX ceTeil. Buabsl ceTeBbIX arak: BellaHWE paguoMasika,
obOHapyxxenne WLAN, nojciymmBanue, J0KHbIE TOUYKH TIOCTYIIA B CETh.

10. OcoOEHHOCTH  TOCTPOGHHUS M AKTyaJlbHOCTh  3aIlUTHI
OecrpoBOAHBIX ceTel. Buapl ceTeBbIX aTak: 0TKa3 B 00CTy>KUBaHUH, aTAaKU THUIIA
“ 4yeynoBeK B cepeauHe”’, araka nmoaMmenbl ARP-3anuceil, aHOHUMHBINA JOCTYH B
HNuTepher.

Tema 2. [loauTnka 0€30MACHOCTH.

11. OCHOBHBIE MOHATHSA MOJTUTUKU OE30MaCHOCTH.

12, BepxHuuii, cpeqHuii 1 HIOKHUI YPOBHU TOJUTUKH O0€30M1aCHOCTH.
13. CtpykTypa NOIUTHKY OE30MaCHOCTH OPTaHU3aIUH.

14, bazoBasi u cnerManu3upoBaHHbIC MOJIUTUKU O€30MACHOCTH.

15. [Tporneypbl 6€3011aCHOCTH.
16. OcHOBHBIE 3TaITbl Pa3paOOTKU MOJIUTUKU O€30TTACHOCTH.



17, Crmocob6b1  obecnieyeHuss  MHPOPMAIMOHHOW  OE30MACHOCTH

KOMIIBIOTCPHBIX CETe.

18. @parMeHTapHbIA U KOMIUICKCHBIN TTOIXO/IbI.
19. [TyTu pemenus npoosem 3anuThl nHGopManuu B cetu IHTEpHET.
20. NudopmarmonHas 6€30MacHOCTh JICKTPOHHOTO OM3Heca.

Tema 3. TexHosioruu ayreHTUPUKALMHA.

21. AyTenTuuKaIms, aBTopu3aus 1 A IMUHICTPUPOBAHUE ACHUCTBUI
IIOJIb30BATEIICH.

22. AyTeHTu(UKaIIsI HA OCHOBE MapOJICH.

23. Aytentuduxanus vHa ocioe PIN-kona.

24, Crporas ayTeHTHPHUKAIHS.

25. [Tpumeps! cTporoii ayTeHTU(HUKAIIUH.

26. [IpoTokos ayTeHTH(UKAIUH.

217. [Tpumepsl TPOTOKOIOB ayTEHTU(UKAIUH.

28. buomMerpuueckas ayreHTU(GUKAIMS TOIB30BATEIIS.

29. DNEeKTPOHHBIC CUCTEMbI HICHTU(PUKALIUA U ayTeHTUPHUKAIIUU.

30. KomOuHupOBaHHbIE CUCTEMBI uaeHTUPUKAITIN 5
ayTeHTU(PUKAIINH.

Tema 4. TexHoJI0rMH MeKCETEBbIX IKPAHOB.

31. OcHoBHBIC  (GYHKIUM ©  JIOMOJHHUTEIBHBIE  BO3MOXXHOCTH
MeXCeTeBbIX 3KpaHoB. [lonuTuka padotel MO.

32, OcobOeHHOCTH (PYHKITMOHUPOBAHMSI MEKCETEBBIX OKpPAaHOB Ha
ypoBHsx moaenu OSI. Bapuantel ucnionnenuss MO.

33. OCHOBHBIE CXE€MbI MOJAKIIOYEHUS MEKCETEBBIX IKPAHOB.

34. [TorpannuHbie MapuUIPyTU3ATOPHI;

35. OnepalmoHHbIE CUCTEMBI;

36. [IepcoHanbHbBIE MEKCETEBBIE IKPAHBI

37. IP-agpeca ncrounrka u mosrydarerns;

38. Tun TpaHCIOPTHOTO MPOTOKOJIA;

39. [Tonst  cimy>keOHBIX  3aroJIOBKOB  IMPOTOKOJOB CETEBOTO U
TPAHCIIOPTHOTO YPOBHEM;

40. [TopT “cToOUHMKA U TIOJTydaTens

Tema 5. TexHoJiorum 3aUTHI OT BUPYCOB.

41. [ToHsiITHE KOMITBIOTEPHOTO BUpPYCA.

42. Knaccuduxkarus Bupycos.

43. Criennanu3upoBaHHbIE YTUIUTHI 111 00pbOBI ¢ BpeaoHocHBIM [10:

AHTUIITIAOHBI, aHTUPYTKUTHI U AHTUKEUIIOTTEPHI.
44, TposiHCKHE mporpaMmbl. BUabl TpPOSIHCKUX TPOTPAMM.
45. Kommbrorepnsie uepBu. Buibl KOMIBIOTEPHBIX YEPBEH.



46. MeTtoasl 60psOBI ¢ BHUpycaMu: OOHapyXeHHE, OCHOBAaHHOE Ha
CUTHaTypax, OOHapy>KeHHE MPOTpaMM TOJ03PUTEIHHOTO TMOBEACHUS, METO/I
“Oernoro crimcka”

47. Metoasl GOppOBI C BHUpycaMH: OOHApYXEHHE BHUPYCOB IIPH
MOMOIIA AMYJISAIUKA PAOOTHl TPOTPAMMBI, IBPUCTUYECKUN aHAIN3, METO/I
PE3UICHTHBIX MOHUTOPOB.

48. AHTUBHUpYCHBIE Tmporpammbl: ytwiura Dr. Web  Curelt,
nporpamma Dr. Web., antuBupyc Avira AntiVir Personal, antuBupyc Avast!
Home Edition.

49, [NomynsipHbIe TMaKEeThl AHTUBUPYCHOM 3aIIUTHI: MMAKEThl KOMIAHHH
ESET(ESET NOD32 Antivirus, ESET NOD32 Smart Security).
50. [MTakets! “Jlabopatopun Kacnepckoro” (Antusupyc Kacnepckoro,

Kaspersky Internet Security, Kaspersky Mobile Security).

Tema 6. TexHosorum aHaaW3a 3alIUINEHHOCTH W OOHAPYKEHUS
CeTeBbIX aTaK.

51. Urto Takoe cereBas aTaka?

52. HazoBuTe BUABI CETEBBIX aATaK.

53. [lepeunciute crmocoObl OOHAPYKEHUS CETEBBIX aTaK.

54, KoHneniys ananTuBHOTO yIpaBieHHs 0€30TacHOCTBIO.

55. CpencrtBa aHann3a 3alIUIIIECHHOCTH U 001111e TpeOOBAHUS K HUM.
56. Knaccuduxkanus cucreM oOHapyKEHUs aTak.

S7. KOMITOHEHTBI U apXUTEKTypa CUCTEMbI OOHAPYKEHUS aTakK.

58. O030p COBpEMEHHBIX CPEACTB OOHAPYKEHUS aTaK.

59. [Tpoxyktel komnanum Internet Security Systems.

60. [Tponyktel komnanuu Cisco Systems.

Tema 7. TpeGoBaHusi K cuCTeMaM 321U THI HHPOPMAIHH.

61. [lokazaTtenu 3aIUIEHHOCTH CPEJICTB BBIYUCIUTEIBHOW TEXHUKUA OT
HECaHKIIMOHUPOBAHHOI'O JOCTYTIA.

62. [lokazarenu 3amUIIIEHHOCTH MEKCETEBBIX IKPAHOB.

63. Kiaccel 3aMIIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM.

64.0cHoBHBIE TpeOOBaHUS W PEKOMEHAAIMHU IO 3alluTe HWH(OpMaIuy,
COCTaBJISIONIECH CITY>KEOHYIO TailHy.

65. 3amura koHpuAeHMATbHON HHPOopMaI B AC 1 Ha pabounx MecTax
nonb3oBareneit 11K.

66.TpeboBanus Kk 3ammre UHGOPMAIIUU B JOKAJIBHBIX BBIYUCIUTEIHHBIX
CEeTSIX U TIPY MEXCETEBOM B3aUMOICHCTBHH.

67. TpeboBanus k 3ammure uHOpMauu Mpu paboTe ¢ cUCTEeMamMu
yrpaByieHus 0a3aMu TaHHBIX.

68.TpeboBanus k 3amuTe HHGOPMAIIMK TIPU B3aUMOICHCTBUU a0OHEHTOB
C CeTsIMU OOIIEro MOJIb30BAHUS.

69. OcHoBHBIE TpeOOBaHWA W PEKOMEHJAIMU IO 3amuTe WH(OpMaIuy,
COCTABJIIOLIEN KOMMEPUYECKYIO TalHY.

70. OcHOBHBIE TPEOOBAHUS U PEKOMEH/IAINH 10 TIEPCOHATBHBIX JaHHBIX.



Tema 8. Ayaut 6e30nmacHOCTH HH(POPMALMOHHBIX CHCTEM.

71. Tlonsitue ayaura 6€301MacHOCTH HHGOPMAIIMOHHBIX CUCTEM

72. llenu ayauTa 6€301acHOCTH UH(POPMAITMOHHBIX CUCTEM.

73. CrangapThl, UCIIOJIb3yEeMbI€ ITPU MPOBEJCHUU ayIUTa.

74. OcHOBHBIE  JTambl  MPOBEACHUS  ayAuTa  O€30MaCHOCTH
UH(OPMAIMOHHBIX CUCTEM .

75. AHanu3 pUCKOB U YIIPaBJICHUE PUCKAMH.

76. MeToapI OIIEHKH PUCKOB M YPOBHS 3alITUTHI MH)OPMAITMOHHBIX CUCTEM.

77. OO030p mOporpaMMHBIX NPOAYKTOB [UIsl aHAIA3a M YIpPaBICHUS
puckamu: GRAMM, RiskWath,

78. O630p mporpaMMHBIX MPOIYKTOB JJIsl aHAIN3a U YIIPABJICHUS PUCKaMU
- COBRA

79. O630p IPOrpaMMHBIX MPOAYKTOB JIJISl aHAJIW3A U YIIPABJICHUS pUCKaMU
- [1O xomnanuu MethodWare

80. O030p MporpaMMHBIX MMPOAYKTOB JUIsl aHATIM3A U YIIPABIICHUS PUCKAMHU
- [1O “ABan I'apa™.

Tema 9. Pazpaborka u 3amura Web — caiiTos.

81. 3amura uHpOpMaIMK caliTa OT HECAHKIIMOHUPOBAHHOTO JOCTYMa C
MTOMOIIBIO ayTEHTU(DHUKAITHH.

82. 3ammTa KOHTEHTA caiiTa OT HECAHKIIMOHUPOBAHHOTO KOMTUPOBAHUSI.

83. Merop! 3ammThI caiita ot DDos — arak.

84. Yto Takoe O6e30macHOCTh cailTa?

85. Yrpo3sl 6€30MacHOCTH caiTa.

86. UTo Takoe MEKCAaUTOBBIN CKPUIITUHT?

87. Ysazpumoct SQL-MHBEKIINM

88. UTo Takoe MojaenKa MeKCaiTOBBIX 3alIPOCOB?

89. IlepeunciauTe OCHOBHBIE BUJIBI aTaK Ha BEO-CalThI?

90. IlepeuncnuTe OCHOBHBIC CIIOCOOBI IPOTHUBOJICHCTBUS aTakaM Ha BeO-
CalThI?

Kpurepuu oueHku:
6-5 6ass10B (WK OIIEHKA «OTIUYHOY ) BRICTABISIETCS 00YUYaIOIEMYCsl, €CITH
OH JIEMOHCTPUpPYET TIIyOOKOe 3HaHHE COJEp)KaHWs BOIMPOCA; JA€T TOYHBIE
OTIpe/IeNICHUs] OCHOBHBIX MOHSATHI; apryMEHTUPOBAHHO W JIOTHYECKH CTPOMHO
u3naraeT ydeOHBI MaTepHall; WUTIOCTPUPYET CBOH OTBET aKTyaJbHBIMU
npuMepamMu (TUMOBBIMH W HECTAaHIAPTHBIMH), B TOM YHCJE CaMOCTOSATEIHHO
HAlICHHBIMH; HE HYXJACTCS B YTOUHSIOMUX H (WIM) JOTOJHUTEIbHBIX
BOMpOCax MpernoaaBaress.
4-3 pansa (WM OLICHKa «XOPOLIO») BBICTABIIAECTCA 00yUYaoIEeMycsl, €CIIU
OH BIIAJICET COJEP>KAHUEM BOIPOCA, HO JOIMYCKAET HEKOTOPhIC HEI0YEThl MpHU
OTBETE; JJOMYCKAET HE3HAYUTEIbHbIE HETOUHOCTH MPHU ONPEAEIEHUN OCHOBHBIX
MNOHSTUN; HEJOCTaTOYHO AapryMEHTHUPOBAHHO M (WJIM) JIOTUYECKH CTPOMHO



u3JaraeT yd4eOHBIM MaTepuan, WUIIOCTPUPYET CBOM OTBET THUITOBBIMHU
IPUMEPAMH.

2-1 ©Oaan (WM OUEHKa «yAOBJIECTBOPUTEIBHO»)  BBICTABISETCS
oOy4JaroniemMycsi, €Clii OH OCBOMJI OCHOBHBIE MOJIOKEHUS KOHTPOJIUPYEMOU
TEMbI, HO HEJOCTATOYHO YETKO JaeT OMNpE/EJICHUE OCHOBHBIX MOHATUUH U
nedUHULINA; 3aTpyAHsIeTCsl MPU OTBETaX Ha JIOMOJHUTEIbHBIE BOIPOCHI;
OPUBOAUT HEIOCTATOYHOE KOJIMYECTBO MPUMEPOB Uil HWILTIOCTPUPOBAHUS
CBOET0 OTBETA; HY>KJIA€TCS B YTOUHSIOMIMX U (MJIN) TOMOJTHUTEIBHBIX BOIPOCAX
IPENoIaBaTeIs.

0 OamaoB (MU OILICHKA «HEYAOBJIECTBOPUTEIIBHOY») BBICTABIACTCS
oOyuJarolemMycs, eciid OH HE BIaJEeT COACPNKAHHEM BOMPOCA WM JOIMYCKaeT
rpyOble ONIMOKU; 3aTPyAHSICTCS JaTh OCHOBHBIC OIpPEICICHUS, HE MOXKET
NPUBECTH WJIM TPUBOJIUT HEMPABUIBHBIE MPUMEPHI, HE OTBEYACT Ha
yTOUHSAIOMME U (WIM) JOMOJHUTENbHbIE BOMPOCHI MpEnojaBaTeNs WId
JIOTYCKAeT MPU OTBETE HA HUX IPyObIe OMIHUOKH.

1.2 KOHTPOJIBHBIE BOITPOCBI JJIA SAHIUTBI
JIABOPATOPHBIX PABOT

JlabopaTopnasi padora Ne 1 «Co3nanue caiiToB Ha si3bike JavaScript u
obecnieueHue ux HHHOPMAIIMOHHON OE30MaCHOCTH

1. SBngercsa nu HTML s3p1x0M niporpamMmupoBanus?

2. Moxxno 11 Ha HTML pa3pabaTsiBaTh THHAMUYECKHE CANTHI?

3. Kaxkosa crpykrypa HTML nokymentTa?

4. Kakoii ter B 3aromoBouyHoi yactu nokyMeHta HTML sBusercs
00s13aTeNIbHBIM ?

5. Kakum o6pazom B mokymente HTML mnouckoBbIM MarmivHam
IPE0CTaBIIAETCS HHPOPMAIUS O TEMATHKE TOKyMeHTa?

6. Kakum o6pazom MoxkHO 0opMHUTH CTHIIb JokymMmeHTa HTML ?

7. Kak onpenenuts CTWIb TpU  KOTOPOM BCE  3aroJiOBKH,
OrpaHUYEHHbIE TETOM OyIyT BBIJCIECHbI CHHUM L[BETOM?

8. KakoBa nesnb Be0-6e3omacHoCcTH?

9. Cnioco0On1 oOecrieueHus: 6€30IIaCHOCTH CaiTa IIPH ero pa3padoTke?

10. CrniocoObl 3a1uThl HHPOPMALUK OT KOMTUPOBAHUS?

JlabGopaTopuasipadora Ne 2 «Pa3paboTka u 3amuta Web - npunoxxeHuit ¢
CEpPBEPHBIMU CLICHapUsMU Ha sa3bike PHP.»
1. B yem otnmuue php-crpanunsl ot html-crpanunsi?
2. Kaxkue Tumbl nepeMeHHbIX nojaepKuBaet 136k PHP?
3. Kak mepenars nepemennyto B php-ctpanuiry?
4. Kakue nmapameTpsl cyiiecTByIoT y pynkuuu date()?
Uto Takoe MEKCaUTOBBIM CKPUIITUHT?
VazBumoctu SQL-nabEeKIIMI
Yto Takoe mojAAeIKa MEKCAUTOBBIX 3aIPOCOB?
[TepeunciauTe OCHOBHBIC BHJIBI aTaK Ha BEO-CalTHI?

0 N oo



Q. [lepeuncnure OCHOBHBIE CIOCOOBI MPOTUBOICHCTBHS aTakaM Ha
BeO-calThI?
10. Yro Takoe 0e301macHOCTh caira?

JlaGopaTopHnasi padora Ne 3 «Menemxkep napoJsieit: nporpamma Password
Commander.»

1) Uto Takoe MEHepKep Mmaposiel ¥ KaKoBbI ero (YyHKIMH?

2) [IpuBeuTe TpUMEpHI MPOTPAMM, IPEIHA3HAYCHHBIX IS XPaHCHHS
naponei? Kakue n3 HuX UMEIoT pycckuii mHTepdeiic?

3) O630p momyISIPHBIX MeHeKepoB mapoJeii: KeePass, Dashlane

4) O630p MOMYJISIPHBIX MEHEHKEPOB napoJiei: 1Password,
PasswordCommander

5) O630p nomyISIpHEIX MeHeKepoB maposiei: LastPass, Padloc

6) O630p mnomyIApHBIX MEHeIKepoB mapoisieii: RememBear, Firefox
Lockwise

7) O0BsACHHTE, YTO TaKoe akkayHT B mporpamme PasswordCommander?

8) Jlnst  kakoil 1M UCMONB3YIOTCS  TPYNIbl B IpOrpamme
PasswordCommander?

9) Kakwue mosst o yMOJTYaHHIO HCIIOJB3YIOTCS B 3aITUCX ?

10) Mo>kHO 1 100aBUTH AOMOJTHUTENIbHBIE TIOJIS B 3aITUCAX?

JlabGopaTopHnasi padora Ne4 «Daepron Comodo Firewall.»

1) JlatiTe onpeeneHUe MEKCETESBOrO dKpaHa.

2) [lepeunciute OCHOBHBIC (PYHKIIMHA MEKCETEBBIX SKPAHOB.

3) [lepeunciuTe OCHOBHBIC CXEMBI TOJIKITIOUCHHUS MEKCETEBBIX DKPAHOB.

4) TlepeuncinTe THITBI MEKCETEBBIX 3KPaHOB, (YHKIMOHHPYIOIIUX Ha
OTZIEJIbHBIX YPOBHX Mojienu OSI.

5) OcHoBHBIC  (YHKIIMM H  JOMOJHUTEIbHBIC  BO3MOXKHOCTHU
MeEXCEeTeBbIX dKpaHoB. [lonmutuka padotst MO.

6) OcobeHHoCTH (YHKIITMOHUPOBAHUS MEXKCETEBBIX JKPAaHOB Ha
ypoBHsix mojaenu OSI. BapuanTsl ucnioanenuss MO.

7) OCHOBHBIE CXEMBI TTOAKIIOYCHHS MEKCETEBBIX SKPAHOB.

8) [Torpann4HbIC MaPIIPYyTU3ATOPHI;

9) OmnepalliOHHBIE CHCTEMBI,

10) [lepcoHanbHBIE MEKCETEBBIE DKPAHBI

JlaGopaTopnass padora NeS«AHTHBHpYCHas mporpamma: Kaspersky
Internet Security.»

1) JlatiTe kiaaccu(UKaIMIO KOMIIBIOTEPHBIX BUPYCOB.

2) B ueM 0CHOBHOE OT/IMYHE BUPYCOB-CIICHAPHEB OT (DaiiIOBBIX BUPYCOB?

3) CymiecTBOBaHHE KaKMX BUPYCOB 3aBUCUT OT KOHKPETHOM MTPOrpamMmbi?

4) B 4yeM OCHOBHOE OTJIMYHEC TPOSHCKOH MpOrpaMMmbl OT BHpYca.
[IpuBenute npuMep TPOSHCKOW MPOTrPAMMBI.

5) Metonpl 60prOBI C BUpycaMu: OOHApyKEHUE, OCHOBAHHOE Ha
CUTHaTypax



6) Metonsl  OopbOBI € BHpycamu: OOHApyKEHHE Mporpamm
MOJ03PUTEIBHOTO MTOBEICHHS, METO1 ‘‘0eIoro crucka”

7) Metoasl O60pbOBI C BHUpycaMH: OOHapyXEHHUE BHPYCOB IIPH
MOMOIIM AMYJIALIMK PpabOThl MPOTPaMMbl, SBPUCTUYECKUN aHAIU3, METOJ
PE3UIEHTHBIX MOHUTOPOB.

8) AHTUBHUpYCHBIE Tmporpammbl: ytwiura Dr.  Web  Curelt,
nporpamma Dr. Web., antuBupyc Avira AntiVir Personal, antuBupyc Avast!
Home Edition.

9) [TonynsipHbIe TIAKETHI AaHTUBUPYCHOMU 3aIIHUTHI: MTAKETHI KOMIIAaHUU
ESET(ESET NOD32 Antivirus, ESET NOD32 Smart Security).

10) [Takets “JlabopaTopun Kacnepckoro” (AatuBupyc Kacnepckoro,
Kaspersky Internet Security, Kaspersky Mobile Security).

Kpurepuu oneHku:

6-5 6a/110B (WM OLIEHKA «OTIMYHOY ) BHICTABJISIETCS 00yUaromeMycs, €ClIu
OH JIEMOHCTPUpPYET TIyOOKO€ 3HAaHHE COJEp)KaHHs BOINPOCA; JAET TOUYHbBIE
OTIpEJICICHUS] OCHOBHBIX MOHSATUN; apTyMEHTHUPOBAHHO U JIOTUYECKH CTPONHO
u3NlaraeT ydeOHbI MaTrepuai;, WUIIOCTPUPYET CBOM OTBET aKTyaJbHBIMU
npuMepaMu (TUIIOBBIMU W HECTaHJApTHBIMHU), B TOM YHCIIE CaAMOCTOATEIHHO
HaWJICHHBIMHM; HE HYXIACTCS B YTOUHSAIOMMX W (WIM) JOMOJHUTEIbHBIX
BOMPOCax MpPeroaaBaTess.

4-3 6aju1a (MM OLIEHKA «XOPOIL0») BBICTABISIETCS 00yUYarOIIEMyCs, ECIH
OH BIIQJICET COJAEP KaHHEM BOIPOCA, HO JOMYCKAET HEKOTOPBIE HEAOYETHI IpHU
OTBETE; JOMYCKAET HE3HAYNTEIbHBIE HETOUHOCTH TPHU OTPEACTICHUN OCHOBHBIX
MOHSTUN; HEJOCTaTOYHO AapTYMEHTHUPOBAHHO W (WJIM) JIOTUYECKH CTPOMHO
u3naraeT yd4eOHBI Marepuall; WIUIIOCTPUPYET CBOM OTBET THUIIOBBIMU
IPUMEPAMH.

2-1 ©Oamna (MM OIIGHKA «YJIOBJIETBOPUTEIHHO») BBICTABISETCS
oOyyarolemMycs, €cid OH OCBOWJ OCHOBHBIE MOJOXEHHUS KOHTPOJIMPYEMOM
TE€Mbl, HO HEJAOCTATOYHO YETKO JaeT ONpEeNICHUE OCHOBHBIX IOHATHH U
nedUHUIINA; 3aTpyAHSIETCSl TPU OTBETaX Ha JIOMOJHUTEIBHBIE BOIPOCHI;
MPUBOJUT HEIOCTATOYHOE KOJIMYECTBO MPUMEPOB JUIsl HWILTIOCTPUPOBAHUS
CBOETO OTBETA; HYKIA€TCSI B YTOUHSIOMINX U (UITK) TOTIOJHUTEIBHBIX BOMPOCAX
IpernoaaBaTers.

0 OamaoB (WM OIICHKA «HEYJOBJIETBOPUTEIILHO») BBICTABISACTCS
oOyuJarolemMycs, eciii OH HE BIaJIeeT COACPKAHHEM BOMPOCA WM JOMYyCKaeT
rpyOble OIMMOKH; 3aTpPyIOHSETCS AaTh OCHOBHBIC OIPENETICHHs; HE MOXKET
NPUBECTH WJIA TPUBOJWT HENPaBWIbHBIC TIPUMEPHI; HE OTBEYaeT Ha
yTOUHSIONME W (WIM) JOTMOJHUTENBHBIE BOIMPOCH TMpemojaBaTeNs WIn
JIOTYCKAeT MPU OTBETE HA HUX TPyObIe OMHUOKH.



2 OILIEHOYHBIE CPEJACTBA IJII TPOMEXYTOYHOM
ATTECTAIIMN OBYYAIOIIIUXCA

2.1 BAHK BOITPOCOB " 3AJJAHUH B TECTOBON ®OPME

3amanua B 3aKpbITOIl popme

3amanue Nel
Kaxkas cereBas araka cBsi3aHa ¢ IPEBBIIICHUEM JJOYCTUMBIX IIPEIEIOB
(GYHKIIMOHUPOBAHUS CETH ?

1. Ortxka3s B o0cnyxxuBanuu (DoS —ataxa).
2. [ToacnymmBanue (Sniffing).
3. ATtaka Man in — the — Middle (uenoBex B cepenune).
4 VYraapiBaHHe KIIIOYa.
Samanue Neo2
Kakas cereBas aTaka siBIsieTCSl XapaKTEpHON UMEHHO /1J1s1 O€CIIPOBOJHBIX ceTel ?
1. Bemanue paauomasika.
2. [Toncnymmusanue (Sniffing).
3. Ataka Man in — the — Middle (uenoBex B cepenune).
4, Ortka3 B oocnyxuBanuu (DoS —araxa).

3aganue Ne3
OCHOBHOMH 3aIIUTON OT (PUIIIMHTA SBIISFOTCS:

1. OUIbTPBL.
2. AHTUBHUPYCHBIE IPOTPAMMBI.
3. Kpunrorpaduueckne CUCTEMBI.
4, CucreMbl BUIEOHAOIIIOIEHUS.
3ananue No4
[Tox monuTHKON 6€30MAaCHOCTH OPTaHU3AIIMN TTOHUMAIOT:
1. COBOKYIMHOCTh JTIOKYMEHTHUPOBAHHBIX YIPaBJICHUECKUX  pPELICHUH,
HAIPABJICHHBIX Ha 3aIUTy WH()OPMAIIHH.
2. COBOKYIMHOCTh IOPUINYECKUX 3aKOHOB B 00JIACTH 3aIUTHI HH()OPMAIIHH.
3. [Tponieaypa 6e30macHOCTH.
4. PykoBOJCTBO 1O apXUTEKType 0€30MacHOCTH.
3ananue No5
[TonuTHKa y1aneHHoro A0cTyna — 3To:
1. Crennanu3upoBaHHas MOTUTHKA OE30MMaCHOCTH.
2 ba3oBas nmonutuka 6€30MacHOCTH.
3. [Tpoueaypa 6e3omacHOCTH.
4 PykoBOICTBO 1O apXUTEKType 0€30MTaCHOCTH.
3amanue Neb
[TonmuTuku 6€30MACHOCTH Pa3/eNaOT Ha YPOBHHU:
1. BepxHuil, cpeTHAN U HUKHUM.
2. Bepxuuii 1 HUKHUN.
3. OO0O0O0IIEHHBIN U NETATBHBIN.

Her pa3sacICHUA Ha YPOBHHU.

3amanne Neo7



[Tox ayrenTrduKanuei MOHUMAIOT:

1. [Ipouenypy npoBepKH MOUIMHHOCTU 3asIBJICHHOTO IMOJIb30BaTENs, MPOIEcca,
YCTpOMCTBA.

2. [Tpoueaypy pacro3HaBaHUs MOJIB30BATENS 110 €r0 HACHTU(UKATODY.

3. [Ipouenypy mnpenocTaBieHUs CyOBEKTYy OINpEACNICHHBIX IOJHOMOYUN U
pPECYpPCOB B CETH.

4, Perucrpanuto 1eicTBUIA MOI30BATENS B CETH.
3amanue Ne&
BepositHocTh yragsiBanus PIN —kozaa u3 4 necaTudHbIX QP 3a 3 TOMBITKYA paBHA!

1. 0,0003.

2. 0,003

3. 0,000083.

4, 0,0004.

3aganue Ne9
PaznuuaroT cienyronme BUIbI CUCTEM HICHTH(PHUKAIINN U ayTCHTH(PUKAIINN:

1. DJEeKTpOHHBIE, OMOMETpHYECKIE U KOMOMHHPOBAHHBIE.
2. DNEKTPOHHBIE U OMOMETPHUYECKHUE.

3. DNEeKTpOHHbIE, OMOMETPUUECKNE U MEXAHUYECKHE.

4. DJeKTpOHHbIE, OMOMETPUUYECKUE U KpUITTOrpaduyeckue.

3amaume NelO
Kakyto (pyHKIIHIO HE MOXKET BBIITOIHITH MEKCETCBOM IKpaH?

1. Jleuenue ¢aityioB, 3apak€HHBIX BUPYCAMH.
2. OwibTparys Tpaduka.

3. TpaHcnsAus ceTeBbIX aPecoB.

4. Peructpanus coObITuii.

3aganue Nell
Kakoii MexceTeBol 2kpaH obecreunBaeT Hanbosee BHICOKUN YPOBEHb 0€30MacHOCTH ?

1. KomniekcHbIil MexCceTeBOi IKpaH.
2. DKpaHHUPYIOUIHH MapIIpyTU3ATOP.
3. 111103 ceaHCOBOTO YPOBHHI.

4. [TpuknanHO# HUTIO3.

3amaume Nel2
PaznuuaroT criemyronue BapuaHThl UCTIOTHEHUS MEKCETEBBIX SKPAHOB:

1. IIporpaMMHBII ¥ IPOrpaMMHO-aIIIIAPaTHBIN.

2. [TporpaMMHBIif 1 anapaTHBIH.

3. ArnmapaTHbIi ¥ IPOTPAMMHO — aIlllapaTHbIN.

4. Cy1iecTBYIOT TOJIBKO IPOTPaMMHbBIE MEKCETEBBIE IKPAHBI.

3amanue Nel3
Kakas BpemoHOCHas mporpaMma He pa3MHOXAETCsI, HO CIIOCOOHA YIAIeHHO YIPAaBIsATh
KOMITHIOTEPOM U BOPOBATH MAPOIIH ?

1. TpostHCKast mporpamma.
2. Yepss.

3. @DailsIoBBIN BUpYC.

4, MakpoBupyc.



3ananue Nel4
Kaxkas anTuBupycHasi mporpamma He KOH(MIUKTYET C APYTUMH aHTUBUPYCAMH, HO HE UMEET
(GyHKINN aBTOMATUYECKOr0 OOHOBJICHUS aHTUBUPYCHOH 0a3bI?

1. Dr. Web Curelt.

2. Kaspersky Internet Security.

3. Eset NOD 32 Antivirus.

4 Avira AntiVir Personal.

3amaume Nels
Kakoii MeTo/1 BBISIBJICHHS BUPYCa T03BOJIIET OOHAPYKMBATh TOJIBKO U3BECTHBIC BUPYCHI?

1. OO6napyxeHue, OCHOBaHHOE Ha CUTHAaTypax.

2 OO6HapysxeHre IporpaMm MoJ03pPUTEIHLHOTO MOBEACHHUS.

3. OO0HapyxeHre BUPYCOB MPU TOMOIIH IMYJISIIUU padOThI POTPAMMBEI.
4 OBPUCTUYECKUN aHAIIN3.

3amanue Nel6
B uem ocHOBHOE OTIIMYHE CUCTEMBI aHAIHM3A 3AIIUIEHHOCTH OT CUCTEMBI OOHAPYKCHHUS
arak ?

1. CucreMbl aHAM3a 3AMIMIIEHHOCTH HUCCICIYIOT CETh U WIIYT YS3BHMOCTH B
HEl, CUCTeMbl OOHAPYKEHHUA aTak MpeJIHa3HAuYeHbI AJIsl POTUBOJICHCTBHS CETEBBIM aTakam
B PEaJIbHOM MaclITabe BPEMEHH.

2. Cucrembl aHaM3a 3alIUIICHHOCTH NPEIHA3HAYCHBI JJII IPOTUBOICHCTBHS
CETEBBIM aTakaM B peabHOM MacIiTa0e BPEMEHH, CHCTEMbl OOHAPYKCHHS aTak TOJBKO
MOJICJIUPYIOT CETEBbIE aTaKH B IIEJSAX MOUCKA YI3BUMOCTEH B 3aIlUTE CETH.

3. CucreMbl aHaJIM3a 3aLUIIEHHOCTH U CUCTEMbI OOHAPYXEHHS aTak — 3TO OJTHO
U TO €.
4. B ornuunu ot cucreM 0OHapyKeHUS aTaK CUCTEMbl aHaIN3a 3alUIIEHHOCTH

TOJIBKO BbIAAIOT MMPEAYIPCIKACHUSA 00 O6H3py>K€HHbIX aTakKax, HO HC HpOTHBO,Z[CfICTByTOT UM
B aBTOMAaTHUYCCKOM PCIKUMCE.

3aganue Nel7
Kakoii meTon aHanu3a ceteBoil HHPOpPMaLUU He TpeOyeT 3HaHUI 0 BO3MOXKHBIX aTakax U
UCTIOJIb3YEMBIX UMH YS3BHUMOCTSIX?

1. Cratuctuueckuil METON.

2. DKCIIEPTHBIE CUCTEMBI.

3. Heiiponnsle ceTu.

4. Takoro MeTojia He CyIIECTBYET.

Saganme Nell
Kakwue cucremsr 06Hapyskenus atak (IDS) mo3Bosnsitor 00HapyKUBaTh HOBBIE, paHee
HEHM3BECTHBIE BU/IBI CETEBBIX aTaK?

1. IDS, koTopsie A BBISBICHHS aTaKd HCIONB3YIOT CIOCOO - OOHapyXKeHHe
AHOMAJILHOTO TTOBE/ICHMSI.

2. Tlaccusnsie IDS.

3. Axrtususie IDS.

4, IDS, koTopsie A BBISBICHHUS aTaKd HCIONB3YIOT CIOCOO - OOHapyXKeHHe
37I0YTOTPEOICHUM.

3amanue Nel9
CKOJIBKO CYHIECTBYET KJIACCOB 3aLIUIIIEHHOCTU CPEJCTB BHIYMCIUTENbHON TEXHUKU OT

HECaHKIIMOHMPOBAHHOIO A0CTyna ?
1. 7.
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4. 6.
3amaume Ne20

Kaxkoii ki1acc 3aIMIieHHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM MIPEABSABISIECT Hauboee
BBICOKHE TpeOOBaHUs K MHPOPMALMOHHOM O€30MacHOCTH ?

1. 1A
2. 1T
3. 3b
4. 3A

3amaume Ne21
Bropas rpymmna Ki1accoB 3alMIIEHHOCTH aBTOMATU3UPOBAHHBIX CHCTEM BKIIIOYACT
aBTOMaTI/I3I/IpOBaHHbIe CHUCTCMBI.

1. B kotopbix paboTalOT HECKOJBKO IOJb30BaTeNeii M BCE OHU HMEIOT
OJIMHAKOBHIE MTPaBa JOCTyNa K HH()OpMaIH.

2. B xoTopbIX paboTaloT HECKOJIBKO MOJIb30BATENICH W OHU UMEIOT Pa3InyHbIe
paBa JocTyna K HHpopMaIum.

3. B koTopbix paboTaeTr TOJbKO OJUH MMOJIb30BATENb.

4, B xoropeix paboTaeT OJuH MOJIH30BATEIb UM HECKOJBKO MOJb30BaTEleH,

HMCIOMIUX OAWMHAKOBBLIC ITpaBa JOCTYIIA K I/IH(1)OpMaI_II/II/I.

3aganue Ne22
Kaxoit ctanmapt, HCI0JIb3yeMbIi IIPU IIPOBEICHNUN ayIUTA, COCTOUT U3 ABYX 4aCTEU:
“IIpakTrueckue pekomeHaanuu’” u “Crenudukanuu cucteMsr” ?

1. Craupmapt BS7799

2. Crannmapt ISO17799

3. Crangapt ISO/IEC15408

4. Crangapt SysTrust

3ananne Neo23
Kakolii aTan npoBesieHus: ayuTa sBIJISE€TCS NEPBBIM ?
1. MuunuupoBaHHe U INIAHUPOBAHKE MPOLIETYPHI aAyANUTA.
2. COop uHpOpMAITIH AyIHTA.
3. AHanu3 JaHHBIX ayAHTA.
4. OreHKa COOTBETCTBUS TPEOOBAHUSIM CTaHAApTa.

3agangue Ne24

B kakom MeTo/ie aHa/IM3a PUCKOB PACCUUTHIBAIOTCS MUHUMAIBHBIN 1 MaKCUMATbHBIH
yiep6?

OrneHka o BEpXHUM U HIDKHUM 3HAYEHUSIM.

OreHKa pUCKOB Ha dTAre PacCCMOTPEHHUS ATAllOB BTOPKEHUS.
Jlorapudmuueckas mkana.

O1eHKa Ha OCHOBE BBISIBJIIEHUS CJ1a00T0 3BEHA.

el N =

3amanue Ne25
Kakas nporpamma npeanassayena s mugpposanust HTML — koga?

1. WebCrypt.

2. TrueCrypt.

3. PGP.

4. KPUIITOH Iloamnuce.



Samanme Ne26
Jlanbl 1Ba Java — ckpurirta.
[TepBrlii Java — CKpUnT uMeeT BU:
<script language="JavaScript">
document.onselectstart=function(){return false}
document.onmousedown=function(){return false}
</script>
Bropoii Java — ckpunt umeer BUL:
<script language="JavaScript">
document.onselectstart=function(){return false}
document.oncontextmenu=function(){return false}
document.onmousedown=function(){return false}

</script>

Kakoii u3 paccMOTpeHHBIX Java — CKpUNITOB B LIEJSIX 3alIUThl HH(GOpMaluu OJIOKHpPYeT
WCIIOJIb30BAaHUE MTPABON KHOIIKY MBI ?

1. Bropoii

2. Tlepsbrit

3. IlepBslit 1 BTOpOIA.

4. Hwu ogue 13 paccMOTpEHHBIX Java — CKPUIITOB HE OJIOKMPYET MPaBYIO KHOTIKY
MBIIIIH.

3aganue Neo27
Kakyro u3 nByx nporpamm (Easy Watermark wiu Photoshop) MoxHO ucnonb3oBaTh AJis
3amuThl hoTorpaduu BOASTHBIM 3HAKOM?
1. Mo:xHO ucnoas30BaTh 00e nporpamMmbl: Easy Watermark wiin Photoshop.
2. Tonbko Easy Watermark.
3. Tonbko Photoshop.
4. Hu onHa U3 1aHHBIX TPOrpaMM He MO3BOJSET YCTAaHOBUTH Ha GoTorpaduio
BOJITHOM 3HAK.

3aganue No2§&

OcHoBHas Macca yrpo3 NPUXOAUTCS Ha:

1. [IInroHCKME IPOrpaMMBl.

2. TpositHCKHE TPOTPaMMBI.

3. Yepau.

3aganue Ne29

Kako#t  Bupg  umeHtudukanmu W ayTeHTU(UKAWU  sABIsAETCS  HaumOosee
pacnpocTpaHEHHBIM:

1. OnHOpa30BbIE MAPOJIH.

2. [TocTostHHBIE TAPOIIH.

3. cuctemuIPKI.

3anganue No30

[Ton kakue cucTeMbl BUPYChI paCIPOCTPaHSAIOTCS Hanbosee TMHAMUYHO:



1. Windows.

2. Mac OS.

3. Android.

4. Linux.

3ananue Ne31

3aKIIIOUUTEIbHBIN 3TAIl TOCTPOCHUS CUCTEMBI 3aLUThI:

1. IInanupoBanue.

2. CornpoBoxIeHuE.

3. AHanu3 ysa3BUMBIX MECT.

4. OT4€THOCTb.

3ananue Ne32

Kakwue yrpo3sl 6e30nacHOCTH HHPOPMAIINH SBISIOTCS IPEIHAMEPEHHBIMU:
1. OTKpBITHE JIEKTPOHHOTO MTUChMA, COICPKAIIETO BUPYC.
2. Ommbka nepconaia.

3. He aBTOpu3upoBaHHBIN JOCTYIIL.

4, OTkpbITHE CaiiTa.

33. BeiOepute COOTBETCTBHME HA3BaHH TUIIOB CETEH YCTPOMCTB U3 MPHUBEACH- HOTO
MEePEeYHs B 3aBUCUMOCTH OT MX MacIiTada:
a) MYHHUIUIIAJIbHAS BRIYUCIUTENbHAS ceTh (Munitipal Area Network [
MAN);
0) TepputopuanbHas BeraucauTeabHas cetb (Wide Area Network [
WAN);
B) JokanbHas BerurciutenbHas ceth [| JIBC (Local Area Network [
LAN);
r) kammycHas BeruuciauTenbHas ceTh (Campus Area Network [1 CAN); 1)
nepcoHabHas BeIYHcIuTeNbHas ceTh (Personal Area Network [
PAN).
34. Vkaxute Ha3BaHUE YTUIUTHI, TEPEChUIAIONEH HAOOp TECTOBBIX IAKETOB Ha
yaJeHHBIA KOMITBIOTEP U MOJIyYaIoIlel OT Hero B CIy4yae ero HopMajibHOU pabOThl OTBETHBIE
MAKETHI

a) gong;
6) ping;
B) ring;
r) gang.

35. Boibepute KOMIOHEHTBHI, BXOJSIIME B COCTaB CETEBOrO ajamnTepa: a)
MOCTOSTHHOE 3amoMuHaroliee ycrpoiictso ¢ BIOS;
0) pa3beM Ui MOAKITIOYEHUS Kalens;
B) KOHTpoJjIep ammaparHbIX npepbiBaHuil IRQ; r) KBapueBblil 31€MEHT TaKTOBOIO
re"eparopa; 1) CbBUC koHTposuiepa ceTeBoro ajantepa;
e) mnanenbka s BootROM;
k) toxHbIi MocT (Input-Output Controller Hub).
36. BriOepute MHHHMaTbHOE KOJIMYECTBO HACTPOEK, HEOOXOAWMBIX [UIS Opra-
HU3aIMK padoThl KOMIIBIOTEpA HACTPOUKH B CETH ¢ ceTeBbIM mpoTokonom TCP/IP:
a) ycraHoBUTbH [P-aapec kommnbioTEpa;
0) yCTaHOBHTH OCHOBHOH IILTIO3 TOJCETH JTAHHOTO KOMITBIOTEPA; B) YCTAHOBUTD
MAacKy MOJICETH, B KOTOPYIO BXOJUT KOMITBIOTED;
r) ycranoButh [P-anmpec DNS-cepBepa JOKanbHOH ceTH KOMIIbIOTEpA; 1)
yctaHoBUTh IP-anpec modroBoro cepeepa 10MeEHa;
e) ycraHoBUTb [P-aapec npokcu-cepsepa.
37. Boeibepute BapuaHT, B KOTOPOM TIPAaBHJIBHO PACHOJOXKEHBI B TIOPSIKE BO3-
pacTaHHsl 3HAUEHUH IIOJIOCHI IPOIyCKaHWS CIEAYIOIUE cpeabl Nepefadyd JAaHHbIX [



KOaKCHaTbHBIA MEIHBIN Kabelnb, Kabelb Ha OCHOBE METHOW BH- TOU Mapbl, ONTOBOJIOKOHHBIH
Kabeb:

a) KOaKCHAJIbHBIM MEAHBbIM Kalenb, Kabeab HAa OCHOBE MENHOM "BHUTOWM mapshl',
ONTOBOJIOKOHHBIN KaOelb;

0) ONTOBOJIOKOHHBIH KaOellb, KOAKCHAIBHBIN MEIHBIM Kabenh, kabeab Ha OCHOBE
MeJIHOU "BUTOM mapsl";

B) Kkalenb Ha OCHOBE MEAHOH "BUTOW maphl', KOAKCHAIbHBIM MEAHBIN Kalelb,
ONTOBOJIOKOHHBIN KaOellb.

38. Bribepure pecypchl, BhIACISEMbBIE ONEPAIIIOHHON CUCTEMON CETEBOMY aJlanTepy:

a) MAC-anpec agantepa;

0) mnopTt BBOa-BeiBOAA (I/O port); B) mosoca mpoIrycKaHUs KaHaa; T') 3anpoc
npepsiBanus [RQ;

J) JMamna3oH a/IpecoB MaMATH aJlanTepa.

VYkaxxuTe BBOJUMYIO B OKHE KOMaHJAHON CTPOKU KOMaHy, 0ToOpaxkaro- myto [P-agpec
KOMITbIOTEpa, PadOTAIOIIEro MO0/ OonepaoHHon cucremMorr Windows:

a) cmd;

0) net;

B) ipconfig; r) netstat.

39. Ykaxute mpeuMyIIecTBa UCIOJIb30BaHMs KOMIIBIOTEPHBIX CETEH:

a) BO3MOXXHOCTb ONEpPATUBHOM KOMMYHUKAIIMM MEX]y Yy4acTHUKaMU ce- TH U
OTIEPaTUBHOTO JIOCTYMA K HH(pOpMaIu;

0) BO3MOXXHOCTH COBMECTHOTO HCIOJb30BAaHUSI amMapaTHBIX PECYpPCOB; B)

BO3MOXHOCTH NMPAKTHYECKH 0€3rpaHIMYHOTO YBEITHMUEHHSI BHIYMCIIN-

TEIbHON MPOU3BOIUTEILHOCTH CUCTEM;

I) BO3MOXXHOCTb OPTaHHU3ALMU COBMECTHOM pabOTHI IMyTeM pa3AeieHHs TPHKIATHBIX
nporpamm u ¢aityios;

1) yHOpoleHHe KOH(PHUTYpHPOBAHUS U MOJIB30BAHUS ONEPAIIIOHHBIMU CH- CTEMaMH H
MOJIb30BATEIBCKUMU MPOTrPaMMaMH;

€) BO3MOXKHOCTH IICHTPAJIM30BAHHOTO YIIPABIICHUS TAaHHBIMH U TIPO- TPaMMaMH.

40. BeibepuTe COOTBETCTBUE Ha3BaHUM U ONIPEICIICHUI CETEBBIX KOMIIOHEHTOB Windows,
MIPUBE/ICHHBIX B CITUCKE:

a) KIIUEHT;
0) MPOTOKOIT;
B) ciyxO0a;

r) ajamnrep.

41. [lpaiiBep ceTeBOW IJIaThl, HEMOCPEACTBEHHO B3aUMOECHCTBYIOIIUI C CETEeBOM
TUTaTOW, YCTAHOBJIIEHHOW B KOMITBIOTEPE 3TO. ..,

a) KommoHeHT, perinaMeHTHpyOLMi MpaBuia pa3OueHHss MOTOKa MHPOpPMALUU Ha
MaKeTHI ¥ MTPaBHJIa apecaliii KOMITBIOTEPOB-YYaCTHUKOB CETH,

6) KommoHeHT, o3BOJIAIONINIA OJIKIF0YaThCS K CEpBEpaM CeTH,

B) KommoHeHT, TO3BOJNSIOMUI BBIIETSATH CETEBBIE PECypchl Ha KOMITBIOTEpE,Ha
KOTOPOM OH YCTaHOBIIEH,

42. BoeiOepute THIBI JIOCTYNa Ui CETEBBIX JWCKOB M TAIOK, ONPENeIIeMBbIX B
ornepannoHHoi cucteme Windows:

a) YTEHHE;

0) uTeHHe U BBIIOJIHEHHE;

B) H3MEHEHHUE;

T) 3alluCh;

1) TIOJIHBIH J1OCTYII;

€) MpOoCMOTp;

) CIIUCOK COJEP>KUMOTO TaTKH.



43. Kakoii u3 cereBbIX KOMIOHEHTOB Windows oOecneunBaeT BO3MOXKHOCTh
MPEIOCTABIICHUSI HUM CETEBBIX PECYPCOB?

a) ajanrep;

0) ceTeBOl MPOTOKOJT;

B) KJIMEHT;

r) cuyxoa.

44. Kakoii u3 ceTeBbIX KOMITOHEHTOB Windows OTBeUaeT 3a aipecalnio y3JI0B CETH Ha
CETEeBOM ypOBHE?

a) ajanrep;

0) ceTeBoOii MPOTOKOJT; B) KJIUCHT;

r) ciyxoa.

45. BpiOepute npaBWIbHYIO KOMaHIy BbliejeHHs Ha BaimieM kommbpioTepe mar- Kd
C:\Data B oO1iee mosib30BaHue 1o cetu ¢ cereBbiM UMeHeM AllData: a)  net share AllData
=c:\data;

0) net share c:\data AllData; B) net use AllData = c:\data; r) net use c:\data AllData;

n) net view AllData =c:\data;

e) netview c:\data AllData.

46. BeiOepure KOMaHAy MOAKIOYeHUs cereBoro pecypca \\FS_stud\user wu
0TOOpaKeHHsI €ro KaK CETeBOTO JTUCKA Z:

a) netshare Z: \\Fs_stud\user; 6) net share \\Fs_stud\user Z: ; B)  net use Z:
\\Fs_stud\user;

r) netuse \\Fs_stud\user Z: ) net view Z: \\Fs_stud\user ¢) net view \\Fs_stud\user
Z:

47. BpiOepute KOMaHIy, TO3BOJIAIOIIYI0 BBIBECTH CIIMCOK CETEBBIX HMMEH pado-
TAIOUMX B JJaHHBI MOMEHT KOMIIBIOTEPOB Baiieii cetu:

a) net computer

0) netview B) netconfigr) netname x) net group

48. VYxaxwuTte, KTO BXOJUT B IPYIIy MoJib30BarTeneil Bee B onepannoHHo cu- creme
Windows:

a) BCE MOJIb30BATEINU JOKAIBHOM ceTH; 0) BCE MOIB30BATENN CETH MPEAIPUITHS;

B) BCE 3apETUCTPUPOBAHHEIC B ONEPANIMOHHON CUCTEME ITOJIH30BATEIH.

49. BeiOepute mpaBa, KOTOpPbIE OTIMYAIOT pa3pelieHue M3MeHenne ot paspelie- Hus
ITonnslii octymn:

a) 100aBIATH (halisIbl U MOIANKY;

0) U3MEHSTH BIIAJICIIbIIa CETEBOTO PECYPCa; B) U3MCHSITH JJaHHBIC B (haiinax;

T) U3MEHATH pa3pelieHus: 6e30MacHOCTH; 1) YAaIsATh MOANANKU U (aiibl.

50. BriOepure Ha3BaHWE MPOTOKOJA TPHUKIATHOTO YPOBHS, MO3BOJISIOMIETO OJl-
HOBPEMEHHO OPraHW30BbIBaTh CETEBOM JOCTYN K (aillloBRIM pecypcam H MpPUHTEpaM B
Windows u Linux:

a) HTTPO) FTP

B) CIFS/SMB.

51. Vkaxute Homepa OutoB MAC-anpeca (HyMepaluss HAYMHAETCS € HYJIsA) Ul KaX/10TO
U3 €ro MOJICH:

a) [lone U/L - yHuKanbHBIN B II100aIbHOM/TOKAIBHOM MacITabe;

0) [lone I/G - unAMBUAYaJIbHBII/ TPYIIIIOBOI;

B) Ilone OUA - opraHu3aliMOHHO-YHHKAJIBHOTO HIACHTHU(PHUKATOpPA MOPSAKOBOTO
HOMEpa CETEBOT0 KOHTPOJLIEPA, BHIITYCKaeMOTO OPTaHU3aINEH;

r) Ilome OUI - opranu3aniuoHHO-YHUKATBLHOTO UACHTH(PHUKATOPA KOJa OpraHU3aIlHH,
BBITTYCKAIOIIEH ceTeBOe 000PyI0BaHUE.

52. BriOepuTe MakCUMAaIIbHYIO Ha CETOTHSIIHINA JeHb CTAaHIAPTU30BaHHYIO CKOPOCTh
nepeaaur JaHHbIX 1Mo TexHojoruu Ethernet:

a) 10 Mowut/c;



6) 100 Mowur/c;

B) 1 16ut/c;

r) 10 I'but/c;

n) 40 I'éut/c;

e) 100 I'6ur/c;

k) 1 Towur/c.

53. Vkaxure ypOBHU MOJIEIH B3aUMOJEUCTBUS OTKPBITBIX CHCTEM, Ha KOTOPBIX
pabotaet TexHosorus Ethernet:

a) CETEeBOM;

0) KaHAJIBHBI; B) MIPUKJIATHOM;

r) TPaHCIOPTHBIN;

1) IPEJICTAaBIICHUS JaHHBIX; €) (PU3UUECKHIA;

’K) CEaHCOBBIH.

54. Ykaxute pasMepbl MaKCUMalbHOTrO KaapoB FEthernet (He yduThIBasg oOMIMO-
HAJIbHYI0 BO3MOKHOCTh I€pe/laul TUTaHTCKUX KaapoB (Jambo Frame)):

a) 32 Oaiita;

0) 64 Oaiita;

B) 128 GaiiT;

r) 256 OaiiT;

n) 512 GauT;

e) 1024 Gaiira;

k) 1518 Gaiit;

3) 2000 Oaiir.

55. Vkaxute pasMepbl MHHHMalIbHBIX KajapoB FEthernet (He yuuThIBas omimo-
HAIBHYIO BO3MOXKHOCTHh YBEJIIMYCHUS MHHHMAJILHOTO pasMepa kKaapa no0 512 Oaiitr B
HOJYAYIUIEKCHOM pekume paboTsl TexHonorun Gigabit Ethernet):

a) 32 Oaiita;

0) 64 OaiiTa;

B) 128 OaiiT;

r) 256 Gair;

n) 512 Gaiit;

e) 1024 Gaiira;

x) 1518 Gaitr;

3) 2000 Oaiir.

Vkaxute pazmep MAC-aapeca:

a) 2 Oaiirta,

0) 3 Oaiira;

B) 4 Oaiira,

r) 6 OaiT;

n) 8 Oailr.

56. Haubonee pactipoctpaneHs! yrpo3sl HHPOPMAIIMOHHON 0€30MaCHOCTH CETHU:

a) PacripeneneHHbIi JOCTYI KITUEHT, OTKa3 000PYAOBaHUS

0) MopaJibHBIN U3HOC CETH, HHCANIEPCTBO

B) C0o0ii (0TKa3) 000OpyIOBaHMs, HEJETAThHOE KOMUPOBAHUE TAHHBIX

57. Ompenenute tun kangpa Ethernet (DIX, Novell 802.3, 802.3/LLC, SNAP) mo
OaifTaM 3arojioBKa KaHaJIHLHOTO YPOBHSI:

a) 00:4F:49:02:D8:6A:00:A0:C9:83:16:16:08:00;

6) 00:A0:C9:85:17:B2:00:4F:4E:00:E5:8F:00:54:E0:E0:03;

B) 00:4F:4E:00:CD:4A:00:60:8C:41:DF:C7:00:96:AA:AA:03:00:00

:00:08:00;

r) 00:00:F8:45:13:AC:00:00:C0:02:56:AB:00:78:FF:FF.



58. BriOepure HeM3BECTHYIO B O0IIEM ciydae aApecHyl0 HHPOPMALIUIO IIPU OTIIPABKE
nakeTa yTuiInThI ping mo IP-anpecy HaznadeHus:

a) MAC-anpec oTnpaBuTens;

06) MAC-aapec nmosy4aTens;

B) |IP-anpec ornpaBuTens;

r) IP-agpec momyuarens.

59. Vkaxwure, oTkyna kommyrarop Ethernet yznaér MAC-anpeca MOIKITIOYCHHBIX K
HEMY KOMITBIOTEPOB, HEOOXO0IMMBIE JUIs 3anoiaHeHust ero Tadbnuibsl MAC-aipecos:

a) BBINOJHSET [TOCJIEOBATEIbHBINA ONPOC MOAKIIOUYEHHBIX KOMIIBIOTEPOB;

0) "momcMarpuBaer" aapec OTIPABUTENS BO BXOAIIUX B HETO MAKETaX;

B) OIIPAIlIMBAET BCE KOMIBIOTEPHI B IIMPOKOBELIATEILHOM PEXKHUME.

60. Ykaxure, kakue makeTsl Oyaer 3axBarbiBaTh Wireshark mpu BBeCHHOW KOMaH/ e
¢mibTpa ether proto 0x0806

a) Tosubko Kaapsl Ethernet ¢ m00bIMHU TakeTaMu BHYTPH;

6) Tonbko kanpel Ethernet ¢ IP makeramu BHYTpH;

B) TouibKO Kaapbl Ethernet ¢ ARP-nakeramu BHYTpH.

Ykaxkute koMauzawl (enable, config t, interface mms wmHTepdeiica), MO3BOJSIOMINE
OCYIIECTBIISITH BXOJ B pa3nyHbie pexkuMbl paboTsl Cisco 10S:

a) BOWTU B pEKUM INI00AJILHOTO KOH(PUTYpUPOBAaHUS MOKHO KOMaH- JIOH. . .;

0) BOITH B MPUBUIICTUPOBAHHBIN PEKUM MOKHO KOMaH/IOM. . .;

B) BOWTH B PeKUM KOH(UTYpHUpOBaHUS HHTEp(deica MOKHO KOMAaHJIOM. . ..

61. Xoct umeer [P-agpec 192.168.1.47 u macky moacetu 255.255.255.224. Vxkaxurte
aJipec MOJICETH U IIMPOKOBEIIATEIbHBIN aJIpec MOJCETH, B KOTOPYIO BXOIUT JaHHbIN
XOCT.

VYkaxurte knace (A, B unu C) cnenyromux [P-agpecos:

a) 172.16.2.2;

6) 10.15.234.28;

B) 192.168.5.137.

62. B Bameii cern naxomutcs 31 KoMmmbrOTEp. YKaXKUTE MACKy IIOJCETH,
o0ecrevnBaroIIylo BbIICIEHUE ITUX KOMIBIOTEPOB B MOJCETh ¢ MUHUMAJIbHO BO3MOXHBIM
yucnoM [P-agpecos

a) 255.255.255.248;

0) 255.255.255.240;

B) 255.255.255.224;

r) 255.255.255.192;

o) 255.255.255.128.

63. BriGepure ycnoBue, P BHIITOJIHEHUU KOTOPOI'O XOCT/MapIIpyTU3aTOP

nepecsliaer IP-nelitarpamMmy 1uIto3y:

a) IP-agpec ortmpaButens wu IP-agpec mosywaTenss TpUHAIEKAT Pa3HBIM
CETSIM/TIOACETSIM;

0) IP-agpec ormpasutenss u [P-agpec monydarens mpuHaIIeKaT OIHONW M TOH Ke
CeTH/TIO/ICETH;

B) IP-anpec monywarens u I[P-aapec momyuaTens npuHaaiexar OJHOW W TOM ke
CeTH/TIO/ICETH;

64. BpiOepute TpaBHIBHOE OIPEACIICHHE JI MAKCUMAaJIbHOW EIUHUIBI TIepenadn
(Maximum Transfer Unit, MTU):

a) MTU — 310 MakcuMaJIbHO 1ONyCTUMBIN pa3Mep 3arosnoBka [P-nakera;

6) MTU — 510 MakcUMaibHO JTOMYCTUMBINH pa3mep IP-nakera;

B) MTU — 5T0 MakcMManbHO IOMYCTUMOE 3HAYEHUE JJIMHBI TOJISA JAHHBIX KaJIpOB
KaHaJbHOTO YPOBHS.

Bri6epute aapec, mo koropoMy He OyayT nepenasarbes [P-nefitarpammel B UnTEpHETE:

a) 141.25.13.48;



0) 172.31.204.1;
B) 191.15.26.147.
65. BriOepuTe JTOTHYECKYIO OTepaIiio, KOTopasi UCIONb3YeTCs IS ONPEISIICHHS aapeca
cetu/mioaceT u3 [P-aapeca momyyarens nedTarpaMMbl:

a) IP-agpec momydarenst XOR macka cetn/mojcery;

6) IP-agpec momyuatens OR macka ceTu/moaceTy;

B) IP-ampec nomyuarens AND macka ceTu/moiceTH.

VYkaxute macky cynepcetu ¢ 2000 xocTaMu, €ciid aJipec TaKo CeTH

212.14.17.0:

a) 255.255.255.0;

0) 255.255.254.0;

B) 255.255.252.0;

r) 255.255.248.0.

66. BriOepute mpaBmiibHOE yTBepkiaeHue o0 u3meHeHusx MAC- u IP-ampecoB B
MEePECHIIIAEMBIX B COCTABHOW CETH CETEBBIX MAKETaX MPH CIETOBAHUH UX MO MAPUIPYTY:

a) MAC-anpec oTmpaBuTelsi Ha KaXI0M Iare usmensiercs, MAC-aapec nomydaTesns
ocTaercsi Heu3MeHHbIM, [P-aipeca ocTaroTcsi HEU3MEHHBIMU;

06) MAC-aapec otmpaButens 1 MAC-aapec moiydarensi OCTalOTCS HEM3MEHHBIMH Ha
KaxJ0M 1are, [P-anpeca Takxke oCTar0TCsl HEU3MEHHBIMU;

B) MAC-anpec ormpasutens u MAC-anpec noiydaTens U3MEHSIOTCS Ha KaXIOM
mare u3mensercs, [P-agpeca octaroTcsi HEM3MEHHBIMU;

r) MAC-aapec OTIIPABUTENS U MAC-anpec mnonydarens OCTArOTCS
HEU3MEHHBIMU Ha KaxaoM 1are, [P-agpeca nu3ameHsroTcs;

66. VYkaxute, Kaksi HMHGOpMalMs CIYKUT YKa3aTreleM Ha IepBbli (parMeHT
JIedTarpaMMmBbl:

a) HyneBoe 3HaueHue ¢aara MF More Fragments;

0) HyneBoe 3HaueHue nois CMenieHne pparMenTa;

B) HyJIeBO€ 3HaueHue nois Mnenrudukarop nakera.

68. B makere, nepeceiiaeMoM B JIOKQJIBHOW CETH MOPT oTmpaButens = 80, mopT
nony4varens = 24561. BeiObepure U3 crniucka TUI IPOTOKOJIA U MPUBS3KY MOPTOB K KIUEHTY U
cepBepy:

a) npotokon UDP, oTnpaButens - cepBep, NOIydaTelb - KIUEHT;

6) nmporokos UDP, oTripaBuTens - KIMEHT, OJTy4YaTellb - CEPBED;

B) npotokoa TCP, orpaBuTens - cepBep, MoayyaTesb - KJIHEHT;

r) nporokos TCP, oTnipaBuTeNp - KIMEHT, IOTy4YaTelb - CEPBED.

69. Bribepure, yTO XapakTepu3yeT MOPT TPAHCIIOPTHOTO YPOBHS:

a) TIOPT CETEBOTIO aJalnTepa, Yepe3 KOTOPhIM X0CT paboTaeT ¢ CEThIO;

0) 001acTh MaMATH, CBA3aHHYIO C CETEBBIM MPHUIIOKECHUEM;

B) TIOPT BBOJIa-BbIBOJIA, 3aKPETJICHHBIN 3a CETEBBIM aJJalITEPOM.

70. ¥Yrpo3sa nHpopmMalMoHHOH cucteme (KOMIIBIOTEPHOM CEeTH) — ITO:

a) BepositHoe coObITHE

0) [lerepmuHupoBaHHOE (BCEria OnpeaeNieHHOE) COOBITHE

B) CoOpbITHE, TPOUCXOAIICE TIEPUOTUIECCKU

71. Komanna netstat -an BbIBeJa Ha 9KpaH CIEAYIOIIUE CTPOKH. YKAKHUTE, KAKHE U3 HUX
OTKCHIBAIOT COKETHl YCTAHOBJIEHHOTO COEIMHEHMUSL:

a) TCP0.0.0.0:135 0.0.0.0:0 LISTENING,;

6) TCP 109.201.253.151:3603 74.125.39.104:80 ESTABLISHED;

B) TCP 109.201.253.151:54035 62.165.4.118:33016 TIME_WAIT;

r) TCP 109.201.253.151:54035 90.176.90.125:11740 SYN_RECEIVED.

72. Yxaxure aecatuuHoe 3HaueHue, uaeHtudumupyromee UDP B mone [Ipotokon IP-
3aroJjIoBKa:

a) 01;



6) 06;
B) 17.
73. Yxaxwure moJst, KOTOpble BXOASAT B IICEB03ar0JI0BOK, HCIIOIb3YEMbIH IPU pacueTe
KOHTpoJbHOU cyMMbl UDP niu TCP:
a) MAC-anpec ornpasurens; 6) MAC-aapec nonyJarens;
B) [P-aapec ornpaButens; r) IP-agpec momydarens; ) MOPT OTIPABUTEIIS;
€) TOpT MOIy4aTes;
) UIESHTU(PUKATOP IPOTOKOJIA; 3) JUTMHA MAaKeTa C 3ar0JIOBKOM.
74. Bribepure, yeMy paBHSETCS MaKCUMAaJIbHBIN pa3Mep CerMeHTa JUIs 3arojioBka [pv4
0e3 onuii u 3arosoBka TCP mmmuoi 28 GanT:
a) 1452 oOaiira,
0) 1460 Gaii;
B) 1472 Gaiira;
r) 1500 Gaiir.
75. TCP-maker ¢ mosem nanubix 500 O0aiiT umeer aecsaTuuHoe 3HaueHue SEQ#=15246,
a aecsatuuHoe 3HaueHue ACK#=32412. Bribepurte, kKakuMu OyIyT JECATHUYHBIE 3HAYCHUS
ATHUX TOJIEH B OTBETE HA JIaHHBIN MAKET, eclu B HEM niepechinaetcs 300 6alT 1aHHBIX:
a) SEQ#=15746, ACK#=32712; 6) SEQ#=32712, ACK#=15746; B) SEQ#=15747,
ACK#=32713; 1) SEQ#=15745, ACK#=32711
76. M3 3axBaueHHbIX makeToB ceaHca TCP wu3BieueHsl Tpu makera ¢ Quaramu: a)
PSH, ACK;,
6) SYN;
B) FYN, ACK;
r) SYN, ACK.
77. YKaxuTe, KaKue U3 HUX OTHOCITCS K:
nakeTaM, yCTaHaBJIMBAIOIINM COCIUHEHUE, ...;
[aKeraMm, epearolluM JaHHbIE B CEaHce, ...;
nakeTaM, 3aBepIIAIOLIIM COSAMHEHHE,
78. BwiOepurte HazBanme mosis 3aroyioBka TCP, MO3BOMSIIONIETO pEryIMpoOBaTh MOTOK
JAHHBIX C IPOTHUBOMNOJIOKHOW CTOPOHBI COCTUHEHHUS:
a) Jlnuna 3aroioBka;
0) OkHO;
B) KoHTtponpHas cymma;
r) VYka3areiab CPOUHOCTH.
79. Ha xaxom Tune mm@poBaHus oOcHOBaH npoTokoina [PSec
a) CHMMETPHUYHOM
0) acuMeTpUYHOM
B) KOMOMHUPOBAaHHOM
r) B HéM He ucnonb3yercs muppoBanue
80. ITowyemy xa11 BCTaBIsSETCS B KOHIIE TIEpeAaBaeMoro Mo ceTu Kajapa
a) MOTOMY YTO OH (P OPMHPYETCS armapaTHO BO BpeMs MOCIEA0BATEIbHON Mepeiaun u
3aBepIuIaeT Kajp
0) TOTOMY YTO 3TO TMO3BOJIIET MUHIMH3UPOBATH MIOTEPH WH(OPMAIIUN TIPU CITYIaliHBIX
HCKKEHUSX
B) TO YIPOIIAET pa3z0op Kajpa MpH MOTydeHUN
81. OcCHOBHBIE YIPO3bI JOCTYITHOCTH UH(OPMAIIIH:
-XaKepcKas aTaka
-pa3pylieHne Wiu MOBPEXIeHNE TTOMEIICHHA
-0TKa3 MPOrpaMMHOTI0 U anmapaTHO o0ecreyeHus
-TepexBaT JaHHBIX
-HeTIpeIHaMEpPEHHbIE OLIMOKHU TOJIb30BaTeNen
-3JIOHAMEPEHHOE U3MEHEHHE TAaHHBIX



82. CyTb KOMIpOMeTaIH HHPOpMALUU
-BHECEHHE M3MEHEHUN B 0a3y JaHHBIX, B pPe3y/lbTaTe Yero Mojib30BaTellb JHUIIACTCS
J0CTyma K nH(popMaruu
-HECaHKIIMOHUPOBAHHBIN TOCTYN K NepeaaBaeMoil HHPOpMAIIH 110 KaHalaM CBSI3U U
YHUUTOXEHUS COACPKaHUS MepejaBaeMbIX COOOIICHUMA
-BHECEHHE HECAHKIIMOHMPOBAHHBIX M3MEHEHHH B 0a3y JaHHBIX, B pe3yJbTaTe Yero
NOTPEOUTENh BRIHYK/EH MO0 OTKA3aThCs OT He€, MO0 MpEeANPUHUMATH JOTIOTHUTEIHHBIC
YCUJIUS AJIs BBISIBJICHUSI U3MEHEHHI U BOCCTAHOBJICHUSI UICTUHHBIX CBEICHUN
83. Nudopmanonnas 0€30MacHOCTh aBTOMATU3HPOBAHHOW CHCTEMBI — 3TO
COCTOSTHUE aBTOMATHU3UPOBAHHOMN CHCTEMBI, IIPH KOTOPOM OHa, ...
-CIIOCOOHA MPOTHBOCTOSTH TOJIBKO BHEITHUM HH()OPMAIIMOHHBIM YTPO3aM
-CI10COOHA MPOTUBOCTOATH TOJIBKO HH(POPMAIIMOHHBIM YIpo3aM, Kak BHEIIHUM TaK U
BHYTPEHHUM
-C O/IHOM CTOPOHBI, CITIOCOOHA MPOTHUBOCTOSTH BO3ACUCTBUIO BHEIIHUX U BHYTPEHHUX
WH(OPMAIIMOHHBIX YIPO3, a C APYrol — 3arparbl Ha €€ (YHKIHMOHWPOBAHWUE HIIKE, YeM
IpeJoiaraeMblil yiiep0 oT yTeuky 3aliuinaeMoil HiHpopmaiu
-C OJTHOM CTOPOHBI, CITIOCOOHA MPOTHUBOCTOATH BO3JACHCTBUIO BHEIITHUX U BHYTPEHHUX
WH(OPMAILIMOHHBIX YIPO3, a C JIPYyrol — ee Hajauuue W (YHKIMOHUPOBAHHE HE CO3JacT
WH(OPMAIIMOHHBIX YTPO3 JJISl SJIEMEHTOB CAMOU CHCTEMbI M BHEIITHEH CPEJIbl
84. MeTo/1p1 TOBBILIEHUS TOCTOBEPHOCTH BXOIHBIX JTaHHBIX
-OTKa3 OT UCIOJIb30BAHUSA TAHHBIX
-IIpoBeneHne KoMIUIEKCa periaMeHTHBIX paboT
-MHOTOKpaTHBIN BBOJI IAHHBIX U CIMYEHHUE BBEJICHHBIX 3HAYEHUI
-BBenenne n30bITOYHOCTH B TIOKYMEHT [IEPBOUCTOYHUK
-Mcnonb30BaHue BMECTO BBOJAA 3HAYCHHUSI €r0 CUYUTHIBAHHE C MAIIMHOYUTAEMOTO
HOCHUTEJIS
-3aMeHa mporecca BBOJia 3HAUCHUSI MPOIECCOM BbIOOpA 3HAUEHUS U3 TIPEATIaraeMoro
MHO>KECTBa
85. [IpuHnMnuansHOE OTIMYME MEXKCETeBhIX dKpaHoB (MD) or cucrem
obOHapyxenus arak (COB)
-M3 pabotaroT ToIbKO Ha ceTeBoM ypoBHe, a COB — emie u Ha puznueckom
-MD 6111 pa3paboTaHbl 17151 AKTUBHOT'O WU TAaCCUBHOTO OOHapyxeHus, a COB — nis
AKTUBHOW WJIM MTAaCCUBHOM 3alIUTHI
-MD 6pimn pa3paboTaHbl sl aKTUBHOM WM maccuBHOW 3ammthl, a COB — mns
AKTHUBHOTO WJIM TACCUBHOTO OOHAPY>KEHUS
86. CepBuchl 0€30MaCHOCTH:
-KOHTPOJIb IIEJIOCTHOCTH
-K3IIMPOBAHUE 3aNTUCEN
-peryaupoBaHue KOH()INKTOB
-3KpaHUPOBAHHE
-UICHTU(UKALMS U ayTeHTUPUKAIINS
-MHBEPCHS Napojei
-o0ecrnieyeHue 6€30MacHOr0 BOCCTAHOBIICHUS
-mugpoBaHue
87. [Tox yrpo3oi ynajaeHHOTO aJAMHHUCTPUPOBAHUS B KOMITHIOTEPHOW CETH
MOHUMAETCS yrpo3a ...
-HECAHKIIMOHUPOBAHHOTO YIIPABJIEHUS yIAJIEHHBIM KOMITBIOTEPOM
-IIOCTABKU HEMPUEMIIEMOTO COJEPKAHMS
-TiepexBaTa Wiu MOJIMEHBI JaHHBIX HA MyTAX TPAHCTIOPTUPOBKU
-BMEIIATeNIbCTBA B JIMUHYIO KU3Hb
-BHEIPECHHSI arpECCUBHOTO MPOTPaMMHOTO KOJIa B paMKaxX aKTUBHBIX 00beKTOB Web-
CTpaHMI]



88. [TprurHBI BOSHUKHOBEHUS OIMIUOKU B JAHHBIX
-Mcnonb3oBaHne HEJOMYCTUMBIX METOJOB aHAIN3a TAHHBIX
-IIpeqHaMepeHHOE HCKAKEHUE JaHHBIX
-OmunbKa npu 3arucu pe3yabTaToB U3MEPEHHI B MPOMEKYTOUHBIN JOKYMEHT
-HeBepHas unTepripeTanus JaHHBIX
-OmunOKy Ipy MEPEeHOCe TaHHBIX C MPOMEKYTOYHOTO JOKYMEHTa B KOMITBIOTED
-ITorpemHocTs n3MepeHun
-HeycTtpanuMmsble pruurHbI IPUPOJHOTO XapaKTepa
-OummOku npu uAeHTU(PUKAINU 00BEKTA UITH CYOBEKTa X03IHCTBEHHOM 1eATEIIbHOCTH
89. Haun6oinee ahpexTrBHOE CPEACTBO IS 3alTUTHI OT CETEBBIX aTaK -
UCTIOJIb30BAaHUE TOJIBKO CEPTU(UIMPOBAHHBIX MPOTrpaMM-Opay3epoB IMPH JOCTYIE K CETH
HNutepner
-ACIIOJIb30BaHKE CETEBBIX KpaHOB miH «firewall»
-IIOCEIIEHNE TOJIBKO «HAAEKHBIX» IHTepHET-y3110B
-HCII0JIb30BAaHUE aHTUBUPYCHBIX IIPOrpaMM
90. IMonuTHka 6€30MaCHOCTH B CHCTEME (CETH) — 3TO KOMILJIEKC:
-PykoBozcTB, TpeboBaHmit obecnieueHusI HEOOXOAMMOTO YPOBHS O€301MaCHOCTH
-MHCTpyKIMiA, anrOpUTMOB MOBECHUS MOJIH30BATENS B CETH
-Hopwmbl nHGOpMAITMOHHOTO TIpaBa, COOTI0AacMbIC B CETH
91. Paznenbl coBpeMeHHOM KpunTorpaguu:
-YnpaBiieHHE Nepeadyei TaHHbIX
-YrpaBieHue napoasiMu
-KpunrocucTemsl ¢ OTKPBITHIM KITFOUOM
-Kpunrocucrems! ¢ 1y0aupoBaHuEM 3aIUThHI
-CUCTEeMBI 2JIEKTPOHHOH TTOITHCH
-CuMMeTpUYHbIE KPUITOCUCTEMBI
-YpaBiieHHE KIHOUYaMHU
92. JIOKyMEHT, OIpeAeNuBIINN BaKHEWIINE CEPBUCHI  0E30MacHOCTH U
MPEUIOKUBIINN METOJ] KiIaccu(UKauu WHPOPMAIMOHHBIX CHUCTEM TI0 TpPEeOOBAHUSIM
0e30MacHOCTH
-pexomenaanuu X.800
-OpanxeBasi KHUTa
-3akony «OO0 wuH(popmaruu, HHPOPMAIMOHHBIX TEXHOJOTHSIX W O 3alluTe
UHpOpMALIUN
93. VYreuka nundopmanuu — 3710 ...
-TIPOIIECC PACKPBITHS CEKPETHOM MHpOpMaIu
-HECaHKIIMOHUPOBAHHBIM TIPOIECC TMEepeHoca WHQOpPMAIMK OT WCTOYHHKA K
3II0YMBIIIJICHHUKY
-IIPOIIeCC YHUUYTOKEHUST MHPOPMAITUU
-HeTIpeTHaMepEeHHasl yTpaTa HoCUTeNsl HHPOpMAaIiu
94. OcHoBHbIE YIp03bl KOHPHUAECHINATLHOCTH HHPOPMALIH:
-MacKapaj
-3JI0yOTPEOICHUS TTOJITHOMOYHSIMHU
-0JIOKUpOBaHUE
-IiepexBar JaHHBIX
-KapHaBaj
-repeaipecoBKa
95. DneMeHTHI 3HaKa OXpaHbl aBTOPCKOTO TIpaBa:
-HaMEHOBaHUs (MMEH MTpaBOOOIaaaTesNs
-OyKkBbI P B OKpY>KHOCTH UJTH KPYTIIBIX CKOOKaX
-HauMEHOBaHHNE OXPAHIEMOT0 00BEKTa
-roJ1a IEPBOTO BHIMYCKA MPOTPAMMBI



-0ykBbl C B OKPY>KHOCTH MJTM KPYTJIBIX CKOOKax

96. 3ammra wWHPOPMAIMH OOCECIICUMBACTCS TMPUMEHEHHWEM aHTHBHPYCHBIX
CpeAcCTB

-He BCer/ia

-HCT

-na

97. [TpennamepenHas yrpo3a 6e30nacHOCTH HHPOpMAITUU

-omuoOKa pa3padoTuuKa
-IOBpEXJIeHNE Kabems, MO KOTOpPOMY HJAET Iepeaada, B CBS3H C IOTOJHBIMU
YCIIOBUSIMU
-Kpaxa
-HaBOJHEHHE
98. Konuenmust cucteMsl 3alMThl 0T MH()OPMAIIMOHHOTO OPYXXHS HE JOJDKHA
BKJIIOYATb. . .
-CpeJICTBa HAHECEHUSI KOHTPATAKH C TIOMOIIbI0 HH()OPMAITHOHHOTO OPYKHS
-pOLIeIypbl OILICHKHM YPOBHSI U OCOOCHHOCTEM aTaku NPOTHUB HAIMOHAIBHOMN
UH(PaCTPYKTYpPHI B LIEJIOM U OTAEJIbHBIX M10JIb30BaTENEH
-MEXaHU3MBbI 3aIUTHI MMOJIb30BATENEH OT PA3NIUYHBIX TUIIOB U YPOBHEU yrpo3 Ui
HAIIMOHATFHON MH()OPMAITMOHHOW HHPPACTPYKTYPHI
99. Pa3HOBUAHOCTSIMH YIrpo3 ©O€30MacHOCTH (CETH, CHUCTEMbl) SBISIOTCS BCE
NEPEYHCICHHOE B CITHCKE:
-IIporpammHuble, TEXHUYECKHE, OPTaHU3AI[MOHHBIE, TEXHOJIOTHUECKHE
-CepBepHbIe, KITHEHTCKUE, CIyTHUKOBBIE, HA3EMHBIE
-JIuunble, KOpHOpaTUBHBIE, COLIUATbHBIC, HAIIMOHAIbHbBIE
100.0OkxoHuYaTenTHHO, OTBETCTBEHHOCTh 3a 3alMIIEHHOCTh JAaHHBIX B KOMITBIOTEPHOMH
CETH HECeT:
-Bnanenen cetn
-AJIMUHUCTpPATOp CETH
-ITonp30Bareins cetn

3agaHus B oTKpbITOMH dopme

1. OcHOBHBIE YTPO3bI O€30MACHOCTH MPHU pabOTE C pactpeIeTICHHBIMU
CHUCTEMaMH BKJIFOYAIOT aTaKH Ha ...

2. SSL/TLS - 3To mpOoTOKOJIBI MIKU(PPOBAHMUS, UCIIOIB3YyEMBIE JIJIA ...

3. Ataku Ha oTka3z B oociyxkuBanuu (DDoS) - 3To aTaku, KoTOpbie
3aKJIIOYAIOTCA B ...

4, VYmpaBiaeHue IOCTYIOM - 3TO TPOIECC OMPEICICHHs, KTO UMEeT
IpaBo Ha ...

5. byioKY€elH - 3TO TEXHOJOT s, KOTOpasi MO3BOJISIET CO3AABATh ...

6. Pacnipenenennas cucrema - 3TO Ce€Th KOMITBIOTEPOB, KOTOPBIE
paboTaroT. ..

7. Tunel yrpo3, KOTOpble MOTYT BO3HUKHYTH IIpu paboTe cC
pacnpeneneHHbBIMU CHCTEMaMU, BKITIOUAOT B ceO04. ..

8. OCHOBHBIC PUHITUIIBI KpUNTOrpaduu BKIIIOYAIOT B CEOS. ..

Q. MeTtonpl ayTeHTU(PUKAIUK TTOH30BaTEEH, KOTOPHIE MOTYT OBITh
UCITOJI30BaHBI TUTST 3aIUTHI pacrnpeneeHHbIX CUCTEM oT

HECAaHKIIMOHUPOBAHHOTO JI0CTYMa, BKIIOYAIOT B CEO04. . .
10.  Araku Ha oTka3 B o0cimyxuBanuu (DDoS) MoryT npuBecTy. ..



11. TexHonorusi 6I0KYEHH UCTIONB3YETCS 751 OOECTIeUeHusl. . .

12. Hcnonb3oBaHuE BUPTYyAIU3aALUU MOXKET YBEIUYUTH YS3BUMOCTHU
pacrnpeiefIeHHbIX CUCTEM, HO MOKHO MPUHATHh MEPHhI, TAKUE KaK. ..

13. Cucrema o6Hapyxenus Bropxkenuit (IDS) wucnonbsyercs s
3aIUTHI PACTIPEICIICHHBIX CUCTEM, ITyTEM. ..

14, Jlng 3amuthl OT arak Ha oTka3 B oOciayxuBanuu (DDoS)
UCIIOJIB3YIOTCS Pa3JIM4YHbIC MHCTPYMEHTBI M TEXHOJIOTHH, BKIIOYAS:. ..

15.  Jlyis 3amuThl pacupeieICHHBIX CHCTEM OT HECAHKITMOHUPOBAHHOTO
JIOCTYTIA UCTIOIB3YIOTCS Pa3IMUHbIC METOIbI ayTCHTH(UKAIINH TI0JIb30BaTEIeH,
TaKHe Kak...

16. Ilem0CTHOCTH JaHHBIX UTPAET BAKHYIO POJIb B...

17. Hcmonp3oBaHWE BUPTYaIU3aUH MOXKET IOBBICUThH YS3BUMOCTH
pacnpeneNeHHbIX CUCTEM, TTOCKOJIbKY BUPTYATbHBIE CPEIHI. . .

18. Cucrema 0a3 JaHHBIX-JTO...

19.  Jns 3amutel UC oT QumMHra MOXKHO UCIOJI30BaTh Pa3UYHbIC
METO/Ibl, BKJItOUasgs 00y4eHUEe COTPYIHUKOB KOMIIAHUU OCHOBAM 0€30MacCHOCTHU
uH(pOpMaIUH, UCTIOJIB30BAHHUE. ..

20.  Ins 3amutel UC OT ceTeBBIX aTak MOKHO MPUMEHSTh pa3InyHbIe
MEpbl, BKIIF0UYasl HCTIOJIb30BAHIE MEXaHU3MOB 3allIUThI IEPUMETPA, TAKUX KaK ...

3aganus Ha YCTAaHOBJECHUE COOTBETCTBUA

1.YcraHoBuTe COOTBETCTBHE MCKAY Ha3BAHUCM CHCTCMHBLIX BBI3OBOB M HX
OITMCaHUEM

namsiTh aTpuOyTHI (haitlyia U CIIUCOK JUCKOBBIX aJIPECOB IS
OBICTPOTO JIOCTYTA K COJIEP)KUMOMY (haiiia TIPH MOCIEAYIOIIUX
BBI30BaX.

2| Read | b | Koraa Bce oneparuu ¢ ¢aitiom 3akoHYEHBI, (ailsl cieayet
3aKpBITh, YTOOBI OCBOOOIUTH MTPOCTPAHCTBO BO BHYTPEHHEH
Ta0JIMIIE CUCTEMBI.

3| Open | B | OT0T cucTeMHBII BEI30B 00B- ABIISET O MOSIBICHUH HOBOTO (paiina
Y TIO3BOJISIET YCTAHOBUTH HEKOTOPHIE €r0 aTPUOYTHI.

I' | Urenue nanHbIX U3 (aiina.

2.YCTaHOBHUTE COOTBETCTBUE MEXK/Y Ha3BaHHEM OOBEKTa ONepAllMOHHON
CUCTEMBI U €r0 Ha3HAYCHHEM

1| Write | A | Oneparus ycTaHaBIMBAeT yKa3aTeib TEKYIEH MTO3UIIUN Ha
omnpenesieHHoe MmecTo (aiina. [locnenyromue nanHbie OyAyT
CUMTaHbI U3 ATOM MO3UIMHU U 3aITUCAHBI B HEE.

1| Create | A | CuctemMHBIN BBI30B IMO3BOJISIET CUCTEME TIPOYUTATH B ONIEPATUBHYIO




Append

3anuch JaHHBIX B (Dailll, TakkKe B TEKYIYIO MO3UIHIO B (aiie.
Ecnu Texymas mo3uiys HaXouTces B KOHIIE (aitna, pazmep
daiinia aBTOMaTUYECKU YBEINYHNBACTCSI.

Seek

HekoTopsie aTpuOyThI (aiiia MOTYT yCTaHABIMBATHCS
MOJTK30BATENIEM TIOCTIE co3AaHus (aiiaa. DTOT CHCTEMHBIN BBI30B
MPEIOCTABIISAET TAKyI0 BO3MOKHOCTb.

DTOT CUCTEMHBII BBI30B MPEJCTABISET CO00M yceueHHYI0 hopMy
BbI30Ba write. OH MOXXET TOJIBKO J100aBJISATh JaHHBIE K KOHITY
¢aiina. JlaHHBII BBI30B B OMEPAIMOHHBIX CUCTEMAX MOKET
OTCYTCTBOBATb

3.YcTaHoOBUTE COOTBETCTBHE C Ha3BaHHEM paSI[CHHeMOﬁ NaMsATbIO CUCTECMHBIX
BBI3OBOB U UX OIIMCAHHUEM

1| shmget | A | Cayxut asst ynpaBieHus pa3Ho0Opa3HBIMU ITapaMeTPaMHU,
CBA3aHHBIMH C CYHIECTBYIOLUIUM CErMEHTOM
2 | shmat | b | Co3maeT HOBBIH CErMEHT pa3esieMOl aMSATH HIIH HAXOJIUT
CYILIECTBYIOIIUNA CETMEHT C TEM K€ KIIFOUOM
3| shmdt | B | OTkirodaet oT BUPTYaIbHOH MaMsATH paHee MOIKIIOYCHHBIA K HEH
CEerMEHT C YKa3aHHBIM BUPTYaJIbHBIM aJIpECOM Haudaja
[' | [Iogkiro4yaeT CerMeHT ¢ yKa3aHHBIM JECKPUIITOPOM K

BUPTYAIbHOW MTaMATH 00palIaroIerocs mporecca

4.YcraHoBUTE

COOTBCTCTBUEC MCKIAY HA3BAHUCM BHUJAOB IIaMATH W C€TO

OMMCaHUEM
1 | OneparuBHas | A | DTO MPOMEKYTOUHOE 3aIIOMUHAIOIIEE YCTPOUCTRO,
MamsTh UCIIOJIb3YEMOE JIJIsl YCKOPEHUSI OOMEHa MEX Y
npoueccopoM 1 RAM. B coBpeMeHHBIX ITponieccopax
UCIIOJIb3YETCSI HECKOJIBKO YPOBHEW KAII-MaMSITH.
2 | Peructpsl b | D10 snekTpoHHas naMsITh NpeIHa3HaYEHA JJIs

JUTUTEIBHOTO COXPAHEHHUS TPOrPaMMBbI U JaHHBIX.
Hcnonb3yeTcst oHO 715 uTeHus JaHHbIX. Kak mpaBuio, aTa
uH(pOpMaIUs 3alMChIBACTCS MTPU U3TOTOBIICHUU
KOMIIBIOTEPA U CITYKHT ISl HAYaJIbHOH 3arpy3Ku
ONEepaTUBHON CUCTEMBI, MPOBEPKU PaOOTOCIIOCOOHOCTH
KOMIBIOTEPA.




Konr-namate B

DTO yCTpOICTBA, IIe pa3MELIEHbI JaHHbIE, KOTOPBIN
npolieccop 00padaThIBaeT B ONPeEIEICHHBINA TPOMEXKYTOK
BPEMEHHU.

DTO CBEPXCKOPOCTHAS MaMATh mpoueccopa. OHu
COXPAHSIOT apec KOMaHIbl, CaMy KOMaHAY, JaHHBIE JJIs
€€ BBINIOJHEHUS U PE3YJIbTaT.

5.YcraHOBUTE COOTBETCTBME MEXAY HAa3BaHUEM OOBEKTa ONEPALMOHHON

CHUCTCMBI U €I'0 HA3HAYCHHUEM

1

UFS | A | D10 abcTpakTHbIN ypoBEHb MOBEpX 0o0Jiee KOHKPETHOH (HaiisioBOi

CHUCTCMBI

VFS | b | Onucanue cnoco60B B3aMMOJICHCTBHS OJHON KOMIIBIOTEPHOMN

POrpPaMMBbI C JPYTUMU

API | B | HazBanue (aitnoBoii cuctemsl, ucnosibzoBaniieiics B SCO Unix,

System V 1 HEKOTOPBIX APYrUX paHHUX BapuaHTax Unix.

I' | CereBas (aiinoBas cucteMa, KOTOpasi MO3BOJISIET YAaICHHBIM

M0JIB30BATENSIM OOpalatbes K aiiaamMm U JTUPEKTOPUSAM Ha APYTOM
KOMITBIOTEPE B CETH, KAK €CJIM Obl OHM HAXOUJIUCh Ha JIOKAJTbHOM
KOMITBIOTEPE.

6.YcranoBsure

COOTBCTCTBHUC

IUIAHUPOBAHUA U €TI0 OIIMCAHHC

MCIKOY Ha3BaHHECM 3aga4d AJIrOpruTMa

1 | PaBHOMIpaBue A | MuHuMU3anusa BpeMEHH, 3aTPauynBaeMOro Ha
OKHJlaHue 00CITyKHBaHUs U 00pabOTKy 3a/1aun
2 | Ucrionp3oBanue b | [Togaepxka NOCTOSTHHOM 3aHSITOCTH MPOLIECCOpa
Iponeccopa
3 | Bpemst oTkinka B | [IpenocraBnenue kaxaoMy mpoueccy
CITPaBEJIMBOU JT0JIU IIPOLIECCOPHOIO BPEMEHHU
I' | beicTpas peakuus Ha 3a1pOCHI

7. YCcTaHOBHUTE COOTBETCTBUE MCXK/1Y HA3BAHNCM YCJIOBI/Iﬁ H €T0 OIIMCAaHHC

1 | YcooBue B3auMHOTO A | MOXXHO UCKIIFOUMTH, 1103BOJIsIsI OC
HCKJTIOUCHUS OTHUMAaTh y TIpolecca peCypChl
2 | YcioBue oXugaHMS b | MOXHO TOJAaBUTH MyTEM pa3pelICHUs

HEOTPAHUYEHHOTO pa3/iesIeHUs PECYPCOB



https://translated.turbopages.org/proxy_u/en-ru.ru.d18f25ec-63441b79-50ee8905-74722d776562/https/en.wikipedia.org/wiki/File_system
https://translated.turbopages.org/proxy_u/en-ru.ru.d18f25ec-63441b79-50ee8905-74722d776562/https/en.wikipedia.org/wiki/File_system

YcaoBue oTCyTCTBUS
nepepacrpeesieHus

B | MmoxHO HNCKIIOYUTD, ITPpCAOTBpaIias
06p8.30BaHI/IC LCTIN 3aIIpOCOB

I' | MO’XHO TTOAABUTE, MPEIBAPUTEIHHO
BBIJICIISISI pECYpPChl

8. YcTaHOBUTE COOTBETCTBHE MEXAY Ha3BaHWEM (hpeiIMOB U UX OMHCAHUEM

1| page A | lucnieTyep BUPTyaJIbHOM NAMATH MOKET OBICTPO U
frame OTHOCHUTEIILHO JIETKO YAOBJIETBOPUTH POTPAMMHBIE
IpepbIBaHUS
2 | page b | BupryanbHas cTpaHuiia namMsaTH, oroOpakaemasi Ha GU3NIECKYIO
fault CTpaHUILYy
3 | Pagefile | B | Conepxut 00BEKTHI, KOTOPBIE MOTYT OBITh ITPH HEOOXOAUMOCTH

BBII'PY’KCHBI HAa TUCK

I' | OTo ¢aiin noakauku onepanronHou cuctembl Windows. Ilpu
HEXBaTKe onepaTuBHOM mamsatu Windows pe3epBupyer
OMPEICICHHOE MECTO HA JKECTKOM JUCKE M HCIOJIB3YET €T0 JJIs
YBEIIMYEHHUS] CBOUX BO3MOYKHOCTEH.

9. YcraHoBuTE COOTBETCTBUE MEX]y HA3BaHUEM pealiu3aiuil GpailioB u ux
OMHUCaHUEM

HepaspsiBHBIE | A
(aiisibr

MeTton oTcnexuBaHUs NPUHAIIEKHOCTH OJIOKOB JIUCKa
(aiinam 3aKII04aIcs B CBS3bIBAHUU C KXKBIM (haiiiioM
CTPYKTYpPbI JaHHBIX

Croucku b

[Ipocreiiieii cxemoii BoIeaeHUS (aiiaam onpeeIeHHbIX
0JIOKOB Ha JMCKE ABJISIETCS CHCTEMa, B KOTOPOM (pailyibl
MIPEACTABIIAIOT CO00I HAOOPHI MOCIIETOBATEIHHBIX
COCeHUX OJIOKOB JHCKa

Cnoucok ¢ B
HHACKCcaIuen

Merton pazmenienus (aitjioB COCTOUT B MPECTABICHUN
KakJ10ro (paiiya B BUJI€ OJJHOHAMIPABICHHOTO CIIUCKA
OJIOKOB JIHCKa

O06a HemocTaTka MPEAbIAYIIEH CXEeMbI OpTaHU3aIuN
(aitioB B BUJE CIIUCKOB MOTYT ObITh YCTPaHEHBI, €CIIH
yKa3zaTelld Ha CIeAyIomue OJI0KH XpaHUTh HE TPSIMO B
0JI0Kax, a B OTJEIBHON TaOIHIIe, 3arpy’KaeMOi B TTaMSITh,
AJIIEMEHTHI KOTOPOW XPAHAT CChUIKY Ha (pr3nyeckuii 010K




JIUCKa ¥ Ha DJIEMEHT TaOJHUIIbl, COOTBETCTBYIOIIUI
ouepenHoMy OJI0KY (aitna

10.YcTaHOBHTE COOTBETCTBHE MCXKAY Ha3BaAHUCM PCTUCTPOB U UX OIMMCAHHUCM

1 | Peructp naHHbBIX A | Ucnonb3oBancs sl yKazaHus HOMepa HWIWH]IPA, C
KOTOPOTO HEOOXOAMMO BBITIOTHUTH
MPEIKOMITCHCALIHIO
2 | Peructp ommbok b | ConepuUT KOJIMYECTBO CEKTOPOB JJIs ONEPALUU
3aIUCHU WU CYUTHIBAHUS
3 | Peructp B | Ucnionb3yeTcst 1py BBITIOJHEHUM OTIEPALMA YTEHUS
MPEIKOMITCHCALINH WJIY 3aIICH CEKTOpPA B IPOTPAMMHOM PEKUME

BBOJa/BBIBOJA

I' | Onpenensier cocrosane HXKM/] nocne
BBITNIOJIHEHHUS ONlepaluu

11.YcTaHOBHTE COOTBETCTBHE MCXKAY HAa3BaAaHUCM MCTOOOB CKPBITUSA I[G(l)eKTOB
H UX OIIMCaHHUCM

1| Meton A | [Ipu aTOM MeToze TOpOXKKa coaepKaiias 1eeKT
PE3EpPBHOrO cuuTaeTca Hepabodeil u "He 3aMeuaeTcs” KOHTPOIIEPOM
CEKTOpa JIMCKa
2 | Meton b | CyTe MeTOa 3aKITFOYAETCSI B TOM, YTO HA KaXJI0U
pe3epBHOMI JIOPOKKE HAKOMUTEJS pa3MeIaeTcsl 10MOTHUTEIbHBIN,
JIOPOKKHU HEJIOCTYITHBIN B OOBIYHOM PEXHUME pabOThI, CEKTOP U MPHU
oOHapy>keHuu feexTa B KaKoM-TH00 paboyeM CEeKTope
JIOPOKKH, BMECTO HETO BKJIFOYAETCS PE3EPBHBII
3 | Meron B | Takoi meToa mO3BOJISIET UCKIIFOUUTH BCIO IOPOXKKY IIPH
poIycKa oOHapy>KeHUH Ha Hel 1e(eKTOB
nedexTHon
JIOPOKKHU
[ | OTOT METO1 MPUMEHHUM TOJIBKO K HAKOTTUTEISIM,
HCIIOJIB3YIOIINX PEKUM TPAHCIISIIIUU (PU3UIECKUX
MapaMeTPOB B JIOTUYECKHE




12.YcTaHOBHUTE COOTBETCTBHE MCKIY HA3BaHUCM CHUCTCMHBLIX BBI3OBOB W HX

OIIMCaHUEM

1|semget | A

I MAHUITYJIMPOBAHUA 3HAYCHUSMU CeMa(bOpOB

2 |semop | b

JUTSL BBITIOJTHEHUS pa3HOOOPa3HBIX YITPABIISFOIINX OIePAIHiA HaJl
Habopom cemadopoB

3| semctl | B

JUI CO3/1aHusl U MOJTyYeHMs JJOCTyIa K Habopy cemadopos

[' | 3amyck HOBOM pOrpaMMbl B TEKYIIEM ITPOLIECCe

13.YcTaHOBUTH COOTBETCTBHE TEXHUYECKUX KAHAJIOB YTCUKH HHPOPMAITAHN:

1.IlpsimMoit  aKycTHUECKUI
(oxkHa,  ngBepu,  WIEJNH,
IPOEMBI)

DJIEKTPOHHBIE YCTPOWCTBA MEpEXBaTa PEYEBOM
uH(OpMaAIUU C JaTYUKAMH MHUKPO(POHHOTO THIIA
MIPU YCJIOBUU HEKOHTPOJIMPYEMOTO TOCTyHa K HUM
MMOCTOPOHHUX JIUII

2.AKyCTO-ONTUYECKUI
(depe3 OKOHHBIE CTEKJIA)

b. Jlasepusie aKyCTHUYECKHUE JIOKAIIMOHHBIE
CHUCTEMBI, Haxoasmuecs 3a npeaenamu K3

3.AKYCTO-3JIeKTpUUIECKUI
(uepe3  COEIUHUTEINbHbBIC
nuaun BTCC)

Cc. CnenuanbHble HHM3KOYAaCTOTHBIE YCHIIMTEIH,
MOJICOEIUHEHHBIE K COEIMHUTEIBHBIM JIMHUSAM
BTCC, obnanaromme «MUKPOPOHHBIMY» 3PPEeKTOM

d. TIlpocnymmBaHue pa3roBOPOB, BEIYIIUXCS B
MOMEINICHUH 0€3 MPUMEHEHUSI TEXHUYECKUX CPEICTB
MTOCTOPOHHUMHU JIMIIAMHU

14.  YcTaHOBHTH COOTBETCTBHE JAIbHOCTH IMOJABICHHS JUKTO(DOHOB:

1.AHasioroBbie TUKTO(OHBI

5-6 m.

2. 1{udpoBbie TUKTODOHBI

b. He 6oiee 1,5 m

3.AHajoroBbie TUKTOGOHBI B METAJUIMYECKOM | C. 4-5m

Kopmyce
d. [TpakTaecku HE
OJIABJISIFOTCS

15. VYcraHOBUTH COOTBETCTBHUE

1.1 rpynna

. broxupaTopsl mnpeAcTaBisAOT cO00l TeHepaTophl MOMEX C
PYYHBIM  yIpaBlieHWEM, OO€CleuMBarONIMe  MOJCTAaHOBKY
3arpaJuTesIbHOM MOMEXHU B JMAaIa30HE 4acTOT paboThl 0a30BBIX
CTaHIMH COOTBETCTBYIOLIEro cTaHaapra (T.e. B JAWana3zoHe
pabouyux YacTOT NPUEMHHUKOB TeJIe(OHOB COTOBOW CBSI3H).
[lomexa MpUBOIUT K CPBIBY YIPAaBICHHUS COTOBBIM Tese(oHOM
0a30Boil  craHmmm  (TOTeps  CETH) ©  CIEJAOBATEIIBHO
HEBO3MOKHOCTH YCTAHOBJICHHsI CBSI3U M Nepeaadu HHPOpMaIiu.




2.11 rpynma | b.

B cBoeMm cocTaBe kpome nepenaTyuka moMex UMEroT elle
CrielalbHbIA MPUEMHUK, 00eCTICUnBAIOIINI PUEM CUTHAJIOB B
JIMana3oHax 4acToT pabOThl NEPEIATYNKOB TeIe(HOHHBIX
anmnapaToB COOTBETCTBYIOIIETO CTaHAApTA. Y YUTHIBAs, UTO BCS
CHCTEMa COTOBOH CBSI3U pabOTAET B AYIJICKCHOM pEXHUME,
CHeUUaIbHbIA IPUEMHUK UCIIOIb3YETCS KaK CPEICTBO
aBTOMATHUYECKOr'0 YIPaBIEHUS NTepeAaTunkoM rnomex. [lpu
OoOHapyXeHHH CUTHAJIA B OJTHOM U3 TMANa30HOB YaCTOT
IIPUEMHUK BBIJAET CUTHAJ YIIPABJICHUS HA BKIFOUECHUS
nepeaaTyrKa 3arpaJuTeNbHbIX IOMEX COOTBETCTBYIOIIETO
nuanasoHa yacTtot. [Ipu nponagaHuu curHaiga NpUEMHHK BbIIAaeT
CUTHAJI yIIPaBIICHUS Ha BBIKJIIOUEHHUE CUTHAJIA IOMEX
COOTBETCTBYIOILIETO JIMAIA30Ha.

3.1 C.

rpymnmna

Tak Ha3bIBaeMble «MHTEIUIEKTYaIbHbIE OJOKUPATOPHI CBsI3u». Ha
npumepe GSM: npueMHHUK OJIOKHpPATOpa B T€UEHHUE KOPOTKOTO
BpemeHu (mpumepHo 300 mkc) ooHapykuBaeT B K3 uznyuenue
BXOJISIIIETO B CBSA3b MOOMJIBLHOTO TeNe(pOHA, BBIUUCIISIET HOMEP
YaCTOTHOTO KaHajla U BPEMEHHOM CJIOT, BBIACISEMbIN JaHHOMY
tenedony.

OT0 crienMaibHbIe YCTPONCTBA, KOTOPhIE 00€CTIEUMBAIOT
Oecriepe0oitHyI0 nepeiayy JaHHbIX U CUTHAJIOB B
MHOTOTIOIb30BATEIIbCKON Cpefie, ITyTeM aBTOMAaTHIECKOTO
MIEPEKITIOUCHUS Ha HanOoJIee TIOIXOAAIIYIO YaCTOTy IpHeMa 1
nepeaun

16. YCTaHOBHUTH COOTBETCTBHUE:

1.KocBeHHbIE KaHaIbI . CBSI3aHHBIC C JIOCTYIIOM K OJJIEMEHTaM
ACO/l, Ho He TpeOyromire N3MEHEHUsI KOMITOHEHTOB
CUCTEMBI.
2.IIpsiMble KaHAITBI b. He cBsA3aHHBIC C (PU3NYCCKUM JOCTYIIOM K
sanementaM ACO/I.
3.IMomyymieKCHBIN KaHaT C. cBs3aHHbIE C focTynoM K anemeHtam ACO/I u

M3MEHEHHEM CTPYKTYpbl KoMnoHeHTOB ACO/I.

d. mo3BossieT mepenaBaTh JaHHBIE B 00OMX
HamnpaBJICHUSIX, HO  TOJBKO B  OJHOM
HaIIpaBJICHUM 32 Pa3.

17. YcTraHOBUTH COOTBETCTBUE:

1.Hapymurens

HAMEPEHHO  WIYIIMA HAa  HApyIICHHE U3
KOPBICTHBIX MOOYKJIECHUH.

2.310yMBINIJIEHHUK b. muio, npeanpuHSBIICE TMOMBITKY BBIOJHEHHUS

3alpeNIeHHBIX JICMCTBUN MO OMMOKE, HE3HAHUIO




HJIM OCO3HAHHO CO 3JIbIM YMBICIOM HWJIN oe3
TAKOBOI'0, 1 UCITOJB3YIOIICE IJIA OTOI'0 pa3JIMIHBIC
BO3MOKHOCTH, MCTOJIbI U CPCACTBA.

3.B3nommuk

C. JIumo, KoTOpOE€ €  KOPBICTHBIMH  LIEJIAMH
OCYILECTBIJISICT HECAHKI[MOHUPOBAHHBIN JTOCTYIl K
JTAHHBIM WJIA ITPOTPAMMAM.

d. Crmenmanuct, KOTOPBIH 3aHMMAETCS IOWUCKOM H
YCTPAaHCHHEM YS3BUMOCTEH B WH()OPMAITMOHHBIX
CHUCTEMAX, CETAX U MPUWIOKEHUSAX C pa3pELICHUS
VX BIIAJEIbIEB.

18. YcraHOBUTH COOTBETCTBUE HapyluTeneil mo ypoBHam 3Hanuss ACO/L:

1 ypoBeHb

O6sajaeT BHICOKUM YPOBHEM 3HAHHWM M OMBITOM PabOTHI €

TCXHUYCCKUMHU CPCACTBAMH CUCTCMbBI U €C O6CJ'Iy)KI/IBaHI/ISI.

2 ypOBEHb

b. 3naer ¢ynknumonaapHble ocodbeHHOCTH ACO/], OCHOBHBIC

3aKOHOMEPHOCTH  (opMHpOBaHUST B  HECTaHAAPTHBIX
MACCHMBaxX JIaHHBIX M IOTOKOB 3allpOCOB K HHUM. ¥YMeEET
MOJIb30BATHCS IITATHBIMU CPEJICTBAMM.

3 YpOBEHb

3HaeT CTPYKTYpY, GYHKIUU U MEXaHU3MBI JCHCTBUS CPE/ICTB
3aIllUTHI, UX CIa0bIe U CHIIbHBIE CTOPOHBI.

Obnagaet ypoBHEM 3HAHUH B 00J1aCTH IPOrPaMMUPOBAHUS U
BBIYMCIIUTENBHBIX ~ TEXHOJIOTMH,  NIPOEKTHPOBAaHUA  H
skcruryatauuu ACO/L.

19.YcTaHOBHUTH COOTBETCTBHE HAPYIIUTEJICH 10 BPEMEHHU JACHCTBHS:

3 ypoBeHb B nepuoa HEaKTHBHOCTHM KOMIIOHEHTOB CHCTEMBbI
(Hepabouee BpeMs, TepEPhIBbI, PEMOHT U T.I1.).

2 YypOBEHb b. Bo Bpems ¢yukumonupoanus ACOJ] (Bo Bpems
paboThl KOMITOHEHTOB CUCTEMBI).

| ypoBeHb C. Bo Bpewms yactuuHoro ¢pynkuronupoBanust ACO/L.

d. Kak B npornecce ¢pynkimonupoanust ACO/I, Tak u

B ICPHUOa HCAKTUBHOCTH CHUCTCMBI.

20.  YCcTaHOBUTH COOTBETCTBHE HAPYIIUTENICH MO YPOBHSAM BO3MOXHOCTEH
(MCTIOJIB3YEMBIM METOJIaM U BOIIPOCAM):




1 ypoBeHb [IpuMmeHsomMe TNacCUBHBIE  CpEACTBAa  (TEXHUYECKHUE
cpenctBa mepexBata 0e3  Moau(dUKAMU  KOMIIOHEHTOB
CHUCTEMBI).

2 ypoBEHb b. TlpuMmeHsOIUE TOJBKO AreHTYPHBIC METOMBI IOYYCHUS
CBEJICHUI

3 YpOBEHB C. Hcnonw3yronme TOJBKO IITAaTHBIE CPEACTBA U HEAOCTATKU

CHUCTCMBI 3allIUThI, UX CUJIbHBIC ciabnie CTOPOHBI.

d. Ilpumenstomme  MeTOABI W JCHCTBUS  aKTUBHOTO
BO3/IeHCTBUS (MOAU(UKAIIUS U TTOJKIIOYEHHE IOMOJIHUTEIbHBIX
TEXHUYECKUX YCTPOUCTB).

21. BeiObepuTe COOTBETCTBHS AJIsl HA3BAHUI CTaHJAPTHBIX CIYXKO M 3aKpPEIUICH-
HBIX 32 HIMH HOMEPOB MOPTOB:

1FTP 2)80
2 HTTP 6)21
3.DNS B)67
4.DHCP r)53

1)25

3agaHusa Ha YCTAHOBJICHHE HpaBI/IJIbHOﬁ nmocjaeaoBaTeJIbHOCTH

1. VYcraHoBUTE TPaBUIBLHYIO IOCIIEIOBATEILHOCTh ATAllOB OIICHKH
PHCKOB B pacIipeIe/ICHHBIX CHCTEMaX:

a) Unentudukaius akTUBOB U ySI3BUMOCTEH;

b) OneHka ypoBHS yTpO3bI;

c¢) OtieHKa BepOSTHOCTH HACTYIUICHHS YTPO3bI;

d) OueHka BO3MOKHBIX TOCJIEICTBUNA YTPO3bI;

e) OueHka ypoBHS pUCKa;

f) PazpaboTka u peanusaiiys Mep 10 YIPABICHUIO PUCKAMHU.

2. YcraHoBuTe  MPaBWIBHYIO — TOCJIENOBATEIBLHOCTH  JTaIoB
peanu3anyu KOHTPOJIS JOCTYIA B PaCIpe/IeJICHHBIX CUCTEMAX:

a) nentudukanus noiap3oBaTeeil 1 pecypcos;

b) AyrteHtudukanys TMONB30BATENCH W aBTOpU3alMs JOCTynma K

pecypcawm;

¢) YcTaHoBKa IpaB JOCTYTIA;

d) MoHUTOpUHT 10OCTYMA;

€) AynuT nocryra.

3. YcraHoBUTE  MPaBWIBHYIO  TOCJEIOBATENIbHOCTh  JTAloB
peanu3anuu 3amuThl THHOPMAIIUU B paclpeieICHHBIX CUCTEMAaX:




a) O1ieHKa ypOBHsI YIpO3bl U PHUCKa;

b) Pa3pabotka u peanm3anus Mep Mo yIpaBIeHUIO PUCKAMU;

c¢) Ucnonb3oBanue mu@poBaHus JaHHBIX;

d) YcraHnoBka Mep 3alIMThI HA YPOBHE ONEPALIMOHHONW CUCTEMBI;

€) YcTaHOBKa Mep 3alUThl HA YPOBHE MTPUIIOKEHUH.

4. YcTaHoBUTE IPAaBUWIBHYIO MOCIIEI0BATENILHOCT 3TAIOB Ipoliecca
PE3epBHOrO KOMMPOBAHMS JaHHBIX B PACIPEIEICHHBIX CUCTEMAX:

a) OnpeneneHue 4acToThl CO3/IaHNs PE3EPBHBIX KOIHIA;

b) OmnpeneneHre MecTa XpaHEHHs pe3ePBHBIX KOTHIA;

c¢) Bribop meTona pe3epBHOTO KOMMPOBAHUS;

d) Coznanue pe3epBHBIX KOMHIA;

e) [IpoBepka LEeTOCTHOCTH U AOCTYITHOCTH PE3EPBHBIX KOMUIA.

S. VYcTaHOBUTE  MPAaBWIBHYIO  IOCJIEIOBATEIbHOCTh  ITAlOB
peanMzanMu  Mep 1o  obOecrieyeHHo  (U3MYECKON  0e30MacHOCTH B
pacnpeeIeHHbIX CUCTEMAX:

a) UnenTudukanus KpUTHUECKUX 30H;

b) YcraHoBka cucteM BUICOHAOIIOACHUS U KOHTPOJIS JOCTYTIa;

¢) YcranoBka ¢pu3nueckux 0aphepos;

d) Onpenenenne MecTa pacioiOKEHUSI CEPBEPHBIX KOMHAT;

e) OnpeneneHne MecTa pacroyoKeHHs PE3EPBHBIX HCTOYHUKOB MUTAHUSI.

6.YcTaHoBHUTE MPaBUIIBHYIO MOCJIEIOBATEILHOCTD MIATOB JIJISl yCTAaHOBKU

Y HacTpOUKHU OpaHaMay3pa Ha cepBepe, YTOObI 00ecreunTh 0€3011acCHOCTh

pacupeaeaeHHOW CUCTEMBI:

a) CkauaTh 1 ycTaHOBUTH HeoOxoaumoe 110

b) HactpouTts npaBuiia 6panaMayaspa

C) 3amycTtuTh OpaHaIMaydp U T00aBUTH €0 B aBTO3AITYCK

d) [IporectupoBath OpaHIMaydp, KCIIOIB3Ys YSI3BUMOCTH, U3BECTHBIC JIS

BAallIEH CUCTEMBI

e) Co31aTh pe3epBHYIO KOIUIO HACTPOEK OpaHaMayspa

7. YCTaHOBUTE TPABWIIBHYIO TMOCJIEIOBATEIBHOCTh JCUCTBUU A
3alIUThl PACIPECICHHON CUCTEMBI OT aTakK, UCIOJIB3YIOLUINX YI3BUMOCTH BEO-
MIPUJIOKECHUM:

a)  CkaHupoBaHHUE BEO-NIPHUIOKCHUI HA YSI3BUMOCTH
b)  HcnpaBneHue HaiiIEeHHBIX YSI3BUMOCTEH
c)  OmpexmeneHne  TUpaBWIbHBIX  HACTPOeK  (aepBosia  JUIs

NPEOTBPALICHHS aTaK

d)  VYcranoBka cucTeMbl OOHAPYKEHUST BTOPIKECHUI

e)  PerynspHoe 0OHOBIICHHE TPOrPAMMHOTO OOCCIICYCHHUS CHCTEMBI

8. YCTaHOBUTE TPABUIIBHYIO TOCJIEIOBATENBHOCTD JACUCTBUU IS
oOecnieueHrss 0€30MacCHOCTH  JIaHHBIX, INIE€PEJaBa€MbIX MEXIY Y3JaMu
pacnpeneseHHON CUCTEMBI:

a)  Bsibop mpoTokoiia 6e30MacCHOCTH Mepeauu JaHHBIX

b)  VYcraHoBka u HacTpo¥ika cepTH(UKATOB OE€30MaCHOCTH

C) 3amuTa maposiei ¥ JIOTHHOB

d)  Peanusarus 3amuThl OT aTak MEKCETEBOTO PKpaHa



e)  Hacrpoiika mudpoBaHus JaHHBIX

9. YcTaHOBUTE MPABUIIBLHYIO TOCIEAOBATEILHOCTh JCHCTBUMA IS
3aIUTHI paclpe/IeIEHHON CHCTEMBI OT aTak Ha YPOBHE MPUJIOKCHUM:
a) CkaHUpOBaHKE MPUIOKEHUN HA YI3BUMOCTH

b)  YcraHoBka cucTeMbl OOHAPYKEHHUS BTOPIKEHHIMA

C) HcnpaBineHne HAaMEHHBIX YA3BUMOCTEN

d) [IpoBepka Hamuuyusi HECAHKIMOHUPOBAHHBIX CIIEHAPUEB BeO-
IPUIIOKEHUN

e) PerynsipHoe 0OHOBIIEHHE MPOTPAMMHOI0 00ECIIEUEHUSI CUCTEMBI

10. VYcraHoBuTE MPaBWIBHYIO TIOCIEIOBATEIBHOCTD JCUCTBUN IS
oOecrieueHus 0€30MACHOCTH PACIIPEACIICHHON CHCTEMBl MPU HCTOJIb30BAHUH
00JTaYHBIX CEPBUCOB:

a) OmnpeneneHre PUCKOB UCIIOJIb30BaHUS 00JaYHBIX CEPBHCOB

b) Br160op HazexxHOTO 00J1a4HOTO TIpOBaiiepa

C) Hacrpoiika ynpaBieHus JOCTYIIOM K JaHHBIM

d) Hacrpoiika MmexaHn3mMa pe3epBHOTO KOMTUPOBAHUS

e) PerynsipHblii MOHUTOPUHT G€30MTACHOCTH CUCTEMBI

11. PaccraBbTe JeHCTBUA IO YCTAHOBIICHUIO O€30MTACHOM CBSI3U MEXTY
KJIMEHTOM U CEpBEPOM:

a) KiueHT mochlaeT 3ampoc Ha MOAKIIOYEHUE K CEPBEPY

b)  Cepsep oTnpaBiseT KIUCHTY CepTHPHUKAT O€30MaCHOCTH

C) KireHT mpoBepsieT Moy IMHHOCT CEPTH(HUKATA

d)  KiueHt u cepBep 0OMEHUBAIOTCS CEAHCOBBIM KITFOYOM

e) KnueHT u cepBep HauMHAIOT OOMEH JaHHBIMH C MCIIOJb30BaHUEM
CEaHCOBOTO KJTI0Ya

12. PaccraBbTe aeicTBUS IO 00eCIEUEHUIO O0€30MaCHOCTH JAHHBIX B
pacupeneaeHHOU CUCTEME:

a) 3ammdpoBath nepegaBaeMble TaHHBIC

b)  AyreHTH(HIHPOBATH MOIb30BATEIICH

C) OrpaHuyuTh TOCTYI K pecypcaM CUCTEMbI Ha OCHOBE POJICH U TIpaB

d)  VYcraHoBuTh  MeXKceTeBble ~ OKpaHbl IS OJIOKUPOBKH
HEXEJIaTeIbHOTO Tpaduka

e) YcraHoBuTh OOHOBIIGHHUS O€30MACHOCTH JJIS MPOTPAMMHOTO
o0ecrieueHus: CUCTEMBbI

13. PaccraBpTe neiicTBUA TIO TPOTHMBOACHCTBHUIO arake DDoS Ha
pachpeeieHHYI0 CUCTEMY:

a) OnpenenuTh UCTOYHUK aTaku U 3a0J10KUpoBaTh ero IP-ampec

b)  VcraHOBUTH MeKCeTeBbIE SKpaHbl I OJOKHPOBKH BXOJISIICTO
Tpaduka

C) Hcnonp3oBathk cpeacTa s GunbTpanuu Tpaduka 1 0oTOPaKOBKU
MO/I03PUTEITHHBIX TTAKETOB

d)  Hcmomp3oBaTh TEXHOJOTMHM  OAQJaHCUPOBKHA  HArPY3KH IS
pPaBHOMEPHOTO pacmpeneneHus Tpaduka 1mo ceppepam

e) [ToBBICHUTH TPOMYCKHYIO CIHOCOOHOCTH CETH, YTOOBI BBIIEPKATh
OombI110i 00beM Tpaduka



14. VYcraHoBUTE NPaBWIbHYIO MOCIEIOBATEIbHOCTh JEUCTBUM st
obOecrieueHus: 6€30MaCHOCTH B MpoOIecce ayTeHTU(HUKAIMKM T0JIh30BaTeNeil B
pacnpeneIeHHON CUCTEME:

a. [Tonb3oBaTeNb BBOAUT JIOTUH U MAPOJIb
b) Cucrema npoBepsieT NPaBUIBHOCTD JJOTHHA U TTApOJIs
C) Cucrema BbIJa€T TOKEH /IS JOCTYIA K pecypcam

d)  Iloxp3oBaTens Mmoydaer AOCTYI K pecypcaM ¢ TOMOIIbIO TOKeHA

15. VYcraHoBuTE NpaBUWIBbHYIO MOCIEIO0BATEILHOCTh JEUCTBUM st
3alIUTHI JAHHBIX B paclpeesieHHON CUCTEME:

a) Jlannble mudpyroTCs ¢ MOMOIIBIO aNTroOpuTMa MU(POBAHUS

b) 3ammdpoBaHHbIE TaHHBIC TIEPEIAOTCS TI0 CETH

C) [TomyuaTtens pacmu@poBbIBaeT JaHHBIE C TOMOIIBIO KITF0Ya

d)  /lanHbIe COXpaHSIOTCS B 3alIM(PPOBAHHOM BHJIE Ha JIUCKE

16. VYcraHOBHTE MNPaBWIBHYIO TOCIEIOBATEIBHOCTh EHCTBHMA IS
IpEeIOTBPALICHHS aTaK Ha PACTIPEACIECHHYIO CUCTEMY:

a) WnenTndunmpoBanre NOTEHIUAIBHBIX YA3BUMOCTEH B CUCTEME

b)  Pa3paboTka ruiaHa Mep 1O YCTPAHECHUIO YSI3BUMOCTEH

C) Peanusaius mep 6€3011acCHOCTH B CUCTEME

d)  MonHuTOpUHT 1 OOHOBJIEHUE Mep OE30ITACHOCTH B CHCTEME

17. VYcraHOBHUTE MNPaBWIBHYIO TOCIEIOBATEIBHOCTh IEHCTBHMA IS
oOecrieueHus (pU3NIECKOil OE30MACHOCTU PaCcCIPEIEIEHHON CUCTEMBI:

a) OrpanndeHne A0CTyna K CEpBEPHON KOMHATE

b)  YcraHoBka cucTeMbl BUICOHAOIIOACHUS M KOHTPOJIS JOCTYIa

Cc)  PesepBHOE KOMMpPOBaHUE TaHHBIX

d)  Perymspnas mpoBepka 0O0OpYIOBaHUS U YCTPONCTB Ha HATHUUE
YSA3BUMOCTEN

18. VYcraHoBuTE NPaBUIBHYIO IIOCIICIOBATEIBHOCTh JCUCTBUN JIS
o0ecrniedyeHus 3alUThl OT BHEUTHUX aTaK Ha pacHpeeIeHHYI0 CUCTEMY:

a. VYcranoBka Opanamayspa AJi KOHTPOJIS BXOASILET0 U UCXOASILEr0
Tpaduka

C. YcraHoBka MpOrpaMMHOTO OOecliedeHHs] JUIsi  OOHapyKeHUs
BPEJOHOCHBIX ITPOrpamMmm

d. YcranoBka cucteMbl 0OHAPYKEHHSI BTOPKEHUIN

e. PerynsipHoe OOHOBJIEHME MPOrpaMMHOIO  OOECHEYEHHS WU

ONEPALIMOHHOMN CUCTEMBI.

19. VYcraHoBuTE MOCIENOBATEILHOCT AEUCTBUUA I oOecredeHus
0€30MacHOCTH JaHHBIX B PacCHpeIeICHHON CHCTEME:

a) Pa3zpaboTtka nmonuTrku 0€30MacHOCTH

b)  Pa3paboTka MexaHH3MOB MIHM(DPOBAHUS JAHHBIX

C) VYcranoBka Mep 0€30MacHOCTH Ha BCEX YPOBHSIX CHCTEMBbI

d)  Cosnmanue pe3epBHBIX KOMHIA JaHHBIX

e) Ornenka 3 PeKTHBHOCTH Mep OS30ITaCHOCTH

f) PerymsipHOe OOHOBIICHUE M TATYHHT CHCTEMBI

9) OOyueHnue moJib30BaTeNeH MpaBuiiaM 0€30MaCHOCTH



20. VYcraHOBUTE TPABWIBHYIO MOCIEIOBATEIHLHOCTh JCHCTBUN IS
MOHUTOpPHUHIa 0€30MMACHOCTH B PaclpeieNIeHHOM CUCTEME:

a) Pa3paboTka moJMTUKH MOHUTOPUHTA 0€3011aCHOCTH

b) YcraHoBKa MOHUTOPUHTOBBIX HMHCTPYMEHTOB Ha BCEX YPOBHSAX
CUCTEMBI

C) OmnpeneneHne KPUTUYECKUX PECYPCOB [T MOHUTOPUHTA

d) OnpeneneHue TMOPOrOBBIX 3HAYEHWM I OMOBELIEHUH O
HapyIIeHUIX 0€30MacHOCTH

e) PerynspHblil aHaIM3 ¥ HHTEPIIPETAIS JTAHHBIX MOHUTOPUHTA

f) [TpunsiTre Mep Mo MpeAOTBPAIICHUIO HAPYIIICHH O€30MacHOCTH

21. YkaxxuTe MpaBUILHYIO TTOCIIEIOBATEILHOCTD JIJIsI CTOJIOIOB TAaOJIUIIBI

MapIIpyTH3AIAN:

a) IP-aapec crenyroliiiero o MapupyTy MapuipyTU3aTopa;

0) MeTpHKa MapuIpyTa;

B) a/IpeC CETH/IOICETH/X0CTa HA3HAUCHHS;

r) IP-ampec ucxopasiiero nopra TEKyImero MapupyTu3aTopa;

J1) MacKa MoJICETU Ha3HAUCHHUS.

IIkajia oueHUBAHUS Pe3yJIbTATOB TECTHPOBAHUS: B COOTBETCTBUU C
JEeHUCTBYIOIIEH B YHUBEPCUTETE OaIbHO-PEUTHHTOBOM CHCTEMOM OIICHHBAHHUE
pe3yIbTaTOB MPOMEKYTOYHOM aTTECTAlMUA OOYYAIOUIUXCS OCYIIECTBIISIETCS B
pamkax 100-OayuibHOM IIKadbl, MPU O3TOM MAaKCUMAaJbHBIM Oamn 1o
IPOMEKYTOUYHOM aTTecTali OO0y4aroluxcsi MO O4YHOM QopMe oOydeHHs
cocTaBisieT 36 OaIOB, MO OYHO-320YHOW M 3a04HOU (popmam oOydeHuss — 60
0aitoB (yctaHoBlieHO nosioxenuem 11 02.016).

MakcuManbHblii 0a/l 3a TECTUPOBAHUE MPEACTABISET COOOW Pa3HOCTH
JIBYX YHCEJI: MaKCUMaJIbHOrOo Oajlyla MO MPOMEXYTOUYHOM aTTecTalluu IS
naHHoOM QopMbl oOyuenust (36) W MakcUMaldbHOrOo Oajuia 3a pelieHue
KOMITE€TEHTHOCTHO-OPHUEHTHUPOBAHHOM 3a71a4 (6).

bann, momydeHHBIM 00yd4arommMcs 3a TECTUPOBAHHE, CYMMHUPYETCS C
OaJi;IoM, BRICTABJICHHBIM €MY 32 PEIICHHE KOMITETEHTHOCTHO-OPUEHTHUPOBAHHOMN
3aJlau.

OO6mumii 6am1 Mo NPOMEKYTOUHON aTTEeCTAllMd CYMMHpPYETCS ¢ OajiaMu,
MOJIYYCHHBIMU ~ OOy4YaloOIMMCS 10  pe3yJbTaTaM TEKYIIero KOHTPOJIsS
YCIIEBAEMOCTH B TEUCHUE CEMECTpa; CymMMa OalJIoB MEPEBOJUTCS B OLIEHKY T10
5-0aIbHOM 1IKaJe CAeAYIONUM 00pa3oM:

Cootserctue 100-0amibHOM U 5-0ayIbHOM KA

Cymma 6amtoB o 100-6amnpHoM mikane | OueHka no S5-0ajuibHOW HIKaje
100-85 OTJINYHO

84-70 XOPOIIIO

69-50 YJIOBJIETBOPUTEIIHHO

49 u menee HEYJIOBJIETBOPUTEIBLHO

2.2 KOMIIETEHTHOCTHO-OPUEHTHUPOBAHHBIE 3AJTAYH




Kommanust X pa3pabarpiBaeT NMpUIOKEHUE JIJIST XpaHEHHS U 00pabOTKH
KOH(UICHIIMAbHBIX ~ JaHHBIX CBOMX KIMeHTOB. Kakue wmepbl
0€30MacHOCTU JAOJKHBI OBITh MPEANPUHATHI JUIS 3aIIUTHl 3TUX JTaHHBIX?
Kakne pucku MOTyT BO3ZHUKHYTH IPU HENPABWIBHON peaiu3alud Mep
6e3onacHocTH?

Kommnanust Y ucnosnp3yeT o0JauHOe XpaHWUIIUIIE NJIs XPAHEHUS CBOUX
naHHbIX. Kakue mepbl 0€30MacHOCTH JIOJKHBI ObITh MPEANPUHSTHI TS
3alIUTHl JaHHBIX B oOyake? Kakue pUCKM MOTYyT BO3HUKHYTH IIpHU
HEIpaBUIBLHON peann3auuyd Mep 0e301acHOCTH?

Komnanus Z ucnonbszyeT OTKpoIThIi Wi-Fi1 A1 CBOMX COTPYIHUKOB BO
BpeMs KOMaHAMPOBOK. Kakwe Mephl 0€30mMacHOCTH JOJDKHBI OBIThH
OPEANPUHATEl IS 3alUThl  KOH(PUIACHIHMATbHONW  WHOOpMaIuu
komnanuu? Kakue pHCKH MOryT BO3HUKHYTHh IpPU HENPABUILHOU
peanuzanuu Mep 6e30macHOCTU?

Komnanus A paccmaTpuBaeT  BO3MOXHOCTb  HCIIOJb30BaHHUS
OMOMEeTpUYEeCKON ayTeHTU(PUKALUU I BXOJIa B CBOIO cucteMy. Kakue
PUCKM MOTYT BO3HHMKHYTh IIpU HCIOJIb30BAHMM TaKOro MeToAa
ayrentudukanun? Kakue wMepbl 0€30MaCHOCTH  JOJDKHBI — OBIThH
OpPEANPUHATHl Uil 3al0UThl  JAHHBIX  [PU  HKCIOJb30BaHUU
OoroMeTpudecKkoil ayreHTuduranum’?

Komnanus B wucnonb3yeT cuUCTeMy BUPTYaJIbHBIX MaIllMH JJIs CBOUX
coTpyaHukoB. Kakue Mepbl 0€30MacHOCTH JOJKHBI ObITh MPEATPUHSATHI
JUISL 3alllUThl IAHHBIX B BUPTYaJIbHBIX MamnHax? Kakue pucku MOryT
BO3HHMKHYTbH IPU HEMIPABUIILHOMN peanu3alnuu Mep 0e301acHoCT?

Bbl  pabotaeTe B KpynHOWl  KOMIAaHUHM, KOTOpass HCIOJIb3YyET
pacrnpeieNIeHHYI0 CUCTEMY JUTsl XpaHeHUsI U 00paOoTKu JaHHbIX. OJIUH U3
BalllUX KOJIJIEr COOOIIMI BaM O TOM, YTO OH MOJYYWJ IMHUCHMO OT
HEU3BECTHOTO OTIPABUTENS, B KOTOPOM TOBOPUTCS] O BO3MOYKHOM yTEUKE
KoH(uIeHManpHOM uHOpMaIMU W3 Bamied KommaHuU. YTO BbI
cAenmaeTe B TEPBYIO odepelb, 4TOOBl YOeIUThcsS B O€30MaCHOCTH
CUCTEMBI?

Baiia komnaHust HCTIOJIB3YET pacpe/ICICHHY0 CUCTEMY JIJIs1 XpaHEHUS U
00paboTKK JaHHBIX KJIUEHTOB. OJIHAKO, BBl 3aMETUJIM, YTO MPOU3O0IILIA
yTeYKa HEKOTOpou KoHpuaeHuuanbHOW uHbopmanuu. B pesynbrare,
HECKOJIbKO KJIMEHTOB MOTEPsUId JOBepue K Bariedl kommaHuu. Kakue
Mepbl BBl TpEANpUMETe, 4YTOObl BOCCTAHOBUTH JOBEpPUE KIHMEHTOB U
3alUTUTh JaHHBIE B OyayiiemM?

Bbl paGoraete B KOMaHie, KOTOpasi OTBeYaeT 3a Oe30MacCHOCTh
pacnpeneaeHHOM CUCTEMbl Balield KoMraHnuu. OIWH U3 BalllMX KOJUIET
MPEIOKUIT U3MEHUTD MAPOJIM JJISI BCEX MOJIb30BaTENIed CUCTEMBI pa3 B
mecsai. OpgHako, Opyro Kojuiera CUMTaeT, 4To ATO HEedDPEKTUBHO U
MOXET HEraTHBHO MOBJIMATh HAa MPOU3BOAUTEILHOCTh. Kak Bbl pemiure
ATy CHUTYallUI0 U Kakhe Mepbl O€30MacHOCTH BbI MPEIJIOKHUTE BMECTO
W3MEHEHHUS maposein?



9. Bama xommaHus peniwia KCIONb30BaTh OOJAYHBIC TEXHOJOTHUU IS
XpaHeHuss W o0OpaboTku paHHbIX. Kakue Mepbl 0€30MacHOCTH BbI
NPEJIOKUTE JUIsT 3alIUThl JAHHBIX W oOecreueHuss Oe30MacHOCTH B
oOnake?

10.Bamia koMnaHusi KCMONB3YET pACIPECICHHYIO CUCTEMY ISl 00pabOTKU
KpYIHBIX 00beMOB JaHHBIX. Kakue Mepbl 0€301aCHOCTH BbI MPEIJIOKUTE
Jutst 3amuThl oT DDoS-atak v 1pyrux yrpos, CBS3aHHBIX C JOCTYIOM K
cucreme?

11.3agavya Ha aHanu3 pUCKOB: BaMm mopyyeHO MPOBECTH aHATIU3 PUCKOB JJIs
pacIpeneIeHHON CHCTEMBI, COCTOSIIEN M3 HECKOJBKHUX CEpPBEPOB, Ha
KOTOPBIX XpaHUTCA KOH(pUIeHIIMaabHas nHpopManus. Kakue maru Bbl
OyneTe mpeanpUHUMATE TS BBITTOJTHEHUS 3TOTO 3a1aHUS?

12.3amava Ha BBIOOp MeToma tmmdpoBaHusa: Bbel  pa3pabareiBacTe
pacmpesiefieHHyl0 CUCTEeMy, KoTopas OyJeT HCHOJIb30BaThCs st
nepeaaun KoHpuaeHIManbHoU nHpopManuu. Kakoit meto mmdpoBaHus
BbI BbIOEpeTe U mouemy?

13.3amaua Ha oneHKy yrpo3: Bamia komMnaHust HICIIOJIb3YeT paclpeeIeHHYIO
CUCTEMY JIJIsi XpaHEHHs U 00pabOTKH KOH(MUICHIIUATHEHON MH(GOPMALIHH.
Kaxkue yrpo3bl MOTYT BO3HUKHYTB JIJ151 0€30ITaCHOCTH ATOM CUCTEMBI M KaK
MO>KHO 3aIlIUTUTHCS OT HUX?

14.3anaya Ha BBIOOp ayTeHTU(UKAMOHHOrO MeTona: Bel pa3pabaTeiBaeTe
pacmpeneNieHHyl0 ~ CHUCTeMy,  KoTopas  OyIdeT  HMCHOJb30BaThCS
HECKOJBKAMH TIOJIh30BaTeIsIMA. Kakol MeTon ayTeHTH(UKAIMHA BB
BbIOEpETE U TOUEMY?

15.3amaya Ha [UIAHUPOBAaHUE pEarupoBaHWs Ha WHUWJCHTH: Bama
KOMITaHHSI WCIIOJIB3YET PACTPEICICHHYIO CHCTEMY, KOTOpas XpaHWT U
oOpabatbpiBaeT KoH(pUIeHIUANbHYI0 HHMOopMaluio. Kak Bbl CIuTaHupyeTe
pearupoBaHre Ha BO3MOXKHBIC WHIIMJCHTHI, TAKUE KAaK B3JIOM CHCTEMbI
WM yTeuka AaHHbIXx? Kakue maru Bl MpeAnpUMETe, YTOObI CBECTH K
MUHHUMYMY TOTEHIIMAJILHBIN yiepo?

16.Kommanust X HCHONB3YET pacHpe/leICHHYI0 CHUCTEMY it 00pabOTKH
CBOMX JlaHHbIX. OJIHAKO, HEKOTOPhIE COTPYAHUKNA KOMITAHUH 3aMETHUIIH,
YTO UX MEPCOHAIILHBIE JaHHBIC TaKKe 00pabaThHIBAIOTCS B 3TOM CUCTEME.
Kakue wMepbl 0€30MacHOCTM HEOOXOJUMO TMPUHATH JUISl  3alUTHI
MIEPCOHAIILHBIX JJAHHBIX MTPH UCTIOJIB30BAHUH PACIIPEACIICHHBIX CUCTEM?

17.Kommaaust Y HCHONB3YET PACHpPECICHHYI0 CHUCTEMY Il 00pabOTKH
cBoMX (puHAHCOBBIX MaHHBIX. (OJHAKO, HEKOTOPHIE COTPYIHUKH
KOMITAaHWH YKPaJIA JIOTHH M TIAPOJIb OT YYETHOM 3aIMCH aIMUHHUCTPATOPA,
UMEIOIIeH JOoCTym K dTod cucreme. Kakwe wmepsl 0e30MMacHOCTH
HEO0OXOMMO TIPUHSTH JJIS MPEJOTBPAIIEHUS TAKUX UHITUJECHTOB?

18.Komrmanusi Z MCHONB3YyeT PaCIHpeesICHHYI0 CHCTEMY JIJIsi XpaHCHHS U
00pabOTKM CBOMX KIMEHTCKMX JaHHBIX. OpjHako, cucrema Oblia
aTaKOBaHa 3JI0yMBIITUICHHUKAMU, KOTOPhIE YKPAJIA OOJIBIIIOE KOJTUYECTBO
ATUX NaHHbIX. Kakue Mepbl 6€30MmacHOCTH HE0OX0IUMO MPUHSATh, YTOOBI
n30exKaTh MOJOOHBIX UHITUJECHTOB B OyIymiem?



19.Kommanust A MCHONB3YeT pacCIpelleieHHYI0 CUCTEMY g 00paboTKu
CBOMX JIaHHbIX. OJIHAKO, HEKOTOPbIE COTPYAHUKMA KOMITAHUU 3aMETHUIIH,
YTO UX MEPCOHANIbHBIE JaHHBIE TaKKe 00pabaThIBAIOTCS B 3TOM CUCTEME.
Kakue 3akoHomarenbHble HOPMBI HEOOXOAMMO YYUTHIBATh IPHU
00paboTKe MepCOHANBbHBIX TAHHBIX B PACIIPEACIICHHBIX CUCTEMAX ?

20.Komnanust B ucnonbs3yeT pacnpeleseHHYI0 CUCTEMY I XpaHEHUsS U
o0paboTku cBoMX (PUHAHCOBBIX JaHHBIX. OJHAKO, HEKOTOpHIE
COTPYIHHKH KOMITAaHWHM 3aMETWJIM, 4YTO JaHHBIE Ha cepBepax,
HAXOJSIIMXCS B JPYyro crpaHe, He 3amugpoBanbl. Kakue wmepsl
0e30MacHOCTH HEOOXOJMMO MPUHATH JJs 3alIUThl JIaHHBIX IIPH
UCIIOJIb30BaHUU PACIIPEICICHHBIX CUCTEM B IPYTUX CTpaHax?

21.Kommanus pemmna mnepeBecTd cBoro WT-uHbpacTpykTypy B 00J1aKO.
Kakue mepsl 6e30macHOCTH HEOOX0IUMO TPUHSTH VIS 3AITUTHl JAHHBIX
KOMIIaHUU?

22.Pa3paboTymK Hamucal KoJ1 1Jisl pacipeieIeHHON CUCTEMBbI, OJTHAKO 3a0bL1
ycTaHoBUTH 3amuTy oT DDoS-atak. Urto cnemyer cpaenatrb, 4TOOBI
n30exkaTh TaKUX aTak?

23.KomnaHus X04eT COKpaTUTh PAcX0/Ibl Ha 0€30MaCHOCTDb paclpe/IeICHHON
cuctembl. Kakue wepbl 0€30MaCHOCTHM MOXKHO OITYCTUTh, YTOOBI
COKOHOMHTH JIEHbI'H, U KaKhe Mephl HEOOXOJUMO COXPAHHUTh B JIIOOOM
ciy4ae?

24.B xoMIIaHUW UMEETCS HECKOJIBKO CEPBEPOB, PACIOJIOKCHHBIX B Pa3HBIX
ctpaHax. Kakue Mepbl 0€30MacHOCTH HEOOXOJIUMO TMPUHSTH, YTOOBI
3alIATUTH JaHHBIC, XPAHSIIIHECS HAa dTUX cepBepax?

25.Pa3paboTyrK HaMMcal KO JIJIs paclpeieIeHHONW CUCTEMBI, OJTHAKO 3a0bLT
YCTaHOBUTH 3aIIUTy OT BHEAPEHHUs BPEAOHOCHOTO Koma. YTto ciemyet
c/ieNath, YTOOBI U30€KaTh TAKOW yrpo3bl?

26.KoMItaHusi X04eT HCIOJIb30BaTh OJOKYCHH-TEXHOJIOTHUU JIJII XPaHCHHS
naHHpIX. Kakue Mepbnl 0€301acHOCTH HEOOXOIUMO IPUHSATH, YTOOBI
3aIUTUTH JaHHBIC, XpaHSIIHecs Ha O1oK4YehH-TmaTGopme?

27.Pa3paboTuymk HamKcall KO ATl pacpeieICHHON CHCTEMBI, OJTHAKO 3a0b1IT
YCTaHOBUTH 3anuTy oT SQL-unbeknuii. Uto crienyer caenaTh, 4TOOBI
n30exKaTh TaKOW yrpo3bi?

28.KoMmnanusi MCHOJB3YyeT OTKPBITBIM HMCXOMHBIA KOJ JJIs CBOEH
pacnpeneneHHoil cuctembl. Kakume mepwl 0e30macHOCTH HEOOXOAMMO
MPUHSATH, YTOOBI 3aITUTUTH CHCTEMY OT YSI3BUMOCTEH B KOJIE C OTKPBITHIM
MCXOJIHBIM KOAOM?

29.Pa3paboTuuk Hanycal Ko AJIs pacipeeICHHON CUCTEMBI, OJTHAKO 3a0b1IT
YCTAaHOBUTH 3alIUTy OT (ummHr-atak. Yto ciemayer caenaTh, 4TOOBI
n30eXaTh Takoi yrpo3bi?

30.KoMnanusi XO4eT HCMOIb30BaTh MYJIbTHU(PAKTOPHYIO ayTEHTU(UKAIIUIO
JUISL CBOEM pacrpenesieHHoN cuctembl. Kakue Mepwsl 0e30MacHOCTH
HEOOXOJMMO TPUHSTH, YTOOBI 3AIUTUTH JAHHBIC, HCIIOIb3YEMBIE IS
MYyJIBTH(PAKTOPHON ayTeHTU(DUKAIIH?



IIIkajia oueHUBAHHUS PellleHUs KOMNETEHTHOCTHO-OPUEHTUPOBAHHOI
3aJa4d: B COOTBETCTBMM C JICWCTBYIOIEW B YHUBEpcUTETE OalibHO-
PEUTHUHTOBOW CUCTEMOM OLIEHUBAHKE PE3YyJIbTATOB IPOMEKYTOUHON aTTeCTAllUN
oOy4Jaronuxcst ocymiecTpisiercsi B pamkax 100-0ayibHOM HIKaIbl, MPU 3TOM
MaKCUMaJIbHBINA OAJLJT [0 MPOMEKYTOYHOU aTTECTAI[MU 00YUYaIOIIUXCS IO OUHOMN
dbopme 00yueHus cocTaBisieT 36 6aIIIOB, IO OYHO-3a0YHON U 3a09HOU popmam
o0yuenus — 60 (ycrtanosneHo nosnoxxenuem 11 02.016).

MaxkcumanbHOE KOJMMYECTBO OaysioB 3a pelIieHHe KOMIETEHTHOCTHO-
OpPUEHTHUPOBAHHOM 3a1aun — 6 OaIOB.

bann, mnomydeHHBIH oOyd4aromuMcs 3a peENieHHe KOMITETEHTHOCTHO-
OPUEHTHUPOBAHHOW 3a7a4d, CYMMHUPYETCSI C OaJIJIOM, BBICTABJICHHBIM €MY IIO
pesynbrataMm TectupoBaHus. OOmmil 0amr TPOMEKYTOYHOW aTTECTAITUU
CyMMHUpyeTcsi ¢ OaulamMu, TOJYYEHHBIMH OOYdYaloIMMCS IO pe3ysibTaTaM
TEKYIIEro KOHTPOJS YCIIEBAEMOCTH B TEUYEHHE CEMeCcTpa; CyMMma OajlioB
MEPEBOIUTCS B OLIEHKY IO 5-0ayUIbHOM IIKaJE CIETYIONIMM 00pa3oM:

Cootsercrtue 100-0a/u1bHOM U 5-0aJJIBHOM KA

Cymma 6aiutoB 1o 100-6amtpHOM mkase | OueHka 1o 5-0anipHoM 1IKae
100-85 OTIINYHO
84-70 XOpOIIO
69-50 yJIOBJICTBOPUTEIHHO
49 u menee HEYJOBJIETBOPUTEIBHO
Kputepun OlleHMBAHUSA penieHust KOMIIETEHTHOCTHO-

OPMEHTHPOBAHHON 3aJa4u (HIWKECIEIYIOIUEe KPUTEPUH OLIEHKH SIBISIOTCA
IPUMEPHBIMU U MOTYT KOPPEKTUPOBATHCS):

6-5 0a/uI0B BBICTABISETCS OOydYarOIIEMyCsl, €CIHM pEIICHUE 3aJadyd
JNEMOHCTPUPYET TIIyOOKO€ TMOHMMaHue OO0y4YarlUMCs MpPeIoKeHHON
npoOeMbl U Pa3sHOCTOPOHHEE €€ PacCMOTPEHHE; CBOOOJHO KOHCTpyUpyeMmas
paboTta mpeacTaBisieT co00W JOTUYHOE, SICHOE M MPU ITOM KpPATKOE, TOYHOE
OMMCaHUE XOJa pelleHus 3a7ayu (MOCJIeI0BATEIbHOCTH (WM BBITIOJTHEHUS )
HEOOXOAMMBIX TPYIOBBIX JIEUCTBHM) H  (OPMYIUPOBKY JIOKA3aHHOTO,
NpaBWIBHOTO BbIBOAA (OTBETAa); NPU ATOM OOyYarOUUMCS MPEIJI0KEHO
HECKOJIbKO BapUaHTOB PEIICHUS WJIM OPUTMHAIBHOE, HECTAHAAPTHOE PELICHUE
(wm  Hambonee dddekTuBHOE, wWIM HaubOolee paldoOHAJIbHOE, WU
ONTHUMAJIBHOE, WIA €JUHCTBEHHO IPaBWJIBHOE PEIICHUE); 3aJada pEIICHA B
YCTaHOBJICHHOE IIPENOIABATENEM BPEMS WIIH C OIIEPEKEHUEM BPEMEHHU.

4-3 Dasia BbICTaBISIETCS OOydYaromiemycsi, €CJIM peIlleHue 3aJavu
JIEMOHCTPHUPYET MOHUMAaHKUE 00yUYaloIMMCs IPEJI0KEHHON MpoOIeMbl; 3a1a4a
pelieHa TUIMOBBIM CITOCOOOM B YCTAHOBJIEHHOE MPENOAaBaTEIeM BpEMsl; UMEIOT
MecTo obmue (pas3bl U (WIM) HECYIIECTBEHHBIC HEIOYEThl B OMUCAHUM XOJa
penieHus u (Uin) BeiBoa (OTBETA).

2-1 Oaana BbICTaBIAETCS OOydYalOlIEMYCs, €CJIM pelleHrue 3aJadu
JEMOHCTPUPYET MOBEPXHOCTHOE MOHMMAHUE OOYYaIOIIUMCS MPEJIOKEHHON
po0JIeMbL; OCYIIECTBJIEHA MOMbITKA A0JOHHOTO PEIIeHUs 33a]auH, HO TIPU €€




pEelICHUH JIOMYIICHBl OMMOKM ¥ (WJIM) TIPEBBINICHO YCTAHOBJICHHOE
npernoaaBaTesieM BpeMs.

0 ©0ayyI0B BBICTABISCTCS OOYyYalONIEMYCsl, €CJIM peIICHHe 3aJa4yu
JIEMOHCTPHUPYET HETIOHMMaHWE OOYYaroIIMMCS TPEIOKCHHON TPOOIEMBI, U
(W) 3HAYMTENBHOE MECTO 3aHUMAOT oOmue ¢pa3bl U TOJOCIOBHBIC
paccyxacHus, U (WIN) 3a/1a4a He peleHa.



