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1 OHEHOYHBIE CPEJACTBA /UIA TEKYWEI'O KOHTPOJIA
YCIIEBAEMOCTH

1.1 BOIIPOCHI JISA YCTHOI'O OITPOCA

Tema 1. CtpykTypa ciy:x0b1 ”HGOPMAIIMOHHON 0€30MacHOCTH.

1. [lpuBenuTe TPUMEPHYIO CTPYKTYpy THIIOBOM CIIyKOBI 3aIHUTHI
uHbOpMaIuu

2. OcHOBHBIC HAMPABIICHUS CITY>KOBI 3aIIUTHI HHOOPMAITUH

3. MecTo ciry>x0bI 3a1UThI HHPOPMAITUK B CTPYKTYPE MPEAPUATHS

4, [Toaxo/bl K CO3MAHUIO CITY>KOBI 0€30MMaCHOCTH

5. NudopmarimoHHbie yrpo3bl, UX BUILI U IPUIUHBI BOSHUKHOBEHHSI.

6. HNudopmanimoHHbie yrpo3bl 1715l TOCYapCTBa.

7. WubopManimoHHbIE YTPO3bI 17151 KOMITAHHH.

8. Nudopmarmonnsie yrpo3sl Js TMUHOCTH ((PU3UYECKOTO JIUIIA).

9. HevictBuss u  coObITHUS,  Hapymamomue  HHPOPMAIMOHHYIO
0€30I1aCHOCTb.

10. JImuHoCcTHO-TIpOo(heCCUOHATIBHBIE  XAapPAaKTEPUCTUKH W JCHCTBUSA

COTPYIHHUKOB, CIIOCOOCTBYIOIIMX pean3aliui HHHOPMAIMOHHBIX YTPO3.

Tema 2. @yHKIHUHA OCHOBHBIX I'PYII CIIYKObI 0€301aCHOCTH.

1. OYHKIMY TPYTIIBI peKUMa

2. OYHKIMY TPYTIBI OXPAHBI U COMPOBOKICHUS

3. OyHKIMU TEXHUYECKON TPYIIIIBI

4. QyHKIMYU TETEKTUBHOMN TPYIIIIBI

5. Jlenenrie COTPYIHUKOB CITY>KObI MH(MDOPMAIITMOHHON 0€30MaCHOCTH T10
(GyHKIHOHATBHBIM 00513aHHOCTSIM

6. OyHKIIMOHAIbHBIE O00S3aHHOCTH COTPYIHUKOB CIIY>)KOBI  3aIlUTHI
uHbopMaIuu

7. CTpyKTypa TUIIOBOM JTOJPKHOCTHOM MHCTPYKIIMM COTPYAHHUKA CITY>KOBI
3aIUTHI UHPOPMAITUH.

8. OYHKIMU COTPYIHUKOB CIIYKObI HH()OPMAIITMOHHON O€301aCHOCTH

Q. CrnocoObl BO3/1eHCTBHS HHPOPMALIMOHHBIX YTPO3 HA OOBEKTHI.

10. BHelHue u BHyTpeHHUE CyOBEKThl HHPOPMALIMOHHBIX YTPO3.

Tema 3. [enu u 3apaun cyk0b1 HHPOPMAITMOHHON 0€30TTACHOCTH.

1. [{enm oOecrieueHust 6€30MaCHOCTH MPEITPUITHS

2. 3amaun U QYHKIUU CITY>KOBI

3. OYHKIIUU PaA3IUYHBIX MOAPA3IACICHUA CITy)KObl HHGOPMAIIMOHHON
0e30macHOCTH

4, [Iporpecc uHpOPMAIMOHHBIX TEXHOJOTHMH W  HEOOXOIUMOCTh
oOecrieueHust UHOOPMAITMOHHON

5. 0€30IaCHOCTH.

6. OcHoBHbIe TOHATUA HH(MOpMaIMOHHOW Oe3omnacHocTH. CTpyKTypa

NOHATHUS UH(OPMAIIMOHHAS! 0€30MaCHOCTb.



1. Cucrema 3ammThl ”HHOPMAIIHH U €€ CTPYKTYpa.

8. DKoHOMHUYECKass HHPOpMaIHS KaK TOBAp U 0OBEKT OE30MMaCHOCTH.

Q. [Ipodeccuonanbupie TalHbl, WX BHIBL. OOBEKTHI KOMMEpPYECKOH
TalHBI HA TIPENPUATHH.

10. [lepcoHanbHbBIE TaHHBIC U UX 3aIUTA.

Tema 4. OpraHu3allMOHHBIE OCHOBBI U NPUHIUIBI JEATEIBHOCTH CIIY>KOBI
uHGOPMaIMOHHON 0€30MaCHOCTH.

1. Opranuzanus NEATEIBHOCTH CITY OBl UH(POPMAITIOHHOM
0€e3011acHOCTH

2. [TpaBoBOe obecrnieueHne CiryKOBbI.

3. [TpuHLIUIIBEI OpraHU3aluU CITY>KOBI.

4. B uém 3akmtogaroTcs rapaHTUH 0€30MaCHOCTH 0ObEKTOB 3aIUTHI?

S. HazoBuTe BuabI rapaHTUii 0€30MaCHOCTH 0OBEKTOB 3AIUTHI

6. CoctaB makera JOKYMEHTOB [UIsl CIYXObl HMH(POPMAIMOHHOM
0e30nacHOCTH

7. HazoBute  oOs3aTenbHble U HeoOsA3aTeNbHbIE  JOKYMEHTHI,
periaMeHTHPYIOIINE JeSTENbHOCTh CITY>KObl HH(OPMALlMOHHON 0€30M1aCHOCTH

8. [lonssiTue w©  cuctemMa MpPaBOBBIX OCHOB  MH(MOPMAaLMOHHOMN
0€30I1aCHOCTH.

Q. MexayHapoiHoe HH(OPMAIIMOHHOE 3aKOHOJATEIBCTBO.

10. [lonsitue  uHpopMaunoHHON  Oe3omacHoctu  P®D.  [lonsTHE

HallMOHAIbHBIX HHTEpecoB PD B nH(popManmoHHoi chepe n ux obecnevyeHue.

Tema 5. JlurieH3upoBaHue BUJIOB JEATEIBHOCTH CIIYKObI 0€30TTaCHOCTH.

1. Buapl nearenbHOCTH CIyXObl HMH(POPMAIMOHHON 0€30MacHOCTH,
NOJIJIEXKAIIME JIMLIEH3UPOBAHUIO

2. Oprasbl roCy1apCTBEHHOM BJIACTH, OTBEYAIOIIME 3a JIMLEH3UPOBAHNE

3. TpeOoBaHus K JIUIICH3UATY

4, HazoBute mpuumMHBl OTKa3a B TOJYYCHHH JMIICH3UU IS CITY>KObI
nH(OPMAITMOHHON OE30MTaCHOCTH.

S. Crpykrypa CUCTEMBI roCyapCTBEHHOIO JULEH3UPOBAHUS
NESATEILHOCTH B 00JIACTH 3aIUTHl HH(OPMAIIHIH.

6. [lopsnok JIMIIEH3UPOBAHUSA JNEATENBHOCTH mnpeanpusatuil. [laire
OIpeeNieHHEe JTMIEH3MOHHOTO JOTOBOPA.

7. OcHOBHBIE HOPMATUBHBIE aKThl B 001acTH JTULEH3upoBaHus 3.

8. Kakune HOpMaTuMBHBIE NPABOBBIE AKThl MO CEPTU(HUKALMHU CPEACTB
3aIuThl UHPOpMaIuu?

Q. Yro  cocraBiseT  OpPraHM3alMOHHYI0  CTPYKTYpY  CHUCTEMBI
cepTuduKauu CPeACTB 3aTUTHI MH(DOpMAIUK TI0 TpeOOBaHUSIM ee 6€30TmacHOCTH?

10. HazoBute mopsigok mpoBeneHust cepTu(uKauy 1 KOHTPOJIA CPEACTB

3aIUTHI HHPOPMAITUH.



Tema 6. Ympasnenue ciyx00i1 3a1UThl HH)OPMALIHH.

1. HazoBuTe BapuaHThl pealu3allid OPraHU3ALMOHHOM CTPYKTYpbI
ci1y>kObl MH(OPMALMOHHON 0€30IaCHOCTU M YCJIOBHUS BBIOOpa TOTO WM HHOTO
BapHaHTA.

2. HazoBuTe BONpOCHI, perieHne KOTOPbIX IPEIBOPSIET CO3IaHUE CIYHKObI
nH(popMaIMoHHOM 6€301acCHOCTH

3. HazoBute u oxapakTepusylte METOAbl YIpaBJIECHUS CIykOoH
uH(GOPMaIIMOHHON 06€30MacCHOCTH

4. HazoBuTe u oxapakTepu3yiTe OCHOBHBIE (YHKIIMH TPOILIECCOB
YIPABJICHUS

S. HazoBute HaOOp NPU3HAKOB, CBUICTEIBCTBYIOIIMX O BO3MOXHBIX

YCIOBUSAX JUISI peaM3allid MPECTYITHOTO 3aMBIC/Ia B OTHOIICHHWH OXPAaHSIEMOTO
00BEKTa

6. HazoBuTe »diIeMEHTBHI IMpoOILeCCa YCTAHOBJICHHS IMOCTOSHHBIX U
BPEMCHHBIX B3aMMOOTHOIICHUH MEXIy BCEMH IOAPA3ACICHUSIMH  CITY>KOBI
0€30MIacHOCTH, OTIPE/ICIICHUE TIOPSIKA U YCIIOBHHA €€ (DYHKIITMOHHPOBAHUS

7. HazoBute moTpeOHOCTH, KOTOpble OO0Jaal0T  KOHKPETHBIMHU
MOTHBAIMOHHO-TPYAOBBIMU 3HAUCHUSIMH.

8. HazoBeTe npuHIUIIBI YIIpaBIEHUS CTY>KO0M 3aUThl HH(DOpPMAITUU

Q. HazoBete nmpuHIMIBI YIIpaBICHUS CIIY>KOOH 3alUThl HHPOPMALIUUA B
KPUTHYECKUX CUTYyaIUsIX.

10. Joxtpuna uapopmanmonHoi 6ezonacHoctu Poccuun

Tema 7. Opranuszanus HHQOPMAMOHHO-AHATUTUYECKON paOOTHI.

1. [enu u 3a7aun HHPOPMALMOHHO-AHATTUTUIECKON pabOThI

2. 3amayy, BO3HUKAIOIIME TMPU  BHIIOJHEHUH  WHGOPMAIMOHHO-
aHATMTUYECKON PabOTHI

3. HamnpaBneHust u MeTO/1bl aHAIUTUYECKON PaOOTHI

4, Yro BKIIIOYAET B ce€0s1 TaKOE HANpPABJICHHUE, KAK OOHAPYKEHHUE KaHAJIOB
HECaHKIIMOHUPOBAHHOTO J0CTyNa K HHpopMaru?

S. Yro npenycMmaTpuBaeT aHaIUTHYECKask paboTa ¢ UICTOYHUKOM YIPO3bl
KoH(HIeHIIaTbHON HHbOpMAITIH?

6. HazoBuTe »Tambl BHINOJHEHUS WHGOPMAIMOHHO-aHAIMTUYECKUX
UCCJIEI0BAHUI MMPOU3BOJCTBEHHBIX CUTYaIUN

7. MeTobl BBINOJHEHUSI aHATTUTHYECKUX HCCIIEOBAaHUI

8. ["ocynapcTBeHHOE peryiupoBaHue HHOOPMAIMOHHONW O€301TaCHOCTH.

Q. JleaTenbHOCTh MEXTyHAPOIHBIX OpraHHu3aluii B chepe
MH(OPMAITMOHHON O€30MTaCHOCTH.

10. HopmatuBHO-TIpaBOBbIE acleKThl B 00JacTH HMHGOPMAILIMOHHON

6e3onacHoctu B Poccuiickoit deneparun

Tema 8. Opranuzaiusi pabOTHI ¢ IEPCOHATIOM TPEITPUSATH.

1. [lepeuncnure Tpymmel JUI, OT KOTOPBIX MOTYT HUCXOJUTH YIPO3bI
nH(OPMAITMOHHON O€30MTaCHOCTH

2. [lepeuncnure sTams Nporeaypsl 0TOOpa MepcoHana



3. Kak cnexmyer BBIIONHATH CPAaBHUTENIBHBIM AHAJIW3€ HECKOJIBKHUX

KaHauaaryp?

4, Kakue Bonpock!I cliefyeT 3aTpOHyTh HA UTOTOBOM COOECEeI0BaHUM?

S. Kak ocymiecTBisieTcs: mpoBepka Ha 0JaroHaIexKHOCTh?

6. Oco0eHHOCTH TTPOBEPKH PYKOBOISIIMX KaJIPOB.

7. OcobenHoctu YBOJIbHEHUS COTPYIHHUKOB, BJIA/ICIOIIUX
KOH(UIEHIIUATIbHON HH(pOpMaITUeH.

8. Kakyro wuHpopmamuio 1enecoodbpasHo codOpath 00 YBOJIBHIEMOM
COTpYIHUKE?

Q. YT0JI0BHO-TIPaBOBOM KOHTPOJIb HAJl KOMITBIOTEPHOM IPECTYIHOCTHIO B
Poccun. @enepanbabie 3akonbl 10 b B PO.

10. [TonuTuka 6€30MaCHOCTH U €€ MPUHITUIIBL.

2 GaJsu1a BBICTaBISIETCS 00yYaroleMycsi, €CJIM OH JEMOHCTPUPYET IIyOoKoe
3HAHUE COJIEp’KaHMsS BONPOCA; NA€T TOYHBIE OMPEAECICHUS OCHOBHBIX IOHSTHIA;
apryMEHTUPOBAHHO M JIOTUYECKH CTPOMHO W3Jaraer YydeOHbIM Marepuan,
WUIIOCTPUPYET CBOM  OTBET AaKTyaJdbHBIMH NpuUMepaMu (TUIOBBIMH U
HECTAH/IAPTHBIMH), B TOM YHUCJIE CAMOCTOATEIIbHO HAWJECHHBIMU;, HE HYXIAETCA B
YTOUHSIIOIINX U (MJIM) TOMOJHUTEIBHBIX BOIPOCAX MPENOAaBaATEIS.

1 6ayu1») BbICTABISIETCS OOYyYalomEeMycCs, €CJIM OH OCBOWJ OCHOBHBIC
MOJIOKEHUST KOHTPOJIUPYEMOIM TEMbI, HO HEJIOCTATOYHO YETKO JAET OINpeJeieHue
OCHOBHBIX IOHATUN U JePUHUIININ; 3aTPYAHAETCS IPU OTBETAX HA JIONIOTHUTEIbHBIC
BOIIPOCHI; TPUBOIUT HEJAOCTATOYHOE KOJIMUECTBO TPUMEPOB JJIs1 WILTIOCTPUPOBAHUS
CBOEr0 OTBETA; HYXKJACTCS B YTOUHSIOMUX W (WJIM) TOMOJHUTEIBHBIX BOMPOCAX
IIPErno/IaBaTels.

0 OamnoB (WIM OLIEHKA  «HEYJOBJICTBOPUTEILHO»)  BBICTABISACTCS
oOy4JaroniemMycsi, €Cli OH HE BJIAJEET COJEpKaHUEM BOIPOCA WU JIOMYCKaeT
rpyObie OIMMOKH; 3aTPYHSAETCS JaTh OCHOBHBIE ONPE/IEICHUS; HE MOKET IPUBECTH
WM TIPUBOJUT HEMPaBWIbHBIC MPUMEPHI; HE OTBEYAET HA YTOUHSAIOMIME U (WIIH)
JIOTIOJIHUTENIbHBIE BOIMPOCHI MPENOAABATENSI WJIM JOIMYCKAeT MPH OTBETE HAa HUX
rpyoObIe OIMOKH.



1.2 KOHTPOJIBHBIE BOIIPOCHI JJIA SAHIUTBI
ITPAKTHUYECKHUX PABOT

KoHTposnbHbIe BONpockl Kk npaktuueckoir padore Nel «Omnpenenenue kiacca
rocyaapcTBeHHon nadopmarmonHoit cuctemsl (I'MC)»:

1. Kakue wucxomHble  J1aHHBIE  HEOOXOAUMBI ISl  IPOBEICHMS
Kiaccudukanuu’?

2. Kak cTtpouTcsi CTpyKTypa MOJHOMACIITaOHOW CUCTEMBI OOECHEUEHHS
0€30IMacCHOCTH U 3alIUThl HHPOPMAIUH NPEATPUSTHS?

3. KakoBa crienuduka nmpoBeaeHus Kiaccuuxarum?

4. KakoBbI cyTh U coziepkaHuE HOPMAaTUBHOW OCHOBBI opranu3anuu 3CI1?

S. [Tonsitue u BuAb! yrpo3 undopmannoHHon 6e3omnacuoct PO.

6. Knaccudukanus yrpos nadopmarmornHoit 6e3omnacHoctu PO.

7. [Tonatne w  wiaccupukanus OOHMIMX  METOAbl  OOeCIeUCHUS
uHdopmaImoHHou 6e3onacHocTH PO.

8. OcHoBHbIE HampaBJICHUS obecrnieueHus UH(POPMAIIMOHHOM
0e30macHOCTH B 00JIaCTU BHEIIHEW U BHYTpeHHEH noautuku PO.

9. Oco0eHHOCTH M OCHOBHBIE  HAINpPaBJICHUS  MEXAYHapOAHOIO

COTpYIHHYECTBA B 001acTu obecriedeHust uHpopmanoHHon 6ezonacHocT PO.
10. OcHOBHbIE MONOXKEHHUSI TOCYHAPCTBEHHON MOJIUTUKH OOecreueHus
uH(popMamoHHOU 6e3onacHOCTH PD.

KoHTposnbHbIE BONPOCH K MpakTHueckon padote Ne2 «Pa3paboTka CTpyKTypbl
rOCyJIapCTBEHHBIX M MEXKIyHAapOIHBIX cTaHmapTtoB B Poccuiickoii denepanuu B
o0nacTu MHGPOPMALIMOHHON 0€30MaCHOCTH U 3aIUThI HH(POPMALIUI:

1. Mate nonHoe onpenenenue 'OCT

2. Jlatb monHoe onpeaeneane MCO

3. Kak mpoBonutcs cepTuduKaius CpeicTB 3aluThl HHGHOpMAIIT?

4. Yto noKa3bpIBalOT XapaKTEPUCTUKU JAHHOTO CPEJICTBA 3AUTHI?

5. Kakast ocHoBHast uH(pOpMaIms coepkuTcs B ceprudurare?

6. OCHOBHBIE TMOJIOKEHUSI TOCYJApCTBEHHON MOJUTHUKU  OOeCIeYeHHUsI
uHdopmaImoHHou 6e3onacHocTH PO.

7. IIpyHIMIIBI TOCYIapCTBEHHON TOJUTUKHU oOecriedeHus NHGOPMAIIMOHHON
oe3onacHoctu PO.

8. OcHoBHble ~ (QyHKIMHM  cHUCTeMBI  oOecrieueHuss  HMH(DOPMAITMOHHOU
oe3onacHoctu PO.

9. OcHOBHBIE JIEMEHTHI OPTaHU3AIMOHHON OCHOBBI CHUCTEMBI OOCCIICUCHHS
uH(popmamoHHou 6e3onacHocTH PO

10. ['ocynapcTBeHHas TaliHa B cUCTEME MH(POPMALIMOHHON 0€30MacHOCTH
P®. O6mast xapakTepucTHKa MPaBOBBIX OCHOB 3aITUTHI TOCYAApPCTBEHHOM TalHBI.

KoHnTponbsHbie Bompochkl K nmpakTudeckoit padote Ne3 «Texnuueckoe 3amanue
Ha co37aHue MHGOPMAITMOHHON CUCTEMBI U CUCTEMBI 3aIIUTHI HHPOPMAITUN)

1. ['te HeoOxoarMa >1EeKTPOHHAS TIOIIMUCH TOKYMEHTORB?

2. Kakue MoryT ObITh aIbT€pHATUBHBIC HAOOPHI BAPHUAHTOB PEIICHUS?



3. Kak onpenensiiace cxema paccaiku JIroaeun?

4, Kakoiil nepeueHb JOKYMEHTOB 110 KOTOPHIM TOTOBHUIICS?

5. Kakoit perynsitop KOHTpOJMPYET JaHHYIO 00JacTb HHGOPMAIIMOHHON
6e3onacHocTH?

6. HopmaTuBHO-IpaBoBble  acmekTbl B o0OjmacTd  MHGOPMAIIMOHHON
oe3omnacHoctu B Poccutickoit deneparnymu.

7. JloxtpuHa uH(pOpMaMOHHON Oe3omacHocTH Poccun.

8. YToJ0BHO-TIPaBOBOIl KOHTPOJIb HAJl KOMIIBIOTEPHOW MPECTYMHOCTHIO B
Poccun.

9. ®enepanbabie 3akoHbBI TI0 V1B B PO.

10. [TonuTuka 6€30MACHOCTH U €€ MPUHIIUIIBL.

KoHTponbHble Bompochl K npaktudeckod padore Ned4 «OCHOBHBIE METOJBI
yhpaBiieHus: ”HpOpMalMoHHON 6e3omacHocThio B [ UCy

1. UYro Takoe miuaHoBasi JOKYMEHTALMS?

2. Yro Takoe ”HPOPMALIMOHHO-CIIPABOYHAS U CIIPABOYHO-aHATIUTHYECKASI
JIOKYMEHTAaIus?

3. Yrto Takoe OTUETHAS JOKYMEHTALIHS?

Yo Takoe JOKyMEHTalus 10 00ECIEYEHNIO KaipaMu?
Yro Takoe (puHaHCOBasA JOKyMEHTALUs?
Yro Takoe MaTepHaIbHO-TEXHUYECKOE CHa0XKeHUE?

N o o

Urto Takoe AOrOBOpHAsk JOKYMEHTALMS?
8. ['ocynapcTBeHHas TaiiHa B cucteMe HH(POPMAIIMOHHON 0€30MacHOCTH
P®. O6mast xapakTepucTHKa MPaBOBbIX OCHOB 3aUThI TOCYAapPCTBEHHOM TalHBI.

Q. [TomrHOMOUHMS OPraHOB rOCY1APCTBEHHOM BJIACTHU U JOJKHOCTHBIX JIUL
B 00J1aCTH OTHECEHMSI CBEACHUI K TOCY/IApCTBEHHON TallHE U MX 3allUTHI.

10. [Tepedens cBenECHM, COCTABISIOMIMX TOCYJAPCTBEHHYIO TalHY.

11. 3amura rocy1apCTBEHHOM TalHbl. OpraHbl 3alIATHI TOCY/IAPCTBEHHOMN
TaHBI.

Kpurepuu oueHku:

3-4 6anna (WM OIICHKA «OTJIMYHOY) BBICTABIISIETCS 00yYaromemMycsi, €Ci OH
JEMOHCTPUPYET TIyOOKOE€ 3HAaHHWE COJIEP)KaHHUS  BOIPOCA; JACT TOYHBIC
OTIpEJICICHUS] OCHOBHBIX TOHSTHI; apryMEHTUPOBAHHO M JIOTMYECKH CTPOHHO
u3JlaracT ydeOHBIM MaTepHall, WIIIOCTPUPYET CBOW OTBET aKTyalbHBIMHU
npuMepaMu (TUTOBBIMM W HECTAHIAPTHBIMH), B TOM YHCIIE CaMOCTOSTEIHHO
HalJICHHBIMH; HE HYXKJIACTCS B YTOYHSIOMUX U (WIIH) JOTOJHUTEIILHBIX BOIIPOCAX
IperoaaBaTers.

2 0aasna (WM OLIEHKA «XOPOIIO)») BBICTABIISIETCS OOYy4YaroIIeMycsi, €Clu OH
BJIQJICET COACPIKAHUEM BOIIPOCA, HO JOMYCKAET HEKOTOPhIE HETOYEThI IPHU OTBETE;
JIOTYCKAaeT HEe3HAUYUTEIbHbIE HETOYHOCTU MPHU OINPEACIICHUH OCHOBHBIX TMOHSTHH;
HEJI0OCTATOYHO apTYMEHTUPOBAHHO U (WUJTH) JIOTHYECKH CTPOHHO M3jaraeT yaeOHbIi
MaTepHuaT, WUTIOCTPUPYET CBOM OTBET TUIIOBBIMU TIPHUMEPAMH.



1 6aqu (MU OlIEHKA «yIOBJIETBOPUTEIHHOY») BBICTABIIACTCS 00yJaromemMycs,
€CJIM OH OCBOMJI OCHOBHBIE MOJIOKEHUSI KOHTPOJIUPYEMOM TEMbI, HO HEIOCTATOYHO
YEeTKO JIaeT ONpeJejIeHNEe OCHOBHBIX MOHATUN M JNe(PUHUIMI; 3aTpyaHSAETCS MPU
OTBETaxX Ha JOMOJHUTENIbHBIC BOIMPOCHI; MPUBOJUT HEJOCTATOYHOE KOJUYECTBO
IPUMEPOB JJIsl WILTIOCTPUPOBAHUSI CBOETO OTBETA; HYXKJAETCS B YTOUHSAIONIMX U
(WJIM) TOTIOTHUTEINIBHBIX BOMPOCaX MPeno/iaBaTelis.

0 OanmoB (WM OLEHKAa  «HEYJOBJIETBOPUTEIBHO»)  BBICTABIISIETCS
oOyuJarolemMycs, €clii OH HE BIIAJIeeT COJEp>KaHMEM BOIPOCAa WU JOMYCKaeT
rpyOble OMIMOKH; 3aTPYIHAETCS 1aTh OCHOBHBIE OMPEIECICHUS; HE MOXKET IPUBECTU
WU TPUBOJUT HEMpPaBWIbHBIC MPUMEPHI; HE OTBEUAECT HA YTOUHSIOMIME W (UJIK)
JOTIOJTHUTENbHBIE BOMPOCHI MPENOABaTENsl WM JOMYCKAaeT NPU OTBETE Ha HHX
rpyOble OIINOKHU.



1.3 CUTYALIMOHHBIE 3ATAYHN

1. Kommanuss X obOnapyxwuia, yto ee MC Oblma CKOMIPOMETHUPOBAHA.
Kakue KoHKpeTHbIE 1eCTBUS Bbl Obl IPEANPUHSIH, YTOOBI pacciae10BaTh MHIUACHT
u BepHyTb HMC B pabouee cocrosHue? Kakue Mepbl O€30MACHOCTH BbI
IpeIpUHUMAETE, YTOObI IPEAOTBPATUTD [10J00HBIE UHIIMIEHTHI B Oy 1y1em?

2. Kak Ob1 BbI ipoBenu ayauT 6e3onacHoctu UC B komnanuu Y? Kakue
MHCTPYMEHTBI U METOIbI BBl ObI MCTIOIB30BANIH ISl OOHAPYKEHUS MOTCHIIMATBHBIX
ysa3eumocteit B UC? Kak Obl Bbl Onpenenuiad KpUTHYECKHE YSI3BUMOCTH U
pa3paloTau TIaH MEPONPUIATUIA MO0 YCTPAHEHUIO ATHX YA3BUMOCTEH?

3. Komnanust 7 manupyer mnepeBectd cBorwo MC Ha o0maunyro
mwiarpopmy. Kakue Mmeppl 0Oe30macHOCTH Bbl Obl PEKOMEHAOBAIM IPUHATH
KOMIAHUM Z Tepel NEpeHOCOM JaHHbIX B oOmako? Kak Obl BBl OIEHWIU
0€301acHOCTh BBIOPAHHOTO OO0JIAYHOTO TMpoBaijiepa U Kak Obl Bbl 3alIUTUIH
JAHHBIE, XpaHsIIHecs B 00JaKe, OT MOTEHIUATbHBIX yTpo3?

4. Bama komnanusi noiay4yuia yrpo3y pacrnpoCTpPaHEHHs] BPEJOHOCHOTO
[1O. Kak ObI BbI OpraHu3oBajii 0OydeHHE COTPYAHHKOB mno Oe3omacHoctu MC un
KaKue Mepbl 0€30MaCHOCTH BbI Obl PEKOMEHA0BAIA IPUHSTH, YTOOBI IPEIOTBPATUTH
pacnpoctpanenue BpeaoHocHoro [10? Kak 6b1 Bbl onieHnIM 3()(hEKTUBHOCTD BaIlIUX
Mmep 6e3onacHoCTH?

S. Kak ObI BBl pa3zpaboTaiu U peaqu30Bald IJIaH YIPaBJICHUS PUCKaMU
oe3onacHoctu C B komnanuu? Kak Obl Bbl ONPEAEIUIN MOTEHIUAIBHBIE YTPO3bI
Y OLICHWJIM UX BIUsSHHE Ha Ou3Hec kommanuu? Kak Obl BbI onpeaenii Hauodosee
kputnueckue ooactu MC u kak Obl BbI 3aIIIUTUIN UX OT yTPo3?

6. Komnanusa A pemmna TpPOBECTH  PECTPYKTYPHU3ALMIO  CBOUX
UHPOPMAILIMOHHBIX CUCTEM JJIsl TOBBbINIEHUs Oe30omacHOCTH JaHHbIX. Kakue
KOMIETEHIIMHM HEOO0XOAMMO HMETh Y CIELUAJINCTOB, 3aHUMAIOIIMXCS STUM
MPOEKTOM?

7. Cotpyanuk kommanuu b oOHapyXKuil yTeuKy KOH(PHIECHLHAIBLHON
uHpopmaruu. Kakue KOMIETEHUMH OH AOJDKEH MPOSBUTh, YTOOBI MPABUIIBLHO U
CBOEBPEMEHHO COOOIIMTh 00 3TOM HMHUUIAEHTE W MOMOYb MUHUMH3HPOBATH €T0
MOCHENACTBUA?

8. Komnanus B pemuna nepeBectu cBOM HHPOPMAIIMOHHBIE CUCTEMBI Ha
oOnaunble maTdopmel. Kakne KoMneTeHIIMH TOJKHBI UMETh COTPYIHUKH, KOTOpPbIE
OyayT 3aHMMAaThCs  pealu3aleil  3TOro  MPOeKTa, YTOOBl  O0ECIeYHThH
MaKCHUMaJbHYI0 0€301aCHOCTh JaHHBIX?

9. Cnernuanuct 1o uH(pOpMaIMoOHHOW Oe30macHocT B KommaHuu I
3aMEeTHJI HEKOTOpble aHOMajbHbIE JEUCTBUS B CHUCTEME M IMOAO3PEBAET, YTO
npousolia aTtaka XakepoB. Kakue KoMmmeTeHIIMM eMy HEOOXOIMMO MpPOSIBUTH,



9TOOBI OBICTPO U 3PPEKTUBHO pearupoBaTh Ha MHIUACHT U MPEJOTBPATUTH YTEUKY
KOH(pUAEeHIIUAIbHOU nHpOopMaIuu?

10. Komnanus JI pemmsia co3gaTb OTAEN 10 MHGOPMALMOHHON
oe3onacHocTy. Kakue KOMIETEHIMH TOJKHBI ObITh Y HOBBIX COTPYAHHUKOB, YTOOBI
s ¢extuBHO 3ammmaTs MC KoMmaHuyu ¥ NPpUHUMATh MEPHI IO MPEIOTBPALICHUIO
yrpo3?

11. Bama xomnaHusi MepeKMBAET CEPbE3HbI MHUIUIECHT O€30MaCHOCTH,
KOTOPBI TpHUBEN K yTeuke KOH(puaeHIManbHON uHpopManmu. Bam mopyueHo
BO3IJIABUTh DPACCIENAOBAHUE M IPHUHATh MEpbl Js MPEAOTBpAIlleHUs MOJ0OHBIX
MHIUIEHTOB B Oy TynieM. Kakue KOHKpeTHbIE 1eWCTBUA Bbl Oy 1€Te IpeAIPUHUMATH,
4TOOBI BBINOJIHUTD 3TO 33JaHUE U MPOJIEMOHCTPUPOBATH CBOIO KOMIIETEHTHOCTh B
obnacTu 6e30macHOCTH HH(DOPMAITMOHHBIX CUCTEM?

12. Baiia komnaHusi FOTOBUTCS K 3aITyCKy HOBOT'O BeO-IipriiokeHus. Baiia
3a/1aya - yOeIuThCs, YTO NPHIIOKEHHE 0€30IacHO M HE TOJIBEPKEHO PUCKY B3JIOMa
WIM Kpaku naHHbIX. Kakue maru Bel OyAere npeanpuHUMaTh, YTOObI IPOBEPUTH
0€301acCHOCTh MPUWIOKEHUS U JaTh PEKOMEHAAINU [0 YCOBEPLUICHCTBOBAHUIO €r0
oe3omnacHocTu?

13. Bama koMmaHus paccMarpuBaeT BO3MOXHOCTBH II€pexoja Ha
oOnauHble TEXHOJIOTMH. Baina 3agada - TpOBECTH aHAIN3 PUCKOB U MPEAJIOKUTH
KOHKpPETHBIE Mepbl aJisi o0OecreueHuss 0e30NMacHOCTH JaHHBIX W NPHIJIOKEHUH B
obOnauHoi cpene. Kakue neictBus Bbl OyaeTe NpeanpUHUMAaTh, YTOObI BBIIOJIHUTh
3TO 3aJ]aHUE U MPOAEMOHCTPUPOBATH CBOIO KOMIIETEHTHOCTh B 00JAaCTH 00JIaYHBIX
TEXHOJIOTUIA U O€30MaCHOCTH MH(POPMAIIMOHHBIX CUCTEM?

14. Bama kommanus HegaBHO Oblla aTakoBaHa 3JI0YMBIIIJICHHUKAMH,
KOTOpbIE YKpaJld JaHHble M BbIMOTaJd BbIKyN. Bama 3amaua - paspaborathb
cTpaTeruro odecredeHusi 0e30MacHOCTH HH(OPMALMOHHBIX CHUCTEM KOMIIaHUH,
yTOOBI N30€KaTh MOJOOHBIX MHIUACHTOB B OyayuieM. Kakue nelicTBus Bbl Oynere
NPEeANPUHUMATh, YTOOBI BBIMOJHUTH 3TO 3aJlaHUE U MPOJEMOHCTPUPOBATH CBOIO
KOMIIETEHTHOCTh B 00JacTM 0e30macHOCTH WH(OPMAIIMOHHBIX CHUCTEM U
yIpaBJIEHUs pUCKaMu?

15. Bbl paboraere B oTaene MHGOPMAIMOHHON 0€30MaCHOCTH KPYITHON
KomnaHuu. Baia 3amava - pazpaboTath W peanu3oBaTh NporpamMmy OOydeHHs 110
0e30macHOCTH MH(POPMAIIMOHHBIX CUCTEM JJIsl BCEX COTPYIHUKOB Kommanuu. Kakue
METO/bl 00y4YeHHsT M MaTepuaybl Bbl OyAeTe HCIOJIb30BaTh, YTOOBI 00ECIEYUTH
3¢ (HEeKTUBHOCT,  NpOrpaMmbl  OOy4eHHST M MOPOAEMOHCTPUPOBATH  CBOIO
KOMIIETEHTHOCTH B 00J1acTH 00yueHHUsI U 0€301MaCHOCTH HH(POPMALIMOHHBIX CUCTEM?



Kpurepuu ouenku:

9-16 ©6auI0B BBHICTABIISIETCS OOYyYarOIIEMyCs, €CIM OH JIEMOHCTPUPYET
r1y0OKOe 3HAHHWE COJCpP)KAaHUS BOIPOCA; JaeT TOYHBIC OMPEISICHHUS OCHOBHBIX
MOHSTHI; apTYMEHTHPOBAHHO U JIOTHYECKU CTPOMHO M3NaraeT yueOHbIl MaTepua;
WUTIOCTPUPYET CBOM  OTBET aKTyaJIbHBIMH TIpUMepamMu  (TUIIOBBIMH U
HECTaH/IAPTHBIMHU), B TOM YHCJIE CAMOCTOSITEIPHO HAWJACHHBIMU; HE HYXKIAcTCS B
YTOYHSIONINX U (WJTH) JOTIOJTHUTEIBHBIX BOIIPOCAX MPETOaBaTES.

1-8 0a/uI0B BBICTABISIETCS O00yYaroOmEeMyCsl, €CIIM OH OCBOWJI OCHOBHBIC
MOJIO’KEHUSI KOHTPOJIUPYEMOM TEMbI, HO HEJOCTATOYHO UETKO JACT OMpeAeSiCHUE
OCHOBHBIX TTOHATHH U ePUHUITNI; 3aTPyAHAETCS MPU OTBETAX HA IOTIOJIHUTCIHHBIC
BOMPOCHI; MPUBOANUT HEJOCTATOUHOE KOJIUYECTBO MPUMEPOB JIJISI MILTIOCTPUPOBAHUS
CBOCTO OTBETA; HYXIACTCS B YTOUHSIOMUX W (WJIM) JOTOJHUTEIBHBIX BOMPOCAX
IpernoaaBaTels.

0 ©OGammoB (WM OIEHKA  «HEYJOBJICTBOPUTEIHHO»)  BBICTABIISACTCS
oOy4aroniemMycsi, €Clii OH HE BJIAJEeT COJEpKaHUEM BOIPOCA WU JIOMYCKaeT
rpyOble OIMMOKH; 3aTPYHSAETCS JaTh OCHOBHBIE ONPE/IEICHUS; HE MOKET IPUBECTHU
WIA TIPUBOJUT HETIPABWIBHBIC NMPUMEPHI; HE OTBEYACT HAa YTOUHSIONIME U (WIIN)
JIOTIOJTHUTENIbHBIC BOMPOCHI MPETOJaBaTessl WU JOMYyCKaeT MPH OTBETE HAa HUX
rpyObie OIHMOKH.



2 OIEHOYHBIE CPEIACTBA JJIsI TIPOMEXYTOUYHOH
ATTECTAIIMN OBYYAIOIIIUXCA

2.1 BAHK BOITPOCOB " 3AJJAHUH B TECTOBOMN ®OPME

3amanusa B 3aKpbITOIl popme

1. Yro nmpencrasiseT ¢ co0oil TepmuH «MH(popMalinoHHbIE pecypchi»?

A. OtnenbHbIE TOKYMEHTBI U MACCUBBI IOKYMEHTOB.

B. CnuTble TOKyMEHTBI U MACCUBBI JOKYMEHTOB.

C. ApxuBbl 1 HH)OPMALIMOHHBIE CUCTEMBI.

D. Ilporpammubie cpeACTBa.

E. BeunciaurensHbie JaHHBIE U OMOINOTEKA.

2. K kakoMmy Kjaccy OTHOCSITCSI KOMITbIOTEPHO-MAITUHHBIE CUCTEMBI?

A. MamvHHbIE CUCTEMBI.

B. KomnbroTepHble U BBIYUCIUTENbHBIE MAITMHHBIE CUCTEMBI.

C. YenoBeko-MalIMHHbIE CUCTEMBI.

D. DnexTpoHHBIE CUCTEMBI.

E. BeiunuciurenbHble TEXHUKH CUCTEM.

3. B3aumocBsi3aHHas COBOKYITHOCTb CPEACTB, METOJIOB U MEPCOHAIa KOTOphIE
UCHOJB3YIOTCS  JUIsl XpaHeHWs, oOpaOOTKM TIeperadyd U MOJIy4EHHUs
uH(pOpMaU B MHTEpECaX JOCTHIKEHHUS MOCTABJICHHOM LIEIIH.

A. OOBEKT 3alUTHI.

B. Cucremsl 3a1uThI.

C. Undopmanmonnasi 6€301MacHOCTb.

D. UudopmanmoHHbIE CUCTEMBI.

E. IIporpammHbie 3aIIUTHI CUCTEMBI.

4. Yto mpeAcTaBseT ¢ COOOM MOHUMAaHUE MO CUCTEMOM 3alUuThl HH()OPMaLIUU
B C?

A. cocTosiHHEe BCEeX KOMIIOHEHT HH(POPMAIIMOHHON CHCTEMBbI, NpHU
KOTOpPOM 00ecreunBaeTcs 3aluTa HHHOpMalui OT BOBMOXHBIX YyTPO3
Ha TpeOyeMOM YpPOBHE.

B. enuHbIii KOMIUIEKC TPaBOBBIX HOPM, OpraHU3ALMOHHBIX MEp,
TEXHUYECKUX, TMPOTPaMMHBIX M KPUNTOTpaUUYEeCKUX CPENCTB,
oOecrneynBaroInii 3auunieHHocTh nHpopMannu B IC B cOOTBETCTBUU
C MPUHSTON MOJIUTUKON O0€30M1aCHOCTH.

C. OGcnykuBaronuii TepcoHad ¥ TOJb30BAaTEId MOTYT OBITH Kak
O00BEKTOM, TaK U MCTOYHUKOM HECAHKIIMOHUPOBAHHOTO BO3JEHCTBHUS
Ha UHQPOPMAITHIO.

D. Uenn mnonuTvkd HMHPOPMALMOHHON O€30MacHOCTH W OCHOBHBIE
HaIpaBJIeHUs pelieHus 3a1a4 3amuThl uHpopmanuu B UC.

E. Lenpto 3ammrsl MHQOpPMALMU CTAHOBUTCS YMEHBIIEHHE pPa3MEpOB
yiep0Oa 10 JOMyCTUMBIX 3HAUCHUM.

5. OcHOBHBIMH 3a7adyaMy U cocTaBisomuMu b saBisteTca?

A. JloctynHOCTb, CYyOBEKTUBHOCTD, KOHPUACHIINATBHOCTD



B. IlenocTHOCTE, TOCTYMHOCTD, TMHAMUYHOCTD
C. KonduneHmaibHOCTh, IIEJIOCTHOCTh, CYOBEKTUBHOCTH
D. lunaMHUYHOCTh, CYOBEKTUBHOCTD, TOCTYITHOCTh
E. JocTynmHOCTb, KOHPHUACHIINATBHOCTD, 1IEJIOCTHOCTh
6. Ilonsarue «uemoctHocTu» B UB?
A. DTO BO3MOXKHOCTh 3a TpPHEMJIEMOE BpeMs IMOJIYyYUTh TpPeOyemyro

B.
C.

E.

MH(QOPMALIMOHHYIO YCIIYTY.
D70 3aIuTa OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIa K HH(OpMALIUK.
OTO0 ee 3alMIIEHHOCTh OT Pa3pyIICHUs U HECAaHKIIMOHUPOBAHHOTO
M3MEHEHU.
. OTO BO3MOKHOCTh 3a IpHEMJIEMOE BpeMs IOIYy4UTh TpeOyemyro
MH(GOPMALIMOHHYIO YCIIYTY U 3aIlIUIIEHHOCT OT Pa3pyIICHHUS.
O10 obecneueHne HHHOPMALIMOHHBIX PECYPCOB U MOIEPKUBAIOIICH

UHQPACTPYKTYPBHL.

7. Urto BKJIIOYAIOT B ce0s cuctemsl ynpasieHus 1b?

A

B.

E.

[Tonutuka, IIaHUPOBAHUE, TOJHKHOCTHBIE 00S3aHHOCTH, MPOIIEIYPHI,
MPOLIECCHI U PECYPCHI.

OpraHu3aImoHHYIO CTPYKTYpY,  TOJHUTUKH,  TUIAHUPOBAHUE,
JOJDKHOCTHBIE 00SI3aHHOCTH, MPAKTUKH,

. OpraHu3anroHHYI0 CTPYKTYPY, IIOJIUTUKH, IUTAHUPOBAHHUE,
JOJKHOCTHBIE 00SI3aHHOCTH, MPAKTUKHU.

. OpranuzanmoHHy0 CTPYKTYpY, ITOJIUTHKH, IIJJAHUPOBAHMUE,
JOJDKHOCTHBIE OOS3aHHOCTH, MPAKTUKHU, MPOLEAYpbI, MPOLECCHl U
pecypcHl.

Oprasnu3anmoHHYO CTPYKTYpY, IIOJINTUKH, JOJKHOCTHBIE

00s13aHHOCTH, MMPAKTUKH, IPOLECCHI U PECYPCHI.

8. Kak Ha3piBaeTCsi HEUCTBUE, KOTOPOE IOTEHIIMAIBLHO MOXKET MPHUBECTH K
HapyIIEHUI0 UHPOPMAITMOHHOM 0€30MTacCHOCTH.

A.
B.
C.
D.
E.
9. Kakoe
A.

Y I3BUMOCTB

Yrpo3sa

Kputnunocts

OKHO OITaCHOCTH

BriBenpiBanue

OTpeJIeJICHUE MPABUIIBHO C TEPMUHOM «YSI3BUMOCTh?

[IpomMexyTOK BpEMEHH OT MOMEHTA, KOT/1a TIOSIBJIIETCS BO3MOYKHOCTD
UCIIOJB30BaTh cJladoe MecTo, M JO0 MOMEHTa, Korja mpoOen
JUKBUIAPYETCS,

. JleficTBue, KOTOpO€ MOTEHIUAIBHO MOXET MPUBECTH K HAPYUICHUIO

MH(OPMAIMOHHON O€301aCHOCTH

. IlepeyeHb W XapakTEpPUCTUKH OCHOBHBIX (AKTyaJIbHBIX) YIPO3

0€30MaCHOCTH

. Cmaboe wmecto B HWH(POPMAIMOHHOM CHCTEME, KOTOPOE MOXKET

IPUBECTU K HAPYIIEHUIO 0€30MIaCHOCTH IyTEM pealln3allii HEKOTOPOi
YIpO3bI



E. CreneHb BO3MOXKHOCTH peajiM3alldd  Yrpo3bl 4Yepe3 JaHHYIO
YSI3BUMOCTbD B T€X WJIM UHBIX YCIOBUSAX
10. JIokyMeHT, oOIpeAeNsonii MepeyeHb W XapaKTePUCTUKH OCHOBHBIX
(akTyaapHBIX) YIrpo3 0€30MacHOCTH U YA3BUMOCTEH Tpu ux oopadortke B UC,
KOTOpbIE JOJOKHBI YYHUTBIBATHCS B IMPOIECCE OpraHu3alliyd  3alllUThl
uH(pOpMaIUK, MPOESKTUPOBAHUS U Pa3paOOTKU CUCTEM 3aIUThI UHPOPMALIUH,
MPOBEICHUSI MPOBEPOK (KOHTPOIIs) 3ammuieHHocty MC
A. Mopensb yrpo3
B. Mogenp ys3BUMOCTH
C. Monenb CTpyKTYypHI
D. Moaens notepb
E. Monens yObITOK
11.YTp0o3bl MOKHO KIACCU(DUITMPOBATH MO HECKOJIBKUM KPUTEPHSIM.
A. Tlo acniekTam, KOMIOHEHTaM, SKCILTyaTalluu
B. Ilo acnekram, NpPOUCXOXKIEHUIO U CHOCOOY OCYIIECTBIICHUS,
KOHIICTITYaJIbHOU OIIHMOKE
C. I[lo acnekrtaMm, KOMIIOHEHTaM, TMPOUCXOKICHUIO U  CIOCOO0Y
OCYIIECTBICHUS
D. Ilo mpouCXOXIEHUIO U CHOCO0Y OCYIIECTBJICHHS, SKCILTyaTalluH,
KOHIIETITYaJIbHOU OIIHOKE.
E. [To komnoHeHTaM, acrieKTaM, KOHIIENTyaJIbHOM OLINOKe
12. BO3MOXHOCTh 32  TIpHEMJIEMOE  BpeMs  TOJY4YUTh  TpeOyeMyro
MH()OPMAILIMOHHYIO YCIIYTY.
A. llemocTHOCTE
B. O0BbeKTUBHOCTD
C. JlocTymHOCTb
D. KonduneHunaibHOCTh
E. be3omacHocTh
13.K kakoil yrpo3e OTHOCSTCS  HApyIICHHE aTOMapHOCTU TPaH3aKIUH,
nepeynopsiioueHue, Kpaxka, ayOJMpOBaHWE JaHHBIX WM BHECEHUE
JOTIOTHUTEIHHBIX COOOIICHHIA
A. Yrpo3a quHamMu4eckoil KOH(PUACHITNATHHOCTH
B. Yrpo3a qunamMmuueckoit TaltHbI
C. ¥Yrpo3a nmHaMHYECKOU JOCTYITHOCTH
D. ¥Yrpo3a nunamuyeckoi 6€30nacHOCTH
E. ¥Yrpo3a nunamuyeckoi 1enoCTHOCTH
14. KonduaeHuuaabHyo HHHOPMAIIMIO MOKHO Pa3JeIUTh Ha:
A. TlpenMeTHas ¥ TOKyMEHTHPOBAHHAS
B. IIpeamertnas u ciyxeOHast
C. CinyxebHas 1 3aniucHas
D. JlokyMeHTHpOBaHHAS U 3aIlIUTHAS
E. CnyxxeOHast 1 3amUTHAS
15. Ha xakue MeXaHU3MbI IEUCTBUS JETATCS BPEIOHOCHBIE TPOTPaMMBbl?
A. Jlormaeckue OomObI, Apudmernueckue uepBu, KoMIBIOTEpHbIE
BUpYCHI, HaHo-BHUpyCHI



E.

. Jlornueckne OomObI, TposiHCKMe KkoHU, YepBu, KommbroTepHbIe

BUPYCHI

. Jlormueckue 60mObI, Hano-Bupycel, TposiHCkHe KoHHM, [lapasuTHbie

4epBU

. Hano Bupycel, TpossHckue koHu, KommbioTepHble BUPYCHI,

[Tapa3uTHbIC YepBU
Apudmernueckue vepBu, KommbrorepHbie BHpYchl, HaHO BHpPYCHI,
Jlorunyeckue 0oMOBbI

16. Kakoit u3 »Tux BpeauTenell MOCTOSHHO HaxoasTcs B OBM wm
BbIYUCIUTENBHBIX crcTeMax (BC) u BhIMOTHAEMBbIE TOJBKO IPU COOIOICHUN
OINPEJEICHHBIX YCIOBUI?

A. Jlorngeckas 6omba

B. Uepsb

C. TposiHCKUI KOHB

D. KomnbroTepHslii BUpyc
E. Hano Bupyc

17. HaiiguTe onpeneneHust BpeAUTeNs 0 Ha3BaHUEM «UEPBb»

A. Tlony4yeHHble IMyTeM SBHOIO M3MEHEHUS WM J100aBJIEHUS KOMaHI B

II0JIB30BATENbCKUE MporpaMMbl. [Ipu mocienyromeM BBITOIHEHUU
[0JIb30BAaTEIbCKUX MPOTpaMM HapsiAy C 3aJaHHBIMU (YHKIUSMU
BBINIOJIHAIOTCS HECAHKI[MOHHPOBAHHbBIE, U3MEHEHHbIE WM KaKHE-TO
HOBBIE (DYHKIUU.

. HeOonpiume mnporpammel, KOTOpbIE Iocie BHeapeHus B OBM

CaMOCTOSITEJILHO PACIPOCTPAHSIOTCS MTyTEM CO3/IaHUsI CBOUX KOMUH, a
MPU BBINIOJIHEHUU OMPEJICICHHBIX YCIOBUM OKa3bIBAIOT HETaTUBHOE
Bo3aeiicTBue Ha KC

. [TporpamMMbl WM UX 4YacCTH, MOCTOSIHHO Haxojsdmuecs B OBM wunu

BBIUUCTUTENBHBIX cucTeMax (BC) u BBITIONHSAEMBIE TOJBKO IPHU
COOJIIOJICHUH OTPE/ICTICHHBIX YCIOBUM.

. IIporpaMmpl, KOTOpBIE BBIIOJHAKTCS KaXIbld pa3 IpU 3arpyske

CUCTEMbI, 00J1a1at0T CIOCOOHOCTRIO NiepeMeniaThest B BC mnu cetu u
CaMOBOCIIPOM3BOAUTh  KONUHU. JIaBUHOOOpa3HOEe  pa3MHOXKEHHE
IporpamMM MPUBOJUT K MEPErpy3KE KAHAIOB CBSA3M, MaMIATH U, B
KOHEYHOM HUTOT€, K OJIOKUPOBKE CUCTEMBI.

[TIporpaMmbl WJIM UX YaCTH, MOCTOSIHHO Haxoadmuecs B 9BM, koTopsie
BBINIOJIHAIOTCS KXl pa3 mpuU 3arpy3ke CHCTEMbl, 0O0JaAaroT
cocoOHOCThIO epeMeniatbes B BC minm cetu 1 caMoOBOCITPOU3BOAUTD
KOITUU.

18. Crangaptuzanus B obsactu b He00X01MMO 110 .. ... IPUYUHAM
A. 4

E.

o0 w
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19. Kakue ctanmapTsl NpuIuHBI HEOOXO0AUMBI B 11B?
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E.

EnuHBIX XapakTepucTrK, €IUHBIX TPEOOBAHUH

EnunHplx TpeOOBaHHMM, €IMHBIX KOH(MHJICHIUAIBLHOCTH, CIHHBIX
MIOJIXOJIOB, EIUHBIX CTAaHIAPTOB

EnuHpIx TpeOOBaHMM, €IWHBIX TOIXOJO0B, CAMHBIX KAaueCTBEHHBIX
IOKa3aTresel I OLEHKHA 0€30acHOCTH

EnuHBIX XapaKTEPUCTHK, AUHBIX TPEOOBAHUH, CAMHBIX KAU€CTBCHHBIX
[OKa3aTesel I OLEHKH 0€30I1aCHOCTH

EnuHpIX IOOX0m0B, €IMHBIX KAYECTBEHHBIX ITIOKA3aTENIEN IIsT OLICHKHU
0e30IMacHOCTH

20. 3auem HyXHBI cTaHAAPTHI FKcTiepTam 1o 1Ub?

A
B.
C.
D.
E.

YPpOBHS 3alIUThI

Y POBHS OLIEHKH LIEHHBIX JOKYMEHTOB
YpoBHs uHbOpMaIUU

VYpoBHs 6e30nacHOCTH

YPOBHS OTBETCTBEHHOCTH

21. MunuctepctBoM 00oponbl CIIIA B 1983 roxy Obuta pazpaboTana KHUTA:

A
B.
C.
D.
E.

OpanxeBasi KHUTa
Kenrast kHura
benas xuura
YepHas kHura
3eneHast KHUTa

22. CKOJIBKO TPYII UMEET JaHHAasl KHUTA M0 CTaHAapTU3aIluuU?

A
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23.Yto ¢ coboit mpencrapisier TepMuH «IIporpaMMHO-TEXHHUECKas cpeiay?

A.
B.

C.

D.
E.

Mepbl (PU3UYECKOM 3alUThI, TEPCOHAI U €ro crienuduka

HazHadyeHue oreHoyHoro o0wekTa(O0), mpeamosaraeMpie 00JaCTH
€ro MpUMEHEHUSI.

MOJIOKEHMsI TIOJIUTHK ~ Oe3ormacHocTH, 3arparuBapommx OO wu
YUUTBHIBAIOIINX €r0 0COOEHHOCTH;

3aKOHBI 1 HOPMAaTUBHBI aKThl, 3aTparusaromue OO

Mepbl pr3ndeckoit 3aIUThI U MOJIOKEHUS MOJIUTUK 0€30MaCHOCTH

24. IIpun moAroTOBKE K OICHKE (POPMATU3YIOTCS CIICIYIONINE ACMEKThl CPEeibl
orieHouHoro oobekTa(O0):

A

B.

C.

[Ipennonoxxenus: OGE30MACHOCTH, YIpPO3bl OE30MACHOCTH, MOJUTHUKA
KOH(UIECHIIUATIBHOCTH

[Ipenamonoxxenuss 6Ge30macHOCTH, TPEOOBAHUS JOBEPHS, MOJUTHUKA
0e3omacHOCTH

OyHKIIMOHAIBHBIE TPeOOBaHMs 0€30MMACHOCTH, YTPO3bl 0€30MMACHOCTH,
MOJINTUKA 6€30MaCHOCTH



D. Ilpennonosxxenusi 6€30MacHOCTH, yrpo3bl OE30MaCHOCTH, TMOJIUTHUKA
0e30macHOCTH
E. [lpeanonoxenuss OGe3zonacHocTH, OyHKIMOHAIBHBIE TpeOOBaHUS
Oe3omacHOCTH, TPeOOBaHUS IOBEPUS
25.Kakue naBa JOKyMEHTa MOTYT OBbITh pa3paboTaHbl NMpu (HOPMYIHPOBAHUU K
TpedboBanusM OneHounoro 0obekTa(00)?
A. TIpoduns 3amuThl, TPEOOBAHUS JTIOBEPHUS
B. 3anganue no 6e3onacuoctu, [Ipennonoxenue 6€30MacHOCTH
C. IIpodwuns 3anuTel, 3aganne Mo OE€30MaCHOCTH
D. TpeboBanust 1oBepusi, NPEANOI0KEHUE OE30MACHOCTH
E. 3aganue no 6e3omacHocTH, TpeOOBAHUS JOBEPUS
26.bputanckuit Uactutyt CTanAapTOB IpU MOAJIEPKKE TPYIIIBI KOMMEPUYECKUX
OpraHW3aluii  TPUCTYMWJI K  pa3paboTKe  CcTaHmapTa  yIpaBJiICHUS
nH(popMaIMOHHON Ge30nmacHOCThI0. Kak Ha3bIBaeTCs 3TOT CTaHIAPT
A. BAT7799
B. BB 7788
C. BS 7799
D. BB 7799
E. BS 7788
27. [lonutrka O0€30MAaCHOCTH, OpraHU3alMOHHAA 3aluTa, Kiaccudukanus
pECypcoB U KOHTPOJb, 0€30MaCHOCTh MEPCOHAa, YIPaBICHUE TOCTYIIOM K
cucteme. K 4emy OTHOCSTCS TIEpeurCaeHHBIC TpUIaraTebHbIe?
A. K cucrteme cranmapra
B. K [lonutuke 6e3onacHocTH
C. K mompaznenenusm ctanaapra
D. K ocHoBam cranmapta
E. K ctpykrype ctangapra
28. B «ISO 27001» mist onucanuss CYUD nponieccHas Moelb mpeaycMaTpuBaeT
HENPEPBIBHBIN LIUKJI MEPOIPUITUI
A. Onpenenenue, peanusais, MpoOBEpKa, JEUCTBUE
B. IlnanupoBanue, peanusaius, mpoBepKa, 1eHCTBHUE
C. IlnraaupoBanue, peanu3aius, M3roTOBJICHUE, JICHCTBHE
D. IlnanupoBanue, peanusaius, IpoBepKa.
E. [InanupoBanue, co3aHue MpoBepKa, 1eicTBHE
29. B COOTBETCTBUU C TMPOICCCHOW MOJENBI0, CTAHAAPT OMPEISIsIeT ... dTara
cozmanusa CYUb
A 4
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30. Kakomy 3Tamy OTHOCHTCS «IPOBEJEHNE MOHUTOPUHTA W aHAU3a CHUCTEMbI
yrpaBiieHus] HHPOPMAIIMOHHON 6€30TacHOCTI»?
A. K mecromy
B. Ko Bropomy



C. K yetBepromy
D. K tpetbemy
E. K nepomy
31. JIns coznmanus CYWD Ha npeanpusaTiu U MOJATOTOBKE K €€ cepTU(HUKAIIMY Ha
COOTBETCTBHE TPEOOBAHUSM CTaHJApTA JEIUTCS Ha 2 OCHOBHBIX JTara:
A. Pa3paboTKy cucTeMbl yIIpaBICHUS U BHEIPEHUE CUCTEMBI YIIpaBICHUE
B. Pa3paboTky cucTembl ympaBlieHUS W BHEJIPEHUE BBIOPAHHBIX MEp
00pabOTKH PUCKOB
C. Pa3paboTky cucteMbl U OlleHKa HHOPMAITMOHHBIX PHUCKOB
D. Pa3paboTky cuCTEMbI U MOACIUPOBAHUE TTPOTPaAMM
E. Pa3paboTKy cucTeMbl U KOHTPOJIb BBITTOJHEHUS PUCKOB
32. Kak onpeiensitoT OLEHKY KPUTUYHOCTH aKTUBOB?
A. Onenka B yuiep0ax €IMHHULL U YPOBHSA
B. Ouenka B TOBapax eIMHUI] U YPOBHS
C. O1ieHKa B JCHEKHBIX €IMHUI] U YPOBHSI
D. Ouenka B MeTaJ1aX €IMHUIL U YPOBHS
E. OueHka B akTUBax €AUHUI] U YPOBHS
33. Kakue ypoBHU HIKaJIbl TOCTATOYHBI 151 0a30BOI OLIEHKU PUCKOB?
A. Huzkuii, BBICOKHH TIPEeaeIbHO BHICOKUI
B. Huskwuii , cpenamii, BBICOKUN
C. Hwxke cpennero, cpeaHui, BRICOKHIA
D. Huskwuit u BeICOKHIA
E. Hlkamaor 1 no 3
34. Onenka nH(HOPMALIMOHHBIX PUCKOB 3aKITI0YAETCS B PACUETE PUCKOB, KOTOPHIi
BBINIOJIHAETCSI C Y4YE€TOM CBEJIEHHUHA O KPUTHUYHOCTH AaKTHUBOB, a TaKke
BEPOSTHOCTEH peasiu3alluu ySI3BUMOCTEN. YKaxuTe GopMysTy OIIEHKH PUCKOB:
A. R=D + P(C)
B. R=D - P(V)
C. R=D/P(A)
D. R=D * P(E)
E. R=D * P(V)
35.Pe3ynbTaThl OLEHKHU PUCKOB KaK MPABUJIIO, IPEICTABISIOTCS B «...)»
A. B stanax 00 orieHke HHPOPMAIIMOHHBIX PUCKOB KOMITAHUMA
B. B 00paboTke 00 orieHKe HH()OPMAIIMOHHBIX PUCKOB KOMIAHUI
C. B ypoBHsx 00 orieHke HHGOPMAITMOHHBIX PUCKOB KOMITAHUN
D. B otuere 00 onieHKe HHPOPMALIMOHHBIX PUCKOB KOMITAHH
E. B pacuerax 00 oneHke HH()OPMAMOHHBIX PUCKOB KOMITAHUN
36.Kakoit OykBOil OTMEUEHO «KPUTUUHOCTH akTUBA(yep0)» B GopMyIie OLEHKH
pUCKOB?
A R
B. A
C.D
D. P(A)
E. P(V)
37. Uto o3HAYAET NaHHBIN TEPMHUH «yKJIOHEHHE OT PHUCKOB



A. TlepeHeceHne OTBETCTBEHHOCTH 33 PUCK HA TPETHH JIULIA
B. IlosnHoe ycTpaHeHHe HCTOYHHMKA PUCKa
C. BriOop u BHeIpeHUE MEP 1O CHUKEHUIO PUCKa
D. Onpenenenue ypoBHS pUcCKa
E. YkioHenue ot pucka no menecooOpa3HbIM Mepam
38. [lepenecenre OTBETCTBEHHOCTH 3a PUCK Ha TPETbU JHIlA, 0€3 ycTpaHEHHUe
MCTOYHUKA PUCKA!
A. Ilepenaua pucka
B. CHuxeHnue pucka
C. [Ipunstue pucka
D. VkioHeHue oT pucka
E. Ilepenaya u cHUKEHUE pHUCKa
39. Kaknie 0OCHOBHBIE IOKYMEHTHI SIBJISIIOTCS O yrpasieHuio Ub?
A. Jloxtpuna u nonutuka b
B. 3akons! u [lonmuruka ynpasnenus b
C. Cratbs u 3akonbl b
D. llonutuka ynpasnenus b
E. [Monmutuka Wb u [Monmutuka ynpasnenus Ub
40. Kak o npyromy HazweiBaetTcsi mojenb Lllyxapra-/lemunra?

A. PDCA
B. PPCA
C. PDDA
D. PCCA
E. PPAA
41.Cxonbko sTanoB mozenu [lyxapra-J/lemunra?
A 3
B.5
C.8
D.9
E. 4
42. YKaXHUTE KPUTUYHOCTH pPeaTu3alliK yIPO3bl
A. Tmax
B. P(V)
C. Dc
D. ER
E. Th
43. YKaXWTe NMPaBUIBHBIN AJITOPUTM YPOBHS YTPO3HI IO YSI3BUMOCTH
ER CTh
A. 100 100
o ER T max
B. 100 100
p(v)_ ER , T max
C. 100 100
_P(V)_ER

D. 100 100



ER-xs  P(V)ess
) 100 100
44. Kak paccuMThIBaeTCs PUCK MO pecypcy R, mis pexxuma ¢ onHoit 6a3oBoi
yrpo3omu ?
A. R=CThRxD
B. R=CThR-D

Thc.l.a:

R=CThR —3
C. 100
R=CThR ><R
D. 100

E. R=CThR+D
45. Kak paccuuThiBaeTcs pyuck no uadopmaimonHoi cucreme CR st pexxuma ¢
OJIHOM 0a30BOM yrpo30ii, 1Jis paboTHI B JIeHbrax?

LR R
CR= (0x1:[(07100)) 100 V(p)_;R.

CR= Z R
i=1

CR=
c. &

CR= %R.

m+1

V(P) = ZR.

46. Kak paCC‘{I/ITBIBaeTCH puck o uHpopmanronnoi cucteme CR nist pexxuma ¢
OJIHOM 06a30BOM yrpo30H, i paboThl B YPOBHSIX?

B.

CR=(1- H(1+1—)) +100

i=1

5 CR=(0- H(1><_)) +100

c CR=(1- H(l—l—))xloo

i=1

o CR= (1x1|‘1[(1—m)) 100

CR= (OXH(O——)) ~100

47. 9(1)(1)CKTI/IBHOCTB KOHTPMEPBI PACCUUTHIBAETCS M0 CleNyouied popmye:

_ Rnld Rnew

A_ Rold
E — Rold + Rnew

B_ Rold
E — Rold X Rnew

C_ Rold
E — Rold + Rnew

D . Rold



oldi new
E_ Ras = R

E_ Rold
48.TTouemy mpu jokaabHOM jaoctyne VPN He yduThIBaeTCs, MpH Iepeaade

uHopmaruu?
A. JlokanbHas ceTh UCTIONB3YET APYrou MudpoBaTop
B. JlokanpHyt0 ceTh MUMPYIOT B CEPBEPE
C. i 5TOTO HY’>KEH OTJENbHBIN KaOelb
D. JlokanpHas CeTh HE UCTIOIB3YETCS IS Tepeaqr HHPOpMaIuu
E. TpyaHo B310MaTh JIOKaJbHYIO CETh
49. Kak paboTaeT MeToIMKa MO OICHKE HH(POPMAIMOHHBIMH PHCKAMH IO
HazBannem COBRA?
A. B BuJie BHEIpEeHUE CBOUX MPOOJIEM B CHEITUATBHYIO TIPOTPaMMY
B. B Bume TeMaThyecKux BONPOCHUKOB, IOCIE KOTOPOTO JIaHHBIE
aBTOMaTH4YEeCKU 00pabaThIBAIOTCS
[Tpurnamenue cneruanucrta mno padore COBRA
Otmpasnienre BonpocoB Ha nouty cnenuanucty COBRA
CkaunBaHME TOMOJHUTENBHBIX YTHIUT HA CEPBEP, MOCIE KOTOPOTO
mporpaMma aBTOMaTHYE€CKH HaUMHAET padoTy
50.B 1985 romy [lleHnTpambHOE AareHTCTBO IO KOMIIBIOTEpaM H
TEJIEKOMMYHUKAIUSIM Benukobpuranuu Hayajo HCCIIEIOBAHUS
CYILIECTBYIOIIUX METOJI0B ynpaBieHus b nis Beigaun pekoMeHaaIuu o ux
WCIIOJIB30BaHUIO B MPABUTEIBCTBEHHBIX opraHu3anusx. Ho He mojomien HU
oauH n3 Hux. Kakoii Mmeton ObLI cO3/1aH HA TOT MOMEHT?
A. Meton COBRA
B. Metox SSADM
C. Meton RA Software Tool
D. Meton Software
E. Metox CRAMM
51. HazoBute kakue stambl ecTh B MeToge CRAMM?
A. Initiation, Risk analysis, Risk initiation, Identification Assets
B. Risk analysis, Threat and Vulnerability Assessment, Risk initiation,
Risk identification
C. Initiation, Identification and Valuation of Assets, Threat and
Vulnerability Assessment, Risk Analysis, Risk management
D. Risk management, Risk analysis, Initiation, Risk initiation,
Identification and Valuation of Assets
E. Threat and Vulnerability Assessment, Identification and Valuation of
Assets, Risk management, risk initiation
52. Yto ¢ coboii 3HaunT TepMuH «Risk management»?
A. Tlpennararorcs Mephl U CpeICTBa YMEHBILICHUS WM YKIIOHEHUS! PUCKOB
B. [To3BossieT moy4yuTh KAYECTBEHHBIE U KOJIMUYECTBEHHBIE OIICHKH
C. Unentudumupyrorcs ©  OICHUBAIOTCS YIPO3bl W YSI3BUMOCTHU
WH(OPMAITMOHHBIX aKTUBOB KOMITAHUH

mo o



D. OnpenensioTcst TpaHuilbl UcciaenyeMod MH()OPMALIMOHHOW CHCTEMBI
KOMIIAaHUM, COCTaB U CTPYKTypa €€ OCHOBHBIX HH()OpPMaLMOHHBIX
aKTUBOB U TPaH3aKLIUU

E. UeTko HACHTUPUUMPYIOTCS aKTUBBI, U ONPEACIISAIOTCS UX CTOMMOCTb.
Pacyer crommoctH MH(OPMALMOHHBIX AKTUBOB  OJHO3HAYHO
MO3BOJIAET  OMNpPEAETUTh  HEOOXOIMMOCTb W JIOCTATOYHOCTh
IIpEUIaraéMblX CPEACTB KOHTPOJIA U 3AILUTHI

53.Yto ¢ coboii mpencrariser 3HadeHne tepmuHa «Threat and Vulnerability
Assessment»?
A. Tlpemiararotrcs Mephl U CpEACTBa YMEHBIIICHUS W YKIIOHSHUS] PUCKOB

B.
C.

[103BOJISIET OJIYYUTh KAUECTBEHHBIE U KOJIMYECTBEHHBIE OLICHKH
Naentuduuupyrorcss W ONEHUBAIOTCA  YIpo3bl U YSA3BUMOCTH
UH(GOPMAIIMOHHBIX aKTUBOB KOMITAHUHU

. OnpenenstoTcss TpaHUIBl HCCIETyeMO HMH(POPMALUMOHHON CHCTEMbI

KOMITaHHH, COCTaB U CTPYKTYpa €€ OCHOBHBIX I/IH(i)OpMaI_II/IOHHBIX AKTHBOB
" TpaH3aKIUH

. Hetko I/IIICHTH(I)HHI/IPYIOTCH AKTHUBBI, U OIIPCACITIAIOTCA HX CTOHUMOCTD.

Pacuer croumocTu HH(bOpMaHHOHHBIX dAKTHBOB OJHO3HAYHO IIO3BOJIACT
OIIPpCACIINTD H€O6XOI[I/IMOCTI> N JOCTATOYHOCTDL IIPCAIAaraCMbIX CPCIACTB
KOHTPOJIAA 1 3alIIUThI

54 . nentudukanusi pecypcoB U MOCTPOECHUE MOJIEIN CUCTEMBI C TOUKH 3PEHUS
UBb. Kakue naeHTuguKkaium pecypcoB NpoBOJSTCS?

A. MatepruaibHbBIX, MOPAJTBHBIX, ICHXOJIOTHYECKUX

B. MaTepuallbHBIX, TPOTPAMMHBIX, TTIOJIUTHYECKHIX

C. [IporpaMMHBIX, TOTUTHYECCKUX U HHPOPMAITMOHHBIX
D. MatepuallbHBIX, TPOTPAMMHBIX, HH()OPMAITMOHHBIX

E. [Monmutuueckux, MaTeprabHBIX, THPOPMAITMOHHBIX

55.HenoctynHocTh pecypca B TEYEHUH OMPECICHHOTO BPEMEHH, pa3pyllIeHue
pecypca — motepss WHGOpPMAIMH, TMOJYYEHHONW CO BPEMEHH MOCIEIHEro
PE3epBHOIO KOMHUPOBAHUS, HapylIeHHE KOH(MUICHIIUATLHOCTH B CIIydasx
HECAaHKIIMOHUPOBAHHOTO JIOCTyMa, OIIMOKH, CBSI3aHHBIE C Tepenayeit
uHpopmaruu. K kakoMy TUITY OTHOCSITCSI BBIIIIETIEPEUUCIICHHBIC IEHHOCTH

A. llennocts nHpOpMALIUH

B. IlenHocth Oe30macHOCTH

C. Lennocts noautuku b

D. IleHHOCTh TOKYMEHTUPOBAHUS
E. lenHocTs pecypca

56.Hapyiienre 1EeT0CTHOCTH MOMXKET MPOU30MTH HE TOJIBKO BCIIEIACTBUE
peIHAMEPEHHBIX ACHCTBHIA, HO U TIO PSAY APYTUX MPUYUUH:

A. Co6oii cuctemsl, cO0i cepBepa

B. C6oeB o0opynoBaHus, BEAyIIMX K TMOTEpPEe WM HCKAKECHUIO
uHOpMaIuU, CTUXUUHBIX OEICTBHI, OIMMOOK B MPOTPAMMHOM
o0ecrieueHun .

C. COoli JaHHBIX B IPOTPAMMUPOBAHUIMA

D. Co6oii cepBepHBIX IIPOIIECCOPOB



E. COoii B a5iekTpryecTBe
S57. AHanu3 puUCKa MOXXHO MPOBOJUTH COTJIACHO METOJUKE IO CIIEHApHIo,

CKOJIBKO ATAIlOB UMEET aHaJIu3 pI/ICKa?
A. 6

mooOw
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58. Ilo kakoii mkaje onpeaesieTcss YypOBEeHb PHCKa?
A. Or0- 010
B. 0-5
C. 0-3
D. 0-8
E. 0-6
59. o cratucTrke, caMbIM OOJIBIITUM MPEMATCTBHEM Ha ITYTH MPUHATHS KaKUX-
a10o Mep mo obecnedyeHro MH(OPMALMOHHON 0€30MacHOCTH B KOMIAHHUU
SBJISIOTCSL 2 MIPUYUHBI:
A. OrpannyeHue CiryKeOHBIX MECT
B. Orpannuenue OrwkeTa M OTCYTCTBUE MOAJIEPKKH COC CTOPOHBI
PYKOBOJCTBA
C. Orpannvenne 0a3 JaHHBIX
D. Orpannuenun UT cnenuanucTos
E. Orpannuenue ¢unancupoBanue u UT cnenmanncros
60.Kewm pazpabortana metonnka FRAPP ?
A. Tomac Illen6u
B. I'enpu ®@opx
C. I'ycraB KnuntByn
D. Credano Pozuno
E. Tomac [lentuep
61. OcHoBHBIC 2 DTara OIEeHKH PHUCKa:
A. ConoctaBiieHre TOKYMEHTOB ¥ TIOJUTHKA KOH(PUICHIIMATIEHOCTH
B. INonutuka KoHGUIEHITMATFHOCTH U TTOUTHKA yripaBiienue Ub
C. [MonuTtuka KoH(DHUISHIINATEHOCTH U UIEHTU(DUKAIUS yTPO3
D. Onpenenenure 3aliMaeMbIX yrpo3 U NoJMTrKa ynpasienue b
E. Onpenenenne 3amuimaeMbiX akTUBOB U HICHTU(HUKALIUS yTPO3
62. Kakass mMeroanka TMOBEICHHs OIEHKHM PUCKOB pa3paboTana HHKeHEpHBIM
Nuctutyrom Ilporpammuoro Oo6ecnieuenust (SEI) mnpu  yHUBepcuTETe
Kapuern Memton?
A. CRAMM
B. OCTAVE
C. SDSS
D. FRAPP
E. COBRA
63.Cxonpko ¢a3 npeamnonaraer meroguka OCTAVE?
A 4
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64. Ykaxure npaBuibHyto Gopmyay Bo3BpaTa uHBectuiuii ot Risk Watch

ROI = Z NVP(Benefits) — Z NVP(Costs))
" ROI = Z NVP+ Z NVP -+ Benefits; + Costs
ROI = Z NVP(Beneflts) + Z NVP(Costs)

ROI = Z (Benefits)) + Z (Costs)

C.

ROI = Z NVP+ Z NVP
D.

ROI = Z NVP+ Z NVP + Benefits, + Costs
E.

65. Onenka moib3bl (T.€. 0KUAAEMOTO CHIDKEHUS MOTEPb) KOTOPHINA MPUHECET
BHEJIPEHUE JTAHHOW MEPHI 3aIIHTHI:

A. Costs;
B. NPV
C. Benefists;
D. ROI
E. LAFE

66. 3aTpaThl Ha BHEJPCHUE U TIOJICPKAHUE j—MEPBI 3aIIUTHI
A. ROI
B. Benefits;
C. NPV
D. Costs;
E. LAFE

67. Yucras Texymias croumocth B Risk Watch
A. ROI
B. LAFE
C. NPV
D. Costs;
E. Benefits;

68. CnenuanbHble 3aKOHBI, APYTUe HOPMATUBHBIE AKThI, IPaBUIIA, IPOLIETYPHI, U
MEPOIPUSITHS, KOTOPbIE 00€CIeYNBAIOT 3aIIUTy MH(GOPMAILMU Ha MPaBOBOU
OCHOBE

A. OpranuzaiiuonHas 3amura

B. UnxeHepHO- TeXHUYECKas 3alluTa
C. UndopmanronHas 3amura

D. KondunenunanpHas 3ammura

E. IlpaBoBas 3amura



69.PernamenTariuss MPOM3BOJCTBEHHON JEATEIBPHOCTH W B3aWUMOOTHOIIECHUMN
WCIIOJIHUTEIEH HA HOPMATUBHO-TIPABOBOM OCHOBE, KOTOpasi UCKIIFOYAET WU
ocJa0JIsieT HAHECeHHE KaKUX MO0 YOBITKOB IIPEANPHUSTHIO

A.

B.

C.
D.

E.

Opranu3anyoHHas 3aluTa
[TpaBoBas 3amura
HHxeHepHO-TeXHUYeCKast 3a1uTa
KondunennuanpHas 3ammra
HNudpopmanmonHas 3ammura

70.Ucnonp30BaHne  pa3HOOOpPa3HBIX  TEXHUYECKHUX  CPEACTB,  KOTOpHIC
NPENATCTBYIOT HAHECEHUIO YOBITKOB MPEANPUATHIO

A
B.
C.
D.
E.

OpranuzanioHHas 3aiuTa
[IpaBoBas 3ammra
KonduaenumnanpHas 3ammra
WHXeHepHO-TeXHUYEeCKasl 3a1uTa
HNudpopmanmonHas 3amura

71. Kakoit moKyMeHT sBJisieTcsi OCHOBHBIM 110 b coBpeMeHHOro KoMMepUYecKoro
npeanpusTus ?

A

D

E.

. [IpaBoBas 3amura b
B.
C.
. Cratea b

[Tomutuka Ub npeanpustus
[Tonutuka koHpuaeHMaasHOoCTH b

Joxtpuna b

72.Yto Takoe «IlomuTrka 6€301MacHOCTH OPTaHU3aITAN»?

A
B.

73.1enn
A.
B.

mo O

oOecrieueHue pa3BuTUs opranuzanuu B oonactu b

COBOKYITHOCTh PYKOBOJSIIMX NPHUHIUIIOB, IPaBWI, NPOLEIYp U
IIPAKTUYECKUX NPUEMOB

[Tonxon K yOpaBlIEHUIO pPUCKAMM U BbIOOpa KOHTpMeEp st
MUHHAMU3AIUN PUCKOB HH(GOPMAIIMOHHON 6€30MacHOCTH

. KpaTkoe o0bsicHeHHEe TPUHITUTIOB WH()OPMAITMOHHON O€30MTaCHOCTH

KOMILJIEKC TPEBEHTUBHBIX MeEp IO 3ammTe HHPoOpMaluu Ha
OpEeINpUsITUA W COAEPXKUT TpeOoBaHUS B aApec IepcoHana,
MEHE/IKEPOB U TEXHUYECKUX CITYKO

MOJIUTUKU MHGOPMAIIMOHHOMN 0€301MacHOCTH

Obecnieduenre pa3BUTHs opranu3auuu B oonactu Ub

COBOKYITHOCTh PYKOBOJSIIMX MPHUHIIMIIOB, TpaBWi, MpOLENyp U

MPAKTUYECKUX TTPUEMOB

[logxox K ymOpaBl€HUIO PUCKaMH MW BBIOOpA KOHTpMEp s

MUHHUMUA3aUU puckoB b

. Kpatkoe o0ObscHenue npununos b

Komrieke mpeBEeHTUBHBIX Mep 1o 3amure uWHPOpMAIMK Ha
NPEANPUATAA U COACPKUT TpeOOBaHWS B ajpec TMepcoHaa,
MEHE[KEPOB U TEXHUUECKHUX CITY>KO

74. ABTOpCKOE ITPaBO-
A. CBeneHust KOTOpbIE HE SIBIAIOTCA TOCYJAPCTBEHHBIMU TailHaAMU

CeKpeTaMu



E.

CBenieHUs KOTOpBIE SIBJISIIOTCS TOCY/ApPCTBEHHBIMU TallHAMH U
CEeKpeTaMu

[IpuGeraroT npu MIKUPOKON NyOJUKAIUU CBOEW HHGOpPMAIUHU, B TO
BpEMsI KaK KOMMEPYECKYIO TallHYy U JIEP>KaT B CEKPETE

He mpuberaror mpu mmpokoi myOauKauu cBoel nHopMaluu, B TO
BpEMsI KaK KOMMEPYECKYIO TallHY U HE JIEPKAT CEKPETE

PazpeliieHne BBIJAHHOE TOCYAapCTBOM Ha MPOBEACHHUE HEKOTOPBIX
BUJIOB XO35IMCTBEHHOU JEITEILHOCTHU

75. JInuensusa-

A

B.

E.

CBenieHUs KOTOpbIE HE SBISAIOTCA TOCYJApCTBEHHBIMU TallHaMu
CeKpeTamMu

CBenieHUs KOTOpBIE SIBJISIIOTCSI TOCY/IApCTBEHHBIMU TallHAMH U
CEeKpeTamMu

[IpuberaoT mpu MUPOKON MyONMKAIMKU CBOEeW MHGOpMAINH, B TO
BpeMsI KaKk KOMMEPUYECKYIO TallHy U JEp>KaT B CEKPETE

He mnpuGerator npu mupokoit myOaukanuu cBoeil nudopmaium, B TO
BpeMsI Kak KOMMEPUYECKYIO TallHy U JEp>KaT B CEKPETE

Pa3penieHue BbIIAHHOE TOCYIApCTBOM Ha NPOBEAEHUE HEKOTOPBIX
BUJIOB XO3SIICTBEHHOM JI€SITENBHOCTH

76. Co3naBasi cucteMy MH(POPMAIMOHHON 0€30MacHOCTH, HEOOXOJUMO YETKO
MOHUMATh dYTO, ...... 3amuThl UHOOPMAIMU KaKue-Tu00 MPETEeH3HH K
HEZI0OOPOCOBECTHOMY COTPYIHHUKY, KIHUEHTY, KOHKYPEHTY U JOJKHOCTHOMY
JuIly OyyT IPOCTO 0€30CHOBATEIBLHBIMU

A
B.
C.
D.
E.

be3 nommTuky KOHPUAEHIIMATBHOCTH

be3 mpaBoBoro odecneueHus

bes 3amuThl nHGOpManun

be3 yupenuTenbHbIX JOKYMEHTOB

be3 oprannzalunoHHbIX U PYHKIMOHAIBHBIX JOKYMEHTOB

7'7.IlpaBoBbIe HOPMBI OOecTieueHUs OE30MaCHOCTH U 3alIUThl MHGOPMAIIMKN Ha
KOHKPETHOM TIPEANPUATAN OTOOPAKAIOTCS B COBOKYITHOCTH:

A

mo O

[TonuTka KOH(UISHIMAIBHOCTH, IMPAaBOBOE oOOECIeUYeHUe, 3alluTa
uHbopMaIuu

YupeaurenabHbie JOKyMeHTHI, [IpaBoBoe oOecnieueHue
OpraHu3arnoHHbple W (QYHKIHOHAJIBHBICE JOKYMEHTHI, 3aliuTa

uH(popMauu
VYupenurenbHble, OpraHu3alMOHHbIE, (PYHKIIMOHATIBHBIE TOKYMEHTHI
3amura uH(popMaru, [Tonutuka KOH(HIEHIIUATILHOCTH,

CDYHKLII/IOHaJ'IBHBIC JOKYMCHTBI

78. B kakoM [oroBope mnpeaycMaTpuBaroTCs TpeOOBaHUS IIPaBOBOTO
o0ecrniedeHuns 3auThl HHPOpMaluu
A. Tlonutuka KOH(pUIEHIINATBHOCTH

B.
C.
D.
E.

KonnekTuBHbIN 10TOBOP
YupenurenbHble JOKYMEHTHI
IIpeameT noroBopa
OyHKIMOHAJIBHBIE JOKYMEHTBI



79. PermameHTarusi MpOW3BOJCTBEHHOW MACSATEIHHOCTH W B3aMMOOTHOIICHHA
UCIIOJIHUTENIEH HA HOPMAaTUBHOW OCHOBE, YTO HUCKIIIOYAET WUJIU CYLIECTBEHHO
OCJIOXKHSIET HETIPAaBOMEPHOE OBJIa/IeHHE KOH(PHUICHIIMATbHON HH(pOpMaluen u
MPOSIBJIICHUS] BHYTPEHHUX U BHEIIHUX yTPO3

A. Opranu3aiiioHHas 3aiuTa

B. Uudopmarmonnas 3ammura

C. Undopmannonnas 6€301macHOCTh
D. Cnyx0a 6e30macHOCTH

E. Ilomutruka KoHGUIECHITNATEHOCTH

80.CxoJbKO OCHOBHBIX OPTaHU3AIIMOHHBIX MEPOTIPUATUU
A 4

E.

OOw
oo U1 O

81. Opranuzanus paboThl C TOKYMEHTAMHU U JOKYMEHTHPYEMOM HH(POPMAIIUECH:
A. BuyTpeHHUE U BHEIIHUE YTPO3bl KOHPUACHIIMAIBHON HH(OPMAITUH U

B.

D.

E.

pa3paboTKa MEPOIPUATUN IO OOECIICYCHUIO €€ 3alUTHI
Hcnonb30oBaHus TEXHUYECKUX CPECTB cOopa, 00pabOTKU U XpaHEHUE
U KOH(MUICHIIUATBLHON HHPOpMAIIUH

. [IpoBeneHne cuCcTeMaTUYECKOTO KOHTPOJsS 3a paboToil mepcoHana c

KOH(HICHIIMATbHON WH(}OpManuen, MOpSIIKOM Yy4yeTa, XpaHEHHS U
YHUYTOKEHUS TOKYMEHTOB U TEXHUYECKUX HOCUTEIIEH.

Opranuzanust pa3pabOTKM M HCIOJIb30BaHHUE, BO3BpPAT, XPAaHEHUE U
YHUUTOXEHUE

Opranuzanus 1 noAAepKKa HaJEKHOTO MPOIYCKHOTO PEeXUMa

82. Opranuszanus pexuma 1 OXpaHbl
A. BuyTpeHHUE 1 BHEIIHUE YTPO3bl KOHPUACHIIMAIBHON HH(DOPMAITUH U

B.

D.

E.

pa3paboTka MEPONPUITHI TT0 OOECIICUCHHIO €€ 3aIUThI
Hcnonb3oBaHne TEXHUYECKUX CPEICTB cOOpa, 00padOTKU U XpaHEHUE
U KOH(DUIESHITUATBLHON HHPOPMAITUH

. [IpoBeneHne cUCTEMATUYECKOTO KOHTPOJS 3a paboToil mepcoHana ¢

KoH(UIeHIIMaTBbHON WH(OpMaIuel, MOpSIIKOM yuyeTa, XpaHeHHUs U
YHUYTOXXEHUS TOKYMEHTOB M TEXHUYECKUX HOCUTEIIEH.

Opranuzanusi pa3pabOTKM U HUCIOJIb30BaHUE, BO3BpAT, XpaHEHUE U
YHUYTOXKCHUE

OpraHu3anus 1 NoJepKKa HaJIeKHOTO MPOITYCKHOTO pexXUMa

83.0Opranu3anus UCIOJIb30BaHUS TEXHUYECKUX CPEJICTB:

A. BHyTpeHHHE W BHEIIHUE Yrpo3bl KOH(UIEHUHUATBbHONM HMHpOpMaUUU U
pa3paboTKa MEPOIPUITHI IO OOSCIICUCHHIO €€ 3aIUThI

B. Hcnonp3oBanne TEXHUUYECKHUX CPENCTB cOopa, 00pabOTKH U XpaHEHUE U
KOH(HIeHINATEHON HHGOpMAITHH

C. IIpoBeneHne cHUCTEMAaTUYECKOTO KOHTPOJISI 3a pabOTOW MepcoHana C
KoH(uIeHIMambHON uWHMOpPMAIMEel, TOPAIKOM y4eTa, XpaHEHUs U
YHUYTOXEHUS JJOKYMEHTOB U TEXHUYECKUX HOCUTETIEH.



D. Opranuszanusi pa3padOTKM M HCIHOJIb30BaHUE, BO3BpAT, XpPaHEHUE U
YHUUTOKEHUE
E. Opranuszanus u noaiep:kka HaJlexHOTO MPOIYCKHOTO pexXuma
84.0Opranuzanus paOoTsl IO aHAIU3Y BHYTPEHHUX U BHELITHUX yTPO3
A. BHyTpeHHHE U BHEIIHUE YIpo3bl KOH(UIEHIHMAIBbHON HMH(pOpMalUuu U
pa3paboTka MEPONPUATHN IO 0OECTIEUEHUIO €€ 3alUTHI
B. Mcnonp3oBaHne TEXHUUECKUX CPENCTB cOOpa, 00pabOTKU M XpaHEHUE U
KOH(UACHIMATBEHOU HH(OpMALIUU
C. [IpoBeneHue CUCTEMAaTUYECKOTO KOHTPOJA 3a pabOTOM mepcoHana ¢
KOHQUACHIMANBHOW WH(OpManuen, MTOPSAKOM YdeTa, XpaHEHUus u
YHUUYTOKEHUS JOKYMEHTOB U TEXHUYECKUX HOCUTEICH.
D. Opranuszanusi pa3paOOTKM M HMCIHOJb30BaHUE, BO3BpAT, XpPaHEHUE U
YHUUTOKEHUE
E. Opranuszanus u noaaepxka HaJIe)KHOTO IPOITYCKHOTO PEXUMA
85. Opranu3zanus paboThl IO IPOBEAECHUIO CUCTEMATUYECKOTO KOHTPOJIS:
A. BHyTpeHHHE U BHEIIHUE YIpo3bl KOH(UIEHIHAIbHON HMH(pOpMalLuu U
pa3paboTKa MEPONPUITUI IO 0OECTIEUEHUIO €€ 3aIUTHI
B. Mcnonbp3oBaHne TEXHUUYECKUX CPEACTB cOOpa, 00pabOTKU U XpaHEHUE U
KOH(DHIeHInabHON HHGOpMAITUH
C. [IpoBeneHue CUCTEMATUYECKOTO KOHTPOJIA 3a pabOTOM mepcoHana ¢
KOHQUACHIMANBHOW WH(OpManen, TOPSAKOM YdeTa, XpaHEHUsS U
YHHUTOKEHUS JOKYMEHTOB M TEXHHUECKUX HOCUTEIICH.
D. Opranuzanusi pa3paOOTKM M HCIHOJb30BaHUE, BO3BpAT, XpPAaHEHUE U
YHHUTOKECHUE
E. Opranusamus u moaaepxka HaJIe)KHOTO MPOMYCKHOTO PEKUMa
86. Kakue OpraHU3aIMOHHBIC CpeICTBa  3allUTHl  KOMIIBIOTEPHBIX
UH(OPMAITMOHHBIX CUCTEM M CETEH Yale BCEro MpUMEHSIOTCS?
A. Tlpu mpoekTupoBaHUU, TIPU TOI00pE U MOATOTOBKE MEpCOHaNa, TPH

XpaHEHWW W HWCIIOJIb30BAHMS JIOKYMEHTOB,  TPU COOJIFOJICHUU
HAJIGKHOTO MPOITYCKHOTO KOHTPOJIS, TIPH IMOATOTOBKE M KOHTPOJIE 3a
paboroit

B. Ilpu komupoBaHWUU [OKYMEHTOB, IpPH TMOJO0OPE U TOJATOTOBKE
NIEPCOHAJNIA, NPU XPAHEHWU U HCIIOIb30BAaHUS JIOKYMEHTOB, IIpU
COOJIIOJIEHUU HAJIEKHOTO MPOIYCKHOTO KOHTPOJIS, MPU NOJATOTOBKE U
KOHTpOJIE 32 paboToi

C. Ilpu  npoektupoBanuu, Ilpum  3ammre  KOHPUIACHIUATBHOU
uH(pOpMaIMU , IPU XPAHEHUU U HCIOJIb30BAHUS JTOKYMEHTOB, IpHU
COOJIIOJIEHUU HAJIEKHOTO MPOIYCKHOTO KOHTPOJIS, MPU MOJATOTOBKE U
KOHTpOJIE 32 paboToi

D. Ilpu npoekTupoBaHuM, IpHU MOJOOPE U MOATOTOBKE MEpCOHANa, MPH

XpaHEHUW ¥ WCIOJB30BaHUS JOKYMEHTOB,  IPHU COOJIIOJICHHUH
HAJIE)KHOTO  MPOIYCKHOTO KOHTpohsi, [lpu mnpoBepke HOBBIX
COTPYJHHUKOB

E. Ilpu mpoexTupoBaHuu, mpyu MoaA00pe U MOATOTOBKE MEPCOHAma, MpU
XpaHEHWH W UCIOJb30BaHUS JOKyMEHTOB, IIpu cocraBieHuu



MNOJUTUKN KOH(QUACHIIMAIBFHOCTH, NPU MOATOTOBKE U KOHTpPOJE 3a
paboToii
87.Yto cocTaBisieT KOHTPOJb 3a MPOIECCOM TMedaTh HHPOpMalUU, Y4YEeT
NeYaTHhIX JOKYMEHTOB, YYE€T CHhEMHBIX HOCHUTENICH, Y4eT TEXHUYECKHUX
CPEIICTB, BEJICHUE YUETHBIX KapTOUYEK MOJIb30BaATEICH?
A. Tlonutuka KOHOUICHITUATLHOCTH
B. 3amura Uudopmaruu
C. I'ocynapcTBeHHas TaiiHa
D. IlonuTHka ynpaBieHus
E. Bammra naHHbpIx
88. BonbIMHCTBO CcepBUCOB OE30MACHOCTH HAMPABICHO HA MPEAYIPEKICHUE
HapyILICHUN:
A. Aynut 1 KOHTPOJIb
B. Unentudukamnus,  ayreHTU(UKALUsA,  yOpaBICHUE  JOCTYIIOM,
muQpoBaHUE, SKPaHUPOBAHUE
ObecrnieueHne 6€30NaCHOCTH, AyAUT, KOHTPOJIb JaHHBIX, ITU(PPOBAHUE
. TynnenupoBanue, unentudukanus, mmuppoBaHue
. AKTUBHBIN ayauT, Y A3BUMbIEC MECTa, AyTeHTU(DUKAIUS
89.Yto Takoe KOHBEPTUPOBAHUE OJHMX MPOTOKOJIOB IEpeauyd MakeTOB Yepes3
CETb, B PYTUE MIPOTOKOJIBI
A. Ayaut
B. Kontponn
C. Koncons
D. TynnenupoBaHue
E. Ayrentudukanus
90. Yo nmo3BosiseT uACHTU(DUKAINS CYOBEKTY
A. Yoexnaercs 4YTo CyOBEKT JEHCTBUTETBHO  TOT 3a KOTO cebs
MPUHUMAET
3anpammBaet y 1Mojiab30BaTelis ero UMs 1 Mapoiib
3amumaer JaHHbIE U TEHEPUPYET €ro
. IIpoBepsieT moATMHHOCTh JOKYMEHTOB
[To3BossieT CyOBEKTY, OEHCTBYIOIIEMY OT HMEHHU OIpPENIEICHHOTIO
T0JI30BATEJIsA, Ha3BaTh ceOs
91. Hanbonee n3BECTHBII MPOTPAaMMHBIA T€HEPATOP OJHOPA30BHIX MapOJIei
A. True key
B. Bellcore
C. Keyloger
D. SKEY
E. Printcode
92. Kak Ha3bIBaeTCs CEpBEPHBIN ayTeHTU(HUKAKTOP pa3pabOTaHHBIN B CEpeIuHe
1980-x B MaccauyceTckoM TEXHOJIOTUYECKOM UHCTUTYTE
A. SKEY
B. Bellcore
C. Kerberos
D. Keyloger

moo

moOw



E. True key
93.Yto ¢ coboil mpencrapisger ¢ coO00M COBOKYMHOCTh aBTOMAaTU3MPOBAHHBIX
METO/JIOB HJACHTU(PUKAUUU M ayTeHTU(HUKAMU JIOJEed Ha OCHOBE UX
(bU3MOTOTUYECKHUX U TTOBEACHUYECKUX XapaKTEePOB
A. ba3a qa"HHapIx
B. Xpanwnuie gocryna
C. CepsepHble
D. 3D anumupoBanue
E. buomerpus
94. Yro pemaet cpeacTBa yrpaBiaeHUs JOCTYIIOM?
A. KoHTpompoBaTh AEHCTBUS KOTOPBIE CYOBEKTHI MOTYT BBITIOJHATD HAJT
00BEKTaMU
KoHTponaupoBaTh IULIEBOU CUET
KonTpommponats [1K
. KonTponupoBars 0a3bl JaHHBIX
KoHTponupoBaTh CUCTEMHBIMH OJIOKaMU
95. OCHOBHOM MEXaHWU3M MHOTOIOJIb30BATEILCKUX CUCTEM, TPU3BAHHBIN
o0ecneunTh KOHPUACHINAIBHOCTD, LIETOCTHOCTh OOBEKTOB U JJO HEKOTOPOU
CTETNIEHU UX JOCTYITHOCTb:
A. YnpasiieHue 10CTyrom
B. Jlornueckoe ynpasieHue 10CTYIIOM
C. MHOromnonbp30BaTenbCKUE AOCTYIIBI
D. O0bexTUBHBIN JOCTYIT
E. CyObexTuBHBIN JOCTYI
96. Uto moHMMAETCS TIPH CIIOBE TIPOTOKOIMPOBAHNE?
AHanM3MpoBaHKE HAKOIJIEHHOW MH(pOopManuii
Paznenenve Ha BHENTHUE U BHYTPEHHUE CEPBUCHI
COop u HakorieHue WHGOPMAIMU O COOBITHUSAX, MPOUCXOJSANIUX B
UH(OPMAITMOHHON CUCTEME
. AynmaT Cc aBTOMAaTHMYECKUM pearupoBaHUEM Ha BBISBICHHBIC HE
IITaTHBIE CUTYAINH
E. OGecnieueHre BO3MOXKHOCTH PEKOHCTPYKIIMU TOCIEA0BATEIIbHOCTH
COOBITHIA
97.AHanv3 HaKOTUICHHON WH(GOpMAITIH:
A. Yuer
B. IIporokonupoBanue
C. AxruBanus
D. Ayaut
E. JlosmpHOCTB
98. Uro mpencrapiser ¢ coO0M 3a1aya akTUBHOTO ayauTa?
A. HezakoHHOE TIOJTy4E€HHE TTOJTHOMOYUHT
B. CoBOKYITHOCTB YCJIOBUU MPHU BHITIOJHEHUU KOTOPBIX aTaka CYUTACTCS
MMEIOLIEN MECTO
C. lloBenenue moaB30BaTENsl WM KOMIIOHEHTAa WH(OPMAIMOHHON
CUCTEMBI

moOw
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D. OnepaTuBHO  BBIABIIATH MOJO3PUTETFHYI0 ~ aKTUBHOCTH  H
MIPEIOCTABIIATh CPEICTBA JJIsl aBTOMATUYECKOTO pearnpoBaHus Ha Hee
E. BBIIBISATh OJO3PUTEIBHYIO aKTUBHOCTh U MPEIOCTABIATH CPEICTBA
JUTSI MEXaHWUYECKOTO pearupoBaHus Ha Hee
99. CoBOKYITHOCTh  YCJIOBUM (JIEWCTBUI), MPH BBHIMOJHCHUH KOTOPBIX aTaka
CUUTAETCSI UMEIOIIEH MECTO, UTO BBI3BIBACT 3apPaHEE OMPEICTICHHYIO PEaKIIHIO:
A. AxTuBHas aTtaka
B. 3noynotpebieHusi HOJHOMOYUSIMH
C. CucremHas aTaka
D. Ilono3purenpHas aTaka
E. Curnarypnas araka
100. Yro Takoe «mudpoBaHUE»
A. Mominoe cpeacTBo obecredeHnst KOHQUIESHIIMAIBHOCTH
B. AyreHTuduKanus 1aHHBIX
C. CexkpeTHblii K011
D. Jloctyn k JaHHBIM
E. KoHTposb 11e10cTHOCTH

3ajanusi B OTKPBITOH popme

1) ... - CaMbIil TICHHBIA PECypC B KOMITAHWH, a B HEKOTOPBIX CITydasx
SBIIICTCSI U TIPOW3BOJACTBEHHBIM PECYpPCOM, OT COXPAHHOCTH KOTOPOTO 3aBHUCST
Ba)KHBIE TEXHOJIOTHYECKHE TTPOIIECCHI.

2) ... — DOTO COCTOSHUE 3alMIIEHHOCTH HWH(POPMAIIMOHHON Cpeabl
oOmiecTBa, obecreunBaroiee ee (HOpMUPOBAHUE, WCIOJIL30BAaHUE U PA3BUTHE B
WHTEpecax rpakiaaH, OpraHu3alii, rocyaapcTBa.

3) ... — DTO KOMIUIEKC MEpOTPUITHI, HAMPABICHHbIX Ha 00eCreueHne
nH(OPMAITMOHHON O€30MaCHOCTH.
4) ... 3amuThl uHOpMaIUU SBISETCS HWHPOPMAIMOHHAS CHUCTEMA

(mpennpusTUsi, KOMMEPUYECKOW OpraHu3alliy) WU aBTOMAaTU3MPOBAHHASI CUCTEMA
00pabOTKH JIaHHBIX.

5) ... CHCTeMa — B3aMMOCBSI3aHHAsI COBOKYITHOCTh CPEJICTB, METOJIOB U
NepPCOHANa, KOTOpPbIE HCIOJIB3YIOTCA I XpaHEHUs, 0O0paOOTKH, Mepeaadyr |
MOJTy4eHUS MHPOPMAIINH B MHTEPECax JOCTHKEHUS TTOCTABICHHON I1ETTH.

6) ... uapopmaruu B MC — 3TO Takoe COCTOSIHUE BCEX KOMIIOHEHT
MH(OPMAIMOHHOW CUCTEMBI, TP KOTOPOM OOEcIeurnBaeTcs 3aluTa nHhopmManuu
OT BO3MOXXHBIX yTPp0O3 Ha TPeOyeMOM ypOBHE.

7) [Tox ... B8 UC moHMMaeTcss €IMHBIA KOMILUIEKC IPABOBBIX HOPM,
OpPraHU3alMOHHBIX MEp, TEXHHYECKUX, IMPOTPAMMHBIX M KPUNTOTpadUueCKUX
CpeICTB, 00eCIeunBaIOIINiA 3amuIeHHoCcTh nHpopmaruu B IC B cOOTBETCTBHH C
MPUHSATON MOJUTHKON 6€30TaCHOCTH.

8) [leas .... — obecreunts OecrnepeOOHYI0 paboTy OpraHu3alnuud U
CBECTU K MHUHUMYMY YyIIepO OT COOBITHUH, TasmmMX yrpo3y O€30MacHOCTH,
MOCPEJICTBOM UX MPETOTBPAINICHUS U CBEJICHUS MOCIEACTBUI K MUHUMYMY.

9) ... — 9TO 3alUTa OT HECAHKITMOHUPOBAHHOTO JIOCTYMAa K HH(OpMaIuu



10) TIlox .. wHbopmammu TOapa3yMeBaeTCs, €€ 3alUIICHHOCTh OT
pa3pylIeHUs] ¥ HECAaHKITMOHUPOBAHHOTO U3MECHEHHUSI.

11) ... — 3TO BO3MOXHOCTb 32 PUEMJIIEMOE BPEMsI MTOJIyUUTh TPEOYEMYIO
UH(OPMAITMOHHYIO YCIIYTY.
12) ... MOXHO TMOJAPa3ACIUTh HA CTATHUCCKYIO (IMMIOHMMAaEeMyH Kak

HEU3MEHHOCTh MH(GOPMAIIMOHHBIX OOBEKTOB) U JMHAMHYECKYIO (OTHOCAILYIOCS K
KOPPEKTHOMY BBITIOJIHEHUIO CJIOKHBIX AEUCTBUH (TpaH3aKIUiA)).

13) ... — 3aKOHBI M HOPMATHUBHHI aKThI, 3aTparuBarommue O0;

14) ... — TOJOXeHUs TOJHUTUK Oe3omacHOCTH, 3aTparuBatomux OO wu
YUHUTBIBAIOIIMX €r0 0COOEHHOCTH;

15) ... — Mepsl (PU3HUECKOH 3aIIMTHI, IEPCOHAT U €TI0 CHCIU(HUKA;

16) ... — naznayenne OO, mpeanonaaraeMpie 00JIACTH €ro MPUMEHEHUSI.

17) ... — TumoBoi Habop TpeboBaHUl A1 HekoTopoit kareropuu OO.

18) ... — J[OKyMEHT, COJcpKaluii TpeOOoBaHMS OC30MaCHOCTH IS

KOHKPETHON pa3pabOTKH, BBHIMOJHEHHUE KOTOPHIX OOECIEYMBACT JIOCTUKEHUE
MOCTABJICHHBIX IIeJIel 0€30MaCHOCTH.

19) ... — mo0ol KOHTEHHep, MpeaHa3HAUYCHHBIA [UIS XpaHCHHUS
uH(dOpMaIUK, TOABEP>KEHHBIN yrpo3aM HH(POPMAIIMOHHON 6€3011acHOCTH (cepBep,
pabouas cTaHIMs, TEPEHOCHON KOMITBIOTED).

20) ... — [eicTBHE, KOTOPOE IMOTEHIMAILHO MOXET TMPHBECTH K
HapylIeHUIO0 0€30MacHOCTH

21) ... —9T0 cilaboe MecTo B HHGOPMAITMOHHON CUCTEME, KOTOPOE MOYKET
MPUBECTH K HAPYIICHUIO 0€30MaCHOCTH MTyTEM pealn3aiii HEKOTOPOU yTrpo3bl.

22) ...— ymep0, KOTOPBIH MOHECET KOMIIAaHHS OT MIOTEPH pecypca

23) ... — CTeleHb BIUSHUS peai3aliy YIPo3bl HA Pecypc, T.€. KaK CHIIbHO

pean3anys yrpo3sl HOBJIKSAET Ha paboTy pecypca.
3agaHue HA yCTAHOBJICHHE COOTBETCTBHA

1. VYcranoButh coorBeTcTBHE 3TalioB CRAMM:

1) «Identification a) — UACHTUQUIMPYIOTCS ¥  OLICHUBAIOTCS
and Valuation of yrpo3bl H YS3BUMOCTH HH(DOPMAIIMOHHBIX
Assets» AKTUBOB KOMIIAHHH.

2) «Threat and b) — derko HACHTUUIMPYIOTCS AaKTHUBBI, U
Vulnerability ompejiensseTcss WX  CTOMMOCTh.  Pacuer
Assessment» CTOMMOCTH  MH(QOPMALIMOHHBIX  AKTHUBOB

OJTHO3HAYHO TI03BOJISIET OIIPEIEIIUTh
HEOO0XO0IUMOCThH 51 JTOCTaTOYHOCThH
IpeIaraeéMbIX CPEICTB KOHTPOJIS U 3aIHUTHI.
3) «Risk Analysis» C) — mpemiaraloTcs MEpbl M CPEICTBa
YMEHBIIIEHUS UIIH YKJIOHEHHUS OT PUCKa.




d) — IO3BOJIAACT IIOJYYHUTb KAUCCTBCHHLIC H
KOJIHMYECCTBCHHLIC OICHKHU PHUCKOB.

2. YCTaHOBUTbH COOTBETCTBHE yliepOa penyTaluu OpraHu3aliu:

1) 2 a) — KpUTHKAa B CpEACTBAX MAacCOBOM
MHPOPMAIIUK, UMEIOIAasl MOCIICACTBUS B
BUJIC KPYITHBIX CKaH/1aJI0B,
HapIaMEeHTCKUX CITyIIaHHH,
[IMPOKOMACINTAOHBIX IPOBEPOK M T. II.;

2) 4 b) — wHeratuBHas peakuus OTACIbHBIX
JICTTyTaTOB;

3) 6 C) — HeraTMBHas peakmus OTACIbHBIX
YUHOBHHMKOB, OOIIIECTBEHHBIX JICSTEICH;

4) 8 d) — xputMka B CpeACTBaX MacCOBOH

uH(popManuu, HE HMEIIIAs LIHUPOKOro
OOLIECTBEHHOT'O PE30HAHCA;

€) — HeraTMBHAas peaKnus Ha YpPOBHE
[Ipe3unenTa u [IpaBurenbcTBa.

3. YCTaHOBHUTH COOTBETCTBHE yIepOa 37J0pPOBBIO IMEpCOHAA:

1) 2 a) — y1iepo CpEIHETO pazmepa
(HE0OX0IMMO JIEYCHHUE IJIs1 OJHOTO HIIH
HECKOJIBKHUX COTPYIHHKOB, HO
JUTATETHHBIX OTPUIIATEITHLHBIX
MOCJICICTBUN HET);

2) 4 b) — MuHMMaTBHBIA yiIepO (MOCIeACTBHS
HE CBSI3aHBl C TOCMUTATU3AIMA WM
JUTUTEIILHBIM JICUCHUEM);

3) 6 C) — rubeb JIIOAEH.

d) — cepbe3Hble MOCIEACTBHS (IIUTEIIbHASL
TOCIIATAIN3AIMS, WHBAIMIHOCTh OJHOIO
HITH HECKOJIBKUX COTPYIHHUKOB);

4. YCTaHOBUTH COOTBETCTBHE (PMHAHCOBBIX TIOTEPh, CBSI3aHHBIX C
BOCCTaHOBJICHUEM PECYPCOB:

1) 2

a) — ot $1000 10 $10 000;




2) 4

b) — menee $1000;

3) 6

) — ot $10 000 10 $100 000;

d) — cBeimre $100 000.

5. YCcTaHOBHTH COOTBETCTBHE AC30praHu3alun ACATCIIBHOCTHU B CBA3U C
HCIOOCTYIIHOCTBIO JAHHBIX:!

1) 2 a) — OTCYTCTBHE JOCTYyIa K HH(POPMAIHH 10
1 gaca;

2) 4 b) — oTcyrcTBHE HOCTYMA K HHGOPMAIIAHU J10
15 MunyT;

3) 6 C) — OTCYTCTBHE JIOCTYIIa K HH()OPMALIMH OT
12 yacos;

4) 8 d) — orcyrcTBHE TOCTYIA K HH(POPMAITUH 10

3 4acos;

€) — OTCYTCTBHE JOCTymna K HH(pOpMAaIuu
0oJiee CyTOK.

6. YcTaHOBUTH COOTBETCTBHE OIICHKH YPOBHSI YTPO3BI:

1) OueHb BBICOKHUI

a) MHIMACHT MPOUCXOIUT B CpEAHEM, HE
yaiie, yeM Kaxapie 10 et

2) Bpicokwii

b) MHIMAEHT NPOUCXOIUT B CPEIHEM OJIHMH
pa3 B 3 roga

3) Cpennwuii

C) MHIMACHT MpOMCXOIUT B CPEAHEM pa3 B
o

4) Huzkui

d) MHIMACHT NPOUCXOANT B CPEAHEM OJUH
pa3 B 4eThIpe MecsIia

e) MHIMACHT MPOMCXOAUT B CPEAHEM pa3 B
MECSII

7. YCTaHOBUTbL COOTBETCTBHE OLCHKN PHCKOB B 3aBUCHUMOCTH OT

(baKkTOpOB:

1) Bbicokwuii prck

a) Ilpenamosnaraercs, uYto 0€3 CHWKEHUS
TaKuXx PHUCKOB oOparienue K
WH(OPMAITMOHHON CHCTEME TIPEATNPUITUS




MOXKET OKa3aThb OTPHUIIATEIHHOC BIIMSHHUC
Ha OM3HEC;

2) CyliecTBeHHBIN
PHCK

b) 3neck TpedyeTcst A3 hekTuBHAS cTpaTerHs
YIpaBJICHHUs PUCKAMH, KOTOpPasi O3BOJIUT
YMEHBIIUTh WM MOJHOCTHIO HUCKIIOYUTD
OTpHIIATEIIbHBIC MTOCIICICTBHUSI HAMAICHHS;

3) YMepeHHbI# prcK

C) Ycwnus 1O YIpPaBICHUIO PHCKAMU B
JTAHHOM CJIy4yae He OyJIyT UrpaTh Ba)KHOM
pOJIN.

d) B oTHOmICHHM PUCKOB, MOMABIIUX B 3Ty
00J1acTh, JIOCTaTOYHO MPUMEHUTH
OCHOBHBIE  MPOLIEAYPbl  YIPABICHHUS
pHUCKaMU;

8. VYcTaHOBHUTBH COOTBETCTBHE:

1) VYrposa
0€30I1acHOCTH

a) DTo Hekas HeyJavHas XapaKTePUCTHKA
CUCTEMBI, KOTOpasi AENAeT BO3MOKHBIM
BO3HUKHOBEHUE YTPO3BI.

2) Ys3BHMOCTh

b) D10 yrpo3a packpbiTHs HH)OPMAIIHH.

3) Araka

c) D10 ITOTCHIIHMAIBLHO BO3MOKHOE
MPOUCIIECTBUE, KOTOPOE MOXKET OKa3zaTh
BO3JICICTBHE HAa UH(POPMAITUIO B CUCTEME.

d) DTo geiicTBHE MO  HCHOJb30BAHHUIO
YSI3BUMOCTH; pEan3aIns yrpOo3bl.

9. VYCTaHOBUTH COOTBETCTBUE:

1) Yrposa a) DTO BEpOSATHBIN ymepO, KOTOPHIil 3aBUCUT
IIETIOCTHOCTH OT 3aIIUIIECHHOCTHA CHCTEMBI.

2) Yrposa b) DT0 CTOMMOCTH MOTEPh, KOTOPHIE IIOHECET
JTOCTYITHOCTH KOMITAaHHS B CJIydae peajn3allii yrpo3bl

KOH()UICHIIUATLHOCTH, 1IETIOCTHOCTU WM
JOCTYITHOCTH TI0 Ka)XJAOMY BHUAY IIEHHOM
uHbOopMaIuu.




3) VYiuepo

c) Orto yrposa
paboTococoOHOCTH
JOCTYTIC K

HapYIICHHS
CHUCTEMBl  TIpH
uHopMaIuH.

d) Dro yrposa usmMeHeHus HHPOPMAIIHH.

10. YcTaHOBUTH COOTBETCTBUE:

1) High-severity
vulnerabilities

a) Cnucok ysI3BUMOCTEH, KOTOpBIC HAaI0
YCTPAaHUTH B OJMOKaiIee BpeMs

2) Middle-severity
vulnerabilities

b) Crnmcok ys3BHMOCTEH,

B OTHOLICHHHU

KOTOPBIX HC TpC6y€TCfI HEMCOJICHHBIX

JIEUCTBUN

3) Low-severity
vulnerabilities

€) CHucoK ys3BUMOCTEH, KOTOPBIE MOXKHO HE

YCTpaHSTh

d) Crucok ys3BUMOCTEH, KOTOpBIE HAJIO

YCTPaHUTh HEMEIJICHHO
11. YcTaHOBUTH COOTBETCTBHUE:
1) KomaHaHbI# a) JIBmxeHHS

uHTEepdeic
2) SILK b) IlocnenoBareabHOCTH CHUMBOJIOB
3) WIMP C) Manunynstop
d) Ayamo

12. YcranoButh cooTBeTcTBHE 3TannoB RiskWatch:
1) Tlepssrii aTamn a) BBOJ  JIaHHBIX,  OIMCHIBAIOIINX

KOHKPETHBIE XapaKTEPUCTUKHU CUCTEMBI.




2) Bropoii aTan

b) Onpenenenue mnpeaMera HCCIICIOBAHMS.

3) Tpernii sTan

¢) I'eneparus OTYETOB.

d) KoauuecTBeHHas OLieHKa PUCKa

13. YcTaHOBUTH COOTBETCTBUE:

1) IlpaBoBas 3ammuTa

a) DTo periamMeHTanus MPOU3BOJCTBECHHOM
JNEATEIbHOCTH M B3aUMOOTHOLIEHUI
WCIIOJIHUTEIIEH HA HOPMAaTUBHO-TIPABOBOM
OCHOBE, KOTOpasi  HCKJIIOYAaeT  WIH
OCJIa0JIsIET ~ HAHECEHHE  KaKUX-JIU0o
yOBITKOB IIPEAIPUATHIO;

2) OpraHu3anuoHHas
3aImTa

b) OT0 cnenmanbHBIE 3aKOHBI, JAPYTHE
HOPMAaTUBHBIC aKThI, NpaBuIa,
HpOLEAYPbl ¥ MEPOIPHUSATHS, KOTOPHIC
o0ecCIeunBalOT 3aIIUTy WH(POpMAIMKA Ha
IIPaBOBOM OCHOBE;

3) HmxenepHo-
TEXHUYECKast
3aIUTa

C) DTO  WCIOJNB30BaHUE  PA3HOOOPA3HBIX
TEXHUYECKUX CpEACTB, KOTOPbIE
NPENSTCTBYIOT ~ HAHECEHWIO  YOBITKOB
NPEANPUSITHUIO.

d) 3amumaer UHPOPMAITHIO myTeM
WCTIOJIb30BaHUSI TEXHUYECKUX MEp, TaKUX
KaK rmapouiu, mudpoBanue, OpaHaMays3phbl
U JPyTHE CPEJICTBA 3AIIUTH HHPOPMAIUH
Ha YPOBHE MTPOrPaMMHOTO 00CCIICUCHUSI.

14. YcTaHOBUTH COOTBETCTBUE:

1) OLE-automation

a) TexHoyoTHsI, OpraHU3yOMIas JOCTYN K

HITH POCTO JaHHBIM Pa3HBIX KOMITBIOTEPOB C YUETOM
Automation OaaHCUPOBKH Harpy3KH CCTH.
2) ActiveX b) Texuosorus, obecreynBaromiast

0e30macHOCTh M CTa0WIbHYIO paboTy
pacHpeieeHHbIX  OPUIOXKEHUW  IIpU




OOJIBIIINX o0pemMax nepeaaBaeMbIX
JIAHHBIX.

3) MIDAS ¢) TexHomorwus npeaHa3HauCHa VIS
CO3[aHUsI TPOTPAMMHOTO OOECIIeYeHUS
KaKk  COCPEJIOTOYEHHOI0 Ha  OJHOM
KOMITBIOTEpPE, TaK U PACIPEICICHHOTO B
CeTH.
d) TexHomorwus CO3/IaHUSA
IPOrPaMMHPYEMBIX TPUITOKEHHIH,

o0OecnieuyMBaroIias  IPOrpaMMHUPYEMBIi
JOCTYyIl K BHYTPEHHUM CIIy>)k0aM 3THUX
MIPUIIOKEHUN

15. YcTaHOBUTH COOTBETCTBUE:

1) Pexum
roCyapCTBEHHOM
TPaHULIbI

a)

COBOKYITHOCTB TIpaBUJI Bhe3/a (Mpoxo/ia),
BPEMEHHOTO  NpeObIBaHUA  JUL U
TPAHCHOPTHBIX CPEACTB B MOIPAHMYHOMN
M0JIOCE; OCYUIECTBJIEHUE B €€ Mpejenax
XO34MCTBEHHOW, ITPOMBICIIOBOM H TOH
NEATEIbHOCTH; IPOBEIACHUE MAacCCOBBIX
0OLIECTBEHHO-TIOJUTUYECKUX,
KYJBTYPHBIX U APYTUX MEPONPUATHIA

2) TlorpaHuuHbIi
PEKUM

b)

COBOKYITHOCTb MIpaBHII,
YCTaHABIIMBAIOIINX IIOPSAOK ee
COZEpKaHMUs, IEPECCUCHUS I'PAXKIAHAMHU U
TPAHCIIOPTHBIMU CpeACTBaMU,;
IIEPEMELICHUS Yepe3 I'PaHUIly TOBApPOB U
KUBOTHBIX; BEJICHUS Ha HEn
XO3SIMCTBEHHOW, ITPOMBICIIOBOM W WHOU
NEATEIbHOCTH;

3) IlorpanuyHas
noJjoca

c)

Yactb TEPPUTOPUHU POCCHICKOU
benepanuu, HEIMOCPEACTBEHHO
npuieraromed K rocyJapCTBEHHOM
I'PaHMIIC Ha BCEM €€ MPOTHKCHUH.

d)

Jluaus,  koTtopas  OTHENSIET  OJHO
roCyJIapCTBO OT JAPYroro U MOXKET OBbITh
onpejerneHa Ha MECTHOCTH, Ha KapTe WM
B 3aKOHOJATEIIbCTBE.




16. YcTaHOBUTH COOTBETCTBUE:

1) Jlunerinas
CTPYKTypa
npoiecca
BBIUMCIICHUN

a) Ilpenmomnaraer, 4YTO JUIA TOJyYCHUS
pe3ynbTara HEKOTOpbIE NeNCTBUA
HEOOXOUMO BBIMOJHUTH HECKOJIBKO pPa3.

2) PasBeTBiieHHas
CTPYKTypa
mporecca
BBIYMCIICHUI

b) Ilpeamonaraer, 9TO KOHKPCTHAs
MIOCJICIOBATEIBHOCTD OTEpaIuii 3aBUCHUT
OT 3HAYEHUWA OJHOW WA HECKOJIbKUX
epPEMEHHBIX.

3) lukanueckas
CTPYKTYypa
nporecca
BBIYMCIICHUU

¢) Ilpenmomaraer, dro IS TOJYYCHUS
pe3yabTata  HEOOXOAWMO  BBIIOJIHHTH
HEKOTOpBIE OIEpalii B OMNPEAEICHHOM
[IOCIEA0BATEILHOCTH.

d) Ipomecc BBIYMCICHUN BBI3BIBACT CaM
ceos.

17. YcTaHOBUTH COOTBETCTBUE:

1) TIpaBUIBHOCTB

a) Bo3MmoxxHOCTH IPOBEPKH
MOJIy4aeMbIX PE3yJIbTaTOB;

2) YHUBEpCaTbHOCTb

b) OGecrnieueHre TMONHOW MOBTOPSIEMOCTH
pesyabtatoB, T. E. OOecrneueHue ux
NPaBUIBHOCTH TIPU HAIMYUH PA3IUIHOTO
pona cOoeB;

3) HanexxHnocThb

c) OOecrnieueHne NpPaBUIBHON PaOOTHI MPH
JTFOOBIX JIOMYCTUMBIX JAHHBIX M 3aIAThI
oT HETPaBUIbHBIX JIAHHBIX;

d) ®yHKIIMOHUPOBAaHHE B COOTBETCTBUHU C
TEXHUYCCKUM 3aJlaHUEM;




18. YcTaHOBUTH COOTBETCTBUE:

1) TouHOCTH
pe3yJbTaToB

a) Bo3MmoxxHOCTB COBMECTHOTO
(YHKIIMOHUPOBAaHUSA  C  HEKOTOPBIM
000pyI0BaHUEM

2) 3aluIeHHOCTh

b) Bo3MOKXHOCTH COBMECTHOTO
(YHKITHOHHPOBAHUSI C APYTHM
POrPaMMHBIM 00eCIIeYeHUEM

3) IIporpammHas
COBMECTUMOCTb

c) Obecnieuenne KOHOUICHINATBHOCTHA HH(}
opMaIuu;

d) OOecrnieuenue MOrpenIHOCTH PE3yJIbTATOB
HE BBILIE 33/IaHHOM;

19. YcTaHOBUTH COOTBETCTBUE:

1) TIpeBeHTHBHBIC

a) Mepsl 0e30MacHOCTH, HANpaBJICHHBIC Ha
oOHapyxeHHe WHIMICHTOB. Hampumep,
AHTUBHUPYCHAs 3alUuTa WIH CHCTEMa
0OHapyXEHUS BTOPKCHUI.

2) BoccraHOBUTENBH
ble

b) Mepsl 0€301MacHOCTH, KOTOpBIC
OpeOTBPAINAIOT TMOSBJICHUE HHIUICHTA
UH(OPMAIMOHHON 0€30MacHOCTH.
Hanpuwmep, pacnpeneneHue IIpaB
JOCTYyTIA.

3) OGHapyKHBaIOIIH
e

C) Mepsl Oe30mMacHOCTH, HANpaBJICHHBIE Ha
YMEHBIIICHUE MOTEHIIUAIBHOTO yIepOa B
ciydae WHIU/ICHTA. Hanpuwmep,
pe3epBHOE KOMUPOBAHUE.

4) TlopaBisroliye

d) Mepsl Ge3omacHOCTH, HANpaBJICHHBIE Ha
BOCCTAHOBJICHHST ~ IMOCJC  HMHI[UJCHTA.
Hanprmep, BOCCTaHOBJICHHE pPE3E€PBHBIX
KOIMWM, OTKAT Ha Mpeaplayiiee padoyee
COCTOSTHHE H T.II.

e) Mepbl 0€30IMacHOCTH, KOTOpBIC
IPOTHBOAEHCTBYIOT MOIBITKAM
peau3anuu yrpo3bl, TO eCThb

HHIINJICHTaM.




20. YCTaHOBUTH COOTBETCTBUE:

1. Ceptuduxar a) JlokyMeHT Ha OyMakKHOM HOCHTEIIE,
KII09a  TIOJIHCH BBIJIaHHBI B COOTBETCTBUU C TPaBUIIAMH
CUCTEMBI cepTuduKauu TUTST

NOATBEPKACHUS COOTBETCTBHSI CPEJICTB
BJICKTPOHHOM udpoBoit TOJIITUCH

YCTaHOBJICHHBIM TpeOOBaHUSM.
2. Cepruduxar b) JlokymMeHT Ha OyMa)KHOM HOCHTEJC HIIH
CpEaCTB AJEKTPOHHBIN JTOKYMEHT C AJIEKTPOHHOMU
3JIEKTPOHHOMU 1(poBOI MOAMKUCHIO YITOTHOMOYEHHOTO
1 poBon JMIA YIOCTOBEPSIOIIETO LIEHTPA.
MOJIMUCH
3. DnexTpoHHas c) JlokymeHTa, TpeAHA3HAYCHHBIH IS
1 poBast MOIUCH 3aIUTHI JTAaHHOTO AIIEKTPOHHOTO
JOKYMEHTa OT TOJICTIKH, MOTy4YeHHBINA B
pe3ynbTaTe KpUnTorpaguueckoro
npeodpa3zoBaHus uHpopMaIu c

HCIIOJIB30BAHHNECM 3aKPBITOI'O KJII04Ya

d) YuukanbHas II0CJIEI0OBATEILHOCTD
CHMBOJIOB, COOTBETCTBYIOIIAS 3aKPBITOMY
KJIFOUY 3JIEKTPOHHOM ITU(PPOBOH MOAIHUCH,
JIOCTyIHAs ~ JIIOOOMY  TOJIb30BATEIII0
UHPOPMAIINOHHOM CHUCTEMBI u
npeHa3HAYCHHAS JUIS TIOATBEPIKICHHS C
UCIIOJIb30BAHUEM CPEACTB 3JICKTPOHHOM
HUPPOBOH  MOAMUCH  TOJIMHHOCTH
ANEKTPOHHOM UU(POBOM TOANUCH B
AIIEKTPOHHOM JOKYMEHTE.

3ajaHue HA YCTAHOBJIEHUE NMPABUWIBLHOM MMOCJI€10BATEILHOCTH

1. YcTaHOBUTH 3Talbl CHCTEMBI YITPABIICHUS:
1) ITnanupoBanue.
2) BHEIpCHUE.
3) MOHUTOPHHT M aHAJIU3.
4) coBepIIEHCTBOBAHUE.

2. OCHOBHBIEC OTalbl pPa3pabOTKU CUCTEMBI YIpPABICHHUS WHOOPMAIMOHHON
0€30I1aCHOCTHIO:



1) o6paboTka WHGOPMAIMOHHBIX PHUCKOB (B TOM YHCIE OMpEICICHUE
KOHKPETHBIX MEp JIJIS 3aIIUTHI [ICHHBIX aKTHBOB);

2) KOHTPOJIb BBITTOJHEHUS ¥ 3P (HEKTUBHOCTH BHIOPAHHBIX MEP.

3) olieHKa 3aIUIIICHHOCTH HH(POPMAIIMOHHOW CHCTEMBI;

4) orieHKa HHPOPMAITIOHHBIX PUCKOB;

5) UHBEHTapU3allUs aKTUBOB;

6) BHEApEHUE BEIOPAHHBIX MEp 00paOOTKH PUCKOB;

7) KaTeropupoBaHUE aKTHUBOB;

3. YCTaHOBHUTH MPENOYTUTEIBHYIO TOCIIEAOBATEIBHOCTh ITAIIOB BHEIPEHUSI
MEKCETEBOTO IKpaHa:
1) xoHurypupoBaHnue
2) TUTAaHWPOBAHUE
3) TecTUpoOBaHHUE
4) pa3BepThIBaHUEC
5) ympaBiieHue

4. YcTaHOBUTE OCHOBHBIC 3TaIlbl OI[CHKH PUCKA!
1) ConocraBneHre BEpOSITHOCTH BO3HUKHOBCHUS
2) OmpeneneHrue KOHTPMEP
3) JlokyMEeHTUpOBaHHE
4) UnenTudukaiuys yrpos
5) OmpenescHHE 3alIUIIaeMbIX aKTHBOB

5. YcranoBure dazbl ananuza OCTAVE:
1) paspaboTtka mpoduiist yrpo3, CBA3aHHBIX C AKTUBOM;
2) uneHTH(UKAIKI HHPPACTPYKTYPHBIX ySI3BUMOCTEH;
3) paspaboTka cTpaTervy U IIaHOB OE30MaCHOCTH.

6. Ycranosure stansl PDCA:
1) mnaHupoBaHUE
2) mpoBepka
3) neiicTBue
4) BBITIOJIHEHHUE
7. YcranoBurte dtansl Tansl co3ganus CYUD:
1) Bueapenne W (QYHKIMOHUPOBAHWUE  CHUCTEMBI  YIIPaBJICHUS
MH(OPMAITMOHHON O€30ITaCHOCTH.
2) IlpoBeneHMe MOHUTOPWUHIA W aHaAlIM3a CHCTEMBI  YIIPaBJICHUS
nH(OPMAITMOHHON OE30TTaCHOCTH.
3) Pa3paboTka cUCTEeMbI yrpaBieHUs HHPOPMAITMOHHOM OE30MaCHOCTH.
4) TMoanepkka W yJIydIICHHE CHUCTEMbI YIIPaBICHHS HH()OPMAIMOHHON
0€30IaCHOCTH.



8. YcTaHOBUTH ATambl pa3pabOTKH:
1) IlpoekTupoBaHue
2) Peanuzarus
3) Bueapenue
4) AHayu3 W IIaHUPOBaHUE TPEOOBAHMI MOJIL30BATEICH

9. VYcTraHoBUTH 3Tamnbl pa3paOOTKU IPOTPAMMHOM TOKYMEHTALIUU:
1) Pa3paboTka TEXHHYECKOTO IPOCKTA.
2) KomrmekcHoe BHEIPEHNE POTPAMMHOM JOKYMEHTAIIUH.
3) IloaroToBka TEXHUYECKOTO CIICIIUAILHOTO 33 [aHHS.
4) CoctaBieHre MopOOHOTO ICKU3HOTO BapHUAHTA TIPOCKTA.
5) OdopmiieHue pabodero JOKyMeHTA.

10.YcTanoBuTe 3TaMbl Mpolecca ynpaBiIeHHUs] pUCKaMU:
1) BeiOop aHaIM3UPyeMbIX OOBEKTOB M YPOBHS JETAJM3alMU  HX
PacCMOTPEHHS.
2) VHBeHTapH3alys aKTHBOB.
3) AHamu3 yrpo3 ¥ HUX TOCIEICTBHH, BBISBICHHE YSI3BUMBIX MECT B
3aIlHUTE.
4) OreHKa PUCKOB.
5) BbIOOp METOAMKH OIEHKH PHCKOB.
11.Ycra"noBuTe ATaIbI Ipoliecca YIpaBiIeHUsI PUCKaAMU:
1) Peanu3arusi ¥ mpoBepKa BEIOPAHHBIX Mep.
2) BBI0Op 3aIUTHBIX Mep.
3) ObpaboTKa pUCKOB.
4) OreHKa OCTaTOYHOT'O PHCKA.

12.YcTaHoBUTE 3Talbl CTPATETUH yIpaBlieHUus puckamu Microsoft:
1) — ompenencHue JOMYCTHMOTO YPOBHSI PUCKOB (TO €CTh TOTO YPOBHS
PHCKOB,
2) KOTOPBIH IpUEMIIEM);
3) — olleHKa BEPOSATHOCTH BOSHUKHOBCHHS KaXKIOTO PUCKA;
4) — NpUCBOCHHUE CTOMMOCTHU KaXKIOMY PUCKY;
5) - paccTaHOBKa IPUOPUTETOB.

13.BbiOepuTe MpaBUIBLHYIO TOCISI0BATEILHOCTD TATIOB 110 CO3[JAHUI0 CHCTEMBI
3aIUTHI IEPCOHATBHBIX TaHHBIX:
1) OnbITHAS ¥ MPOMBIIIJICHHAS SKCILUTyaTaI[HsI
2) TlpoexTHsblii dTamn
3) ArtTecranus Wiv ICKIapUPOBaHKEC
4) TpeanpoeKTHBIH JTar

14.Beibepute mpaBUIBHYIO MOCIEA0BATEIIBHOCTD ATAMOB pa3pabOTKu mpoduis
3aIUTHI.
1) Ananu3 cpenbl npuMmeneHus UT-nipoaykTa ¢ TOYKH 3peHuUs



2) 0€30IMacHOCTH.
3) Be160op nmpoduiis-npoToTHIIa.
4) Cunre3 TpeOOBaHHUH.

15.Bb106epuTe mpaBuiIbHYIO MOCIEA0BATEILHOCTh 3TANOB 3aIUThHI HH()OpMAaIUH,
MH(OPMAIMOHHBIX TEXHOJIOTUI 1 aBTOMATU3UPOBAHHBIX CUCTEM OT aTaK:

1) AHanu3 PHUCKOB I aKTHBOB OPTraHU3aIlMH, BKIIOYAIOINUNA B ceOs
BBISIBJICHUE IICHHBIX AKTUBOB W OIIEHKY BO3MOXHBIX MOCIIEICTBUI
peanu3aliy aTak ¢ UCIO0JIb30BAHUEM CKPBITHIX KaHAJIOB

2) Peanm3arus 3alIMTHBIX MEp ITO MPOTHBOJACHCTBUIO CKPBITHIX KAaHAIOB

3) Opranuzanus KOHTPOJIS 3a MPOTHBOJICHCTBUEM CKPBITHIX KaHAJIOB.

4) BbIsABIICHUE CKPBITHIX KaHAJIOB W OIICHKA WX OMACHOCTH ]ISl aKTHBOB
OpraHu3aluu

16.Bp10epuTe npaBUIIbHYIO OCIEA0BATEILHOCTD ATANOB MIPOLIECCa YIIPaBICHUS
pUCKaMMU:

1) UnenTrduKkanus aKTHBOB M IIEHHOCTH PECYpPCOB, HYKIAIOUIUXCS B
3aIHATE;

2) AHanu3 yrpo3 u uX NOCJEACTBUI, Olpe/esicHne cabocTei B 3aIuTe;

3) Knaccudukanust puckoB, BBIOOp METOJOJOTUU OIICHKH PHUCKOB U
IIPOBENICHHUE OLICHKH;

4) Br10op, peanuzanus v MpoBepKa 3alUTHBIX Mep;

5) OmeHka 0CTaTOYHOTO PHCKA;

6) BeiOop aHanM3UpyeMbIX OOBEKTOB M CTEMCHU JETATBHOCTH HX
paccMOTpEHMS,

17.Bwibepute mocineaoBaTeIbHOCTD MPOBEICHUS MOICITMPOBAHUS YTPO3:
1) OmpenerneHne HEraTUBHBIX IMMOCICACTBUH OT yrpo3 0e30MacHOCTH
uH(bopMaIuu.
2) Onpenenenue 00BEKTOB BO3ICHCTBUS
yrpo3 6€30nacHOCTH UHPOPMAIIUH.
3) OrieHKa BO3MOXKHOCTH PeaM3allii YIpo3 M UX aKTyaJbHOCTH.

18.YcTaHoBHUTE 3TAIBI IPOIIECCHON MOJICTTH:
1) TIposepka.
2) TlnanupoBanue.
3) Peanmzaius
4) JleiicTBue.

19.YcranoBuTe 3TaNbl METOUKHU aHAIM3a pUCckoB Microsoft:
1) Pacnio3naBanue (MaeHTUPUKALINS ) PUCKOB.
2) Onpenenenue pazMepa pucka.
3) Pa3paboTka maHa yrpaBiaeHUS PUCKAMHU.
4) Texyuuiit KOHTPOJIb U YIIPABICHUE PUCKAMMU.



20.YcTanoBuTe 3TAMbI Mpoliecca ynpapieHus puckamu B Metoguke CRAMM:
1) «Initiationy.
2) «lIdentification and Valuation of Assetsy.
3) «Risk Analysisy.
4) «Threat and Vulnerability Assessmenty.

IIIkana oueHUBAHUS Pe3yJbTATOB TECTHPOBAHMSA: B COOTBETCTBUHU C
JEUCTBYIOIIIEH B YHUBEpPCUTETE OalIbHO-PEHTHHIOBON CHCTEMOM OIlGHUBAHUE
pe3yibTaTOB MPOMEKYTOUHOM aTTeCcTallud OOYy4YalolMXCs OCYIIECTBISIETCS B
pamkax 100-0amibHOM MIKaJIbI, IPU ITOM MAaKCUMAaJIbHBINA OAJLJT [0 MPOMEKYTOUHOU
aTTecTallMy 00ydJarouuxcs 1no o4Hou ¢popme oOydeHHs coCTaBiIseT 36 6aioB, MO
OYHO-3a0YHOM U 3ao4yHOUM (Qopmam o00ydeHus — 60 OamwioB (yCTaHOBJICHO
nojoxxenuem I1 02.016).

MakcumanbHbIi Oajll 3a TECTUPOBAHUE MPEACTABISIET COOOM pa3HOCTh JIBYX
YHUCEN: MAKCUMAIBHOT0 0asuia o MpoMeKyTOUYHOM aTTeCTalUU AJIsl JAHHOU (POpMBI
oOyuenus (36) u MakcuMmaiabHOro Oamia 3a peleHue KOMIETEHTHOCTHO-
OpUEHTHUPOBaHHOM 3a1auu (6).

bann, nony4eHHbI 00yyaromuMces 3a TECTUPOBAHUE, CYMMHPYETCS ¢ 0aioM,
BBICTABJICHHBIM €MY 32 PEUIEHNE KOMIIETEHTHOCTHO-OPUEHTUPOBAHHOM 3a/1a4H.

OO6mumii 6ayyT Mo MPOMEKYTOYHOM aTTECTAIMd CYMMHpPYETCs ¢ Oayliamu,
MOJIYYCHHBIMU 00YYAIOIIMMCS 110 PE3yJIbTaTaM TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH
B TEUEHHUE CEMECTpa; CyMmMa OaJTOB MEPEBOJAUTCS B OIIEHKY O 5-0ayuibHOM HIKalie
CJIEYIOIUM 00pa3oM:

Cootsercrtre 100-0a/u1bHON ¥ 5-0aJJIBHOM KA

Cymma 6amioB o 100-6amnibHol mikane | OueHka no S5-0ayibHOW HIKaje
100-85 OTJINYHO

84-70 XOPOIIIO

69-50 YIOBJICTBOPUTEIBHO

49 u meHee HEYJOBJIETBOPUTEIHHO

2.2 KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE 3ATAYN

KoMITETEHTHOCTHO-OpUEHTHPOBAaHHAA 3a/1a4a:

B Kypckoit obnactu co3maercs Komurer Kypckoit o6mactu 1mo KOHTPOIIO
yCIEBAEMOCTH ydyaluuxcsd oOpa3zoBareNbHbIX opraHuzanusx Kypckoil obnactu
(BpLIENSIETCA YACTh PYHKIUN U3 KOMUTETAa 00pa30BaHUs U HAYKH).




B paMkax komuTeTa CO3AAa€TCSl aBTOMATU3UPOBAaHHAs CUCTEMa BHYTPEHHEH
paboThl. Bece coTpyAHUKM JOMKHBI KIMETh aBTOMATU3UPOBAHHBIE paboUyre MecTa.

CrpykTypa koMuTeTa (110 BapUaHTaMm).

JlomkeHn ObITH cO3/1aH OaHK JAHHBIX YCIEBAEMOCTH, NPHU 3TOM HUMEETCA
pa3zpabotuuk cneruanbHoro 110, koTopblil peannsyer UHTEp(PEHCHYIO YacTh MO
HE0OX0AUMBIM TpeOoBaHUAM ¢ ydeToMm BblOpaHHOU aTTecTtyeMbiM CYBJl. CYB]]
UHTETPUPYETCS C MOPTAJOM TOCYCAyr. BBOA MaHHBIX OCYIIECTBIISIETCA ITyTEM
BBITPY3KH JIAHHBIX U3 JACHCTBYIOIIEH CUCTEMBI ABEpPC MO KaHATY CBSI3U.

PykoBouTENb M 3aMECTUTENH JOJIKHBI HIMETh JOCTYI KO BCe MH(pOpMaLUU U
WuTepHer, oTnen KoHTpotst — Toabko kK UC koHTpois, Oyxrantepus U OTed KaapoB
— TOJIBKO K pecypcy KaapoB U OyxranTepuu, a Tak ke K AC OrojkeTHast cUCTeMa U
3aKYTIKH.

JlesiTenbHOCTh OyXrantepuu — cTaHnapTHas, 0aza manHeix 1C coBMelieHa C
OTZIEJIOM KaJpOB.

Bapuanr 1:

PykoBoautens — 1

3amMecTUTeNb PYKOBOAUTEIS TTO BHYTpEeHHEH padoTe — 1

3aMecTUTENb PYKOBOAMUTEIIS IO KOHTPOJIIO ycreBaeMocTH — 1

Otnen kaapos — 1

Bbyxranrepus — 2

OTaen KOHTPOJIS YCIIEBAEMOCTH — O

OTtnen aBTOMaTH3AUA IeATEILHOCTH — 1

Komuter 3anmmaer 8 mnomemieHuid Ha 1 23Taxe (cxema COCTaBJISETCS
CaMOCTOSITEIIbHO), BO3MOKEH MPUEM MOCETUTENECH.

[TpumepHbIi 010KET Ha BCIO MHPOPMATU3ALUIO U 3aIIUTy UHPopMauuu 2,5
MJIH. pYyO.

Bapuanrt 2:

PykoBogutens — 1

3amecTuTeNbh PyKOBOAUTES TTO BHYTpEeHHEH padoTe — 1

3aMecTUTENb PYKOBOAMUTEIIS 10 KOHTPOJIIO yCIeBaeMOoCTH — 1

Otnen kaapoB —3

Bbyxrantepus — 1

OTnen KOHTPOJISL yCIIeBaEMOCTH — 3

Otnen aBTOMaTH3AMA AeATENLHOCTH — 1

Komuter 3anmmaer 5 mnomemeHuid Ha | 23Taxke (cxema COCTaBJsAETCS
CaMOCTOSATENbHO), BO3MOKEH MPUEM MTOCETUTEIIEH.

[TpumepHbIi 010/KET Ha BCIO MHPOPMATU3ALUIO U 3aIIUTy UHPopMauuu 2,5
MJIH. pyO.

Bapuanrt 3:

PykoBoautens — 1

3amMecTUTeNh PyKOBOAMUTES TI0 BHYTpEeHHEH padoTe — 1
3aMecTUTeIIb PYKOBOJIUTEIIA 110 KOHTPOJIIO ycreBaeMocTu — 1



Otaen kaapoB — 4

byxranrepus — 2

OTnen KOHTPOJIS yCIIEeBaEMOCTH — 5

OTtnen aBTOMAaTU3alMU ACSITETLHOCTH — 1

Komuter 3anmmaer 8 momemieHHMI Ha 2 3Taxkax (CXeMa COCTaBJISETCS
CaMOCTOSITENILHO), BO3MOXKEH MIPUEM MTOCETUTEIICH.

[TpumepHBIid OFOKET Ha BCIO MH(DOpPMATH3AIMIO U 3aIUTy WHPOpMaIuu 2,5
MJIH. pyO.

Bapuanr 4:

PykoBoautens — 1

3amecTuTeNb PyKOBOJUTES MO BHYTPEHHEH padoTe — 2

3aMeCTUTENb PYKOBOAMTEIIS IO KOHTPOJIIO yCIIEeBaeMOCTH — 1

Otnen kajapoB — 3

byxrantepus — 3

OTen KOHTPOJISE yCIIEBAEMOCTH — 2

OTtaen aBTOMAaTU3aIMK 1€ITeIbHOCTH — 1

Komurer 3anmmaer 4 mnomemeHuss Ha | 3Taxke (cxema COCTaBIETCS
CaMOCTOSATENHEHO), BO3MOKEH MPUEM TTOCETUTEIIEH.

[TpumepHbIi 610/KET HAa BCIO MHGOPMATHU3AIUIO U 3aIIUTy UHPopManuu 2,5
MJIH. pyO.

Bapwuanrt 5:

PykoBoautens — 1

3amMecTUTeNNb PyKOBOJMUTEIS IO BHYTpEHHEN padoTe — 1

3aMecTUTENb PYKOBOAMUTEIS IO KOHTPOJIIO yCIeBaeMoCTH — 1

Otnen kaapoB — 3

byxrantepus — 3

OTnen KOHTPOJISL yCIIEBAEMOCTH — 3

OTnen aBTOMaTU3aluu ASITENbHOCTH — 1

Komurer 3anmmaer 10 momemieHudd Ha 2 JTakax (CXeMa COCTaBIIAETCS
CaMOCTOATEJIBHO), BO3MOKEH ITPUEM ITOCETUTEIIEH.

[TpumepHbIN OI0/HKET Ha BCIO MH(POPMATU3AIUIO U 3alUTy WHpopmarmu 2,5
MJIH. pYyO.

Bapuanr 6:

PykoBoautens — 1

3amecTUTeNNb PyKOBOAUTENS IO BHYTpEeHHEH padoTe — 1
3aMecTUTENb PYKOBOAMUTEIS IO KOHTPOIIO yCIIeBaeMOCTH — 1
Otnen kaapoB — 2

Byxranrepus — 2

OTaen KOHTPOJISl YCIIEBAEMOCTH — O

OTnen aBTOMaTU3alUu AEITEIbHOCTH — 2



Komurer 3anmmaer 8 mnomemieHuid Ha 1 23Taxe (cxema COCTaBISETCS
CaMOCTOSITEJIbHO), BO3MOJKE€H IpPHUEM IIOCETUTENICH, IJIsi KOTOPBIX HEO0OXOIUMO
PEeayCMOTPETh KOH(DEPEHII-3all.

[IpuMepHBIi O10JKET Ha BCIO MH(popMaTH3anuio U 3amury uHpopmammu 2,8
MJIH. pYyO.

Bapuanr 7:

PykoBoaurens — 1

3amMecTUTENb PYKOBOJMTEIS IO BHYTpEHHEN padoTe — 1

3aMeCTUTENb PYKOBOAMTEIIS IO KOHTPOJIIO yCIIEeBaeMOCTH — 1

Otnen kanpos — 1

Bbyxranrepus — 2

OTaen KOHTPOJI yCIIEBAEMOCTH — D

OTnen aBTOMaTU3aluu ASITENbHOCTH — 1

Komuter 3anumaer 10 momemenuid Ha | 3Taxe (cxema COCTaBISETCS
CaMOCTOSITENIHO), BO3MOKEH IpPUEM TIOCETUTENEH. Uil KOTOPBIX HEOOXOIUMO
IPETyCMOTPETh KOH(EpEeHII-3all.

[TpumepHBIi OrOKET Ha BCIO MH(OpMATU3ALMIO U 3allUTy HHpopMauuu 2,8
MJIH. pYyO.

Bapwuant 8 :

PykoBoautens — 1

3amMecTUTeNNb PyKOBOJMUTEIS IO BHYTpEHHEN padoTe — 1

3amecTuTeNb PYKOBOJUTEIS IO KOHTPOJIO YCIIEBAEMOCTH — 2

Otnen kaapoB — 3

byxranrepus — 3

OTnen KOHTPOJIS ycrieBaeMOoCTH — 4

OTtaen aBTOMAaTU3aIK IEITEIBHOCTH — 3

Komurer 3anmmaer 12 momemnieHuit Ha 2 d3Taxkax (cxema COCTaBJISETCS
CaMOCTOSITENIHO), BO3MOKEH IpPHUEM TOCETUTENEH, Ui KOTOPBIX HEOOXOIUMO
MPEAyCMOTPETh KOH(PEPEHII-3a1.

[TpumepHbIN O0/HKET Ha BCIO MH(POPMATU3AIUIO U 3aluTy nHpopmarmu 2,8
MJIH. pYyO.

Bapuant 9 :

PykoBoautens — 1

3amMecTUTeNNb PyKOBOAMUTENS IO BHYTpEeHHEN padoTe — 1

3aMecTUTeIb PYKOBOJIUTEIIS 110 KOHTPOJIIO YCIIEBAEMOCTH — 2

Otnen kaapoB — 3

Bbyxrantepus — 1

OTaen KOHTPOJISl YCIIEBAEMOCTH — O

OTtaen aBTOMaTU3aIK IEITEITLHOCTH — 2

Komurer 3anumaer 9 mnomemeHuid Ha 2 s3Taxkax (cxema COCTaBJsAETCS
CaMOCTOATENFHO), BO3MOXKEH TPHUEM IOCETUTENEH, ISl KOTOPHIX HEOO0XO0IUMO
MPETyCMOTPETh KOH(PEPEHII-3a1.



[TpumepHBIii OrOKET HAa BCIO MH(DOPMATHU3ALMIO U 3alUTYy UHPopMauu 2,8
MJIH. pYyO.

Bapuanr 10 :

PykoBoaurens — 1

3amMecTUTeNb PYKOBOAUTEIS 10 BHYTpEeHHEH padboTe — 1

3aMecTUTENb PYKOBOAMUTEIIS IO KOHTPOJIIO ycreBaeMoCTH — 1

Otnen kaapoB — 3

byxranrepus — 3

OTxaen KOHTPOJIA yCIIEBAEMOCTH — 3

OTtaen aBTOMAaTH3aIMK ACITEIHHOCTH — 5

Komurer 3anumaer 11 momemeHuii Ha 2 3Takax (CXeMa COCTaBJISETCS
CaMOCTOSITENIFHO), BO3MOXKEH TPHUEM TOCETUTENEH, Ui KOTOPBIX HEOOXOIUMO
MPEeayCMOTPETh KOH(PEPEHII-3al.

[TpumepHbIi O10/HKET Ha BCIO MH(POPMATU3AIUIO U 3aluTy WHpopmaiuu 2,8
MJIH. pYyO.

IIlkana oueHMBAHUS PpelIeHHs KOMIETEHTHOCTHO-OPHEHTHPOBAHHOIM
3a/1a4M: B COOTBETCTBUHU C JICHCTBYIOIIEH B YHUBEPCUTETE OAJIIbHO-PEHTUHIOBOM
CHCTEMOH OIICHHBAHHE PE3YyJIbTATOB MPOMEKYTOYHOW aTTECTAIlMH OOYJaromuXCs
ocyuiecTBisieTcss B pamkax 100-0amibHOMN MIKaJIbI, TP 3TOM MaKCUMAaJIbHBIA Oai
0 MPOMEKYTOUYHOM arTecTalud OOyYaroUIMXcs MO OYHOW ¢opme 00ydeHus
coctaBisier 36 0amioB, IO OYHO-3a0YHOW M 3a04HOUM (hopmam oOydeHms — 60
(ycranoBneHo nojoxenuem 11 02.016).

MaxkcuManbHOE KOJMYECTBO OaljioB 3a peHIeHHEe KOMIIETEHTHOCTHO-
OpPUEHTHPOBAHHOM 3a71auu — 6 OaIOB.

bami, mnomydeHHbli oOydaromuMMcs 3a pelIeHHEe KOMIETEHTHOCTHO-
OPUEHTHPOBAHHOM 3aJaud, CyMMHpYETCS C OaJlJIoM, BBICTABJICHHBIM €My IIO
pe3ynpTaTaM TectupoBaHusa. OOwmmi Oaml OPOMEXYTOUYHOM aTTecTaluu
CyMMHUpYeTcs ¢ 0ayutaMu, MOTy4eHHBIMU 00Yy4arOIIUMCS 110 pe3yJIbTaTaM TEKYIIEero
KOHTPOJISI YCIIEBAEMOCTH B TEUYEHHE CEMECTpa; CyMMa OaJjuloB IEPEBOJUTCS B
OIICHKY 110 5-0aJuThHOM IIKaJe CIeAYIONUM 00pa3oM:

CooteerctBue 100-0a/u1bHOM U 5-0aJUIBHOM IIIKAT

CymmMa 6amioB o 100-6amnbHoM mikane | OueHka no S5-0ajyibHOW HIKase

100-85 OTJINYHO
84-70 XOpOouIo
69-50 YIIOBJIETBOPUTEIILHO

49 n meHee HEYI0BJIETBOPUTEIIBHO




Kpurtepun oueHMBaHUsI pellieHHMS] KOMIIETEHTHOCTHO-OPHEHTHPOBAHHOM
3a4a4u (HIDKECIIeYIONIMEe KPUTEPUU OLIEHKH SBIISIIOTCS MPUMEPHBIMU U MOTYT
KOPPEKTUPOBATHCS):

6-5 ©OanoB BbICTaBIsAeTCS OOydYaroUmIeMycCsl, €CJIM pEIICHHE 3aJlayu
JIEMOHCTPUPYET IIyOOKOE MOHUMaHKE 00yYaIOIIMMCS MPEI0KEHHOM MPOoOIEMbI U
Pa3HOCTOpPOHHEE €€ paccCMOTpEHHEe; CBOOOJHO KOHCTpyupyemass pabota
MpeCTaBIIIeT COOOM JIOTUUHOE, ICHOE U IPU 3TOM KPaTKOE, TOUHOE OMKUCAHUE X0/
pemieHuss 3aaadd  (IMOCIEAOBATEIBHOCTH (WJIM BBIMOJHEHUS) HEOOXOIUMBIX
TPYAOBBIX JIEHCTBUN) M (QOPMYIUPOBKY JOKA3aHHOTO, MPABHJIBHOTO BBHIBOJA
(oTBeTa); MpU 3TOM OOYYAIOIIUMCS MPEJI0KEHO HECKOJIbKO BapUAHTOB PEIICHUS
WIN OpUTMHAIbHOE, HECTAHJAPTHOE pelieHue (uiu Hambosee 3¢ dekTuBHOE, WK
Haubosee palMoOHAIbHOE, WIM ONTHUMAJIbHOE, WM EIWHCTBEHHO MPaBUIBHOE
pelIeHue); 3ajJadya pelIeHa B YCTAaHOBJICHHOE IPENOJABATEIEM BpeMs WU C
OTIepEKEHUEM BPEMEHHU.

4-3 Gajuia BbICTaBIsIeTCSl OOydaroleMyCs, €CIU pElIeHUuEe 3aJadu
JEMOHCTPUPYET MOHUMaHHE OO0Yy4arolUMCs NPEJJIOKEHHON MpoOJIeMbl; 3ajgada
pelIeHa TUIIOBBIM CIIOCOOOM B YCTAHOBJIEHHOE IpenojaBaTesieM BpeMs; HUMEIOT
MecTo o0mue ¢pas3bl U (UIM) HECYLIECTBEHHBIE HEIOYEThl B ONHCAHUU XOJa
pereHus u (Uin) BbIBoIa (OTBETA).

2-1 ©Oanjga BbICTaBIsIeTCd OOy4aroUIEMyCs, €CJIM pELIeHUE 3aJlauu
JIEMOHCTPUPYET TMOBEPXHOCTHOE TMOHUMAHUE OOYYaAIOMIUMCS TPEAJIOKEHHON
poOJIEMBI; OCYLIECTBJIEHA IOMBITKA MMIA0JIOHHOIO pElIeHUs 3a7adyd, HO NpHU €e
pElIEHUH  JIONYIIEHbl OMMOKM U  (WIM) TPEBBIIIEHO  YCTaHOBJIEHHOE
IIPENoIaBaTesieM BpeMs.

0 OasuioB BhICTaBIsIETCS OOydYalolmeMycCsl, €CIM pelIeHHue 3aJayu
JEMOHCTPUPYET HEMOHUMaHUE 00yYaroUUMCs MPEI0KEHHON TPOOIeMbl, U (HIIN)
3HAYUTENIbHOE MECTO 3aHMMAIOT 00IIMe (Ppas3bl U TOJOCIOBHBIE PACCYKICHUS, U
(unn) 3aaya He pelieHa.



