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1 OLOEHOYHBIE CPEJACTBA JIAA TEKYIEI'O KOHTPOJIA
YCIIEBAEMOCTH

1.1 BOIIPOCHI JJIsd COBECEJOBAHUA

Tema Nel «HopmaTtuBHasi 6a3a oueHku 3amumedHoctu U

1. CymiecTByOnMe CTAaHAAPThI U METOJOJOTUM TPOBEPKU U OLEHKHU
samumenHocty UT u CYUB.

2. Uctopust pazsutus. ISO/TEC 27004:2009 u 'OCT P MCO/MBK
27004-2011 — ouenka ¢pynkuunonuposanusi CYUbD

3. ISO/IEC 27006:2011 u T'OCT P HCO/M3K 27006-2008 -
TpeOOBaHUS K OpraHaM, OCYIIECTBISIONUM ayauT u cepruduxanmio CYUD.

4, ISO/IEC 27007:2011 u ISO/IEC 27008:2011 — pykoBOACTBa IO
aynuty CYUD u cpencts ynpasnenus Ub, peannzoBannsix B CYUD.

S. CyliecTByronme CTaHAapThl U METOJOJOTMU TPOBEPKH M OLECHKHU
samuieHHocTd T u CYUDB: ux otnuyusi, CUiIbHbBIE U C1a0ble CTOPOHBI.

6. ISO 19011:2002 u TTOCT P NCO 19011-2003 — pexoMeHIalKH 0
ayJIUTy CUCTEM MEHEPKMEHTA KaueCTBa U/WIH OKPY>KAIOIICH Cpe/Ibl.

Tema Ne2 «OcHOBHBIE ACMEKTHI MOCTPOCHUS CUCTEMBbI
HHGpOPMALMOHHON 0€30I1ACHOCTI

1. Ha3oBure 3  OCHOBHBIX  acClleKTa  IOCTPOEHUS  CUCTEMBI
nH(OPMAITMOHHON O€30MaCHOCTH.

2. AJMUHUCTPATUBHBIN  ypOBEHb WH(MOpPMAIMOHHONW O€30MacHOCTH.
[Tonutuka 6e30macHOCTH HHPOPMAITMOHHBIX CUCTEM.

3. Uto mpou3soiiieT ¢ opraHu3aluei, eciii cucreMa He Oy/eT BBEJICHA B
AKCIUTyaTaluio?

4, [IporpammHo-TexHUYeckue Mepbl OezonacHocTH. IloHsiTHE cepBuca

nH(pOpMaIIMOHHOM 0€30MaCHOCTH. APXUTEKTYpHAasi 0€30MaCHOCTb.

S. [Tousarue cepBuca uH)OPMAITMOHHON 0€30MacHOCTH.
IIPOTOKOJIMPOBAHNE U AyJIUT.

6. [Tonsitue cepBuca MHPOPMAIMOHHON OE30MACHOCTHU. YIIPABICHUE U
aHaJIN3 3alUIIEHHOCTH.

7. [Tonsitue cepBuca WHMOPMAIMOHHOW O€30MacHOCTH. OOecleyeHue
BBICOKOM JJOCTYITHOCTH U OTKA30yCTOMYHUBOCTH.

8. [Tonsitue cepBrca UHPOPMALMOHHON OE30MACHOCTH. SKPAHUPOBAHUE

TYHHCJIMPOBAHHUC.



Tema Ne3 «ba3oBbie Bonpocsl npoBepku 3amuieHHocTd UT»

1. HazoBuTte MeTopl (popmanu3anuy mpoieccos.

2. HazoBute 1ienu u 3aauu (popMau3aiiu MporeccoB.

3. BaxxHocTh nporecca ¢ Touku 3peHus ynpasieHus b

4, VYyactHuku nporiecca. Csizu ¢ apyrumu nporeccamu CYUB.

S. HazoBuTe OCHOBHBIE IMPOLIECCHI METOJbI MPOBEPKU 3aLIUIICHHOCTH.
[loHATHE MPOLIECCHOTO OAXOAA.

6. Ha3zoBuTe nemn u 3amaun mporeccoB OeHKU 3ammueHHocty UT u
CYUB.

7. OxapakTepu3yite 3alllUTHbIE OOOJIOYKM U TIEPEUYEHb TMperpa,
pUMEHsIEMbIE B y4eOHOM KOMIBIOTEPHON Ta00paTOPHUH.

8. Kakue OCHOBHBIE METOABI KOHTPOJISI JIOCTYNAa MCHOJB3YIOTCS B
U3BECTHBIX BaM HMH(POPMALMOHHBIX cHucTemMax? B dyeM uX [OCTOMHCTBA U
HEJIOCTaTKH?

9. [TocTpoiiTe HepopManbHYI0 MOJEIb HApyIIUTENd Uil y4eOHOH

KOMITBIOTEPHOMU J1TA00paTOPHH.

Tema Ne4 «Buabl npoBepox»

1. Ha3zoBure BHyTpeHHue ayaursl 1b.

2. Haszosure BHemHue ayaursl 1b.

3. Mounutopunr Ub. Camoonenka Ub.

4, Kak npoBepsieTcst 10CTOBEPHOCTh HCTOYHHKA?

5. ["apanTn 6€30MaCHOCTH KOMIIBIOTEPHBIX CHUCTEM B CHUCTEME OOIIHUX
KPUTEPHEB.

6. [TpoBepka moHOMOYHMH CYyOBEKTOB Ha JIOCTYM K pecypcam.

7. [Tousarue cepBuca nH)OPMAITMOHHON 0€30MacHOCTH.
MPOTOKOJIUPOBAHUE U AYIUT.

8. Ananmu3 xypHana ayauta OC Ha paboueM MecTe.

9. Anaim3 CYUD co cTOpoHBI BBICIIETO PYKOBOJICTBA OPTaHU3ALINH .

Tema NeS «Buyrpennuii ayautr Ub»

1. Amnanu3 xxypnana aynuta OC Ha paboueM Mecre.

2. HazoBute cpenctBa u  cucTemMbl ayauTta  HHGOPMAIIMOHHON
0€30IacCHOCTH.

3. CpencTBa agMUHUCTPUPOBAHUS CETEBBIX IMPOTPAMMHO-AIIAPATHBIX

KOMILUIEKCOB 3alIUThl HHGOPMAIIUH.
4, HNHcTpyMeHTaNIbHBIE CPENICTBA ayauTa 0€30MacHOCTH KOMITHIOTEPHBIX
CHUCTEM, UX BO3MOXXHOCTHU U HEJIOCTATKH.



S. CpenctBamu aIMUHHACTPUPOBAHHUS CUCTEM OOHapyKEeHHUSI
KOMIIBIOTEPHBIX aTaK.

6.  MeToauku NpoBeaeHNS ayauTa HH(HOPMAIIMOHHON 0€30IacHOCTH.

7.  Ananmu3 uHPOPMALMOHHON WHQPACTPYKTYPHl aBTOMATU3UPOBAHHON
CUCTEMBI U €€ O€30MacHOCTH.

8. CpenctBa aBTOMaTH3aIlMM KOMIUIEKCHOTO ayJauTa HH(POPMAIIMOHHOM
0€30MacHOCTH.

9. Meroasl  MOHUTOpWMHTA W ayAuTa,  BBIIBICHHUS  yIpo3

UH(OPMAITMOHHON O€30MTaCHOCTH KOMITBIOTEPHBIX CETEH.

Tema Ne6 «Buemrnuii ayaut Uby»

1. [enu u 3amayu, MPUHIMIBI TPOBEACHUS, YNPABICHUE MPOTPAMMOH,
ITarbl MPOBEACHHUS.

2. Aymut 06€30MacHOCTH KOMIIBIOTEpHBIX cucTeMm. lLlemu, cTaHmaprsl,
TIOJTX OB

3. KomneTeHTHOCTh ayAauTOpoB. B3auMOOTHOLIEHMsI TpeAcTaBUTENEH
ayJJUTOPCKOM rpyIIbl U IPOBEPSIEMBIX OpraHU3aLUi.

4.  VYrpo3el poctynHocTH. OCHOBHBIE YIpO3bl LIEJIOCTHOCTU. YTPO3bI
KOH(pHIEHIIMAIBHOCTH.

S. [lonsiTue cepBuca MHPOPMALMOHHON OE30MACHOCTU. YINPABIECHUE U
aHaJIKU3 3alUIIEHHOCTH.

6. [Tonsarue cepBuca MH()OpMAIIMOHHOU 0€30IaCHOCTH.
IPOTOKOJUPOBAHUE U AYAMUT.

7. AyAUT NPUKIIATHBIX CITYkKO.

8. [IpuMeHeHne HMHCTPYMEHTAIbHBIX CPEICTB ayauTa Oe30MacHOCTH

KOMIIBIOTCPHBIX CHUCTCM

Tema Ne/ «CucremMbl aHAIU3a 3aANTUIIIEHHOCTID)

1. Knaccudukanus 3aliMIIEHHOCTH KOMIBIOTEPHOM CHUCTEMBI 0
TpeboBaHMsIM 06€30MacHOCTH HH(OPMAITUU B CUCTEME OOIIUX KPUTEPUEB.

2. Buasl cucrteMm, pemiaemble 3alaud, UCMHOJb30BAHUE B LENSAX OLEHKHU
3amuueHsHocty UT.

3. [Tonsitue cepBuca MHPOPMAIMOHHOW OE30MACHOCTH. YIIpaBICHUE U
aHaJIN3 3al[UIICHHOCTH.

4, BrisiBIeHHEe W TIOCTPOCHHE CXEMbl HHQPOPMAIIMOHHBIX TMOTOKOB
3amuInaeMoi nHGopMaluy B KOMIIOTEPHOMN CETH.

S. PamxupoBanue  OOHAPYKEHHBIX  YA3BUMOCTEH MO  CTEIECHH
BO3JICHCTBHSI HA 3aIMINAEMYyI0 HHPOPMAIIHIO.



6. Pa3paboTka  monuTHK 6e3omacHOCTH TSI 3aIUIIEHHBIX
KOMITBIOTEPHBIX CUCTEM

7. [Topsimok  cepTHUKAIMU CPEACTB  3alUTHl  MHPOPMAIUH TSI
paspabotuuka C3U.

8. [Topsimok cepTudUKaIIKM 3aTUIICHHBIX HHPOPMAIIMOHHBIX CUCTEM.

9. TecTupoBaHue COCTOSHHS 3aIUMIEHHOCTH KOMITBIOTEPHBIX CUCTEM OT

HCCAHKIMMOHUPOBAHHOTO A0CTYIIA C HCIIOJIb30BAHUCM CKAHCPOB 0€30MacHOCTH.

Tema Ne8 «Cucrembl 00HApPYKeHUSI M TPeJOTBPALleHUs] BTOP KEHUil»
1. Ha3nauenne cucrem oOHapyxeHus arak. Knaccudukamnus cuctem
OoOHapy>KeHHUs aTak.
2. [IpsiMble 1 KOCBEHHBIE NPU3HAKU aTak. MeToabl 0OHApYKEHHS aTaK.
CurHaTypHbIi aHaJIU3 U OOHAPYKEHNE aHOMAJIHM.
Knaccuduxanus cuctem ooHapykenus atak (COA).
Cetesbie 1 y310Bbie COA.
BapuanTtsl pazmenienus COA.
Pazmemnenune cencopo COA.
TpeboBanus, npeabsiBisiembie kK COA.
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Cranpaptuzanus B oonactu oOHapyxeHus atak. Apxurektypa COA.
10. Cucrema ompeaeneHuss MapuIpyTOB MPOXOXKACHUS CETEBBIX MAKETOB,
OoOHapy>KeHHUsI 0OOBEKTOB CETH, IIOCTPOCHUS CXEMBI CETH.

Kpurepuu ouenku:

2 0ajs1a BBICTABIISICTCS OOYyYarOMIEeMYyCsl, €CIM OH JEMOHCTPHUPYET TIIyOOKoe
3HaHWE COJEpXKaHHUS BOIPOCA; JaeT TOYHBIE OMpPEEICHUS OCHOBHBIX TOHSATHH;
apTyMEHTUPOBAHHO W JIOTUYECKH CTPOWHO U3Naraer yd4eOHbIM MaTepuad,
WUTIOCTPUPYET CBOM  OTBET AaKTyalIbHBIMH TNpUMepaMd  (THUTIOBBIMH U
HECTaH/IAPTHBIMHU), B TOM YHCJIE CAMOCTOSITEIbHO HAWJACHHBIMU; HE HYXKIAeTCs B
YTOUYHSIONIMX U (WJIK) AOTIOTHUTENBHBIX BOIPOCAX MPENo1aBaTelis.

1 ©Oana BbeICTaBIsieTCs OOydYalOIIEMYCsS, €CIM OH OCBOWJI OCHOBHBIE
MOJIOKEHUSI KOHTPOJIUPYEMOM TEMbI, HO HEAOCTATOYHO YETKO JAeT ONpeiesieHue
OCHOBHBIX TIOHATHM W  AehUHULIMNA; 3aTpPydHSETCS TpU  OTBETax Ha
JIOTIOJTHUTEIbHBIE BOIIPOCHI; IPUBOJAUT HEOCTATOYHOE KOJIMUECTBO MPUMEPOB AJIs
WUTIOCTPUPOBAHUSI CBOETO OTBETA; HYXKIACTCS B YTOUYHSIOMUX H (W)
JOTIOJTHUTEHHBIX BOTIPOCAX MPETOAaBaTENs.

0 0aa0B BBHICTABIsETCS OOydJaroIIeMycs, €clid OH He BJajaeeT
COJIEp)KaHUEM BOTpPOCA WU JOMyCcKaeT rpyOble OMMOKW; 3aTpymHSAETCS IaTh
OCHOBHBIC OTPE/CICHUS; HE MOXKET MPHUBECTH WJIM TNPUBOAUT HEMPABUILHBIC
NpUMEpBI, HE OTBEYACT HA YTOUHSIONME U (WJIW) OMOJHHUTEIHHBIC BOMPOCHI
MPEToAaBaTeNs WK AOMYyCKAET MPU OTBETE HA HUX TPYOBIe OIMNOKH.



1.2 KOHTPOJIBHBIE BOIPOCBI K JIABOPATOPHbBIM
PABOTAM

KoHTposibHBIE BOMPOCH JIJIs1 3aLUTHI JabopaTopHOM paboThl Nel.

1. Kakoil cocTtaB u OpraHu3allMOHHAsi CTPYKTYypa CUCTEMbI 00eCIIEUeHUS
uH(bOpPMaIMOHHOH Oe30macHoCTH?

2. B uem 3akmouaetcs cranaapt [SO 177997

3. [MapanTun 6€30MaCHOCTH KOMIBIOTEPHBIX CHUCTEM B CHUCTEME OOIIUX
KpUTEPHEB.

4, Knaccudukanusa 3alunieHHOCTH KOMIBIOTEPHOM  CHUCTEMBI  T10
TpeOOBaHMSIM 0€30MacHOCTH HH(OPMAITUU B CUCTEME OOIIUX KPUTCPUEB.

S. OcHOBHBIE yIpo3bl 0€30MacHOCTH MH(OpPMAUUMU B KOMIIBIOTEPHBIX
CUCTEMAX.

6. ['ocynapcTBeHHas MOJINTHKA B oOnacTu 0e30macHOCTH
KOMITBIOTEPHBIX CHCTEM.

7. [TpoexktupoBanue pgoctyna K JAaHHbIM. WHponoruueckue wu
JATAJIOrH4ECKUE MOJECIIN.

8. PykoBomsimmii  noxkyment "Knaccudukanusi aBTOMAaTU3UPOBAHHBIX
cucrem."

KoHTpoJsibHBIE BOMPOCHI 17151 3AIUTHI MPAKTUYECKON paboThl Ne2.

1. Cucrema oOHapyKeHUSI KOMITBIOTEPHBIX aTaK, IaliTe ONpeieTIcHuE.

2. Bunbr mporpaMm  TEXHHYECKOTO OOCIy)XMBaHUSA (CTaHIapTHbHIC
MPOTPaMMBI).

3. 3HadYeHHE TEXHUICCKOTO 00CTyKUBAHUSI.

[TprunHbBI OTKA3a B rapaHTUITHOM 0OCITY>KUBaHUU.
[IporpamMbl TEXHUYECKOTO OOCITY>KUBAHUS.

Pa3oBbie meponpusaTusi.

PacmpenHbie mporpaMMbl TEXHUUECKOTO 00CTYKUBAHUSI.
PernaMeHTHBIE MEPOIIPUATHSL.
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Kak o6ciyxuBaroTcsi BBICOKOKPUTHYHBIE CHCTEMBI.
KoHTpoJsibHbIE BOMPOCHI 7151 3aIUTHI MPAKTHYECKOU padoThl No3.
1. AHanu3 cxembl Ha HaIU4YUE cIaboCTel U MOMCK BapUAHTOB YCHIICHUS

C MMHUMAaJIbHBbIM MOI[I/I(I)I/II_[I/IPOBEIHI/IGM.
2. Onummure CpaBHHTeHBHBIﬁ daHaJIn3 OCHOBHBIX MCTOAOB 3alllUThI OT



KOIIMPOBAHUS.

3. Onumure, kak GFI LANguard 3amnumiaet npoTuB 4epBei.

4, Uro sBiseTcs pe3yiabTaTOM aHalu3a TpeOOBaHU?

S. OxapakTepu3yiTe 3alllUTHbIE OOOJIOYKM U TIEPEUCHb Mperpa,
MpUMEHSIEMbIE B y4eOHOM KOMIBIOTEPHOU JTaOOpaTOpHH.

6. Kakum 06pa3oM kinaccuPUIMPyIOTCs KaHaNIbl YTeUKH HHpOopMarumn?

7. Kakne OCHOBHBIE METOABI KOHTPOJIA JIOCTyla HUCHOJB3YIOTCA B
W3BECTHBIX BaM WHQPOPMAIMOHHBIX cucTemMax? B dWemM wuX [OOCTOMHCTBA U
HengocTaTku?

8. UTto Takoe CKpBITbIE KaHalbl YTEYKM HMHPOPMALUM M KaK HX
OOHapyXUTbH?

KoHTpoJibHBIE BOMPOCHKI 17151 3aIUTHI MPAKTHYECKOU padoThl No4.

1. Omnpenenenue u kiaaccuuKanusi CUCTEM 0OOHAPYKEHHSI BTOPKEHUH.

2. Kaxkne METO/IbI UCIIOJIB3YIOTCS VIS OOHapy>KEHHUS
MOU(DUITMIPOBAHHOTO Koj1a?

3. Yro B cebs BKIIIOYAET MOHATHE 3alllUTa IPOrPAMMHOT0 0OecTieueHUs?
CereBble cUCTEMBI OOHAPYKEHUS BTOPKEHHUIA.
VY310BbIE cCTEMBI OOHAPYKEHHSI BTOPKEHUIN
CpaBHeHHE cucTeM 0OHApPYKEHUSI BTOPKEHUU.
Hasosure 4 tuna ycranosku 1 COB OSSEC.
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Kakue cuctembr COB Bbl u3yumniu?
KoHTposibHBIE BOMPOCHI 17151 3aIUTHI MPAKTHIECKON paboThl Ne5.

Kak knaccuduumpyrorcs cucteMbl OOHApYKEHUS BTOPKEHUI?
Kakwue 3agaum Beimosnastor COB?

Urto BBI 3HaeTe 00 y310Beix COB?

Hazosute ocHoBHbIe TpeboBanus COB.

Uro BbI 3HaeTe 0 cereBbix COB?

Hazosute ¢pynxiuu COB OSSEC.

HazoBure otinums naccuBHbix COB oT aktuBHbIX COB.

O N OEWNE

Yrto BKJIIOYAET ApXUTEKTypa CUCTEMbl OOHAPYKEHUS BTOPKEHUIN ?

Kpurepum ouenkmu:

3 0ana (Wi OllEHKa «OTIMYHO») BBICTABIISIETCS 00yUYalOIIEMyCsl, €CIU OH
JEMOHCTPUPYET TJIyOOKO€ 3HaHHE COJEp)KaHUS BONpPOCAa; JaeT TOYHbIE
OTpE/ENICHUs] OCHOBHBIX MOHATHUN; apryMEHTHPOBAaHHO W JIOTMUECKH CTPOWHO



u3naraeT ydeOHBIH MaTepuai; WUIIOCTPUPYET CBOM OTBET aKTyaJlbHBIMU
npuMepamM (TUIOBBIMM M HECTAHJAPTHBIMHU), B TOM YHCIIE CaMOCTOATEIHHO
HaWJICHHBIMH; HE HYXKJIa€TCA B YTOUHSIOMUX U (WJIM) JTOMOJIHUTEIBHBIX BOIIPOCAX
MpernoiaBaTe’is.

2 0asia (MM OIIEHKA «XOpPOIL0») BBICTABIAETCS OOYYaIOMIEMYCsl, €CJIU OH
BJIAJICET COJIEPKAHUEM BOIPOCA, HO JAOIMYCKAET HEKOTOPhIE HEJOUEThI IPU OTBETE;
JIOMYCKaeT HEe3HAUYUTEJIbHbIE HETOYHOCTHU IMPHU OINpPEACIICHUH OCHOBHBIX MOHSTHM;
HEJIOCTATOYHO apTyMEHTUPOBAHHO U (WJIM) JIOTUYECKH CTPOUHO M3JIaraeT y4eOHbIH
MaTepHua; WIUTIOCTPUPYET CBOM OTBET TUIIOBBIMU IPUMEPAMH.

1 ©Oana (WM OLEHKAa  «YyIOBJIETBOPHUTEIBHO»)  BBICTABIISIETCS
o0yJarolemMycs, eCiii OH OCBOMJI OCHOBHBIE MOJIOKEHHUSI KOHTPOJIUPYEMOMN TEMBI,
HO HEJOCTATOYHO YETKO JAeT OMpEeJCHHUE OCHOBHBIX MOHATHN W Ie)UHUIUN;
3aTpyAHSIETCS TpPU  OTBETaX Ha  JONOJHUTENbHBIE BOIPOCHL, MPUBOJIUT
HEJIOCTATOYHOE KOJIMYECTBO IMPUMEPOB ISl WIUIIOCTPUPOBAHUSL CBOETO OTBETA;
HY>KIA€TCS B YTOUHSIOIINX U (MJIM) AOMOJHUTEIBHBIX BOIIPOCAX MPEMOJABATEIS.

0 oOammoB (WM OIEHKA «HEYJOBIECTBOPUTEIBHO»)  BBICTABIISCTCS
oOyuyarolemycs, €ciid OH HE€ BIIAJICeT COJEp’KaHUEM BOIIPOCAa WIIU JOIMYCKaeT
rpyOble OWIMOKHW; 3aTPyAHSETCA JaTh OCHOBHBIE ONPEIEICHUS; HE MOXKET
MIPUBECTHU WIHM MPUBOJUT HENPABUIBHBIE IPUMEPHI; HE OTBEYAET HA YTOUYHSIOIIUE
U (WJIM) TOMOJIHUTENFHBIE BOIIPOCHI MIPEMO/IaBaTeNsl UK JIOMyCKaeT MPU OTBETE Ha
HUX IpyOble OLIMOKH.



2 OHLEHOYHBIE CPEACTBA IS IMPOMEXYTOYHOM
ATTECTAIIMA OBYYAIOIIIUXCA

2.1 BAHK BOITPOCOB 1 3AJIAHUM B TECTOBOM ®OPME

3ananus B 3aKpbITOIl popme

1. Kakas cuctema oOecrieymBaeT 3allUTy OT BPEIOHOCHOTO KOJIa BO BpEMs
3arpy3ku (paityioB MosIb30BaTEIIMU?

1) idp
2) av
3) wcf
4) ips

2. Kakoit mexanus3m (puibTpanuu UHTEPHET-TpaPuKa B MEKCETEBBIX dKpaHax
netdefend momMoraer 3amUTUTH MOJB30BaTENed OT MOTEHIIMAILHO OMACHOTO
KOHTEHTa BeO-CTpaHuUIl — O0BEKTOB activeX, java-CKpUITOB U T.I1.7

1) paboTa ¢ aKTUBHBIM COACPKHUMBIM
2) crarudeckas (GUIbTpamus
3) nuHaMu4veckas QUIbTpaIus

3. Kakoif mpoTokonm B cocTaBe ipsec oOecrneuyuBaeT MPOBEPKY IEITOCTHOCTH
3aIAMAEMON  4YacTH  TMakKeTa, HO TP 3TOM HE TapaHTHPYET
KOH(UICHIIUATTEHOCTh ?

1) ah
2) esp
3) ike
4. Kakue mpoTOKOJAbl OOMEHA TO3BOJAT 3allUTUTHCS OT aTakKu «aHaIHu3
ceTeBoro Tpaduka»?

1) telnet
2) ssl
3) ssh
4) tls
5) ftp
6) http

5. Jlmg dero mpuUMEHSICTCS SKpaHUPOBAHHE IMOMEIICHUH W JIOMOJHUTEIHLHOS
3a3eMJIeHHE 00OBEKTOB 3aI[UTHI?

1) i yBenUYeHUsS! YPOBHSI MOOOYHBIX 3JICKTPOMArHUTHBIX U3ITY4YCHUI



2) Mg yMEHbBIIEHUST YPOBHS MOOOYHBIX 3JICKTPOMArHUTHBIX U3ITydeHUH

3) g odecrieueHus GecrepeOOMHOI0 MUTaHUS 00bEKTOB 3aIUThHI

4) misl UCKIIOYCHHS BHEAPEHHUS 3J0YMBIIUICHHHKOB BO BHYTPCHHHE
CETMEHTHI CETH

6. Kakoe TpeOoBaHMe K cuCTEMe 3alUThl HMHGOPMAIMKM MpPEaroaraet
OpTraHU3allMI0  €IUHOTO  yNpaBICHUS MO  OOECIEYCHHIO  3aIIUTHI
uHpopmanun?

1) ageKBaTHOCTH

2) HETPEPHIBHOCTH

3) IEeHTPaTM30BaHHOCTD
4) yHHUBEpCAILHOCTh

7. Kakoe Tp€6OBaHI/IC K CHUCTCMC 3alllUTHI I/IH(bOpMaI_[I/II/I Impcarojaract To, 410
MCTOJbI 3allMTHI JOJI?KHBI o0ecrneynBaTh BO3MOKHOCTD IICPCKPBITHA KaHalla
YTCUYKHU I/IH(bOpMaHI/II/I, HC3aBHCHUMO OT €TI0 BHJa 1 MCCTa TIOSIBJICHMS?

1) amexBaTHOCTh

2) HENPEPHIBHOCTh

3) LEeHTPaTN30BaHHOCTD
4) yHHUBEpCAILHOCTh

8. Kak Ha3wIBaeTCs JOTHYECKas TPYIa YCTPOHUCTB, UMEIOIIMX BO3MOYKHOCTH
B3aMMO/JICHCTBOBATh MEXAY COOOM HampsMYyI0 Ha KaHaJIbHOM YPOBHE, XOTS
(bU3UYECKH TIPU ATOM OHU MOTYT OBITh MOJKIIOYEHBI K PAa3HBIM CETEBHIM
KOMMYyTaTopam?

1) BUpTyasbHas 4acTHAs CETh

2) BUpTyajbHas JOKaJbHAS CETh

3) 3amuIileHHas MaruCTpajibHas CeTh
4) BUpTyaJibHAs KaHAJIbHAS CETh

9. Kakoe Ha3BaHME TOMy4YMJIa TEXHOJOTHS, MO3BOJISIONIA OOECIIEUUTh OJHO
WM HECKOJBKO CETEBBIX COECIUHEHUM (JIOTMYECKYHO CETh) MOBEPX IPYroi
CETH C MPUMEHEHHEM CPEJCTB Kpurnrorpadun?

1) BUpTyasibHAas YacTHAs CETh

2) BUpTyaJbHAs JOKAJIbHAS CETh

3) 3amuINeHHAs MarucTpajibHasi CeTh
4) BUpTyaibHas KaHAIbHAS CETh

10.Ha3oBuTE OCHOBHYIO IPUUMHY HU3KOM HAZIEKHOCTH MapOIbHON 3aIUTHI:

1) genoBeueckuii (haKTOp



2) Hepa3BUTOE MPOTPAMMHOE 0OecreueHue
3) 6oJIbIIIOE KOJIMYESCTBO "UepPHBIX X0I0B" B MPOrpaMMHOM 00eCIICUeHUN

11.Haubomnee o6muii cnocod MPOHUKHOBEHHUS B CUCTEMY:

1) ciabble mapoJu
2) nedeKThl IPOrpaMMHUPOBAHHMS
3) mepenonaeHne Oydepa

12.Kako# u3 nepeynciIeHHbIX naposiel Hanboiee HaJeKeH?

1) mupextop
2) "2u3y4x5
3) 6e30macHOCTh
4) ao41r7ii6

13.Haubounee HafexHbIN cr10c00 ayTeHTU(DUKAIIH:

1) mapoJsbHas 3anurTa
2) cMapT-KapThl
3) OMOMETPUYECKHE METO,IbI

14 Kakue MeTolbl HCHONB3YIOT XaKepbl MpPHU MPOBEACHUH COLMAIBHOIO
VHKAHUPHUHTA?

1) ymeHue BecTH TeleOHHYIO Oeceny
2) moadop mapoJieit MeTooM niepedopa
3) CKpbITOE CKAHMPOBAHKE TIOPTOB

15.Ecnu JIOTMH COTpyAHMKA KOMITAHWHM 1Vanovvy, TO HCIOJb30BAHUE KAKOTO
napoJist He I0MYCTUMO?

1) ivanovvv
2) n2u3y4k5
3) 6e30IacHOCTh
4) ao4tr7ii6

16.JIyumumii cnoco6 60pbObI C COLUATBHBIM UHXUHUPUHTOM:
1) obGecrieueHne PU3NIECKOM 3T M KOHTPOJIS JOCTyIa
2) uH(GOPMHUPOBAHUE CITYXKAIIUX

3) ucnonb3oBaHue CePTURHUIMPOBAHHOTO MPOTPAMMHOTO 00ECICUCHHSI

17.Tlony4yeHne HECAHKIIMOHMPOBAHHOTO JIOCTyma K WHHOpPMAIMA WIH K
cucteMe 0e3 MPUMEHEHUSI TEXHHYECKUX CPECTB HA3bIBACTCA:



1) conuanbHbIA HHKUHUPUHT
2) CKpPBITOE CKAaHUPOBaHUE
3) nonydyeHue MHPOPMAITUU U3 OTKPBITHIX HCTOYHHUKOB

18.Kakue MeTollbl HCHONB3YIOT XaKepbl MpHU MPOBEACHUHU COIMAIBHOIO
WHXUHUPHUHTA?

1)
2)
3)
4)
5)

yMEHUE BeCcTH Telle(OHHYI0 Oecery

MCIOJIb30BaHNE UCTOYHUKOB OTKPBITOM HH(OpMALIUU
OTKPBITBII rpadex

moa00p mapoJied MeEToA0M repedopa

CKPBITOE CKaHHUPOBAHHUE MMOPTOB

19.Kakyro u3 BO3MOXKHBIX YIrpo3 JijIsi 0€30MacHOCTH CHUCTEMbI TPYAHEE BCEro
O0OHApYKUThH?

1)
2)
3)

cia0ble mapou
OIUOKHU KOHPUTYpaIUU
nepenoigHeHue oydepa

20.ITepenonnenue Oydepa onacHO TEM, YTO:

1)
2)

3)

MO3BOJISIET XaKepaM BBIMIOJHUTh MPAKTHUUECKU JTIO0YI0 KOMaHIy B
CUCTEME, SIBJIAIOIICUCS LEIBI0 ATaKH

€ro HE BO3MOXHO OOHapyXuThb B pe3yibTaTe MCCIEI0BaHUSA
UCXOJHOIO KOJa ITPOrpaMMBbl

OTPAaHUYMBAET JOCTYI K YIAJICHHOM CUCTEME

21.Kakue 13 9TUX ONMMCAHUM XapaKTEepU3yeT IeHTpaau30BaHHbIe dos-aTaku?

1)

2)

3)

ATO 3JIOHAMEPEHHBIC JIEWCTBUSI, BBITIOJHIEMbBIC ISl 3aIlPEIICHHUS
JIeTaJbHOMY TOJIB30BATENIO TOCTyIa K CUCTEME, CETH, MPUIOKECHUIO
WM UHGOPMALIH

Ui OCYIIECTBJICHHS AaTaKh CHCTEMa-OTIPABUTENb  IOCHLIAeT
OTPOMHOE KOJIMYECTBO  tcp Syn-TlaKeToB (makeToB C
CUHXPOHM3WPYIOIIMMHA  CHMBOJIAMH) K  CHCTEMe-TIONydaTelto,
UrHOpUpys ack-makeTwl, JoOMBasCh mepenojHeHus Oydepa odyepenu
COCIMHEHUN

B OCYIIECTBJICHUU aTaKH y4acTBYET OOJIBIIOE KOJUYECTBO CHUCTEM,
KOTOPBIMHU YIIPaBJISET OJHA TJIaBHAsl CHCTEMa M OJIUH Xakep. Brixon
CUCTEMbl M3 CTpPOS JOCTUTAaeTcs MyTeM OrPOMHOT0 00beMa
nepeaaBaeMbIX JaHHBIX



22 .Kakue U3 3TUX OMUCAHHUM XapaKTepu3yeT pacnpeaeneHnble dos-aTaku?

1)

2)

3)

9TO 3JIOHAMEPCHHBIC JICHCTBHUS, BBIMOJHSACMbIC JUIS 3alpeIieHUs
JIeTaJbHOMY IOJI30BATENIO JIOCTyIAa K CUCTEME, CETH, MPUIOKCHHIO
Wiu uHopMauu

VIS OCYIIECTBJICHHS AaTaKh CHCTEMa-OTIPABUTENb  IOCHLIACT
OTPOMHOE  KOJIMYECTBO  tcp syn-makeroB  (TakeToB  C
CUHXPOHM3HWPYIOIIMMH  CHMBOJIAMH) K  CHCTEME-TIOJydJaTelio,
UTHOpUpPYs ack-makeThl, 1oOMBasCh TepenoaHeHuss Oydepa ouepenn
COCIMHECHUN

B OCYIICCTBIICHUU aTaK¥ yYacTBYET OOJIBIIIOE KOJHMYECTBO CHCTEM,
KOTOPBIMH YIIPABJIICT OJHA TJIaBHAs CHCTEMa W OJWH Xakep. Brixon
CUCTEeMBl W3 CTpPOS JOCTUTAeTCI IIyTeM OrPOMHOTO 00beMa
nepe1aBaeMbIX JTaHHBIX

23.BriOepute BepHOE yTBEPKICHUE:

1)

2)

3)

npociyiMBanue (CHUPUHT) pabOTaIOT TOIBKO B CETAX C pa3AesiseMoin
IPOIYCKHOM CHOCOOHOCTBIO C CETEBBIMU KOHIEHTpaTopamMu —
xabaMu; MCIOJIb30BaHUE KOMMYTATOPOB 00OECIEUMBAET JOCTATOYHO
HaJIC’KHYIO 3alIUTY OT MPOCTYIIUBAHUS

npociyiMBaHue (CHU(UHT) Xopoiio paboTalOT B CETIX C
paszaensiemMoin MPOIYCKHOM CIIOCOOHOCTBIO Cc CETEBBIMU
KOHIIEHTpaTopaMl — XabaMM;, HCIOJIb30BaHUE KOMMYTAaTOPOB
CHIXAeT 3PPEKTUBHOCTh CHU(UHTA

npociyuiBaHue  (CHU(MUHT) paboTarOT TOJBKO B  CETAX C
KOMMYTHPYEMOU cpelou, HCTIOJIB3YIOIIEH KOMMYTaTOPBI;
UCIIOJb30BAaHUE  KOHUEHTPATOPOB  HCKJIKOYAET  BO3MOYKHOCTH
cHuguHra

24.J1ns mpociymuBanus Tpadrka B KOMMYTHPYEMOU CpeJie XaKep T0KEH:

1)

2)
3)

"yOenutp" KOMMyTaTop B TOM, 4YTO TpaduK, MPEACTABISIONINI
MHTEpPEC, TOJKEH OBbITh HAIlpaBJieH K CHU(Depy

3aCTaBUTh KOMMYTATOp OTMPABJIATH BECh TpahuK KO BCEM MOPTaM
OpraHM30BaTh Ha KoOMMyTaTop dos-aTtaky

25.Xakepbl UCTIONB3YIOT JIJIs IepeHanpaBieHus Tpaduka:

1)
2)
3)
4)

arp-cmyuHr

TyOIMpoBaHKE mac-aJapecoB
MMUTAIUS JOMEHHOTO UMEHHU
MOIMEHY 1p-azapeca



26.1{.]15[ BBIIIOJIHCHHU KAKHX aTaK XaKCPp AOJDKCH YCTAHOBUTL IPUIIOKCHUA Ha
JJOKaJIbHOM KOMHBIOTCpe?

1) arp-cnydunr
2) mac-hayauHr
3) moamMeHa ip-aapeca

27.Kakne W3 TMEpeurciIeHHbIX CIyXkO0 Hambojee YyS3BUMBI JJIs aTakud C
W3MEHEHHUEM ip-azpeca?

1) BeO-ciryKObI

2) SNEKTPOHHAS MOYTA
3) rlogin

4) rsh

28.Xakepbl UCIOJIB3YIOT JIJIsl IepeHanpaBieHus Tpaduka:

1) arp-cniyunr
2) nyOauMpoBaHHE Mac-apecoB
3) nmoameHy ip-aapeca

29.Kakoii Tum arakd OB HCIOJB30BAH KEBMHOM  MHUTHHKOM  JUISI
MIPOHUKHOBEHUS B LIEHTP CYNEPKOMIBIOTEPOB B CAH-JTUETO?

1) umuTanms ip-aapeca
2) mepeHarpaBieHue Tpaduka
3) mepenonHenue 6ydepa

30.Kakue Turbl mporpaMM OTHOCSITCSI K BPEJOHOCHBIM?

1) BUpYCHI

2) TPOSHCKHE KOHU

3) depBH

4) CUCTEMHBIC CITYKOBI

5) omepalmoHHBIC CHCTEMBI

31.TposiHCKHIA KOHB — 3TO:

1) mporpaMMHBIA KOJ, BHEAPSIOUIMICS B HCHOJHICMBIH KOJ JAPYrHX
MpOrpaMM M aKTUBU3UPYIOIIUKCS TIPU UX 3aIyCKE

2) 3aKOHUEHHAss M HE3aBUCHMas MpOorpaMMma, KOTopas pa3paboTaHa s
BBINIOJIHEHUS BPEIOHOCHBIX JEHCTBUM MOJ BHJAOM IIOJE3HOU U
WHTEPECHOU NMPOTrPAMMBI:



3) 3TO  caMOpacmpoCTpaHSIOMAsCs W CaMOBOCIPOU3BOSIIASCS
nporpaMma, KOTopas «IepernoiizaeT» OT CHUCTEMBI K CHUCTeMe 0e3
BCSIKOW TIOMOIIIA CO CTOPOHBI KEPTBEI

32.KoMIpIOTepHBIN YEPBb — 3TO:

1) mporpaMMHBIA KOJ, BHEAPSIONIMICS B HCHOJHICMBIH KOJ JAPYrHX
MPOTPaMM U aKTUBU3HUPYIOIIMICS TIPU UX 3aIyCKE

2) 3aKOHYCHHAs] W HE3aBHCHMas IIporpamma, KoTopas paspaboTaHa Jis
BBIINIOJIHEHUS BPEAOHOCHBIX JEWCTBHM TMOJ BHAOM TMOJIE3HOW U
MHTEPECHOU MPOTPAMMBI:

3) 3TO  caMOpacCHIpOCTPaHSIOMAsICI W CaMOBOCIPOW3BOIAIIASICS
mporpamMma, KOTOpasi «Ieperoi3aeT» OT CHUCTEMBI K CHCTeMe 0e3
BCSIKOM ITOMOIIN CO CTOPOHBI KEPTBBI

33. Kakag 4yacTth NpCABAPUTCIIBHOI'O HCCICOAOBAHUA  ABJIACTCA Hanoosce
OITIaCHOM JJIL XaKepa IIPpU IIOAT'OTOBKE HaHpaBHGHHOﬁ aTtaku’?

1) pa3BepHyTas OTIpaBKa MHHT-TAKETOB
2) CKpPBITOE CKAHUPOBAHHUE MOPTOB
3) CKaHUpPOBAHHE YSI3BUMBIX MECT

34.TIpumMepoM KOMIBIOTEPHOTO BUpPYCA SIBISIETCS:

1) michelangelo

2) MakpOBHpYC Meucca
3) iloveyou

4) slapper

35.IIpumepom "TpOSTHCKOTO KOHS'" SIBISIETCS:

1) michelangelo

2) MaKpoOBUpYC Mejmcca
3) iloveyou

4) slapper

36.IIpumMepomM KOMIBIOTEPHOTO YePBS SBISETCS:
1) michelangelo
2) MaKpoBUpYC MejHcca
3) iloveyou
4) slapper

37.Kak Ha3bpIBaeTCs KaHaJ THIA «TOYKA-TOYKa» B VPN-COCTUHEHUN?



1) o3
2) TpaHK
3) TyHHEIb
4) MocT

38. 1151 KaKoii e NPUMEHSIOTCA BUPTyallbHbIE YaCTHbIE CETU?

1) nus CHWOKCHUS HArpy3KH Ha CETh

2) miis obecriedeHUss THOOPMAIIMOHHOW O€30ITaCHOCTH

3) mns obecriedeHns 0TKa30yCTONYNBOCTH

4) m1sl yMEHBIICHHS KOJMYECTBa IIepeIaBaeMOro CIIy)KeOHOro Tpaduka

39.Ha xaxoM ypoBHE MOJENN 0S1 CO3JAI0T TYHHEIN MTPOTOKOJIBI 12tp u pptp?

1) xaHaJIbHBIN

2) TPaHCTIOPTHBIM
3) cereBoii

4) TpUKIAIHOM

40.Ha xakoM ypOBHE MOJETH O0Si CO3JAeTCs YIPaBISIONICE VPN-TYHHEIEM
COCIMHEHUE MPH paboTe ¢ MPOTOKOJIOM pptp?

1) xaHaJIbHBIN

2) TPaHCTIOPTHBIH
3) cereBoi

4) TpUKIIAIHOM

41.Kak Ha3pIBaeTCsd  MPOTOKOJ  HWHKANCYJSIMA  CETEeBBIX  IAKETOB,
oOecreunBarNINi TYHHETUpOBaHue Tpaduka yepes cetu 06e3 muppoBaHus?

1) pptp
2) gre

3) 12tp
4) ipsec

42.Kakoii TpOTOKOJ CJeAyeT MPUMEHHUTH I TYHHEIMPOBAHUS ipvO-Tpaduka
yepes ceTh ipv4 6e3 mudpoBanus?

1) pptp
2) gre

3) 12tp
4) ipsec

43.Kakoe 0CHOBHOE OTJIMUHE IMPOTOKOoIa 12tp mepen pptp?



1) me mmdpyer nHGOPMAITMOHHBIC TAHHBIC

2) TO3BOJISIET CO3J]aBaTh VPN-COCTUHECHUS

3) MO3BOJSIET CO37aBaTh TYHHENIb HE TOJILKO B CETSX ip, HO M B CETAX
atm, x.25 u frame relay

4) mo3zBousieT mdpoBaTh HHPOPMAIIMOHHBIH MAKET MOJTHOCTHIO

44, HeoO6X0aMMO TOCTPOUTH Vpn-KaHall 4epe3 OTKPBITYIO0 1p-CeTh K netbeui-
cetu. Kakue mpoTOKOJIbI MOYKHO MCIIOIB30BATh?

1) pptp
2) 12tp
3) ipsec

45.Kako# 3arojoBok n00aBiseTcs K MakKeTy MPpU Iepenade Mo TyHHeno 12tp
nociie udp-3aroynoBka?

1) 12tp
2) ppp
3) ip

4) pptp

46.KommproTep-nionyyaTens MONyYMJ JaHHbIEe 1O TyHHemo 12tp. Kakoi
3aroJIOBOK OH oOpabaTbIBaeT BHavase?

1) 12tp
2) ppp
3) ip

4) pptp

47.Kakue NaHHbIE B COCTaBe Kajapa 12tp MCMonb3yeT KOMIBIOTEP-TIOIydaTellb
TUTSI UIeHTU(DUKAIIY TyHHEIs?

1) I12tp-3aronoBok
2) PPpP-3aroyIoBOK
3) ip-3aroy0BoK

4) pptp-3aroa0Box

48.BpiOepuTe BepHOE YTBEPKICHHUE B OTHOILIEHUH Vlan.

1) mepenava KaJpoB MEXAY pa3HBIMHU Vvlan OCyIIEeCTBISIETCS Ha OCHOBE
mac-aapeca

2) mepenaya KaapoB MEKIY Pa3HBIMH vlan HEBO3MOXKHA

3) mepegaua KaapoB MEXKIy pasHbIMH vlan BO3MOXKHA TOJBKO Ha
OCHOBAaHHH WHJIUBHUIYyAJIHFHOTO Mac-ajapeca



4) mepenada KaJpoB MEXIy pa3HbIMU vlan Ha OCHOBaHHMH Mmac-ajpeca
HEBO3MOKHA

49.Kak Ha3bpIBaeTCS CTAaHAAPT AJISI BUPTYAJIbHBIX JIOKAJIbHBIX CeTer?

1) ieee 802.11
2) ieee 802.11i
3) ieee 802.1q
4) 802.1ad

50.Kak Ha3bIBaeTCsl CTaHAAPT, KOTOPHIN MO3BOJISIET MpoOpackiBaTh vlan BHYyTpU
apyroro vlan’a?

1) ieee 802.11
2) ieee 802.11i
3) ieee 802.1q
4) 802.1ad

51.Bribepute BepHbIC yTBEpKIeHUS B OTHOIIEHUH vlan u netdefendos.

1) vlan id MoxeT Ha3HAYATHCS TOIBKO OJHOMY ITOPTY

2) vlan id MoxeT Ha3HaYaThCS Pa3HBIM IOPTaM

3) ecnu Ha OTHOM KOMMYTATOpE pa3HbIM IMOPTaM TPUCBOCHBI Pa3HBIC
3HadeHusd vlan id, Tpapuk MOAKIIOYEHHBIX Vlan He OyIeT U30JIUpPOBaH

4) ecnu Ha OJHOM KOMMYTAaTOpE pa3HbIM IOPTaM MPHUCBOCHBI Pa3HBIC
3HaueHus vlan id, Tpapuk MoAKIOYEHHBIX Vlan OyAeT U30JIupoBaH

52.Kakoe Ha3BaHHE€ MOJy4YWJIa TEXHOJIOTHSI, TIO3BOJISIIONIAS OOECIEUYUTh OJTHO
WIN HECKOJIBKO CETEBBIX COEAMHEHHH (JIOTMUECKYIO CETh) TMOBEPX APYrowu
CETH C MPUMEHEHHEM CPEJICTB Kpurrorpadun?

1) BuUpTyalbHAsI YaCTHAsI CETh

2) BHpTYyallbHasl JJOKAIbHAsS CETh

3) 3amuIeHHAs MaruCTpaibHAas CETh
4) BupTyallbHAs KaHAJIbHAS CETh

53.Kak Ha3pIBaeTCs KaHAJ THITA «TOYKA-TOYKa» B VPN-COCTUHEHHUN?
1) nutro3
2) TpaHK
3) TyHHENb

4) moct

94.]1114 KaKoi 1eJIh MPUMEHSIOTCSI BUPTYaIbHbIE YACTHBIE CETH?



1) nus CHUKCHUS HArpy3KH Ha CETh

2) miis obecriedeHust HHOOPMAIIMOHHOM OE30MaCHOCTH

3) ms obecreYeHns 0TKa30yCTOHUYNBOCTH

4) Ui yMEHBIIICHHUS KOJUYECTBA IePeIaBaeMoro CIIy)kKeOHOro Tpaduka

55.Ha xakoM ypoBHE MOJIENIH 0S1 CO3JaI0T TYHHEIH MIPOTOKOJIBI 12tp u pptp?

1) xaHaJIbHBIN

2) TPaHCTIOPTHBIN
3) cereBoi

4) TpUKIIaIHOM

56.Ha xakoM ypoBHE MOJEIM 0SI CO3/JaeTCs YIPaBISIIONIEE VPN-TYHHEIEM
COEIMHEHHE NP padOTE C MPOTOKOJIOM pptp?

1) xaHaJIbHBIN

2) TPaHCTIOPTHBIH
3) cereBoii

4) TpUKIATHOM

57.Kak  Ha3piBaeTCs  NPOTOKOJ  MHKANCYJSIUUM  CETEBbIX  IAKETOB,
o0ecreynBaroINi TYHHETUpOBaHKe Tpaduka yepes cetu 0e3 mudpoBanus?

1) pptp
2) gre

3) 12tp
4) ipsec

58.Kako# mpoTokoJ cieyeT MPUMEHUTh JIsi TYHHEITUPOBaHUs ipvo-Tpaduka
yepe3 ceTh ipv4 0e3 mudpoBanus?

1) pptp
2) gre

3) 12tp
4) ipsec

59.Kakoe ocHOBHOE OoT/IMUKE IPOTOKOA 12tp mepen pptp?

1) we mmdpyer nHGOPMAITMOHHBIC TAHHBIC

2) MO3BOJISIET CO3/]aBATh VPN-COCTUHCHUS

3) MO3BOJISIET CO37aBaTh TYHHENb HE TOJILKO B CETSAX ip, HO U B CETAX
atm, x.25 u frame relay

4) no3BouisieT mudpoBaTh HHPOPMAITMOHHBIH MAKET MOTHOCTHIO



60.HeoOxoaumMo MOCTPOUTH vpn-KaHajd 4Yepe3 OTKPBHITYIO ip-ceThb K netbeui-
cetu. Kakue mpoToKosbl MOKHO UCTIOIb30BATH?

1) pptp
2) 12tp
3) ipsec

61.Kakoit 3aromoBok A00aBiseTCs K MAaKeTy MpU Tepeaade Mo TyHHEmo 12tp
nociie udp-3aroyioBka?

1) 12tp
2) ppp
3) ip

4) pptp

62.KommnbroTep-nonyyarenb MOMy4YWs JaHHble 1Mo TyHHento [2tp. Kaxoi
3aroJIoBOK OH oOpabaTbiBaeT BHavasie?

1) 12tp
2) ppp
3) ip

4) pptp

63.Kakue nmanHbBIC B cocTaBe Kampa 12tp MCHoNb3yeT KOMIThbIOTEP-TIONydaTeih
JUTSL UACHTU(DUKAIIMY TYHHEIIS ?

1) 12tp-3aronoBok
2) PPP-3arojoBOK
3) ip-3aroyioBOK

4) pptp-3aronoBok

64.Kakoil mpoTOKOJ B COCTaBe ipsec OOeCIeunBaeT IMPOBEPKY IETOCTHOCTH
3alMIIaeMON  YacTH  IakeTa, HO TIPK OTOM HE TapaHTHPYET

KOH(pHIEHIIUATTBHOCTh ?
1) ah
2) esp
3) ke

65.Kakoit mpoTtokon B coctaBe ipsec oOecrednBaeT KOH(PUACHIIMAIBHOCTD U
I[EJIOCTHOCTh TIEPE1aBaACMbIX JAHHBIX ?

1) ah
2) esp
3) ike



66.Kakoil mpoTokoa obecreunBaeT CpeacTBa ayTeHTU(DUKALMN MEXIY ABYMS
KOHEYHBIMH TOYKaMH vpn?

1) ah
2) esp
3) ke

67.B dyem oTaMuue TPaHCIOPTHOTO PEXHUMa pabOThl MPOTOKOJOB ah U esp OT
peXUMa TYHHETUPOBAHUS?

1) B TpaHCHOPTHOM pexuMe MH(PYyeTCcs MOoJe NAaHHBIX, COIEpIKaIIee
MPOTOKOJIBI tcp/udp, B TYHHETFHOM —BECh 1p-TIaKeT

2) B TPAHCHOPTHOM PEXKHUME MIM(DPYIOTCS TOIBKO JAHHBIC MPUKIIATHOTO
YPOBHS, @ TYHHEIIbHOM —B€Ch ip-TlaKkeT

3) B TPaHCHOPTHOM pexuMe MHdPyeTcs Bech ip-TaKeT, B TYHHEIbHOM
— TI0JIe JJaHHBIX, COJIeprKalliee MPOTOKOJIbI tecp/udp

4) B TPaHCIIOPTHOM peKUME paboTaeT ah, B TYHHEIBHOM — €SP.

68.Kakoit pexum paboThl MNPOTOKOJOB ah © esp HCHOJb3yeTcss Mpu
opraHm3anuu O€30MacHON TMepefayd [JaHHBIX Yepe3 HHTEPHET MEXITY
HUTI03aMH JIJ1s1 OOBEAMHEHUS Pa3HbIX YacTel BUPTYaIbHOM YacTHOM ceTh?

1) TpaHCHOPTHBIHA
2) TYyHHEJbHBIH

69.B xakom pexxume paboThl TPOTOKOIOB ah u esp mudpyeTcs Bech Maker, B
TOM YHCIIE 3ar0JIOBOK CETEBOTO YPOBHS?

1) TpaHCHOPTHBIH
2) TYyHHEJbHBIH

70.Y1o Takoe icv?

1) waeHTHUPUKATOP MPOTOKOJIA

2) KOHTPOJIbHAS CyMMa

3) wuneHTU(UKATOP BUPTYaTHHON YaCTHON CETH
4) BpeMms )KU3HU

71.]1151 4ero UCTONb3yEeTCS KOHTPOJIbHAS CyMMa nakera?

1) ams cxaTHs Mmakera

2) JUIA MapUIpyTHU3alUy MMaKeTa

3) g Havaja mporecca pacumppoBKU
4) st ayTeHTU(DUKALH



72.]1n151 4ero UCToJb3yeTCsl BEKTOP UHUITUATU3AIUHN ?

1) ans cxaTs makera

2) Ui MapUIpyTHU3alUH IMaKeTa

3) U1 Havaja mpoiecca pacumppoBKU
4) nns ayreHTU(OUKALAN

73.B KkakoM pexuMe YCTAaHOBKM VPN-COCAMHEHHUS €CTh BO3MOXKHOCTH
COTJIACOBaHUS BCEX MapaMeTpOB KOH(UTYpaIMU YCTPOUCTB OTIPABUTENS U
noyryvaress?

1) main mode
2) aggressive mode

74.BbibepuTe BepHBIC YTBEPKACHUS B oTHOMIeHHK Phase one u phase two.

1) phase two lifetime kopoue, yem phase one

2) phase one lifetime kopoue, uem phase two

3) s o0oux y3j70B HEOOXOAMMO 3a1aTh OJWHAKOBBIC MapaMeTPhI
phase two u phase one COOTBETCTBEHHO

4) 'y 00oux y3J10B JOJKHO OBITH pa3HOE 3HAYCHHE phase one

75.UT0 I0KHO TPOM3OMTH TNPH HCTEUYCHHH BPEMEHH, YCTAHOBICHHOIO B
kagecTBe ipsec Sa lifetime?

1) npekpaiieHue oOMeHa 1Mo JaHHOMY Vpn-KaHay

2) B3aWMHas NepeuIeHTH(PHUKAIMS yYaCTHUKaMH OOMeHa
3) cMeHa KiIroya muppoOBaHUS

4) cMeHa aJropuTMa muppoBaHHS

76. 1151 wero mpumensiercst napametp dpd expire time B MEKCETEBBIX DKpaHaX

d-link?

1) ans TOro 4TOOBI 334aTh BPEMSI, 10 UCTEYEHUN KOTOPOTO MPOUCXOIUT
B3aUMHas MepeUICHTU(PUKALIMS Y3JI0B B VPN-TyHHEIIE
2) s TOrO 4YTOOBI WCKJIIOYUTH CYIIECTBOBAHHE VPN «TYHHEJCH-

MIPU3PAKOBY

3) nns TOro 4toObI 3a1aTh BpPEeMsl, 10 MCTCUCHHUH KOTOPOTO MCHSCTCS
KJTIt04 U(GPOBAHUS VPN-TYHHEIS

4) st Toro 4toObl 337aTh BPEeMs, 10 MCTCUCHUH KOTOPOrO MEHSETCS
aNropuT™ MmudPOBAHUS VPN-TYHHEIS

7'7. 151 aero ObLT CO3/1aH TPOTOKOI nat traversal?



1) ang Toro 4YTOOBI COTJIACOBHIBATH AITOPUTM MH(POBAHUS B Vpn-

TYHHEJIE

2) IS TOro 4TOOBI Nat-IuT03b6I MOTJIH 00padaThIBaTh ipsec-Tpaduk

3) s BeIpaOOTKH KiTtoua MH(POBAHKS B VPN-TYHHEIC

4) s BO3MOXKHOCTH  JI0OaBJiCHHMsSI ~ €SP-3aroJioBKa B COCTaB
nepeaBaeMoro rmakera JaHHBIX

78.Kakoli MOMOJHUTETHHBIN 3arojOBOK T00ABISIET MPOTOKON nat traversal k
makeTam ipsec?

1) tcp
2) udp
3) ppp
4) esp

79./1ns dero meHTp cepTU(GUKAIIUUA Ca MOMUCHIBACT CEPTUPHUKATHI OTKPBITHIX
KJTro4ei?

1) 4TOOBI KOHTPOJUPOBATH UX IEIOCTHOCTh

2) 4TOOBI 00CCIICYUTh KOHPHUICHIIMATBEHOCTh

3) 4YTOOBI MHKAICYJIMPOBATH UX B IPOTOKOJIBI KAHAJLHOTO YPOBHS
4) d9TOOBI HOATBEPIUTH UX MOJTUHHOCTH

80.ya wero cepTudUKAT HEHTpa CePTHPHUKAIUN ca A0OaBIsIeTCS B MoJie root
certificates B MexceTeBbIxX dkpanax d-link?

1) 4TOOBI MEXCETEBOHM SKpaH MOMIMUCHIBAT KIUCHTCKHE CEPTHU(PHKATHI
cepTuduKaToM ca

2) 4TOOBI MEXCETEBOW 3KpaH HE MPOIyCKal JaHHBIC OT KJIMEHTOB,
cepTU(UKATH KOTOPBIX MOANMKUCAHBI JAHHBIM Ca

3) 4TOOBI MEXKCETEBOW 3KpaH 3HAJI, KaKMM CepTH(PHKATaM OH MOXKET
JIOBEPSITH

4) 4TOOBI CO3/1aBaTh CAMOTIOANMUCAHHBIC CEPTH(HUKATHI

81.Kak Ha3piBaeTcs JorHveckas TpyIa yCTPOWCTB, UMEIOIINX BO3MOXKHOCTH
B3aUMO/ICMCTBOBATh MEXAY COOOW HAMPSAMYIO Ha KaHAJbHOM YPOBHE, XOTS
(u3MUEeCKH TpPHU 3TOM OHU MOTYT OBbITh MOAKIIOYEHBI K Pa3HbIM CETEBbIM
KOMMYTaTropam?

1) BupTyaigbHas 4YaCTHas CETh

2) BUpPTYyaJlbHas JIOKAIbHAS CETh

3) 3amuineHHas MarucTpaibHasi CeTh
4) BupTyasJbHas KaHaJIbHAs CCTh

82.Bribepute BepHOE YTBEPKICHUE B OTHOIIICHUHU Vlan.



1) Tpaduk yCcTPOWCTB, HAXOAAIIMXCA B pa3HbIX vlan’ax, MOJHOCTHIO
U30JMPOBAaH OT JIPYTUX Y3J0B CETH Ha KaHAJIbHOM YPOBHE, TOJBKO
€CJIM OHU MOJIKJIIOYEHBI K PA3HBIM KOMMYyTaTopaM

2) TpaduK yCTPOWCTB, HaxXOJSAIIUXCS B Pa3HBIX vlan’ax, MOJHOCTBHIO
U30JIMPOBAH OT JPYTUX Y3JIOB CETH HAa KaHAJIBHOM YPOBHE, AK€ €CIIU
OHM TOJKITIOYEHBI K OJTHOMY KOMMYTaTOPY

3) TpaduK YCTpOWCTB, HAXOIAIIMXCS B pa3HbIX vlan’aX, MOJHOCTHIO
M30JMPOBAH OT JIPYTUMX Y3J0B CETH HAa KaHAJIbHOM YPOBHE, TOJIBKO
€CJIM OHU MOJKJIIOYEHBI B PA3HBIM MapIIpyTH3aTOPaM

4) TpaduK yCTPONCTB, HAXOASIIUXCS B Pa3HbIX vlan’ax, He U30JUPOBaAH
OT APYTUX YCTPOMCTB CETH

83.Kakoli JOMOJHUTEIBHBIN MMapaMeTp IMPU HACTPOHKE Vpn B MEKCETEBBIX
dKpaHaX HEO0OXOIWMO HCIIOIb30BaTh JJIsS JOMOJHUTEIBHOrO MH(pOoBaHUs
mpu oOMeHe KIIIoYaMHu BO BTOpoi ¢aze?

1) nat traversal

2) pexuM ike

3) rpynmna kimoueit dh ike

4) coBepieHHAS TpsiMasi CEKpPeTHOCTH (pfs)

84.Kakoli TIpOTOKOJ B COCTaBE ipsec OOECIeYMBAET MPOBEPKY IEIOCTHOCTH
3alIMIIA€MON  YacTH TMakKera, HO TpH OTOM HE TapaHTUPYET
KOH(DHICHIIMATTBHOCTh ?

1) ah
2) esp
3) ike

85.Kako#i mpoTokos B cocTaBe ipsec obOecreunBaeT KOH(MUIEHIIMAILHOCTh U
IIEJIOCTHOCTh TIEPE/1aBaCMbIX JAHHBIX ?

1) ah
2) esp
3) ike

86.Kaxoif mpoTokos obecrieunBaeT CpeACcTBa ayTeHTU(DUKAIIMH MEXIY IBYMS
KOHEYHBIMU TOYKAMHU Vpn?

1) ah
2) esp
3) ke

87.B ueM oTnaMuHe TPAaHCHOPTHOTO peXHrMa pabOThI MPOTOKOJIOB ah U esp OT
peXuMa TYHHEJIMPOBAHUS?



1) B TpaHCHOPTHOM pexuMe MH(PyeTcss MoJe NaHHBIX, COIEpIKaIIee

POTOKOJIBI tcp/udp, B TYHHEJIBHOM —BECH 1p-TIAaKET

2) B TPAHCHOPTHOM PEXKHUME MIM(DPYIOTCS TOJIBKO JAHHBIC MPUKIIATHOTO

YPOBHSI, a TYHHEJIbBHOM —B€Ch 1p-TIaKeT

3) B TPaHCHOPTHOM PEKUME MHPPYETCS BECh ip-NMAKET, B TYHHEIBHOM

— TI0JIe JaHHBIX, COJIeprKalliee MPOTOKOJIbI tecp/udp

4) B TPaHCIIOPTHOM pexHMe padoTaeT ah, B TYHHEIILHOM — €Sp.

88.Kakoit pexum paboThI

OpPOTOKOJIOB ah ¥ esp UCHONB3yeTcs Npu

opraHm3anuu 0e30MacHO TMepeiaydl JaHHBIX Yepe3 MHTEPHET MEXIY
[TI03aMU 17151 O0bEeTMHEHUS Pa3HbIX YacTe BUPTYadbHOM YaCTHOM ceTr?

1) TpaHCHOPTHBIHA
2) TYHHCIIbHBIHI

89.B kakom pexxume paboThl MPOTOKOJIOB ah U esp mmdppyeTcs Bech MAKET, B
TOM YHCIIE 3ar0JIOBOK CETEBOTO YPOBHSA?

1)
2)

TPAHCIIOPTHBIN
TYHHEJIbHBIN

90.Yto Takoe icv?

1)
2)
3)
4)

UAEHTU(UKATOP IPOTOKOIIA

KOHTPOJIbHAsI CyMMa

UIEHTU(UKATOP BUPTYaJIbHON YaCTHOM CETH
BpEMsI )KU3HU

91. 1151 uero UCTONB3yeTCsl KOHTPOJIbHAS CyMMa Takera’?

1)
2)
3)
4)

JUTSL COKaTHSI IaKeTa
JUIS MapIIpyTU3aLMK TTaKeTa

JUIS Havasia mpoliecca pacimppoBKH
JUISl ayTeHTU(DUKALUH

92.Jl7151 4ero UCIoIb3yeTCsl BEKTOP WHUITUATH3AIIH?

1)
2)
3)
4)

IUTSL COKATHS ITaKeTa

JUTSI MapIIPyTHU3AIMK TaKeTa

JUIS Hadasia mpoliecca pacimppoBKH
JUTSL Ay TeHTU(DUKAITIN

93.B kakoM pexumMe YCTAaHOBKHM VPN-COCAMHEHUS €CTb
COTJIACOBaHUS BCEX MapaMeTpOB KOH(UTYpaIMy YCTPOUCTB OTIPABUTENS U
nostyqaress?

BO3MOXXHOCTbD



1) main mode
2) aggressive mode

94.Br10epuTe BepHbIC YTBEPKACHHUS B OTHOIIEHHU phase one u phase two.

1) phase two lifetime kopoue, uem phase one

2) phase one lifetime xopoue, uem phase two

3) s oboux y310B HEOOXOAMMO 33JaTh OJWHAKOBBIC IapaMeTphI
phase two u phase one cOOTBETCTBEHHO

4) 'y 00oux y3J10B JOJDKHO OBITh pa3HOE 3HAYCHHE phase one

95.Y10 MODKHO TMPOW3OMTH TPH HCTEUYCHUH BPEMEHH, YCTAHOBJICHHOTO B
KauecTBe ipsec
Sa lifetime?

1) npekpaiieHue oOMeHa 1Mo JaHHOMY Vpn-KaHay

2) B3aWMHas NepeuICHTU(PHUKAIMS YYaCTHUKaMH OOMeHa
3) cMeHa KiIroya muppoBaHUS

4) cMeHa aJropuTMa MUuppPOBaHMS

96./1ns1 yero mpumMeHnsiercs napamerp dpd expire time B MEXKCETEBBIX IKpaHaX
d-link?

1) Jns Ttoro 49ToOBI 3aJaTh BpeMs, II0 HCTCYCHHH KOTOPOTO
MPOUCXOJIUT B3aUMHas NeperIeHTUPUKAIUS Y3TI0B B VPN-TyHHEJE

2) Jnus Toro 4YTOOBI HMCKIIOUUTH CYIIECTBOBAHHE VPN «TYHHEJCH-
IPU3PAKOBY

3) g Toro 4toObI 3a7aTh BpeMs, MO0 MCTEUYCHUU KOTOPOIO MEHSCTCS
KJTF04 I POBAHUS VPN-TYHHETIS

4) Jlnst TOoro 4ToObI 3a7aTh BPEMs, MO UCTEYCHUH KOTOPOTO MEHSETCS
aNropuT™M MU(POBAHUS VPN-TYHHEIS

97. 11 9ero ObLT CO371aH TPOTOKOJ nat traversal?

1) Jlns TOro 4TOOBI COTJIACOBBIBATH ANTOPUTM INMU(POBAHUS B VpNn-
TYHHEJEe

2) Jns Toro 4To0bl Nat-IuT036l MOTIIH 00padaThiBaTh ipsec-Tpaduk

3) s BeIpabOTKH Kitoua muppOBaHUS B VPN-TYHHEIIC

4) Jlns  BO3MOXHOCTH  J00aBJCHUS  €SP-3aroJioBka B COCTaB
MepeAaBaEMOro NakeTa JaHHbIX

98.Kako# MOMOJHUTENHHBIN 3aroJ0BOK JT0OABISIET MPOTOKON nat traversal k
rmakeTraM ipsec?



1) tcp

2) udp
3) ppp
4) esp

99./1ns yero nentp ceprudukanuu CA MoANUCHIBaCT CePpTUPUKATHI OTKPBITHIX
KJTro4ei?

1) YroOBl KOHTPOJIUPOBATH UX IEITOCTHOCTD.

2) UtoOsI oOecrieynTh KOH(DHUICHIIMATEHOCTb.

3) UYToOBI HHKAIICYIMPOBATh UX B MPOTOKOJIBI KAHAIHHOTO YPOBHS.
4) YtoObl MOATBEPIUTH UX TIOJUTHHHOCTD.

100. OCHOBHBIMM HCTOYHHUKAMHU YTIPO3 HHPOPMAIMOHHON 0O€30MacHOCTH
SBJISIFOTCSI BCE YKa3aHHOE B CITHCKE:
1) XuieHue eCTKUX TUCKOB, IOKIFOUYEHUE K CETH, MHCANIEPCTBO.
2) TlepexBaT HaHHBIX, XWIICHHE JAHHBIX, HW3MCHCHHE AapXUTCKTYPhI
CUCTEMBI.
3) XwuiieHue  JaHHBIX, MOJKYH  CHCTEMHBIX  aJIMHHHCTPATOPOB,
HapylLIEHUE perjameHTa padoThl.

3aganus B OTKPbITOH popme

1) ... - XapaKTepUCTHUKA CPEJCTB CUCTEMbI, BIHSIONIAS HA 3aIIUIICHHOCTh U
OTMKChIBaEMas OMPEICTICHHOW TPyNIoi TpeOOBaHUN, BapbUPYEMBIX 1O YPOBHIO H
rJyOMHE B 3aBUCUMOCTH OT KJlacca 3allUIIeHHOCTU

2) ... - OTO aKTHBHBI KOMITOHEHT 3aIllMThl, BKIIOYAMOIINN B ceOs aHaIu3
BO3MOXXHBIX yTpO3 U PHUCKOB, BHIOOp MEp MPOTUBOACHCTBUS U METOJIOJIOTHUIO UX
IIPUMEHCHMUS.

3) Ilox TepMUHOM ... TIOHMMACTCS CHCTEMHBIA MPOLECC MOJYYCHHS U
OIICHKH OOBEKTUBHBIX JAHHBIX O TEKYIIEM COCTOSHUM oOecriedeHus: 0€30MacHOCTH
uHdopMaIuu.

4) ... — aHajW3 pPEATU30BaHHBIX MEp 3allUThl HHPOPMAIMH, KOTOPBIH
MO3BOJIUT  OMNPEJETUTh CTENEHb COOTBETCTBUS  TpeOOBAHUSM  OCHOBHBIX
HOPMATUBHO-TIPABOBBIX ~ AKTOB, a TAaKXE OLEHUTHh pPEaJbHbIM  YPOBEHb

3alIMIICHHOCTHU OpraHru3aly OT BO3MOKHBIX YI'PO3.



5) ... KpUTEepHUH MPEIBIBISAIOTCS K BO3MOXKHOCTSM MEpP U CPEJCTB 3aIlUTHI
uHbOpMaIMK, ONMpPENeIONINM KeaaTenbHblid pexkuM padotsl MC. BxiouatoT B
ce0s TpeOOBaHUS: OPraHU3aLMOHHbBIE, SKCIUTyaTallMOHHBIE U K Oe3omacHocTr UT.

6) ... KpuTepuum NUPETBSBISIOTCS K JEHCTBHUSIM pa3pabOTUMKa CHCTEMBI,
JOKYMEHTaM JUIsl OLEHUBaHUs U paboTe camoi opraHuzanuu. Bxirouaror
TpeOoBaHus AoBepus K MepaM K C3U B MHQOpPMAIIMOHHBIX CUCTEMAX, a TaKXKe K
uX pa3pabOTKe U IKCILTyaTallHH.

7) ... — TIONOXCHUsS TMOJMTHK Oe3omacHocTH, 3arparuBapommx OO wu

YUYUTHIBAIOIINX €r0 OCOOCHHOCTH;

8) ... — Mepsl (pU3UUECKOM 3alTUTHI, IEPCOHA M €r0 CIeUpUKa;

9) ...— nasnauenue OO, npeamnosaraeMbie 001aCTH €T0 MPUMEHEHHUSL.

10) ... — TunoBoi Habop TpeOoBaHMit 111 HeKOoTOpo# KaTeropuu OO.

11)... — J[OKyMEHT, cojep)Kalii TpeOoBaHUS O€30HaCHOCTH IS

KOHKPETHOM pa3pabO0TKH, BBINOJIHEHHE KOTOPBIX OOECIEeUnBaET JOCTHIKEHUE
MIOCTaBJICHHBIX 11eJIei 6e30MMacHOCTH.

12) ... — nro0o¥i KOHTeWHep, MpeIHa3HAYCHHBIN Uil XpaHeHHs: HH(OpMaIny,
NOJIBEP’KEHHBIN yrpo3aM HWH(GOpMaIMOHHON Oe30macHocT (cepBep, padouas

CTaHIINSI, IEPECHOCHOM KOMITBIOTED).

13) ... — AeiicTBHE, KOTOPOE MOTCHIIHATILHO MOKET MPUBECTU K HAPYIICHUIO
0e30macHOCTH
14) ... — a10 cnaboe MecTO B MHGPOPMAIMOHHON CHCTEME, KOTOPOE MOXKET

MPUBECTH K HAPYIICHUIO 0€30MaCHOCTH MyTEM pealu3aiii HEKOTOPOU YIpO3bl.
15) ...— ymiep0, KOTOPBIH MOHECET KOMITAHUS OT IMOTEPH pecypca
16) ... — cTemeHb BIUSHHS pealu3allid yrpo3bl HA Pecypc, T.e. KaK CHIIbHO
peanu3zanus yrpo3bl MOBIKAET HA paboTy pecypca.

17) B  xkonmenmuu  oOecriedeHUss  WHPOPMAIMOHHON  0€30MacHOCTH
MPEANPUATHS ONIPEACIISIOTC. ..

18) ®opmupoanue 3amuthl B IC 0CHOBBIBAETCS HA ...



19) TectupoBaHue 1O METOAY «...» TMPENNOJaraeT OTCYTCTBHE Y
TECTUPYIOIIEH CTOPOHBI KaKUX-THOO CleUUaIbHBIX 3HAHUW O KOH(HUrypanuu u
BHYTpPEHHEH CTPYKTYpE 00BEKTa HCIIBITAHHIA.

20) Meton «...» MpennojiaraeT COCTAaBICHHE MPOrpaMMbl TECTUPOBAHHS Ha
OCHOBaHUH 3HAHWUI O CTPYKTYpe B KOH(PUTYpaIuu 00hEKTa UCTILITAHUH.

21) ... — mpoliecc, BKIIOYAONIUMN aHaIN3 KOHPUIypaluii 00beKTa OLCHKH U

PUCK-OPUEHTHPOBAHHYIO CUMYJIALIMIO AEUCTBUN 3110YMBIIILICHHUKA.

3anaHne Ha YCTAHOBJICHHE HpaBI/IJII)HOﬁ nmocjaea0oBaTe/JIbHOCTH

1. Pacnonoxute 3Tambl MOCTPOCHHS JKCIEPTHONW CHCTEMBI B IPaBUIBHOM
MOCJICI0BATEIBHOCTH:
1) ®dopmanuzanus,
2) BeinosHeHwue,
3) TecrtupoBanue
4) OmnbITHAs dKCIIEPTU3A
5) Unentuduxarnms,
6) Konuenryanmsanus,

2. YCTaHOBHUTE ATalbl ayIuTa 0€301TaCHOCTH:
1) MuunuupoBaHHUE MPOIECAYPHI ayInTa,;
2) COop uH(pOpMAIIUHU ayInTa;
3) AHanu3 JaHHBIX ayauTa;
4) BpIpaboTKy pEKOMEHIAIIHIA;
5) MOArOTOBKY ayJMTOPCKOIO OTYETA.

3. Ycranosure stans C3U:
1) TpeOoBaHMS U KPUTEPUU CHCTEM 3aIIUTHI HHPOPMAIIHH.
2) Buenpenne C3U.
3) Arrecrauus C3U.
4) Pazpabotka C3M.

4. YcTaHOBWTE dTambl aHAJIN3A 3aIIUIICHHOCTH:
1) AHayv3 MOJyYEeHHBIX JaHHBIX M YSI3BHMOCTCH.
2) BripaboTka peKOMEHIAINH.
3) IloaroToBka OTYETHBIX JOKYMEHTOB.
4) NuunuupoBanue W miaHupoBanue OnpeneneHne 00JacTH U IPaHUIL
ayauTa.
5) Oo6cnenoBanue, TOKyMEHTHPOBaHKUE U cOOp MH(DOPMAITUH.



5. YcraHnoBuTe 3TaIbl BHEAPEHHS MEKCETEBOTO SKPaHa:
1) IlnanupoBaHme
2) TectupoBaHue
3) PasBepThiBaHME
4) YnpasjicHue
5) Koudurypuposanue

6. YcraHoBuTE 3TAmbl Pa3BUTHI WHPOPMAIIMOHHBIX TEXHOJIOTHIA:
1) «mexTpuyecKasy TEXHOJIOTHSL.
2) «IIEKTPOHHAS TEXHOJOTHS.
3) «KOMITBIOTEPHAS TEXHOJOTHSI.
4) «pydHas» TEXHOJOTHS.
5) «MexaHWYecKasH» TEXHOJIOTHS.

/. Pacnonmokxute STanmbl pa3BUTHS HMHPOPMAIMOHHBIX TEXHOJOTHUH B
COOTBETCTBUHM C MpoOJeMaMH, CTOSIIMMU Ha NYTH HH(POpMaTU3aLUU
oOuiecTna.

1) MakcuManbHOE YJIOBJICTBOPEHHE TOTPEOHOCTEH TMOJIB30BATENS H
CO3/I1aHHE€ COOTBETCTBYIOIIETO MHTEpdeiica pabOThl B KOMIbIOTEPHOM
cpene.

2) OOpaboTka OONMBIIMX OOBEMOB JaHHBIX B YCIOBUSX OTPaHHUYCHHBIX
BO3MO>XHOCTEH aIapaTHBIX CPEJICTB.

3) OrcraBaHue NPOrPaMMHOTO OOECHeUeHUs] OT YPOBHS pa3BUTHUS
anmapaTHBIX CPEZCTB.

4) BripaboTKka COTJIAIICHUH M YCTaHOBJICHHUE CTaHAApPTOB, MPOTOKOJIOB
JUI KOMITBIOTEPHOM CBSI3M; OpPTaHU3AIMs JAOCTYIa K CTPAaTErHuecKOn
uH(pOpMaIIK; OpraHU3alys 3alIUThl U 0€30MacHOCTH HH(OpMAIUH.

8. Ilpomecc pazpadotku B cpeae OOII Bkimtouaet B ce0s CASAYIONINUE ITAIIBI:
1) ComnpoBokacHHE
2) Moaudukanus
3) IlporpammupoBaHue
4) Ananus
5) IlpoekTrpoBanue

9. BeiGepute mNpaBWIBLHYIO TIOCIEIOBATEIBHOCTh JTAllOB  pa3pabOTKH
MpOQUIIS 3aUTHI.
1) Ananu3 cpenbl npumeneHus UT-nipoxykTa ¢ TOYKU 3peHUst
2) 0e30IacHOCTH.
3) Beibop npoduis-npoToTHIia.
4) Cunre3 TpeOOBaHUIA.

10.Beibepute  mpaBUIIBHYIO — TIOCIIEIOBATEIBHOCTH  JTAllOB  3aIlUTHI
uHdopmaruu, WHPOPMAIMOHHBIX TEXHOJOTUH W aBTOMATU3UPOBAHHBIX
CHCTEM OT aTaK:



1)

2)
3)
4)

AHanu3 pUCKOB JUIsI aKTHUBOB OPTaHM3allM{, BKIIOYAIOUIMI B cels
BBISIBJICHUE LICHHBIX AKTUBOB U OLICHKY BO3MOXHBIX IOCJIEACTBUU
peanu3anuu aTak ¢ UCI0JIb30BAHUEM CKPBITBIX KaHAJIOB

Peanusanys 3aliUTHBIX MEP 110 IPOTUBOAEHCTBUIO CKPBITHIX KaHAJIOB
Opranusanust KOHTPOJIA 33 IPOTUBOJAECUCTBUEM CKPBITBIX KAHAJIOB.
BrIsiBieHrE CKPBITBIX KAHAJIOB U OLICHKA MX OIACHOCTH I aKTUBOB
OpraHHU3aLUN

11.BbiOepute nmpaBUIIbHYIO MOCJIEA0BATEIBHOCTD 3TANOB KM3HEHHOTO LIMKJIA
MH(OPMALIMOHHOTO CEPBHUCA:

1)

2)

3)

4)

CepBuC yCTaHaBIMBAaeTCs, KOH(MUIYpUPYETCsS, TECTUPYETCA H
BBOJIMTCS B DKCIUTYaTaIUIo.

Ha nanHOM »sTame BBISBISETCS HEOOXOAMMOCTH B MPUOOpPETCHHH
HOBOI'O  CEpBHUCA, JOKYMEHTHPYETCA  €ro  IpEeAIoaraemMoe
Ha3Ha4YCHUE.

Ha nanHOM 3Tamne cocTaBisitoTCs creuu(pUKaIM, NpopadaThIBAIOTCS
BapHaHTbI IPUOOPETEHNUS, BBINOIHIETCSI COOCTBEHHO 3aKyIIKa.

Ha nanHoMm sTane cepBUC HE TOJBKO pabOTaeT U aAMHUHUCTPUPYETCH,
HO U IIOJIBEpPTaeTcss MO (DUKALIUSIM.

12.YcTanoBuTe 3Tanbl CymecTBoBaHus o0opyaoBanus Ub:

1)
2)
3)
4)
5)

VYcraHoBKa.

OKCIUTyaTanus.

BriBegeHre U3 sKCIuTyaTalum.
Nuanmmanms.

3aKyrnka.

13.Beibepute  MOCHENOBATEIBHOCTh  MPUOPUTETHBIX  OTANOB  3AIUTHI
uH(bOpMAaITIH:

1)
2)
3)
4)

5)

6)

3amurta nHOpPMAIUU OT HECAHKITMOHUPOBAHHOTO JOCTYIIA;

3amura nHOOpPMAIUU B CUCTEMAX CBSI3H;

3amura IpUITIeCKON 3HAYMMOCTH YJICKTPOHHBIX JIOKYMEHTOB;
3amura KOHPUACHIMAIBHOW WH(OpPMAIMKM OT YTEYKH IO KaHaJIaMm
MOOOYHBIX AIEKTPOMATrHUTHBIX U3ITyYCHUH W HABOJIOK;

3amuTta nHGOpPMAITUK OT KOMIBIOTEPHBIX BUPYCOB U APYTHX OMACHBIX
BO3JICUCTBHI 10 KaHAJIaM PacIpOCTPaHEHUS TTPOTPaMM;

3amura oT HECaHKIIMOHUPOBAHHOTO KOITUPOBAHUS "
pacrpocTpaHeHHUs MPOrpaMM U IIEHHOW KOMIIBIOTEPHOU HH(POPMAITUH.

14.BeiObepute TpPaBHIBHYIO TIOCIEIOBATEIBHOCTh JTAalloB  pabOTHl  TIO
obecneuenuto pexuma Ub:

1)

2)

BrisBiieHre MaKCHUMalbHO TIOJTHOTO MHOKECTBA TOTECHIIMAIBHBIX
yIpo3, CIOCOOOB M KaHAJIOB X OCYIIECTBICHUS;

Omnpenenenre W BBIpaOOTKA  TMOJUTUKH  HWH(POPMAITMOHHOM
0e30I1aCHOCTH;



3)
4)

5)

Omnpenenenre COBOKYIMHOCTH IeJIel CO3MaHusl CUCTEMBbI U0 U chepsl
(rpanuir) ee GyHKIIMOHUPOBAHMS;

BoisBienne — ya3BUMOCTEH,  MPOBEACHHE  OICHKA  PHUCKOB,
dbopMHpOBaHKE METOIMK YIIPABICHUE PUCKAMU;

BriGepute mnpaBUiIbHYIO TOCIEIOBATEIBHOCTh A3TAlloOB pabOThl MO
obecnieuenuto pexxuma 1b:

15.YcraHoBuTe mOCHEAOBATEIBHOCTh JTAllOB pPabdOThl MO 00ECIECYEHUIO
uH(GOPMAIIMOHHON 0€30M1aCHOCTH:

1)
2)
3)

4)

Omnpenenenre TpeOOBaHMM K CHCTEME 3allIUTHl HHPOPMAIIIH;

Br160op koHTpMEp, 00ECTICUNBAIOIINX PEXKUM U0, U CPENICTB 3ALUTHI;
Pa3paboTka, BHEApEHNE M OpraHU3AIM HCIIOIH30BAHUS BHIOPAHHBIX
Mep, CIIOCOOOB U CPEJICTB 3aILUTHI;

OcyuiecTBieHue TEKYIIETro KOHTPOJIS 1EJIOCTHOCTH
MH(POPMAIIMOHHBIX PECYpCOB U CPEACTB 3aIUTHI U IJIAHOBBINA ayIUT
CUCTEMBI YIIpaBJieHUs HH()OPMALIMOHHON O€30MaCHOCTBIO.

16.Bbibepute  MpaBWIbHYIO  MOCIEIOBAaTEIBHOCTh ~ JTANOB  MpoIecca
yIpaBJICHUs] pUCKAMMU:

1)

2)
3)

Nnentuduxanus akTMBOB M LIEHHOCTH PECYPCOB, HYXIAIOIIMUXCS B
3aIlUTE;

AHanu3 yrpo3 u ux MocjiaeACcTBU, ONpeaesieHne caabocTel B 3allUTE;
Knaccudukanus puckoB, BbIOOP METOAOJOTMM OLEHKH PUCKOB U
MIPOBE/ICHHUE OLICHKH;

Br10op, peasinzaiius ¥ NpoBepKa 3alllUTHBIX MEp;

O1eHKa OCTaTOYHOTO PUCKA,;

Boibop aHanusupyeMbIX OOBEKTOB M CTENEHHM JETaJIbHOCTH HX
PacCMOTpEHHS;

17.BoiGepute MPaBUIbHYIO MOCJIEA0BATEIbHOCTD ATaIoOB
obecrieueHrs HHPOPMAITMOHHOM:

1)

O1eHKa CTOMMOCTH;

2) Peanu3aiius MoJIMTHKH,

3) KBanudunupoBaHHas MOATOTOBKA CIIEIIHAINCTOB;
4) Aynur;

5) Pa3paboTka MoJMTHKH OS30MaCHOCTH;

18.Bribepute nocienoBaTeIbHOCTh YPOBHEN 0€30MacHOCTH HH(OPMAIIUH:
1) AIMHMHHCTpPaTHBHBIA YPOBCHb
2) TlpouenypHblit ypOBEeHb
3) IlporpaMMHO-TEXHUYECKHIA YPOBEHD
4) 3akOHO/ATEIbHBIN YPOBCHb

19.BeiOepuTe TPABWIBHYIO ITOCJICOBATEILHOCTh JTAllOB OIECHKH YTIPo3
6e3omacHocTH HH(POPMAITUK:



1)
2)

3)

4)

5)

6)

Omnpenenenre HEraTUBHBIX MOCIEICTBUI, KOTOPbIE MOTYT HACTYIUTh
OT peanu3anuu (BO3HUKHOBEHHS) yIpo3 0€30MacHOCTH HH(pOpMaIINH;
WMuBeHTapu3amusi CHUCTEM M CeTed W ONpeIeeHHe BO3MOXKHBIX
00BEKTOB BO3/ICUCTBUS yTpo3 Oe30macHOCTH HHPOPMAITUH;
OmnpeneneHre WCTOYHUKOB Yyrpo3 0O€30MacHOCTH WHGOpMAIUU U
OIICHKa BO3MOYKHOCTEW HapylIUTeNeld M0 peanu3alidl  Yrpo3
0e3o1acHoCcTH UH(pOpPMAITUH;

Ornenka cnoco6oB peanuzanuy (BOSHUKHOBEHHS) yTpo3 6€30MacHOCTH
uHpOpMaIny;

OuneHka BO3MOXXHOCTM  pealid3alud  (BO3HUKHOBEHHMS)  yIpo3
O0e3omacHOoCTH WHGOPMAIMK W ONpPEICTICHUE aKTyallbHOCTH YTPo3
6e30macHOCTH HH()OPMALINH;

OreHKa CIIEHapUeB peanu3anuy yrpo3 6e30macHoCTH WH(popMauu B
CUCTEMaXx M CETHX.

20.BpiOepute mpaBUIBHYIO — TOCJEIOBATEIBLHOCTh  ATANlOB  IMOCTPOCHUS
MOJINTUKHU 0€30MaCHOCTH:

1)
2)

3)

4)

5)

Bb160p 1 ycTaHOBKA CPEICTB 3aLUTHL;

Opranuzanus 0oO0CIy)XMBaHHMsI IO BOIpocaM HH(OpMaLMOHHON
0e30I1aCHOCTH;

Co3nanue cucTeMbl NEPHOIUYECKOTO KOHTPOJS WH(OPMAIMOHHOM
0e301acHOCTH

OO0cnenoBanue MH(pOpMAIIMOHHOM CUCTEMBI Ha npeaMeT
YCTaHOBJICHHUS] OPTaHU3aIMOHHON W WH(GOPMAIMOHHON CTPYKTYpPHI H
yIrpo3 0€301nacHOCTH HH(POPMALINH;

[ToaroroBka nepconana paboTe co CpeACTBAMH 3aIUTHI;

3anaHne Ha YCTAHOBJICHHE COOTBETCTBUA

1. YcTaHOBUTH COOTBETCTBHE OCHOBHBIX BUJIOB CHUCTEM OOHApY>KECHHS

BTOPYKECHUM!
1) Ceresbie (NIDS) a) [lns TmpoBepKH  CHENHATH3UPOBAHHBIX
MPUKJIAIHBIX IIPOTOKOJIOB.

2) OcHOBaHHbBIC Ha b) AHaIM3UPYIOT JKypHAIbl MPUIOKECHUH,
TPUKIIATHBIX COCTOSIHUE XOCTOB, CHCTEMHBIC BBI3OBBHI.
IIPOTOKOJIAX COB
(APIDS)

3) V3noBeie wim Host- c) [ns mpoBepku cereBoro Tpaduka C
Based (HIDS) KOMMYTAaTopa.




2. YCTaHOBUTH COOTBETCTBUE:

1) IlnanupoBaHue

a)

OTnazika NporpaMMbl B COOTBETCTBUU C
WHUBUTyJIbHBIMU 3aIPOCAaMU KOHKPETHOTO
NpeAnpuATUs 0a3upyeTcsi Ha KOHTPOJIe
KOH(HIEHIIMAIbHBIX CBEICHU B
COOTBETCTBHH C NMPU3HAKAMHU OCOOECHHOM
JIOKyMEHTAIUU, IPUHATON B KOMITAHUH

2) Peanm3arus

b)

3akioyaeTcsi B TOYHOM  OIPECIICHUU
MporpaMMbl 3allIUTHl  JTaHHBIX. OTBET Ha
MIPOCTOM, Kazajochk Obl, Borpoc: «Yrto Oyaem
3aIUIaTh?»

3) KoppekrupoBka

[Ipoananu3upoBan uHbOpMaIHIo,
COOpaHHYIO Ha JTamne TECTOBOM
skcruryarauuu DLP-pemenns, npucrynaror
K IIEPEHACTPOMKE pecypcea.

3. YCcTanoBUTH COOTBETCTBHUE

uH(bOpMaIIH:

METONOB  NPEAOTBPALICHUS  YTEUKH

1) Dlp-cucrema (data
leak prevention)

a)

OTcnexuBaeT MEpPechUIKY M pacredyarky
(aiinoB, BHE3alHbIE BCIUIECKM WHTEPHET-
OOIIEeHUsI, TOCEUICHNE HEXapaKTEPHBIX JIs
paboThI caiiToB U T. /1.

2) Tpenunr

b)

CoTpyIHHKA HWMEKT TMOJHBIA JOCTYyN K
uH(pOpMaAMU HAa KOMITbIOTEpPaX PaOOTHUKOB,
a B Cilyyae pasrjamieHusi KOMMEpPUYeCKOu
TaiiHbl  OynyT TpeboBaTh  BO3MEIICHUS
yOBITKOB. OTH MEphI SBJISIOTCS MOIIHBIM
CIEPKUBAIOIIUM IICUXOJIOTUYECKUM
dbakTopom.

3) TpymoBoii
JIOTOBOP.

CoTpynHMKaM  pacChUIalOT  NHUCbMa  C
BUpyCaMH, TMPOCAT MO TeleQOHy BBHIIATH
KOH(pUIeHIIaIbHbBIC cBeneHus u T. I1. B
pe3yabTaTe TECTa BBISICHAETCS, KaK MepCOHA
pearupyer Ha  Takue  JACUCTBUA, W
pa3paldaThIBAIOTCS MEPbI 3AIIUTHI.

4. YCTaHOBHUTH COOTBETCTBUE BUAOB YIPO3:

1) AnmapatHas

a) Korma BO3MOYKEH
HECAHKIIMOHUPOBAHHBIA ~ JOCTYNT K




JaHHBIM W UX IIOTEPA.

2) BeposiTHOCTh yTeuKH

b) Korma  cymectByeT  BEpOSTHOCTH
HapyIICHUS paboTOCTIOCOOHOCTH
000py10BaHUS.

3) Hecrabunsuocts [10

¢) Korma ectb BEpOSATHOCTh HEKOPPEKTHOM
paboTHI MPOTPAaMMHOTO OOECTICYCHHS.

Y CcTaHOBUTH COOTBETCTBUE:

1) VYrposa a) DTO BEpOATHBIA ymepO, KOTOPBI 3aBHCHUT
I[EJIOCTHOCTU OT 3aIUIIEHHOCTH CUCTEMBI.
2) VYrposa b) DTo cTOMMOCTH MOTEPH, KOTOPHIC MOHECET
JOCTYITHOCTH KOMITaHUSL B Cllydae peau3allid yrpo3bl
KOH(HUICHIIMATBHOCTH, IEJIOCTHOCTH WJIH
JOCTYITHOCTH IO KaXKIOMY BHJY ILICHHOU
uH(dOopMaIuu.
3) Viepo c) Dro yrposa HapyIICHUS
paboTOCIIOCOOHOCTH CUCTEMBI ITPU JOCTYIIE
K uH(popMauu.
4) Puck d) Oto yrpo3a uaMeHeHus1 HHGOPMAIUH.

Y CcTaHOBUTH COOTBETCTBUE:.

4) CHCTEMHOCTb
1eeBast

a) IlogpasymeBaeT eIMHCTBO OPraHU3AIIMU BCEX
pabor 1o 3amuTe UWHOOPMAIUUM U UX
YIIPaBJICHUS.

5) CucTteMHOCTB
POCTPAHCTBEHHAS

b) 3ammmieHHOCTH UHPOpPMALIUU
paccMaTpuBaeTCs KaK COCTaBHas 4acTh
00IIIeT0 MOHATHS Ka4eCTBa HHPOPMAITHH.

6) CHUCTEMHOCTD

C) 3alIMICHHOCTh OCHOBAHHAsS HAa IPHUHIIMIIC

BpEMEHHas HETIPEPHIBHOCTH (bYHKIIMOHUPOBAHUS
CHCTEMBI 3aIUThI
7) CUCTEeMHOCTD d) 3amuieHHOCTh  paccMaTpUBACTCS KaK

OopraHu3aliMOHHAaA

yBsI3Ka BOITPOCOB 3aIIUTHl HH(GOPMAITIHU

YcTaHoBUTH COOTBETCTBUE:.

1) OcHoBHBIE |

a) Meponpusitus 10 00eCTIeYeHUIO




OpraHU3allMOHHbIE JIOCTaTOYHOTO YPOBHSI (PU3NYECKOW 3alllUThI
u BCEX KOMITIOHEHTOB ACO/]
OpraHM3allMOHHO- (mpoTHBOIIOKapHAst OXpaHa, OXpaHa
TEXHUYECKUE HOMEILEHU, POIYCKHOU PEXUM,
MEPONPUITHS IO o0ecrieueHne COXpaHHOCTH M (pU3MUECcKOn
CO3/IaHUIO u LEJIOCTHOCTH  CPEACTB  BBIUYMCIUTEIBHOU
MOJJEPHKAHHUIO TEXHUKHU, HOCUTEJIEH nH(POpMALINK U T.11.).
(GYHKIIMOHUPOBAHU

s CUCTEMBI 3aIUThI

BKJIFOYAIOT:

2) PazoBbie b) PacnpeneneHne peKBU3WUTOB pa3rpaHUUCHHUS
MEPONPUATHUS noctyna (mapoyid, KIOYM MIU(PPOBaHUSA HU
BKJIFOYAOT: T.J.).

3) Ilepuoanvecku c) OOuecrcreMHbIe MEPONPUATHS o
POBO/IUMBIE CO3/IaHUIO HAyYHO-TEXHUUYECKUX u
MEPONPUATUSA METO10JIOTHUYECKUX OCHOB 3amuThl ACO/I.
BKJIFOYAIOT:

4) TlocTosIHHO d) MepormnpusiTus MPOBOJAUMBIC U TIOBTOPSEMbIC
IPOBO/IUMEIE TOJIBKO TIPY TOJHOM TIEPECMOTPE MPHUHSITHIX
MEPOIPUATUSA pELIECHUN.

BKJIFOYAIOT:

8. YCTaHOBUTH COOTBETCTBHEC TEXHHUYECKHX KaHAJIOB YTCUYKHU I/IH(l)OpMaHI/II/II

1) IMpsimoit a) DJEKTPOHHBIC CIIETOCKOIBI, YCTAaHOBJICHHBIC
aKyCTHYECKU (OKHa, B CMEXHOM TTOMETIICHUH
TIBEPH, TIeIy,

MIPOEMBI)

2) Akycro- b) Hampagrienubie MUKPO(OHBI,
BUOPAITMOHHBIN YCTaHOBJICHHbIE 3a Tpanuieit K3
(uepes
OrpaXkJIAI0IIHe
KOCTPYKIIUH)

3) AkycTo- ¢) CrnennanbHble HHU3KOYACTOTHBIC YCHIIMTEIH,
IICKTPUICCKUI MOJICOCIMHEHHBIE K COCAMHHUTEIBHBIM
(uepes JIMHUASIM BTCC, oOnagaroume
COEIMHUTEIbHBIE «MHKPOPOHHBIM» dPhHeKTOM
munuu BTCC)

4) AkycTo- d) 3amuieHHOCTh  paccMaTpUBACTCS KaK
JIEKTPOMArHUTHBIN yBsI3Ka BOIIPOCOB 3alTUTHI HHPOPMAITUU

(mapamMeTpu4eCcKhii)




9. YCcTaHOBUTH COOTBETCTBUE TEXHUUECKUX KaHAJIOB YTEUKH MH(DOPMAIIIH:

1) Tpsmoit a) DJIEKTPOHHBIC yCTpOWCTBA  TepexBaTa
aKyCTUYECKUUN pedeBol  MHpOpMAIMM € JaTYAKAMH
(okHa, TBEpH, KOHTaKTHOTO THWIIA, YCTAaHOBJIIEHHBIMH Ha
TIEJTH, IIPOEMBI) WH)XCHEPHO-TEXHUUECKUX KOMMYHHUKAIIUAX

2) Akycro- b) Cnenuanu3upoBaHHbIC
BUOPAIIMOHHBIN BBICOKOYYBCTBHTEIILHBIC MUKPO(OHBI,
(uepe3 YCTaHOBJICHHBIE B  BO3AYXOBOJaX WU
OTpaXKIArOIIHe CME)KHBIX MTOMEIIEHUSIX
KOCTPYKIIMH)

3) Akycro- C) Amnmaparypa BBICOKOYACTOTHOTO OOJy4eHHS,
AIIEKTPUIECKUI ycTaHOBJICHHas 3a npeaenamu K3
(uepes
COCTMHUTEIbHBIC
muauu BTCC)

4) AkycTo- d) Anmapatypa «BBICOKOYACTOTHOTO
AIIEKTPOMArHUTHBIN HaBSI3bIBAHUSY, MOAKTIOYCHHAs K
(mapaMeTpudeCcKuii) coenHUTENbHBIM JTUHUAM BTCC

10.YcTaHOBUTH COOTBETCTBHE TEXHUUECKUX KaHAIOB yTEUKHU WH(POPMALIUN:

1) Tpsmoii a) DJEKTPOHHBIC YCTPOMCTBA repexsara
aKyCTUYECKUN pedyeBoil  wHbOpMAIMK  C  JaTYAKAMU
(okHa, IBEpU, MUKPO(OHHOTO  THNAa  MNpU  YCIOBUHU
IIEJIA, TPOEMBI) HEKOHTPOJMPYEMOIO  JIOCTYyMa K  HUM

MOCTOPOHHMX JIMII
2) Axycto- b) JlazepHble  aKyCTHYECKHE  JIOKAIIMOHHBIC

ONTUYECKUM (uepes
OKOHHBIE CTEKJIA)

CHUCTEMBI, HaxoAsuecs 3a npeaenamu K3

3) Akycro- c) ChernuanbHble HU3KOYACTOTHBIC YCHIIUTEIH,
AIIEKTPHUYECKUH MOJICOCIMHEHHBIE K COCAMHHUTEIHHBIM
(uepes JIUHUSIM BTCC, oOnagaronme
COEIMHUTEIbHBIE «MHKPOPOHHBIM» dPheKTOM
muauu BTCC)

4) AkycTo- d) IlpocnymmBaHue pa3roBOPOB, BEIYIIMXCS B
AIIEKTPOMATrHUTHBIN MOMEIIECHUN 0€3 NMPUMEHEHHUS TEXHUYECKUX
(mapamMeTpu4eCcKuii) CPEACTB NOCTOPOHHUMM JIMIITAMH

11.YcTaHoBuThE COOTBETCTBUE HapymuTeen mo ypoBHsaM 3HaHuss ACO/I:

1) 1 ypoBeHb

a)

OOnamaer BBICOKUM YPOBHEM 3HAHMM U
ONMBITOM  paboOThl  C  TEXHUYECKUMHU
CPEICTBAMU CHCTEMBI U €€ 00CTYKIUBaHUSI.




2) 2 ypoBeHb

b)

3HaeT  GYHKIMOHAIbHBIE  OCOOCHHOCTH
ACO/, OCHOBHBIE 3aKOHOMEPHOCTHU
dbopMHpOBaHUS B HECTAaHAAPTHBIX MacCHUBaX
JTAHHBIX W TIOTOKOB 3allPOCOB K HUM. YMEET
M0JIb30BAThHCS IITATHBIMU CPEICTBAMMU.

3) 3 ypoBeHb

4)

3HaeT CTPYKTYpYy, OYHKIHH ¥ MEXaHU3MBI
JEUCTBUSL CPEJCTB 3alllUTHI, WX CJIa0ble |
CUJIbHBIC CTOPOHBI.

5) 4 ypoBeHb

6)

OO6namaer ypoBHeM 3HaHUM B o0sacTu

MPOTPAaMMHUPOBAHUS W BBIYMCIUTEIBHBIX
TEXHOJIOTHI, MIPOCKTUPOBAHUS 51
skcrryatauuu ACO/I.

12.YcTaHOBUTh COOTBETCTBHE HAPYIIUTENEH IO YPOBHSIM BO3MOXHOCTEH
(MCTIOJIb3yEMBIM METO/IAM H BOIIPOCAM):

1) 1 ypoBeHb

a)

[Tpumenstoiue IIAaCCUBHEIE CpeacTBa
(TeXHMYEeCKUE CpelcTBa TmepexBara 0e3
MOJU(DUKALIUY KOMIIOHEHTOB CUCTEMBI).

2) 2 ypOBEHb

b)

[IpumeHsIomMe TOJIBKO ar€HTYPHBIE METOIbI
MOJTy4YE€HUS CBEICHUN

3) 3 ypoBeHb

Hcnonb3yronue TONbKO IITAaTHBIE CPEICTBa
Y HEJIOCTATKU CHCTEMbI 3aIUThI, UX CUIIbHBIC
U cj1a0ble CTOPOHBI.

4) 4 ypoBeHb

d)

[IpuMensrommMe  METoabl W JICHCTBUS
aKTUBHOTO BoO3jeHCcTBUS (MoAudUKAIU U
MOAKJIIOUEHHUE JOTIOJIHUTEILHBIX

TEXHUYECKUX YCTPOMCTB).

13.YcTaHOBUTH COOTBETCTBHE OIIEHKH PUCKOB B 3aBUCHMOCTH OT ()aKTOPOB:

1) Boicokwii puck

a)

[Ipeamnonaraercs, uTo 6€3 CHMKEHUS TAaKUX
pUCKOB oOOpaiieHre K WHOOPMAIMOHHOU
CUCTEME TPEANPUATHS MOXKET OKa3aTh
OTpUIIATEIHLHOE BIMSHIE Ha OU3HEC;

2) CylecTBeHHBIH
pHCK

b)

3necy TpeOyetcsi 3pdekTuBHas cTpaTerus
VIOPABJICHHUS PHUCKaMHU, KOTOpas ITO3BOJIUT
YMEHBIIIUTh WU TIOJTHOCTHIO HUCKIIOYUTH
OTPHUIIATEIbHBIC ITOCIICACTBUS HANIAACHUS;

3) YMepeHHBbI# puck

Ycunuss 1o yOpaBIEHHUID pPUCKAMHU B
JTAHHOM cllydae He OyayT WrpaTh BaKHOU




poJIu.

4) He3HauuTenbHbBIN
pHUCK

d)

B oOTHOLIEHMM PHUCKOB, IONABIIMX B 3Ty
0011acTh, JOCTATOYHO IPUMEHUTH OCHOBHBIE
IIPOLIEAYPH! YIIPABJIECHUS PUCKAMU;

14.Y cTaHOBUTH COOTBETCTBUE:

1) IlpaBoBas  3amuTa

210 periraMCHTal A HpOH3BOI[CTBCHHOﬁ
ACATCIBHOCTH 141 B3aMOOTHOIICHUM
HUCIIOJIHUTEICH Ha HOpMaTHBHO-HpaBOBOfI
OCHOBC, KOTOpaA UCKIIOYACT HIIU ociadiseT

HAHECEHUE KAaKUX-1100 yOBITKOB
MPEANPUITHIO;
2) OpraHu3anuoHHas b) Dro  cmenuanbHBIE ~ 3aKOHBI,  JIPYTHE

3amura

HOPMATHUBHBIE aKThbl, MIpaBuia, MPOLETYpPbI
U MEpONpPHSTHS, KOTOpPbIE 00ECIeUHBAIOT
3alMTy MHPOPMAILIMK HA TPABOBOIl OCHOBE;

3) UmxenepHo- c) Dro HCIIOJIb30BAHUE Pa3HOOOpa3HBIX
TEXHUUYECKAS TEXHUYECKUX CpPEJICTB, KOTOPBIC
3aIura HPEIATCTBYIOT HAHECEHUIO yOBITKOB

HPEANPUATHIO.
15.YcTaHoBUTH COOTBETCTBUE:
1) OLE-automation wmu a) TexHosnorus, opraHusymomas JIOCTyll K

npocto  Automation

JTAaHHBIM PA3HBIX KOMITBIOTEPOB C YYETOM
OaJIaHCUPOBKH Harpy3Ku CETH.

2) ActiveX

b)

oOecreunBaromnas
0e3omacHOCTh U CTaOWIBbHYIO  paboTy
pacrpeeIeHHbIX TPUIIOKCHUH pu
OoNbIINX 00BbEeMaXx MepeTaBaeMbIX JTaHHBIX.

TexHomnorus,

3) MIDAS

TexHonorus npeaHasHayeHa I CO34aHUs
IIPOTPAMMHOTO obecrieueHus KaK
COCPENOTOYEHHOIO0 Ha OJHOM KOMIIBIOTEPE,
TaK M pacIpeieJICHHOTO B CETH.

4) MTS (Microsoft
Transaction Server)

d)

TexHOMOTHS CO3MaHUs MPOTPAMMHUPYEMBIX
MIPUJIOKECHUH, oOecrieunBaromas
MPOTrpaMMUPYEMBIN JTOCTYN K BHYTPECHHUM
ciryx06am ATUX MPUIOKEHHIM




16.YcTaHOBUTH COOTBETCTBUE CPEACTB MH(POPMAITMOHHOM 3aIUTHI:

1) SIEM-cuctemsl

a)

BuprtyanpHo-4acTHass CeTh  OmpejenseT
UCTIOJIb30BaHNE COOCTBEHHOM YacCTHOUN CeTH
BHYTpU oOmenoctynHoi. I[losTomy Bamie
npuioxenue, padoraroiiee nmo VPN, Oyner
HAJEKHO 3aIUIICHO.

2) CloudAV

b)

Onu cobuparot uH)OpMAITHIO 0
BO3MOXKHBIX ~ YIpo3ax U3  Pa3IHYHBIX
HUCTOYHHUKOB: daiiepBos, aHTHBHPYC,
MEKCETeBON PKpaH | JIp., IOTOM MPOBOJSAT
aHalM3 ®  MOTYT CpearupoBaTh Ha
BEPOSTHOCTH BO3HUKHOBCHUS
MOTCHIIMATBHONH YTPO3bl, MPEAYNPEAUB O
HEH 3apaHee.

3) bpanamayszep 1

daepBoa

OTo chnenuanbHas cucTteMa MUGPOBaHUS
BaIlICH uH(popMaIuu. [udposka
IMPOUCXOJUT TaKUM 00pa3oM, 4TO ISl TOTO,
YTOOBI pacupoBaTh HYKHYIO
uHpopmaro, HeoOxoauMO  00JaIaTh
cHenuaIbHbIM MHU(POM.

4) Kpunrorpaduueckoe
npeoOpa3zoBaHue

d)

OT0  cHenMalvM3UpOBAHHBIE  CPEJCTBA,
KOTOpbIE  KOHTPOJUPYIOT  BBIXOJ  BO
BCEMHPHYIO MAyTUHY, TP HEOOXOJIUMOCTHU
GbunpTpytoT wWin  OJOKUPYIOT CETEBOM

TpaduK.

17.YcTaHOBUTH COOTBETCTBUE CPEACTB MHPOPMAIIMOHHOM 3aTUTHI:

1) TIporpamMmsi-
AHTUBUPYCHI

a)

OTO chernuanbHble TEXHOJIOTUH, KOTOPHIC
MpeI0TBpalIatOT NOTEPIO
KoH(puaeHunanpHo uHpopmanuu. Kax
IPaBUIIO, TaHHAS TEXHOJIOTHSI
UCTIONB3YETCsl OOJIBITUMU TPEANPUATHIMH,
Tak Kak TpedyeT OoJbIIuX (PUHAHCOBBIX U
TPYIAOPECYPCHBIX 3arpar.

2) VPN

b)

boproTcs ¢ camMbIMM pacnpoCTpaHEHHBIMU
BUPYCaMH, TaKXKe CHOCOOHBI
BOCCTaHABJIMBATh MMOBPEXKICHHbIE (DalIbI.




3) DLP-pemienus

c)

OT10 obsauHble pelleHus IJisg obecreyeHus
AHTUBHPYCHOM 3aIlIUTHI BAIIETO pecypca.

18.YcTaHoBUTE COOTBETCTBHE KaHAJIOB YTCUYKHU:

1) HecaHKIMOHHPOBaH a) OmmOKM ImepcoHaa u MmoJib30BaTeeH

HOC  KONHMPOBAHWE,
YHHUYTOXXCHUE WM
TOJIeTTIKa

uHbOpMaIuu

2) Ilepebou b) W3-3a HeKOpPEKTHOM padOThI IPOrpaMM
AIIEKTPOTIUTAHUS

3) Cnydaiinoe c) llorepu  wHpOpMammu, CBsI3aHHAs  C
YHHUYTOXKCHUE WM HECaHKIMOHUPOBAHHBIM JOCTYIIOM
WU3MCHEHHE JIAaHHBIX

4) Toteps WITH d) COoon oOopymoBaHHs, TIPH  KOTOPOM
U3MCHCHUE JaHHBIX TepsieTcs nH(OpMaIUs
IpU OLIMOKAaX 10

19.YcTaHOBUTH COOTBETCTBHE:

1) TIporpamMmHoO- a) s obecrnieueHus 0e30IacHOCTH
anrmapaTHbIe UCIIOJIL3YIOTCSI TIPHEMBI «IIEPECTPAXOBKHY,
(TEXHUYECKHE) C TOMOIIBI  KOTOPBIX  HCKIIOYAETCA
METO/TBI BO3MOYKHOCTh OIIMOOYHOTO WIH

HECAaHKIIMOHUPOBAHHOTO MPOHUKHOBEHUS B
MH()OPMAITMOHHYIO CHCTEMY

2) dusnyeckas 3amuTa

b)

Jlns ocymiectBieHus UHOOPMAIMOHHON
3al0UTBl  MUCIOJB3YIOTCS  CIIEI[UAJIbHBIC
KOMIbIOTEpHbIE ~ TexHosoruu. C  ux
ITOMOILIBIO MOXHO CKPBITh BaXKHBIE JIAHHBIE,
HE JONYCTUTh YTE€UKU BO BPEMS MEPECHUIKU
yepe3 UHTEPHET

3) MopaibHo-

OTHYCCKUC METOObI

[IpodunakTuyeckue JICUCTBUS, B
OCHOBHOM, BOCITUTATEIBLHOTO XapaKkrepa

4) TeXHOJOTHYECKUE
TPUEMBI

d)

MeponpusTrus HaIpaBieHbl Ha CHUXXEHHUE
pUCKa TOTEpPU AAHHBIX U BBISIBICHUE JIMII,
MBITAIOIIMXCS TPOHUKHYTh HA OXPaHAEMYIO
TEPPUTOPUIO WU B HMHPOPMAIUOHHYIO
CUCTEMY




20.YCTaHOBUTH  COOTBETCTBHUE  CTENEHEM  MPOHUCXOXKIEHUS  YIPO3bl
uH(pOpMaIIMOHHOM 0€30MaCHOCTH:

1) EcrecTBeHHas a) JlanHble yrpo3bl, B CBOIO OYepelb, JCIATCS
Ha 2 TIOAKATCTOpWHU: IpeJIHAMEpPCHHAs
HOJIKATETOpUsT — OTO JICHCTBHS XaKEpOB,
KOHKYPCHTOB, HET0OPOCOBECTHBIX
COTPY/JHUKOB U T. JI., HEIIPpeIHAMEPEHHAS —
JCHCTBUS TPOMCXOIAT M3-3a JIIOACH MO HX
HEOCTOPOKHOCTH.

2) HckyccTBeHHas b) DTo Te yrpo3bl, KOTOpbIE HE 3aBHCAT OT
JCSITETPHOCTH ~ YEJIOBEKa:  3EMIICTPSICEHUS,
yparabl, CMEPYH, JOXIH, MOJHUHU U T. 1.

3) Buyrpennss C) Bce yrposel, KOTOpbIE TPOHMCXOISAT BHE
CHCTEMBI.
4) BHerHss d) Yrposa ucXoauT U3HYTPU CAaMOM CHCTEMBI.

IIlkana oueHWBAHUSI Pe3yJbTATOB TECTHPOBAHHUS: B COOTBETCTBUU C
JEUCTBYIONIEH B YHUBEPCUTETE OaIbHO-PEHTHHIOBON CHCTEMOM OllEHUBAHUE
pe3yibTaTOB MPOMEKYTOUHOM aTTeCTallid OOYy4YaloIMUXCs OCYIIECTBISIETCS B
pamkax 100-0aympHOM  mIKadbl, TPU OSTOM MaKCUMAJbHBIM  Oalm 1o
MPOMEKYTOUHOM arrecTaliui OO0ydYalolmuxcsi MO O4YHOM QopMe 0OydeHUs
coctaBisier 36 0amioB, MO OYHO-3a0YHOM W 3a04yHOM (popmam oOydenus — 60
6aytoB (yctanoBiieHo noyioxkenuem 11 02.016).

MakcumanbHbI 6al 3a TECTUPOBAHUE MPEACTABISIET COO0M pPa3HOCTh JBYX
YHUCEJ: MaKCUMaJIbHOTO Oayuia Mo MPOMEXKYTOUYHOW aTTeCTallH ISl JTaHHOUN
dbopmbl 00yueHus (36) U MakCUMaJIbLHOTO Oajljia 3a pelIeHue KOMIETEHTHOCTHO-
OpPUEHTUPOBaHHOM 3aaauu (6).

bann, nomydyeHHbId OOydYarOmIMMCS 3a TECTHPOBAHUWE, CYMMHpPYETCS C
0ayioM, BBICTaBJICHHBIM €My 3a PEIIeHHE KOMIETEHTHOCTHO-OPUEHTHPOBAHHON
3a/1ayi.

OO0mmii 6ain Mo MPOMEXYTOYHOM aTTECTalMd CYMMHUpPYETCs ¢ Oalamu,
MOJIYYCHHBIMU 00YYAIOIIMMCS 110 Pe3yJIbTaTaM TeKYIIEro KOHTPOJIS YCIIEBAEMOCTH
B TEUEHHUE CEMECTpa; CymMMa 0ajlsIoB MEPEBOAUTCS B OIIEHKY 1O S-0ajuThbHOM IIKase
CJICTYIOIINM 00pa3oMm:

CootBerctBue 100-6amapHOM 1 S-0aTBEHOM KA

CymmMma GamnoB no 100-6amipHOM Orenka mo 5-0ayuTbHOM IITKaje
IKaJIe

100-85 OTJIMYHO

84-70 XOpOLIO

69-50 yJIOBJIETBOPUTEIILHO

49 n meHee HEYJIOBJIETBOPUTEIHHO




2.2 KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE 3ATAYHA

JI71s1 HEKOTOPOM CHCTEMBI XapaKTEPHO HaldWuue OECIpPOBOJHOTO KaHalla CBA3U
(Wi-fi), coegunstonmeid KOMITBIOTEPBI, HAXOMISIIAECS B aTTECTOBAHHBIX
MOMEIIEHUsIX. PacnpocTpaHeHne ceTH MNPOXOIUT YEpe3 HEaTTECTOBAHHOE
nomemenue. Ilpennoxkure mnepedyeHb MEPONPHUITHI, HANPaBICHHBIX Ha
COXpaHEHHE KjIacca 3alluThl JAHHOW HH(POPMAIIMOHHON CHCTEMBI.
[Ipennoxure nepeyeHb MEPONPUITUI, HAMPABIECHHBIX Ha YJIY4IICHHE Kiacca
3amurThl KHPOPMAIIMOHHON CUCTEMBI BAIlleT0 YHUBEPCUTETA.

Omnpenenure, 4eM OIMACHO JUIsl OpraHU3alliyd Hajlu4he OeCpOBOAHOIO KaHaja
CBSI3U, COCOUHSAIONMIECH KOMIBIOTEPHI, HAXOASAIIMECS B HEATTECTOBAHHBIX
MTOMEIIECHUSIX.

Omnpenenure, 4eM OIMACHO ISl OPTaHU3allMU HaJu4he OECIpOBOJAHOIO KaHaja
CBSI3U, COCIUHSIONICH KOMIIBIOTEPHI, HAXOJMSIIMECs B aTTECTOBAHHBIX
MOMEIIECHUSIX.

3ammdpoBath cTpoky «CTpeMuTech He K YCIexy, a K IIEHHOCTSIM, KOTOpPbIE OH
JaeT», UCIOJIB3Ys U(pOBaHUE C TOMOIIbIO Ta0IUIbl BrkeHepa

Onuiumrre MOJENb MOBEICHHUS HAPYIIUTEIN U1 aIMUHUCTPATUBHOIO KOPITyCa
3aBoaa OO0 «CrporiMar.

3ammudpoBath CTPOKy «Jlyuliias MeCTb — OTPOMHBIN yCIIeX», UCTONB3YS UGP
RSA

3amudpoBath CTPOKy «JIyuliias MecTb — OTPOMHBIN yCIIEX», UCIONB3YS UGP
RSA

ZammdpoBath cTpoky «Eciam Her BeTpa, Oepurech 3a BECHA.», HCIOIB3YS

anroputm mudposanus Jib-I"amains

10.3ammdpoBath cTpoky «S He mpoBanmi TecT. Sl MpOCTO HAIIeN CTO CIOCOOOB

HaIMCaTh €ro HENpaBWJIBHO.», UCIHOJIb3Yysl airoput™m mmdposanus Jeddu-

XeMaHa

11.Bxnrounte  mmdpoBaHWE  TBEPJAOTEIHLHOTO  HAKOMUTENS  UCIOJIB3YS

oneparmonHyo cucremy Windows 10



12.Bocnonp30BaBIINCh ~ OMEPAllMOHHOM  cucTeMol  Linux  mpou3Benute
CKaHUPOBAHUE JIOKAJILHOW CETH Ha MOUCK MOJ03PUTEIbHBIX YCTPOHCTB

13.3amudpoBats ctpoky «Hayuurech roBoputh “S He 3HaAI0”, U 3TO yke OyAeT
nporpecc.», ucnoab3ys mugdp RSA

14 3ammdpoBath cTpoky «KH3HB - 3TO TO, YTO C TOOOW MPOUCXOJHUT, MOKA ThI
CTPOMIIb TUIAHBL.», UCIIONB3YS MHU(PPOBAHKE C TOMOIIbIO Tabaulbl Brkenepa

15.3ammdpoBats cTpoky «MBbl CTAHOBUMCS TEM, O YE€M MBI TyMaeM.», UCTIOIb3Ys
anroputm mudpoBanus Iib-I"amans

16.Ilpon3BenuTe yCTaHOBKY AHTUBHUPYCHOTO MPOrpPaMMHOTO oOecredyeHus Ha
IIEPCOHAIBHBIN KOMITBIOTEP

17.3ammdpoBatk cTpoKy «CTOUT TOJIBKO MOBEPUTH, UTO BBl MOXKETE — U BBl YK€
Ha TOJITYTH K LENH.», ucnoiib3ys mudp RSA

18.3ammdpoBath cTpoky «S He mpoBammi TecT. Sl MpOCTO HaIIeNT CTO CIOCOOOB
HamycaTb €ro HENpaBUJIbHO.», HCIONb3Yysl alropuT™m mudposanus eddu-
XeymMaHa

19.He wuMes HeMOCpeICTBEHHOrO0 JO0CTyna K IEPCOHAIBHOMY KOMIIBIOTEDY,
COBEPLINTE yIAIICHHBIN 3aIIyCK MPUIIOKEHUN HA HEM

20.3ammdpoBath cTpoky «Heymaya — 3T0 MPoCcTO BO3MOKHOCTh HA4aTh CHOBA, HO
yke 60J1ee MyIpo.» UCIIOIB3Ys MU(ppoBaHUE ¢ TTIOMOIIBLI0 TabauIbl BiokeHepa

IIIkana ouneHUBAHUS PelIeHUA KOMIETEHTHOCTHO-OPUEHTUPOBAHHOI
3aJ]a44: B COOTBETCTBUU C JICUCTBYIOIIEH B YHUBEPCUTETE OAUIbHO-PEHTUHIOBOM
CHUCTEMOM OIICHMBAHHUE PE3YyJbTaTOB MPOMEXKYTOUHONW aTTECTALMHU O0Y4YaroIIuXCs
ocylecTBisieTcs B pamkax 100-0aibHON IIKaJbI, IPU 3TOM MAaKCUMAaJIbHBIA Oaul
M0 TMPOMEXKYTOUHOM arTecTaliui OOyYaromuxcs Mo O4YHOW ¢opme 00ydeHus
coctaBisier 36 0amioB, MO OYHO-3a0YHOM W 3a04HOU (hopmam oOyudenus — 60
(ycranoneHo nojoxxkenueM I1 02.016).

MakcumanbHOE KOJIMYECTBO OaioB 3a pEIICeHHE KOMIIETEHTHOCTHO-
OpUEHTHUPOBAHHOM 3a1auu — 6 OaJIOB.

bann, momydeHHBIA O0OydYaromuMcs 3a pPEIICHHEe KOMIIETEHTHOCTHO-
OPUEHTHUPOBAHHOM 3a/layu, CyMMHUpYyeTcs C 0auioM, BBICTABJICHHBIM €My TIO
pesyiabTratram TectupoBaHus. OOmmi 0aml MOPOMEXKYTOYHOM — aTTeCTaluu
CyMMHUpYETCSl C OauiamMu, TOJy4eHHBIMU OOydYaroluMMcs 10 pe3yJibTaTam
TEKYIIer0 KOHTPOJS YCIIEBa€MOCTH B TEYEHHWE CeMecTpa; cyMma O0asioB
MEePEBOJIUTCS B OLICHKY 10 S-0allIbHOM IIKaJie CIEAYIOIUM 00pa3oM:
CootserctBue 100-0amibHOM U 5-0aIBbHOM IIKaJ



Cymma 6amioB 1o 100-6amibpHoi mikane | OueHka 1no 5-0aqapHoN 1IKae
100-85 OTJIMYHO

84-70 XOPOIIO

69-50 yJIOBJIETBOPUTEIIHHO

49 1 meHee HEYIOBJIETBOPUTEIIHLHO

Kpurepun oneHUBaHHSl pelIeHUS] KOMIETEHTHOCTHO-OPHEHTHPOBAHHOI
3aa4u (HIDKECIIEYIONINEe KPUTEPUU OLICHKH SBISIIOTCS MPUMEPHBIMH U MOTYT
KOPPEKTUPOBATHCS):

6-5 ©OanoB BbICTaBIsACTCS OOydYaroUmIeMycCsl, €CJIM pEIICHHE 3aJlayu
JEMOHCTPUPYET TIyOOKOe MOHUMAaHHE OOYYAIOMIMMCS MPEUIOKEHHON TTPOOIeMbl
U Pa3HOCTOPOHHEE €€ pacCMOTPEHHE; CBOOOJHO KOHCTpyupyemas paboTa
MPEACTaBIAET CO00M JOTMYHOE, SICHOE M IPH ITOM KpaTKOE, TOYHOE OMUCaHUE
X0/la pelieHust 3agauu (MoCIeI0BaTENbHOCTH (MM BBINOIHEHHUS) HEOOXOAUMBIX
TPYHAOBBIX NEHCTBUN) M (POPMYIUPOBKY TOKA3aHHOTO, TMPABUIBHOTO BBIBOJA
(oTBeTa); MpU 3TOM OOYYAIOIMIUMCS MPEJI0KEHO HECKOJIbKO BapUAHTOB PEIICHUS
WIN OPUTHMHAIBHOE, HECTAHJIAPTHOE peleHue (Miau HambOosee 3(hPeKTuBHOE, WU
Hambosee palMoOHANIBHOE, WM ONTHUMAJIbHOE, WM EIWHCTBEHHO MPaBUJIHHOE
pellieHne); 3agada pelieHa B YCTAHOBJICHHOE IIPENoJaBaTelieM BpeMs WIH C
OTIEpPEKEHUEM BPEMEHH.

4-3 fajuia BbICTaBIsIeTCSl OOydarolEeMyCs, €CIU pEIIeHUuEe 3aJadu
JEMOHCTPUPYET MOHUMaHHE OO0y4arolIMMCsl MPEeUIOKEHHON MpoOsieMBbl; 3aaada
pelIeHa TUIIOBBIM CIIOCOOOM B YCTAHOBJIEHHOE IpernojaBaTesieM BpeMs; HMEIOT
MecTO o0mue ¢pas3bl U (UIM) HECYLIECTBEHHBIE HEIOYEThl B ONHCAHUU XOJa
pereHus u (Uin) BbIBoIa (OTBETA).

2-1 ©Oanja BbICTaBIsAeTCS OOydYaromieMycsi, €CIM pEIICHHe 3aJlayu
JIEMOHCTPHUPYET TOBEPXHOCTHOE TMOHUMAaHHE OOYyYaIOIUMCS MPeaIoKEHHON
po0JIeMbl; OCYIIECTBIIEHA TMOMBITKA IA0JIOHHOTO PEUICHHs 3aJa4yd, HO TMPH ee
pElIeHUH  JIONYyIIEHbl OMMOKM U  (WIM) TPEBBIIIEHO  YCTaHOBJIEHHOE
npernoaaBaTesieM BpeMmsl.

0 Oayui0B BBICTABJISIETCS OOydYalolIeMyCsl, €CJIM pElIeHUue 3aJa4yu
JEMOHCTPUPYET HEMOHUMaHUE 00yYaroUMMCs MPEI0KEHHON TPOOIeMbl, U (HJIN)
3HAYUTENbHOE MECTO 3aHMMAIOT 00IMe (Ppas3bl U TOJOCIOBHBIE PACCYKICHUS, U
(nnn) 3aa4ya He pelieHa.




