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1

OLOEHOYHBIE CPEJACTBA JIAA TEKYIEI'O KOHTPOJIA

YCIIEBAEMOCTH

1.1 BONIPOCHI AJs1 COBECEJOBAHUSA

Tema Nel «OCcHOBBI 0e30macHoOCTH UH(POPMALMOHHBIX,
ABTOMATH3MPOBAHHBIX H TEJIEKOMMYHHUKALIMOHHBIX CUCTEM))

1. OcHOBHBIE MOHATHUS O€30MaCHOCTH NH()OPMALIMOHHBIX CUCTEM.

2 VYTpo3bl U pUCKU HHPOPMALIMOHHON O€30MMaCHOCTH.

3. Monenu yrpo3 U puckoB HHGOPMAIIMOHHOM 0€30MacHOCTH.

4. MeTobl OIIEHKH PUCKOB MH(GOPMAIIMOHHON 0€30TTaCHOCTH.

) [enm u 3agaun obecnieueHrsi HHPOPMAITMOHHOMN 0€30IMaCHOCTH.

Tema Ne2 «IkcnepTHbIe cUCTeMbl HHGPOPMALMOHHBIX CHCTEM

abrwnE

3amuTa nHOOpPMaIMK KaK HEIPEPHIBHBIN MPOIIecC.
[ToHsAITHE BKCIIEPTHON CUCTEMBI.

Ilenum v 3a1a4m SKCIIEPTHBIX CUCTEM.

TpeboBaHUs K IKCIIEPTHBIM CHCTEMaM.

Otanbl POPMUPOBAHMS IKCIICPTHBIX CUCTEM.

Tema Ne3 «AcKyCCTBEeHHBIH HHTE/VIEKT B IKCIIEPTHBIX CUCTEMAaX»

bW E

W cKyCCTBEHHBIN UHTEIUIEKT.

ba3el nanHbIX 1 0a3bl 3HAHUI.

[IpuHIUIIBI MOCTPOCHUS TOTUYECKUX CUCTEM ITPOTPAMMUPOBAHUSL.
[IpencraBineHue 3HaHUM B CHCTEMAX UCKYCCTBEHHOT'O MHTEJUICKTA.
DKCHEPTHBIE CUCTEMBI C TOYKH 3PEHUSI UCKYCCTBEHHOTO MHTEILICKTA.

Tema Ne4 «HeueTkasi T10ruKa B IKCIHEPTHBIX CUCTEMAX))

1.

IIpencrasnenue HEOIPEICIICHHOCTH B UHOOPMAITMOHHBIX

MPWIOKEHUAX ¢ 0a3aMH 3HAHUH.

2. HeueTtkoe MHOkecTBa. PyHKIMH NPUHAIJIEKHOCTH.

3. Onepanuu Hai HEYETKUMHA MHOKECTBAMHM.

4, KoaddurmenTs! yBepeHHOCTH.

) Peanuzanus METOI0B MOMCKA B AKCIIEPTHBIX CUCTEMAX.

Tema NeS «Oxkcnmepruza KpunrorpaguyecKux CHCTEM 3alIUThI
uHopmManmw»

1. Kpunrorpaduueckas 3anmra nHGOpMALIHH.

2 CUMMeTpUYHBbIE KPUITOCUCTEMBI.

3. AcCHMMETpUYHBIE KPUIITOCHCTEMBI.

4, CucTeMbl 3JIEKTPOHHOM MOJIIUCH.

3) YTpo3bl U pUCKU B KpUNITOTpadum.



Kpurepuu ouenkmu:

3-4 ©Oasna BbICTaBIsETCA OOy4aroOLIEMYCs, €CJIM OH JIEMOHCTPUPYET
ri1yOOKOEe 3HAHME COJEpPKAHUS BOIIPOCA; JAET TOYHBIE ONPEIECICHUS OCHOBHBIX
HNOHSTUN; apTyMEHTUPOBAHHO U JIOTUUYECKU CTPOMHO M3JaraeT yueOHbli MaTepua;
WUIIOCTPUPYET CBOM  OTBET AKTyalIbHBIMH IpUMepamMu  (TUIOBBIMU U
HECTaHJIaPTHBIMU), B TOM YHCJIE CAMOCTOSITEIbHO HAlJICHHBIMH; HE HYXKJAaeTcs B
YTOUHSIOIIMX U (WJIM) JOTIOJHUTEIBHBIX BOIIPOCAX MPENO aBaTes.

1-2 0anna BbICTaBIsETCS OOYYAIOMIEMYCS, €CIIM OH OCBOMJ OCHOBHBIC
MOJIOKEHUSI KOHTPOJIMPYEMOUM TEMBI, HO HEJOCTATOYHO YETKO JAET ONPEICICHHUE
OCHOBHBIX TOHATUH W JAepUHULIMNA; 3aTpyaHSETCS TpU  OTBETaxX Ha
JOTIOJTHUTENBHBIE BOMPOCHI; TPUBOJUT HETOCTATOUHOE KOJUYECTBO IPUMEPOB IS
WUTIOCTPUPOBAHUSI CBOETO OTBETA; HYXKJIACTCI B YTOUHSIOMUX U (WIH)
JOTNOJTHUTENBHBIX BOIPOCAX MPENOAaBaTENS.

0 ©OanmoB BbICTAaBIsAETCA OOydYalOIIEMYyCsl, €CIM OH HE BJaJeeT
COJIEp’)KaHUEM BOINpOCA WM JONYyCKaeT rpyOble OIMMOKU; 3aTpynHSAETCS IaTh
OCHOBHBIC ONPEIECICHUSA; HE MOXET IPHUBECTU WIM NPUBOJIUT HEIPaBUIIbHBIC
OpUMEpBI; HE OTBEYAET HA YTOYHSIOIIME U (WJIM) JOMOJHUTEIbHBIE BOMPOCHI
IpernoAaBaTesis WK AOMYCKAeT MPU OTBETE HA HUX I'pyOble OMINOKH.

1.2 KOHTPOJIBHBIE BOIIPOCbl K HNPAKTHYECKUM
PABOTAM

KonTpoasHbIe BOMPOCH 7151 3aIUThl paboTh Nel.

1. [lpunuunel  oOecrieueHust  O€30MacCHOCTU  MHGOPMAILMOHHBIX U
TEJICKOMMYHHUKAIIMOHHBIX CHCTEM.

2. Paznuunbie  moaxoael kK obOecrieueHuro  MHGOPMAIMOHHOMN
0€30I1aCHOCTH.

3. DKCrnepTHBIE CUCTEMBI UHPOPMAITMOHHOM 0€3011aCHOCTH.

4, CocTaBisomue 3KCIEePTHBIX CUCTEM.

S. Tunel 33124, pelaeMbpIx ¢ IOMOIIBIO AKCIIEPTHBIX CUCTEM.

6. Buipl 5KCIEPTHBIX CUCTEM.

KoHTposbHbIE BOMPOCHT 17151 3aIUTHI paboThl Ne2.

1. Oco0eHHOCTH pa3padOTKU SKCHEPTHBIX CHUCTEM HH(POPMALMOHHOM
0€30I1aCHOCTH.
2. Opranuzanus NTPpUHATHS PELICHHS B SKCIIEPTHOW CUCTEME.

3 Opranu3aius JOTH4eCKOTO BBIBOJA B SKCIIEPTHBIX CHCTEMaX.

4, [Touck peuieHus.

5. VYnpasisitoiasi CTpyKTypa.

6 TexHonorus NMpUHATHUS pEIICHUS B SKCHEPTHOW cuctemMe ¢ 0azamu
3HAaHUU

KoHTposbHbIE BOMPOCHT 17151 3a1IUTHI paboThl Ne3.
1. B3BenieHHbIe CBUIETENBCTBA.
2. OTHoIIeHNE MPaBaOIIOA00HS.



3. Jedazzuduxaiusi HEUETKOTO MHOXKECTBA.

4, Heuerkue nmpaBuiia BeIBOIA.

5. [TocTpoeHHe SKCIEPTHOTO 3aKIIOYEHUS HA OCHOBE HEUYETKHMX MPaBUII
BBIBOJIA.

6. Heuetkoe npaBuiia BBIBOJIA B AKCTIEPTHBIX CHCTEMaX

nH(popMaIIMOHHOM 6€301aCHOCTH.

KoHTpoJsibHBIE BONPOCHI 17151 3a1UThI padoThl Ned.

1. Kpunroananms.

2. CTOMKOCTh KPUNTOCUCTEMBI.

3. OreHka CTORKOCTH CUMMETPUIHOTO mudpa.

4, OreHka CTORKOCTH aCUMMETPUYHOTO Iudpa.

d. [Toctpoenue 3KCIEPTHOU CHUCTEMBI OLICHKU CTOMKOCTH
KPUIITOCUCTEMBI.

Kpurepuu ouenku:

6-8 0ay10B (WM OLICHKA «OTJIMYHO») BBICTABIIAETCA 00ydarolEeMycsl, €CIu
OH JEMOHCTPUPYET TIJIyOOKO€ 3HAHUE COAECpPXKaHUS BOINPOCA; JACT TOYHBIE
OIIpE/IENICHUs] OCHOBHBIX MOHATHUN; apryMEHTHPOBAaHHO W JIOTMYECKH CTPOMHO
u3jnaraer ydeOHbIH MaTepual; WUIIOCTPUPYET CBOM OTBET aKTyalbHBIMU
npuMepamMu (THIOBBIMH ¥ HECTaHAAPTHBIMH), B TOM YHCJIE CaMOCTOSITEIBHO
HalICHHBIMH; HE HYX/IAa€TCs B YTOUHSIOMUX U (WJIHM) JOMOJHUTEIBHBIX BOMPOCAX
IperoaaBaTers.

3-5 0a10B (WM OIIEHKA «XOPOII0») BBICTABISETCS 00ydaromeMycs, eClu
OH BIAJICET COJAEPKAHHEM BOIIPOCA, HO JOMYCKAaeT HEKOTOPBIE HEJOYETHI MPH
OTBETE; JOIMYCKAeT HE3HAUUTENbHBIE HETOYHOCTH TPHU OINPEACTCHUH OCHOBHBIX
HNOHSTUN; HEAOCTATOYHO apryMEHTHPOBAaHHO U (WMJM) JIOTHYECKH CTPOWHO
u3Jaraer yuyeOHbI MaTepual; WUIIOCTPUPYET CBOM OTBET TUIIOBBIMU ITPUMEPAMHU.

1-2 6Ganna (WM  OIEHKA  «YJOBJIETBOPUTEIBHO»)  BBICTABJISETCS
oOyuJarolemMycs, €Ciii OH OCBOMJI OCHOBHBIE MOJIOKEHUSI KOHTPOJIUPYEMOM TEMBI,
HO HEJIOCTATOYHO YETKO JAeT OINpEIeJICHHUE OCHOBHBIX NMOHATUN U JeUHULIUN;
3aTpyJHS€TCS TpU OTBETaX Ha JOMOJHUTEIbHBIE BOMNPOCHI; TMPUBOIUT
HEJ0CTAaTOYHOE KOJMYECTBO MPHUMEPOB Ji WUTFOCTPUPOBAHUS CBOErO OTBETA;
HY)KIAeTCsl B YTOUHSIONINX U (MJTK) TOTIOJTHUTEIBHBIX BOIIPOCAX MPENOo1aBaTesl.

0 oOammoB (WM OLEHKA «HEYIOBJIETBOPHUTEIIHO») BBICTABIAETCA
oOyuJarolemMycs, €clid OH HEe BIIJIeeT COJep>KaHHEM BOIPOCAa WU JOMYCKaeT
rpyOble OmMOKHW; 3aTPyAHSETCA JaTh OCHOBHBIC ONPEICICHHUS, HE MOXKET
MIPUBECTU WM TIPUBOIUT HETIPABUIIBHBIC MPUMEPHI; HE OTBEYACT HA YTOUHSIOIINE
¥ (WJIM) JOTOJIHUTENBHBIE BOMPOCHI MPETIOIaBATENS WIIN OMYCKAeT MPH OTBETE Ha
HUX IpyObIe OLIHOKH.



2 OHLEHOYHBIE CPEACTBA IS IMPOMEXYTOYHOM
ATTECTAIIMA OBYYAIOIIIUXCA

2.1 BAHK BOITPOCOB 1 3AJIAHUM B TECTOBOM ®OPME

3ananus B 3aKpbITOIl popme

1. Kakas cuctema oOecrieymBaeT 3allUTy OT BPEIOHOCHOTO KOJIa BO BpEMs
3arpy3ku (paityioB MosIb30BaTEIIMU?

1) idp
2) av
3) wcf
4) ips

2. Kakoit mexanus3m (puibTpanuu UHTEPHET-TpaPuKa B MEKCETEBBIX dKpaHax
netdefend momMoraer 3amUTUTH MOJB30BaTENed OT MOTEHIIMAILHO OMACHOTO
KOHTEHTa BeO-CTpaHuUIl — O0BEKTOB activeX, java-CKpUITOB U T.I1.7

1) paboTa ¢ aKTUBHBIM COACPKHUMBIM
2) crarudeckas (GUIbTpamus
3) nuHaMu4veckas QUIbTpaIus

3. Kakoif mpoTokonm B cocTaBe ipsec oOecrneuyuBaeT MPOBEPKY IEITOCTHOCTH
3aIAMAEMON  4YacTH  TMakKeTa, HO TP 3TOM HE TapaHTHPYET
KOH(UICHIIUATTEHOCTh ?

1) ah
2) esp
3) ike
4. Kakue mpoTOKOJAbl OOMEHA TO3BOJAT 3allUTUTHCS OT aTakKu «aHaIHu3
ceTeBoro Tpaduka»?

1) telnet
2) ssl
3) ssh
4) tls
5) ftp
6) http

5. Jlmg dero mpuUMEHSICTCS SKpaHUPOBAHHE IMOMEIICHUH W JIOMOJHUTEIHLHOS
3a3eMJIeHHE 00OBEKTOB 3aI[UTHI?

1) i yBenUYeHUsS! YPOBHSI MOOOYHBIX 3JICKTPOMArHUTHBIX U3ITY4YCHUI



2) Mg yMEHbBIIEHUST YPOBHS MOOOYHBIX 3JICKTPOMArHUTHBIX U3ITydeHUH

3) g odecrieueHus GecrepeOOMHOI0 MUTaHUS 00bEKTOB 3aIUThHI

4) misl UCKIIOYCHHS BHEAPEHHUS 3J0YMBIIUICHHHKOB BO BHYTPCHHHE
CETMEHTHI CETH

6. Kakoe TpeOoBaHMe K cuCTEMe 3alUThl HMHGOPMAIMKM MpPEaroaraet
OpTraHU3allMI0  €IUHOTO  yNpaBICHUS MO  OOECIEYCHHIO  3aIIUTHI
uHpopmanun?

1) ageKBaTHOCTH

2) HETPEPHIBHOCTH

3) IEeHTPaTM30BaHHOCTD
4) yHHUBEpCAILHOCTh

7. Kakoe Tp€6OBaHI/IC K CHUCTCMC 3alllUTHI I/IH(bOpMaI_[I/II/I Impcarojaract To, 410
MCTOJbI 3allMTHI JOJI?KHBI o0ecrneynBaTh BO3MOKHOCTD IICPCKPBITHA KaHalla
YTCUYKHU I/IH(bOpMaHI/II/I, HC3aBHCHUMO OT €TI0 BHJa 1 MCCTa TIOSIBJICHMS?

1) amexBaTHOCTh

2) HENPEPHIBHOCTh

3) LEeHTPaTN30BaHHOCTD
4) yHHUBEpCAILHOCTh

8. Kak Ha3wIBaeTCs JOTHYECKas TPYIa YCTPOHUCTB, UMEIOIIMX BO3MOYKHOCTH
B3aMMO/JICHCTBOBATh MEXAY COOOM HampsMYyI0 Ha KaHaJIbHOM YPOBHE, XOTS
(bU3UYECKH TIPU ATOM OHU MOTYT OBITh MOJKIIOYEHBI K PAa3HBIM CETEBHIM
KOMMYyTaTopam?

1) BUpTyasbHas 4acTHAs CETh

2) BUpTyajbHas JOKaJbHAS CETh

3) 3amuIileHHas MaruCTpajibHas CeTh
4) BUpTyaJibHAs KaHAJIbHAS CETh

9. Kakoe Ha3BaHME TOMy4YMJIa TEXHOJOTHS, MO3BOJISIONIA OOECIIEUUTh OJHO
WM HECKOJBKO CETEBBIX COECIUHEHUM (JIOTMYECKYHO CETh) MOBEPX IPYroi
CETH C MPUMEHEHHEM CPEJCTB Kpurnrorpadun?

1) BUpTyasibHAas YacTHAs CETh

2) BUpTyaJbHAs JOKAJIbHAS CETh

3) 3amuINeHHAs MarucTpajibHasi CeTh
4) BUpTyaibHas KaHAIbHAS CETh

10.Ha3oBuTE OCHOBHYIO IPUUMHY HU3KOM HAZIEKHOCTH MapOIbHON 3aIUTHI:

1) genoBeueckuii (haKTOp



2) Hepa3BUTOE MPOTPAMMHOE 0OecreueHue
3) 6oJIbIIIOE KOJIMYESCTBO "UepPHBIX X0I0B" B MPOrpaMMHOM 00eCIICUeHUN

11.Haubomnee o6muii cnocod MPOHUKHOBEHHUS B CUCTEMY:

1) ciabble mapoJu
2) nedeKThl IPOrpaMMHUPOBAHHMS
3) mepenonaeHne Oydepa

12.Kako# u3 nepeynciIeHHbIX naposiel Hanboiee HaJeKeH?

1) mupextop
2) "2u3y4x5
3) 6e30macHOCTh
4) ao41r7ii6

13.Haubounee HafexHbIN cr10c00 ayTeHTU(DUKAIIH:

1) mapoJsbHas 3anurTa
2) cMapT-KapThl
3) OMOMETPUYECKHE METO,IbI

14 Kakue MeTolbl HCHONB3YIOT XaKepbl MpPHU MPOBEACHUH COLMAIBHOIO
VHKAHUPHUHTA?

1) ymeHue BecTH TeleOHHYIO Oeceny
2) moadop mapoJieit MeTooM niepedopa
3) CKpbITOE CKAHMPOBAHKE TIOPTOB

15.Ecnu JIOTMH COTpyAHMKA KOMITAHWHM 1Vanovvy, TO HCIOJb30BAHUE KAKOTO
napoJist He I0MYCTUMO?

1) ivanovvv
2) n2u3y4k5
3) 6e30IacHOCTh
4) ao4tr7ii6

16.JIyumumii cnoco6 60pbObI C COLUATBHBIM UHXUHUPUHTOM:
1) obGecrieueHne PU3NIECKOM 3T M KOHTPOJIS JOCTyIa
2) uH(GOPMHUPOBAHUE CITYXKAIIUX

3) ucnonb3oBaHue CePTURHUIMPOBAHHOTO MPOTPAMMHOTO 00ECICUCHHSI

17.Tlony4yeHne HECAHKIIMOHMPOBAHHOTO JIOCTyma K WHHOpPMAIMA WIH K
cucteMe 0e3 MPUMEHEHUSI TEXHHYECKUX CPECTB HA3bIBACTCA:



1) conuanbHbIA HHKUHUPUHT
2) CKpPBITOE CKAaHUPOBaHUE
3) nonydyeHue MHPOPMAITUU U3 OTKPBITHIX HCTOYHHUKOB

18.Kakue MeTollbl HCHONB3YIOT XaKepbl MpHU MPOBEACHUHU COIMAIBHOIO
WHXUHUPHUHTA?

1)
2)
3)
4)
5)

yMEHUE BeCcTH Telle(OHHYI0 Oecery

MCIOJIb30BaHNE UCTOYHUKOB OTKPBITOM HH(OpMALIUU
OTKPBITBII rpadex

moa00p mapoJied MeEToA0M repedopa

CKPBITOE CKaHHUPOBAHHUE MMOPTOB

19.Kakyro u3 BO3MOXKHBIX YIrpo3 JijIsi 0€30MacHOCTH CHUCTEMbI TPYAHEE BCEro
O0OHApYKUThH?

1)
2)
3)

cia0ble mapou
OIUOKHU KOHPUTYpaIUU
nepenoigHeHue oydepa

20.ITepenonnenue Oydepa onacHO TEM, YTO:

1)
2)

3)

MO3BOJISIET XaKepaM BBIMIOJHUTh MPAKTHUUECKU JTIO0YI0 KOMaHIy B
CUCTEME, SIBJIAIOIICUCS LEIBI0 ATaKH

€ro HE BO3MOXHO OOHapyXuThb B pe3yibTaTe MCCIEI0BaHUSA
UCXOJHOIO KOJa ITPOrpaMMBbl

OTPAaHUYMBAET JOCTYI K YIAJICHHOM CUCTEME

21.Kakue 13 9TUX ONMMCAHUM XapaKTEepU3yeT IeHTpaau30BaHHbIe dos-aTaku?

1)

2)

3)

ATO 3JIOHAMEPEHHBIC JIEWCTBUSI, BBITIOJHIEMbBIC ISl 3aIlPEIICHHUS
JIeTaJbHOMY TOJIB30BATENIO TOCTyIa K CUCTEME, CETH, MPUIOKECHUIO
WM UHGOPMALIH

Ui OCYIIECTBJICHHS AaTaKh CHCTEMa-OTIPABUTENb  IOCHLIAeT
OTPOMHOE KOJIMYECTBO  tcp Syn-TlaKeToB (makeToB C
CUHXPOHM3WPYIOIIMMHA  CHMBOJIAMH) K  CHCTEMe-TIONydaTelto,
UrHOpUpys ack-makeTwl, JoOMBasCh mepenojHeHus Oydepa odyepenu
COCIMHEHUN

B OCYIIECTBJICHUU aTaKH y4acTBYET OOJIBIIOE KOJUYECTBO CHUCTEM,
KOTOPBIMHU YIIPaBJISET OJHA TJIaBHAsl CHCTEMa M OJIUH Xakep. Brixon
CUCTEMbl M3 CTpPOS JOCTUTAaeTcs MyTeM OrPOMHOT0 00beMa
nepeaaBaeMbIX JaHHBIX



22 .Kakue U3 3TUX OMUCAHHUM XapaKTepu3yeT pacnpeaeneHnble dos-aTaku?

1)

2)

3)

9TO 3JIOHAMEPCHHBIC JICHCTBHUS, BBIMOJHSACMbIC JUIS 3alpeIieHUs
JIeTaJbHOMY IOJI30BATENIO JIOCTyIAa K CUCTEME, CETH, MPUIOKCHHIO
Wiu uHopMauu

VIS OCYIIECTBJICHHS AaTaKh CHCTEMa-OTIPABUTENb  IOCHLIACT
OTPOMHOE  KOJIMYECTBO  tcp syn-makeroB  (TakeToB  C
CUHXPOHM3HWPYIOIIMMH  CHMBOJIAMH) K  CHCTEME-TIOJydJaTelio,
UTHOpUpPYs ack-makeThl, 1oOMBasCh TepenoaHeHuss Oydepa ouepenn
COCIMHECHUN

B OCYIICCTBIICHUU aTaK¥ yYacTBYET OOJIBIIIOE KOJHMYECTBO CHCTEM,
KOTOPBIMH YIIPABJIICT OJHA TJIaBHAs CHCTEMa W OJWH Xakep. Brixon
CUCTEeMBl W3 CTpPOS JOCTUTAeTCI IIyTeM OrPOMHOTO 00beMa
nepe1aBaeMbIX JTaHHBIX

23.BriOepute BepHOE yTBEPKICHUE:

1)

2)

3)

npociyiMBanue (CHUPUHT) pabOTaIOT TOIBKO B CETAX C pa3AesiseMoin
IPOIYCKHOM CHOCOOHOCTBIO C CETEBBIMU KOHIEHTpaTopamMu —
xabaMu; MCIOJIb30BaHUE KOMMYTATOPOB 00ECIEUMBAET JIOCTATOYHO
HaJIC’)KHYIO 3alIUTY OT MPOCTYIIUBAHUS

npociyiMBaHue (CHU(UHT) Xopoiio paboTalOT B CETIX C
paszaensiemMoin MPOIYCKHOM CIIOCOOHOCTBIO Cc CETEBBIMU
KOHIIEHTpaTopaMl — XabaMM;, HCIOJIb30BaHUE KOMMYTAaTOPOB
CHIXAeT 3PPEKTUBHOCTh CHU(UHTA

npociyuiMBaHue  (CHU(MUHT) paboOTalOT TOJBKO B  CETAX C
KOMMYTHPYEMOU cpelou, HCTIOJIB3YIOIIEH KOMMYTaTOPBI;
UCIIOJb30BAaHUE  KOHUEHTPATOPOB  HCKJIKOYAET  BO3MOYKHOCTH
cHuguHra

24.J1ns mpociymuBanus Tpadrka B KOMMYTHPYEMOU CpeJie XaKep T0KEH:

1)

2)
3)

"yOenutp" KOMMyTaTop B TOM, 4YTO TpaduK, MPEACTABISIONINI
MHTEpPEC, TOJKEH OBbITh HAIlpaBJieH K CHU(Depy

3aCTaBUTh KOMMYTATOp OTMPABJIATH BECh TpahuK KO BCEM MOPTaM
OpraHM30BaTh Ha KoOMMyTaTop dos-aTtaky

25.Xakepbl UCTIONB3YIOT JIJIs IepeHanpaBieHus Tpaduka:

1)
2)
3)
4)

arp-cmyuHr

TyOIMpoBaHKE mac-aJapecoB
MMUTAIUS JOMEHHOTO UMEHHU
MOIMEHY 1p-azapeca



26.1{.]15[ BBIIIOJIHCHHU KAKHX aTaK XaKCPp AOJDKCH YCTAHOBUTL IPUIIOKCHUA Ha
JJOKaJIbHOM KOMHBIOTCpe?

1) arp-cnydunr
2) mac-hayauHr
3) moamMeHa ip-aapeca

27.Kakne W3 TMEpeurciIeHHbIX CIyXkO0 Hambojee YyS3BUMBI JJIs aTakud C
W3MEHEHHUEM ip-azpeca?

1) BeO-ciryKObI

2) SNEKTPOHHAS MOYTA
3) rlogin

4) rsh

28.Xakepbl UCIOJIB3YIOT JIJIsl IepeHanpaBieHus Tpaduka:

1) arp-cniyunr
2) nyOauMpoBaHHE Mac-apecoB
3) nmoameHy ip-aapeca

29.Kakoii Tum arakd OB HCIOJB30BAH KEBMHOM  MHUTHHKOM  JUISI
MIPOHUKHOBEHUS B LIEHTP CYNEPKOMIBIOTEPOB B CAH-JTUETO?

1) umuTanms ip-aapeca
2) mepeHarpaBieHue Tpaduka
3) mepenonHenue 6ydepa

30.Kakue Turbl mporpaMM OTHOCSITCSI K BPEJOHOCHBIM?

1) BUpYCHI

2) TPOSHCKHE KOHU

3) depBH

4) CUCTEMHBIC CITYKOBI

5) omepalmoHHBIC CHCTEMBI

31.TposiHCKHIA KOHB — 3TO:

1) mporpaMMHBIA KOJ, BHEAPSIOUIMICS B HCHOJHICMBIH KOJ JAPYrHX
MpOrpaMM M aKTUBU3UPYIOIIUKCS TIPU UX 3aIyCKE

2) 3aKOHUEHHAss M HE3aBUCHMas MpOorpaMMma, KOTopas pa3paboTaHa s
BBINIOJIHEHUS BPEIOHOCHBIX JEHCTBUM MOJ BHJAOM IIOJE3HOU U
WHTEPECHOU NMPOTrPAMMBI:



3) 3TO  caMOpacHmpoCTpaHSIOMAsCs W CaMOBOCIPOU3BOASIIASICS
nporpaMma, KOTopas «IepernoiizaeT» OT CHUCTEMBI K CHUCTeMe 0e3
BCSIKOW TIOMOIIA CO CTOPOHBI KEPTBHI

32.KoMIpIOTepHBIN YEPBb — 3TO:

1) mporpaMMHBIA KOJ, BHEAPSIONIMICS B HCHOJHICMBIH KOJ JAPYrHX
MPOTPaMM U aKTUBU3HUPYIOIIMICS TIPU UX 3aIyCKE

2) 3aKOHYCHHAs] W HE3aBHCHMas IIporpamma, KoTopas paspaboTaHa Jis
BBIINIOJIHEHUS BPEAOHOCHBIX JEWCTBHM TMOJ BHAOM TMOJIE3HOW U
MHTEPECHOU MPOTPAMMBI:

3) 3TO  caMOpacCHIpOCTPaHSIOMIAsICsI M CaMOBOCIPOHW3BOIAIIASCS
mporpamMma, KOTOpasi «Ieperoi3aeT» OT CHUCTEMBI K CHCTeMe 0e3
BCSIKOM ITOMOIIN CO CTOPOHBI JKE€PTBbI

33. Kakag 4yacTth NpCABAPUTCIIBHOI'O HCCICOAOBAHUA  ABJIACTCA Hanoosce
OITIaCHOM JJIL XaKepa IIPpU IIOAT'OTOBKE HaHpaBHGHHOﬁ aTtaku’?

1) pasBepHyTas OTIpaBKa IMMHT-TAKETOB
2) CKpPBITOE CKAHUPOBAHHUE MOPTOB
3) CKaHUpPOBAHHE YSI3BUMBIX MECT

34.IIpumMepoM KOMIBIOTEPHOTO BUPYCa SIBISICTCS:

1) michelangelo

2) MakpOBHpYC Meucca
3) iloveyou

4) slapper

35.IIpumepom "TpOSTHCKOTO KOHS'" SIBISIETCS:

1) michelangelo

2) MaKpoOBUpYC Mejmcca
3) iloveyou

4) slapper

36.IIpumMepomM KOMIBIOTEPHOTO YePBS SBISETCS:
1) michelangelo
2) MaKpoBUpYC MejHcca
3) iloveyou
4) slapper

37.Kak Ha3bpIBaeTCs KaHaJ THIA «TOYKA-TOYKa» B VPN-COCTUHEHUN?



1) o3
2) TpaHK
3) TyHHEIb
4) MocT

38. 1151 KaKoii e NPUMEHSIOTCA BUPTyallbHbIE YaCTHbIE CETU?

1) nus CHWOKCHUS HArpy3KH Ha CETh

2) miis obecriedeHUss THOOPMAIIMOHHOW O€30ITaCHOCTH

3) mns obecriedeHns 0TKa30yCTONYNBOCTH

4) m1sl yMEHBIICHHS KOJMYECTBa IIepeIaBaeMOro CIIy)KeOHOro Tpaduka

39.Ha xaxoM ypoBHE MOJENN 0S1 CO3JAI0T TYHHEIN MTPOTOKOJIBI 12tp u pptp?

1) xaHaJIbHBIN

2) TPaHCTIOPTHBIM
3) cereBoii

4) TpUKIAIHOM

40.Ha xakoM ypOBHE MOJETH O0Si CO3JAeTCs YIPaBISIONICE VPN-TYHHEIEM
COCIMHEHUE MPH paboTe ¢ MPOTOKOJIOM pptp?

1) xaHaJIbHBIN

2) TPaHCTIOPTHBIH
3) cereBoi

4) TpUKIIAIHOM

41.Kak Ha3pIBaeTCsd  MPOTOKOJ  HWHKANCYJSIMA  CETEeBBIX  IAKETOB,
oOecreunBarNINi TYHHETUpOBaHue Tpaduka yepes cetu 06e3 muppoBaHus?

1) pptp
2) gre

3) 12tp
4) ipsec

42.Kakoii TpOTOKOJ CJeAyeT MPUMEHHUTH I TYHHEIMPOBAHUS ipvO-Tpaduka
yepes ceTh ipv4 6e3 mudpoBanus?

1) pptp
2) gre

3) 12tp
4) ipsec

43.Kakoe 0CHOBHOE OTJIMUHE IMPOTOKOoIa 12tp mepen pptp?



1) me mmdpyer nHGOPMAITMOHHBIC TAHHBIC

2) TO3BOJISIET CO3J]aBaTh VPN-COCTUHECHUS

3) MO3BOJSIET CO37aBaTh TYHHENIb HE TOJILKO B CETSX ip, HO M B CETAX
atm, x.25 u frame relay

4) mo3zBousieT mdpoBaTh HHPOPMAITMOHHBIH MAKET MOTHOCTHIO

44, HeoO6X0aMMO TOCTPOUTH Vpn-KaHall 4epe3 OTKPBITYIO0 1p-CeTh K netbeui-
cetu. Kakue mpoTOKOJIbI MOYKHO MCIIOIB30BATh?

1) pptp
2) 12tp
3) ipsec

45.Kako# 3arojoBok n00aBiseTcs K MakKeTy MPpU Iepenade Mo TyHHeno 12tp
nociie udp-3aroynoBka?

1) 12tp
2) ppp
3) ip

4) pptp

46.KommproTep-nionyyaTens MONyYMJ JaHHbIEe 1O TyHHemo 12tp. Kakoi
3aroJIOBOK OH oOpabaTbIBaeT BHavase?

1) 12tp
2) ppp
3) ip

4) pptp

47.Kakue NaHHbIE B COCTaBe Kajapa l2tp HCMOIb3yeT KOMIBIOTEP-TIOIydaTellb
TUTSI UIeHTU(DUKAIIY TyHHEIs?

1) I12tp-3aronoBok
2) PPpP-3aroyIoBOK
3) ip-3aroy0BoK

4) pptp-3aroa0Box

48.BpiOepuTe BepHOE YTBEPKICHHUE B OTHOILIEHUH Vlan.

1) mepenava KaJpoB MEXAY pa3HBIMHU Vvlan OCyIIEeCTBISIETCS Ha OCHOBE
mac-aapeca

2) mepenaya KaapoB MEKIY Pa3HBIMH vlan HEBO3MOXKHA

3) mepengaua KaapoB MEXIy pasHbIMH vlan BO3MOXHa TOJBKO Ha
OCHOBAaHHH WHJIUBHUIYyAJIHFHOTO Mac-ajapeca



4) mepenada KaJpoB MEXIy pa3HbIMU vlan Ha OCHOBaHHMH Mmac-ajpeca
HEBO3MOKHA

49.Kak Ha3pIBaeTCs CTAaHAAPT JJISl BAPTYAIbHBIX JTOKAIBHBIX CETEH?

1) ieee 802.11
2) ieee 802.11i
3) ieee 802.1q
4) 802.1ad

50.Kak Ha3bIBaeTCsl CTaHAAPT, KOTOPHIN MO3BOJISIET MpoOpackiBaTh vlan BHYyTpU
apyroro vlan’a?

1) ieee 802.11
2) ieee 802.11i
3) ieee 802.1q
4) 802.1ad

51.BeiOepuTe BepHbIC YTBEPKACHUS B oTHOIIeHHH vlan u netdefendos.

1) vlan id MoxeT Ha3HAYATHCS TOIBKO OJHOMY ITOPTY

2) vlan id MoxeT Ha3HAYATHCS Pa3HBIM MOPTAM

3) ecnu Ha OTHOM KOMMYTATOpE pa3HbIM IMOPTaM TPUCBOCHBI Pa3HBIC
3HadeHusd vlan id, Tpapuk MOAKIIOYEHHBIX Vlan He OyIeT U30JIUpPOBaH

4) ecnu Ha OJHOM KOMMYTATOpE pa3HbIM IOPTaM MPHUCBOCHBI Pa3HBIC
3HadeHud vlan id, Tpapuk MoAKIIOYEHHBIX Vlan OyeT n30aupoBaH

52.Kakoe Ha3BaHHE€ MOJy4YWJIa TEXHOJIOTHSI, TIO3BOJISIIONIAS OOECIEUYUTh OJTHO
WIN HECKOJIBKO CETEBBIX COEAMHEHHH (JIOTMUECKYIO CETh) TMOBEPX APYrowu
CETH C MPUMEHEHHEM CPEJICTB Kpurrorpadun?

1) BuUpTyalbHAsI YaCTHAsI CETh

2) BHpTYyallbHasl JJOKAIbHAsS CETh

3) 3amuIeHHAs MaruCTpaibHAas CETh
4) BupTyallbHAs KaHAJIbHAS CETh

53.Kak Ha3pIBaeTCs KaHAJ THITA «TOYKA-TOYKa» B VPN-COCTUHEHHUN?
1) nutro3
2) TpaHK
3) TyHHENb

4) moct

94.]1114 KaKoi 1eJIh MPUMEHSIOTCSI BUPTYaIbHbIE YACTHBIE CETH?



1) nus CHUKCHUS HArpy3KH Ha CETh

2) miis obecriedeHust HHOOPMAIIMOHHOM OE30MaCHOCTH

3) ms obecreYeHns 0TKa30yCTOHUYNBOCTH

4) Ui yMEHBIIICHHUS KOJUYECTBA IePeIaBaeMoro CIIy)kKeOHOro Tpaduka

55.Ha xakoM ypoBHE MOJIENIH 0S1 CO3JaI0T TYHHEIH MIPOTOKOJIBI 12tp u pptp?

1) xaHaJIbHBIN

2) TPaHCTIOPTHBIN
3) cereBoi

4) TpUKIIaIHOM

56.Ha xakoM ypoBHE MOJEIM 0SI CO3/JaeTCs YIPaBISIIONIEE VPN-TYHHEIEM
COEIMHEHHE NP padOTE C MPOTOKOJIOM pptp?

1) xaHaJIbHBIN

2) TPaHCTIOPTHBIH
3) cereBoii

4) TpUKIATHOM

57.Kak  Ha3piBaeTCs  NPOTOKOJ  MHKANCYJSIUUM  CETEBbIX  IAKETOB,
o0ecreynBaoINi TYHHEIUPOBaHHE TpaduKa yepe3 ceTu 0e3 muppoBaHus?

1) pptp
2) gre

3) 12tp
4) ipsec

58.Kako# mpoTokoJ cieyeT MPUMEHUTh JIsi TYHHEITUPOBaHUs ipvo-Tpaduka
yepe3 ceTh ipv4 0e3 mudpoBanus?

1) pptp
2) gre

3) 12tp
4) ipsec

59.Kakoe ocHOBHOE OoT/IMUKE IPOTOKOA 12tp mepen pptp?

1) we mmdpyer nHGOPMAITMOHHBIC TAHHBIC

2) MO3BOJISIET CO3/]aBATh VPN-COCTUHCHUS

3) MO3BOJISIET CO37aBaTh TYHHENb HE TOJILKO B CETSAX ip, HO U B CETAX
atm, x.25 u frame relay

4) no3BouisieT mudpoBaTh HHPOPMAIIMOHHBIH MAKET MOTHOCTHIO



60.HeoOxoaumMo MOCTPOUTH vpn-KaHajd 4Yepe3 OTKPBHITYIO ip-ceThb K netbeui-
cetu. Kakue mpoToKosbl MOKHO UCTIOIb30BATH?

1) pptp
2) 12tp
3) ipsec

61.Kakoit 3aromoBok A00aBiseTCs K MAaKeTy MpU Tepeaade Mo TyHHEmo 12tp
nociie udp-3aroyioBka?

1) 12tp
2) ppp
3) ip

4) pptp

62.KommnbroTep-nonyyarenb MOMy4YWs JaHHble 1Mo TyHHento [2tp. Kaxoi
3aroJiIoBOK OH oOpabaTbiBaeT BHavase?

1) 12tp
2) ppp
3) ip

4) pptp

63.Kakue nmanHbBIC B cocTaBe Kampa 12tp MCHoNb3yeT KOMIThbIOTEP-TIONydaTeih
JUTSL UACHTU(DUKAIIMY TYHHEIIS ?

1) 12tp-3aronoBok
2) PPP-3arojoBOK
3) ip-3aroyioBOK

4) pptp-3aronoBok

64.Kakoil mpOTOKOJ B COCTaBe ipsec 0OCCIEeYMBACT MPOBEPKY IEIOCTHOCTH
3alMIIaeMON  YacTH  IakeTa, HO TIPK OTOM HE TapaHTHPYET

KOH(pHIEHIIUATTBHOCTh ?
1) ah
2) esp
3) ke

65.Kako#t mpoTtokon B coctaBe ipsec oOecrieunBaeT KOH(MUIACHIIMATBLHOCTh U
I[EJIOCTHOCTh TIEPE1aBaACMbIX JAHHBIX ?

1) ah
2) esp
3) ike



66.Kakoil mpoTokoa obecreunBaeT CpeacTBa ayTeHTU(DUKALMN MEXIY ABYMS
KOHEYHBIMH TOYKaMH vpn?

1) ah
2) esp
3) ke

67.B dyeM oTiaMuMe TPAHCIOPTHOTO pPEeXHUMa pabdOThl MPOTOKOJOB ah U esp oOT
peXUMa TYHHETUPOBAHUS?

1) B TpaHCHOPTHOM pexuMe MH(PYyeTCcs MOoJe NAaHHBIX, COIEpIKaIIee
MPOTOKOJIBI tcp/udp, B TYHHETFHOM —BECh 1p-TIaKeT

2) B TPAHCHOPTHOM PEXKHUME MIM(DPYIOTCS TOIBKO JAHHBIC MPUKIIATHOTO
YPOBHS, @ TYHHEIIbHOM —B€Ch ip-TlaKkeT

3) B TPaHCHOPTHOM pexkuMe mHdpyeTcs Bech ip-NakeT, B TYHHEIbHOM
— TI0JIe JJaHHBIX, COJIeprKalliee MPOTOKOJIbI tecp/udp

4) B TPaHCIIOPTHOM peKUME paboTaeT ah, B TYHHEIBHOM — €SP.

68.Kakoit pexum paboThl MNPOTOKOJOB ah © esp HCHOJb3yeTcss Mpu
opraHm3ainu 0Oe30MacHON TMepefayd JaHHBIX Yepe3 HHTEPHET MEeXIy
HUTI03aMH JIJ1s1 OOBEAMHEHUS Pa3HBIX YacTe BUPTYyalbHOM YaCTHOU ceTh?

1) TpaHCHOPTHBIHA
2) TYyHHEJbHBIH

69.B xakom pexxume paboThl TPOTOKOIOB ah u esp mudpyeTcs Bech Maker, B
TOM YHCIIE 3ar0JIOBOK CETEBOTO YPOBHS?

1) TpaHCHOPTHBIH
2) TYyHHEJbHBIH

70.Y1o Takoe icv?

1) waeHTHUPUKATOP MPOTOKOJIA

2) KOHTPOJIbHAS CyMMa

3) wuneHTU(UKATOP BUPTYaTHHON YaCTHON CETH
4) BpeMms )KU3HU

71.]1151 4ero UCTONb3yEeTCS KOHTPOJIbHAS CyMMa nakera?

1) ams cxaTHs Mmakera

2) JUIA MapUIpyTHU3alUy MMaKeTa

3) g Havaja mporecca pacumppoBKU
4) st ayTeHTU(DUKALH



[2.]17151 4ero UCTONBb3YETCS BEKTOP MHUIMATU3ALUHN ?

1) ans cxaTs makera

2) Ui MapUIpyTHU3alUH IMaKeTa

3) U1 Havaja mpoiecca pacumppoBKU
4) nns ayreHTU(OUKALAN

73.B KkakoM pexuMe YCTAaHOBKM VPN-COCAMHEHHUS €CTh BO3MOXKHOCTH
COTJIACOBaHUS BCEX MapaMeTpPOB KOH(PHUTypaluu yCTPOMCTB OTHPABUTENS U
noyryvaress?

1) main mode
2) aggressive mode

74.BbibepuTe BepHBIC YTBEPKACHUS B oTHOMIeHHK Phase one u phase two.

1) phase two lifetime kopoue, yem phase one

2) phase one lifetime kopoue, uem phase two

3) s o0oux y3j710B HEOOXOAMMO 3a7aTh OJWHAKOBBIC MapaMETPhI
phase two u phase one COOTBETCTBEHHO

4) 'y 00oux y3J10B JOJKHO OBITH pa3HOE 3HAYCHHE phase one

75.UT0 I0KHO TPOM3OMTH TNPH HCTEUYCHHH BPEMEHH, YCTAHOBICHHOIO B
kagecTBe ipsec Sa lifetime?

1) npekpaiieHue oOMeHa 1Mo JaHHOMY Vpn-KaHay

2) B3aMMHas MepeuIeHTH(PHUKAINS yYaCTHUKaMU OOMEHa
3) cMeHa KiIroya muppoOBaHUS

4) cMeHa aJropuTMa muppoBaHHS

76. 1151 wero mpumensiercst napametp dpd expire time B MEKCETEBBIX DKpaHaX

d-link?

1) ans TOro 4TOOBI 334aTh BPEMSI, 10 UCTEYEHUN KOTOPOTO MPOUCXOIUT
B3aUMHas MepeUICHTU(PUKALIMS Y3JI0B B VPN-TyHHEIIE
2) s TOrO 4YTOOBI WCKJIIOYUTH CYIIECTBOBAHHE VPN «TYHHEJCH-

MIPU3PAKOBY

3) nns TOro 4toObI 3a1aTh BpPEeMsl, 10 MCTCUCHHUH KOTOPOTO MCHSCTCS
KJTt04 1mudpoBaHus VPN-TyHHETS

4) st Toro 4toObl 337aTh BPEeMs, 10 MCTCUCHUH KOTOPOrO MEHSETCS
aNropuT™ MmudPOBAHUS VPN-TYHHEIS

7'7. 151 aero ObLT CO3/1aH TPOTOKOI nat traversal?



1) st Toro 4TOOBI COTJIACOBBIBATH AJNTOPHTM INMW(POBAHHS B VpNn-
TYHHEJIE

2) IS TOro 4TOOBI Nat-IuTi03b6I MOTJIH 00pabaThIBAaTh ipsec-Tpaduk

3) s BeIpaOOTKH KiTtoua MH(POBAHKS B VPN-TYHHEIC

4) sl BO3MOXKHOCTH  JIOOABJICHHMSI ~ €Sp-3aroJioBKa B COCTaB
nepeaBaeMoro rmakera JaHHBIX

78.Kakoli MOMOJHUTETHHBIN 3arojOBOK T00ABISIET MPOTOKON nat traversal k
makeTam ipsec?

1) tcp
2) udp
3) ppp
4) esp

79./1ns dero meHTp cepTU(GUKAIIUUA Ca MOMUCHIBACT CEPTUPHUKATHI OTKPBITHIX
KJTro4ei?

1) 4TOOBI KOHTPOJUPOBATH UX IEIOCTHOCTh

2) 4TOOBI 00CCIICYUTh KOHPHUICHIIMATBEHOCTh

3) 4YTOOBI MHKAICYJIMPOBATH UX B IPOTOKOJIBI KAHAJLHOTO YPOBHS
4) d9TOOBI HOATBEPIUTH UX MOJTUHHOCTH

80.ya wero cepTudUKAT HEHTpa CePTHPHUKAIUN ca A0OaBIsIeTCS B MoJie root
certificates B MexceteBbIX kpanax d-link?

1) 4TOOBI MEXCETEBOHM SKpaH MOMIMUCHIBAT KIUCHTCKHE CEPTHU(PHKATHI
cepTuduKaToM ca

2) 4TOOBI MEXCETEBOW 3KpaH HE MPOIyCKal JaHHBIC OT KJIMEHTOB,
cepTU(PUKATH KOTOPHIX MOAMKUCAHBI JAHHBIM Ca

3) 4TOOBI MEXKCETEBOW 3KpaH 3HAJ, KaKUM CEepTH(PHKATaAM OH MOXKET
JIOBEPSITH

4) 4TOOBI CO3/1aBaTh CAMOTIOANMUCAHHBIC CEPTH(HUKATHI

81.Kak Ha3piBaeTcs JorHveckas TpyIa yCTPOWCTB, UMEIOIINX BO3MOXKHOCTH
B3aUMOJICMCTBOBATh MEXAY COOON HAMpsSMYyIO0 Ha KaHAJbHOM YpPOBHE, XOTS
(u3MUEeCKH TpPHU 3TOM OHU MOTYT OBbITh MOAKIIOYEHBI K Pa3HbIM CETEBbIM
KOMMYTaTropam?

1) BupTyaigbHas 4YaCTHas CETh

2) BUpPTYyaJlbHas JIOKAIbHAS CETh

3) 3amuineHHas MarucTpaibHasi CeTh
4) BupTyasJbHas KaHaJIbHAs CCTh

82.Bribepute BepHOE YTBEPKICHUE B OTHOIIICHUHU Vlan.



1) Ttpaduk ycTpoicTB, HaXOAANIMXCS B Pa3HBIX vlan’ax, MOJIHOCTHIO
U30JIMPOBAaH OT JIPYIMX Y3JIOB CETH Ha KAHAJIBHOM YPOBHE, TOJBKO
€CJIM OHU NOJKJIFOYEHBI K Pa3HBIM KOMMYTaTOpaM

2) TpaduK YCTPONCTB, HAXOAAIIMXCS B Pa3HBIX vlan’aX, MOIHOCTHIO
U30JIMPOBAH OT JPYTUX Y3JIOB CETH HAa KAHAJIBHOM YPOBHE, TAKE €CIIN
OHM IOJKJIFOYEHBI K OJTHOMY KOMMYTaTOpPY

3) TpaduK yCTPOWCTB, HAXOIAIIMXCS B Pa3HBIX vlan’ax, MOJHOCTHIO
M30JMPOBAH OT JIPYTUMX Y3J0B CETH HAa KaHAJIbHOM YPOBHE, TOJIBKO
€CJIM OHU MOJKJIFOYEHBI B Pa3HBIM MapIIpyTH3aTOPAM

4) TpaduK yCTPONCTB, HAXOASIIUXCS B Pa3HbIX vlan’ax, He U30JUPOBaAH
OT APYTUX YCTPOMCTB CETH

83.Kakoli JOMOJHHUTEIBHBIN MMapaMeTp IMPU HACTPOHKE Vpn B MEKCETEBBIX
dKpaHaX HEO0OXOIWMO HCIIOIb30BaTh JJIsS JOMOJHUTEIBHOrO MH(pOoBaHUs
mpu oOMeHe KJII0YaMu BO BTOPoi ¢aze?

1) nat traversal

2) pexuM ike

3) rpynmna kimoueit dh ike

4) coBepieHHAS TpsiMasi CEKpPeTHOCTH (pfs)

84.Kakoli TIpOTOKOJ B COCTaBE ipsec OOECIeYMBAET MPOBEPKY IEIOCTHOCTH
3alIMIIA€MON  YacTH TMakKera, HO TpH OTOM HE TapaHTUPYET
KOH(DHICHIIMATTBHOCTh ?

1) ah
2) esp
3) ike

85.Kako#i mpoTokos B cocTaBe ipsec obOecreunBaeT KOH(MUIEHIIMAILHOCTh U
IIEJIOCTHOCTh TIEPE/1aBaCMbIX JAHHBIX ?

1) ah
2) esp
3) ike

86.Kaxoif mpoTokos obecrieunBaeT CpeACcTBa ayTeHTU(DUKAIIMH MEXIY IBYMS
KOHEYHBIMU TOYKAMHU Vpn?

1) ah
2) esp
3) ke

87.B ueM oTnaMuHe TPAaHCHOPTHOTO peXHrMa pabOThI MPOTOKOJIOB ah U esp OT
peXuMa TYHHEJIMPOBAHUS?



1) B TpaHCHOPTHOM pexuMe MH(PyeTcss MoJe NaHHBIX, COIEpIKaIIee

POTOKOJIBI tcp/udp, B TYHHEJIBHOM —BECH 1p-TIAaKET

2) B TPAHCHOPTHOM PEXKHUME MIM(DPYIOTCS TOJIBKO JAHHBIC MPUKIIATHOTO

YPOBHSI, a TYHHEJIbHOM —B€Ch 1p-TIaKeT

3) B TPaHCHOPTHOM PEKUME IMIUPPYETCS BECh ip-MIAKET, B TYHHEIBHOM

— TI0JIe JaHHBIX, COJIeprKalliee MPOTOKOJIbI tecp/udp

4) B TPaHCIIOPTHOM pexHMe padoTaeT ah, B TYHHEIILHOM — €Sp.

88.Kakoit pexum paboThI

OpPOTOKOJIOB ah W esp HCHoJb3yeTcsl TMpu

opraHm3anuu 0e30MacHO TMepeiaydl JaHHBIX Yepe3 MHTEPHET MEXIY
[TF03aMU 17151 00bEeTMHEHUS Pa3HbIX YacTe BUPTYyaJIbHOW YacTHOM ceTn?

1) TpaHCHOPTHBIHA

2)

TYHHEJIbHBIN

89.B kakom pexxume paboThl MPOTOKOJIOB ah U esp mmdppyeTcs Bech MAKET, B
TOM YHCIIE 3ar0JIOBOK CETEBOT'O YPOBHSI?

1)
2)

TPAHCIIOPTHBIN
TYHHEJIbHBIN

90.Yto Takoe icv?

1)
2)
3)
4)

UAEHTU(UKATOP IPOTOKOIIA

KOHTPOJIbHAsI CyMMa

UIEHTU(UKATOP BUPTYaJIbHON YaCTHOM CETH
BpEMsI )KU3HU

91. 1151 uero UCTONB3yeTCsl KOHTPOJIbHAS CyMMa Takera’?

1)
2)
3)
4)

JUTSL COKaTHSI IaKeTa
JUIS MapIIpyTU3aLMK TTaKeTa

JUIS Havasia mpoliecca pacimppoBKH
JUISl ayTeHTU(DUKALUH

92. 15151 4ero UCIOIb3yEeTCs BEKTOP MHHUITHATH3AIAN ?

1)
2)
3)
4)

IUTSL COKATHS ITaKeTa

JUTSI MapIIPyTHU3AIMK TaKeTa

JUIS Hadasia mpoliecca pacimppoBKH
JUTSL Ay TeHTU(DUKAITIN

93.B kakoM pexumMe YCTAaHOBKHM VPN-COCAMHEHUS €CTb
COTJIACOBaHUS BCEX MapaMeTpOB KOH(UTYpaIMy YCTPOUCTB OTIPABUTENS U
nostyqaress?

BO3MOXHOCTB



1) main mode
2) aggressive mode

94.Br10epuTe BepHbIC YTBEPKACHHUS B OTHOIIEHHU phase one u phase two.

1) phase two lifetime kopoue, uem phase one

2) phase one lifetime xopoue, uem phase two

3) s oboux y310B HEOOXOAMMO 33JaTh OJWHAKOBBIC IapaMeTphI
phase two u phase one cOOTBETCTBEHHO

4) 'y 00oux y3J10B JOJDKHO OBITh pa3HOE 3HAYCHHE phase one

95.Y10 MODKHO TMPOW3OMTH TPH HCTEUYCHUH BPEMEHH, YCTAHOBJICHHOTO B
KauecTBe ipsec
Sa lifetime?

1) npekpaiieHue oOMeHa 1Mo JaHHOMY Vpn-KaHay

2) B3aMMHas MepeuICHTH(HUKAINS yYaCTHUKaMU OOMEHa
3) cMeHa KiIroya muppoBaHUS

4) cMeHa aJropuTMa MUuppPOBaHMS

96./1ns1 yero mpumMeHnsiercs napamerp dpd expire time B MEXKCETEBBIX IKpaHaX
d-link?

1) Jns Ttoro 49ToOBI 3aJaTh BpeMs, II0 HMCTCYCHHH KOTOPOTO
MPOUCXOJIUT B3aUMHas NeperIeHTUPUKAIUS Y3TI0B B VPN-TyHHEJE

2) Jnus Toro 4YTOOBI HMCKIIOUUTH CYIIECTBOBAHHE VPN «TYHHEJCH-
IPU3PAKOBY

3) g Toro 4toObI 3a7aTh BpeMs, MO0 MCTEUYCHUU KOTOPOIO MEHSCTCS
KJTF04 I POBAHUS VPN-TYHHETIS

4) Jlnst TOoro 4ToObI 3a7aTh BPEMs, MO UCTEYCHUH KOTOPOTO MEHSETCS
aNropuT™M MU(POBAHUS VPN-TYHHEIS

97. 11 9ero ObLT CO371aH TPOTOKOJ nat traversal?

1) Jlns TOro 4TOOBI COTJIACOBBIBATH ANTOPUTM INMU(POBAHUS B VpNn-
TYHHEJEe

2) Jns Toro 4To0bl Nat-IuT036l MOTIIH 00padaThiBaTh ipsec-Tpaduk

3) s BeIpabOTKH Kitoua muppOBaHUS B VPN-TYHHEIIC

4) Jlns  BO3MOXHOCTH  JOOABJCHUS  €Sp-3aroJioBKa B COCTaB
MepeAaBaEMOro NakeTa JaHHbIX

98.Kako# MOMOJHUTENHHBIN 3aroJ0BOK JT0OABISIET MPOTOKON nat traversal k
rmakeTraM ipsec?



1) tcp

2) udp
3) ppp
4) esp

99./1ns yero nentp ceprudukanuu CA MoANUCHIBaCT CePpTUPUKATHI OTKPBITHIX
KJTro4ei?

1) YtoOBI KOHTPOJIUPOBATH UX IEITOCTHOCTD.

2) UtoOsI oOecrieynTh KOH(DHUICHIIMATEHOCTb.

3) UYToOBI HHKAIICYIMPOBATh UX B MPOTOKOJIBI KAHAIHHOTO YPOBHS.
4) YtoObl MOATBEPIUTH UX TIOJUTHHHOCTD.

100. OCHOBHBIMM HCTOYHHUKAMHU YIpo3 HH(POPMAIMOHHON 0€30MacHOCTH
SBJISIFOTCSI BCE YKa3aHHOE B CITHCKE:
1) XuieHue eCTKUX TUCKOB, IOKIFOUYEHUE K CETH, MHCANIEPCTBO.
2) TlepexBaT HaHHBIX, XWIICHHE JAHHBIX, HW3MCHCHHE AapXUTCKTYPhI
CUCTEMBI.
3) XwuiieHue  JaHHBIX, MOJKYH  CHCTEMHBIX  aJIMHHHCTPATOPOB,
HapylIeHUE perjaMeHTa padoThl.

3aganus B OTKPbITOH popme

1) ... - XapaKTepUCTHKA CPEJCTB CUCTEMBbI, BIMSIONIAS HA 3aAIIUIICHHOCTh U
OMHChIBAEMas OMPENIEICHHON Tpynnoil TpeOOBaHU, BapbUPYEMBIX MO YPOBHIO U
riyOrMHEe B 3aBUCUMOCTH OT KJlacca 3allUIIeHHOCTH

2) ... - DTO aKTHBHBI KOMITOHEHT 3all[MThI, BKJIIOYAIOIIUI B ceOs aHaIM3
BO3MOXKHBIX YIpO3 U PUCKOB, BHIOOp M€p MPOTHUBOACHCTBHSI U METOAOJIOTHIO UX
IIPUMEHEHMUS.

3) Ilog TepMUHOM ... TOHMUMAETCS CUCTEMHBIH TPOLECC TONyYCHHS |
OLIEHKH OOBbEKTUBHBIX JAHHBIX O TEKYILEM COCTOSIHUU oOecredeHus 0e30MacHOCTH
uHdopMaIuu.

4) ... — aHaNMM3 pEATM30BAaHHBIX MEp 3alUThl HWH(POPMAIUHU, KOTOPBIH
MO3BOJUT  OMNPEACIUTh CTENEeHb COOTBETCTBUS TPEOOBAaHUSIM  OCHOBHBIX
HOPMAaTUBHO-TIPABOBBIX  AKTOB, a TakKX€ OLEHUTh pEaJbHbId  YPOBEHB
3AIIMIIEHHOCTH OPTraHU3alyy OT BO3MOKHBIX yIPO3.

5) ... KpUTEPUH MPEABSIBISIIOTCS K BO3MOXKHOCTSM MEP U CPEICTB 3allUThI
uH(pOopMaIMK, ONpEeACNAIONINM KelaTeabHblid pexkum padotsl UC. BxitouaroT B
ceOst TpeboBaHUs: OpraHN3aIMOHHbIE, DKCIUTyaTalluOHHBIE U K Oe3omacHoctu UT.

6) ... KpUTEpUHU TNPEHBSIBISAIOTCS K JCHCTBHAM pPa3pabOTUMKA CHUCTEMBI,
JOKYMEHTaM JUIsl OLEHUBaHus U paboTe camoil opraHuzauuu. Bxiouaror
TpeOoBaHus AoBepus kK Mepam kK C3U B MHPOpMAIIMOHHBIX CHUCTEMaX, a TaKxke K
uX pa3paboTKe U 3KCILTyaTalllu.



7) ... — TIONOXeHHs TMOJMTHK Oe3omacHocTH, 3arparuBaromux OO u
YUUTBIBAIOLINX €r0 OCOOEHHOCTH;

8) ... — Mephsl pU3UUECKON 3alIUTHI, IEPCOHAI U €ro crielurKa;

9) ... — naz"auenue OO, npeamnonaracMbie 00JaCTH €ro IPUMEHEHUS.

10) ... — tunoBo# Habop TpeOoBaHMiA 111 HeKoTOopoit kateropuu OO.

11)... — [OKyMEHT, cojep aliuid TpeOOBaHUsS O€30MaCHOCTH IS

KOHKPETHOW pa3pabOTKH, BBINOJHEHHE KOTOPHIX OO0ECleYnBaeT JOCTHXKEHHE
IIOCTaBJIEHHBIX 11eJIei 6e30MMacHOCTH.

12) ... — moOoli KOHTelHep, MpeIHa3HAUYCHHBIN ISl XpaHeHUsT HH(POpMaIny,
MOJIBEP>)KCHHBIN  yrpo3aM HH(POPMAIMOHHON Oe30macHOCTH (cepBep, pabouas
CTaHIUs, IEPEHOCHON KOMIBIOTED).

13) ... — AeicTBHE, KOTOPOE MOTSHIIMAIEHO MOXET MPUBECTH K HAPYIICHUIO
0e30MacHOCTH

14) ... — 310 cnaboe MecTO B MH(DOPMAIIMOHHOW CHCTEME, KOTOPOE MOKET
MPUBECTU K HAPYIIEHUIO 0€30MMaCHOCTH MyTEM peajn3alii HEKOTOPOU yTPO3bl.

15) ...— ymep0, KOTOpBIi TOHECET KOMIIAHHS OT MTOTEPH pecypca

16) ... — cTemeHb BIUSHHS pealn3allid yrpo3bl Ha Pecypc, T.€. KaK CHIIBHO

peanu3anus yrpo3bl HOBJIMSIET Ha paboTy pecypca.
17) B  konmenmuu  oOecnieyeHHss  HUHPOPMALMOHHOW  OE30MaCHOCTH
MIPEANPUATHS ONIPEACIISIOTC. ..

18) ®opmuposanue 3amuthl B IC ocHOBBIBaeTCS Ha ...

19) TectupoBaHue 1O METONY «...» TMpEINojiaraeT OTCYTCTBHE Y
TECTUPYIOUIEH CTOPOHBI KaKUX-TUOO CIEIUAIBHBIX 3HAaHUH O KOH(UTypanuud u
BHYTPEHHEH CTPYKTYype 00BEKTa NCTIBITAHHIA.

20) Meton «...» TpeAroiaraeT COCTaBJICHHE MPOTPaMMbl TECTHPOBAHHS Ha
OCHOBAHWU 3HAHH O CTPYKTYpE U KOHPHUTyparuyu 00bEKTa UCIIBITAHHIA.

21) ... — mporiecc, BKIFOYAONINA aHaTN3 KOHQUTYpaluid 00beKTa OICHKH 1
PHCK-OpPUEHTHPOBAHHYIO CUMYJISIIUIO IEHCTBHUH 3T0YMBIIIICHHHKA.

SaJaHne HA YCTAHOBJICHHE l'[paBI/I.]'leOf/i nmocjaea0BaTeJIbHOCTH

1. Pacnonoxxure 3Tambl MOCTPOCHUSI DKCIIEPTHOM CHUCTEMbI B TMPABUILHON
MOCJIEI0BATEIbHOCTH:
1) dopmanuzanus,
2) BrimoaHenwue,
3) TecrtupoBanue
4) OmnbITHAs dKCIIEPTU3A
5) Unentudukarus,
6) Konuenryanusanus,

2. YCTaHOBHUTE 3Talbl ayAuTa 6€301aCHOCTH:
1) WHunuupoBaHue IPOLEAYPHI ay/IUTa;
2) COop uHpOpMAIIUHU ayInTa;



3) AHanu3 JaHHBIX AY/IHTA;
4) BpIpaboTKy peKOMEHIAIHiA;
5) MOArOTOBKY ayJMTOPCKOIO OTYETA.

3. YcranoBure stansl C3U:
1) TpeboBaHHs U KPUTEPUU CUCTEM 3aIUTHI HH(OPMAIIHH.
2) Buenpenne C3U.
3) Arrecramus C3U.
4) Pazpabotka C3U.

4. VYcraHOBUTE dTalbl aHAJIN3A 3aIMUIICHHOCTH:
1) AHanw3 Moy4eHHBIX JAaHHBIX U YSI3BHMOCTEH.
2) BeipaboTka peKOMeHIAINH.
3) IloaroToBKa OTYETHBIX JOKYMEHTOB.
4) VuumuupoBanue U IuaHupoBanue OmpenerieHue 00JIACTH M TPAHUIL
ayJnTa.
5) OGcnenoBanue, JOKYMEHTHPOBAHUE U cOOP MHPOPMAITUH.

5. VYcraHoBHTE 3TaNbl BHEPEHHUS MEKCETEBOTO IKpaHa:
1) TInanupoBanue
2) TectupoBanwue
3) PasBepTeiBaHme
4) YupapieHue
5) Kondurypuposanue

6. YcraHoBHTE 3TAmbl Pa3BUTHS HHPOPMAIIMOHHBIX TEXHOJIOTHIA:
1) «dmexTpuyecKasy TEXHOJOTHS.
2) «3JNEKTPOHHAs TEXHOJIOTHS.
3) «KOMITBIOTEPHAs» TEXHOJIOTHSI.
4) «pydHas» TEXHOJOTHS.
5) «MexaHUYecKas» TEXHOJIOTHS.

/. Pacnonokxute STanmbl pa3BUTHS MH(POPMAIMOHHBIX TEXHOJOTHUH B
COOTBETCTBHUHM C MpoOJeMaMH, CTOSIIMMH Ha TYTH WHGOpMaTU3ALUU
oO1ecTna.

1) MakcuMaibHOE YAOBJICTBOPEHUE IOTPEOHOCTEH TOJIB30BATENSI H
CO3J]aHME COOTBETCTBYIOIIETO MHTEpdeiica paboThl B KOMIIBIOTEPHOMN
cperne.

2) OOpaboTka OOJBIIMX OOBEMOB JAHHBIX B YCJIOBUSAX OIPaHUYCHHBIX
BO3MO>KHOCTEH armapaTHbIX CPE/ICTB.

3) OtcraBaHue MPOrPaMMHOIO OOECHeUeHUus] OT YPOBHS Pa3BHUTHS
anmnapaTHbIX CPECTB.

4) BpipaboTKa COTTALICHUH W YCTaHOBJICHHE CTAaHIAApTOB, MPOTOKOJIOB
JUI KOMIIBIOTEPHOM CBSI3M; OpraHM3alMsl AOCTYIa K CTPAaTerHuecKoin
uH(}OpMaIUK; opraHu3aIys 3aUThl U 0€30MacHOCTH H(OpMaIuu.



8. Tlporecc paspadotku B cpene OOII BritodyaeT B ceOst CIIEAYIOIINE ITAlbI:
1) ConpoBoKacHHE
2) Moaudukanuys
3) IIporpammupoBaHue
4) AHanu3
5) IIpoexkTupoBaHue

9. BeiGepute mNpaBWIBHYIO TIOCIEIOBATEIBHOCTh JITAllOB  pa3pabOTKH
npodus 3aIuTHI.
1) Ananu3 cpenbl npumeneHus UT-ipoxykTa ¢ TOYKU 3peHUst
2) 0€30IMacHOCTH.
3) Bribop npoduins-nporoTura.
4) Cunre3 TpeOOBaHHUH.

10.BpiOepute  mpaBWIBHYIO  IOCJIEIOBAaTEIbHOCTh  3TAllOB  3alUThHI
uHpopManuy, HWHGOPMALMOHHBIX TEXHOJOIMH U aBTOMAaTHU3MPOBAHHBIX
CUCTEM OT aTak:

1) AHamu3 pUCKOB Il aKTHBOB OpPTraHW3aIlMH, BKIIOYAIOIIUH B ceOs
BBISIBJICHUE IICHHBIX AKTUBOB M OLIEHKY BO3MOKHBIX ITOCJIEICTBHI
peanu3anuu aTak ¢ UCIOJIb30BAHUEM CKPBITBIX KaHAJIOB

2) Peanmu3zanus 3allUTHBIX MEP IO IPOTHBOACHCTBUIO CKPBITHIX KAHAIOB

3) Opranuzanus KOHTPOJIS 3a MPOTUBOICHCTBHEM CKPBITHIX KAHAJIOB.

4) BpIsSBIICHUE CKPBITHIX KaHAJIOB M OIICHKA WX OMACHOCTH JJISi aKTHBOB
OpraHHU3alHH

11.Brpibepute mpaBUIIBHYIO MOCJIEA0BATEILHOCTh TANOB KM3HEHHOTO MK
UH(OPMAITMOHHOTO CepBHUCa:

1) CepBuC yCTaHaBIMBACTCS, KOHPHUTYpUPYETCS, TECTUPYETCS U
BBOJIUTCS B OKCILTyaTaIlHIo.

2) Ha pganHOM »JTame BBISBISICTCS HEOOXOAMMOCTH B MPHOOPETEHHH
HOBOI'O  CEepBHCA, JIOKYMEHTHPYETCS  €ro  IpeanojaraemMoe
Ha3HAa4YEHUE.

3) Ha maHHOM 3Tame COCTaBIISIOTCS CHEM(HUKAINY, TPOPaOaThIBAIOTCS
BApUAHTHI MPUOOPETEHNS, BBITIOJIHAETCSI COOCTBEHHO 3aKYyIIKa.

4) Ha maHHOM 3Tarie CepBHUC HE TOJILKO pabOTaeT M aJMUHUCTPUPYETCS,
HO U TIOJIBEpPraeTcss MO (DUKAIIHSIM.

12.YcranoBuTe 3Talbl cyiiecTBoBanus ooopynoanus Nb:
1) VYcraHoBKa.
2) DKcrutyaTanus.
3) BriBeseHUE U3 IKCILTYaTALIUH.
4) Muunmanus.
5) 3akyrmka.



13.Beibepute  TOCIEIOBATENHHOCTh  MPUOPUTETHBIX  ATANOB  3AIUTHI
uHpopMaruu:

1)
2)
3)
4)

5)

6)

3amuTa UHpOpPMALMK OT HECAHKLIMOHUPOBAHHOTO JIOCTYIIA;

3amuTa UH(pOpPMALIMK B CUCTEMAX CBA3H;

3amunTa pUINIECKON 3HAYMMOCTH JIEKTPOHHBIX JTOKYMEHTOB;
3amuTa KOH(PUIECHIMAIbHON MH(POpPMAIMU OT YTEUKHU IO KaHaJlaM
NOOOYHBIX AJIEKTPOMATHUTHBIX U3JIyY€HUN U HABOJOK;

3amuTa HHPOpPMAIH OT KOMIBIOTEPHBIX BUPYCOB U JPYTUX OMACHBIX
BO3JICWCTBHII 110 KaHAJIAM PaCIPOCTPAHEHUS TPOrpamM;

3amura oT HECAaHKIIMOHHUPOBAHHOT O KOIUPOBAHUS 17§
pacnpoCcTpaHEHHs POTPaMM M LIEHHOM KOMITbIOTEPHOU HH(pOpMaIUH.

14 BeiOepute TOpaBUIBHYIO IOCJIENOBATEIBHOCTh 3TalmoB  pabOThl IO
obecnieuenuto pexxuma 1b:

1)
2)
3)
4)

5)

BoisBiieHrEe MaKCHUMAalbHO TIOJIHOTO MHOKECTBA TMOTEHIIMATIbHBIX
yIpo3, CIOCOOOB U KAHAJIOB UX OCYILIECTBJICHMS;

Onpenenenue ©  BbIpaOOTKAa  MOJUTUKA  HMH(DOpPMALMOHHOU
0e30I1aCHOCTH;

Omnpenenenre COBOKYITHOCTH IEJIEH CO3JaHusl CUCTEMbl U0 U cdepbl
(rpanun) ee GyHKIIMOHUPOBAHUS,

BpisiBnenne  ysa3BUMOCTEH,  IPOBEACHUE  OLIEHKM  PHUCKOB,
(dbopMupOBaHrE METOUK yIPABICHUE PUCKAMHU;

Bribepute mpaBUIBHYIO TOCIEAOBATEIBHOCTh 3TAllOB PadOTHI IO
oOecrnieuenuto pexuma Ub:

15.YcraHoBuTe MOCIEAOBATEIBLHOCT JTAllOB pabOThl MO 00ECIEYEHUIO
nH(GOPMAITMOHHON O€30TTaCHOCTH

1)
2)
3)

4)

Omnpenenenre TpeOOBaHMIA K CHCTEME 3alIUTHI UHPOpMAIIUK;

Br16op koHTpMEp, 0OSCIIEUNBAIOIINX PEKUM MO, M CPEJICTB 3aIIUTHI;
Pa3zpaboTka, BHEApEeHUE M OpraHU3AIMs WCIIOIh30BaHUS BHIOPAHHBIX
Mep, CTIOCOOOB U CPEJICTB 3aAIUTHI;

OcymiecTBieHue TEKYIIETro KOHTPOJIS [[EJIOCTHOCTH
UH(OPMAITMOHHBIX PECYPCOB U CPEJICTB 3alIUTHI U TJIAHOBBIN ayauT
CUCTEMBI yIpaBjieHUs! HH(HOPMAIIMOHHON 0€301aCHOCTHIO.

16.Beibepute  MpaBWIBHYIO  IOCIEIOBATEIBHOCTH  JTAaloOB  Ipoliecca
YIPaBJICHUS] pUCKAMHU:

1)

2)
3)

4)
5)

Nnentudukaius akTUBOB U IIEHHOCTH PECYpPCOB, HYXXIAIOIIMXCS B
3aIlUTE;

AHanu3 yrpo3 1 uX MOCIeACTBUH, ONpeeieHne cI1aboCcTel B 3aIuTe;
Knaccudukanus puckoB, BBIOOP METOJOJOTHU OIEHKH PUCKOB U
MIPOBEJICHUE OLICHKU;

Br16op, peanuzarius 1 mpoBepKa 3alIUTHBIX MEp;

OneHKa OCTaTOYHOTO PHUCKA;



6) BeiOop aHamu3MpyeMbIX OOBEKTOB MW CTCICHH JETAIBHOCTH WX

pPaccMOTpEHUS;

17.BribepuTe IPABUIILHYIO MOCIIEI0BATEIHLHOCTD ATaroB
obecrnieueHuss UHPOPMAITUOHHOM:

1)
2)
3)
4)
5)

OneHka cTOMMOCTH;

Peanu3anus noauTuky;

KBanuuurpoBanHas moAroToBKa CrealicTOB,;
Aynur;

Pa3paboTka nosmTHKN 0€30MacHOCTH;

18.Br10epuTe mociaenoBaTeIsHOCTh YPOBHEH O€30macHOCTH HH(POPMAITUH:

1)
2)
3)
4)

AJIMUHUCTPATUBHBIA YPOBEHD
[IpouenypHblii ypOBEHB
IIporpaMMHO-TEXHUYECKUI YPOBEHb
3aKOHOJATEIbHBIA YPOBEHb

19.BeibepuTe TPABUIBHYIO IOCJIEIOBATEILHOCTh JTAllOB OLEGHKH YTIPO3
6e3omacHOCTH UH(POpPMAITUK:

1)
2)

3)

4)

5)

6)

Onpenenenre HEraTUBHBIX MOCIEACTBUM, KOTOPhIE MOTYT HACTYIUTh
OT peanu3anuu (BO3SHUKHOBEHHsI) yrpo3 Oe30macHocT HHGOpMaInu;
WNuBeHTapu3amysi CUCTEM U CEeTed M OMpeleleHHEe BO3MOXKHBIX
00BEKTOB BO3/ICMCTBUS yrpo3 0€30MacHOCTH HH(POpMALIUK;
OnpeneneHue HUCTOYHUKOB Yrpo3 0Oe30macHOCTH UHMOpMauu U
OLIEHKA BO3MOXXHOCTEM HApyLIMTENEH MO pealu3aluu yrpo3
0e30macHOCTH UH(POpMaLIUK;

Orenka cmoco6oB peanu3anuu (BOSHUKHOBEHUS) yrpo3 6€30MacHOCTH
uHbopMaIny;

OneHnka BO3MOXKHOCTM  pealn3alui  (BOSHUKHOBEHHsS)  yIpo3
6e3onacHOoCcTH WHGOPMAIIMK U ONpPENENICHUE aKTyallbHOCTH Yrpo3
6e3omacHocTH UH(pOpPMAIUK;

OreHka clieHapueB peanu3aluy yrpo3 6€30macHOCTH UH(POpMaIUU B
CUCTEMAaX U CETSX.

20.BeiOepute TpaBWIBHYIO TOCIIENOBATEIBHOCTh JTAllOB  MOCTPOCHUS
MOJIUTUKH 0€30MacHOCTH:

1)
2)

3)

4)

5)

Br16op 1 ycTaHOBKa CPEICTB 3aIUTHI;

Opranmzanusi OOCTY>KMBaHMS MO BOOpocaM HHG(OPMAIMOHHON
0e30I1aCHOCTH;

Co3nanue CHUCTEMbl TEPHOJUYECKOTO KOHTPOJISA HH(POPMAIMOHHOM
0€301MacHOCTH

O6cnenoBanne  WH(DOPMAIMOHHOW  CHUCTEMBl  HA  TIPEIMET
YCTaHOBJICHHS] OPTaHU3AIMOHHONW U WH(POPMAIMOHHON CTPYKTYpHI H
yIrpo3 6e30macHOCTH HH(POPMAIIHH;

[ToaroroBka nepcoHana paboTe co CpeACTBAMHU 3aILUTHL;



BaHaHne Ha YCTAHOBJICHHEC COOTBCTCTBUA

1. YcraHoBUTH COOTBETCTBHE

BTOPKEHUN:

OCHOBHBIX BUJIOB CHUCTEM OOHapyKEeHHUs

1) Ceressie (NIDS)

a) i1 TpOBEepKH  CIIeNUATM3UPOBAHHBIX
IIPUKJIAJHBIX IPOTOKOJIOB.

2) OcHOBaHHBIE Ha
PUKIIATHBIX
IPOTOKOJIaX COB
(APIDS)

b) AHaM3HMPYIOT KypHAIBI TPHIOKEHUH,
COCTOSTHUE XOCTOB, CHCTCMHBIC BBI3OBHI.

3) V3noBele wim Host-
Based (HIDS)

c) [lns mpoBepku cereBoro Tpaduka C
KOMMYTaTopa.

2. YCTaHOBUTH COOTBETCTBHE:

1) InanupoBaHue

a)

OTtnagka mporpamMmbl B COOTBETCTBUH C
WHJIUBUAYAJTbHBIMU 3aIIPOCAMU KOHKPETHOTO
NpeanpusiTUs 0a3upyeTcsi Ha KOHTPOJIE
KOH(UJECHIIUAIBHBIX CBEJICHUH B
COOTBETCTBHHM C MPHU3HAKAMU OCOOEHHOM
JOKYMEHTAIUHU, IPUHATON B KOMITAHUH

2) Peanm3arus

b)

3akmroyaeTcss B TOYHOM  OIPEACIICHUU
MporpamMMbl  3alIUTBl  JaHHBIX. OTBET Ha
MPOCTOM, Kazasnock Obl, Borpoc: «UTto Oyaem
3alIUIIATH ?»

3) KoppekrupoBka

[IpoananusupoBas uH(pOopMaIuIo,
coOpaHHYIO Ha JTarne TECTOBOM
skcruryatauuu DLP-pemienus, mpucrynaror
K TIEPEHACTPOMKE pecypca.

3. YcTaHOBUTH  COOTBETCTBHE  METOJOB  NPENOTBPAIICHHUS  YTCUKHU

uH(bOpMaITIH:

1) Dlp-cucrema (data
leak prevention)

a)

OTcrnexXnBaeT TEpPEeChUTIKY H  pacredarKy
¢aitnoB, BHE3aNHbIE BCIUIECKHM HMHTEPHET-
OOIIeHHS, TIOCEIICHNE HEeXapaKTEPHBIX st
paboThI caiiToB u T. /1.

2) Tpenunr

b)

CoTpyaHUKM WMEIOT TOJHBIA JIOCTYN K
nH(pOpMAIUU HA KOMITBIOTEpPaX PaOOTHUKOB,
a B CiIyyae pasTJalieHus KOMMEpPUYeCKOou




TaiiHbl OyayT TpeboBaTh  BO3MEIICHUS
yOBITKOB. DTH MEpbI SBISIOTCS MOIIHBIM
CIeP KUBAIOIIIAM TICXOJIOTHYECKUM
(haKTOpOM.

3) TpynoBoii C)
JIOTOBOP.

CoTpyIHMKaM  pacChUIalOT  MHHUCbMa  C
BHpPYCaMH, MPOCAT II0 TeiaehOoHy BHIAATH
KOH(pUIeHINAIbHBIe cBeneHus u T. 11. B
pe3yabTaTe TECTa BBISICHSACTCS, KaK IMEPCOHAI
pearupyeT Ha  TaKM€  JICUCTBUS, U
pa3pabaThIBAIOTCS MEPHI 3aIIHUTHI.

4. YCcTaHOBHTH COOTBETCTBHE BHIOB YI'pO3:

1) AnmapatHas

a) Korna BO3MOXKEH
HCCAHKIIMOHUPOBAHHBIA  JIOCTYNl K
TAHHBIM U X TOTEPS.

2) BeposATHOCTh yTeUKH

b) Korma  cymecTByeT  BEpOSATHOCTb
HapylIeHUs paboTOCIIOCOOHOCTH
000py10BaHUSI.

3) HecrabuisHocTs [10

¢) Korma ectb BEpOATHOCTH HEKOPPEKTHOM
PabOTHI MPOTPAMMHOTO 00CCIICUCHUS.

5. YCcTaHOBUTH COOTBETCTBHUE:

1) Yrposa a) DTo BepOATHBIN yIIepO, KOTOPBIH 3aBHCUT
LEJIOCTHOCTH OT 3aILUIIEHHOCTH CUCTEMBI.

2) VYrposza b) D10 cTOMMOCTH MOTEPH, KOTOPHIC MOHECET
JOCTYITHOCTHU KOMIAHUS B Cllydae pealu3allid yrpo3bl

KOH(HMIEHIIMATbHOCTH, UEJIOCTHOCTH WJIIU
JOCTYITHOCTH TIO0 KaXJIOMy BHUIY LIEHHOU
uH(hopManuu.

3) Ymepo c) Oro yrpo3a HapyIICHUS

paboTOCIIOCOOHOCTH CUCTEMBI TIPH JOCTYIIE
K uHbOopMaIuu.

4) Puck d) Dto yrpo3a usmeHeHuss HHPOPMAIIHH.




6. YCTaHOBUTH COOTBETCTBUE:

4) CUCTEeMHOCTb a) IMompa3zymeBaeT eIUHCTBO OpraHU3aAIlUN BCEX
TeseBas pabor 1o 3ammre HWHOOpPMAIMH © HX
yIIpaBJICHUSI.
5) CucteMHOCTD b) 3ammiieHHOCTD uHbOpMaIUU
POCTPAHCTBEHHAS paccMaTpuBaeTCs KaK COCTaBHas 4acThb
00I1Iero MOHATHS KauecTBa HH(GOPMAIIHH.
6) CHUCTEMHOCTB C) 3amuIICHHOCTh OCHOBAaHHAS HA IPHUHIIMIIC
BpEMEHHas HETPEPHIBHOCTH (bYHKIIMOHUPOBAHUS
CHCTEMBI 3aIUThI
7) CucteMHOCTB d) 3ammmeHHOCTh paccMaTpUBACTCS KaK
OpraHu3aluOHHasI yBSI3Ka BOIPOCOB 3aIIUThHI HHGOPMAIHK

7. YCTaHOBUTH COOTBETCTBHE.

1) OcHoBHbIE a) Mepornpustus 1o o0ecrieueHu o
OpraHu3alliOHHBIC JIOCTATOYHOTO YPOBHSI (PU3NYECKON 3aIIUTHI
u BCEX KOMITIOHCHTOB ACO/L
OpraHu3alluOHHO- (mpoTHUBOTIOKApHAS OXpaHa, OXpaHa
TEXHUYECKUE MOMEIICHU, MIPOITYCKHOU pEXKHM,
MEpOTPUATUS.  TIO oOecrieueHue COXPAaHHOCTU U (U3HUECKOU
CO3/IaHUIO U IIEJIOCTHOCTH  CPEJACTB  BBIYMCIUTEIHLHOM
MOAJEPHKAHUIO TEXHUKHU, HOCUTENEeH nHDOPMALIMK U T.I1.).
(yHKIMOHUPOBAHU
ST CUCTEMBI 3alTUTHI
BKJIFOYAIOT:

2) PazoBbie b) Pacnpenenenne peKBU3WUTOB pa3rpaHHUCHUS
MEpONPUSATHS noctyna (mapoyu, KI4Yd MmudpoBaHUS |
BKJIFOYAIOT: T.J.).

3) Ilepuoanyecku c) OOrmiecucTeMHbIC MEPOTIPHSITHS 1o
MIPOBOIUMBIE CO3IaHUIO0 HAyYHO-TEXHUYECKHUX U
MEPOIIPUATHUS MeTOo0JI0rn4ecKkux ocHOB 3amuThl ACO/I.
BKJIFOYAIOT:

4) TlocTosIHHO d) MepormnpusiTus TPOBOJAUMBIC U TIOBTOPSEMBIC
MIPOBOIUMBIC TOJIBKO TIPH TOJTHOM TEPECMOTPE MPHHSIITHIX
MEPOIPUATHUSA PELICHUN.

BKJIFOYAIOT:

8. YCTaHOBUTH COOTBETCTBHE TEXHUYECKUX KAaHATIOB YTEUKU WH(DOPMAIUH:

1) Ipsmoii a) DJEeKTPOHHBIC CIETOCKOIbI, YCTaHOBJICHHBIC
aKyCTHUYeCKU (OKHa, B CME)KHOM ITOMEIICHUN
JIBEPH, IIETIH,




MIPOEMBI)

2) AkycTo- b) Hanpasnenusie MUKPO(OHBI,
BUOPAITMOHHBIN yCTaHOBJICHHBIE 3a TpaHulieit K3
(uepe3
OTpaXKIArOIIHE
KOCTPYKIIMH)

3) AkycTo- c) CrnennanbHble HH3KOYACTOTHBIC YCHIIUTEIIH,
AIIEKTPHYECKUIA MOJICOCIMHEHHBIE K COCAMHHTEIHHBIM
(uepes JUHUSAM BTCC, oOnagaronme
COEJIMHUTEIIbHBIC «MUKPOGOHHBIMY 3 hexToM
muauu BTCC)

4) AkycTo- d) 3amuieHHOCTh  paccMaTpUBACTCS KaK
AIIEKTPOMArHUTHBIN yBsI3Ka BOIIPOCOB 3alTUTHl HHPOPMAITIH
(mapamMeTpu4eCKHii)

9. YcTaHOBUTH COOTBETCTBUE TEXHUYECKUX KaHAJIOB YTEUKH HH(DOpMaIn:

1) Tpsmoii a) DJEKTPOHHBIC YCTPOMCTBA repexsara
aKyCTUYECKUU pedyeBoil  wHpOpMAIMK C  JaTYUKAMHU
(okHa, JIBEpH, KOHTAKTHOTO THIA, YCTAHOBJIECHHBIMU Ha
IEJIU, TIPOEMBbI) MH)KEHEPHO-TEXHUYECKIUX KOMMYHUKAIUIX

2) Akycto- b) Crenuanu3upoBaHHbIC
BUOpAIIMOHHBIN BBICOKOUYBCTBUTEIbHBIE MUKPOQOHBI,
(uepes YCTAHOBJICHHBIE B  BO3JyXOBOJAaxX  WJIHU
OrpaXKJarolne CMEKHBIX TTOMEIICHUSAX
KOCTPYKITUH)

3) Akycro- C) Anmaparypa BBICOKOYACTOTHOI'O OOJIy4EHHS,
DIEKTPUUYECKUN yCTaHOBJIEHHAs 3a npeaenamu K3
(aepe3
COCIMHUTEIbHBIE
aunuu BTCC)

4) Akycro- d) Ammaparypa «BBICOKOYACTOTHOTO
AIIEKTPOMArHUTHBIN HaBSI3bIBAaHUSY, MOAKITFOUCHHAS K
(mapamMeTpu4eCcKuii) coequuuTenbHbIM JIUHUSAM BTCC

10.YcTaHOBUTH COOTBETCTBUE TEXHUYCCKUX KaHAJIOB YTEUKH HH(POpMAITUK:

1) TIpsimoid
aKyCTUYECKUU
(okHa, JBEPH,

IIEJIH, IPOEMBbI)

a) DJEeKTPOHHBIC YCTPOWCTBA nepexBara
pedyeBoil  wHPOpPMAMK C  JaTYUKAMH
MUKpPO(OHHOTO  THMAa  MPU  yCIOBUHU

HEKOHTPOJIUPYEMOTO
MOCTOPOHHUX JIUII

JOCTylla K  HHUM

2) Axkycro-
ONTUYECKUM (uepes
OKOHHBIE CTEKJIA)

b) JlazepHbie  aKkycTHYeCKHE  JIOKAIIMOHHBIC
CHUCTEMBI, HaxoAsuecs 3a npeaenamu K3




3) AkycTo-

C) CH@HI/IaHBHBIG HHU3KOYaCTOTHBIC YCHIIUTCIIN,

AIIEKTPUIECKUI MOJICOCIMHEHHBIE K COSAMHHUTEIHHBIM
(uepes JIMHUSIM BTCC, oOJ1aaroIme
COCTMHUTEIbHBIC «MUKPODOHHBIMY 3D PeKTOM
munuu BTCC)

4) Akycro- d) IlpocmymmBaHue pa3roBOPOB, BEIYIIMXCS B
AIIEKTPOMArHUTHBIN MOMEIIEHUN 03 MPUMEHEHUS TEeXHUYECKHX
(mapamMeTpu4eCcKuii) CPEACTB NOCTOPOHHHUMH JIMLIAMU

11.YcTaHoBUTBE COOTBETCTBUE HapylHTeen mo ypoBHsaM 3HaHust ACO/I:

1) 1 ypoBeHb

a) OOnamaeT BBICOKMM YpOBHEM 3HaHUH U
ONBITOM  paboOTBl €  TEXHUYECKUMHU
CPEICTBAMU CHCTEMBI U €€ 00CTYKUBAHUSI.

2) 2 ypOBEHb

b) 3naer  (QyHKIMOHAIBHBIE  OCOOCHHOCTH
ACO/, OCHOBHbBIE 3aKOHOMEPHOCTH
(dbopMHUpOBaHHS B HECTAHIAPTHBIX MACCHBaX
JTAHHBIX U MOTOKOB 3alpOCOB K HUM. YMeEeT
MI0JIb30BAThCS IIITATHBIMU CPEICTBAMHU.

3) 3 ypoBeHb

4) 3HaeT CTPYKTYpy, (YHKIMH U MEXaHH3MBI
JEUCTBUSL CPEJCTB 3aIlUTHI, WX CJadble U
CUJIbHBIE CTOPOHBI.

5) 4 ypoBeHb

6) OOnamaeT ypoBHEM 3HaHWUH B 00JacTH
MPOTPAaMMUPOBAHUSI UM BBIYMCIIHUTEIBHBIX
TEXHOJIOTHIA, IPOEKTUPOBAHUS u
skcruryatanuu ACO/.

12.YcTaHOBUTh COOTBETCTBHE HAPYIIUTENEH IO YPOBHSIM BO3MOXHOCTEH
(MCTIOJIb3yEMBIM METO/IaM M BOIIPOCAM):

1) 1 ypoBeHb

a) Ipumensrorme IIACCUBHLIE cpeacTna
(TeXHMYEeCKUE CpelncTBa TmepexBara 0e3
MOU(DUKALIUY KOMIIOHEHTOB CUCTEMBI).

2) 2 ypOBEHb

b) TlpumensiromMe TOJIBKO areHTYPHBIC METOIbI
TOJIYYCHUS CBEICHUMN

3) 3 ypoBeHb

C) Mcnonp3yroliye TONBKO MITAaTHBIE CPEICTBa
Y HEJOCTATKU CHCTEMBI 3aIIUTHI, UX CUIbHBIC
U c1a0ble CTOPOHBI.

4) 4 ypoBeHb

d) IIpumensrore  METOABI M JIEHCTBHUSA
aKTUBHOTO BO3AeHCTBUS (Momudukauus u
MOJKJIIOYEHHE JIOTIOJTHUTETHHBIX




TEXHUYECKUX YCTPOUCTB).

13.YcTaHoBUTE COOTBETCTBHE OOCHKH PHUCKOB B 3aBUCHUMOCTH OT (i)&KTOpOB:

1) Beicokuii prck

a)

[Ipennonaraercs, 4To 0€3 CHUIKEHUS TAKUX
pUCKOB oOpaiieHne K WHGOPMAIMOHHON
CHUCTEME TpPEANpUITUS MOXKET OKa3aTh
OTPHULIATEIBHOE BIMSIHUE HA OU3HEC;

2) CylecTBeHHBIH
pHCK

b)

3necy TpeOyercs 3 EeKTUBHAs CTpaTerus
yIpaBICHUSI PUCKAMH, KOTOpas IMO3BOJIUT
YMEHBIIIUTh WM TIOJHOCTHIO HCKIIIOUUTH
OTpHIIATEIbHBIC MTOCICACTBHS HAMAICHUS;

3) YMepeHHBI# puck

Yennus 1O yOpaBIICEHMIO PUCKAMH B
JTAHHOM cllydyae He OyayT HUrpaTh BaKHOU
POJIH.

4) He3HauuTeNbHBIN
pHUCK

d)

B oOTHOLIEHMM pHCKOB, MOINABIIMX B 3Ty
00J1aCTh, I0CTATOYHO NPUMEHUTH OCHOBHBIE
IIPOLIEAYPHI YIIPABJIECHUS PUCKAMU;

14.Y cTaHOBUTH COOTBETCTBUE:

1) TlpaBoBas

3aluTa

OTO perlaMeHTanus I[POU3BOJCTBEHHOMN
JEATEIIBHOCTH U B3aUMOOTHOIIICHUI
WCIIOJIHUTENIEH Ha HOPMAaTHUBHO-IIPABOBOM
OCHOBE, KOTOPast UCKIIIOYAET UIIN OcaaliseT

HAaHECEHUE KaKuX-JIM0o yOBITKOB
TPEANPUSTHIO;
2) OpraHu3anyuoHHas b) OTo  chenumanbHBIE  3aKOHBI,  JPYIHE

3amura

HOPMATUBHBIE aKThI, MPABUJIA, ITPOLEIYPHI
U MEpONpUsITHS, KOTOpbIe 00ECIeUUBAIOT
3amuTy HHGOPMAIIMK Ha TPAaBOBOI OCHOBE;

3) UmxeHepHo- C) DTO  WCHOJB30BaHME  Pa3HOOOPa3HBIX
TEXHUYECKAs TEXHUYECKUX CpPEICTB, KOTOpBIE
3aIuTa IPEMATCTBYIOT HAHECEHUIO yOBITKOB

IPEIIPUATHIO.
15.YcTaHOBUTE COOTBETCTBHE:
1) OLE-automation wum a) TexHojorus, opraHusymomas IOCTyl K

POCTO

Automation

JTAHHBIM Pa3HBIX KOMITBIOTEPOB C YYETOM
OalaHCUPOBKH Harpy3ku CETH.




2) ActiveX

b)

Texuonorus, oOecrneunBaromIast
0€30MacHOCTh M CTaOWIBbHYHO  paboTy
pacmpeeIeHHbIX IPHIIOKEHU T npu

OonpIMX 00BEMax nepcaaBacMbIX HTAHHBIX.

3) MIDAS c) TexHoyorws MpeIHA3HAYEHA IS CO3JaHUS
IPOrPaMMHOT0 obecrieyeHus KaK
COCPEIOTOYEHHOTO Ha OJTHOM KOMIBIOTEpE,
TaK ¥ PacrpeIeICHHOTO B CETH.

4) MTS (Microsoft d) TexHonorust co3maHusi MPOTPAMMHUPYEMBIX

Transaction Server)

MPUIOKEHUH, oOecrieunBaronias
MPOrpaMMUPYEMBIN JTOCTYN K BHYTPEHHUM
ciryx0am ITUX PUIOKEHUM

16.YcTaHOBUTH COOTBETCTBHE CpCICTB HH(bOpMaHHOHHOﬁ 3allIUThI:

1) SIEM-cuctemsr

a)

BuptyanbHo-yacTHass Ce€Th  OMNpeneNseT
MCIIOJIb30BaHUE COOCTBEHHOM YaCTHOM CeTH
BHyTpH oOwmenoctynHoi. Ilostomy Bame
npusoxenue, padoraroiiee mo VPN, Oyner
HaJIE’)KHO 3aIIUIIEHO.

2) CloudAV

b)

OnHu coOHparoT uH(popMaruio 0
BO3MOXXHBIX  yIpo3aXx W3  Pa3Id4yHBIX
HMCTOYHUKOB: (aiiepBoi, aHTUBUPYC,
MEXCETEBOM dKpaH U Jp., TOTOM MPOBOJISAT
aHanM3 W MOTYT cCpearupoBaTh Ha
BEPOSTHOCTH BO3HUKHOBEHUS
MOTCHITMAIBHOW YTPO3bI, TPEIYNPEIUB O
HEW 3apaHee.

3) Bbpanamayszep U
daepsoi

Oro cnenuanbHas cucteMa MUGPOBaHUS
BallICH uHdopMaIuu. [udposka
MPOUCXOUT TAaKUM 00pa3oM, 4TO JIJIsl TOTO,
YTOOBI pactdpoBaTh HYKHYIO
uHpopmarnuioo, HeoOxoaumo  oOJamaTh
CHEIUaIbHBIM MMU(POM.

4) Kpunrorpaduueckoe
npeoOpa3zoBaHue

d)

OTO  CHEeUMATU3UPOBAHHBIE  CPEICTBA,
KOTOpbIE  KOHTPOJUPYIOT  BBIXOJ  BO
BCEMHPHYIO MAyTUHY, IPU HEOOXOJIUMOCTHU
bunpTpytoT wWiIM  OJOKUPYIOT CETEBOM

TpaduK.




17.Y cTaHOBUTH COOTBETCTBHUE CPEICTB MH(DOPMAITMOHHON 3aIUTHI:

1) TIporpamMmsi-
AHTUBUPYCHI

a)

OTO chHenuaibHble TEXHOJIOTUH, KOTOpHIC
PEeIOTBPALIAIOT OTEPIO
KoHQuAeHIManpHOW uHpopmanuu. Kak
IPaBUIIO, TaHHAS TEXHOJIOTHSI
UCTIONB3YETCsl OOJIBITUMU TPEANPUATHIMH,
TaKk Kak TpeOyeT OOJbIIuX (DMHAHCOBBIX W
TPYIAOPECYPCHBIX 3arpar.

2) VPN

b)

BoproTcst ¢ caMbIMH pacnpocTpaHSHHBIMU
BHUpYyCaMH, TaKKe CIIOCOOHBI
BOCCTAHABJIMBATh NTOBPEXKICHHBIC (DaiiJIbl.

3) DLP-pemenwus

OT10 oOsauHble pelleHus i obecreyeHus
AHTHUBUPYCHOM 3aIlIATHI BAlLIETO pecypca.

18.YcTaHOBUTH COOTBETCTBHE KaHAJIOB YTCUKU:

1) HecankunoHupoBaH
HOE  KOIIMPOBAHHUE,
YHUYTOXEHUE  WIIU
HOJIEIIKA
uH(popManuu

a)

Ommoxu IICpCoOHAJIa 1 MOJIb30BaTeNICH

2) Ilepebown
DJICKTPOITUTAHUS

b)

N3-3a HEKOpPEKTHON pabOThI MpOrpaMm

3) Cayuaiinoe
YHUYTOXKCHHUE  WIIN
WU3MCHCHHE JaHHBIX

c)

[Totepu  undopmarnuu, CBsI3aHHAs  C
HECAHKI[MOHUPOBAHHBIM JIOCTYIIOM

4) Toteps WITH
U3MEHEHHE JaHHBIX
IpU OLIMOKAX 1O

d)

Cboon  oOopynoBaHusi, IMpU  KOTOPOM
TepsieTcss uHpopmarus

19.YcTaHOBUTH COOTBETCTBUE:

1) TIporpamMmHoO-
ammapaTHbIC
(TEXHUYECKHE)
METO/TBI

a)

Hnst obOecrieueHus 0e30ImacHOCTH
HCIIOJB3YIOTCSL MPUEMBI «IIEPECTPAXOBKHY,
C TIOMOIIBIO  KOTOPBIX  HCKIIFOYACTCS
BO3MOXXHOCTh OIINOOYHOTO 158105
HECAaHKIIMOHUPOBAHHOTO MPOHUKHOBCHUS B
MH()OPMAITMOHHYIO CUCTEMY

2) dusnyeckas 3amuTa

b)

Jns ocyuiectBieHus UHOOPMAIMOHHON
3alMTHl  HUCIOJB3YIOTCS  CIELHAJIbHbIE
KoMIbloTepHble  TexHosorun. C  wux




IMOMOIIBIO MOKHO CKPBITh BAXKHBIC JTAHHBIC,
HC JOIIYCTUTb YTCUYKH BO BPEMA IICPCCHIIKA
q4Ccpe3 HHTCPHCT

3) MopaiabHo- c) Ipodunakruyeckue JIEUCTBUS, B
ATUYECKUE  METOJIbI OCHOBHOM, BOCITUTATEIILHOTO XapaKTepa

4) TexHOJOTHYECKHE d) MeponpusiTisi HampaBJICHbI Ha CHIDKCHHUE
MIPUEMBI pUCKa TMOTEPU JAHHBIX W BBISIBJICHUE JIHII,

IBITAIOIINXCS POHUKHYTh HA OXPAHIEMYIO
TEPPUTOPUIO WM B HHPOPMAIIMOHHYIO
CUCTEMY

20.YCcTaHOBUTH  COOTBETCTBHE  CTENEHEH  MPOUCXOXKACHHUS  yTrpO3bI
UH(GOPMAITMOHHON O€30ITaCHOCTH

1) EcrtectBeHHas a) JlaHHbIe yrpo3bl, B CBOIO O4YEpEllb, JCIATCS
Ha 2 TOJKAaTEropuu: MpeJHAMEpPECHHAs
MOAKATETOPUSI — 3TO JEHUCTBUSL XaKEpOB,
KOHKYPEHTOB, HEZ00POCOBECTHBIX
COTPYJHUKOB U T. J., HEIpPeAHAMEPEHHAs —
JNEUCTBUSL MPOUCXOMAAT M3-3a JIIOJIEH MO HX
HEOCTOPOKHOCTH.

2) HckyccTBeHHas b) DTo Te yrpo3el, KOTOpbIE HE 3aBHCAT OT
JCSITETPHOCTH ~ YeJIOBEKa:  3eMIICTPSICEHUS,
yparasbl, CMEPYH, JOXIH, MOJIHUAHU U T. 1.

3) BuyTpeHHss C) Bce yrposbl, KOTOpbIE TMPOMCXOISAT BHE
CHCTEMBI.
4) BHerHss d) Yrposa ucxoaut U3HyTpU CaMON CHCTEMBI.

IIlkaja oueHWBAHMS Pe3YyJbTATOB TEeCTHPOBAHMS: B COOTBETCTBUU C
JEHUCTBYIOIEH B YHHUBEPCUTETE OallIbHO-PEHTHHIOBON CHCTEMOM OIICHMBAHUC
pE3yNbTaTOB TPOMEKYTOUYHOM aTTeCTallud OOYyYaloIUXCs OCYIIECTBISETCS B
pamkax 100-OamnpbHOM  mIKaJNbl, TPU OTOM MaAKCUMAJIbHBIA Oalin 1o
MPOMEKYTOUHOM arTrecTalui OO0ydYarolmuxcsi MO O4YHOM QopMe 0OydeHUs
coctaBisieT 36 OamIoB, IO OYHO-3a0YHOW W 3aouHOM (hopmam oOyuenus — 60
0aitoB (yctaHoBlieHO nosioxkenuem 11 02.016).

MakcumanbHbIi 0ail 3a TECTUPOBAHUE MPEACTABISIET COO0M pPa3HOCTh IBYX
qyuceJa: MaKCUMaJbHOTO Oajjila Mo MPOMEXYTOUYHOW aTTeCTalluu MJid JaHHOU
dbopmbl 00yueHus (36) U MakCUMaJIbLHOTO Oajljia 3a pelIeHue KOMIETEHTHOCTHO-
OpUEHTHUPOBaHHOM 3a1auu (6).

bann, momydeHHBIM OOydYarOIIMMCS 3a TECTHPOBAHWE, CYMMHPYETCS C
Oasi;IoM, BBICTABJIEHHBIM €MY 3a PEIICHHE KOMIIETEHTHOCTHO-OPHUEHTUPOBAHHON
3a/1au.




OO0mmii 6ayyT MO TPOMEKYTOYHOM AaTTECTAIMU CYMMHPYETCS ¢ Oaimamu,
MOJTYYE€HHBIMH O00YJarOIIMMCS 10 pe3yJibTaTaM TEKYIIEero KOHTPOJIS YCIIEeBAEMOCTH
B TCUCHHUE CEMECTpa; CymMMa OaJIJIOB MEPEBOUTCS B OIEHKY MO 5-0allIbHOM IIKaie
CJICAYIOIIMM 00pa3oMm:

CootBerctBue 100-0ayuipHOM U 5-0a1IbHOM IIKaI

Cymma 6GamnoB o 100-0annpHOM Ouenka 1o 5-0anIpHOM 1IKase
TIIKaje

100-85 OTJINYHO

84-70 XOPOIIO

69-50 YJOBJIETBOPUTEIHHO

49 u meHee HEYJIOBJICTBOPUTEIBHO

2.2 KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE 3AJIAYA

1. Pa3pabortaTh 3KCHEpPTHYIO CHUCTEMbI Ha OCHOBE ajropurma MamjaHu
UCIIOJIb3YsI TPEYTOIbHBIE PYHKIIUU TPUHAITICHKHOCTH.

2. PazpaboTtaTh 3KCHEpPTHYIO CHCTEMBI HAa OCHOBE alroputMa MamjaaHu
UCIIOJIb3YsI TparelueBUAHbIC (DYHKIIMH MPUHAIJIC)KHOCTH.

3. PazpaboTaTh 3KCHEpPTHYIO CHUCTEMBbl HAa OCHOBE ajroputMa MamjaaHu
UCIIOJIB3YS raycCOBbI (DYHKITUU MTPUHAJICHKHOCTH.

4. PazpaboTtaTh  OSKCHEPTHYIO CHUCTEMbl Ha OCHOBE  aJiropuTMa
Moau(UIIMpOBaHHOTO  MaMaaHu  UCHOAB3YySd  TPEYroJibHbIE byHKIIIHN
MPUHAJJICKHOCTH.

5. Pa3zpaborath JKCHEPTHYH0 CHCTEMBI Ha OCHOBE  allfOpUTMa
MOIU(MUIIMPOBAaHHOTO  MaMJlaH  UCMOJIb3Yysl  TpamelueBUAHbIe  (DYHKIUU

MPUHAIICKHOCTH.

6. PazpaboraTh OSKCHEPTHYIO CHCTEMbl Ha OCHOBE  aJFOpPUTMA
MOAU(PUITUPOBAHHOTO Mamnanu UCIIOJIB3YSI rayCcCOBbI byHKIUN
MPUHAIICKHOCTH.

7. Pa3paborarh JKCHEpPTHYIO CHUCTEMBl Ha OCHOBe anroputMa JlapceHa
UCIIOJIb3YsI TPEYTOJIbHBIE PYHKITUU TPUHAIIICKHOCTH.

8. Pa3zpaboTaTh JKCIEPTHYIO CHUCTEMBbI Ha OCHOBe anroputMma Jlapcena
UCIIOJIB3YS TpaneueBUIHbIe (PYHKIIUU PUHAIIC)KHOCTH.

9. Pazpaborarh SKCHEpPTHYIO CHCTEMbl Ha OCHOBe airoputMa Jlapcena
UCIIOJIB3YS rayCcCOBbI (DYHKIIUU MTPUHAJICHKHOCTH.

10. Pa3zpaboraTh JKCHEPTHYH) CHCTEMbI Ha OCHOBE  allfOpUTMa
MOU(DUITTPOBAHHOTO Jlapcena UCIIOb3YS TpEyTOJbHbIE byHKIIIN
MIPUHAJJICKHOCTH.

11. Pa3paboTaTh OSKCHEPTHYIO CHCTEMbI Ha OCHOBE aJITOpPUTMA
MoauduIupoBaHHoro  JlapceHa — HWCHONB3ys — TpamerueBUIHBIE  (QYHKITUU
MPUHAJJIEKHOCTH.

12. Pa3pabotaTh DOKCHEPTHYIO CHCTEMbI HAa OCHOBE  aJIFOPUTMA
MoauGpUITUPOBAaHHOTO JlapceHa UCToNb3ys rayccoBbl (DYHKIIMH MPUHAIIC)KHOCTH.




13. Pa3paboTaTh 3KCHEPTHYIO CHCTEMBI HA OCHOBE alropuTMa TcykamoTo
UCIIOJIb3YsI TPEYTOJIbHbIE PYHKIIUU TPUHAJIEAKHOCTH.

14. Pa3paboTaTh 3KCHEPTHYIO CHCTEMBbI HA OCHOBE ajroputmMa TcykaMoTo
UCIIOJIb3Ysl TparelueBUAHbIC (DYHKIIMK MPUHAIJICKHOCTH.

15. Pa3paboTarh 3KCHEPTHYIO CUCTEMBbI HA OCHOBE aJIrOpUTMa TCyKaMoTO
UCIIOJIb3YsI TayCCOBBI (DYHKITUU MPUHAIIICKHOCTH.

16. Pa3paboraTh SKCHEpPTHYIO CHCTEMBI Ha OCHOBe anroputma CyraHo
WCITOJIB3YsI TPEYTOIbHBIC (PYHKITUU TPUHAIIICKHOCTH.

17. Pa3paboTarth 3KCIEPTHYIO CHUCTEMBI Ha OCHOBe anroputma CyrsHo
UCITIOJIB3YsI TPANeUEeBUIHBIC (DYHKIIMH MPUHAIC)KHOCTH.

18. Pa3paboTrarh 3KCIEPTHYIO CHUCTEMBI Ha OCHOBEe anroputma CyrsHo
WCITOJIB3YsI TAYCCOBBI (DYHKITUHU TIPUHAIICKHOCTH.

19. PazpabotaTh OIKCHEPTHYIO CHCTEMBI HAa OCHOBE aJITOPUTMA
TakaruCyraHo UCTONB3Ys TPEYTroJdbHbIE (YHKIIUN TPUHAIIICHKHOCTH.

20. PazpabGoTtaTh OKCHEPTHYIO CHCTEMBbl HAa OCHOBE  aJFOPUTMA
TakaruCyraHo KUCIONb3ys TpanenueBuaHbIe (QYHKIIMHA PUHAIICKHOCTH.

21. PazpaboraTh OSKCHEPTHYIO CHUCTEMbI Ha OCHOBE aJropuT™Ma
TakaruCyraHo UCMONB3Ys TayCCOBBI (PYHKIIUU MTPUHAIIICKHOCTH.

Illkana oueHMBaHWs pelIeHHST KOMIETEHTHOCTHO-OPHEHTHPOBAHHOM
3aJa44: B COOTBETCTBUU C JICUCTBYIOIIECH B YHUBEPCUTETE OaUIbHO-PEHTUHIOBOM
CHCTEMOH OIICHHBAHHE PE3YyJIbTATOB MPOMEKYTOYHOW aTTECTAIlMH OOyJaromuXCs
ocyiecTBisieTcs B pamkax 100-0ayibHON IIKAJbI, IPU 3TOM MaKCUMAJIbHBIA Oall
0 MPOMEXKYTOUYHOM arTecTalu OOydJaromuxcsi Mo Oo4yHoi ¢dopme o0yuyeHus
cocTaBisieT 36 6amuoB, MO OYHO-3a0YHOW W 3a04yHOU (opmam oOyueHuss — 60
(ycranonneHo nojoxenuem 11 02.016).

MaxkcumanbHOE KOJMYECTBO OaljIoOB 3a pelIeHHEe KOMIIETEHTHOCTHO-
OpPUEHTHPOBAHHOM 3a71aun — 6 OAIOB.

bann, momydeHHBI O0OydYaromuMmcs 3a  peIIeHHe KOMIIETEHTHOCTHO-
OPUEHTHPOBAHHOM 3aJaud, CyMMHpYETCS C OaJlJloM, BBICTABJICHHBIM €My IIO
pe3ynpTaTaM TectupoBaHusa. OOwmmi Oaml OPOMEXYTOUYHOM aTTecTaluu
CyMMHUpyeTcss ¢ OamjaMu, TOJYyYEeHHbIMH OOydYarolMMcs 10 pe3yJbTaTam
TEKyIIero KOHTPOJs YCIIEBAEMOCTH B TEUEHHE CEMECTpa; cymMMma OauioB
NEPEBOAUTCS B OLIEHKY 10 5-0ajIbHOM HIKaJE CIETYIONIMM 00pa3oM:
CootBerctBue 100-06am1bHOM U S-0aJITbHOM HIKAJ

Cymma 6amtoB o 100-6amnipHoM mikane | OueHka no 5-0ajuibHOW HIKaje
100-85 OTIIUYHO

84-70 XOpOUIO

69-50 YJIOBJIETBOPUTEIIHHO

49 n meHee HEYJI0BJIETBOPUTEIIHHO

KpuTtepun oneHMBaHusi pelleHHs] KOMIIETEHTHOCTHO-OPHEHTHPOBAHHOM
3aa4u (HIDKECIIEYIOIIMEe KPUTEPUU OLEHKH SBISIIOTCS MPUMEPHBIMU U MOTYT
KOPPEKTUPOBATHCS):




6-5 0aaa0B BbICTaBiIsSIeTCS OOYy4alOLIEMYCs, €CIM peIIeHHE 3aJadyu
JEMOHCTPUPYET TITyOOKOE MOHUMAaHHE OOYYAIOMIMMCS MPEIIOKEHHON MPOOIeMbl
U Pa3HOCTOPOHHEE €€ pacCMOTPEHHE; CBOOOJHO KOHCTpyupyemas paboTa
MPEACTaBIICT CO00M JOrMYHOE, SICHOE M IPH ITOM KpaTKOE, TOYHOE OMUCaHUE
X0Jla pelieHus 3aa4u (ToCIe0BaTENbHOCTU (MM BBITIOJHEHHUS) HEOOXOIUMBIX
TPYJIOBBIX JEUCTBUI) U (QOPMYIHPOBKY JTOKa3aHHOTO, MPABHIIBHOIO BBIBOJIA
(oTBeTa); MpPU ATOM O0OYYAIOUUMCS MPEUIOKEHO HECKOIBKO BAPUAHTOB PEIICHMUS
WIN OpUTMHAIbHOE, HECTaHJAPTHOE pelieHue (uiu Hambosee 3¢ dekTuBHOE, WK
Haubosee palMOHAIBHOE, WM ONTHUMAJIbHOE, WM EIWHCTBEHHO IMPaBHIBHOE
pelIeHue); 3ajJadya pelIeHa B YCTAaHOBJICHHOE IPENOAABATEIEM BpeMs WU C
OTIEPEKEHUEM BPEMEHH.

4-3 0anna BbBICTaBIAETCS OOydYalolleMycCs, €CIM pElIeHue 3ajlauu
JEMOHCTPUPYET MOHMMAaHHE OOydarouUuMCs MPEUIOKEHHON MNpoOJIeMbl; 3aaada
pelieHa TUMOBBIM CIIOCOOOM B YCTAHOBJICHHOE MPENOojaBaTeleM BpeMs; UMEIOT
MecTo o0mue ¢pas3bl U (UIM) HECYLIECTBEHHBIE HEIOYEThl B ONHCAHUU XOJa
perieHus u (Uin) BbIBoIa (OTBETA).

2-1 ©Oanjga BbICTaBIsIeTCd OOy4aroUIEMyCs, €CJIM pELIeHUE 3aJauu
JEMOHCTPUPYET TOBEPXHOCTHOE IOHUMaHHE OOYyYaroUMCs MpeaIoKEeHHON
npo0JIeMbl; OCYIIECTBJIEHA IMONBITKA I1A0JIOHHOTO PELICHUs 3aJaud, HO IMpH €€
pelIeHUrd  JONyLIEeHbl OMMOKM M  (WIM) TPEBBIIIEHO  YCTaHOBJIEHHOE
MIPENoIaBaTesieM BpeMs.

0 Oasui0oB BBICTaBIsIETCS OOydYalolmIeMycCsl, €CIM pelIeHHue 3aJayu
JIEMOHCTPUPYET HEMIOHUMaHUE 00yJaroUMCS TIPEJI0KEHHON TPoOIeMbl, U (HIIH)
3HAYUTEIPHOE MECTO 3aHUMAIOT OOIIME (Ppa3bl U TOJIOCIOBHBIE PACCYKIECHUSA, U
(wK) 3a7a4a HE pellieHa.



