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1 OHEHOYHBIE CPEJACTBA /UIA TEKYWEI'O KOHTPOJIA

YCIIEBAEMOCTH

1.1 BOIIPOCHI IJISA YCTHOI'O OITPOCA

Tema 1. OcHOBHBIE IOHSITHS U COAEP:KAHUE TUCIUIIMHBI «<IKOHOMHUKA
3alUTHI HHpOpMAIUN.

1.
2.
3.

©oo~N O~

CraHoBiieHHE UHAYCTpUU HH(POPMALIUH.

HazoBuTe OCHOBHBIE JIEMEHTHI CHCTEMBI 3aIUTHI HH(OPMALIUH.
DOKOHOMHMKA 3aIUTHl HH()OPMALIMK KaK HayKa, 3aJja4d SKOHOMHKHU 3alllUThI
uHbOpMaInu.

HazoBuTe 3x0HOMUYECKHE MPOOIEMBI 3aIUTHl HHPOPMAIUH.

Opranu3anus Kak 00beKT 3a1uThl HHOPMALIUH.

WNHupopmanus kak ToBap.

Priok nndopmanuu.

Kakue ocHOBHbBIE Mepbl IPUMEHSIOTCS AJIs 3aLIUTHl THPOpMaLuu?

. Kakwue 3 cocraBnstoninx nuHpopMalmoHHON 0€3011aCHOCTH BbI 3HaeTe?

10 Kakue cymiecTByrOT BUJIbI 3aIIUTHI HHPOpMAITIHT?

Tema 2. IxoHOMHMYEeCKHE MP00IeMbI HH(POPMAIMOHHBIX PECYPCOB U
3alUThHI HHGOPpMALMH.

©CoNoRWNE

[Ipon3BoACTBEHHBIE PECYPCHI TPEANPUATHUS U CITYKO 3a1UTHI HH()OPMAIIUHU.
NudopmarinoHHbIe TEXHOJIOTHH.

OUHAHCOBBIE PECYPCHI OPraHU3ALIHNH.

Pe3ynbpTaThl 1€AT€NTbHOCTH (PUPMBI.

OnuimmTe 3Tansl coctaBieHus: busHec-miana.

NHHOBaLIMOHHAS AEATEIBHOCT OPraHU3aLNH.

Knaccudukaims nHHOBaIIUHA.

HNudpactpykTypa ”HHOBAIIMOHHOM EATETLHOCTH.

. ITHHOBallMOHHBIN IPOEKT.

10 D} heKTUBHOCTH HHHOBAIIUM.

Tema 3. IxoHOMMKa MHPOPMALINH, HEONIPEAEJIEHHOCTH U PUCKA.

LCoNOR~WODE

HazoBuTe OCHOBHBIE MOHATHS SKOHOMUKH HH(POPMALIHH.

Kak ocymiecTBisieTcst BBIOOp B YCIOBHSIX HEONIPEAEIEHHOCTH.

Yo Takoe HEONPEAETEHHOCTh U PUCK.

Crnekynsauus 1 ee QyHKIMHU B PhIHOYHOM SKOHOMUKE.
NudopmanmoHHbie TPOTYKTHI.

NudopmanmonHsie yCiIyr.

OxapakTepu3yiTe OCHOBHBIE BUJIbI HH()OPMALIMOHHBIX YCIIYT.

Kak cuTyanus prucka OTaM4aeTcsi OT CUTYalMH HEOIIPEAECIIEHHOCTH ?
. B ueM oTiinume ycinoBuii HEONPEIEIEHHOCTH OT YCIOBUM pUCKa?

10 Kakne Tpu OCHOBHBIX BONpPOCA SKOHOMHUKH CTOST TEped  KaxIoil

SKOHOMHUYECKON CHCTEMOMN M KaK OHHU PEIIAIOTCS B Pa3HBIX SKOHOMUYECKUX
cucremax?



Tema 4. IlenooOpa3zoBanue Ha MHGOPMAIMOHHBbIE MPOAYKTHI U YCJIYIH.
CebdecTrouMocTh HHPOPMAIMOHHBIX MPOAYKTOB M YCJIYT.

1. CymHocTh U COCTaB CE0ECTOMMOCTH.

2. OxapakrepusyiTe crnenupuyeckue NPUHIMIBI Yy4eTa HHPOPMAIMOHHBIX
3arpar.

HazoBuTte MeTo/ b1 yueTa 3aTpar Ha HH()OPMAIMOHHYIO 0€30MMaCHOCTb.
HazoBuTe 0CHOBHBIE HAMpPaBIIEHUs PACXO/I0B Ha 3alIUTy UH(POPMAIIUH.
OxapakTepu3yiTe LEHOBAs MOJIUTHKA OPTraHU3ALHH.

MeTozp1 pacueTa 1eH Ha HH(POPMAITUOHHBIE POTYKTHI.

OTBETCTBEHHOCTh JOJKHOCTHBIX JIMI] 32 HAPYIIEHUE PEXUMA 3aIUIIEHHOTO
JIOKyMEHTO000pOTA.

Kakyro pons urpaer 1ieHoo0pa3oBaHUe B YCIOBHUSIX PRIHOYHOW SKOHOMUKH ?
Kakune BO3MOXKHBIE 1€ LIEHOOOpPa30BaHUS MOXKET MOCTaBUTH (upma B
CBOEH JIeSITeIbHOCTU?

10.Kaxum oOpa3oM mpoucxoauT 1ieHooOpazoBanue?

N Ok
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Tema 5. JxoHoMHMUYecKkast 0€30MACHOCTH (PUPMBI (€ TOYKH 3PEHUS

N00bIBaHUA U O0ecreYeHue 3alMThl KOMMep4YeCcKoi HH(popManum).

1. Ponb un(opManuu B NpeAIpUHUMATEIbCKON JeATeIbHOCTH.

2. Crparerndeckas uH(GopMaius npeanpusTus.

3. JloOGpiBanne koMMepueckod uHGpopManuu. TexHomorus J0OBIBaHUS

uH(popMauu.

[Icuxonoruueckue mpreMbl 100BIBaHNS KOMMEPUECKOH HHPOPMAITHIH.

5. CnocoObl  HECAaHKUMOHUPOBAHHOTO  JOCTyna K  KOH(PUACHIUATbHOU
uH(popMauu.

6. Kaxossl mokazatenu 3¢(HeKTUBHOCTH T0OBIBaHUS HHPOPMAIUH.

7. Kakum  oOpa3om  oOecrnieunBaeTcsi  dKOHOMHYECKass  0€30MacHOCTb
npeanpusTus?

8. B dyem 3akiroyaercss akTyaJlbHOCTh NpoOJeM UM HE0OXOJAMMOCTb
o0ecrniedyeHnss SKOHOMUYECKOM 0€30MacCHOCTH MpeAnpusThs?

9. Jlna ygero HeoOXoauMoO oOecreunBaTh SKOHOMHYECKYIO 0€30MacHOCTh Ha
YPOBHE OpraHu3aluni?

10.Kakue CYIIECTBYIOT yYIPO3bl AKOHOMHYECKOMN 6e3omacHOCTH
IPEINTPUHUMATEIHCKON NeSTEIBHOCTH?

B

Tema 6. Ouenka 3(pPeKTUBHOCTH CO3AAHUA U PYHKIMOHMPOBAHUS
cucremMbl 3amUThl MHpopManuu. CrTpaxoBaHHe, KaK CHocod M MeTOI
3alllUThI BJIOKEHHH.

Ha3oBure MeTobI HapaleHUs: 1 JUCKOHTUPOBAHUSI.

YT0 TakO€ MHBECTULIMOHHBIN MPOEKT.

Prckyn MHBECTHLIMOHHBIX IPOEKTOB.

CymHOCTb, COiepKaHUE U BUABI PUCKOB.

HazoBuTe 0CHOBHBIE CITOCOOBI OLIEHKH CTENEHU PUCKA.

CymHOCTb, CoiepkKaHUE U BUAbI CTPAXOBAHHUS.

OxapakTepu3yiTe OpraHu3alMOHHYIO CTPYKTYPY CTPaxOBaHU.

NogakhodPE



8. Kak ocymecTBisieTcs cTpaxoBanre HHPOPMAIIMOHHBIX PUCKOB.

9. JlmuHoe ctpaxoBaHue. MMymiecTBeHHOE cTpaxoBaHHe. OpraHu3alioOHHO-
IIpaBOBBIC POPMBI OPTAHHU3AIIUN CTPAXOBOH JIEITCIHHOCTH.

10.Kak ocymectBiseTcss oneHka A(OPEKTUBHOCTH  CHUCTEMbI  3aIUTHI
uHpopmaruu?

11.Kakue MmeToapl Hamboyiee PaCHpOCTPAHCHBI NPH OpPTaHU3AIMH 3aIUTHI
uHpopmaruu?

Kpurtepum ouenku:

3-4 fanna (WM OLIEHKA «OTJIMYHO)») BBICTABISIETCS OOyYaromeMycsi, eciu
OHJIEMOHCTPHUPYET TIIyOOKOE 3HAaHUE COACpPKAHUSA BOMIPOCA; JAET TOYHBIE
ONPEJEICHUS] OCHOBHBIXIIOHSATUM; apryMEHTUPOBAHHO M JIOTUYECKU CTPOHHO
u3jlaraeT y4eOHbId Marepuan; WUIIOCTPUPYETCBOM  OTBET  AKTYaJIbHBIMU
npuMepaMu (TUMOBBIMHM M HECTAaHJAPTHBIMH), B TOM UHCIECAMOCTOSITEIHHO
HallICHHBIMM; HE HYXXJAaeTcss B YTOUYHSAIOMMX W (WIM) JOMOJIHHUTEIbHBIX
BOIIPOCAXIPENOAABATEIS.

2 0asa (MM OIICHKA «XOPOII0») BBICTABIAETCS OOYYaIOIIEMYCsl, €CJIU OH
BJIJICETCOJICP’)KAHUEM BOIIPOCA, HO JOIYCKAET HEKOTOPBIE HEOYETHI IIPU OTBETE;
JOIYyCKaCTHE3HAYUTENbHBIE HETOYHOCTH IIPHU ONPEIAECICHUM OCHOBHBIX ITOHSATHUM;
HEJ0CTAaTOYHOAPTYMEHTHUPOBAHHO U (MJIM) JIOTHYECKHU CTPOMHO MU3J1araeT y4yeOHbIN
MaTepHuat;, WIUTIOCTPUPYET CBOMOTBET TUIIOBBIMU TPUMEPAMH.

1 ©Oana (WM  OLEHKAa  «YyJOBJIETBOPHUTEIIBHO»)  BBICTaBJISETCS
oOy4aroniemMycsi, €C’Id OHOCBOWJI OCHOBHBIE IMOJIOKEHUSI KOHTPOIUPYEMOM TEMBI,
HO HEJOCTATOYHO YETKO JIa€T OMNpPEJCICHUEOCHOBHBIX TMOHATUM W JCHUHUIINIMI;
3aTpyIHSIETCS TMpPU OTBETaX Ha  JOMOJHUTENbHBIE BOIMPOCHL;, MPUBOJUT
HEJOCTATOYHOE  KOJIMYECTBO IMPUMEPOB  JUIsl  WJUIFOCTPUPOBAHMSI  CBOETO
OTBETA;HYKJAETCA B YTOUHSIOMX W (WJIM) JONOJHUTEIBHBIX BONPOCAX
IIPENO1aBaTEeIs.

0 ©OamioB (WM OLEHKA «HEYAOBJICTBOPUTEIBHO») BBICTABISAETCS
oOyuyarolemycs, €cid OHHE BIAJIeeT COJEPKAHHEM BOIPOCAa WM JOIMYCKaeT
rpyOble OIIMOKY; 3aTPYyIHSAETCS JaTh OCHOBHBICOIIPEIEICHMSI; HE MOKET IPUBECTU
WIM MPUBOJUT HENPAaBWIBHBIE IIPUMEPHI; HE OTBEYAECT HA YTOUYHSIOIIME U (WIH)
JOTIOJTHUTENBHBIE BOIPOCHI MPENOAABATENS WM JOMYCKaeT NPH OTBETE HAHMX
rpyOble OIIHOKH.

1.2 KOHTPOJIBHBIE BOITPOCBI JJIA JAIIUTDBI
HPAKTHYECKHUX PABOT

KoHTposibHbIE BOMPOCHI 17151 3aLUThI MPAKTHUeCKO padoThl Nel:
KaxoBa posips nHbOpMaI B IpOBEIEHNHA KOHKYPEHTHON 00pHOBI?
[Touemy nHpoOpMmMaIUs TakKe SABISIETCS TOBAPOM?

KakuMu ocHOBHBIME CBOWCTBaMH 001aiaeT nHpopmaius kak Topap?
Kakumu npyrumu cBoiicTBaMu obagaet nHGOpMaIus Kak ToBap?
Urto nmpeacrasisieT coboit peiHOK nHGOopManmu B Poccun?

Cucremsl kiaccudurauu nHOOPMAITIN Ha TIPETPUITHH.

ook wnrE



7. Kak BbIOpaTh 6a3bl 11 HAOMIO1eHUs?

8. Ortkynaa 6path HEOOXOAUMYIO JUIsl PAOOTHI IPEANPUATHS UHPOPMAITUIO?

9. Kak kmaccuduiupoBath HHGHOPMAIIUIO, MOCTYMAIONIYI0 U3 BHEIIHEH Cpe/ibl B
OpraHu3aIuIo?

10. Cucrema undopmaruu. Kakoi Bki1al BHOCUT CTpaTeruyeckas, TakKTU4ecKas u
oriepaTuBHas HHGOpMaIKs B 0a3bl JaHHBIX opraHu3anuu (hupmen)?

11. Kakue cymiectByroT criocoosl koopauHaiuu CCITN u CTOU?

12. Yto HeoOXoauMO CcAenaTh IS CO3MaHUS CHCTEMBI CTPATETHYCCKOM
uHbopMaruu?

KOHTpoJIbHBIE BONPOCHI JIJIS 3aIUTHI MPAKTHYECKOU padoThI No2:

1. Yto Takoe KoMmMepuecKas TaitHa opranuzanuu (Gpupmer)?

2. KTo onpenensier coctaB u 00beM CBeACHHH, cocTaBistomux KT?

3. Ilepedens cBeeHUM, KOTOPBIE HE MOTYT CcOCTaBIATh KT.

4. Kakue cBeneHust MOTyT ObITh OTHeceHbI K KT?

5. Kakast unopmanyst UCrosib3yeTcs AJisi CTPaTernuecKoro miaHupoBaHus?

6. Uto Takoe 6usHec-maH? OCHOBHBIE pa3zielibl OM3HEC-TIIaHA.

7. 3aueM NpOBOJUTCS TEXHUKO-3KOHOMHUYECKOE 0OOCHOBAHUE MPOEKTa U I KOTO
IIPEIHA3HAYEH 3TOT JTOKYMEHT?

8. OTKyza UCXOOUT yrpo3a pyucKa Ipy peajin3aluy IpoeKTa?

9. Kak yTOYHUTH HCXOJHYI0 HH(OpPMALUIO U TMOIYYUTh MPOTHO3 BHINOJHEHUS
poeKTa’?

10. OueHka npeanpuHUMATEIBCKOTO PUCKA U METObI €0 CHUKCHMUS.

11. Opranbl 100bIBaHUSI KOMMEPYECKON HHPOPMALIUH.

12. Yem 3aHMMaETCs KOMMEpUYECKas pa3Beaka?

13.  IlpuHIMObel  I€ATEIbHOCTH  MH(GOPMAILMOHHO-aHAJUTUYECKON  CITy>KObI
opranuzanuu (Gupmsi).

KoHTposibHBIE BOMPOCHI JIJIS1 3alUTHI MPAKTHUECKOM padoThl No3:

1. KakoB nopsA10K MPOBEACHUSI CEKPETHBIX MTEPETOBOPOB U COBEIIAHUMN?

2. Yem pnocTtHraercs COOTBETCTBHE MOMEIIEHUN TpeOOBaHUSAM CTaHIAPTOB IIO
6e3onacHocTu nH(pOpMaIUn?

3. Kakue peiicTBus HEOOXOAMMO MPEANPUHATH TMPU BHIOOPE KOMMEPUECKOM
OpraHu3aluy - JEJI0BOro napTHepa?

4. Kak ocyuiecTBisieTcs MpoBEpKa JOCTOBEPHOCTH HHPOpMaLIUK O mapTHepe?

5. HazoBute Buabl pUCKOB B MPEANIPUHAMATENBCKON AEATEIIBHOCTH.

6. Kakue CyiiecTBytOT METO/Ibl aHAJIN3a pUCKA?

7. Kak onpenenuTh K03 HUIIMEHT prcka?

8. Ha kakue cpenctBa AeNSTCS ClIOCOObI MUHUMU3AIIUUA PUCKOB?

9. Kakuie OCHOBHBIE IPUEMBI CHUKEHUS CTETIEHU PUCKA BbI 3HaeTe?

10. B uem 3axmrovaercsi muBepcuUKAIUS U B YEM pa3Inuue KOHIICHTPUUECKOU U
TOPU30HTAJIBLHOU uBepcuduKaum?

11. B yeM 3akitouaeTcst XeKUpoBaHue?

12. B yem 3akiroyaeTcs CTpaxoBaHHE U caMOCTpaxoBaHue?

13. Uto Takoe npsiMoii U KOCBEHHBINH yOBITOK?



KoHTposibHbIE BOMPOCHI JIJIs1 3aLUThI MPAKTHUECKOU paboThl No4:

1. Kakue cymiecTBytoT BUIbl yrpo3 HHGOPMAIIMOHHBIM pecypcam?

2. C KaKo# 1EeJbI0 MPOBOAUTCA MCUXOJIOTHUECKU mpodhoTOOp?

3. Yro BkitOUaeT B ceds mpodeccuorpamma’?

4. Kakue cTpyKTypbl UCTIONB3YIOTCS iJisi cOOpa CBEJIEHUHM O KaHauaaTax?

5. Kakue MeTopl UCTIONIB3YIOTCS Jis cOOpa CBEJIEHUI O KaHauaaTax?

6. HazoBuTe TecTOBBIE NpUEMBI W JAPYTHE HAyYHBIE METOIUKH TPOBEPKH
KaH/IUIaTOB.

7. OcoOEHHOCTH MTPOBEACHUS UTOTOBOM OECe/Ibl ¢ KaHIUIaTaMHU.

8. Kakme wmeppl menecooOpa3HO MPEANPUHATH A0 Oeceabl C YBOJBHIECMBIM
COTPYIHHUKOM?

9. Kakue QopMbl MOKET NMpUHUMATH Oecela C YBOJBHSIEMBIM COTPYIHUKOM, H
KaKuM 00pa3oM JOJIKEH ObITh TOCTPOEH pa3roBop?

10. Kakue cymiecTByrOT BapHaHThl COXpaHEHUS B TailHE KOMMEPUYECKHUX CBEJCHUMN
IIPU YBOJIBHEHUU COTPYIHUKOB?

11. Kak pexomeHmyercs IeHCTBOBATh B TEX CJy4yasx, KOIJa YBOJbHEHUS
COTPYIHUKOB MIPOUCXOJIAT M0 UHUITUATUBE CAMUX KOMMEPUYECKUX CTPYKTYp?

KoHTposbHbIE BOIPOCHI 17151 3aIIUThI MPAKTUYECKON paboThl Ne5:

1. Uto moHMMaeTcs nmoJ NOHATUEM YpE3BbIUYAHAS CUTyalus !

2. Kakue Bunpl YHC UMEIOT IPUPOIHBIN M TEXHOTEHHBIN XapakTep?

3. Kakne meponpuaTvs mo ynpaBi€HHIO OpraHU3alyed IMPOBOASTCSA B YCIOBHUAX
qC?

4. KTO BXOAUT B COCTaB OINEPaTUBHOTO ITada?

5. Kakue meponpustus pa3padaTbhiBaeT ONepaTUBHBIN ITA0?

6. Kakue ycnoBus obecrieunBaroT yCEIIHY0 peain3anuio miana aeicteuii B UC?
7. CBeneHus1, KOTOpPbIE 0053aTebHO YKA3bIBAIOTCS B TUIaHE?

8. B duem 3akiroyaercs npakTU4Yeckasi NOAroTOBKa NepcoHala K aectusim B UHC?
9. Kak oueHuTs ypoBeHb 3aTpaT MPEANPHUSATHS Ha MPOBEACHHUE MEp
MPEAOCTOPOKHOCTH?

10. TlepBoouepenHbie IEUCTBUS CITyKObI 6€30NaCHOCTH MPU BO3HUKHOBeHUU UC.
11. Kakast unpopmanus uisi NpaBOOXPAHUTEIbHBIX OPraHOB FOTOBUTCS CITYKOOH
0€30MacHOCTH MOCJIE HalaIeHUs Ha OpraHu3aluio?

Kpurepuu ouenku:

6-8 0a/10B (WM OIIEHKA «OTJIMYHO») BBICTABIIACTCA 00ydYarOmEeMyCsl, eCIH
OHJIEMOHCTPUPYET TIyOOKOE€ 3HAaHUE COJAEP)KAHUSA BOIPOCA; JAET TOYHBIE
OTIpEe/IeTICHUS] OCHOBHBIXIIOHATHH, apryMEHTHPOBAHHO W JIOTUYECKH CTPOWHO
u3naraer ydeOHbIM MaTepuas; WUIIOCTPUPYETCBOM  OTBET  aKTyaJlbHBIMHU
npuMepamMu (TUIOBBIMH M HECTAaHJAPTHBIMH), B TOM YHCIIECAMOCTOSTEIHHO
HallICHHBIMH; HE HYXJAaeTcss B YTOUYHSAIOMMX W (WIM) JOMOJHHUTEIbHBIX
BONPOCAXIPEnoaBaTes.

4-5 dajia (WK OLIEHKa «XOpOILI0») BBICTABIISAETCS 00y4daromeMycs, €CJI1 OH
BJIQ/IEETCO/IEP’)KaHUEM BOMPOCA, HO JOMYCKAaeT HEKOTOPbIE HEIOUEThI IPH OTBETE;



JIOTTyCKAaeTHE3HAYUTEIbHbIE HETOUHOCTH MPU ONPEIEICHUN OCHOBHBIX MOHSTHUH;
HEJI0CTATOYHOAPTYMEHTUPOBAHHO U (UJIM) JJOTUYECKU CTPONHO M3JIaraer y4yeOHbIN
MaTepHuat;, WUTIOCTPUPYET CBOMOTBET TUIIOBBIMU ITPUMEPAMH.

1-3 ©Oamma (WM OICHKA  «YJIOBJIIETBOPUTEIIBHO»)  BBICTABIISCTCS
oOy4aroniemMycsi, €C’Id OHOCBOWJI OCHOBHBIEC TMOJIOKEHUSI KOHTPOIUPYEMOM TEMBI,
HO HEJIOCTAaTOYHO YETKO JaeT OMNPE/CICHUEOCHOBHBIX MOHATUM U JeDUHUIIUN;
3aTpyAHsSIeTCs TpU  OTBETaX Ha  JOMOJHUTENbHBIE BOIMPOCHI, MPUBOJUT
HEJOCTAaTOYHOE  KOJMYECTBO MPUMEPOB NS  WJUIIOCTPUPOBAHUS  CBOETO
OTBETA;HY)KJAETCSI B YTOUHAIOIIMUX W (WJIM) JONOJHUTEIBHBIX BOIPOCAX
IperoaaBaTels.

0 OammoB (WM OUEHKA «HEYIOBJIETBOPHUTEIIBHO») BBICTABISAETCA
oOyuJarolemMycs, €cild OHHE BIaJeeT COJEpPKaHHEM BOIPOCAa WU JOIMYCKaeT
rpyOble OMIMOKM; 3aTPyIHSAETCS JaTh OCHOBHBICOIIPEICTICHHS, HE MOXKET IPUBECTU
WIM TPUBOJUT HEMPABUIbHBIE MPUMEPHI; HE OTBEUAET HA YTOUHSIOMUE U (UJIIN)
JOTIOJTHUTEJIBHBIE BOIPOCH TMPENojaBaTelis WM JOMYCKaeT MPH OTBETE HaHUX
rpyObie OIMOKH.



2 OIEHOYHBIE CPEIACTBA JJIsI TIPOMEXYTOUYHOH
ATTECTAIIMN OBYYAIOIIIUXCA

2.1 BAHK BOITPOCOB " 3AJJAHUH B TECTOBOMN ®OPME

3amanusa B 3aKpbITOIl popme

1. Baxueiimue BUIbI SKOHOMHUYECKON 0€30I1aCHOCTH:

A) ®duHaHCOBas, SHEpreTuyecKas, uH(pOpMaIMOHHAS, 00OPOHHOMPOMBIIIIICHHAS,
MIPOJIOBOJILCTBEHHAS;

b) ®wunancoBas, SHepreTuveckas, BOCeHHas (0OOpOHHAs), WHHOBAIMOHHO-TIPOMBIIIIJICHHAS,
MIPOJIOBOJILCTBEHHAS;

B) ®unancoBas, »sHepreruyeckas, BOeHHas (00OpOHHAs), OOOPOHHO-TIPOMBIIIJICHHAS,
MIPOJIOBOJILCTBEHHAS.

2. B cTpyKkType HallMOHAIBHOW 0E30MaCHOCTH YKOHOMHYECKasi Oe30MacHOCTh 3aHUMAET 0c000e
MeCTO. ITO 00YCIIOBICHO TEM, YTO:

A) Bce Bujibl 6€301MacCHOCTH 3aBUCST OT COCTOSIHUS CEITLCKOTO X03sIHCTRA,;

b) Hu onun Bua 06€30MacHOCTH HE MOXKET OBITh peaan30BaH 0€3 SKOHOMUYECKOTO 00ECTICUCHHUS;
B) Bce Buapl 6€301acHOCTH 3aBHCST OT OAHKOBCKOM cephl.

3. AnHanu3 MHQOPMAIIMOHHBIX PUCKOB IIPEJHA3HAYCH JUIS:

a) OIICHKH CYIICCTBYIOIIETO YyPOBHS  3alWINEHHOCTH WH()OPMANMOHHOW CHUCTEMBI U
(dbopMHpOBaHHUs ONITUMAIILHOTO OrO/KEeTa Ha HH(OPMALIMOHHYIO 0€30IaCHOCTb;

0) OLIEHKU TEXHUYECKOTO YPOBHS 3aLIUIEHHOCTH HH(POPMALIMOHHON CUCTEMBI

B) HOJYYEHUS CTOMMOCTHOM OLIEHKH BEPOSATHOIrO (PMHAHCOBOIO ylepda OT pealu3aluu yrpos,
HANpaBJICHHBIX Ha HMH(OPMAIMOHHYIO CHUCTEMY KOMIIAHMM M JJISl OLUEHKH BO3MOXXHOCTH
peanu3aluu yrpos;

r) yOexaeHus pyKOBOACTBa KOMIAHUM B HEOOXOAMMOCTH BJIOKEHUN B CUCTEMY OOecreueHus
UHPOPMALIMOHHOM 0e30MacHOCTH M s HMHCTPYMEHTAIbHOM TPOBEPKH 3aIIUIIEHHOCTH
UH(POPMALIMOHHOM CUCTEMBI

4. Tlonutrka HHPOPMALIMOHHOM O€30MaCHOCTH, IPEX/Ie BCEro, HeoOXxoauma Jyist:

a) YCIIELIHOTO MPOXO0KIEHUSI KOMIIaHUe! peryisipHoro ayauta o Ub;

0) obecrieyeHus: pealbHOTO YPOBHS 3alUIIEHHOCTH HH(OPMAIIMOHHON CHCTEMbI KOMITAaHHH;
B) MMOHMMAaHMUs [IEPCOHATIOM Ba)XHOCTHU Tpebosanuii no Ub;

r) obecrieyeHus aJIeKBaTHOM 3alIUThl Har0oJiee BaXKHBIX PECypCOB KOMITAHUU

5. INonautrka nHGOPMALIMOHHOM 6€30MMacHOCTH B OOLIEM Cilydae sIBJISIETCS

a) PYKOBOISIIUM  JOKYMEHTOM JUIsl  aJMHHHCTPATOPOB  OE30MacCHOCTH M  CHCTEMHBIX
a/IMUHUCTPATOPOB

0) PYKOBOZISIIUM TOKYMEHTOM JIJISl OTPaHMYEHHOTO UCTIONB30BaHUS PYKOBOISIINM JIOKYMEHTOM
JUIl PYKOBOJICTBA KOMIIAHWH, MEHEJKEpPOB, aIMHUHHMCTPATOPOB OE30MAaCHOCTH M CHCTEMHBIX
aJIMIHUCTPATOPOB

B) PYKOBOJISIIIUM IOKYMEHTOM JIJISl BCEX COTPYTHUKOB KOMITAHHH

6. Ilpeamonoxxum, MHPOPMAITMOHHAS CHUCTEMa KOMITAHWM HAJEKHO 3alWIIeHa KOMIUIEKCOM
CpeAcTB MH(OPMAITMOHHON 3alUThl (MEKCETeBble dKpaHbl, aHTUBHPYCHI, CUCTEMbI 3aIIUTHI OT
HC/I, cuctembl oOHapykeHus atak H T.1.). BeiOepuTe, Kak Ha CyIIECTBYIOLIUI YPOBEHb PUCKOB
BJIMSIET pean3anus TpeOOBaHUN MOJUTUKUA OE30MaCHOCTH:

a) nHpOPMAIMOHHAS CHCTEMa caMa 1o ce0e HaJeKHO 3alTUIeHa KOMIUJIEKCOM CPEJICTB 3aIUTHI,
MOSTOMY peaiu3alus TpeOOBaHUI IMOJUTHKH OE30MacCHOCTH HE OKa3bIBA€T CYIIECTBEHHOTO



BIIMSIHUS HA YPOBEHb PUCKOB;

0) moauTHKa OE30MmacHOCTH, KaK JOKYMEHT JUIsi HEMOCPEACTBEHHOTO HCIOJIb30BaHUSA,
OTCYTCTByeT, YTO HEC OKa3bIBACT CYH_IGCTBGHHOFO BJIWAHUSA HaA ypOBCHB pI/ICKOB n3-3a BBICOKOI'O
<TEXHOJIOTUYECKOI0> YPOBHS 3alIUIIICHHOCTH HH()OPMAIIMOHHOW CHCTEMBI;

B) NOJUTHUKAa OE€30MacHOCTH SBJsieTCs (POpManbHBIM, HE HCIOJIB3YEeMbIM Ha IPAKTHKE
JIOKYMEHTOM, U 3TO HE OKa3bIBaCT CEPHhE3HOrO BIHMSHHUS Ha CYIIECTBYIONIUH YPOBEHb PHUCKOB
peanu3anus TpeOOBaHUH MOTUTHKH 0€30MTaCHOCTH

I') CYIIECTBEHHO BIHUSACT HA YyPOBCHb PHCKOB, TaK KaK <TEXHOJIOTHYCCKUI> (haKkTop
3allIUIIICHHOCTHU HH(i)OpMaL[I/IOHHOﬁ CUCTCMBI ABJIACTCA JINIIIb H€O6XOI[I/IMBIM, HO HC
JIOCTaTOYHBIM YCIIOBHEM OOeCTieueHuUs: Oe30MacHOCTH

7. BpiOepuTe, HEBBINOJIHEHUE, KAKOTO U3 CIEAYIOIIUX TPEOOBaHMIA MOJUTHKH 0€30I1aCHOCTH, Ha
Bam B3rmsg, MokeT HaumOOJBIIMM — O0pa3oM  TMOBBICHTH —CYIISCTBYIOIIME B  CHCTEME
UH(POPMAIIMOHHBIC PUCKH:

a) perynsipHoe OOHOBJICHHE aHTHUBUPYCHBIX 0a3 co3maHWe W MOAJEpKaHuEe Qopyma IIo
UHPOPMAIIMOHHOW OE30MacHOCTH JUIsl BCEX CIEIHAIMCTOB, BOBJCUCHHBIX B TPOIECC
obecnieuenus b

0) kiaccuuKanus pecypcoB MO CTEIIEHU BAXHOCTH C TOYKH 3peHus Vb 3aBepiieHre akTHBHOM
CECCHU TI0JIh30BATEIIS 110 OKOHYAHUU PaOOThI

8. MexayHapoIHblii CcTaHmapT ympasieHus HHpopManuoHHOW Oe3omacHocThio ISO 17799
NPEIbSBISCT:

a) TpeOoBaHUs, MPEABABIIAEMbIE TOJBKO IS Y3KOTO Kpyra KpYyMHEHIIINX MUPOBBIX KOMIaHHHA

0) 6a3oBbie TpeOoBanus 1Mo obecrieueHno Wb mMOBBIIIEHHBIE TPEOOBAHUS 1O OOCCIICYCHUIO
0e30MmacHOCTH UH(POPMALIMOHHOM CUCTEMBI

B) TpeOOBaHMs, KOTOpbIe HE COOTBETCTBYIOT 3akoHaM ctpan CHI™ B obmactu napopmarmonHoi
0€30MacHOCTH

9. Opnoii u3 pexomennanuii ISO 17799 smusiercs :

a) 4yeTKas perjiaMeHTaIisl HAaCTPOEK MEKCETEBBhIX IKPAHOB

0) MpUMECHEHHE aHTUBUPYCHBIX IMPOJTYKTOB BEIYIIUX IPOU3BOIUTEICH

B) MPOBEJICHUE aHAllM3a PHCKOB M PETYISIpHBIX TECTOB Ha MPOHUKHOBEHHWE CTOPOHHEU
KOMIIaHHUEHN

T') HEOOXOJUMOCTH MPOXOKICHUS PYKOBOJCTBOM KOMITAHUHU PETYJISPHBIX TPSHUHTOB 110 b

10. /Inst mpoBeneHus aHanu3a UHPOPMAIIMOHHBIX PUCKOB, TIPEXkKAE BCET0, HEOOXOUMO:

a) rpajanus HHPOPMAIMOHHBIX PUCKOB

0) mocTpoeHue MOJHONW MOAENTU UH(DOPMAIIMOHHOW CHCTEMBI C TOUKH 3peHUs WH(OPMAIMOHHON
0e301macHOCTH

B) MOJIeTIb HAPYIIUTENS BEPOSITHOCTHBIE OIIEHKH YIp03 O€30MacHOCTH

11. OcnoBHOI 3aaueli TecTa Ha TPOHUKHOBEHUE, TIPEXK/IE BCETO, SBIISIETCS:
a) OlleHKa BO3MOXXHOCTHU OOHapyKeHUs aTaku cinyxxk00it Ub kommanumu

0) mpoBepKa BpEMEHHU PEaKINK CIIy>KObI oOecrieueHruss ”HPOPMAIIMOHHON 0€30TacCHOCTH

B) OIICHKA BO3MOXXHOCTH OCYIIECTBJICHHs aTaku u3 MHTepHeT Ha MHGOPMAIMOHHYIO CHCTEMY
KOMITaHUH

I') OLIEHKa BO3MOKHBIX MTOTEPh MPU pean3aluu aTaku u3 MiHTepHeT

12. Tecr Ha MPOHUKHOBEHHE MO3BOJISIET (BRIOSPUTE HANOOJIEE ITOJTHOE ¥ TOYHOE OTPEICIICHHE)
a) yOeIuTh PYKOBOACTBO KOMIIAHMHM B pEaNbHONW OMAacHOCTH BTOpKEHUs u3 VHTepHET u
o0ocHoOBaTh HEOOXOAUMOCTh HHBecTULIH B 1B

0) CHU3UTBH BEPOATHBIE PUCKU BUPYCHOM aTaKu Ha KOPIIOPATUBHYIO CETh



B) o0ecreynTh JOJDKHBIA ypPOBEHb OTHOLICHHMS PYKOBOJCTBA KOMIIAHMM K Tpobieme
obecneuenus b

r) yoenutecsi B cmocoOHOcTH  ciayxkObl Wb mpoTHBOCTOATH  BO3MOXHBIM — aTakam
3JIOYMBILIJICHHUKOB U3 IHTEpHET

13. VYkaxute B oOmieM ciy4ae BO3MOKHBIC THUIIOBBIC ITYTH BO3JICHCTBUS MPHU IMOITYYCHHUU
yIQJIEHHOTO JOCTYIA MOJIb30BaTeNsl K MHPOPMAaLMU Ha cepBepe

a) aTaka Ha KaHaJI [lepe/ladyn, aTaka Ha CepBep, aTaka Ha MOJIb30BaTEIbCKYIO TPYIITY

0) BUpyCHasl aTaka Ha KOPIOPAaTUBHYIO CETh aTaka Ha CTAHLIMIO I10JIb30BATENs, aTaka Ha KaHall
nepegavn

B) aTaka Ha cepBep, IPOHUKHOBEHUE 3JI0YMBIIUICHHHUKA B CETh KOMIAaHUU U3 MIHTepHeT

14, Kakoii MeTox OOBIYHO WCIOJB3YyeTCS MPOPECCHOHATBHBIMUA  B3JIOMIIMKAMHU  IIPH
UH(POPMALIMOHHOM aTake?

a) araka Ha HaumOoJjee 3aUIICHHYIO 11eJTb

0) aTaka Ha IPOMEKYTOUYHYIO LIEb

B) aTaka Ha HAMMEHEE 3allMIICHHYIO 11EJIb

I') aTaka OCYIIECTBIISICTCsl O€3 LeIeHANPaBICHHOTO BRIOOPA TSN

15. BeiOepure Hambosiee ONTHMAaJbHYIO CTPATETHIO YIPABICHUS PHUCKAMH B CICIYIOIICM
cinydae: Beb-cepBep KOMITAHMHM HaXOAMTCS BHYTPU KOPIOPATUBHOW CETH M €0 MPOTrPAMMHOE
o0ecrieyeHrne, BO3MOYKHO, COJICPIKUT YSI3BUMOCTH

a) YMCHBIIICHUE PUCKA U YKIIOHEHUE OT pUCKa

0) MpUHATHE pPUCKA

B) M3MCHCHHE XapaKTepa PUCKa M YKJIOHEHHE OT PHCKa

I') U3MCHCHHE XapaKTepa pUCKa U YMEHBIIICHUE PUCKA

16. [ns onenku yuiep6a no yrpose <ueioCTHOCTh™> HEOOXOAUMO:

a) OIICHHUTH IOJIHYF0 CTOMMOCTh WMH(OPMAIMM OICHHUTh KAaKOW ymepOd TMOHECeT KOMIIaHWS B
clly4ae U3MEHeHUs nHpopMauu

0) olleHUTh ~ KakoW  ymepd  MOHeceT  KOMIaHUA B CJydae OCYILIECTBJICHHUS
HECaHKIMOHUPOBAHHOTO JOCTYIAa K HH(pOpMaIuu

B) OIICHUTh BO3MOXXHOCTH OCYIIECTBIICHHS aTakh Ha pecypc, Ha KOTOPOM XPaHUTCS
uH(popManus

17. Beibepute Hanboyiee MOJTHOE OMHCAHHUE METOJOB, KOTOPBHIE MPUMEHSIOTCS MPU OLIEHKE
yiiepba B cirydae HapymieHus: KOHPUACHIUATILHOCTH HHPOPMAITTT
a) OllEHKa CTOMMOCTH 3aTpaT Ha peadWIMTAINIO0 TTOJMOYCHHOM permyTaluu, MPEecTka, UMEHU
KOMIIAaHUM CTOMMOCThH YIYIIEHHOW BBITOJBI (TIOTEPSIHHBIA KOHTPAKT) CTOMMOCTH 3aTpaT Ha
MOVCK HOBBIX KIIMEHTOB, B3aMeH 0oJiee He TOBEPAIOIMINX KOMIIaHUH

0) OolleHKa  CTOMMOCTM  KOHTpPMEpP IO  yMEHbIIEHHIO  ymiepba  OT  HapyIIeHus
KOH(UIEHIIMATBHOCTH UH(OpMaIUY;
B) OIIEHKA MPSMOro yiiepOa OT HapyIIeHHUs KOH(UISHIIUATEHOCTH HHHOPpMAITIT

18. B ciyuae aHanmm3a prucKoB 0a30BOTO YPOBHSI HEOOX O THMO:

a) MPOBECTH  TECThl HAa  TPOHUKHOBEHHE  MPOBEPUTH  BBIMIOJIHEHHWE  TpeOOoBaHUM
COOTBETCTBYIOLIETO cTaHaapTa, Harpumep [SO 17799

0) mpoBecTH TMONHBIA ayauT WHGPOpPMAIMOHHOW O€30MacHOCTH, BKJIOYAs TECThl Ha
IMPOHUKHOBCHUC IIOCTPOUTH IIOJIHYHO MOACIIb HH(l)OpMaHHOHHOfI CUCTEMBbI C TOYKH 3pPCHHUA
nH(pOpPMaLlMOHHON 06€30MacHOCTH

B) MNOCTPOUTH MOJHYIO MOJCIIb HH(I)OpMaHHOHHOﬁ CUCTCMBI C TOYKH 3PCHUS HH(bOpMaHHOHHOﬁ



0€e30I1aCHOCTH

20. BoccTaHOBUTE aIrOPUTM OIICHKH PHCKOB MH(POPMAITMOHHONW OE30MaCHOCTH:
a) uaeHTU(UKAIUS aKTHBOB;

0) pa3paboTka MOJEIIU YTPO3;

B) OIIpeJIeJIEHUE JOIIYCTUMOTO YPOBHS PUCKA;

') OIpeeieHne pUcKa HECOOTBETCTBUS TPEOOBAaHMI 3aKOHOIATENILCTBA;

1) Ipolelypa KOJIMYECTBEHHOT0 ONPEeAEICHUs PUCKOB;

21. BoccTaHoBHTE aJITOPUTM KOJMYECTBEHHOTO OlleHnBas pucka Ub:

a) OIlpeJleJIeHUe LIEHHOCTH aKTHBa

0) BbIOOD akTyanbHbIX yrpo3 b wactHO# Moaenu yrpos

B) BBIYMCIICHHSI 3HAYCHUS PUCKA

I') OIpEeJeIeHNE IEHHOCTU aKTUBa

1) OTIpe/ieIeHne BO3MOKHOCTH UCTIOIb30BaHUS OPTaHU3AIMOHHBIX M TEXHUYECKHUX YSI3BUMOCTEH

22. Bbiaenute OCHOBHBIC 3JIEMEHThI CHCTEMBI

e pabouue MecTa, Ha KOTOPBIX ONepaTopbl BBOJAT UH(OPMALIHIO, TTOCTYNAIOIIYIO U3 BHEIIHETO
MUpa;

® TIOYTOBBIA cepBep, Ha KOTOPBIA MHQOpMAIMs MOCTYMAaeT C yJAJICHHBIX Y3JIOB CETH Yepes
HNuTepHer;

e cepBep 00paboTku, Ha koTopoM yctaHoBieHa CYB/I;

CepBep PE3epPBHOTO KOMUPOBAHUS;

pabouure MecTa IrpyIIibl ONEPATUBHOTO pEearupOBaHMUS;

pabodee MeCcTO aIMUHUCTPATOpa OE30MMACHOCTH;

pabouee Mecto aamuHuctparopa b/I.

23. Kakoii 3 nmepe4yuceHHbBIX METOHOB OICHKH PHCKAa OCHOBAH HA pacyerax M
aHaJIN3e CTATHCTUYeCKHUX NoKa3areJiei?

e BeposATHOCTHBIN METOL

e Merox cuieHapueB

e VY4YeT pUCKOB IIPU pacyeTe YUCTON IPUBEACHHON CTOUMOCTH

e AHaiu3 4yBCTBUTEIBHOCTH

24. Kakoii U3 mepeyucJeHHBIX METO/I0OB OlleHKH PUCKA /aeT MpeacTaBjieHUe 0 HamboJjee
KpuTHYecKknX (akTopax HHBECTUIIHOHHOTO MPOEeKTA?

e [locTtpoeHue nepeBa penieHuit

e Metoa cuieHapueB

e VYd4er pUCKOB IPU PaCcYETe YUCTOM NMPUBEAECHHONW CTOUMOCTH

e AHaiu3 4yBCTBUTEIBHOCTH

25. Kakoii u3 nepeyucjeHHBIX METO/I0B OIIeHKH PUCKA UCNOJb3YeTcsl B CHTYallusX, KOIrja
NPUHMMAaeMble pPelleHUs CHJIbHO 3aBHCAT OT NMPHUHATBHIX PaHee M ONpedessOT CUHEeHAPUU
AaJbHeHIIero pa3BuTHs COOLITHI?

e lIMuTanIMOHHOE MOJICIIMPOBAHUE
e BeposATHOCTHBIN METO
e VYd4er pUCKOB MPU PaCcUETe YUCTON MPUBEAECHHON CTOUMOCTH

e JlocTpoeHue nepeBa pemieHui
26. Kakum o0pa3om npu pacuere YHCTOH NMPHUBEIEHHOH CTOMMOCTH MOKHO YYHUTBHIBATH
puck?



e B 3namenarene ¢opmynsl NPV nocpeacTBoM KOPPEKTUPOBKH CTAaBKU JAUCKOHTA

KomoOunarms hopmyn NPV nocpencTBoM KOppEeKTHPOBKH YUCTHIX AEHEKHBIX TTOTOKOB

B uncnutene gpopmynsl NPV nocpenctBoM KOppeKTUPOBKHU YUCTHIX JACHEKHBIX MOTOK
® BCE BapUAHTHI BEPHBI

27. Kakoii U3 nmepeyHciIeHHBIX METOAOB OLEHKH PHUCKA HCIOJB3YeTcs B CHTyalusix,
KOIJla NpPHHUMAaeMble pelIeHUsl CHUJIbLHO 3aBUCAT OT NPHUHATHIX paHee U ONpeAesSIOT
CIleHAPUHM JAJIbHeHIero pa3BuTus coObITHI?

e lIMUTaLIMOHHOE MOJEIIMPOBAHUE

e BeposATHOCTHBIN METOL

e VYdeT PUCKOB IIPH pacyeTe YUCTOM MPUBEICHHON CTOUMOCTH

e AHa/iN3 YyBCTBUTEIBHOCTH

e [locTpoeHue nepeBa peleHu

28. Crnenytomiee CTpYKTYpHOE MOJpa3AeiieHUue CIy>KObI 3aluThl HHGOPMAIIUU OTBEYAET 3a
KOHTaKThl ¢ IIPAaBOOXPAHUTEIbHBIMU OpraHaMH 110 BCEM BOIlpocaM oOecnedeHusi 0€301acCHOCTU
JESITEIBHOCTH 00bEKTa

e ['pynnapexuma

e ['pyrmma oxpaHbl HCOMTPOBOXKICHUS

e TexHuyeckasrpymnmna

e JlerekTUBHAs rpymIa

29. B 00s3aHHOCTH KaKoro COTpyJHUKA BXOIHUT pa3paboTka U mojiepxkka 3()PeKTUBHBIX
Mep 3aIUThI M0 00paboTke HHpOpMAIHH TSt 00ECIICUCHHSI COXPAaHHOE JTaHHBIX

e COTpyIHUK rpyIIbl 6€30MaCHOCTH

e AamunHHCTpaTOp 0€30MaCHOCTH CHCTEMBI

e AamuHHCTpaTOp 0€30MaCHOCTH JAHHBIX

e PykoBoauTens rpynisl

30. B 00s3aHHOCTHM Kakoro COTPYJHHKAa BXOAWT KOHTPOJbh 3a BBIOJHEHHWEM IUIaHA
BOCCTaHOBJIEHHUS IIOCJIE€ MHIIMJIEHTa HHPOPMALIMOHHOM 6€30M1acHOCTH

e COTpyIHHUK TpyMIbI 0€30MaCHOCTH

e AamuHHCTpaTOp 0€30MaCHOCTH CUCTEMBbI

e AJIMUHHCTPATOpP 0E30MAaCHOCTHU JAaHHBIX

e PykoBoauTens rpynimsl

31. B 00s13aHHOCTH KaKOTO COTPYJHUKA BXOJIUT pealin3alus U U3MEHEHHE CPEICTB 3aIUThI
TAHHBIX

e COTpyIHHUK TpyMIbI 0€30MaCHOCTH

e AnMuHHCTpaTOp 6€30MaCHOCTH CHCTEMBI

e AMUHHCTpaTOp 6€30MaCHOCTH AAHHBIX

e PyKOBOIUTEINb IPYMNIIbI

32. B 00s13aHHOCTH Kakoro COTpyIHMKA BXOJUT KOHTPOJIb COCTOSHHS 3aIlUThl HaOOPOB
JAHHBIX

e CoTpyAHUK IpymIibl 0€30MaCHOCTH

e AnMUHHCTpaTOp 6€30MaCHOCTH CHCTEMBI

e AnMuHHCTpaTOp 6€30MaCHOCTH JAHHBIX

e PykoBoauTens rpynmsl

33. B 00s13aHHOCTH Kakoro coTpyJIHUKa BXOJUT OMYyOJIMKOBaHHE HOBOBBEJIEHUI B 0o0nacTu
3aIIUThHI

e COTpyIHHK TPyNIbI 0€30MaCHOCTH

e AamuHHCTpaTOp 0€30MaCHOCTH CUCTEMBbI

e AamuHHCTpaTOp 0€30MaCHOCTH JAHHBIX



e PykoBoauTens rpymnisl

34. B 00s3aHHOCTH KaKOTO COTPYAHUKA BXOAUT XpaHEHUE PE3EPBHBIX KO JJAHHBIX

e COTpyIHUK rpyIIbl 0€30MaCHOCTH

e AnMuHHCTpaTOp 6€30MaCHOCTH CHCTEMBI

e AnMuHHCTpaTOp 6€30MaCHOCTH JAHHBIX

e PykoBoguTens rpymnisl

35. B 00s3aHHOCTH Kakoro COTpyJHHKA BXOAMT KOHTPOJb 32 BBIIOJHEHHUEM IUIAHOB
HENpepbIBHON pabOThI

e COTpyIHUK rpyIIbl 0€30MaCHOCTH

e AnMuHHCTpaTOp 6€30MaCHOCTH CHCTEMBI

e AMUHHCTPATOp 0€30IaCHOCTH AAHHBIX

e PyKoBOIUTENb IPYIIIBI

36. B 00s13aHHOCTM KaKoOro COTpPYAHHMKAa BXOAMUT KOHTPOJIb 3alUThl HAOOPOB JaHHBIX U
porpaMm

e CoTpyAHUK IpymnIiibl 6€30MacCHOCTH

e AnMuUHHCTpaTOp 6€30IaCHOCTH CHCTEMBI

e AMUHHMCTpATOp 6€30IaCHOCTH AAHHBIX

e PyKoBOIUTENH IPYIIIBI

37. B 00s13aHHOCTH KaKOTO COTPYJHHMKA BXOAWT OpraHu3anus oOmiel MOJAEpKKH TPy
yIpaBJIeHUS 3aIUTON U MEHEKMEHTA B CBOEH 30HE OTBETCTBEHHOCTH

e COTpyIHUK TpyHIbl 0€30MaCHOCTH

e AjnmuHHMCTpaTOp 0€30NaCHOCTH CUCTEMBbI

e AJIMUHHCTPATOP 0E30MACHOCTH JAHHBIX

e PykoBoauTens rpynisl

38. KonnuecTBeHHBIN cocTaB ¢y 0bl 0€3011aCHOCTH 3aBUCUT, IIPEXKIE BCETO OT

Tuna nupkynupytomei B Hell KoHQUIeHIIMaIbHON HH(pOpMaIK

e Ot BO3MOXKHOCTEH (HUPMBI

e HopMaTHBHBIX JTOKYMEHTOB PETyJISITOPOB

e YucieHHOCTH 1ITaTa

39. K kakomMy COTpyIHHUKY TMpenbsBISAIOTCA CIEAYIOUIMe TpeOOBaHMs:  BBICLIEE
npodeccuoHagbHOe 00pa3oBaHue U CTaXK paboThl B 00JacTH 3aIUTHl HH(POpPMAIMK HE MeHee 5
JIET, XOpollee 3HaHWE 3aKOHOJATEeNbHBIX AKTOB B 3TOM 00JIACTM M NMPHUHLIMIIOB IJIAHUPOBAHUS
3aLUTHI

Hupexrop

HavanbHuk cimy>0bl 3amuTa HHGOpMaLMK

CoTpyAHUK CEKTOpa OXpaHbl U PeKUMa

AHaMUTUK

CoTpyIHHK CEKTOpa TEXHUYECKOM 3alUThI

40. KTto BbIpabaThiBaeT MOIUTUKY OOecreueHus 3aluThl MHQOpMaIMu U o0ecrieunBaeT ee
peanuzanuio?

Jupekrop

HauanbHuk cimyx0bl 3amura HHGOpMaLuu

AHanmMTUK

PykoBoauTens rpymniisl

KOpucr

AIMUHUCTpATOp OE€30MaCHOCTH CUCTEMBI

41. Kto pykoBoIuT npoBeaeHHEM CIyKeOHbBIX paccieoBaHui?

e Jlupekrop

e HayanpHUK CITy>KObI 3aIIUTHl HHPOPMAILTUT

e AHAaIUTUK



e PykoBoauTens rpymnisl

e [Opucr

e AnMUHHMCTPATOp 0€30IaCHOCTU CHCTEMBI

42. KTo Hecér mnepcoHalbHYI0O OTBETCTBEHHOCTh 3a BBIIOJIHEHUE CIYyXO00H 3aluThl
uHpOpMAaLUU CBOUX (DYHKIIHNA?

e HayanpHuK ci1y>k0bI 3aIIUTHI HHPOPMALIUT

e CoTpyaHUK cexTopa obecrieueHus: 0€30MacHOCTH

e AHaJUTUK

e PyKoBOIUTENb IPYIIIBI

e [Opuct

43. Kro pa3pabareiBaeT pyKOBOISIIME JOKYMEHTHI W MHCTPYKIHH TIO BOIpPOCAM
0e3omacHOCTH?

e Jlupexrop

e HayanpHUK CITy>KOBI 3aIIUTHl HHPOPMALTUT

e COTpyIHUK rpyIIbl 0€30MaCHOCTH

e AHAaJIUTUK

e [Opuct

44, Kto o0GecnieunBaet pexxuM Aomycka u Joctymna?

HavanpHuk cimy>0bl 3amiuTa “HGOpMaLuu

CoTpyIHHK CEKTOpa OXPaHBI U pEKAMA

CoTpyIHUK CEeKTOpa oOecriedeHus: 6€301macHOCTH

CoTpyIHUK TPyl 0€30MACHOCTH

PykoBoaurens rpynimsl

45. Crenyromee CTPYKTYpHOE MOApa3AeICHHE CIIYKOBI 3aIIUThl HH(POPMAIIUN OTBEYaeT 3a
npoBesieHue padoT IO MOBBIIEHUIO KBATH(UKALIMKU TepcoHalIa

e ['pynnapexuma

e ['pynma oxpaHbl HCONPOBOXKICHUS

e TexHuueckasrpynna

e JleTekTHBHAATpYIIa

46. Crenyronee CTpyKTYpHOE MOApa3eseHUe CIIy>KObI 3aIllUThl HH(POPMAIIMK OTBEYaeT 3a
OpraHM3aIMIo IPOXOoa EPCOHANA U IOCETUTENEN B pa3IMUHbIe 30HbI 0€30MaCHOCTH

e ['pynnapexuma

e ['pynma oxpaHbl HCOIPOBOKICHUS

e TexHuueckasrpynna

e JleTeKkTHBHasATpymmna

47. Crnenytouiee CTpyKTYpHOE MOJpa3AesieHUue CIy>KObl 3alUThl UHPOPMAIIMU OTBEYAET 3a
HaOJro1eHne 3a 00CTaHOBKOM BOKpPYT 00BEKTa U Ha €r0 TePPUTOPUHU

e ['pynnapexuma

e ['pymma oxXpaHbl HCOTIPOBOXKICHHS

e TexHuyeckaarpyImmna

e JleTekTHBHaATpymmna

48. Crnenytouiee CTpyKTYpHOE HOJIpa3zesieHue CIy>KObl 3aluThl UHPOPMAIIMU OTBEYAET 3a
KOHTPOJIb pab0TOCTIOCOOHOCTH 3JIEMEHTOB CUCTEMBI 3alUThI U UX IPOBEPKE

e ['pynnapexuma

e ['pynma oxpaHbl HCOMPOBOXKICHUS

e TexHuueckasrpynma

e JleTeKTHBHAATPYIIA

49. Crenyromiee CTpyKTypHOE MOApa3ziefieHHe CIIy>KObl 3aIllMThl HHPOPMALUK OTBEYaeT 3a
oOecrieueHUH 0€30MacCHOCTH JESTEIbHOCTH OObEKTa C IOMOUIbI0 CHUCTEM CHUTHAJIN3alluHy,
HaOJII0/1eHus, CBA3U



e ['pynnapexuma

e TexHuueckasrpynmna

e JleTeKTUBHAArpyIIa

50. Crenyromee CTpyKTYpHOE MOApa3AeIeHUE CIIyKObI 3aIlUThl HH(POpPMaMK OTBEYaeT 3a
IUTAHUPOBAHKE U MPOBEJICHUE MEPOIIPHUATUN 1O CIIEHUAIBHON 3alIuTe 00bEKTa

e ['pynnapexuma

e ['pynma oxpaHbl HCOIIPOBOXKICHUS

e TexHuueckasrpynna

e JleTeKTUBHAATpyIIa

ol. Crenyromiee CTPYKTYpHOE MOApa3AeiIeHHE CIIY>KObI 3aIUThl HH(POPMAIIUK OTBEYaeT 3a
nproOpeTEeHNe U YCTAaHOBKY Pa3IMYHBIX TEXHUYECKUX CPEJICTB M CIyXKObl 0€3011aCHOCTH

e ['pynnapexuma

e ['pymma oxpaHbl HCOIIPOBOXKIECHUS

e TexHuyeckaarpyIma

e JleTeKkTUBHAATpyIa

52. Crenyromee CTPYKTYpHOE MOApa3AeIeHHE CIIYKOBI 3aIlIUThl HH(POpPMAIIMK OTBEYaeT 3a
TEXHUYECKOoe 00ecreueHue MepOpUATHIl IETEKTUBHOM IPyIIIbI

e ['pynnapexuma

e ['pymma oxpaHbl HCOIIPOBOXKIECHUS

e TexHuueckasrpynna

53. Crenyrolee CTpyKTYpHOE MOApa3eieHUe CIIyKObI 3aIluThl HH(POpPMAIMK OTBEYaeT 3a
NPOBEPKY KaHIUAATOB JUISI TPHEMa Ha paboTy Ha 0OBEKTe

e [‘pynmapexuma

e ['pynma oxpaHbl HCOIIPOBOXKICHUS

e TexHuueckasrpynna

e JleTekTHBHas rpymnna

54, Crenyrolee CTpyKTypHOE MOApa3eeHUe CIIyKObI 3aIlUThl HHPOPMAILIUU OTBEUYaeT 3a
NPOBEICHUE CIIEIHATIBHBIX MEPOTPUSATHIA B OTHOIIECHUH (PUPM-KOHKYPEHTOB

e [‘pynmapexuma

e [’pymma oxpaHbl HCOIIPOBOXKIECHUS

e TexHuyeckaarpyImma

e JlerexTHBHAas rpynna

55. Crnenytouiee CTpyKTYpHOE MOJpa3AeieHUE CIyKObl 3alIUThl HHGOPMAIlMU OTBEYAET 3a
KOHTAKThbI ¢ IPAaBOOXPAHUTEIbHBIMU OpraHaMH 10 BCEM BOIIpocaM obecredeHus: 0€30MacHOCTH
JeSITEIBHOCTH 00bEKTa

e ['pynnapexuma

e ['pynma oxpaHbl HCOIPOBOKICHUS

e TexHuueckasrpynna

56. Uro npexacrasmisier coboit cranaapt ISO/IEC 277997

CranaapT 1o 3aluTe NepCOHANbHBIX JIaHHBIX O 3710POBbE

e Hosgas Bepcus BS 17799C.

e Onmnpenenenns g HoBoi cepun ISO 27000

e Hogas Bepcus NIST 800-60

57. Uro takoe CobiT m kak OH OTHOCHUTCS K pa3paboTKe cucTteM HH(GOPMAIMOHHOMN
0€30MacHOCTH ¥ MPOTrpaMM 0€3011acHOCTH?

e CHHUCOK CTaHIapTOB, NPOLEAYP U MOJUTHUK IS Pa3pabOoTKH MPOrpaMMbl 0€30MaCHOCTH

e Texymas Bepcus ISO 17799

e CtpykTypa, KOTOpass Obuta pa3paboTaHa IS CHUKEHHUS BHYTPEHHETO MOIIECHHUYECTBA B
KOMITaHUSIX

e OTKpBITHINA CTaHAPT, ONPEACISIONINNA eI KOHTPOJIS



55. U3 kakux 4eTpipex 1oMeHOB cocTouT CobiT?

e [ImanupoBanme wu Opranmzamus, IlpumoOperenne wu Bueapenwe, Dkcrryaramus ¢
ConpoBoxenne, MoHuTopuHr u OneHka

e [InanupoBanue wu Opranmzanus, I[lognepxkka u  Bueapenue, Oxcruryarauuss U
ConpoBoxienue, Morutopusr u OneHka

e [InanupoBanue u Opranuzanus, [Ipuodperenue u Bueapenne, ConpoBoxaenue u Ilokymka,
Monutopusr u OneHka

e [Ipuobperenue u Buenpenue, Oxcrutyarauus u ConpoBoxaeHue, MoHuTopuHr u OneHka

58. CobiT 6bu1 pa3zpadoran Ha ocHOBe CTPYKTYpbl COSO. UTo sIBISETCS OCHOBHBIMU ILIEJISIMH U

zagagamu COSO?

e COSO — 5T0 moaxoj K YIPaBICHUIO PHUCKAMH, KOTOPBIH OTHOCHUTCS K KOHTPOJIbHBIM
o0BekTaM u Ou3Hec-mpoleccam

e COSO oTHOCHTCS K CTpaTerHyeckoMy YpoBHIO, Toraa kak CobiT Oonbiie HampaBieH Ha
OTIEpPAIIMOHHEIN YPOBEHB

e COSO yuuTbpIBaeT KOPIMOPATUBHYIO KYJIBTYPY U Pa3padOTKy IMOTUTHK

e COSO — 9710 cucTeMa 0TKa30yCTOMYUBOCTH
59. OCTAVE, NIST 800-30 u AS/NZS 4360 sBastoTcsl pa3iHMYHBIMUA IOAXOJaMU K

peanu3anuy yrnpaBiIeHUs PUCKaMH B KOMIIAHUSAX. B ueM 3akiTioyaroTcsl pa3nudusi MexXay STUMU
meTomamu?

NIST u OCTAVE sBnsitoTcst KOpropaTUBHBIMU

NIST u OCTAVE opuentupoBan Ha UT

AS/NZS opuentuposan Ha UT

NIST u AS/NZS sBasiroTcsi KOpIOpaTUBHBIMU

60. MeToapl aHaM3a PUCKA:

e XaOTUYECKHH.

e EuHWYHBIH.

e CraTucTU4ECKUi.

e [lepuonnueckuil.

61. Yro B chepe HHPOPMALIMOHHOM 6€30MaCHOCTH MIPUHATO CUUTATH PUCKOM?

(1) nmoTeHIUMaNbHYI0O BO3MOXKHOCTH IIOHECTH YOBITKM U3-3a HapylleHUs Oe30MacHOCTU
UH(POPMALIMOHHOM CUCTEMBI

(2) moTeHMAIBHO BO3MOXHOE MPOUCIIECTBUE HEBAXXHO, MPEJHAMEPEHHOE WJIM HET, KOTOpoe
MOJKET OKa3aTb HEKEIaTeJIbHOE BO3JCHCTBHE HAa KOMIBIOTEPHYIO CHCTEMY, a TaKke
uH(pOpMalLnIO, XpaHsIIyloca 1 00padaThIBaloOILyIOCs B HEl

(3) xapakTepuCTHKY, KOTOpas J1e1aeT BO3MOKHBIM BOZHUKHOBEHHE YTPO3bI

60. YTo mpHHATO CUUTATh PECYPCOM MIIM AKTUBOM MH(POPMALIMOHHOM CUCTEMBI?

(1) mogenp nH(POPMALIMOHHON CUCTEMBI

(2) Bce nmeMeHTHI, UMEIOIME MAaTEPUANBbHYIO IIEHHOCTh HE3aBHCHMO OT TOrO MOJUIeXaT OHU
3allUTe WK HET

(3) uMeHOBaHHBIH 37eMEHT HH(POPMALIMOHHON CHCTEMBbI, UMEIOIUH (MaTepHaIbHYyI0) IIEHHOCTh
1 TI0JUIEKAIIUH 3aIInuTe

61. Uto oTnu4aer puck OT yrpo3bl?

(1) 06beM BepOSTHBIX OTEPH

(2) HanmMUMe KONMMYECTBEHHON OIIEHKH BO3MOXKHBIX MOTEPh M (BO3MOXKHO) OILIEHKH BEPOSITHOCTU
peanu3alnuu yrposbl

(3) yrpo3a u puck - MOHATHUS HUJICHTUYHBIE

62. [louemy aHaTUTUYECKUI METOJ ONPENEICHNs MUHUMAJIBHBIX 3aTpaT IIPU pacdyeTax 3allUuThl
UH(POPMALIMOHHOM CUCTEMbI HEPUMEHUM?

(1) motomy, 4TO pacdeTbl pecypcoB MOABEPKEHBI (PIYKTyallMsM, CBSI3aHHBIMU C KOJI€OaHUSIMU
Ha pbIHKE yciyr B cdepe 6e3onacHoctu UC



(2) noromMy, 4YTO Ha NPAKTHUKE TOYHBIE 3aBUCUMOCTH MEXAY 3arpaTaMM U YpPOBHEM
3aLIUIIEHHOCTH ONPEIEIUTh HE TPECTABISAETCS BOZMOKHBIM

(3) moromy, 4TO YpOBEHb 3aNIMIIEHHOCTH MH(DOPMAIMOHHONW CHCTEMBI HEAJEKBATCH 3aTpaTaM
HAa €€ 3allUTy

63. Unentudunupyercst JTu pUCK YA3BHUMOCTBIO, Yepe3 KOTOPYI0 MOXKET OBITh peann3oBaHa
HEeKas yrpo3a B OTHOLIEHUH OIPEeJIeIeHHOro pecypca?

(1) na

(2) mer

(3) na, HO TOJIBKO B Clly4ae OTCYTCTBHS YIPO3bI

64. Crnenyrolee CTPYKTYpHOE MOApA3JIEICHUE CIY:KObl 3alIUThl MHPOpPMAIMK OTBEYaeT 3a
KOHTAKThI C TIPAaBOOXPAHUTEIBHBIMH OPraHaMH 10 BCEM BOIIpocaM obecredeHus: 0€30macHOCTH
JESITEIBHOCTH 00bEKTa

(1) I'pynnapexuma

(2) Texauueckasrpymnmna

(3) HerexTuBHas rpyrma

65. Urto npecraBiser co00l cHUCTEMa C TTOJIHBIM MEPEKPHITHEM?

(1) cucrema, B KOTOpOW BEIETCS Y4ET BCEX BTOPIKEHUN, OJIOKUPYIOTCS TOJBKO BPEIOHOCHBIE
MPOHUKHOBEHUS

(2) cucrema, B KOTOpPOHM HMEIOTCA CpEACTBA 3alllUThl HAa KaXIbli BO3MOXHBIM IyTh
MIPOHUKHOBEHUS

(3) cucrema, B KOTOpOI 0OCCIIEYMBACTCS CEICKTHBHASL O€30MACHOCTh

66. UTO IPOUCXOAMT C pa3MEPOM OXKHIaEMbIX OTEPh MPU YBETUUCHUU 3aTpaT Ha 3alUTy?

(1) magaer

(2) HaxoaUTCS B 3aBUCUMOCTH OT IPYTUX (pakTopoB

(3) He uzmensieTcs

67. KakuM mapaMeTpoM IPUHSTO ONPEAEISATh CTENEeHb Pa3pyIIUTeIbHOCTH?

(1) koapdunHEenTOM pa3pymHUTEILHOCTH

(2) croumocThIO pecypca

(3) koapdunHEenTom prucka

68. Kakue wu3 TNepedyuCIeHHBIX BapHUAHTOB pEIICHUH B OTHOLIEHUH PUCKOB SIBIISIOTCS
HEYMECTHBIMH:

(1) mpunsr, ycrpanex

(2) npunsT, N€3aByNpPOBaH

(3) ne3aBynpoBaH, OTKJIOHEH

69. Kakue u3 nepeyncieHHbIX XapaKTEPUCTUK HE BXOJAT B CUCTEMY OOeCTIeYeHHsT O€30MacCHOCTH
Knemenrtca: O - Habop 3amumniaeMbelx o0bekToB; T - Habop yrpo3; M - Habop cpeacTs
oOecnieueHus Oe3omnacHocTu; P- Ha®op kpeaTuBHbIX (QYHKIMH; Z - HAOOp BUHIMKATUBHBIX
UHCTPYMEHTOB?

(1) O - mabop 3amumaeMbix o0bekToB; T - Habop yrpo3; M - Habop cpenctB obecredeHus
6e3omacHocTH; P- Habop KpeaTHUBHBIX (QYHKIMH

(2) O - nabop 3ammimaeMbix 00BeKTOB; T - HAbOp yrpo3; M - Habop cpeAcCTB oOecrieueHus
6e3omacHocTH; P- Habop kpeaTUBHBIX QYHKIMN; Z - HA00p BUHIUKATUBHBIX HHCTPYMEHTOB

(3) O - Habop 3amMIIaeMbIX 00BEKTOB; Z - HAO0Op BUHIMKATUBHBIX MHCTpyMeHTOB? T - Habop

yrpos,

70. B kKakoM OTEYECTBEHHOM JOKYMEHTE BIepBble B Poccuu BbIIENEHO TMOHATHE pPHUCKA B
otHomeHun NUB?

(1) TOCT P UICO/MDBK 15408-2002

(2) K30T

(3) YK PO

71. Kakoe wu3 TEepEUYHCICHHBIX TpeOOBaHUN JOBEpUsS K OE30MaCHOCTH HE SBISICTCS
CIIpaBEeIUBBIM?



(1) x TexHONIOTHUU PA3PAOOTKH U TECTUPOBAHUIO

(2) x aHaMU3Yy ySI3BUMOCTEH

(3) Bepuduxary KOHTEHTa

72. Ha OCHOBaHMM Kakux M3 IEPEUUCIEHHBIX JOKYMEHTOB pa3pabaThlBalOTCA 3aJaHus 110
Oe3onacHocTu?

(1) xaramor cepTUHUIMPOBAHHBIX MPOGUIIEH 3aITUTHI U TPOTYKTOB

(2) TexHUYECKUI peraaMeHT

(3) mportb 3amKUTHI

73. Kakoii TepMHH OIpelesieT XapakTEepUCTUKY (YHKIUU O€30MacHOCTH OOBEKTa OIICHKH,
BBIPQ)KAIOLIYI0O MUHMMAJIbHbBIC YCUJIUS, KOTOPBIX TEOPETUYECKH MOXKET OBITh JAOCTATOYHO IS
HapyleHus paboTOCTIOCOOHOCTH MPH MPSIMOM aTake Ha MHPOPMALMOHHYIO CUCTEMY?

(1) "morenuman nageHus"

(2) "croiikocts Gpynkunu 6ezonacuoctu (COB)"

(3) "pesuctuBHocTh cuctemsbr" (PC)

74. Yto U3 nepeyrcIeHHOro XapakTepu3yeT OTeHIMal Hana eHus?

(1) moka3arenu KOMIIETEHTHOCTH

(2) pecypcsl

(3) MmoTuBanUs

75. Kakum oOpa3oM MOTHBAaIMsl CBsi3aHAa C HApYyLIUTEIEM M AaKTUBaMH, KOTOpBIE €ro
UHTEPECYIOT?

(1) MmoTHBaLKs MOKET KOCBEHHO BbIPaXKaTh BEPOSTHOCTh HANaJACHUS

(2) MoTHBaLUsA MOXKET OBITh CBA3aHA C LIEGHHOCTBIO aKTHBA

(3) MoTHBaLKsI MOKET OBITh CBSI3aHA C pECypcaMy HapyLIUTEIs

76. Kakoil U3 nepeyuciaeHHbIX KJIaccoB (DYHKIMOHAIBHBIX TpeOOBaHUI BKIOYaeT TpeOOBaHUS
KoaupoBaHus nHGopMaruu?

(1) xmacc mpuBaTHOCTH (KOH(PUICHITUATBHOCTH )"

(2) xmacc 3ammThl GPyHKIUI 0€30MacHOCTH 00BEKTa

(3) xmacc xpunrorpaduueckoil MoAePKKH (KPUITOTpaPUIECKOMN 3aIUThI)

77. Yto omnpenensiet pecypcebl win aktusbl UC?

(1) momens C

(2) Bce aneMEHTHI, UMEIOIINE MaTEepHabHYIO [IEHHOCTh HE3aBUCUMO OT TOTO MOJJIEkKAT OHU
3alUTe WIN HeT

(3) umenoBanHbIi 3nement VC, nmeromuii (MaTepuaabHy0) HEHHOCTD U MOJIeKAIIMH 3a1uTe
78. Urto mpencrasiuseT co0oit coObITHE - TpUTTEP?

(1) coObITHe, moOBIEKIIEe peanu3alfio WU JalbHEWIlee pa3BUTHE PUCKOB M SBIIAIOIIEECS
UICHTU(PHUKATOPOM pHCKa

(2) cobbITHE, YBETMUMBAIOIIEE BpEMsI OTKIIMKa web - cepBepa

(3) 310 OJ1HA M3 Pa3HOBUAHOCTEN aTak Ha CepBep

79. KakoBbl 11eNM aHaan3a U TECTUPOBAHMSI MPUKIIAJHBIX CUCTEM B acleKTax MH(OpMallOHHON
6e3omacHocT?

(1) oneparnBHOE BHECEHNE U3MEHEHUN B ONIEPALIMOHHBIE CUCTEMBbI

(2) obecnieueHme LEIOCTHOCTH IPOTPAMMHOT0 0OecTeueHHsI

(3) obecnieuenue 60see 3(hPEKTUBHOTO UCTIOTB30BAHMS TOTOBBIX MTAKETOB MPOTPaMM

80. Kakue u3 nepeuucieHHbIX Mep CIOCOOCTBYIOT MPEAOTBPALLCHUIO YTEUKH?

(1) ncnonp3oBaHME MPOTPAMMHOTO OOECTICICHHUS, TIOTYIEHHOTO OT JOBEPEHHBIX ITOCTABIIHKOB
(2) mpumeHeHre aMOP(HBIX CXeM KOHTPOJIS

(3) KOHTPOJIb 1IETTOCTHOCTH CUCTEMBI

81. Kakue u3 nepeuncieHHbIX PeKOMEHIAIMi YMECTHBI B Cllydae, KOTAa JUIsl POBeIeHHs paboT
10 pa3paboTKe MPOTrPaMMHOT0 00ECTICYCHNS TIPUBJIEKAETCSI CTOPOHHSISI OpTaHU3aIus ?

(1) Heo6xoaMMO MpeyCMOTPETh aHTUU(DUIBTPALIMOHHBIE MEPbI

(2) HEOOXOAMMO IPETYCMOTPETH MEPHI IO KOHTPOJIIO MPABUIBLHOCTHU BBIMOJIHEHHBIX paboT

(3) HeoOX0AMMO MPETYCMOTPETh MEPHI 110 KOHTPOJIIO KaYeCTBA BHIMOJHEHHBIX padoT



82. Kakoil M3 TMepeyucIeHHBIX BAPUAHTOB IMOCIEAOBATENLHOCTH JEHUCTBUM MpeanucaH
craugaprom ['OCT P UCO/MBK 17799:2005 "NudopmarmonHas texuosorus. [Ipakrnueckue
npaBuWia ynopasieHHs HMH(DOpPMAMOHHOW  0e30MacHOCThIO" B aCleKTax  yIpaBICHHS
HEIPEPBHIBHOCTHIO OM3Heca?

(1) wmpenTHduUMpPOBaTH COOBITUS, KOTOPHIE MOTYT OBITh NPHUYMHOW IpepbhIBaHUS OU3HEC-
MIPOLIECCOB, ITPOBECTHU OLIEHKY MOCIEACTBHIMA, MOCIIE Yero pa3padoTaTh MIaHbl BOCCTAHOBJICHUS
(2) mpowu3BeCTH OSKCHEPTHYIO OIEHKY KOHTEHTa HWH(OpMAalWd HAa CepBepe Ha MpPEAMET
BO3MOXXHBIX CXEM YTEUKH KPUTHUECKU BaKHON MH(pOpMaluu, Mocie 4ero pa3padoTaTh IJIaHbl
BOCCTaHOBJICHUS CUCTEMBI

(3) mpousBecTHM KOHTpOJIb IUIaHA BOCCTAaHOBJIEHUS M €ro TECTUPOBAaHHUE HA MPEAMET
peaan3yeMoCTH, 3aTeM HWACHTU(HUIMPOBATh COOBITUS, KOTOPbIe MOTYT OBITh HPUYHHOM
MpephIBaHMs OU3HEC-TIPOIIECCOB (0TKA3 000PYIOBaHMS, MTOXKAP | T.I1.)

83. Uto hopMUPYIOT MOTEHIIMATBHBIC 3TI0YMBIIIUIEHHBIE ICHCTBHS 110 OTHOIIEHHUIO K 00beKTam?
(1) BepoSITHOCTHBIN HAOOp JACHCTBUI IO TI0JIABIICHUIO YIPO3

(2) maboHBI Mep MOTEHIUATBHOTO MPOTUBOICHCTBUS

(3) mabop yrpos b

84. Uro B acmekTax WHGOPMAIMOHHON OE30MAaCHOCTH CBS3BIBACTCS C KaXKIbIM OOBEKTOM,
TpeOYIOIINM 3aIlUThI?

(1) MHOXecTBO NEHCTBUM, K KOTOPbIM MOXET HPUOErHYTh HAPYLIUTENb JI1 IOJy4YeHHUS
HECAHKI[MOHUPOBAHHOIO JOCTYTAa K 00BEKTY

(2) MHOXXKECTBO BapHMaHTOB PAa3BUTHS CHUTYAIlUH, NMPH KOTOPHIX CAaHKIMOHWPOBAHHBIN JOCTYI
BEJICT K HAPYIIECHUIO [[EJIOCTHOCTU CUCTEMBI OOBEKTY

(3) MHOXECTBO BapuUaHTOB JEHCTBUI, K KOTOPHIM MOXET MPUOETrHYTh HApPYLIUTENb JJIs
Banunanuu ID nmonb3oBaTens

85. UeM xapaKTepu3yrOTCs yrpo3bl?

(1) HexkenaTeabHOCTHIO UX TMOSBICHUS

(2) HEBEPOSTHOCTBIO UX MOSBICHUS

(3) BepOSITHOCTBIO X TOSIBICHHS

86. ComepXuT M MOJAEIbh CHUCTEMBbI O€30IaCHOCTH C IOJIHBIM HEPEeKPBHITHEM TPeOOBaHUS K
cocTaBy noacuctemMsl 3amuTsel UC?

(1) na

(2) mer

(3) na, HO NMMIIb B UMIUTMLIIUTHOM popme

87. UTo W3 MepeyuciIeHHOTO MPEIMUCHIBACTCS BBIMOIHUTH MPU MPOCKTUPOBAHUHM CHUCTEMBI C
MIOJIHBIM MTEPEKPBITHEM?

(1) BBIBEpUTH OCTATOYHYIO CTOUMOCTb aKTHBOB

(2) meranpHO IpPOMUCATH MYTH MOTEHIIMAILHOTO MPOHUKHOBEHHS

(3) cornacoBaTh OPSAIOK MPUMEHEHUS aTbTEPHATUBHBIX MHCTPYMEHTOB 3aIUTHI

88. PaccMarpuBaercs 1M B CUCTEME C MOJHBIM MEPEKPHITUEM BOIPOC COOTHOIIECHMS 3aTpaT Ha
3alUTy U noixy4yaemoro 3¢ dexra?

(1) ma

(2) mer

(3) B cucTeMe C MOTHBIM MEPEKPHITHEM ITa BEIMYMHA HE SBISETCS KPUTUYECKOM

89.C Kako# 1eNbI0 IPEANPUHUMAIOTCS KOHTPMEPHI B ACIIEKTAX 3aIUThI aKTUBOB OT yIrpo3?

(1) B ensix yMEHbBIICHUS YSI3BUMOCTEH

(2) B ensix MOIUTUKHN 0€30MaCHOCTH BJIaJIENbIIEB AaKTUBOB

(3) B mensAx moxy4eHUs JOTMOTHUTEIHLHONU MPHOBLTH

90.CriocoOCTBYIOT KOHTPMEPHI B acCMeKTaxX JAOCTHIKEHUS WH(GOPMAIIMOHHONW 0€30MMacHOCTH
3¢ (HEeKTUBHOMY CHUKEHUIO ySI3BUMOCTEMH?

(1) na

(2) mer



(3) mumb oTyacTH

91. Moxer nu aHaMM3 yYrpo3 KakKUM-TO O0pa3oM IIOMOYb NPH BBIOOpPE KOHTPMED IS
MPOTUBOCTOSHUS YTPO3aM U YMEHBIIECHUS PUCKOB JI0 TPUEMIIEMOTO YPOBHS?

(1) mer

(2) na

(3) cmopno

92. Yrto obecnieunBaet 6a30Basi CTOHKOCTH?

(1) 3ammTy OT TIIATENHHO CIJIAHUPOBAHHOTO M OPraHMW30BAHHOTO HapyIIeHHs Oe30MacHOCTU
00BEKTa OLIEHKH HapyLIUTEJIEM C BBICOKMM MTOTEHIIMAIOM HaraeHHs

(2) 3amumTy OT 1EeNIeHAIIPABICHHOTO HApYyIIEHUsI OE30MaCHOCTH 00BEKTA OL[CHKU HAPYIIUTEIEM C
YMEPEHHBIM IMOTCHIINAIOM HaIaeHUS

(3) anekBaTHyrO 3alIMTy OT CJly4yailHOrO HapylleHHs O€30MacHOCTH OOBEKTa OLIEHKH
HAPYIIUTETIEM C HU3KUM IMOTEHIIMAIOM HAIaIeHUS

93. Urto obecrieuynBaeT CpeaHsIsl CTOMKOCTh CUCTEMBbI?

(1) 3amuTy OT HEJICHANIPABICHHOTO HAPYIICHNUS 0€30MMaCHOCTH 00OBEKTa OIICHKH HAPYIIUTENIEM C
YMEpPEHHBIM MMOTEHIINAIOM HaIlaJeHHs

(2) 3amumTy OT TIIATENbHO CIUIAHMUPOBAHHOI'O M OPraHHW30BAHHOI'O HapyIEHUs OE30MaCHOCTH
00BEKTa OLIEHKH HAPYIIUTENIEM C BBICOKUM MOTEHIIMATIOM HalaIeHus

(3) apmexBaTHyIO 3alMTy OT CJIy4alHOrO HapyIIEeHUs O€30MacHOCTH OOBEKTa OIECHKU
HapYIIUTEIEM C HU3KUM MOTEHIMAIOM HaIaeHUs

94. Yem omnpenaensieTcss BbICOKasi CTOUKOCTb CUCTEMBI?

(1) ypoBHem croiikocTi (yHKIMH O€30macHOCTH OOBEKTa OICHKH, Ha KOTOPOM OHa
ofOecrieunBaeT 3alUTy OT THIATENBHO CIJITAHUPOBAHHOTO W OPraHM30BAHHOTO HapyIICHUS
6e3onacHocty OO HapyHIUTENIEM C BBICOKMM MOTEHIIMAIOM HaNaAeHUs

(2) ypoBHEM CTOMKOCTH, IMpPH KOTOPOM OOECleYMBaeTCs 3alluTa OT IeJeHANpaBIeHHOTO
HapyIICHUS OE30TacHOCTH OOBEKTa OIEHKA HApPYIIUTEIEM C YMEPEHHBIM ITOTEHIIHAIIOM
Hana/IeHus

(3) ypoBHEM cTOMKOCTH (pyHKIHH 0€30MacCHOCTH 00BEKTa OIICHKH, HA KOTOPOM 00ECTICUnBACTCS
aJieKBaTHas 3alluTa OT CIy4aiHOro HapyuieHusi Oe3omacHoct OO HapymHTeneM ¢ HU3KUM
MOTEHIINAJIOM HaTaICHUS

95. Puck siBnsiercst pyHKUMEH:

(1) BeposITHOCTH peanu3aliu yrpo3bl
(2) pazmepa Bo3MOXxHOTO yiiepoOa

(3) uncna ys3BUMOCTEH B CHCTEME

96. YpoBeHb pHcKa SBIIAETCS HYHKITHEH:
(1) BeposATHOCTH peaTr3aliy yrpo3bl
(2) crouMoOCTH 3aIIUTHBIX CPE/ICTB
(3) umcna ys3BUMOCTE# B cUCTEME

97. B uncio BO3MOKHBIX CTPATErHil HEUTpAIU3allUd PUCKOB BXOMSIT:
(1) nukBUmaUs prucKa

(2) urHOpUpOBaHUE pUCKa

(3) mpunsTHE pHCKa

98. B unC0 BO3MOXKHBIX CTPATEruii HEUTPAIU3AIIMU PUCKOB BXOJIST:
(1) ymeHbIeHUE pHCKa

(2) cokpeITne pucka

(3) adpummpoBanue pucka



99. B uncno BO3MOKHBIX CTPATErHil HEUTpAIN3ALUHA PUCKOB BXOMSIT:
(1) mepeanpecarnus pucka

(2) neHomMuHaIUS pUCKa

(3) nexoMmo3uIHMs prcKa

100. B uuciio sTanoB yrpaBjieHUs pUCKaMU BXOJIAT:

(1) ourenka puckoB

(2) BBIOOp YPOBHS JeTANTM3AINH AHATM3UPYEMbIX 00bEKTOB
(3) Hakazanue 3a Co3/1aHUC YSI3BUMOCTECH

3ananus B OTKPBITOH (popme

1. DxoHOMHUUYECKAA 0€301I1aCHOCTh
XapaKTepU3yeTCs
2. B mpomecce (QyHKIIMOHUPOBAHHS TPEANPHITHE IOJBEPracTCsl  CICTYOIINM
yrpo3am

MIpeANPUATHS

3. [lpu moctpoeHru >PGEKTUBHONH CHCTEMBbI HMH(DOPMAIMOHHOTO  OOECTICUCHUS
HEOOXO0IMMO pelaTh 3aJa9u

4. Co3nmanue CUCTEMBI

obecrieunBaer

3aIUTHI uHbOopMaIuu Ha PeINPUITUA

5. Ilonb3oBarens OCYyIIECTBISIET yAaICHHBIA AOCTYN K uHpopManuu Ha cepsepe. [lycts
YCIIOBHBIA YPOBEHB 3alIUINEHHOCTH WH(OPMALIUY Ha cepBepe - 24 ¢IMHHUIIBI; YCIOBHBIN YPOBEHb
3alIMIICHHOCTH pabouero Mecta moib3oBatens - 10 enunun. OIEHHUTE YCIOBHBIM YPOBEHBb
3aIIUIICHHOCTH YAJIEHHOTO JTIOCTYTIA ITOJIh30BaTels K MH()OPMAIIMH HA CEpBEPe

6. MeToauka u OTHOMMEHHOE MHCTpYMeHTanbHoe cpercTBo RA SoftwareTool ocHOBaHbI
Ha TpeOOBaHMIX MEKTYHAPOIHBIX CTAHIAPTOB U

K +K

R= P, R,C—~2——"100%

I3

7. PackpoiiTe 3HaUY€HHE KaXKIOTO 3JeMeHTa (OPMYJIbI

8. JlaiiTe pa3BepHYTYIO XapaKTEPUCTHKY WH(GOPMAIIMOHHOMY aKTHBY - IPOTPaMMHO-
anmnapaTrHble CpPeJICTBA

9. Packpoiite meToauky ympasnenus puckamu CRAMM

10. JlaiiTe pa3BepHYTYIO XapakTEPUCTHUKY TPOIECCY OLEHKH HH(HOPMAIIMOHHBIX
PHUCKOB T€JICTABIECHHOMY Ha PUCYHKE

Haenrnduraumn AHLINS PHCKOB

OuenuBanne puCKoOB Y poseHb
PHCKOB [ xan:
Kana npHeMIeMLIX
VPOBHS PHCKA PHCKOB
OGhertul 3T Yueps . 1
Ouenounas Vpose Brnts
i€ l‘ 1Ha 5 L, 'h Peectp Obdpadorka
Yk BEIHYUHHA IHAYTHMOCTH pMCKOS PHCKOB

Yamsmoern

pHCKa

pHCcKa

>
Ppesausaume yrpoma




11.  Hudopmanus kak TOBap XapaKTEpU3yeTCs TAKKM TOKa3aTesieM KaK

12.  Xwusnennsiit mukn ToBapa (KL T) npencrasisier codoit

13.  3amwra u nogxepkanue MHGOPMAIMOHHON MHPPACTPYKTYpPbl Ha COBPEMEHHOM
YPOBHE 3aKJII0YaeTCs B

. IN*q-U*p=W
14. PackpoiiTe 3HaUeHNE KaXKI0TO dJIeMEHTa POPMYJIBI

15. IlepeuyunciuTe OCHOBHBIE METOJbI OIpEACICHUS 3aTpaT Ha HWHGOPMAIMOHHYIO
0€30I1aCHOCThD

16. OObekTamu  WHTEIIEKTyanpHOW  coOctBeHHocTn (OUC)  mpunAaTo
Ha3bIBaTh

17. [lepeuncnute mpsiMble W KOCBEHHBbIE BHIbBI  yiiepOa, HaHOCUMbIE
uHpopmanuu

18. OnumuTe  mporecc  OHEHKH — 3(PGEKTUBHOCTH  KpUNTOrpaduyecKon
3alIHUTHI

19. Yrpo3oii napopmauy Ha3bIBaIOT

20.  Ilepeumcnute MeTOABI OHEHKH  3(PPEKTHBHOCTH 3alIUTHl M CTPaxXOBAHUS
uH(popManuu

3aI[aHI/Iﬂ HA YCTAHOBJICHHEC COOTBETCTBHUA

1. YcraHoBUTE COOTBETCTBUE MEXIY dJIEMEHTaMU 3aTpaT U QyHKIMSIMU 3aTpaT

1 | 3arpaTel Ha 0OCITy)KUBaHUE A | 3aTpatbl Ha HIEHTU(DHUKALIUIO YTPO3
CUCTEeMBl HH(POPMAITMOHHOM 0€30I1acCHOCTH
0€e3011acHOCTH
2 | 3aTpathbl HA KOHTPOJb PabOTHI b | 3arpaTel Ha 1OCTaBKY U OOMEH
CUCTEMBI 0€3011aCHOCTH KOH(DUIEHIIUATEHON HHPOPMAITNH
3 | 3arpatsl Ha obecrieueHue B | 3arpatsl Ha 0OCiy:)KMBaHUE U
JOJHKHOTO KauyecTBa HACTPOMKY MPOrpaMMHO-
WH(POPMAITMOHHBIX TEXHOJIOTHHA U TEXHUYECKUX CPEICTB 3aIIUTHI
UX COOTBETCTBHUS TPEOOBAHUSIM
CTaHJIapTOB




3aTpaThl HA KOHTPOJIb 3a
NEUCTBUSAMH MEpCOHAIIA

2.YCTaHOBUTE COOTBETCTBUEC MCKOY CBCACHUAMU, COACPKAITNMU

KOMMEPUYECKYIO TAWHY

1 | CBexenust o hpuHAHCOBOM
JESITEIbHOCTH

A

NpPUOBLIb, KPEAUTHI, TOBAPOOOOPOT,
(UHAHCOBBIE OTYETHI U MPOTHO3BI,
KOMMEPUYECKHE 3aMbICIIbI, (DOH/T
3apabOTHOM IJIaThl, CTOUMOCTD
OCHOBH TeXa, 0aHKOBCKHUE CUeTa,
IUIAHOBBIC U OTYETHBIC KAJIBKYJIISINH;

2 | Uadopmanus o peIiHKE

IIEHbI, CKUJIKH, YCIIOBHS JOTOBOPOB,
crienuduKaIus NpoayKIIuU, 00beM,
UCTOPHS, TEHJSHIIUU MPOX3BOCTBA
¥ TIPOTHO3 JIIT KOHKPETHOTO
IIPOYKTA, PHIHOYHAS TTOJTUTHKA U
TUTAaHUPOBAHUE, Map TETHUS 1ICH,
OTHOLIEHUS C TOTPEOUTENEM U
pernyTanus, YUCICHHOCTh U
pa3MeIIeHNs] TOPTOBBIX areHTOB,
KaHaJIbl U METOIBI COBITA, MTOJIMTHUKA
cOBITa, MporpamMMa peKJIaMbl;

3 | CBeneHust 0 MPOU3BOJICTBE
POYKITUN

CBEJCHHUS O TEXHUYECKOM YPOBHE,
TEXHUKO-3KOHOMUYECKHUX
XapaKTEPUCTHKAX pa3pabaThIBAEMBbIX
U3JIeNIUM, CBEACHUS O IUIAaHUPYEM O
MPUMEHSIEMBIX U MIEPCTIEKTUBHBIX
TEXHOJIOTHUSX, TEXHOJIOTHYECKUX
npolrieccax, npuemMax u
000pyI0BaHUU, CBEJICHUS O
MOAU(DUKAIIUA U MOJIEPHU3AIUN
paHee U3BECTHBIX TEXHOJIOTHM,
IIPOIIECCOB;

HOBBIE€ TEXHOJIOTUYECKHUE METOBI,
HOBBIC TEXHUYECKUE,
TEXHOJIOTUYECKHE U (pr3ndecKue
npuHLuIEI, Tporpammel HMP, HOBBIE
AJTOPUTMBI, OPUTHHAJIbHBIE
IPOrPaMMBbl;

3. YCTaHOBUTH COOTBETCTBUE MEXKAY DJIEMEHTAMHU U (PYHKIUSIMU

1 | HoctynHOCTb

A

3TO KPUTEPUH, KOTOPBIA YUUTHIBAET,




HACKOJIBKO y/TOOHO HCTOYHHKY yTPO3
UCTIOJIb30BaTh OIPEICTICHHBIN BU/
ySI3BUMOCTH, YTOOBI HAPYIIUTh
nH()OPMAITMOHHYIO O€3011aCHOCTh

darairsLHOCTD

XapaKTEPUCTHUKA, KOTOpasi OIICHUBAET
IyOMHY BIUSIHUS YSI3BUMOCTHU Ha
BO3MOKHOCTH MPOrPaMMHUCTOB
CIIPABUTHCS C MTOCIEACTBUSIMU
CO3JIAaHHOM YIPO3bI JJIst
MH()OPMAIIMOHHBIX CUCTEM

KomuuecTBo

XapaKTCPUCTHUKA, KOTOpas OOCHUBACT
CKOPOCTBb YCTpAaHCHHA YA3BUMOCTHU
JJIs1 I/IH(l)OpMaHI/IOHHLIX CHCTCM

XapaKTEepUCTHKA MOACYETA AeTanei
CHUCTEMBI XpaHEHU U peau3aluu
uH(pOpMAaIUU, KOTOPBIM MPHUCYIIL
1000 BUJT YSI3BUMOCTH B CUCTEME.

4.Y cTaHOBUTE COOTBETCTBHE MCXKIAY MCETOAOJIOTHAMU PUCK-MCHCIKMCHTA

1

NIST SP 800-39

A

npejaraet s ooecreueHus
0€30I1acCHOCTH U
KOH()HICHIINATLHOCTH MCTIOIB30BaTh
MIOJIXOJT YIIPABJICHHS )KU3HEHHBIM
LIUKJIOM CHCTEM

NIST SP 800-37

IpEIaraeT TPEXyPOBHEBBIN MOAXOL
K YIPABJICHUIO PUCKAMU:
opraHu3zaius, OU3HEC-TPOIIECCHI,
UH(POPMAIIMOHHBIE CUCTEMBI.
JIaHHBIN CTaHIAPT ONMKCHIBAET
METOJI0JIOTHIO MTPOLIECCa YIIPABICHUS
PUCKAMM: OIIPEACIICHNE, OLICHKA,
pearupoBaHre U MOHUTOPHUHT PUCKOB

NIST SP 800-30

ONMCBIBAET MOAXO]I K MPOLIECCY
MOHUTOPUHTa UH(POPMALIMOHHBIX
cucteMm u UT-cpen B nenstx KOHTPOJIs
IPUMEHEHHBIX Mep 00pabOTKU
puckoB b 1 HE0OX0AMMOCTH UX
nepecMoTpa

cpoxycuponan Ha UT, Ub u
OTIEPALIMOHHBIX PUCKAX, OMHCHIBACT
HOJIXOJT K TIpoIleccaM IMOATOTOBKHU H
IPOBEIEHUS OIICHKH PUCKOB,
KOMMYHUIIMPOBAHUS PE3YJIbTATOB




OILICHKH, a TaKXKE J1aJIbHCHIIICH
MOJJEPKKH ITPOIECCA OLIEHKHU

5. YcranoBuTe COOTBETCTBHE TEXHUUECKOTO ITOCTPOCHUA O60py,Z[OBaHI/I$I

1

CBs13aHHBIE C TEXHUYCCKUMH
cpeacTBaMM U3JIYUCHUA

A

QJICKTPOMAroHuTHBIC MCTOAUKHU

2

AKTHUBU3HpYEMBIE

b

BpenoHocHsie 110, HeneraibHbie
MPOrpaMMbl, TEXHOJIOTUYECKHE
BBIXOJIbl U3 MPOTPamMM, 4TO
00beIUHSACTCS TEPMUHOM
«MPOTPAMMHBIE 3aKJIAJIKI)

CO3/1aI0TCA OCOOCHHOCTIMU
00BEKTa, HAXOISIIEroCs MO/
3aIIUTOUN

pacrooXXeHne 00beKTa,
OpraHM3aIys KaHaJIOB oOMeHa
uHdopmarmei

JIeTaJIM, 00J1a/1al0IIHe
ANEKTPOAKYCTHUECKUMU
MOJIU(PUKALHASIMU

6.YcTaHOBUTE COOTBETCTBUE MEXKIY MEKIYHAPOIHON OPTraHU3aLUH 110

crangaptuzamuu 1SO

ISO/IEC 27005:2018

A

npeJIaraeT MoaX0Ibl K OIICHKE
HEOOXOMMOCTH TPUOOPETCHHSI
KHOEPCTPaxOBKH KaK MEPHI
00pabOTKHN PUCKOB, a TAKXKE K
OLICHKE U B3aUMOJICUCTBUIO CO
CTPaxOBIIUKOM

ISO/IEC 27102:2019

BXOJIUT B cepuio ctanaapton [SO
27000 u gBaAETCS JIOTUUCCKH
B3aUMOCBSI3aHHBIM C IPYTUMHU
crangapramu o b u3 stoit cepum.
JIaHHBIN CTaHIAPT OTINYAECTCS
doxycom Ha b ipu paccMoTpennn
MIPOLIECCOB YIIPABJIEHUS PUCKAMHU

ISO/IEC 31000:2018

OTHCHIBAET MOAXO]I K PUCK-
MEHEKMEHTY 0e3 MPUBS3KU K
NT/Vb. MeToibl OLICHKH PUCKa»
ccotaercsa 607-11 LIb P® «O
TpeOOBAHUSIX K MOPSAKY
obecrieueHus 6ecnepeOONHOCTH
(YHKITMOHUPOBAHUS TIATEKHON
CUCTEMBI, IIOKa3aTeIsIM
OecriepeOoHOCTH
GYHKIIMOHUPOBAHUS TUTATEKHON
CHUCTEMBbI M METOJIMKAM aHAJIN3a




PHUCKOB B IJIATEXKHOU CUCTEME,
BKJIIOYAst NPODUITU PUCKOBY

onpeensieT peKOMEHIAIUH 110
IPUMEHEHUIO U peallh3aliiu
cranaaprta [SO/IEC 27001 na ypoBHe
OTpaciu, CEKTOpa U KOHKPETHOMN
opranuzanuu. OH COAEPKUT
yKa3aHUs 10 CO3/IaHUIO U
peanuzanuu HHHOPMAIMOHHON
0€30IaCHOCTH, BKJIIOYasi IPOLIECCHI
YIPABJICHHS pUCKaMU, YIIPABICHUS
UHIUJEHTaMU, KOHTPOJIS I0CTyNa U

Ap.

7. YCTaHOBUTbH COOTBETCTBUE MCKAY ITpUHOUIIaAMHA HH(i)OpMaHHOHHOﬁ

0€30MaCHOCTH

1 | llemocTHOCTH

A

MHGOPMAITMOHHBIX JAaHHBIX 03HAYAeT
CIIOCOOHOCTH HH(POPMALINH
COXPAHSATh U3HAYAIBHBIN BU U
CTPYKTYpY Kak B IIpOIecCe
XpaHEeHUsl, KaK U TI0CTe
HEOJJHOKPATHO nepenaun. BHocuTh
U3MEHEHUS, YJAIATh WU TOTOJIHSIT
UH(POPMAIUIO BIIPaBE TOJIBKO
BJIaieJIel] MU T0JIb30BaTElb C
JerajdbHbIM JOCTYIIOM K JaHHBIM.

2 | KonpuaeHnmaibHOCTh

XapaKTepUCTHUKA, KOTOpasi yKa3bIBaeT
Ha HEOOXOIUMOCTh OTPAHUYUTh
J0cTyna K MHPOpMauOHHBIM
pecypcaM sl OpeIeSICHHOTO Kpyra
nuu. B nipouecce aelicTBUA U
omnepalui nHpopMalusi CTAHOBUTCS
JOCTYITHOM TOJILKO MOJIb30BATEIISIM,
KOTOPBIW BKJIFOYEHHI B
uH(OPMAITMOHHBIE CUCTEMBI U
YCHENIHO MPOIUIN UICHTU(DHUKAIINIO

3 | HocTtymHOCTh

MHpOpMaIUs, KOTOpasi HAXOIUTCS B
CcBOOOHOM JIOCTYTIE, IOJKHA
HPEIOCTABJIATHCS TIOJTHOTPABHBIM
TI0JTB30BATEIISIM PECYPCOB
CBOECBPEMEHHO M OECIIPEISITCTBEHHO

IPUHAIIIEAKHOCTh HHPOpPMaLIUU
JOBEPEHHOMY JIMILY WJIN BJIAJIEIIbILY,
KOTOPBIM OJHOBPEMEHHO BBICTYIIAET




B POJIM UCTOYHMKA UHPOpMaLIUU

8.YCcTaHOBUTH COOTBETCTBUE MCXKAY 9JICMCHTAMHU U (I)YHKHI(I}IMI/I

1

IIPOTPAMMHBIN PUCK

A

PHCK, CBA3aHHBIN C BEPOSTHOCTHIO
noTepb (PMHAHCOBBIX PECYPCOB

(uHAHCOBBIN PUCK

DUHAHCOBBIC WJIU PEITyTAIMOHHBIC
NOTEPH, KOTOPHIE MOTYT BO3HUKHYTh
B pe3yJIbTaTe HEJJOCTATOYHOM
OCBEIOMJICHHOCTH WJIH
HETIOHUMAaHHUSs, IBYCMBICIIEHHOCTH
WIu 6e3paccyHOro Oe3pa3Inuns

IOPUIUYECKUN PUCK

TEeKYIIUN WK OYAyIIUN PUCK TTOTEPU
0X0J1a, KanuTana Win
BO3HUKHOBEHHS YOBITKOB B CBSI3U C
HapyUIECHUSIMHA

WJI HECOOTBETCTBUEM BHYTPEHHUM
Y BHEIIHHUM ITPABOBBIM HOpPMaM,
TaKAM KaK 3aKOHbI, I0/13aKOHHBIE
aKThl PETYJISATOPOB, IPABUIIA,
periaMeHThl, IPEAIIUCAHNsI,
YUYpEAUTEIIbHBIE JOKYMEHTBI

IIPUYMHBI, U3-32 KOTOPBIX MPOEKT
MOJKET OBbITh HEYCHEIIHBIM. DTO
MOTYT OBITh TEXHUYECKUE PUCKH,
POEKTHBIE PUCKH, SKOHOMUYECKHUE
PHUCKH.

9. YCcTaHOBUTH COOTBETCTBUE KIACCHU(UKAIMH YTPO3

CocTosiHrE UCTOUYHHKA YTPO3bI

A

B CaMOI CHCTEME, UTO MIPUBOJIUT K
omuOKaMm B paboTe u cO0sIM TIpH
peanu3anuu pecypcoB AC;

B npenaenax BuguMoctu AC,
Hanpumep, TPUMEHEHNE
IOZCITYLIMBAIOIIEH anmnaparypsl,
NoXHIIeHUE HHDOPMAaIINK B
pacrieyaTaHHOM BHUJIE WU Kpaxka
3aIlMcel ¢ HOCUTENeH JaHHbBIX

CreneHp BIUSHUASL

aKTUBHasl yrpo3a 0€30MacHOCTH,
KOTOpast BHOCUT KOPPEKTUBHI B
CTPYKTYPY CUCTEMBI U €€ CYITHOCTb,




HanpuMep, UCIIOJIb30BaHNE
BPEIOHOCHBIX BUPYCOB WJIN TPOSHOB,
nacCWBHAs yrpo3a — Ta
Pa3HOBUIHOCTH, KOTOpast TPOCTO
BOpyeT HHGOPMAIIUIO CTIOCOOOM
KOMUPOBaHMs, MHOTAA CKpbiTasd. OHa
HE BHOCUT CBOMX U3MEHEHUII B
MH(OPMAIMOHHYIO CUCTEMY.

Bo3MoxkHOCTB fOCTyIIa
COTPYAHUKOB K CHCTEME
IIPOrpaMM WIH PECYpPCOB

BPEIOHOCHOE BIIUSHUE, TO €CTh
yrpo3a nH(HOPMAITMOHHBIM JaHHBIM
MOJKET peaJn30BaThCs Ha Iare
JI0CTyTa K CHCTEME
(HECaHKITMOHUPOBAHHOTO);

BpEl HAHOCHUTCS TTOCIIE COTJIacHs
JIOCTYTIa K pECypcaM CUCTEMBI.

IIPUMEHECHHUE HECTAHAAPTHOIO
KaHaJa IyTH K pecypcam, 4To
BKJIIOYAET B ce0s
HECAHKI[MOHUPOBAHHOE
VCTIOJIb30BAHUE BO3MOKHOCTEN
ONEPAlIMIOHHOMN CUCTEMBI;
MCIIOJIb30BaHUE CTAaHAAPTHOIO
KaHalla JJIsl OTKPBITUS JOCTYyIIA K
pecypcam, Hallpumep, HE3aKOHHOE
IIOJIy4YE€HUE M1apoJIe U APYTUX
[IapaMeTPOB C JaJIbHEHIIIEH
MAaCKHPOBKOU I10]1
3apPErUCTPUPOBAHHOTO B CUCTEME
I10JIb30BATEIS.

10.YcTaHOBUTH COOTBETCTBHE MEXY dJIEMEHTaMU U (DYHKIUSIMU

1

NnenTudukaims puckon

A

CpaBHeHHE ypOBHEN PUCKOB C
KPUTEPUSIMU CPABHEHUSI PUCKOB U
KPUTEPHUSIMU ITPUHSITUSL PUCKOB

O1eHKa OMacCHOCTH PUCKOB

dopMHUpyeETCS U YTBEPKIACTCS
PYKOBOACTBOM CITHUCOK
ITPUHUMAEMBIX PUCKOB

IIpunsaTHE PUCKOB

BBISIBJICHUE ITOCJIEACTBUI
peanu3anyy yrpo3 HapyIIeHUs
KOH(PUIEHIIUATIBHOCTH /
nenoctHocTu / goctynHoctu UT-
aKTUBOB

KonrekcT, orienka u miaaH o0paboTku




PHUCKOB JTOJKHBI OCTaBATHCS
peleBaHTHBIMU TEKYIIEH CUTyalluu U
00CTOSITEILCTBAM

11. YcTraHOBUTH COOTBETCTBUE Yrpo3 0€30MacHOCTU MH(POpPMAIUU B JTOKAIBHBIX
pa3zMepax

1

KommnbrotepHbie BUPYChI

A

HapyIIarone HHPOPMaIMOHHYIO
0e3omacHOCTE. OHU OKa3BIBAIOT
BO3JICHCTBHE HA HHGOPMAIMOHHYIO
CHUCTEMY OJTHOTO KOMIIBIOTEpA WU
ceru I1K mocne nmomaganus B
IPOrpaMMy U CAMOCTOSITCIIBHOTO
pa3sMHOXKeHUs. BHpyChI cITocOOHBI
OCTAHOBUTH JIEHICTBUE CUCTEMBI, HO B
OCHOBHOM OHH JICHCTBYIOT
JIOKAJILHO;

«HepBm»

Moau (UKL BUPYCHBIX MTPOTPaAMM,
pUBOsIIAs UHPOPMAIMOHHYIO
CHUCTEMY B COCTOSIHUE OJIOKUPOBKHU U
neperpy3ku. [10 aktuBupyercs u
Pa3MHOXAETCS CAMOCTOSITEIIBHO, BO
BpEMsI KayKJI0HM 3arpy3Ku
komnbrorepa. [Ipoucxoaur
IIeperpy3Ka KaHaJIOB aMsITH U CBSI3U

((TpOHHCKI/IG KOHI»

3TO THII BPEJOHOCHBIX POTPaMM,
KOTOPBIE MOTYT CKPBITh CBOIO
AKTHUBHOCTb U MECTOIIOJIOXKEHUE Ha
KOMITbIOTEpE, 00XO0/1s1 CTaHIapTHBIE
METO/1bl OOHAPYKEHHSI.

IPOTPAMMBbI, KOTOPBIE BHEIPSIFOTCS
Ha KOMITBIOTEP IO/ BUIOM
1oJie3Horo ooecrieucHus. Ho Ha
caMoOM JIeJie OHH KOTTHPYIOT
nepcoHaIbHbIe (haliIbl, IEPEIAFOT UX
3JIOYMBIIUICHHUKY, pa3pyIIaroT
M0JIC3HYI0 HH(POPMAIIHIO

12.YCcTaHOBUTH COOTBETCTBHUE

1

Nudopmanus kak npeamer
TpyAa

3TO MEPBHYHBIC UCXOIHBIC TAHHBIC,
CBEJICHUS B KOHKPETHOH cdepe
NEATETLHOCTH U CMEKHBIX C HEIO
obmacTsax

Nudopmarus kak cpencTBo
Tpyna

9TO COBOKYITHOCTb 3HaHHﬁ, JaHHBIX
" IIPUCMOB, ITPHU ITIOMOIIIHN KOTOPBIX




ucxoaHas uHpopmarnus (mpeamer
Tpy/ia) MOXKET ObITh Haubosee

¢ pekTUBHBIM 00pa3zoM 0O6padoTaHa
B TISJISIX TIOYyYEHUS
3aIJIaHUPOBAHHOTO pe3yJbTaTa

HNudopmanus kak pe3yiabTar

JIOJDKHA 00/1a71aTh
MOTPEOUTEITHCKUMU CBOWCTBAMH, TO
€CTh CHUKATh HEOMPEICIICHHOCTD
CUTYaIlNH W PUCK, B KOTOPOH
OKazajcsi CyObeKT

B YKPYITHEHHOM BHJI€ MOXET OBbITh
nojipaszieJieHa Ha MPOAYKThI
(BBIUMCIIUTENbHAS TEXHUKA, O(DUCHOE
00opyI0BaHUE, KOMMYHHKAIIUOHHOE
o0opy10oBaHuE, MPOrpaMMHOE
oOecnieueHre, THPOPMAIIMOHHBIHI
MPOJIYKT) U YCIYTU (TEXHUYECKOE
o0cIy)KMUBaHUE, COMPOBOK/ICHUE
IPOrpaMMHOT0 00eCTICUCHMUS,
00y4eHHE U KOHCYJIbTAllUU, YCIyTH
CBSI3U, YCIIYTHU 10 00pabOTKe
JAHHBIX).

13.

YCcTaHOBUTH COOTBETCTBUE MCIKIOY

[IepexBat maposen

MOILIEHHUYECTBO BO3MOKHO C
y4acTHEM CHELHUATIbHBIX MPOTrpamm,
KOTOpbIE UMUTHPYIOT Ha dKpaHe
MOHHTOPA OKOIIIKO JIJIsl BBOJIa UMEHU
U mapoJisi. BBeneHHbIe JaHHBIE
MOMAJAI0OT B PYKU 3JI0YMBIIIICHHHKA,
U Jlajiee Ha JUCIIIee MOSIBISAETCS
COOO0IIeHNE O HEMPaBUIbLHOU paboTe
CHUCTEMBI.

«Mackapaa»

JericTBUS B THPOPMAIIMOHHOMN
CHUCTEME OT JIMLA IPYrOT0 YEJIOBEKa
B ceTh KommnaHuu. CyIliecTBYIOT
TaKHW€ BO3MOKHOCTH pealin3alnu
IIJIAHOB 3JI0YMBIIUJIEHHUKOB B
CHUCTEME -TIepeada JIOKHBIX TaHHBIX
B CUCTEME OT UMEHH IPYrOro
YEJI0BEKA

He3axonHoe ucrosis3oBanue
IIPUBUJIET U

HA3BaHMUE PA3HOBUIHOCTH XHUIICHUS
uH(pOpMaIK U IOJPbIBA
06e30nacHOCTH UHPOPMALIMOHHOM




CUCTCMBI TOBOPUT CaMoO 3a ceos

3TO CiIy4ail, KOrjaa KT0-TO NOoJIy4aeT
JOCTYT K KOHPHUIECHIIUATHHON
uH(popMaIK, HE UMesl Ha 3TO MpaBa,
HaIpuMep, u3yvas qyKue
AJIEKTPOHHBIE TUCHhMA WJIM YTHAHHBIN
KOMITBIOTED.

14.Y cTaHOBUTH COOTBETCTBHE MEXK]y MPOIEAYypaMH yIIPABIICHUS ONEP pUCKaMU

1

WNnentudukamus pucka

A

Nudopmuposanne CYOP o
peanu3zanuu coObITH , Perucrpanuio
coObITHit OP

OnepalmoHHbIN PUCK

CucreMaTnyecKoe UCIOJIb30BaHUE
uH(popMaIuu JJ1sl yCTAaHOBJICHUS
ONACHOCTEN OTHOCUTENBHO aCIEKTa
pHUCKa WIH JJI1 ONMCAHUS TPOOTIEMbI

COop u peructpanusi COObBITUN U
oTepb

Puck BO3HUKHOBEHUS YOBITKOB B
pe3yJibTaTe HEMpPaBUIbLHON PabOThI
BHYTPEHHHUX IIPOLECCOB, CUCTEM U
IIPOLICAYP B OPTaHU3ALIMH.

Puck, cBsI3aHHBIN C BBIIIOJIHEHUEM
KOMITaHHEH Ou3HeC-(PYyHKIUH,
BKJTFOYAsi PUCKH MOIIIEHHUYECTBA U
BHEIIIHUX COOBITHIA

15. YcTaHOBUTH COOTBETCTBUE MEXAY OCHOBHBIMU HPHUHIIUIIBI 3AIIATHI
uH(popManuu

1

[TpyuHUIMIT 3aKOHHOCTH

A

HEO0OXO0IMMO HOPMATHBHO- IPABOBOE
peryJIupoBaHHE 3TOW 00JacTH
00IIIeCTBEHHBIX OTHOIIICHHIA.
3aKoHOAATEIBHO JOJKHBI OBITH
0003HaUYEHBI MpaBa Pa3InYHbIX
CyOBEKTOB B 00J1aCTH 3aIIUTHI
uH(popMauu

[TpuHIMO 32U THl HHPOPMALTUU

OCHOBOTIOJIAraloIue UJICH,
BaYKHCHIIINE pEeKOMEHIAINH T10
OpTraHM3alMK U OCYIIICCTBIICHUIO
ATOU JACSATEILHOCTH Ha Pa3InIHBIX
sTamax peHicHUs 3aJa4 COXPaHCHHUS
CCKPETOB

[Ipunnun npuopureTa

00BEKTOM 3aCeKpEUMBAHUS HE
MOTYT OBITH CBEJICHHUSI, KOTOPHIC
rocyZapcTBO OOHAPOYET WU
c000I11aeT COTJIACHO




KOHBCHIIUAM HJIM COIJIAIICHHUAM

paBoO COOCTBEHHHKAM HH(OpMaIuu
HNPUHUMATh MEPBI K 3aIIUTE ITOM
MH(OPMAIIHH, a TAKXKE OIICHUBATh €€
OTPEOUTENHCKHE CBONCTBA

16.YCcTaHOBUTH COOTBETCTBHUE

1

[Ipouenyps! ynpasneHus
OIEepallIOHHBIM PUCKOM

aHaJm3 0a3bl COOBITHUM

CaMOOIICHKA

AHAJIN3 TUHAMUKU KOJUYECTBEHHBIX
nokaszatesen (KIYeBbIX

UHMKAaTOPOB PUCKA)

aHaJIU3 PEe3yJIbTATOB PETYISATOPHBIX
IPOBEPOK

aHaJIU3 Pe3yJIbTaTOB BHEIIHETO
aynura

aHaJu3 MOCTYIMAIIUX CUTHAIOB OT
COTPYJHUKOB.

COop u peructpanus
uH(pOpPMAIUU O COOBITUIX
OTIEpAIlMOHHOTO PUCKA:

aBTOMATHU3UPOBAHHOE (U3
UH(POPMAIIMOHHBIX CUCTEM),
HEaBTOMAaTU3HPOBAHHOE
(3KCHEPTHBIM METO/IOM),
AIrOPUTMHU3UPOBAHHOE BBISIBIICHUE
uH(pOpMAaIUU O PUCKAX

KJ1accU(UKaIMs PUCKOBBIX COOBITUI

OOCHKAa IMOTEPb, CTOUMOCTHU
BO3MCHICHUS IIOTCPb

pETHCTpalns PUCKOBBIX COOBITHIA B
0ase CoObITHIA

oOHOBNIeHUE UH(MOPMAITIH,
aKTyaJu3alysi UCTOYHUKOB
uH(hopMaIuu.

MOHHUTOPHUHT PUCKOB:

aHaJu3 UHAUKATOPOB PUCKA U
CTaTUCTHKU




KOHTPOJIb BBIITOJIHEHUS
MEPOTIIPHUITUN

MOHHUTOPUHT BXOSIIEH
uHopMarmu.

KJIaCCU(pUKAIMS PUCKOBBIX COOBITHIA

OLIEHKa NIOTEePb, CTOUMOCTH
BO3MEILECHUS IOTEPh

aHaJIU3 Pe3yJIbTaTOB BHEIIHETO
aynura

aHaJIM3 MOCTYMAIOIIUX CUTHAJIOB OT
COTPYIHHUKOB.

aHaJIN3 UHIAMKATOPOB PUCKA U
CTaTUCTUKHU

17. YcTaHOBUTH COOTBETCTBUE MEXKAY AJIEMEHTaAMHU U QYHKIUSIMHU

1

CkpsITHE

A

METOJ] 3alUThl HHPOpMALTIT
SIBJIICTCSI B OCHOBE CBOEH
peanu3aluuy Ha MPaKTUKE OJHUM U3
OCHOBHBIX OpPraHU3alMOHHBIX
MPUHIIAIIOB 3aITUTHI UH- (DOPMAIIUH -
MaKCUMaJIbHOTO OTPAHUYEHUS YU Ca
JIM1I, IOMYCKAEeMbIX K CEKpeTam

PanxupoBanue

METO/ 3aUThl HHPOPMAIIH
SBIIIETCS YACTHBIM CITy4aeM MeToza
CKPBITHS M BKIIFOUAET B ce0s, BO-
NIEPBBIX, JICJICHUE 3aCEKPEUNBAEMON
WH- (hopMaluy MO CTETICHU
CEKPETHOCTH, U, BO-BTOPBIX,
perIaMeHTAaINIo IOMyCKa U
pasrpaHUYeHHe JOCTyMa K
3amuinaeMoi nHbopMaIu

Jesundopmanus

pACIIPOCTPAHEHUH 3aBEIOMO JIOKHBIX
CBEICHUM OTHOCUTEJIBHO HCTUHHOIO
Ha3HAYEHUS KaKNX-I1100 OOBEKTOB U
U30EIUM, ISUCTBUTECIBHOTO
COCTOSIHUSI KAKOM-TO 00J1aCTH
rOCYJIApCTBEHHOW AEATEIbHOCTH

HEHAMEpPEHHOE PaclpOCTPaHEHUE
JIOKHOM MJIU UCKaXKEHHOM
uH(OpMaIINH C 11e/TbI0 BBECTH B
3201y KCHUE WU




AC30pUCHTUPOBATH 06H_I€CTBCHHOC
MHCHHC.

18.YcTaHOBUTH COOTBETCTBUE MCXKAY 9JICMCHTAMH U q)YHKHH}IMI/I

1 | B ocHOBHBIE 3a/1auu ynpaBiieHus | A | mepuMeTp 0€30MaCHOCTH CETH
HUb Bxogar
2 | KOMIIOHEHTBI apXUTEKTYPbI b | pacnpenensiTe aAMUHUCTPATUBHBIE
0€30M1aCHOCTH BKJIFOYAOT POJIK IO THIAaM M IpyIIam
YCTPOMCTB
3 | Iloxcucremsl ynpaBiaeHMsI B | ynpasienue noctynom k 6ase
OOHOBJIEHUSIMU TIO3BOJISIIOT JAHHBIX
aBTOMaTU3HPOBATh CJIECIYIOLINE
3a/1a4u
I' | koHTpOaBL BpeMeHu oOHoBIeHus [10

19. YcTaHOBHUTE COOTBETCTBHUE MCKAY 3JICMCHTAMU U (IJYHKHI/IHMH

1

Hpobnenue

A

3HAaHHUE KaKOM-TO OJIHOM YacTHU
uH(pOopMaIu He TTO3BOJISIET
BOCCTaHOBUTH BCIO TEXHOJIOTHIO B
1IEJIOM

Konnposanue

METO/1 3aIlUThl UH(OPMALIIH,
MPECIEIYIONIUHI LIEJIb CKPBITh OT
CONEpPHHUKA COJIEPKAHME
3aIUIaeMoi THGOpMALIK U
3aKJII0YAIOIIUICS B TPe0Opa30BaAHUU
C IOMOIIBIO KOJIOB OTKPBITOTO
TEKCTa B YCJIOBHBIN NIPU Mepeaaye
uH(GOpMAaIH M0 KaHaJlaM CBSI3U

[udpoBanue

METO/I 3aIUThl HHPOPMALIHH,
UCIIOJIb3yEeMbIN IIPU NIepeiade
COOOUIEHUH C MOMONIBIO Pa3IUYHON
paanoanmnapaTypbl, HalpaBICHUU
MUCHMEHHBIX COOOIICHHI U B APYTUX
CIIy4asix, KOTJ]a €CTh OMTaCHOCTh
nepexBara 3TUX COOOIIEHUM
COTIEPHUKOM

METO]T 3aIUTH HHPOPMAITHH
CBOJMTCS K TOMY, YTOOBI 3aIIUTHUTh
paBa U MHTEPEChl COOCTBEHHHUKA
uHGOPMAITUH WIH CPEACTBA
uH(OPMAITUHU KaK OT TPATUIIMOHHBIX

yrpo3




20.YcTaHOBUTH COOTBETCTBHE MEXAY 3TallaMy aIrOpyuTMa MPOBEACHUS
skcnepTusbl UC npenanpusiTus 1 UX ONMCaHUEM

1 | ®opmynupoBaHue LEIH A | IIpoBepka COOTBETCTBHS
AKCHIEPTU3BI U ONPEJICTICHUE €€ IPEeabABISIEMbIM K HEM TpeOOBaHUSIM
00BEKTOB 0€301acHOCTH
2 | ®opmupoBanue ananutuaeckod | b | [loaroroBka sxcnepTusbl, OkazaHue
TPYIIIbI NOMOILY B ITPOBEJICHUH OLIEHKH,
00palboTKe M aHaJIN3e ee PE3yJIbTaTOB
3 | YTBepxaeHNE cOCTaBa B | Onpenenenne 001acTU KOMIETEHIIAMA
DKCHEPTHOU IPYIIIBI
I' | [Tonydyenune uadopmManuu ot
nepcoHazia, N3y4eHue JOKyMEHTAIuU

Saz[amm HA YCTAHOBJICHHUE HpaBHJIbHOﬁ nmocjaea0oBaTreJIbHOCTH

1. VYcraHoBuTh B 3Tambl IOCTPOEHUS KOMIUIEKCHOM CHCTEMBI 3alllUThI
uH(pOpMaIKU B IOPAJIKE UX peallh3aliu:

1. BeisBiIeHHE NOTEHIIMATBHO BO3MOKHBIX YTPO3

2. AHanu3 cOCTOSAHUS IIOJACUCTEM oOecIieueHus 0€30MacHOCTH

3. OOocHOBaHHME CTPYKTYpbl W  TEXHOJOTMM (PYHKIMOHUPOBAHMS
KOMILJIEKCHOM CUCTEMBI 3aIUThl HH(OpMAaIUU

4. IlpenBaputenbHoe OOCIEAOBAaHUE COCTOSIHUS OOBEKTa W YPOBHS
OpraHM3alMy 3alUThl HH(OPMaLUU

2. YCTaHOBUTH ATAIbI 3aIIUTHI OT YyTPO3 OE30MaCHOCTH:

1. TlpenmocraBieHue TEpPCOHANY 3alllMINEHHBIA YAAJICHHBIA JIOCTYN K
nH(OPMAITMOHHBIM pecypcam

2. ObecnieueHue 06€30MacHOrO JOCTyNa K OTKPBITHIM pecypcaM BHEIIHUX
cerent 1 Internet

3. 3ammTa BHEIIHUX KaHAJIOB Tiepeaadn nH(opMaIuu

4. PazpaboTka MOJUTUKU UH(OOPMAIIMOHHONW 0€30MacHOCTH

5. AHanu3 yrpo3sl 0€30MacHOCTH

. YCTaHOBUTB ATAIIbl CTAJUU UCIIOJIHEHNS KOMIIBIOTEPHBIX BUPYCOB:
. BbInosiHeHHne eCTPYKTUBHBIX (DYHKIIMI

. Ilepenaya ynpasieHus MporpaMMe-HOCUTEIO BUPYyCa

. Ilonck xepTBbI

. 3apakeHUE HaWJICHHOW KEePTBbI

. 3arpy3ka BUpyca B IaMATh

Lk OWNPEFE W

. YCTaHOBUTB JTAIIbl IOCTPOCHMS CUCTEMBI aHTUBUPYCHOU 3aIUTHI CETH:
. Peanusanus niana aHTUBUPYCHOM 0€30M1aCHOCTH

—




2. IlpoBeneHue aHanu3a OOBEKTA 3allUTBl M OINPEACIIEHHE OCHOBHBIX
NPUHIUIIOB 00ECTICYSHHsI aHTUBUPYCHOM Oe301macHOCTH

3. Pa3paboTka NOJUTUKH aHTUBHPYCHOM O€30M1aCHOCTH

4. PazpaboTka maHa o0ecrieyeHust aHTUBHPYCHOM O€30MacHOCTH

5. YcTaHOBUTSH ATAllbl pa3padOTKH MOJIEIIH:
1. ITocTpoeHue MoaeH

2. O0OBeKT

3. KoppekTupoBka moienu

4. Ananu3 pe3yJbTaToB

5. UccnenoBanue Moien Ha KOMIIBIOTEPE

6. YcTaHOBUTH ATambl MOCTPOSHUS MTPOTPaAMMBbI 0OECTICUeHHS 0€30IMaCHOCTH:

1. TIpoBeneHne pa3bSICHUTSIBHBIX MEPONPHUIATHI U 00YYCHUS IepcoHaa IS
MO/ICPKKH TpeOyeMbIX Mep 0€30IacHOCTH

2. PerynsapHblil KOHTPOJIb MOMIATOBON peain3aliuy TiaHa 0€30MacHOCTH

3. YcraHnoBieHue ypoBHs 6€30MacHOCTU

4. ®opMHUpPOBAHUE MTOJIUTUKU OE30MAaCHOCTU OpTraHU3aIIH

5. OnpeneneHue EHHOCTH TEXHOJOTMYECKUX M MH(DOPMAIMOHHBIX aKTHBOB
OpraHu3aluu

7. YCTaHOBUTH ACHCTBUS 3Tana aHaIn3a PUCKOB:

1. OueHka BEpOSTHOCTH TOTO, YTO YIpo3a OyAeT pealn30BaHa Ha MPAKTHKE

2. OneHKa pUCKOB TEXHOJOTHYECKUX M HH(POPMAIIMOHHBIX aKTUBOB

3. MHpentudukammss W  OlEHKA CTOMMOCTH  TEXHOJIOTUYECKUX U
MH(OPMAIIMOHHBIX aKTUBOB

4. AnHanmu3 yrpos, JUisi KOTOPBIX TEXHOJIOIMYECKHEe M HH(POPMAIMOHHBIE
AKTUBBISBIISIFOTCS 1IEJIEBBIM 00BEKTOM

8. YcTraHoBUTH MOCTEA0BATEILHOCTD MPOIIECCOB JJII OOHAPYKEHUS U BBIIAYU
CUTHaja TPEBOTHU:

1. OgHo cucTeMHOE COOBITHE HE ABJIIETCS HEM30€KHO JOCTATOYHBIM, YTOOBI
YTBEPKIATh, YTO 3TO ONACHOCTh

2. Ecnu pe3yabTaT 3TONW COBOKYMHOCTH TPEBBIIIACT IMOPOTOBYIO BEIUYHHY,
BBIJIAE€TCS CUTHAJI TPEBOTH

3. COBOKYITHOCTh COOBITHI TOJDKHA CPABHUBATHCS C 3apaHee yCTAaHOBJICHHON
MMOPOTOBOM BEJIIMUMHOMN

4, Kaxmaoe HapylieHHE O€30MaCHOCTU JOJDKHO TE€HEPUPOBATh CHCTEMHOE
coObITHE

9. Pacnonoxuth B TOpSIIKE BO3pAcTaHUs JaThl pa3pabOTKHA CTaHIIAPTOB
nH(OPMAITMOHHON 0€301TaCHOCTH:

1. 1SO 27001:2005

2. ISO/IEC 17799

3. ISO/IEC 15408



4. «Kpurepuu OLIEHKU JOBEPEHHBIX KOMIIBIOTEPHBIX CUCTEM

10. PacmonoxuTh 3TaIbl Mporecca YIpaBlIeHUs pUCKaMU WH(GOPMAIMOHHON
0€30MacHOCTH:

1. Knaccudukammst pUCKOB, BBIOOP METOMOJOTHH OIICHKH PHUCKOB U
MIPOBEJICHHUE OIICHKU

2. AHanu3 yrpo3 U BX TOCIEACTBHMA, OTpeielieHUE cIab0CTel B 3aIIUTe

3. Be10op, peanuzarus 1 mpoBepKa 3aIlIUTHBIX MEP

4. OnieHKa OCTaTOYHOIO PUCKa

5. Unentuduxarms akTUBOB M IICHHOCTH PECYPCOB, HYKIAIOMUXCS B 3aIIUTE

6. BpiOop aHamu3upyemMbIXx OOBEKTOB M CTEMEHU JCTATLHOCTH HUX
pPacCMOTpPEHUS

11. Pacmonoxxute 3Tamnbl IpUMEHEHUs (PpeMBOpKa yIpaBieHHsS pHUCKaMU
(NIST SP 800-37)

1. orleHKa BHEIPEHHBIX MEP 3aIUTHI IS ONPeIeTIeHUS] KOPPEKTHOCTH X
MIPUMEHEHUS, PaOOTOCITIOCOOHOCTH M MPOYIIUPOBAHUS UMH PE3yJIHTaTOB,
YAOBJIETBOPSIOMINX TPEOOBAHUSIM 0€30IIaCHOCTH U KOH(PHUISHIIMAIIBHOCTH

2. MOJITOTOBKA, T.€. OTMPEICIICHHE IIEJICH 1 UX MPUOPUTH3AIUS C TOYKU 3PCHUS
opranu3anuu u UT-cucrem

3. BHEZIpEHUE MEP 3aIIUTHl U OMMMCAHKUE TOTO, KaK IMEHHO MPUMEHSFOTCS
MEpBI 3aIIUTHI

4. xareropu3zaius cucteM U HHGOpMaIlui Ha OCHOBE aHaJIN3a BO3MOXKHOTO
HETaTHUBHOTO BJIMSHUS OT MOTEPH HHPOPMAITHH

5. BBIOOp 06a30BOr0 HaOOpa Mep 3alUTHl U UX YTOUHEHHUE (aqanTaius) s
CHIDKEHMSI pUCKa JI0 MPUEMIIEMOTO YPOBHSI Ha OCHOBE OIEHKHU PHUCKa

6. HEPEPHIBHBII MOHUTOPUHT CUCTEM U MMPUMEHEHHBIX MEP 3aIUThI IS
orieHKH 3(P(HEKTUBHOCTH MPUMEHEHHBIX MEP, TOKYMEHTUPOBAHUS U3MCHECHUH,
MIPOBEJICHUS OLICHKH PUCKOB M aHAJIM3a HETaTUBHOTO BIIUSHUS, CO3IaHUS
OTYETHOCTH 10 COCTOSTHUIO O€30MTaCHOCTH U KOH(UICHITNATBHOCTH.

7. dopMasibHOE coTIacOBaHUE/YTBEPIKICHUE UCIIOIH30BAHUS CHCTEM HITH MEP
3aIIMTHI HA OCHOBE 3aKJIIOUYCHUS O TIPHUEMIICMOCTH PUCKOB

12. YcranoButh stanbl peanusanuu B OC MexaHU3MOB O€30MaCHOCTH B
MOPSIIKE UX BHEJIPEHUS:

1. Co3naHne KOJIBIIEBOM CUCTEMBI 3aLIUTHI IIpoLeccopa

2. Peanuzanus ayTeHTU(PUKALUN [TOJTH30BATENS

3. Peanu3anuss MHOT03aJa4yHOCTH

4. Co3nanue BUPTYaJbHBIX KOHTEHMHEPOB AJIA 3aycKa MPUII0KEHUI

13. PacnosiokuTh TapamMeTpbl Ui TPYNNUPOBKH JaHHBIX B IKypHaie
OpanaMmayspa nHpopmaruu 006 atake:

1. Hara, Bpemst

2. ITpoTokon

3. ITopt nomyyaresns



4. Homep arenra
5. IP-azmpec aTakyromero
6. Tumn araku

14. PacronoxuTh 3Tamsl mpolecca yIpaBieHUus pruckaMu WHGOPMAIMOHHON
0€30MacHOCTH:

1. Onucanne metonoB YCL k pecypcam OC

2. ®opMupoBaHue aTpUOYTOB OE30MIaCHOCTU U TPaB JOCTyMa CyObEKTOB

3. Beibop, peanuzanus 1 IpoOBEpKa 3alIUTHBIX MEp

4. Ananu3 xxypHanoB 0e3onacHoctu OC

5. Unentudukaryst akTHBOB U IEHHOCTU PECYPCOB, HYKAAIOIIUXCS B 3aIUTE

15. BoiOepute npaBUIbHYIO MOCJIEI0BATENBHOCTD 3TANOB M0 CO3/IaHUIO
CUCTEMBI 3aIIUTHI IEPCOHAIBHBIX JaHHBIX:

1. OnbITHAsA U MPOMBIIUICHHAS SKCILTyaTalHs
2 [IpoekTHbIN 3Tal

3. ATTecTanus Ui JeKJIapupOBaHUE

4 [IpennpoexkTHsIi 3Tan

16. BriOepute npaBuIbHYIO MOCIEAOBATEIBLHOCTD ATANoOB pa3pabOTKU
IpO(UIIA 3aIIUTHI.

1. Ananu3 cpespl npumenenus UT-nipoaykra ¢ TOUKH 3peHUst
2 0€30I1aCHOCTH.

3. Br16op npoduig-npororura.

4 Cunre3 TpeboBaHUM.

17. BblOepure mNpaBUIbHYIO MOCIEAOBATEIBHOCTh  3TAllOB  3AIUTHI
uH(popManuu, UHPOPMALMOHHBIX TEXHOJIOTUH U aBTOMATU3UPOBAHHBIX CUCTEM OT
aTak:

1. AHanu3 pUCKOB JJi1 aKTUBOB OpraHu3alliy, BKIIOYAIOMIMA B ceOs
BBISIBJICHUE LEHHBIX AaKTUBOB W OLICHKY BO3MOXKHBIX TOCIEICTBUN peanu3aluu
aTak ¢ UCIOJIb30BAHUEM CKPBITHIX KaHAJIOB

2. Peanusanus 3auTHBIX MEP MO MPOTUBOAEHCTBHUIO CKPBITHIX KAHAJIOB

3. Opranuzanust KOHTPOJISI 32 MPOTUBOAEHCTBUEM CKPBITBIX KaHAJIOB.

4. BoIsiBiI€HME CKPBITBIX KAHAJIOB M OLICHKA UX OIACHOCTH I aKTUBOB
OpraHu3aluu

18. BriOepute mocienoBaTeIbHOCTh YPOBHEH 3aIUINIEHHOCTH TIEPCOHATBHBIX
JTaHHBIX

1. crienuanbHbie kareropuu [1J1H
2. onomerpuueckue [1/1n
3. obmenoctynueie I1/1x
4 uHble kateropuu [1/1xn

19. BriOepute nocnaeaoBaTeIbHOCTh YPOBHEN 0€30MacHOCTH HH(OPMAIIUHN:



AJIMUHUCTPATUBHBIA YPOBEHD
[IpouenypHblii ypOBEHB
[IporpaMMHO-TEXHUYECKHAN YPOBEHD
3aKOHOJATEIbHBIN YPOBEHB

i A\

20. BpiOepute mNpaBWIBHYIO MOCIEAOBATEILHOCTh ATAllOB MOCTPOCHUS
MOJINTUKHU O€30MMaCHOCTH:

1. Br160p 1 ycTaHOBKA CPEICTB 3aIUTHI;

2. Opranusanuss oOCIyKMBaHUS 1O BOIpOcaM HH(POPMALMOHHON
0Ee30ITacCHOCTH;

3. Co3nanue CHUCTEMBbI MEPUOJUYECKOTO KOHTPOJIS HH(POPMAIMOHHON
0€e30I1acHOCTH

4, O6cnenoBanue  WUHGOPMALIMOHHOM  CHUCTEMBl  HAa  NIPEAMET

YCTAaHOBJICHHUSI OPraHU3allMOHHONM W WHOOPMAIMOHHOW CTPYKTYphl U yrpo3
6e3omnacHocTU MH(pOpMAIUY;
S. [ToaroToBka nepconasna paboTe co CpeACTBAMU 3aIUTHI,

IIlkajla OUECHHWBAHMA Pe3YyJbTATOB TECTHPOBAHMSA: B COOTBETCTBUU C
JEHUCTBYIOIIEH B YHHUBEpPCUTETE OallIbHO-PEHTHHIOBON CHCTEMOM OIICHMBAHUE
pe3yJIbTaTOB NPOMEXKYTOUHOM aTTecTalluu OOYy4YaroIIMXCSl OCYIIECTBISETCS B
pamkax 100-OamnpbHOM  MIKaNbl, NpPU OSTOM MaKCHUMAJbHBIA Oaln Mo
IIPOMEKYTOUYHOM arrecTallud OOydYarolmuxcsi MO O4YHOHM Qopme 00yuyeHus
cocTaBisieT 36 6amIoB, O OYHO-3a0YHOW W 3a04yHOW (opmam oOyueHuss — 60
0aitoB (yctaHoBlieHO nosioxenuem 11 02.016).

MakcumanbHbIN 0ajll 3a TECTUPOBAHUE MPEACTABISIET COO0M pPa3HOCTh JIBYX
YUCel: MAaKCUMAaJbHOro Oaia MO MNPOMEXYTOYHOW AaTTeCTaluu [Js JaHHOU
dbopmbl 00yueHns (36) U MakCMMaJIbHOTO Oaylyla 3a pelIeHue KOMIIETEeHTHOCTHO-
OpUEHTHUPOBaHHOM 3a1auu (6).

bami, mnomydyeHHbli oOydaromMMcS 3a TECTUPOBAHUE, CYMMHPYETCS C
0ayIoM, BBICTaBJICHHBIM €My 3a pEIIeHHE KOMIETEHTHOCTHO-OPUEHTHUPOBAHHON
3aJ1a4yu.

OO0mumii 6ayyT MO TPOMEKYTOYHOM aTTECTallud CYMMHPYETCS ¢ OajuiaMu,
NOJyYEHHBIMU 00YYaIOIIKUMCS [0 pe3yJIbTaTaM TeKYILEro KOHTPOJIs yCIeBaeMOCTH
B TEUEHHUE CEMECTPa; CymMmMa 0ajsIoB MEPEBOAMUTCS B OLIEHKY MO 5-0ajulbHOM LIKaJe
CJIEAYIOIINM 00pa3oM:

CooteerctBue 100-0a/u1bHOM U 5-0aJUIBHOM IIIKAT

Cymma 6aioB 1o 100-6amibHoi mikane | OueHka 1no 5-0anapHOM 1Kase

100-85 OTJIMYHO
84-70 XOpOUIO
69-50 yJIOBJIETBOPUTEIILHO

49 u meHee HEYJIOBJIETBOPUTEIBLHO




2.2 KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE 3ATAYHN
KoMnereHTHOCTHO-OpHeHTHPOBaHHAA 3a1a4a Ne 1

Kommanusa X Ttpatutr exemecauno 5000 poiuiapoB Ha MOAAEPKKY U
OOHOBJIEHHE CHCTEMbl 3alllUThl MH(pOpMainuu. Eciu BHEIPUTH HOBYIO CHUCTEMY,
kotopas ctout 15000 gomnapoB, HO OyJE€T CHUXKATh PUCK YTeUKH MHGOpMAIMU Ha
80%, Ha CKOJIBKO MPOLIEHTOB COKPATSTCS €KEMECSYHBIE 3aTpaThl HA MOJJEPKKY U
OOHOBJICHUE CUCTEMBI 3aIUTH HHHOPMAITIH?

KomneTreHTHOCTHO-OpUEeHTHPOBaHHAA 3aga4a Ne 2

Kommanust Y paccmaTpuBaeT BHEIpPEHHE CHUCTEMBI 3alIUTHI MHGOPMAIIHH,
koropast crout 25000 mommapoB. Oxugaercs, 4To B Pe3yibTaTe€ BHEAPEHUS 3TOU
CUCTEMBbl KOMITAHHMSI CMOXET COKPAaTUTh MOTEHIMAJIbHBIE YOBITKM OT YTCUKHU
undopmaruu Ha 70%. Ecnum moTeHIMalibHbIe YOBITKM 0O€3 CHCTEMBbl 3alllUThI
uHpopmaruu cocrapisior 100000 momnapoB, Kakyl0 3KOHOMHYECKYIO BBITOIY
KOMIIaHUSI MOKET MOJIYYUTh B PE3YJIbTATE BHEIPEHUSI CUCTEMBI?

KoMneTeHTHOCTHO-OpMeHTUPOBaHHAsA 3a1a4a Ne 3

Komnanua Z paccmatpuBaeT BHEIPEHWE HOBOM CHCTEMBI  3allMThI
uHpopmanuu. Ctoumoctb BHeapeHus coctanisieT S0000 momiapos, a oxuaaemas
PKOHOMHSI OT MpeAoTBpaleHuss yredek wuHpopmanuu cocrasisier 200000
nouiapoB B ron. Haitnure ROI (B mpoiieHTax) mjis 3TOW CHCTEMBI 3alllUThI
uH(popManuu.

KoMneTeHTHOCTHO-OpUeHTUPOBaHHAA 3a1a4ya Ne 4

Komnanus A cTouT mepen BEIOOPOM MEXKIy IBYMsI BapHaHTaMU PEIICHUM
no 3amure uHpopManuu. Bapuant 1: BHenpeHue HOBOW CHCTEMbI 0€30MaCHOCTH
ctout 100000 gomrapoB v IPUBEAET K COKPAIICHUIO MOTEHITUAIBHBIX YOBITKOB OT
yreuek mHpopmarnuu Ha 60%. BapuwanT 2: HaliM JOMOJHHUTEIBHOTO IEepcoHaa
crour 50000 nmonmapoB B IO M MOPUBEAET K COKPALICHUIO MOTEHIMAIbHBIX
yosiTkOB Ha 40%. Kakoii BapuaHT pelieHusi sBisieTcs Oojee SKOHOMHYECKU
BBITOJIHBIM 7151 KoMnanuu A? OTBeT 000CHYMHTE.

KoMneTeHTHOCTHO-OpHeHTHPOBaHHAsA 3a1a4ya Ne 5

Kommanust X Obuta mojaBep’keHa yTeuke HHGOpPMAIMH, YTO TPHUBEIO K
yobiTkam B pasmepe 100 000 mommapoB. IlpoBenmeHHBIN aHanu3 Mmokazaj, 4TO
3arpaThl Ha 3amuTy uHbopmamuu B pazmepe 50 000 mosmapoB B rog MOriu Obl
NpEAOTBPATUTh 3Ty yTeuky. Kakyro cymMMy KOMITaHHs MOTEPsIa U3-3a HAPYIICHUS
oe3omacHocTu?



KomneTeHTHOCTHO-OpHeHTHPOBaHHAs 3a71a4ya Ne 6

Kommanust Y BHeIpuia HOBYIO CUCTEMY 3alllUThl MHGOPMAIMH, KOTOPAs
cromna 80 000 mommapoB. C Tex mOp KOMIIAHHMS CMOIJIa HM30€XaTh yTeueK
uH(popMaIu, 4TO MPEIOTBPATUIO MOTECHIIMAIbHbIE YOBITKH B pazmepe 150 000
noiapoB. Kakyro SKOHOMHIO KOMITaHHSI CMOTJIA cliefiaTh Ojarojapsi BHEIPEHUIO
ATOMN CUCTEMBI?

KOMHeTeHTHOCTHO-OpI/IeHTHpOBaHHaﬂ 3agada Ne 7

Komnanua Z paccmarpuBaeT BHEIPEHHWE HOBOM CHCTEMBI  3allMThI
uHpOopMaIuu, CTOUMOCTh KOTOpoi coctasisieT S0 000 momrapoB. Oxkugaercs, 4To
3Ta CHUCTEMa MO3BOJIUT MPEIOTBPATUTh MMOTEHIHUANbHBIE YOBITKM OT YTEYEK
nHdopmaruu B pazmepe 20 000 mosmapoB B roja. Ha ckoabko jeT Oy1eT oKymaThes
3Ta cucTema?

KoMneTeHTHOCTHO-OpHeHTUPOBaHHAsA 3a1a4a Ne 8

KoMnanuss A He uMeeT CUCTEMbI 3alUThl HH)OPMALIUKA U CTAJIKUBAECTCS C
yTeuKaMH MH(OpMAalLMU, KOTOPbIE BbI3BIBAIOT IMOTEHIIMAIbHBIE YOBITKH B pa3Mepe
50 000 mommapoB B roa. Ecnv kOMmaHusi peliuT BHEAPUTH CUCTEMY 3aLIUTHI
croumocthio 30 000 mommapoB B Tojl, HA CKOJIBKO YMEHBIIATCS MOTEHIMAIbHbBIC
yOBITKH?

KomneTeHTHOCTHO-OpHeHTHPOBaHHAs 3a7a4ya Ne 9

Kommanuss B mnmanupyer mnpoBectu OOy4eHHE CBOUX COTPYJHHUKOB B
obnmactu 3ammTbl uHGopManuu. OOydeHue Kaxaoro coTpyaHuka ctout 500
J0JIIapoB, a B komnanuu paboraer 100 cotpyanukos. Kakast Oyner o6miast cymma
3aTpaT Ha OOydeHHe rnepcoHana?

KoMneTreHTHOCTHO-OpUeHTHPOBaHHAA 3aaa4ya Ne 10

Kommanuss X Obula mojBepkeHa CEphe3HOMY HApYILIEHHIO O€30MacHOCTH,
YTO MOTPeOOBai0 BOCCTAHOBUTEIBHBIX padOT cTtoumocThio 50 000 mostapos.
OueHute, Kakyl0 CymMMy KOMIIaHHS JOJDKHA Obula Obl MOTPATUTh HA 3AILUTY
uH(popManuu, 4ToObl MPEAOTBPATUTh 3TO HAPYIIEHUE, €CIM CTOMMOCTb 3alUThI
coctasisier 20 000 momnapoB B rof.

KoMneTeHTHOCTHO-OpHeHTHPOBaHHAA 3a1a4ya Ne 11
Kommanust Y BHenpuia HOBYIO CHUCTEMY 3alllUThl MHGOPMAIMH, KOTOPAs

cromta 100 000 pomnmapoB. bnarogmapss 3Toil cucTeMe KOMIIaHHMSI CMOTJa
MPENOTBPATUTh 5 ClydyaeB yTeUKH WH(OpMAIUU, KaKIbIH W3 KOTOPHIX MOT ObI



npuBectd K yobiTkaMm B pazMepe 30 000 momnapos. Kakyro 3KOHOMHUIO KOMITaHUs
cenana oyarojapst MpeloTBPALLEHUIO ITUX YTeUeK?

KoMneTeHTHOCTHO-OpHeHTHPOBaHHAA 3a1a4a Ne 12

Komnanus Z pemmia BHEIPUTh HOBYHO CHUCTEMY 3alllUThl MHGOpPMAIUU,
cTouMOocTh koTopo# cocrtaBisieT 80 000 mommapoB. Oxumaetcs, 4yTo Onaromaps
ATOM CHCTEME KOMIIAaHUS CMOXKET N30eXKaTh MOTCHITMAIbHBIC YOBITKH B pazmepe 40
000 mommapoB B roja. Ha ckonbko JieT OyJIeT OKymaThCs 3Ta CUCTEMA, €CJIM HE
YUUTBHIBaTh MHQPIALNIO U (PAaKTOP BPEMEHHOW CTOMMOCTH JIeHer?

KommneTeHTHOCTHO-OpHeHTHPOBaHHAA 3aga4ya Ne 13

Komnanus A He MMeeT CHUCTEeMbl 3alllUThl MH(MOPMAIIMK U CTAJTKUBACTCS C
yTeuKaMu MH(OpPMaIIMK, KOTOPbIE€ BBI3BIBAIOT MOTCHIIMAIBHBIC YOBITKA B pa3Mepe
50 000 nmonmnapoB B roa. Eciu koMmaHus PENIMT BHEAPUTH CHUCTEMY 3alllUThI
croumocthio 30 000 momtapoB B Toji, HA CKOJIBKO YMEHBIIATCS MOTEHIMAIbHbBIC
yOBITKH?

KoMneTeHTHOCTHO-OpHeHTHPOBaHHAA 3a1a4a Ne 14

Kommanus X cToNKHyJach ¢ HapylIeHuEM 0€30M1aCHOCTH, KOTOPOE MPUBEIIO
Kk norepe 5000 3anuceit kimeHTOB. CpeaHsisi CTOMMOCTh OJIHOW 3alMCH KJIMEHTa
coctapisier 10 pommapoB. Kakyro cymMMy KOMIIaHUs TOTEpsJia HW3-3a STOTO
HapylIeHus: 0€30MacHOCTH?

KoMneTeHTHOCTHO-OpHeHTHPOBaHHAA 3a7a4ya Ne 15

Kommanuss Y  peanusoBania CHCTEMYy MOHUTOPHHTAa  (DMHAHCOBBIX
TpaH3akuuii, koropas cromwia 50 000 pommapoB. bnaromapsi 3Tol cucteme
KOMITaHUSI CMoOTrJia TpenoTBpaTuTh 10 cioydaeB (UHAHCOBBIX MOIIEHHUYECTB,
KaXJI0€ M3 KOTOPBIX MOTJIO MpUBECTH K yObITKam B pasmepe 20 000 mosmapos.
Kakyro »KOHOMHIO KOMITaHMs chefiajga Ojarojapsi NPEJOTBPAIICHUIO JTHX
MOILICHHUYECTB?

KoMmneTeHTHOCTHO-OpHeHTHPOBaHHAA 3a1a4ya Ne 16

Kowmrmmanus Z pemmmna BHEIPUTh CHCTEMY 3allUThI HH(OPMAITIH, CTOMMOCTD
kotopor coctaisieT 100 000 mosmapoB. OxuaeTcs, 4TO 3Ta CUCTEMA MO3BOJIUT
MPEIOTBPATUTh MOTCHIMAIBbHBIE YOBITKM OT yTeuek mHdopMainuu B pasmepe 50
000 momnmapoB B roa. Ha ckombko ser OyaeT OKyNaTbCs 3Ta CHCTEMA, €CIIH
YYUTHIBATh HMHQISAIUI0O ¥ TPEANOJOXKUTh, YTO CTaBKa JIUCKOHTUPOBAHUS
coctaBisgeT 5%?



KoMneTeHTHOCTHO-OpHeHTHPOBaHHAA 3axa4a Ne 17

Komnanus A He mMeeT CHCTEeMBbI 3aIUThl HHOOPMALIMK U CTaJKUBACTCS C
yTeuKaMu MH(OpMaIIMK, KOTOPbIE€ BBI3BIBAIOT MOTCHIIMAIBHBIC YOBITKA B pa3Mepe
100 000 mommapoB B roa. Eciaum koMmaHus pelIMT BHEAPUTH CUCTEMY 3alUATHI
croumocthio 80 000 momtapoB B Tojl, HA CKOJIBKO YMEHBIIATCS MOTEHIMAIbHbBIC
yOBITKH?

KommneTeHTHOCTHO-OpHeHTHPOBaHHAs 3aga4ya Ne 18-21

Hamo Ha ocHOBe MCXOMHBIX OIEHOK HaiTh mokaszatenb ALE (Annual Loss
Expectancy) ymeHbIIEHHS CPEIHErOJOBBIX MOTEPh (UPMBI U3-3a HMHIUJCHTOB
oe3omacHoctu. ALE HaiinuTe Kak pasHHUIy MEXIY CpelIHeroaoBbM yiiepoom 10
— u [TIOCJIE BHeapenus 3ammTHbIX Mep (ALE=Yml-Ym2, rae Yuil — ymep06 ot
uHIUAeHTOB Oe3zonacHocTy BYmil-Ym2, rae Yml — ymepd OT HMHIMAEHTOB
0€30IaCHOCTH B TEKYIIIEM T'0/ly, YIII2 — B IPEIBIIYIIEM).

JlaHHbIEe 17151 OLIEHKHU yiiep0Oa 3a 2 roja:

Bapuant 1) B nponuioM rogy Obi10 8 yCHENIHBIX ISl 3JI0YMBIILICHHUKOB
HOTBITOK B3JI0Ma 0a3bl JAHHBIX, B 3TOM roy — 1; oneHKa (PUHAHCOBBIX MOTEPH OT
B3iomMa B mnpouwiom roay 120000, B stom 15000. Ywucno ys3BUMOCTEN U
COKpaTUJIOCh B 4 pa3a (1ocie MpUMEHEHUS Mep 3allUThI).

Bapuant 2) B npouuioM rogy Obuio 8 yCHENIHBIX ISl 3J0YMBIILIEHHUKOB
MOMBITOK B3JIOMa 0a3bl IaHHBIX, B 3TOM roay — 1; olleHKa (PMHAHCOBBIX MOTEPH OT
B3joMa B npouuioM roay 2540000, B stom 35000. Ywucno ys3BUMOCTEN H
COKpaTUJIOCh B 4 pa3za (1ocjie NpUMEHEHHs Mep 3alllUThI).

Bapuant 3) B npouuioM rogy Obuio 8 yCHENIHBIX ISl 3J0YMBIILIEHHUKOB
MOMBITOK B3JI0OMa 0a3bl IaHHBIX, B 3TOM roay — 1; olleHKa (PMHAHCOBBIX MOTEPH OT
B3ioma B mnpouuiom roay 140000, B stom 115000. Yucno ys3BUMOCTEN U
COKpaTUJIOCh B 4 pa3a (1ocie NpuMEHEHHs Mep 3aIlUThI).

Bapuant 4) B nponuioM rogy ObII0 8 YCHENIHBIX ISl 3JI0YMBIILIICHHUKOB
HOTBITOK B3JIoMa 0a3bl JAHHBIX, B 3TOM roiy — 1; oleHKa (PUHAHCOBBIX MOTEPH OT
B3joMa B mnpouwioM roay 150000, B srom 10000. Yucio ysa3BUMOCTEH u
COKpaTUJIOCh B 4 pa3za (1ocie NpUMEHEHHs Mep 3allUThI).

IIIkajia oOlEHMBAHHUA pelIeHHs] KOMIIETEeHTHOCTHO-OPHMEHTUPOBAHHOM
3aJ]a44: B COOTBETCTBUU C JICUCTBYIOIIEH B YHUBEPCUTETE OaIbHO-PEHTUHTOBOM
CUCTEMOU OIIEHMBAaHUE PE3YyJbTATOB MPOMEXKYTOUHOW aTTECTALMK OOYy4arouIuXcs
ocyiecTBisieTcs B pamkax 100-0a/yibHON IIKAJIbI, IPU 3TOM MaKCUMAJIbHBIA Oal
0 MPOMEXKYTOUHOM arrecTalud OOydaroumxcs Mo O4YHOW ¢opme oOydeHus
cocTaBisier 36 0amioB, O OYHO-3a0YHOM U 3a04yHOU (hopmam oOyuenus — 60
(ycranosneno nonoxxenueM I1 02.016).

MaxkcuMmanbHOE KOJMYECTBO OaljIoB 3a pEHIeHHEe KOMIIETEHTHOCTHO-
OpPUEHTHPOBAHHOM 3a7aun — 6 OAIIOB.

bamn, mnomydyeHHbli oOydaromMMcs 3a pEIHIeHHEe KOMIIETEHTHOCTHO-
OPUEHTHPOBAHHOM 3aJaud, CyMMHpYETCS C OaJlJIoM, BBICTABJICHHBIM €My IIO
pe3ynpTaTaM TecTupoBaHusa. OOwmmit Oaml NPOMEXYTOUYHOM  aTTeCTaluu



CyMMHpYETCS ¢ Oamjmamu, TMONYYEeHHBIMH OOyYaronuMcs 10 pe3yjbTaTam
TEKYIIer0 KOHTPOJS YCIIEBa€MOCTH B TEYEHHWE CeMecTpa; CcyMMa OalioB
MEPEBOJIUTCS B OLICHKY 10 S-0alIbHOM IIKajIe CISAYIOIUM 00pa3oM:

CootserctBue 100-0a/uTbHON M 5-0aJJIBHOM IIKAT

Cymma 6anmoB 1o 100-6amibpHoi mkaie | OueHka 1o 5-0anapHOH 1Kae
100-85 OTJINYHO

84-70 XOpOUIO

69-50 yJIOBJIETBOPUTEIIHHO

49 u meHee HEYJIOBJIETBOPUTEIBHO

KpuTtepun oneHuBaHUsi pelleHHs] KOMIIETEHTHOCTHO-OPHEHTHPOBAHHOM
3aa4u (HIDKECIIeYIONINEe KPUTEPUU OLICHKH SBISIIOTCS MPUMEPHBIMH U MOTYT
KOPPEKTUPOBATHCS):

6-5 ©0a/I0B BBICTABIACTCS OOydYaroOmeMycsl, €CIM pEIICHHWE 3aJa4du
JEMOHCTPUPYET TITyOOKOE€ MOHUMAaHHE OOYYAIOMIMMCS MPEIIOKEHHON MPOOIeMbI
U Pa3HOCTOPOHHEE €€ pacCMOTPEHHE; CBOOOJHO KOHCTpyupyemas pabora
NPEACTaBIAET COOOIl JOTMYHOE, SICHOE M IPH 3TOM KPaTKOE, TOYHOE OMUCAHUE
X0/la pemieHust 3aga4u (MoCieI0BaTeIbHOCTH (MM BBINOJIHEHUS) HEOOXOAUMBIX
TPYAOBBIX JEUCTBUM) U (HOPMYJIHUPOBKY JAOKA3aHHOTO, MPABWIHHOTO BBIBOJIA
(oTBETAa); MPU FTOM O0OYHAIOUTUMCS MPEUIOKEHO HECKOIBKO BAPUAHTOB PEIICHHUS
WM OpUTHHAIBHOE, HECTAHJIapTHOE pelieHue (Miu Haumbosiee 3 dhekTUBHOE, WIH
HaumOoJiee palMOHAIBHOE, WM ONTUMAJLHOE, WU EJAMHCTBEHHO IPABUIIBLHOE
pelieHune); 3ajaya pelieHa B YCTAHOBJICHHOE TMPEIojaBaTeieM BpeMs WU C
OIIEPEKEHUEM BPEMEHU.

4-3 Oanya BBICTABISECTCS OOydYaromeMycsi, €CIu pelieHue 3aJaduu
JEMOHCTPUPYET MOHMMaHWE OOydarouuMcs MPEeUIOKEHHON MNpoOsieMbl; 3aaada
pelieHa TUIOBBIM CHOCOOOM B YCTaHOBJIICHHOE IPENOAABATEIEM BPEMS; HUMEIOT
MecTo o0mue ¢pa3bl U (UIM) HECYLIECTBEHHbIE HEAOYEThl B ONHMCAHMM XOJa
penienus u (Wian) BeIBoJA (OTBETA).

2-1 ©Oanja BBICTABIACTCS OOydYaromieMycsl, €ClIM peIIeHHe 3aJadu
JEMOHCTPUPYET TOBEPXHOCTHOE TOHUMAHUE OOYyYarolUMCs MPeasIOKEHHON
poOJIeMBbl; OCYLIECTBIEHA IMOMbITKA MMIA0JIOHHOTO pElIeHUs 3a7adyd, HO NpHU €e
pEeIIeHUH  JIOMyIIeHbl OmUOKkM ©  (WIM) TPEBBIIIEHO  YCTaHOBJIICHHOE
MpenoaaBaTesieM BpeMsi.

0 ©0anjoB BBICTABISIETCA OOyYalOlEMyCsi, €CJIM pelIeHHue 3aJlauu
JEMOHCTPUPYET HEMOHUMAaHUE 00YyJarONTUMCS MPEI0KEHHON TPOOIEMBbI, U (HIIN)
3HAYMTEIFHOE MECTO 3aHUMAIOT OOIIMe (Ppa3bl U TOJIOCIOBHBIC PACCYKICHUS, U
(unK) 3a7a4a HE pelieHa.




