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1 OHEHOYHBIE CPEJACTBA /UIA TEKYWEI'O KOHTPOJIA
YCIIEBAEMOCTH

1.1 BOIIPOCHI 11 COBECEJIOBAHMUSA

Tema 1. CereBasi ayreHTH(PHKADMSA.
1) YUto Ha3BIBAIOT CETEBOM ayTeHTUPUKaIUEH?
2) Uto Takoe aBTOpHU3anus?
3) Ilepeunciute 0OBEKTHI BO3ACUCTBUS B MHOOPMAIIHOHHBIX CUCTEMAX.
4) Yto BXOAUT B 3a/1a4l MEKCETEBBIX IKPAHOB?
5) Uto Ha3bIBAIOT KOHTPOJIMPYEMOU 30HOM?
Tema 2. Iloacucrema ayreHTHGUKAIUMN.
1) YUem ompenensieTcsi CTOMKOCTh MOJICUCTEMbI HACHTU(DUKAIIUN U
ayTeHTU(UKauu?
2) [lepeuncnuTh MUHUMANbHBIE TPEOOBAHUS K BBIOOPY MApOIIsL.
3) [lepeuncnuth MUHUMANIbHBIE TPEOOBAHUS K MOACUCTEME MAPOJILHOM
ayTeHTU(UKALWH.
4) Kak omnpenenuTb BEpOSTHOCTh O00pa MapoJis 37I0YMBILUIEHHUKOM B
TEYEHHUH CPOKa €ro JeHCTBUS?
Tema 3. MYHKINHU MeKCeTeBbIX IKPAHOB, MPOGUIN 3a1UTHI.
1) ®DyHKIUU MEKCETEBBIX SKPAHOB.
2) @unbrpanus Tpaduka.
3) BeinonHeH#e QYHKIUI TOCPSTHUIECTBA.
4) JlomoIHUTEIbHBIE BO3MOKHOCTH MD.
5) Ilepeuens npodueii 3aMUThl MEKXCETEBBIX IKPAHOB.
Tema 4. Tunsl MeskceTeBbIX IKPAHOB.
1) BeigenuTe 1Ba OCHOBHBIX THIIA MEKCETEBBIX IKPAHOB.
2) Kakue f1efcTBHSI 10 yMOIYAHHIO OCYIIECTBIISIOTCS MEXCETEBBIM SKPAaHOM B
OTHOILIEHUHU Tpaduka?
3) SIBnsieTcs 1M OJIMH U3 TUIIOB MEKCETEBBIX IKPAHOB O0siee O€30MacHbIM,
HEXKeIH Ipyron?
4) Yto mexceTeBOi KpaH NPUKIAJHOTO YPOBHS IO YMOJIYAHHUIO JIENAET C
BHYTPEHHUMU ajipecamu’?
Tema 5. OcHOBHBIE KOMIIOHEHTHI MeKCETEBbIX IKPAHOB, CXeMbI MOAKII0YEHUS
1) B guem 3akimrouaeTcsi MEXaHHU3M MEXCETEBOTO YKPaHUPOBAHUS?

2) Maiite ompeneeHrne MeKCEeTEBOTO IKpaHa.



3) [Ipunnun GyHKITMOHUPOBAHUS MEXCETEBBIX PKPAHOB C (GUIILTPAIMCH TAKETOB.
4) Ha ypoBHE KakHX IMPOTOKOJIOB pabOTaeT «IILII03 CEAaHCOBOTO YPOBHSI»?
5) B ueM 0COOEHHOCTh MEXKCETEBBIX IKPAHOB SKCIIEPTHOTO YPOBH:?
Tema 6. [IporpamMHble U annapaTHbie CPpeACTBA KPUNTOrpaduyeckoil 321U ThI.
1) Kakwue cBoiicTBa mpucyiy nabpopmanun?
2) Haiite moHsTHE 00BEKTA 3aUTHI HHPOPMAITUH.
3) Uto oTHOCAT K MH(POPMAITMOHHBIM TIpolieccam?
4) Uto moHUMAIOT 1101 HH(GOPMAITMOHHOW CUCTEMOM ?
5) Urto Ha3pIBalOT HHPOPMAIIMOHHBIMU pecypcaMu’?
Tema 7. Kpurepun oueHKH 321U IIEHHOCTH KPUNTOrpaguYeCKUX MOAYJIei.
1) Hanbonee 3Ha4MMbIMA HOPMATUBHBIMH JOKYMEHTaMH B 001aCTH
nH(OPMALIMOHHON OE30MaCHOCTH SBIISIOTCS?
2) Yro BKJIIOYAET B ceOsl METOAMKA aHATN3a 3AlUIIEHHOCTH?
3) Kakue crienudukanmu (mabaoHsl) a1 KOHQUTYpauy Hauboee
PacpOCTpaHEHHBIX CUCTEMHBIX IPOrPAMMHBIX CPEJICTB U3BECTHBI?
4) Yrto ompenenstoT cnenuduranuu 1 u 2 ypoBHeit?
Tema 8-9. Iloctpoenune VPN. TynneaunpoBanue B VPN.
1) Kakum o6pazom cetu VPN oOecrieunBaroT 6€30macHyo nepeaady nakeToB?
2) HazoBute Buasl VPN-coequHeHMil.
3) [lepeunciure TOCTOMHCTBA M HEAOCTATKH MPoTOoKosioB PPTP u L2TP.
4) Yro Takoe RADIUS?
Tema 10-11. ITonutuxku 6e3onacHoctTu ;i VPN. CtanaapTHble NPOTOKOJbI  MOCTPOEHUS
VPN
1)Uro BkItoyaet B ceds 3ammra nHpopManuy B noHMManuu VPN?
2)Uro Takoe uaeHTHPHUKAIS?
3) Kak ocymecTsisiercs muppoBaHue JaHHbIX?
4) Yto 1eKUT B OCHOBE TEXHOJIOTHH IU(GPOBAHUS C OTKPBITHIM KIHOUOM?
Tema 12. IIpodaems! u yassumoctu VPN.
1) Yro Takoe Virtual Private Network?
2) OcHOBHBIE YyTpO3bI UCTIOIb30BaHUS VPN?
3) B uem 3akmouaercs ataka Man-in- the-middle?
4) B uem 3akmtouaercs araka Identity Theft ?
Tema 13. Ayaut 1 MOHUTOPHHT HHPOPMALMOHHOIA.
1) Yro Takoe ayaut Oe3omnacHocTH?

2) Ha xakue BOompockl OTBe4aeT ayuT 0e30macHoCTr?



3) Kakue pyHKIIMY BBITOTHSIET MOHUTOPUHT O€30MaCHOCTH?
4) Inst uero UCMob3yeTCss MOJIENU alalTUBHOTO YIIPaBJIeHUs O€3011aCHOCTH
cetn?
Tema 14. Kinaccnpukanus cucrTeM aHAJIN3A 3aMUIIIEHHOCTH.
1) Kakumu daxropamu onpeensercs ypoBeHb 3alMIEHHOCTH KOMIIbIOTEPHbIX
CHCTEM OT yrpo3 0e30macHOCTH
2) Yro ucnonb3yioT coBpeMeHHbIXx AC 1 aHan3a KOH(PUTYpallmOHHBIX
apaMeTpoB CUCTEMHOro U npukiagHoro I10, TeXHUYeCKUX CPelCTB U CPEACTB
3alUThl HH(popManuu?
3) Kakue Bam uzBectas! cnenndukanuu (Security Benchmarks)?
4) Yro takoe 3amuméHHocTh AC?
Tema 15. Kputepuu BbIOOpa cKaHepOB 0€30MaCHOCTH.
1) Jlnst yero He0OX0AUM CKaHep ysI3BUMOCTHU?
2) Kakue ckaHepsl! ys3Bumoctu Bbl 3Haere?
3) Uto BKJIIOYAIOT B €051 MHOTO(YHKIIMOHAIBHBIE CKaHEPHI YSI3BUMOCTH?
4) OcHoBHble pyHKLIMHU ckaHepa Symantec Security Check?
5) Henocrarku ckanepa Nessus?
Tema 16. MeToabl oTpaskeHNii BTOP:KeHHUH.
1) Kakue meronb! o6HapyxeHus Bam n3BecTHbI?
2) [IpeumymiecTBo criocoba oOHapy>KEeHUsT aHOMATTUA?
3) Kakue ataku MOT'YT BBIIOJHSTD 3JI0YMBIIIJICHHUKN?
4) MoryT 11 ceTeBble CUCTEMbI 00OHApYKEHUS BTOP>KEHUIN
B3alMO/JICIICTBOBATD C APYTUMHU CUCTEMaMU O€30MacHOCTH?
Tema 17. OCHOBBI IOCTPOEHHUA CHCTEM 00HAPYKEHHS BTOPKECHHH.
1) Yto Takoe cucteMbl OOHApYKEHHS BTOPKEHUS?
2) OcHOBHBIE AJIEMEHTBI CUCTEMBI OOHAPYKEHUS?
3) Kakue tumnsl narunkoB Bam uzBecTHbI?
4) Yro Takoe aHamu3aTop?
Tema 18. MHoOropyHKumoHa/IbHbIe YCTPOHCTBA 3aAIIHUThHI OT CETEBBIX aTaK
1) Tlepeuncnute GyHKIIMOHATBHBIC BO3MOXXHOCTH YCTPOWCTB 3alIUTHI OT CETEBBIX aTak.
2) Yto Takoe MHOTOYpOBHEBas 3aIuTa?
3) UTto Takoe ympoIeHHOE yIPAaBICHUE U COKPAIIEHUE PACXOI0B?
4) Yro Takoe yHU(PHUIMPOBAHHBIE CEPBUCHI OOecreyeHusi OE30MacCHOCTH U

aBTOMAaTH3aIns 3a0a4?



Kpurepuu ouenku:

13-24 6ansoB (WM OLICHKA «OTJIMYHOY) BBICTABIISIETCS 00yUYarOIIEeMyCsl, €Cliu
OH JIEMOHCTPHUpPYET TIyOOKOe 3HaHUE COJIepKaHUsl BOMNPOCA; JAET TOYHBIE
OTIPEJICICHUS] OCHOBHBIX TOHSTHH; apryMEHTUPOBAHHO M JIOTMYECKH CTPOHHO
u3NaraeT y4deOHBIM MaTepuall; WIUIIOCTPUPYET CBOM OTBET AaKTyaJbHbIMU
npuMepamM (TUMOBBIMM W HECTAHJAPTHBIMH), B TOM YHUCJIE CaMOCTOSITEIBHO
HaWJICHHBIMH; HE HYXKJIa€TCA B YTOUHSIOMUX U (WJIM) JTOMOJIHUTEIBHBIX BOIIPOCAX
IpernoaaBaTers.

7-12 6anoB (WM OIIEHKA «XOPOIII0Y») BBICTABIISIETCS 00yJaIomeMycsi, eClTu
OH BIAJICET COJACPNKAHHEM BOIIPOCA, HO JIOMYCKAeT HEKOTOpPbIE HEI0YEThl MpHU
OTBETE; JOIMYCKAeT HE3HAUYUTEIbHBICE HETOYHOCTU TPU ONPEACTICHUU OCHOBHBIX
MOHATUH; HEJOCTATOYHO AapPTyMEHTHPOBAHHO U (WJIM) JIOTHYECKH CTPOMHO
u3JIaraeT y4eOHbI MaTepua; WILTIOCTPUPYET CBOM OTBET THUIIOBBIMH ITPUMEPaMHU.

1-6 oOamaoB (WM  OIEHKA  «YAOBJICTBOPUTEIBHO»)  BBICTABISACTCS
oOy4aroniemMycsi, €ciii OH OCBOWJI OCHOBHBIE TMOJIOKEHUS KOHTPOJIUPYEMOM TEMBI,
HO HEJOCTATOYHO YETKO JAeT ONpEe/IeJICHUE OCHOBHBIX MOHATUNA W JCPUHUIUN;
3aTpyAHSIETCS TPU  OTBETaX Ha  JOMOJHUTENIbHBIC BOMPOCHI, MPUBOJIUT
HEJIOCTATOYHOE KOJIMYECTBO TMPUMEPOB JUIsl WIUTIOCTPUPOBAHUS CBOETO OTBETA;
HYKJIa€TCS B YTOUHSIOMINX U (W) JOTIOJHUTEIBHBIX BOMPOCAX MPENoaaBaTesl.

0 o©OammoB (WM OIEHKA «HEYJOBIECTBOPUTEIBHO»)  BBICTABIIACTCS
oOyJaromemMycs, €clii OH He BIaJeeT COJEp:KaHHEM BOIIPOCa WM JOIYCKaeT
rpyOble OMMOKW; 3aTpPyAHSETCS JaThb OCHOBHBIE OIPEACNCHUS; HE MOXKET
MIPUBECTH WM MPUBOAUT HETPABIIbHBIC IPUMEPHI; HE OTBEYAET HA YTOUYHSIOIINAE
U (WIK) JOTOJIHUTENbHBIE BOMPOCHI MPENOIaBATENsI HIIM JOMTYCKaeT MPH OTBETE Ha
HUX IpyOble OLIMOKHU.

1.2 KOHTPOJIBHBIE BOIIPOCBHI JJIA SAHIUTBI
JIABOPATOPHBIX PABOT

JlaGopaTtopnass padora Ne 1 «Hactpoiika MexceTeBoro »3KpaHa B
ornepanoHHou cucreme Windowsy

1) Uro Takoe Opanamaysp?

2) Kakue ObIBaroT OpanaMayspbi?

3) Uto ¢ukcupyet xkypHai 6e30macHoCTH OpaHaMayIpa?

4) [TepeuncanuTe OCHOBHBIC TPEOOBAaHUS K BHIOMPACMBIM CPEICTBAM aHaJIM3a
3alTUIIIEHHOCTH.

5) daiite oOuuii 0030p COBPEMEHHBIX CPEJCTB aHAIN3a 3al[UIICHHOCTH.

JlaGopaTopnasipabora Ne 2 «®aepBon Comodo Firewall»

1) JlaiiTe onpeneneHne MeKCeTEBOro IKpaHa.

2) Tlepeuncnure OCHOBHBIC (DYHKITUM MEXKCETEBBIX SKPAHOB.

3) IlepeuncnuTe OCHOBHBIE CXEMBbI IMOAKIIOYCHHS MEKCETEBBIX IKPAHOB.

4) TlepeuncianTe THUIBI MEKCETEBBIX 3KPAaHOB, (PYHKIMOHHUPYIOIIMX Ha
OTZIEJIbHBIX YPOBHsIX Mojienu OSI.



JlaGopaTtopnas pabdora Ne 3 «AxtuBHpycHas mnporpamma: Kaspersky
Internet Security»

1) Jaiite knaccu(UKaIMIO KOMIBIOTEPHBIX BUPYCOB.

2) B yem ocHOBHOE OTJIMYHE BUPYCOB-CIICHAPHEB OT (aliJIOBBIX BUPYCOB?

3) CymecTBoBaHHE KaKUX BUPYCOB 3aBHCUT OT KOHKPETHOM MPOTPaMMBbl?

4) B yeM OCHOBHOE OTJIMYHUE TPOSIHCKOW MpOrpaMMbl OT BUpyca. [IpuBeaute
IpUMEpP TPOSTHCKOM MPOTpaMMBbI.

JlaGopaTopHuasi padora Ned «AHanu3 3alUIIIECHHOCTH KOMITBIOTEPHOM CETH C
nomoibto mporpamMm GFI Languard, Network Security Scanner u XSPIDER»

1) B yeM cocTouT KOHIENIUs aJaNTUBHOTO YIPaBJICHUS O€30MaCHOCTHIO?
[lepeuncnure OCHOBHbIE KOMIIOHEHThI MOJIETU aJIalITUBHON O€30MaCHOCTH.

2) KakoB o0muii mpuHIIKIT pabOTHI CPEICTB aHATN3a 3AIUIIIEHHOCTH CETEBBIX
MPOTOKOJIOB U CEPBUCOB?

3) KakoB oOmmii npuHIUN paboThl CPEACTB aHalW3a 3allUIICHHOCTH
ONEPATUOHHON CUCTEMBI?

4) KakoBbl MeTOJbI aHalu3a ceTeBoM WHGOPMAIUK, HCIOIb3YEMbIE B
cpencTBax 0OHapYKEHUsI CETEBBIX aTak?

5) Kakoga knaccuduxaius cucteM oOHapy>KeHHs aTak?

6) [lepeuniciure OCHOBHBIE KOMIIOHEHTHI CUCTEMbI OOHApPYKEHUS aTak.

7) KakoBbl MOJIOKUTEIbHBIE M  OTPUIATENbHBIE CTOPOHBI  CUCTEM
OOHapyXEHUsI aTaK Ha CETEBOM U ONEPAIIMIOHHOM YPOBHSIX?

8) Maiite oOmmMii 0030p COBPEMEHHBIX CPEACTB OOHAPYKEHUSI CETEBBIX aTak.

Kpurepuu onenkm:

6-5 0ayI0B (MM OLIEHKA «OTJIMYHO)») BBICTABISIETCS OOyYaroImeMycsi, eCiu
OH JIEMOHCTPHUPYET IJIyOOKO€ 3HAaHUE COJIEpKaHUS BOIMPOCA; JACT TOYHBIC
OTpE/ENICHUs] OCHOBHBIX MOHSTHUN; apryMEHTHPOBAaHHO U JIOTUYECKH CTPOMHO
u3naraer ydeOHbIH MaTepual; WUIIOCTPUPYET CBOW OTBET aKTyaJbHBIMU
npuMepaMu (TUIOBBIMHU M HECTaHAAPTHBIMHU), B TOM YHCIE CAMOCTOSTEIBHO
HallICHHBIMH; HE HYX/JAa€TCs B YTOUHSIOIUX U (WJIHM) JONOJHUTENIbHBIX BOIPOCAX
IpernoaaBaTers.

4-3 panna (WM OIIEHKA «XOPOIII0») BHICTABIIAETCS 00yUYarOIIeMyCsl, €CJTU OH
BJIAJICET COJNEPHKAHUEM BOIPOCA, HO JAOMYCKAET HEKOTOPbIE HEJOUEThI TPU OTBETE;
JIOTTYCKAeT HEe3HAYUTENIbHbIE HETOYHOCTH TMPH OMPEACIEHUH OCHOBHBIX TOHSTHH;
HEJ0OCTAaTOYHO apryMEHTUPOBAHHO U (WUJIM) JIOTHYECKH CTPOMHO H3Jaraet yueOHbIN
MaTepuai; WUTIOCTPUPYET CBOM OTBET TUIIOBBIMH MIPUMEPAMHU.

2-1 OGamana (WM OIEHKA  «YJOBJICTBOPUTEIBHO»)  BBICTABIISICTCS
oOy4aroniemMycsi, €ciii OH OCBOMJI OCHOBHBIE TMOJOKEHUS KOHTPOJIUPYEMOU TEMBI,
HO HEJIOCTAaTOYHO YETKO JAeT OINpEAeNIeHUE OCHOBHBIX MOHATHH M Je(pUHULINN;
3aTpyJHSIETCS TpU OTBETaX Ha JOMOJHUTEIbHBIE BONPOCHL, MPUBOAMT
HEJOCTAaTOYHOE KOJMYECTBO MPHUMEPOB JI WJUTIOCTPUPOBAHUS CBOETO OTBETA;
HY)KJaeTCsl B yTOUHSIOUIMX U (MJIM) TOTIOJIHUTEIBHBIX BOIIPOCAX MPENo1aBaTesl.

0 OamnoB (WM OIEHKA «HEY/IOBIETBOPUTEIIBHO»)  BBICTABIISIETCS
oOyuJarolemycs, €ciii OH He BIaJeeT COJEp)KaHHWEeM BOIIpOCa WJIM JOIYCKaeT



rpyOble OIMMOKH, 3aTPYyAHSETCS JaTh OCHOBHBIC OIPEICICHUS; HE MOXKET
NPUBECTU WJIM MIPUBOIUT HETIPaBUJIbHBIC TIPUMEPHI; HE OTBEYACT HA YTOUHSIOIINE
U (WIN) JOTIOTHUTENBHBIE BOTIPOCHI MPETIOaBATENS HIIM JOMYCKAET MPU OTBETE Ha
HUX TpyObIC OIINOKH.

2 OLEHOYHBIE CPEJCTBA JUIS TPOMEXYTOUYHOWM
ATTECTALIMM OBYYAIOLIUXCS

2.1 BAHK BOITPOCOB M 3AJIAHUHM B TECTOBOM ®OPME

3ananus B 3aKpbITOIl popme

3ananue Nel
Kaxkas cereBast araka cBsi3aHa C IPEBBIIICHHEM JIOITYCTUMBIX IPE/ICIIOB
(GyHKIMOHUPOBAHUS CETH ?

1. Ortxka3 B o0cnmyxxuBanuu (D0OS —ataka).

2. [Moacaymusanue (Sniffing).

3. Ataka Man in — the — Middle (uenoBex B cepenune).
4, VYraaslBaHue Kir04a.

Samanme Ne2
Kakas cereBas aTaka sBJISCTCS XapaKTEPHONH MMEHHO JIJIsi OSCIIPOBOIHBIX ceTei ?

1. Bemanue pagnomasika.
2. [Moacaymusanue (Sniffing).
3. ATtaka Man in — the — Middle (uenoBex B cepenune).
4. Ortxka3 B oocnmyxxuBanuu (D0OS —ataka).
3aganue Ne3
OCHOBHOI 3aIIUTOM OT (PUIIMHTA SBIISFOTCS:
1. OUIBTPBHI.
2. AHTHBHUPYCHBIE IPOTPAMMBI.
3. Kpunrorpaduueckre cucTeMsi.
4, CucreMsbl BU1€OHAOTIOJCHUS.
3aganue Ned
[Tox monuTHKOM 6€30MacCHOCTH OpraHU3aLUU TOHUMAIOT:
1. COBOKYITHOCTH JIOKYMEHTHPOBAHHBIX YIIPABICHYECKUX PEUICHUN, HaPaBICHHBIX
Ha 3aIIUTY HHPOPMAIUH.
2. COBOKYMHOCTh IOPUINYECKUX 3aKOHOB B 00JIACTH 3aIIUTHI HH(POPMALIUH.
3. [Tponeypa 6e3omacHoCTH.
4. PykoBOACTBO 10 apXHUTEKType Oe30MacHOCTH.
3amanue Ne5
[TonuTHKa ynaneHHOro JOCTyHa — 3TO:
1. Criermanm3upoBaHHast OJUTHKA OE30MaCHOCTH.
2. bazoBas monutuka 6€30MacHOCTH.
3. [Tponieaypa 6e30macHOCTH.
4. PykoBOACTBO 10O apXUTEKType Oe30MMacHOCTH.
3ananue Neb

[TonmuTuky 6€30MACHOCTH Pa3JeiaiOT Ha YPOBHHU:



1. BepxHuii, cpelHUIM U HUYKHUMN.

2. Bepxuuii 1 HUKHUH.

3. OOOOIICHHBIH 1 JIETATBHBIH.
Her paznenenus Ha ypoBHH.

3amanue Neo7

ITox ayrenTHduKanuei MOHUMAKOT:

1. [Ipouienypy mnpoBepKH MOMJIMHHOCTH 3asBJICHHOIO I0Jb30BATENsA, IIpolecca,
YCTpOCTBA.

2. [Tpouieaypy pacro3HaBaHUs MOJIB30BATENS 110 €r0 UACHTU(UKATOPY.

3. [Tpouenypy npenocraBieHs: CyOBEKTY ONPEACIEHHBIX MOJTHOMOUYUN U PECypcoB
B CETH.

4, Perucrpanuto 1eicTBUIA MOJIb30BATENS B CETH.
3amanue Ne&
BepositHocTh yragsiBanus PIN —koma u3 4 necsatnaabIX mudp 3a 3 IOMBITKA paBHA!

1. 0,0003.

2. 0,003

3. 0,00008.

4, 0,0004.

3aganue Ne9
PaznuuaroT cienyronme BUIbI CUCTEM HICHTH(PHUKAIINN U ayTCHTH(PUKAIINN:

1. DJEeKTpOHHBIE, OMOMETpUYECKIE U KOMOMHHPOBAHHBIE.
2. DNEKTPOHHBIE U OMOMETPHUYECKHUE.

3. DNEeKTpOHHbIE, OMOMETPUUECKNE U MEXAHUYECKHE.

4. OJeKTpOHHbIE, OMOMETPUUYECKUE U KpUITTOrpaduyeckue.

3amanme NelO
Kakyro ¢yHKIHIO HE MOXKET BBITIOJIHITH MEKCETEBOM dKpaH?

1. Jleuenue ¢aityioB, 3apakeHHBIX BUPYCaMH.
2. OunbTparus Tpapuka.

3. TpaHCcsAUs CETEBBIX aPECOB.

4. Peructpanus coObITH.

3aganue Nell
Kakoii MexceTeBol 2kpaH obecreunBaeT Hanbosee BHICOKUN YPOBEHb 0€30MacHOCTH ?

1. KomniekcHbIil MexCeTeBOM IKpaH.
2. DKpaHHUPYIOUIHH MapIIpyTA3ATOP.
3. 111103 ceaHCOBOTO YPOBHHI.

4. [TpuknanHO# HUTIO3.

3amaume Nel2
PaznuuaroT crneayromnyie BapruaHThl UCTIOTHEHUST MEKCETEBBIX SKPAHOB:

1. IIporpaMMHBII ¥ IPOrPaMMHO-AIIIIAPATHBIN.

2. [TporpaMMHBIif U anapaTHBIH.

3. ArnmnapaTHbIN ¥ IPOTPaMMHO — aIlllapaTHbIN.

4. CymecTBYIOT TOJIBKO MPOrPaMMHBIE MEKCETEBBIE SKPAHBI.

3agaamue Nel3



Kakass BpemoHOCHas mporpaMma He pa3MHOKAaeTcs, HO CIIOCOOHA yIAJIEHHO YIPaBIATh
KOMIIBIOTEPOM M BOPOBATh NapoIH ?

1. TposiHCKas mporpamma.
2 YepBb.

3. ®DaiIoBbIiA BUPYC.

4 MakpoBupyc.

3amanue Neld
Kakas anTuBHpycHast mporpamma He KOH(JIUKTYET ¢ APYTUMH aHTUBHPYCAaMH, HO HE UMEET
(GYHKIIMM aBTOMAaTHYECKOT0 OOHOBJICHUS! aHTUBUPYCHOW 0a3bl?

1. Dr. Web Curelt.

2. Kaspersky Internet Security.

3. Eset NOD 32 Antivirus.

4 Avira AntiVir Personal.

3amanue Nels
Kaxoit meTo1 BBISIBIIEHUS BUPYCa TTO3BOJISIET OOHAPYKUBATh TOJIBKO U3BECTHBIC BUPYCHI?

1. OOHapyXeHre, OCHOBaHHOE Ha CUTHATYpaXx.

2 OO6HapyxeHue IporpaMm MoJ03PUTEIBHOIO TOBEACHHUS.

3. OOHapyxeHue BUPYCOB IPH MOMOLIN SMYJISLUN pabOThl IPOTPAMMBI.
4 OBpPUCTUYECKUM aHAIH3.

3aganue Nel6
B 1ueM ocHOBHOE OTJIMYME CHCTEMBbI aHAJIN3a 3AIUIIEHHOCTH OT CUCTEMbl OOHApYXKEeHHUs aTak ?

1. CucreMbl aHanM3a 3alIUIIEHHOCTH HUCCIEIYIOT CETh U MUIYT yA3BUMOCTU B HEH,
CHUCTEeMbl OOHAapyXKeHMs aTaK IpeJHa3HaueHbl JUIsl HPOTHBOACHUCTBUS CETEBBIM aTakaM B
peaibHOM MacilTabe BpeMEHHU.

2. Cuctembl aHanu3a 3allUIIEHHOCTH NpPEJHA3HAYEeHbl i1 NPOTUBOJIEHCTBUS
CETEBbIM aTakaM B peaJbHOM MacllTabe BpPEMEHH, CHUCTEMbl OOHApYKEHHUSl aTaK TOJbKO
MOJICJIUPYIOT CETEBbIE aTaKH B LEJIAX ITOMCKA YSI3BUMOCTEH B 3allUTE CETH.

3. CucreMbl aHanM3a 3alIUIIEHHOCTH M CUCTEMbl OOHApPYXEHHS aTak — 3TO OJIHO U
TO €.

4. B omnnuum oT cucreM OOHapy)KE€HHs aTaKk CHCTEMbl aHalKM3a 3alIMIIEHHOCTU
TOJIbKO BBIIAIOT MpeAyNpexIeHust 00 oOHapyKEHHBIX aTakaxX, HO HE NMPOTUBOJEHCTBYIOT UM B
ABTOMAaTUYECKOM PEXKHUME.

3aganme Nel7
Kakoii meTon aHanu3a ceteBoit HHPOpPMaLUU HE TpeOyeT 3HaHUI 0 BO3MOXKHBIX aTakax U
UCTIONIB3YEMBIX UMH YS3BHUMOCTSIX ?

1. Cratuctuueckuil METON.

2. DKCIIEpPTHBIE CUCTEMBI.

3. Heiiponnsle ceTu.

4. Takoro MeToja He CyIIECTBYET.

3amanue Nel8
Kakue cucrembl o0Hapy>xeHus atak (1DS) mo3BossitoT 0OHapyXHBaTh HOBBIE, paHee
HEW3BECTHBIC BUIBI CETEBBIX aTak?

1. IDS, koropmle Asisi BBISBIEHUS aTakd MHCIOIB3YIOT CIOCOO - OOHapyXeHue
AQHOMAJIBHOTO TTOBEICHUSI.

2. Tlaccusnsie IDS.

3. Axtusnsie IDS.



4. IDS, xoropsle Ayl BBISBIEHUS aTaKM MCIOJB3YIOT CIOCOO - OOHapyKeHue
3II0YTOTPEOICHUM.

3amanue Nel9
CKOJIBKO CYHIECTBYET KJIACCOB 3AIIUIIICHHOCTU CPEACTB BHIUUCIUTEIbHON TEXHUKHU OT

HECaHKLMOHUPOBAHHOIO AOCTyMa ?
1. 7.

2. 5.

3. 9.

4. 6.
Samanue Ne20

Kakoli kiacc 3aluIeHHOCTH aBTOMAaTU3HPOBAHHBIX CHCTEM TIPEIBABIISICT HAN0OJIEe BBICOKUE
TpeboBaHus K MHPOPMAITMOHHOM 6€30MMacHOCTH ?

1. 1A
2. 1T
3. 3b
4. 3A

3aganue Ne2l
BTropas rpynma kiaccoB 3alUIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM BKJIOUAET
ABTOMAaTHU3UPOBAHHBIC CUCTEMBI:

1. B xoTopeix paboTaroT HECKOJIBKO IMOJIb30BATENCH M BCE OHU MUMEIOT OJIMHAKOBHIC
npasa JOCTyna K HH(popmanuu.

2. B KOTOpBIX paboOTarOT HECKONBKO IMOJB30BATENCH M OHH MMEIOT Pa3JInYHbIC
npasa JOCTyNa K HH(popmanuu.

3. B koTOopbIX paboTaeT TOIBKO OAMH MOJIH30BATENb.

4. B koroppix paboTaer OXMH MOJIB30BATEIb WIM HECKOJIBKO IOJb30BaTENCH,

MMEIOIIMNX OJIMHAKOBBIC MPaBa IOCTYIa K HHGOpMAIIIH.

3aganue Ne22
Kakoii cTanaapT, UCIIOJIb3yeMBIid IPH MPOBEACHUN ayIUTa, COCTOUT U3 ABYX YacTeil:
“ITpakTrdeckue pekoMeHmanuu” 1 “CrenuuKanay CHCTeMbI” ?

1. Cranpapt BS7799

2. Crangapt 1SO17799

3. Crangapt ISO/IEC15408

4. Crangapt SysTrust

3aganaue No23
Kakoii atan npoBeaeHus ayauTa siBIsS€TCs IEPBBIM ?
1. WMuannuupoBaHWe U TUIAHUPOBAHKE TPOLICYPHI ayANTA.
2. COop uH(poOpMaIUH ayIuTa.
3. AHamu3 JaHHBIX ay/IHTA.
4. OueHka COOTBETCTBHS TpeOOBaHUAM CTaHJApTA.

3ananue Ne24
B kaxom MeTo/ie aHa/IM3a PUCKOB PACCUUTHIBAIOTCA MUHUMAIBHBIA 1 MAKCUMAaJIbHBIN yiiep0?
1. Ormenka 1o BEpXHUM U HIXKHUM 3HAYCHHSIM.
2. OreHka pUCKOB Ha 3Tale PacCCMOTPEHHS ATAIIOB BTOPIKEHHSL.
3. Jlorapudmuueckas mkania.
4. Orenka Ha OCHOBE BBISIBIIEHHS CIa00Or0 3BEHA.



Saganue No25
Kaxkas nporpamma npeanaznadena s mudposanus HTML — koxa?

1. WebCrypt.

2. TrueCrypt.

3. PGP.

4, KPUIITOH Ilonamucs.

3amanue Ne26
Jlansl n1Ba Java — ckpurra.
[TepBrrit Java — ckpunT UMEET BU:
<script language="JavaScript">
document.onselectstart=function(){return false}
document.onmousedown=function(){return false}
</script>
Bropoit Java — ckpunt umeeT BUJ:
<script language="JavaScript">
document.onselectstart=function(){return false}
document.oncontextmenu=function(){return false}
document.onmousedown=function(){return false}

</script>

Kakoii u3 paccMOTpeHHBIX Java — CKpUNTOB B LIEJSIX 3alIUThl HH(GOpMaluu OJIOKHpPYeT
MCIIOJIb30BAaHUE MTPABON KHOMKY MBI ?

1. Bropoii

2. Tlepsbrit

3. Tlepsslii 1 BTOPOH.

4. Hu onun u3 paccMoTpeHHBIX Java — CKpUIITOB HE OJIOKUPYET MPaByH KHOMKY
MBILIH.

3ananue No27
Kakyro u3 nByx nporpamm (Easy Watermark uiau Photoshop) moxkHO ucmons30Bath 1ist
3aiuThl poTorpaduu BOASHBIM 3HAKOM?
1. MoxHO ucnonb30Bath 00e nporpammel: Easy Watermark i Photoshop.
2. Tonbko Easy Watermark.
3. Toneko Photoshop.
4. Hu oxHa U3 1aHHBIX TPOrpamMM He MO3BOJIAET YCTAaHOBUTH Ha (oTorpaduio
BOJITHOM 3HAK.

3amanue Ne28
OcHoBHast Macca yrpo3 NpUXOAUTCS Ha:
1. [IInroHCKME TPOrpaMMBL.
2. TposiHCKHE TPOrpaMMBI.
3. Yepau.
3ananue Ne29
Kakoii Bua uneHTudukanuy u ayTeHTUPUKAUU SBISETCs] HanboJiee pacpoCTpaHEHHBIM:



1. OpnHopa3oBble APOIIH.

2. [TocTostHHBIC TTAPOITH.

3. cucteMsIPKI.

3amanue Ne30

[Tox kKakue cuCcTEMBbI BUPYCHI pACIIPOCTPAHSIOTCS HAU0OJIee TUHAMUYIHO:
1. Windows.

2. Mac OS.

3. Android.

4. Linux.

3aganue Ne31l

3aKITFOYUTEIHHBIN ITAIl TOCTPOCHUS CUCTEMBI 3aIUTHI:

1. [TnanupoBanue.

2. CornpoBox/ieHHE.

3. AHanu3 ysa3BUMBIX MECT.

4, OT4ETHOCTS.

3aganue Ne32

Kakwue yrpo3sr 6€30macHOCTH HHPOPMAIIHH SBJISIOTCS ITPETHAMEPCHHBIMHU:
1. OTKpBITHE AIIEKTPOHHOTO MTUChMa, COJIEPIKAIIETO BUPYC.

2 Ommbka mepcoHaa.

3. He aBTOpH3MpOBaHHBII 1OCTYII.

4 OTtkpsITHE CcaifTa.

33. BeibepuTe cOOTBETCTBHE HA3BAHUI THIIOB CETEH YCTPOWCTB M3 MPUBEICH- HOTO TEPEUHS
B 3aBUCUMOCTH OT UX MaciuTaba:
a) MYyHHIUIAIbHAs BeMHCIUTENbHAs ceTh (Munitipal Area Network [

MAN);

0) TeppuTOpHalibHas BhruucuTenbHas ceTh (Wide Area Network [

WAN);

B) JnokanbHas BeranciutenbHas ceth [ JIBC (Local Area Network [

LAN);

r) KammycHas BbruuciautenbHas ceTh (Campus Area Network [1 CAN); 1)
NepCcoHaNIbHAs BBIUMCIUTENbHAs ceTh (Personal Area Network [

PAN).

34. Ykaxute Ha3BaHUE YTUIUTHI, MEpechUIaomell HabOp TECTOBBIX IAKETOB Ha
yaJeHHbIH KOMIIBIOTEP M MOJIyYarolled OT Hero B Cly4ae €ro HOpMaJbHOW pabOThl OTBETHBIE
MaKEThI

a) gong;
6) ping;
B) ring;
r) gang.

35. BeiOepute KOMITOHEHTHI, BXOSIINAE B COCTAB CETEBOTO aanTepa: a) IMOCTOSHHOE
3anoMuHarouee ycrpoiictso ¢ BIOS;

0) pazbeM I MOIKIIOYCHHS Kales;

B) KOHTpOJUIEp ammapaTHBIX mpepsiBanuii [RQ; T) KBapleBblil 3IE€MEHT TaKTOBOTO
re"epatopa; 1) CBUC konTpoepa ceTeBoro agantepa;

e) mnanenbka 11t BootROM;

k) toxHbIi MocT (Input-Output Controller Hub).

36. Boibepure MUHMMalIbHOE KOJIMYECTBO HACTPOEK, HEOOXOAMMBIX IJISi Opra- HU3AIUH
pabOTHI KOMITBIOTEPA HACTPOWKHU B CETH C CeTeBbIM npoTokoiom TCP/IP:

a) ycraHoBuTb IP-afgpec koMmbroTepa;

0) yCTaHOBHWTH OCHOBHOH IILTIO3 TIOJICETH TAaHHOTO KOMITHIOTEPA; B) YCTaHOBHTH
MacKy MOJICETH, B KOTOPYIO BXOJUT KOMIBIOTEP;



r) ycraHoButh [P-anpec DNS-cepBepa nokanbHON CEeTH KOMIIBIOTEPA; 1) YCTAHOBUTH |P-
aJipec MOYTOBOI'O cepBepa IOMEHa;

e) ycranoBuTh [P-anpec mpokcu-ceppepa.

37. Bbibepure BapHaHT, B KOTOPOM IPABUIIBHO PACIOJIOXKEHBI B IMOPSAJIKE BO3- PACTaHUS
3HAUEHUN II0JIOCHI NPOIMYCKAHMs CIEAYIOLIME Cpelbl Iepelayd JaHHBIX [| KOaKCHaJIbHBIM
MeJIHbIH Kabesb, kaOelnb Ha OCHOBE METHON BU- TOM Mapbl, ONTOBOJIOKOHHBIHN Kaleb:

a) KOAaKCHAJIbHBIM MeIHBIH Kabenb, Kabenb Ha OCHOBE MenHOW "BUTOW maphl”,
OINTOBOJIOKOHHBIH Kalellb;

0) ONTOBOJIOKOHHBIN Ka0eJb, KOAKCHAILHBIA MEIHBIN Kabeb, Ka0ellb Ha OCHOBE MEIHOMN
"BUTOI Mapel";

B) Kkalenmb Ha OCHOBE MEIHOM "BHTOM mapel", KOAKCHAJbHBIH MEIHBIA Kabenb,
OITOBOJIOKOHHBIH Kalelb.

38. Bribepute pecypchl, BeIIEIsIEMbIE ONEPAIHOHHON CHCTEMON CETEBOMY aJlanTepy:

a) MAC-anpec agantepa;

0) mnopt BBOJa-BeIBojA (I/O port); B) mosoca mponycKkaHus KaHalla; T)  3ampoc
npepsiBanus [RQ;

J) JMara3oH aJpecoB MaMsTH ajanTepa.

VYkaxure BBOJUMYIO B OKHE KOMaHIHOW CTPOKM KOMaHAy, oToOpakaro- myro IP-aapec
KOMITBIOTEPA, PadOTAIOMIEro 10| onepaoHHon cucteMorr Windows:

a) cmd;

0) net;

B) ipconfig; r) netstat.

39. Ykaxute mpenMyIiecTBa UCIOJIb30BaHMs KOMIIBIOTEPHBIX CETEH:

a) BO3MOXXHOCTb OINEPAaTHBHOM KOMMYHHMKALMM MEXIY YYaCTHUKaMHU ce- TH H
OTIEPaTUBHOTO JIOCTYMA K HH(pOpMaIuH;

06) BO3MOXXHOCTb COBMECTHOI'O  HCIOJb30BAHUS  allapaTHBIX  PECYPCOB; B)

BO3MO>KHOCTb MPAaKTUYECKU OE3rPaHUYHOIO YBEJIUYEHUSI BHIYMCIIU-

TEJIbHOM MIPOU3BOIUTEIILHOCTH CUCTEM;

I) BO3MOXXHOCTb OpraHM3al[Md COBMECTHON paOOThl MyTEM pa3AeieHUs] MPHUKIAIHBIX
nporpaMm u Qaiios;

J) yIhpolleHue KOH(QUIYpUpPOBaHHUS U TOJb30BAaHUS ONEPALMOHHBIMH CH- CTEMaMU U
N0JIb30BATENbCKUMHU IPOTrpaMMaMH;

€) BO3MOXKHOCTb LIEHTPAJIM30BAaHHOT'O YIPABJIEHUS JAHHBIMH U [IPO- FpaMMaMH.

40. Boibepute COOTBETCTBHE Ha3BaHUM M omNpeAeseHUH ceTeBbIX KOMIOHEHTOB Windows,
NIPUBEJICHHBIX B CIIHCKE:

a) KJIHMEHT; 0) MPOTOKOI; B) CIyx0a;T)  amamTep.

41. JlpaiiBep ceTeBOM IJaThl, HENOCPEACTBEHHO B3aUMOJICHCTBYIOINN C CETEBOM IJIaTOH,
YCTaHOBJIEHHOW B KOMIIBIOTEPE ITO. . .,

[ KoMITOHEHT, periiaMeHTHPYIOIUi MpaBuiia pa30oueHus oToka HHGOPMAIMK Ha MTaKeThl
U MpaBUJIa aJIpecaliii KOMIIbIOTEPOB-YYaCTHUKOB CETH,

] KoMIIOHEHT, T03BOJISIONINHN TOJKITI0YAaThCs K CEPBEPAM CETH,

[1 KoMIOHEHT, MO3BOJISIIOLINI BBIJIENISATh CETEBbIE PECYpPChl HA KOMIBIOTEpPE,Ha KOTOPOM
OH YCTAaHOBJIEH,

42. Boibepute THUNBI JAOCTyHa JUIS CETEBBIX JUCKOB M TMAIOK, ONpeAeIseMbIX B
ornepaiuoHHoil cucreme Windows:

a) YTEHHE;
0) uTeHHE U BBIOJHCHHE; B) H3MEHCHHE;
T) 3alluCh;

1) TIOJIHBIN IOCTYI; €) MPOCMOTP;

) CIIUCOK COJIEP>KUMOTO TTaTKH.

43. Kakoii W3 ceTeBBIX KOMIIOHEHTOB Windows 00ecledMBaeT BO3MOKHOCTH
MPEIOCTABICHUSI HUM CETEBBIX pecypcoB?



a) ajanrep;

0) ceTeBoii MPOTOKOJT; B) KJIUCHT;

r) ciyxoa.

44, Kakoli u3 ceTeBbIX KOMIIOHEHTOB Windows OTBedaeT 3a aJpecaluio y3JOB CETH Ha
CETEeBOM ypOBHE?

a) amanrep;

0) ceTeBoii MPOTOKOJI; B) KJIUEHT;

r) ciyxoa.

45. BeiOepute NpaBWIBLHYIO KOMaHIy BBIJCICHUsS Ha Bamem KoMmmbloTepe mam- Ku
C:\Data B o01iee moap30BaHKeE 110 CeTH ¢ ceTeBbIM MMeHeM AllData: a) net  share  AllData
=c:\data;

0) net share c:\data AllData; 8) net use AllData = c:\data; r) net use c:\data AllData;

a) net view AllData =c:\data;

e) netview c:\data AllData.

46. Boibepute KOMaHIy MOJAKIOYCHUs ceTeBoro pecypca \\FS_stud\user u oroOpakeHwust
€ro KaK CeTeBOro Jucka Z:

a) netshare Z: \\Fs_stud\user; 6) net share \\Fs_stud\user Z: ; B) net use Z:
\\Fs_stud\user;
r) netuse \\Fs_stud\user Z: ) net view Z: \\Fs_stud\user ¢) net view \\Fs_stud\user

Z:

47. Boeibepute KOMaH.y, TO3BOJISIONIYIO BEIBECTH CIMCOK CETEBBIX UMEH pado- TArOIIUX B
JTAaHHBIM MOMEHT KOMITbIOTEpOB Bameii cetu:

a) net computer

6) netview B) netconfigr) net name ) net group

48. Ykaxute, KTO BXOIUT B TpYHIy Ioyib3oBaTeneii Bece B omepannoHHON cu- cTeme
Windows:

a) BCe M0Jb30BATEIIN JOKAJIBLHOU ceTH; 0) BCe MOIb30BATENN CETH NPEATIPUATHUS;

B) BCE 3apEerMCTPUPOBAHHBIE B ONEPALMOHHON CUCTEME M0JIb30BaTEIH.

49. Bribepure mpaBa, KOTOpbIE OTIMYAIOT paspemieHue M3mMeHeHue OT paspemie- HHA
ITonub nocrym:

a) 100aBiATH (paiiyibl U TIOTIAIKY;

0) U3MEHATDH BIIa/IeNblla CETEBOTO pecypca; B) U3MEHSATh JJaHHbIE B (aiinax;

I) U3MEHAThH pa3peleHus: 0e30MacHOCTH; 1) YAAIATh MOANANKU U (Paisbl.

50. Boibepure Ha3BaHHME MPOTOKOJNA MPHUKIATHOIO YPOBHS, IO3BOJIAIOLIETO  OJ-
HOBPEMEHHO OPTraHM30BbIBaTh CETEBOM JOCTYM K (haiiIoBbIM pecypcam U npuHTepam B Windows
u Linux:

a) HTTPO6) FTP

B) CIFS/SMB.

51. Vkaxure Homepa 6utoB MAC-aapeca (Hymepalysi HAUMHAETCS C HYJS) JUISl KaKIOro U3
€ro IoJseu:

a) Ilome U/L [] yHuMKaJbHBIH B TioOampbHOM/IOKabHOM Macmitade; 0) Ilome I/G [
WH/IMBUTYaJIbHBIA/TPYTIIIOBOM;

B) Ilone OUA [] opraHu3alliOHHO-YHUKAILHOTO HJEHTHPHUKAaTOpa [] MOPSIKOBOTO
HOMEpa CETEBOI0 KOHTPOJIIEPA, BBIMTYCKAEMOI'0 OpraHHu3aliel;

r) Ilome OUI [ opraHu3aliiOHHO-YHHUKAIHLHOTO HaeHTH(HKaTOpa [ KoJa OpraHu3aIH,
BBINTyCKaroIlei cereBoe 000py10BaHuUE.

52. BriOepure MakCHMaNbHYIO Ha CETONHSIIHWN JIeHb CTAHIAPTH30BAHHYIO CKOPOCTH
nepeaayy JaHHbIX 1o TexHonoruu Ethernet:

a) 10 Mowut/c;

6) 100 Mowut/c;

B) 1 I'0ur/c;

r) 10 TI'6ut/c;



n) 40 I'éut/c;

e) 100 I'6ur/c;

x) 1 Towurt/c.

53. VYkaxuTe ypOBHHM MOJIEIH B3aUMOJICHCTBHS OTKPBITHIX CUCTEM, HA KOTOPBIX paboTaeT
texnonorusi Ethernet:

a) CeTEeBOH;

0) KaHaJIbHBI; B) IIPUKJIAIHOM;

I) TpPaHCIOPTHBIA;

1) IPEJCTaBICHUS JaHHBIX; €) (pU3HUecKuii;

’K) CEaHCOBBIH.

54. Vxaxwure pazMepbl MaKCUMalbHOTO KajnpoB Ethernet (He yuuThIBasi ONuo- HaJbHYIO
BO3MOJKHOCTbH TI€pe/Iauu TUTaHTCKUX KaapoB (Jambo Frame)):

a) 32 Oaiira;

0) 64 OaiiTa;

B) 128 Oaiit;

r) 256 GaiT;

n) 512 GauT;

e) 1024 Gaiira,

x) 1518 Gaiir;

3) 2000 Gaidr.

55. Vkaxwure pazMepbl MUHHUMaIbHBIX KajapoB Ethernet (He y4uwuThIBasi ommno- HaJTbHYIO
BO3MOXXHOCTh YBEIMUYEHHUS MHUHHMAJIBLHOTO pa3Mepa kKaapa Ao 512 6ailiT B MOIyqyMiIeKCHOM
pexxume pabotsl TexHonoruu Gigabit Ethernet):

a) 32 OaiiTa;

0) 64 Oaiita;

B) 128 GaiiT;

r) 256 OaiiT;

n) 512 GauT;

e) 1024 Gaiira;

k) 1518 Gaiit;

3) 2000 Gaitr.

Vkaxure pazmep MAC-anpeca: a) 2 Gaiita;

0) 3 Oaiira;

B) 4 Oaiirta,

r) 6 OaiT;

n) 8 Oailr.

56. Ompenenute Ttun npuBeaeHHBIX MAC-anpecoB (OZHOMYHKTOBBIM, T'PYHIIOBOM,
HIMPOKOBEIIATENbHBIN):

a) 33:33:00:01:00:03 [J a70...

6) 00:1¢:10:0d:66:11 [ 3T0... B) AL A A Af O 970, ..

57. Ompenenute tun kaapa Ethernet (DIX, Novell 802.3, 802.3/LLC, SNAP) no Gaiitam
3aroJjI0BKa KaHAJIbHOTO YPOBHS:

a) 00:4F:49:02:D8:6A:00:A0:C9:83:16:16:08:00;

6) 00:A0:C9:85:17:B2:00:4F:4E:00:E5:8F:00:54:E0:E0:03;

B) 00:4F:4E:00:CD:4A:00:60:8C:41:DF:C7:00:96:AA:AA:03:00:00

:00:08:00;

r) 00:00:F8:45:13:AC:00:00:C0:02:56:AB:00:78:FF:FF.

58. BriOepuTe HEM3BECTHYIO B OOIIEM cllydae aJpecHyl0 HH(POpPMAIMIO MPH OTIpPaBKe
nakera yTWiHThl ping o [P-agpecy Ha3HaueHus:

a) MAC-anpec ornpasurens; 6) MAC-anpec nosyyaress; B) IP-anpec ormpaBurens;
T) IP-anpec momyuatens.



59. Vxkaxwure, otkyna kommyrtatop Ethernet y3naét MAC-agpeca moakIr0O4eHHBIX K HEMY
KOMITHIOTEPOB, HEOOXOIUMBIE JIJIs 3arOaHeHus ero Tabnmuisl MAC-aapecos:

a) BBINONHSIET TMOCIEAOBATEIbHBIA  OMPOC  TOAKIIOYCHHBIX  KOMITBIOTEPOB;  0)
"moxcMaTtpuBaet" ajipec OTIPABUTENS BO BXOASIINX B HETO MAKETaxX; B) OMPALIUBACT BCE
KOMIIBIOTEPHI B IMPOKOBEIIATEIBHOM PEKUME.

60. Ykaxure, kakue makeTbl OyneT 3axBarbiBaTh Wireshark mpu BBen¢HHON KoMaHe
¢umibTpa ether proto 0x0806

a) Tonbko kaapsl Ethernet ¢ moObpiMu makeramu BHYTpH; 0) Tobko Kajapbl Ethernet ¢ IP
MakeTaMu BHYTPH;

B) TouibKO Kaapbl Ethernet ¢ ARP-nakeramu BHYTpH.

VYkaxkute koMmauawl (enable, config t, interface wumsa umHTepdelica), MO3BOISIONINE
OCYIIECTBIISATh BXOJ B pa3iuuHble peskuMbl padboTsl Cisco 10S:

a) BOUTH B PEKUM INI00ATBHOTO KOH(DUTYPUPOBAHUS MOXKHO KOMaH- JIOH. . .;

0) BOITH B MIPUBUJICTUPOBAHHBIIN PEKUM MOKHO KOMaH/IOM. . .;

B) BOWTH B PeKUM KOH(UTYpHUpOBaHUS UHTEp(deiica MOKHO KOMaHJIOM. . ..

61. Xoct umeer IP-ampec 192.168.1.47 u macky noacetu 255.255.255.224. Ykaxute anpec
MOJICETH U IIMPOKOBEIIATEIbHBINA apec MOJCETH, B KOTOPYIO BXOJAUT JaHHBINA XOCT.

VYkaxurte knace (A, B unu C) cnenyromux [P-agpecos:

- 172.16.2.2;

- 10.15.234.28;

- 192.168.5.137.

62. B Bameii ceru Haxoautca 31 KomMmblOTEp. VYKaXuUTe MacKy IIOJICETH,
o0ecreunBaroIlyl0 BBIJIEJICHUE 3TUX KOMIIBIOTEPOB B IOJCETh ¢ MHHHMMAJIBHO BO3MOXKHBIM
yucioMm [P-anpecon

a) 255.255.255.248,;

0) 255.255.255.240;

B) 255.255.255.224,

r) 255.255.255.192;

n) 255.255.255.128.

63. BriGepute ycnoBue, NP BHITOJIHEHUU KOTOPOT'O XOCT/MapIIpyTU3aTOP

nepecbuiaet [P-gerrarpaMmy numo3y:

a) IP-agpec ormpaButens u [P-agpec  momydarens — mpUHAANEXKAT — Pa3sHBIM
cersam/noncetsiv; 0) IP-agpec otnpasurens u IP-agpec nomyvarens npuHaaiaexar OgHONW U TOU
)K€ CeTH/TIOACETH,

64. BpiOepure mnpaBWIbHOE OIpENEIEHUE JUIi MaKCHMAaJIbHOH €IUHHIBI Tepeaadn
(Maximum Transfer Unit, MTU):

a) MTU — 510 MakcuManbHO AONMYCTUMBIN pazMep 3arosioBka IP-makera; 6) MTU — 3to
MaKCUMaJIbHO JOIyCTUMBIN pasMmep IP-nakera;

B) MTU — sT0 MakcuManpHO JONMYCTMMOE 3HAU€HHME JIMHBI I0JI1 JaHHBIX KaJpoB
KaHAJIBHOTO YPOBHSI.

Bri6epuTe anpec, mo koropoMy He OyayT nepenaBathscs [P-nefitarpammsel B UHTEpHETE:

a) 141.25.13.48;6) 172.31.204.1; B) 191.15.26.147.

65. BeiOepure OTHYECKYIO ONeEpalfio, KOTOpas HCIONB3YeTCs IS ONpeAeNieHHus ajapeca
ceru/moncetu u3 IP-agpeca nomyuatens nedTarpaMMsl:

a) IP-agpec momyuarens XOR macka cetn/moaceru; 6) IP-aapec momydarens OR macka

CEeTH/TIOJICETH; B) IP-anpec momyuatens AND macka ceTu/moJICeTH.
Vkaxure macky cynepcetu ¢ 2000 xocTaMu, €Clid aJipec TaKoi CeTH
212.14.17.0:

a) 255.255.255.0;
6) 255.255.254.0;
B) 255.255.252.0;
r) 255.255.248.0.



66. Ykaxure nopsakoBsiid Homep (0T 1 10 5) 11 cToaOLOB TaOIUIBI MapIIPYTU3AIIH:
a) IP-agpec cmemxyrorero mo MapmpyTy Mapupytuzaropa = ...; 0) METpuKa Mapipyra =

B) aJpec CeTH/TOJICeTH/X0CTa Ha3HAYCHUS = ...

r) IP-agpec ucxondiero mopra TEKyIIEro MaplipyTH3atopa = ...; JI) Macka IOJICETH
Ha3HAYEHUs = ....

66. BriOepure mnpaBuiabHOE yTBepxkaeHue o0 wu3menenusix MAC- u I[P-aapecoB B
IEPECHUIAEMBIX B COCTABHOM CETH CETEBBIX MAKeTaX IPH CIEI0BAaHUU UX IO MapLIPYTY:

a) MAC-anpec ormpaBuTenst Ha KaxzaoM are usmensercs, MAC-aapec mnosydarens
ocracTcsd HeM3MeHHbIM, [P-afnpeca ocTaioTcss HEM3MEHHBIMU;

0) MAC-anpec ornpaButenss u MAC-agpec moisydaresiss OCTalOTCS HEM3MEHHBIMHU Ha
KaxioM mare, [P-anpeca Taxke ocTaroTCsl HEU3MEHHbBIMY;

B) MAC-anpec ornpasutens 1 MAC-aapec nonydarenss U3MEHSIOTCS Ha KaKJOM Ilare
u3Mensercs, [P-agpeca ocraroTcsi HEN3MEHHBIMU;

r) MAC-aapec OTIPABUTENS U MAC-aapec mnonyyaTens OCTAarOTCs
HEM3MEHHBIMU Ha KaK1oM Iuare, IP-agpeca n3mensorcs;
67. VYxkaxure, Kaks WHPOpPMALHS CIY)KUT yKa3aTeJeM Ha IMEpPBBIA (parMeHT
JieTarpaMmbl:

a) HyjneBoe 3HaueHue ¢mara MF [ More Fragments; 0) HysjeBoe 3HaueHHe TOJIS
Cwmemenme gparMenTta; B)  HyJeBoe 3HaueHue nois Maentudukarop makera.

68. B makere, mepechllacMOM B JIOKQJILHOH ceTH MOpT oTmpaButens = 80, mopt
nontydatens = 24561. Beibepute U3 criMcka TUI MPOTOKOJIA U MPUBSA3KY MOPTOB K
KJIMEHTY U CEpBEPY:

a) mporokosn UDP, ormpaButens [] cepBep, mosydarenb [| kiueHT; 0) mpotokon UDP,
oTnpaBuTeNnb [ KIMEHT, mosiydarenb [ cepBep; B) mpotokosn TCP, ormpaButens [ cepsep,
noJsryyatens [ kiauent; r) npotokos TCP, ornpaButens [ kiueHT, moay4aTens [ cepsep.

69. BriOepure, 4TO XapakTepU3yeT MOPT TPAHCIIOPTHOTO YPOBHSL:

a) TOPT CETEBOrO aganTepa, 4Yepe3 KOTOPbIil XOCT paboTaeT ¢ CeThio; 0) 00JIacTh MaMsITH,
CBSI3aHHYIO C CETEBBIM IIPUIIOKEHUEM;

B) TIOPT BBOJIa-BhIBOJIA, 3aKPETIICHHBIN 32 CETEBBIM aJalITEPOM.

70. BpiOepure COOTBETCTBHSI U Ha3BaHWM CTaHIAPTHBIX CIYKO M 3aKpeIUICH- HBIX 32
HUMHU HOMepoB mopToB: a) 80, 6) 21, B) 67, 1) 53, 1) 25:

FTP O ..

HTTP [0 ...;

DNS 0O ...;

DHCP [ ...;

SMTP [ ....

71. Komanpa netstat -an BbIBeNa Ha dKpaH CIEAYIONIUE CTPOKU. YKaXHUTe, KaKue M3 HUX
OTMCHIBAIOT COKETHl YCTAHOBJIEHHOTO COEIMHEHMUSL:

a) TCP0.0.0.0:135 0.0.0.0:0 LISTENING;

6) TCP 109.201.253.151:3603 74.125.39.104:80 ESTABLISHED;

B) TCP 109.201.253.151:54035 62.165.4.118:33016 TIME_WAIT,;

r) TCP 109.201.253.151:54035 90.176.90.125:11740 SYN_RECEIVED.

72. Yxaxure necsiTUUHOe 3HauyeHue, uneHtudumupyromee UDP B mone Ilpo- Tokon IP-
3aroJjIoBKa:

a) 01;

6) 06;

B) 17.

73. YxaxwuTre 1Mo, KOTOPhIE BXOIST B TICEBI03ar0JOBOK, MCIIOJIB3YEMBIH TPU pacdeTe
KoHTposbHOM cyMMbl UDP nnu TCP:

a) MAC-anpec ormpaBurens; 6) MAC-anpec nomyvarens;

B) [P-anpec ornpaButens; r) |P-ampec momywarens; 1) HOPT OTIPABUTENS;



€) TOpT MOIy4aTes;

K) MICHTU(PUKATOP MPOTOKOJIA; 3)  JIJIMHA MaKeTa C 3ar0JIOBKOM.

74. BriOepure, ueMy paBHSETCS MaKCUMaJIbHBIA pa3Mep CerMEHTa JUis 3aro- jJoBka Ipv4
0e3 onuii u 3arosoBka TCP mmmHoi 28 GanT:

a) 1452 oOaiira;

0) 1460 Gaii;

B) 1472 Gaiira;

r) 1500 Gaiir.

75. TCP-maker ¢ noseM nanHbix 500 OaiT mMmeer necsatuuHoe 3HaueHue SEQ#=15246, a
necsatuuHoe 3HaueHue ACK#=32412. Beibepure, kKakumMu OyAyT NECATHYHBIE 3HAYCHUS ITHX
1oJiei B OTBETE HA JAHHBIN MAKET, €Cli B HEM nepecbutaeTcst 300 GailT JaHHbIX:

a) SEQ#=15746, ACK#=32712; ©6) SEQ#=32712, ACK#=15746; B) SEQ#=15747,
ACK#=32713; 1) SEQ#=15745, ACK#=32711

76. U3 3axBaueHHBIX nakeToB ceanca TCP u3Bieuensl Tpu nakera ¢ uaramu: a) PSH,
ACK;

06) SYN;

B) FYN, ACK; ) SYN, ACK.

77. Yxaxure, KakKhe U3 HUX OTHOCATCS K:

IaKeraM, yCTaHaBJIMBAIOIIUM COEIUHEHuE, [ ...;

nakeram, nepealoliuM JaHHbIe B ceaHnce, [ ...;

IaKeTaM, 3aBepIIAIOLUM COeUHEHHE, [ .. ..

78. BriOepute Ha3zBaHue mons 3aroiioBka TCP, MO3BONSIONIET0 pPeryaupoBaTh MOTOK
JTAHHBIX C TPOTHUBOMOJIOKHOW CTOPOHBI COCTUHEHHUS:

a) Jlnuna 3aronoska; 0) OkHO;

B) KontponpHas cymma; r)  Ykazarenb CPOUYHOCTH.

79. 3amura coennnenuniiHa kakom tune mudpoBanus ocHoBaH nporokona [PSec

A) cummerpuyHoM b) acumerpuunom B) xomOunupoBanHom I') B HéM He ucnomb3yercs
mudpoBaHue

80. ITTowyemy Xa11 BCTAaBJISICTCS B KOHIIE TIEPEAABACMOro M0 CETH Kajpa

A) moromy 4TO OH (hOopMHpYETCs anmmapaTHO BO BpeMsl MOCIEI0BATENbHON Mepeaayu u
3aBepmiaeT kaap b) moToMy WTO 3TO MO3BOSET MHHHUMH3HPOBATH TOTEPH HHQPOPMAIUH TIPU
CIIy4aifHBIX UCKaKeHUsX B) 3To ympomaeT pa3dop kajapa npu moaydeHUH

3anaHus B OTKPBITOM (popme

1. CereBoe yCTpOINCTBO, NPUHHUMAIOIIEE MOTOK OMTOB, MOCTYMAIOLIUX W3 CETH, HA
OJIMH U3 CBOMX IOPTOB M MEPENAIOIIEE ITOT MIOTOK HA BCE OCTAJIbHBIE OPTHI ITO ...

2. Haxomsarcss nu B omHOW mojceTH KommbioTepbl ¢ IP-ampecamm 172.16.2.65 wu
172.16.2.94, ecniu y HUX Macka nojicetu 255.255.255.224?

3. ONeKTpoHHas IUlaTa, yCTaHaBIMBacMas B pPa3beM CUCTEMHOW IUIAThl KOM-
nploTepa M o0ecrneyuBaroIas MOAKIIOYEHHE U MpHeM-Tiepeaady HdaHHbIX [0 JIUHHUIM
KOMITBIOTEPHOM CETH ITO ...

4. VYCTpoiCTBO, MOJY4AlOLIEE CETEBbIE IAKEThl HAa OJWH M3 CBOHUX IOPTOB M
nepejaroniee MX Ha JPYyrol COOTBETCTBYIOUIUN IOPT, ONPEENSEMbId B 3aBUCUMOCTH OT
3HAUEHUs a/ipeca CETEBOI0 YPOBHS B 3ar0JI0OBKE MMAKETa, 3TO ...

5. VYceTpoiicTBO, NpUHUMAIOIIEe KaJpbl M3 CEeTH Ha OJIMH W3 CBOUX MOPTOB M
nepearoliee 3T KaJpbl HA COOTBETCTBYIOLIMHI APYroil mopt, onpenensemsii no MAC-anpecy
MoJryyaTesis B 3arojioBke kajpa, 3t1o ...CeTb, oOecneunBarolas nepeaady JAaHHbIX B Ipeaenax
CTpaHbl WJIM KOH- THHEHTA, 37O ...

6. Onpenenure, MIPaBUJILHO M cienymolee YTBEpXKACHUE: B
OJTHOPAHTOBOM ceTH 1moA yrnpaieHneM Windows Ha KaKZOM KOMIBIOTEPE CETH YCTaHOBIICHBI U
KJIMEHT Jy1sl ceTeit Microsoft, u ciry»x0a moctyma k ¢aiiaam u mpuHTEpaMm.



7. Cetb, 00BeIMHSIONIAS IPOBaiiiepoB yciuyr HTEpHET B OJTHOM TOpPOJIE,

3TO ...

8. Cerp, oOBemuHSIONIAS KOMIIBIOTEPHl KOMITBIOTEpHOrO Kiacca, 310 ... Cersb,
00BeAMHSIOIIAs KOMMYHHUKAIIMOHHBIE YCTPOHCTBA OJTHOTO YCIIOBEKA,

3TO ..

9. CGTB, 06"be,Z[I/IHHIOHIaH YHUBCPCUTCTCKUE KOMIIBIOTCPBI U KOMIIBKOTEPEI, HAXOAAMIUCCA
B 06H_[€)KI/ITI/I5IX U IPYTruXx 3JaHUAX CTYACHYCCKOI'O ropoJika, 3To ...
CGTB, 06CCH6‘II/IBaIOHIaﬂ nepeaady AJaHHbIX B Ipe€aciax CTpaHbl UKW KOH- TUHCHTA, 3TO

10.  Cetb, 00bequHsIONIAs MpOBaiinepoB yciyr UHTEpHET B OIHOM ropoje, 3TO ...

11.  PexuMm, npu KOTOPOM Iepejlaya U IPUEM JaHHBIX MPOUCXOAAT OJHOBPE- MEHHO,
37O ...

12.  Pexum, npu KOTOPOM Iiepesiada U MPUeM JaHHBIX IPOUCXOIAT 110 0YE€PEIH,3TO ...

13.  Pexum, pu KOTOPOM MPOUCXOAUT TOJIBKO Mepeaayda Uil TOJIbKO MPUEM JaHHBIX,
37O ...

14.  VYposenb, oOecneuuBarOIIUi TPOBEPKY JOCTYIHOCTH MEpelNaroleil cpesbl,

azipecanio WHTEP(HEHCOB CETEBBIX YCTPOWMCTB, peaH3alMI0 MEXaHH3MOB ONpe- ACICHHS H
KOPPEKIIMH OIUOOK Tepeiavun, 3TO ...

15.  VYpoBenb, 0OecIeUHBAIONINIA apeCcaIuio CETEH, MOJICETeH U pabounx CTaHIUH, a
TaKXe Iepeady MakeToB JaHHBIX W3 CETH B CETh C BHIOOPOM ONTH- MAJIILHOTO MapiipyTa K
MOJTyYaTeto, 3TO ...

16.  VYpoBeHb, oOecrieunBaromuii nepeaadyy OMTOB JAHHBIX IO TEpENaroniei cpene,
31O ...

17.  VYpoBeHb, 00€CICUYHUBAIONINI BO3MOXKHOCTh OJHOBPEMEHHOH Iiepelavyud OT-
NPaBUTEIIEM HECKOJIbKUX IMOTOKOB JAaHHBIX, a TakKe OOeCHeuMBarOMIMi rapaH- THPOBAHHYIO
nepeavyy JaHHBIX, 3TO ...

18.  VYposenp, oOecneumBarommii mpeoOpasoBanue Qopmara JaHHBIX, MPEI-
CTaBIISIEMbIX BBIIICICKAIIMM YPOBHEM, B HEKOTOPBIN OOIIHiA OpPMAT MPEICTaB- JICHHS TaHHBIX,
a Takke mudpoBaHue u nemudpoBaHue TaHHBIX, 3TO ...

19.  VpoBeHb, obOecnieunBarONIMii ONpeCICHUEC AKTHBHOH CTOPOHBI NPH Iepeaade
JAHHBIX, a TaK)Ke CHHXPOHH3AIMI0 COCIMHEHHUS C BO3MOXXHOCTBHIO YCTa- HOBKH KOHTPOJBHBIX
TOYEK, 3TO ...

20.  VYpoBeHb, TMPENOCTABISIIOIINN TOJIH30BATEIBCKUM TPHIOKEHHUSIM  CETEBBIC
IPOTOKOJIBI U CITY>KOBI JIJIs1 oOecrieueHus repejaun JaHHBIX 110 CEeTH, 3TO ...

3aIIaHI/Iﬂ Ha YCTAHOBJCHHEC COOTBECTCTBHUS

1. VYcraHoBuTe COOTBETCTBHUE MCKAY YKa3aHHbBIMH B CIIMCKEC Ha3BaAHUSAMU U
OMpCACIICHUAMUA PEIKUMOB MEPCAAYN JAHHBIX:

a) TIOJIHOJYTIJICKCHBIH (Full Duplex)
0) TOJYIYIJICKCHBIN (Half Duplex)
B) CHMILUIEKCHBII (Simplex)

2. BriOepuTe COOTBETCTBHE MEXKAY Ha3BaHUSIMU U onpeieeHusiMUA ypoBHel moaenu OSI:

1 [Tpuxnagnon A obecrieunBaeT nmpeoOpa3zoBaHUE MPOTOKOJIOB U
YPOBEHb KOJMPOBaHUE/ICKOIMPOBAHNE JAHHBIX. 3aPOCHI
HpI/IJ'IO)KeHI/II\/’I, IMOJIYYCHHBIC C ITPUKIIAAHOTO YPOBHS, HA
YPOBHE MpeACTaBICHUS TPeoOpaszyroTcs B hopMar ass
Tepeaadu 1o CETH, a MOJTyYEHHBIE U3 CETH JaHHBIC
npeobpasyrorces B GopMat MpHIIoKeHU !

2 CereBoil ypoBenb | b YpOBEHb MOJIENH, 00ECTIEeUNBAIOIINI B3aUMOJIEHCTBUE
I10JIb30BATEIbCKUX MTPUJIOKEHUN C CETBIO




3 YpoBeHb B npeaHa3HaveH )11 oOecTieueHrs HaIE)KHON Tiepenadun
IIPEICTaBICHUS JAHHBIX OT OTHPABUTENS K MOJIy4aTENIO
4 Kananbnbiii r onpenesseT METOI epeaadyn JaHHbIX, IPEACTABICHHBIX B
YPOBEHb JIBOMYHOM BHJIE, OT OJTHOT'O YCTPOICTBA (KOMIIbIOTEPA) K
ApYroMy.
5 OU3NYECKUI Jil| MIpeTHa3HaueH JJIs1 00eCTICUeHUsT B3aUMOICHCTBHSI CeTel
YPOBEHb Ha GU3UYECKOM YPOBHE U KOHTPOJIS OIINOOK, KOTOpBIE
MOTYT BOSHUKHYTb.
6 CeancoBblit E MpeAHa3HAYEH ISl ONPEACIICHUs IIyTH NIepeIaun JaHHBIX.
YPOBEHb OTBeyaer 3a TpaHCIALUIO JOTMUYECKUX aIpeECOB U UMEH B
¢busnueckue, onpeneaeHre KpaTyallliuXx MapIpyToBs,
KOMMYTALIMIO U MaplIpyTU3aLHI0, OTCICKUBAHUE
HEIOJIA/I0K U «3aTOPOB» B CETH.
7 TpancnopTHBI XK o0ecrieyrBaeT Mo IepKaHue ceaHca CBsI3U, O3B0
YPOBEHb MIPUJIOKEHUSM B3aMOJICHICTBOBATh MEXIY COOOM
JUINTEIBHOE BPEMSI

3. YcTaHoBUTE COOTBETCTBHE TOIOIOTHH CETH €€ XapaKTCPHUCTUKE

1 OO6mas muHa A Kaxxnas paboyasi cTaHIUs CETH COSAMHSIETCS C
HECKOJIBKUMU JIPYTUMH pa0OYUMU CTAHIIUSIMH ITOU XKe
CeTn

2 3Be3na b B nannoii Tonosnoruu Bce paboune CTaHIIMKH COSAUHEHBI
JPYT C JPYTOM € TIOMOIIBIO [IEHTPATLHOTO KOHIIEHTPATOpa

3 Koms1io B B ocHoBe Tomosoruu aeXUT 001U Kabeab (MarucTpanib),
K KOTOPOMY TIOJICOEIMHSIOTCS] BCe paboyme CTaHIINU

4 KomOunupoBanubr | I’ Tonomnorus, B KOTOPOit Kaxkaast paboyasi CTaHIHsI

€ peIeHus COCIIUHSIETCS TOJIBKO C JIBYMSI COCETHUMU

4. YcranoBuTh coorBeTcTBHUE Ha3zBaHUA OC e€ Ha3HAYECHUTIO

NetWare

A CepBepHas orepanyroHHas cucTemMa Juist
MNOAACPIKKHN BUPTYAJIbHBIX MAIllWH,
BKJIFOYas1 BI/IpTyaJ'II)HBIG MAaIlInHbI HA
Linux.

LANTtastic

b CepBepHast oniepaliioHHast CUCTEMa C
00BEKTHO-OPUEHTHPOBAHHBIH
unrepdericom OS/2 st co3nanust
MOIIIHOTO Habopa rpaduIecKuX CpeiCTB
aJIMHHHCTPATOPA.

Windows Server 2019

B CereBas OIICpaliMoOHHasA CUCTEMA U Ha60p
CETECBLIX MMPOTOKOJIOB AJIA
B3aPIMO,Z[eI>'ICTBI/I$I C KOMIIBIOTEpAMHU -
KJIIMCHTaMH, HOJIKJ'IIO‘-IéHHBIMI/I K C€TH

LAN server

r CereBas onepalmoHHas CUCTEMA IS
DOS, Windows,0S/2 ¢ moanepxikoit
texnonornu Ethernet, ARCNET u Token
Ring

5. YCcTaHOBUTH COOTBETCTBHE MCKOY crocodamu u BUJaMH I/IH(I)OpMaI_II/II/I
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HenpepsiBHas, 1ucKkpeTHast

6. YCcTaHOBUTH COOTBETCTBHE Ha3BaHUS IMPOTOKOJIa €ro Ha3HAYCHHUIO

1 FTP A [IpoTokon nepenaym JaHHbIX
2 SMTP b [Tporokou nepenaun daiinos
3 TCP/IP B [IpoTokoJ epegaun runepTeKCcTa
4 HTTP I IIpoTOKOJI NEpenayn nouThHI
3agaHusA HA YCTAaHOBJIeHHE MPABUJIbHOM N0C/1€10BATEILHOCTH
1.Pacnionoxxure B MpaBUILHOM TOpsJIKe YpoBHH Mojeinu ISO B3aumoieli- CTBUSI OTKPBITBIX
cucteM (Open System Interconnect), mpoHymMepoBaB YpOBHHU OT HMIKHETO JI0 BEPXHETo OT 1
no 7:
1. TtpancnopTHbIi
2. (duzmvecKui
3. KaHaJbHBIN
4. cereBoit
5. TpEeACTaBIICHUS TaHHBIX
6. TpuKIaTHOM
7. CeaHCOBBIH
2. YCTaHOBHTD ATAIIBI 3aIIUTHI OT YTPO3 OE30MACHOCTH:
1. IlpenocraBneHue MepcoHany 3alIUIICHHBINA yJANCHHBIN NOCTYN K MH()OPMAIMOHHBIM
pecypcam
2. Obecrieyenne 0€30MaCHOTO JJOCTYIA K OTKPBITHIM pecypcaM BHEIIHUX ceTel u Internet
3. 3ammTa BHEIITHUX KaHAJIOB Mepeaadn HHPOpMauu
4. Pa3zpaboTKa MOJUTUKH WH(POPMALIMOHHOI 0€301MacHOCTH
5. AHanu3 yrpo3sl 6€301acHOCTH
3. YcTaHOBUTH 3TaNbl CTAJNH UCTIOTHEHUSI KOMITBIOTEPHBIX BUPYCOB:
1. BoinonHeHue 1eCTPyKTUBHBIX (QYHKIMN
2. Ilepenava yrpaBiieHUs IPOTrpaMMe-HOCHTEIIO BUpyca
3. Ilouck xepTBBI
4. 3apaxxeHHe HallJICHHOW KepPTBbI
5. 3arpyska BUpyca B MaMsTh
4. YCTaHOBUTD FTAIlbl TOCTPOSHHS CUCTEMbI aHTUBUPYCHOM 3aLIUThI CETH:
1. Peanu3anus mjiaHa aHTUBUPYCHOM 0€30MacHOCTU
2. TlpoBenenue aHanmu3a OOBEKTa 3alUTHl W OMNpEAEICHHE OCHOBHBIX MPHUHIUIIOB

o0ecrnieueHrs aHTUBUPYCHOM 0e30macHOCTH

3
4

5
1

. Pazpa0oTka MOMUTUKH aHTUBUPYCHON OE€30M1aCHOCTH
. Pa3paboTka niana obecriedeHusi aHTUBUPYCHOM 0e30MacHOCTH

. YCTaHOBUTH ATaITbl TOCTPOCHUS TIPOTPAMMBI 0OecTieueHHsI 0€301MacHOCTH
. [IpoBeneHme pa3bsACHUTENBHBIX MEPOIPHUATHIA U 00yUeHUs TIepcoHaNa A MOAIEPKKH

TpeOyeMbIX Mep 0€3011acHOCTH

2

. PerynsipHblif KOHTPOJIb MOIIArOBOM peaau3alyy IiaHa 0e30MacHOCTH




3. YcraHOBNIEHHE YPOBHS O€30MIaCHOCTH
4. ®opMUpOBaHKE MOTUTUKH 0€30IMACHOCTH OpraHU3aIH
5. Onpenenenne EHHOCTH TEXHOJIOTUYECKUX U MH(POPMALIMOHHBIX aKTHBOB OPTaHU3AI[IH

6. PacnonoxuTh mapaMeTphl AJs TPYNIUPOBKU JaHHBIX Ha cepBepe cOopa MHPOpManuu
00 aTaxe:

1. lara, Bpems

2. [Tpotokon

3. Ilopt monmyyarens

4. Homep arenra

5. IP-aapec arakyromiero

6. Tum ataku

7. Pacnoyio)kuTh B MOPSAKE BO3PACTaHUS JaThl pa3pabOTKU CTaHIapTOB HH(POPMAIIMOHHOM
0€30I1aCHOCTH:
. 1ISO 27001:2005
. ISO/IEC 17799
. ISO/IEC 15408

. ((KpI/ITCpI/II/I OLCHKHU JOBCPCHHBIX KOMIBIOTCPHBIX CUCTCM»

WP

. Pacionoxute 3Tamsl nporecca ynpasieHHS PECKaMU HHPOPMALMOHHOM O€30MTaCHOCTH
. Knnaccudukanus puckos, BBIOOp METOJJOJIOIMH OLIEHKH PUCKOB M IIPOBEACHUE OLIEHKU

. AHanu3 yrpo3 1 UX IOCJEICTBUM, ONpeiesieHUE c1abocTell B 3aIuTe

. BeiGop, peanu3zanus v NpoBepKa 3allUTHBIX MEp

. OLleHKa 0CTaTOYHOTO pUCKa

. UnenTudukanys akTUBOB U LIEHHOCTU PECYPCOB, HYKJIAIOIIUXCS B 3aLUTE

. Bb10op aHanu3upyempix 00BbEKTOB U CTENEHH JI€TAIbHOCTH UX PACCMOTPEHUS

SOOI WN -

9. PacmosioxuTh 3Tansl MPOBEACHHUS ayIuTa HHPOPMAIMOHHON 0€301acHOCTH:

1. Pa3zpaboTka peKOMEHJAlW{ IO IMOBBIMICHUIO YPOBHS 3aIllUTHl aBTOMAaTH3MPOBAHHOM
CHCTEMBI

2. AHanM3 MOTyYeHHBIX JaHHBIX

3. COOp MCXOTHBIX TAHHBIX

4. Pa3zpaboTka persiaMeHTa IpoBeIeHUs ayiuTa

IIlkajia OUECHHMBAHMA Pe3YyJbTATOB TECTHPOBAHMSA: B COOTBETCTBUU C
JEHUCTBYIOIEH B YHHUBEPCUTETE OallIbHO-PEHTHHIOBON CHCTEMOM OIICHMBAHUC
pe3yJIbTaTOB MPOMEXKYTOUYHOM aTrrecTaluu OOy4YaroIMXCsl OCYIIECTBISETCS B
pamkax 100-OamnpHOM  MIKaNbl, NpPU OSTOM MaKCHUMAJIbHBIA Oalin Mo
MPOMEKYTOUHOM arrecTaliui OOydYaromuxcsi MO O4YHOM Qopme 00yyeHus
coctaBisieT 36 OamIoB, O OYHO-3a0YHOW W 3a04yHOW (opmam oOyueHuss — 60
0aitoB (yctaHoBlieHO nosioxkenuem 11 02.016).

MakcumanbHbIi 0aiil 3a TECTUPOBAHUE MPEACTABISIET COO0M pa3HOCTh IBYX
yuceJa: MaKCMMaJbHOTO Oajyia Mo MPOMEXYTOUYHOW aTTeCTaluu MJisd JaHHOU
dbopmbl 00yueHus (36) U MakCHUMaLHOTO Oajuia 3a pemeHne KOMIETEHTHOCTHO-
OpUEHTUPOBAHHOM 3a/1auu (6).

bami, mnomydyeHHbli 0OydaOmMMCA 3a TECTUPOBAHUE, CYMMHPYETCS C
0aJioM, BBICTaBJICHHBIM €My 3a pEIIeHHE KOMIETEHTHOCTHO-OPUEHTHUPOBAHHON
3aJ1a4yu.



OOmuit 6anmm Mo MPOMEXYTOYHOM aTTecTalli CyMMHpPYETCs C Oaiami,
HOJyYEHHBIMH 00YYaIOIIKUMCS 10 PE3yJIbTaTaM TEKYILEro KOHTPOJIS yCIEBAEMOCTH
B TEUEHHE CEMECTPA; CyMMa OaJlJIOB MIEPEBOIUTCS B OLIEHKY MO 5-0ayulbHOH IIKaJie
CJIEYIOIUM 00pa3oM:

CootBerctBue 100-0a/U1bHOM ¥ 5-0aJIBHOM KA

Cymma 6aiutoB o 100-6amipHoM mikane | OneHka no 5-0ajuibHOW HIKaje
100-85 OTJINYHO

84-70 XOPOIIO

69-50 YAOBJICTBOPUTEIHHO

49 u meHee HEYJIOBJIETBOPUTEIBHO

2.2 KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE 3AJIAYHN

KomnerenTHOCTHO-OpHeHTHpOBaHHAasA 3a1a4a Ne 1
Co3naTh TOMOJOTHIO, COCTOSIIIYIO U3 MaplIpyTH3aTopa, K KOTOPOMY
noAkioueHsl 2 kommbioTepa. Mexnay IIK 1 wm mapmpyruszatopom moacersb
172.16.0.0, IIK 2 wu wmapmpyruzatopom noxacets 192.168.0.0. IIposeputs
noctynHocTs kommbioTepoB (1K) ¢ momormnsio komanasl ping. Co3nate Access
list, s3ampermaronuii TPOXOXKACHUN icmp-TlakeToB u3 mozacetd 192.168.0.0.
Boimonauts komanay ping ¢ [1K 1 nva I1IK 2 u ¢ [1K2 na [1K 1.

KoMrieTeHTHOCTHO-OpUeHTHpOBaHHAas 3a1a4ua Ne 2
daiinoBeIil apxuB eMKOCThIO 412 M6 ckaunBaercs 20 MuHyT. COOTBETCTBYET
7Y JICHCTBUTEIHLHOCTH 3asiBJIEHHAsI CKOPOCTh MpoBaiiaepa B 35 Mowut/c.

KomneTeHTHOCTHO-OpreHTHpOBaHHasA 3a1a4a Ne 3

Onpenenure MHGOPMALMOHHBIA 00BEM coOOIIeHHsT B OalTax, eciau B
rpeueckoM angaBute 24 OyKBBI U COOOILEHHE HA TPEYECKOM SI3bIKE, COAEpIKaIIEe
150 cumBoIIOB, OBLIO 3amucano B koxe Unicode.

KomneTeHTHOCTHO-OpUeHTHUpOBaHHAas 3agada Ne 4
Ckonbko BpeMeHHM OyAeT CKauuBaTbCi apxuB eMkocTtbio 500 MO mpu
ckopoctu 50 Mowur/c.

KomrmiereHTHOCTHO-OpreHTUpOBaHHas 3a1a4a No 5

JI1st KomupoBaHMs TTOCIIEIOBATEILHOCTH, cocTosieit u3 o0yks A, b, B, I' u JI,
VICIIOJIB3YETCSl HEPaBHOMEPHBIN IBOMYHBIN KOJI.

Hns 6yxB A, b, B u I' ucrions3oBaHbl KOJIOBBIE CJIOBA:

A-111

b-110

B-101

I'-100




Omnpenenure, KAKUM KOJIOBBIM CJIOBOM MOKET OBITh 3aKoiupoBaHa OykBa /I.
(Koa nomkeH ya0BIETBOPSTH CBOMCTBY OJIHO3HAUHOTO JeKoAupoBanus. Eciu
MO>KHO MCIIOJIb30BaTh 00JIee OJTHOTO KOJOBOTO CJIOBA, yKa3aTh KpaTyaniiee).

KommieTeHTHOCTHO-OpHeHTHpOBaHHas 3a1a4a No 6

OnpenenuTs MHUHUMAQIBHYIO JUIMHY KOJIOBOTO CJIOBa C BO3MOKHOCTBIO
HCIIPaBJICHUS 3-X KPaTHBIX OIIMOOK IMPH KOJAUPOBAHUU HH(POpMAIUU JJTUHON 8§
ouT.

KomMmneTeHTHOCTHO-OpreHTUpOBaHHas 3ana4a Ne 7

Paccunrate ko3dpduuuent Tanumoro U KO’DEGUUIMEHT KOPPEISIUA |
onpenenuTh 3(PpPEeKTUBHOCTh TOWCKA CTPAHUI, CBS3aHHBIX C pa3paboTKaMu H
nyOnukanusmu B Poccun B 2019 r. MmaTepraioB 1o aHTUBUPYCHBIM IIPOrpaMMaM B
MH(pOPMaLlMOHHO-TIOUCKOBBIX cuctemax Google u SAnnekc.

KomMrieTeHTHOCTHO-OpHeHTHpOBaHHAs 3aa4a Ne 8

Paccuutate ko3pdunment TaHUMOTO U KOIPDUIMEHT KOPPEISIUU U
onpenenuTh d(PPEKTUBHOCTh TMOUCKA CTPAHUI], CBSI3aHHBIX C pa3pabOTKaMH H
nyonukamusamu B CILIA B 2019 r. MaTepuanoB 1o aHTUBUPYCHBIM MpOrpaMMam B
nH(OPMAIMOHHO-TIOMCKOBBIX cucTeMax Rambler u Google.

KomnereHTHOCTHO-OpHeHTUpOBaHHas 3agada Ne 9

Paccuutate ko3ppuuueHT TaHUMOTO M KOIPPUUMEHT KOpperauuu u
onpenenuTb 3(PQPEKTUBHOCTh MOMCKA CTPAHMI], CBS3aHHBIX C pa3pabOTKaMH H
nyonukanusmu B @PI" B 2019 r. matepuanos o gokymeHtanbHbiM B[ B Internet B
MH(OPMAIMOHHO-TTIOMCKOBBIX cucteMax fAnnekc u Google.

KomneTeHTHOCTHO-OpueHTHUpoBaHHas 3aaa4a Ne 10

Paccuutate ko3pdunmentT TaHuMOTO M KOIPPUIMEHT KOPpENaluu u
onpenenuTh d(PPEKTUBHOCTh TMOUCKA CTPAHMI], CBSI3aHHBIX C pa3paboOTKaMHu |
nyonukamusimu B Poccum B 2019 1. matepuanioB mo nokyMeHTanbHbIM bBJ[ B
Internet B nuopmanmoHHO-TTOMCKOBBIX cucTemax SHnekc u Rambler.

IIIkajia oOlEeHMBAHHUA pelIeHHs] KOMIIETEeHTHOCTHO-OPHMEHTUPOBAHHOM
3aJ]a44: B COOTBETCTBUU C JICUCTBYIOIIEH B YHUBEPCUTETE OaIbHO-PEHTUHTOBOM
CUCTEMOU OIIEHMBAaHUE PE3YyJbTATOB MPOMEXKYTOUHOW aTTECTALMK OOYy4arouIuXcs
ocyiecTBisieTcs B pamkax 100-0a/yibHON IIKAJbI, IPYU 3TOM MaKCUMAaJIbHBIA Oall
0 MPOMEXKYTOUHOM arrecTalud OOydaroumxcs Mo O4YHOW ¢opme oOydeHus
cocTaBisieT 36 0amioB, O OYHO-3a0YHOM W 3a04yHOU (hopmam oOyuenus — 60
(ycranosneno nonoxxenueM I1 02.016).

MaxkcuManbHOE KOJMYECTBO OaljlIoB 3a pelleHHe KOMIETEHTHOCTHO-
OpPUEHTHPOBAHHOM 3a7aun — 6 OAIIOB.

bamn, mnomydyeHHbli oOydaromMMcs 3a pEIIeHHEe KOMIIETEHTHOCTHO-
OPUEHTHPOBAHHOM 3aJaud, CyMMHpYETCS C OaJlJIoM, BBICTABJICHHBIM €My IIO
pe3ynpTaTaM TecTupoBaHusa. OOwmmit Oaml NPOMEXYTOUYHOM  aTTeCTaluu



CyMMHpYETCS ¢ OammamMu, TMOJMYYSeHHBIMH OOYYarONIMMCS 10 pe3yibTaTam
TEKYIIer0 KOHTPOJS YCIIEBa€MOCTH B TEYEHHWE CeMecTpa; CcyMMa OalioB
MEPEBOJIUTCS B OLICHKY 10 S-0alIbHOM IIKajIe CISAYIOIUM 00pa3oM:

CootserctBue 100-0a/uTbHON M 5-0aJJIBHOM IIKAT

Cymma 6anmoB 1o 100-6amibpHoi mkaie | OueHka 1o 5-0anapHoH 1Kae
100-85 OTJINYHO

84-70 XOpOUIO

69-50 yJIOBJIETBOPUTEIIHHO

49 u meHee HEYJIOBJIETBOPUTEIBHO

KpuTtepun oneHuBaHUsi pelleHHs] KOMIIETEHTHOCTHO-OPHEHTHPOBAHHOM
3aa4u (HIDKECIIeYIONINEe KPUTEPUU OLICHKH SBISIIOTCS MPUMEPHBIMH U MOTYT
KOPPEKTUPOBATHCS):

6-5 ©0a/I0B BBICTABIACTCS OOydYaroOmeMycsl, €CIM pEIICHHWE 3aJa4du
JEMOHCTPUPYET TITyOOKOE€ MOHUMAaHHE OOYYAIOMIMMCS MPEIIOKEHHON MPOOIeMbI
U Pa3HOCTOPOHHEE €€ pacCMOTPEHHE; CBOOOJHO KOHCTpyupyemas padorta
NPEACTaBIAET COOOIl JOTMYHOE, SICHOE M IPH 3TOM KPaTKOE, TOYHOE OMUCAHUE
X0/la peuieHust 3agauu (MoCIeI0BaTeIbHOCTH (MM BBINOTHEHHUS) HEOOXOAUMBIX
TPYAOBBIX JEUCTBUM) U (HOPMYJIHUPOBKY JAOKA3aHHOTO, MPABWIHHOTO BBIBOJIA
(oTBeTAa); MpPU TOM O00YYAIOUUMCS MPEUIOKEHO HECKOJIBKO BAPUAHTOB PEIICHUS
WM OpUTHHAIBHOE, HECTaHJIapTHOE pelieHue (uin Hambosee rdhPexkTuBHOE, WU
HaumOoJiee palMOHAIBHOE, WM ONTUMAJLHOE, WU EJAMHCTBEHHO IPABUIIBLHOE
pelieHune); 3ajaya pelieHa B YCTAHOBJICHHOE TMPEIojaBaTeieM BpeMs WU C
OIIEPEKEHUEM BPEMEHU.

4-3 Oanya BBICTABISECTCS OOydYaromeMycsi, €CIu pelieHue 3aJaduu
JEMOHCTPUPYET MOHMMaHWE OOYYAIOIIMMCS MPEAJIOKEHHOW MpoOJieMbl; 3aaada
pelieHa TUIOBBIM CHOCOOOM B YCTaHOBJIICHHOE IPENOAABATEIEM BPEMS; HUMEIOT
MecTo o0mue ¢pa3bl U (UIM) HECYIIECTBEHHBIE HEAOYEThl B ONHUCAHMM XOJa
penienus u (Wian) BeIBoJA (OTBETA).

2-1 ©Oanja BbICTaBIsACTCS OOydYaromIeMycs, €CIM pEIICHHE 3aJadyu
JEMOHCTPUPYET TOBEPXHOCTHOE TOHUMAHUE OOYyYarolUMCs MPeasIOKEHHON
poOJIeMBbl; OCYLIECTBIEHA IMOMbITKA MMIA0JIOHHOTO pElIeHUs 3a7adyd, HO NpHU €e
pEeIIeHUH  JIOMYyIIeHbl OmMOKM U  (WMJIM) TPEBBIIICHO  YCTAaHOBJICHHOE
MpenoaaBaTesieM BpeMsi.

0 ©0anjoB BBICTABISIETCS OOyYalOlIEMyCsi, €CJIM pelIeHue 3aJlayu
JEMOHCTPUPYET HEMOHUMAaHUE 00YyJarONTUMCS MPEI0KEHHON TPOOIEMBbI, U (HIIN)
3HAYMTEIFHOE MECTO 3aHUMAIOT OOIIMe (Ppa3bl U TOJIOCIOBHBIC PACCYKICHUS, U
(unK) 3a7a4a HE pelieHa.




