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ConepxaT CBeJEHHUS MO BOMPOCAM CAMOCTOATEIbHOW pabOThl Ha
OPOTSKEHUM  WU3YYEHUS  JAUCHUIUIMHBI.  YKa3bIBa€TCs  MOPSAIOK
BBITIOJTHEHHS] CAMOCTOSITENBHBIX padoT, coaepxkaHue pador.

IIpennazHaueHsl [JI1 CTYJICHTOB HANpaBJICHUS MOATOTOBKH
10.04.01 «MlapopmanimoHHasT 6€30TaCHOCTHY.

TekcT meyaTaeTcsi B aBTOPCKOU peaKkIuu
[Toamucano B neyaTth . ®opmat 60x84 1/16.
Yeun newar. . Yu. —m3aa. . Tupax 50 sx3. 3aka3
becnnaTtHo.
IOro-3anaHbiil TOCY 1APCTBEHHBIA YHUBEPCUTET.
305040, r. Kypck, yi. 50 net Oxts6ps1, 94.



Copep:xaHue caMoCTOSITEILHOWH PadoThI

Tema CPC 3ananue
OcHOBHBIE 1. HW3yuurte KIIIOYEBbIE KOMIIOHEHThl M MPUHIIMIIHI,
aCIIEKThI HE0OXO0/IUMbIE npu MIOCTPOCHUU CUCTEMBI
MTOCTPOCHHUS nHpopManmonHoi 6e3onacHoctu (CUB).
CUCTEMBI 2. Paspabortaiite tan moctpoenus CUb  mus
nH(DOpPMAITMOH | KOHKPETHOW OpraHW3alliH, BKIFOYAIOITUI OIICHKY PHUCKOB,
HOU pa3pabOTKy  MOJUTHK W  TpOUEAYp, BHEIPEHUE
0€e30MacHOCTH. | TEXHMYECKHX CpEJACTB O€30MacHOCTH U 00yyeHue
nepcoHania.
3. Ilpoananu3upyite MpUMEpHl YCIEHTHON peannu3aluu
CUb u omnpenenute OCHOBHBbIE (AKTOpHl ycrexa u
MPENATCTBUSA NPU €€ BHEAPECHUH.
Meponpusitus 1. Hccnenyiite pas3inyHble MEpPONPUATHS IO 3aIIUTE
IO 3aIlUTE nHpopMaIuu, Takhue Kak ayTeHTU(UKALMs, aBTOpU3aIus,
uH(pOopMaIuu. mu¢ppoBaHUE TaHHBIX, KOHTPOJIb JOCTYIIA U MOHUTOPHUHT.

2. PaspabotaiiTe 11aH MEpPONPHUATHI 1O  3alIUTe
uHbOpMaIUK NIl OpraHU3alliK, BKJIIOYAIONINI BHIOOp U
BHEJIPEHUE COOTBETCTBYIOIIUX TEXHUYECKUX u
OpraHU3aLMOHHBIX CPEACTB OE30MACHOCTH.

3. Ilpoanammsupyiite IIPUMEPBI HCTIOJIb30BAHUS
MeponpusTuil mo 3amure uHbopmalnuu B chepe OuzHeca

U OlleHUTE UX 3P(HEKTUBHOCTD.

TpeboBanus k

1. U3yunte OCHOBHBIE TpEOOBaHUS K apPXUTEKTYpe

aApXUTEKTYpE uH(OPMAITMOHHON CUCTEMBI (H1C), KOTOpBIE
NC nns obecrnieunBaroT ee 6e30MmacHoe PyHKIIMOHUPOBAHHUE.
oOecrieueHus 2. Pazpabotaiite wmozenb apxutektypel MC  mus
0e301acHOCTH KOHKPETHON OpraHu3aliM, Y4YUThiBas TpeOOBaHUS K
ee 0e30MacHOCTH, TaKHe Kak pas[eleHue MpaB JOCTYyIa,
(YHKIIMOHUPOB | KOHTPOJb  HMHTETpallMM  CUCTeM U  oOecliedeHue
aHusl. KOH(UICHIIUATLHOCTH TaHHBIX.

3. IIpoananusupyiite [IpUMEPBHI [IPUMEHEHUS

TpeOboBanuii Kk  apxutekrype HMC B peasbHBIX

OpraHu3alMsIX U olleHUTe X 3P(HEKTUBHOCTD.
OneHOoYHEIE 1. MUccnenyiiTe pa3nuyHble OILIEHOYHBIE CTaHIAAPTHl U

CTaHJAPTHI U
TEXHUYECKUE
cnienuduKanuu

TEXHUYECKUE CTICM(PUKAINN, UCTIOIB3YEMBbIE TSI OTICHKU
6e3onacHocTH nHPOpMaMOHHBIX TexHoJorui (UT).
2. CpaBHHTE W TNPOAHAIU3UPYHUTE XapPAKTEPUCTUKH U




4

TpeOOBaHMS PA3IMYHBIX CTAaHAAPTOB M CHEUUPUKALINM,
takux kak ISO / IEC 27001, NIST SP 800-53, Common
Criteria u apyrue.

3. Ompegenurte, KakoW CTaHAAPT WM CHEHH(PHUKAIISI
HanOosee ymoOHa 1y orneHkw OesomacHoctd WT B
KOHKPETHOM CUTYyaluu.

Kputepun
OLIEHKHU
0e30IMacHOCTH
uH(pOpPMaIIMOH
HBIX
TEXHOJIOTHH.

1. Usyuwute pa3IYHbIC KpUTEPUHU OIICHKH
6e30macHOCTH WH(POPMAIMOHHBIX TEXHOJIOTHHA, TAKUE KaK
KOHQHUACHIIMATBLHOCTh, IIEIOCTHOCTh, JOCTYIHOCTh U
HEPEPHIBHOCTb.

2. Paspabotaiite MeToauky oreHku Oe3omacuoctu UT,
BKJTIOYAIOIIYIO OTpeJIeIIeHue COOTBETCTBYIOIIUX
KpUTEpUEB, BBIOOp aJCKBaTHBIX METPHK M  OICHKY
CTCTICHH 3aIUIIICHHOCTH CHCTEMBI.

3. Ilpoananu3upyiiTe MpUMEphl OLIEHKH O0€30MacHOCTH
NT Ha ocHOBE BBIOpPAHHBIX KPUTCPUEB W OIICHUTE WX
3 PEKTUBHOCTD.

PykoBomsmme
JIOKYMEHTBI
OCTOK
Poccumn.

1. HUccnenyiite pykoBoasmue aokymeHTtel DOCTOK
Poccun, cBsizanHble ¢ oOecriedueHHEM HH()OPMaMOHHON
6e3onacHoctH B Poccuiickoit deneparumu.

2. Pa3beputech, kakue TpeOOBaHMS W PEKOMEHIAIIUU
npemnaraetr @PCTOK Poccun 1o pa3iauyHbIM acreKTam
uH(popMaMOHHOW 0€30MacHOCTH, TaKUM KakK 3allluTa
NEePCOHAIBHBIX JAHHBIX, CPEJCTBA 3allUThl UHGOPMAIIUU
U ylpaBJiieHue HH()OPMAMOHHON 0€30MaCHOCTHIO.

3. Ilpoanammusupyiite BIIMSTHUE PYKOBOISIIIAX
nokymeHToB @CTOK Poccun Ha mpakTuky obecredeHus
nHpopManmonHou 6e3onacHocty B Poccum.




KOHTPOJIBHBIE BOITPOCHI

Tema 1. OcHOBHBIE acHeKThbl OCTPOEHUS CHCTeMbl HH(OPMALMOHHOM
0e30I1aCHOCTH.

1. [lepeuncnute OCHOBHBIE METO/IbI M CPEJICTBA 3ALTUTHI HHPOPMAITUH.

2. Jlalite onpeneneHuss KOMUPOBAHUS U NEKOAUPOBAHUSA.

3. Kak ocymiecTisieTcs 3ammra OT HECAHKLIIMOHUPOBAHHOTO JOCTYIA K
TaHHBIM?

4. OxapakTepu3yiTe Kjaacchl 0€3011aCHOCTH KOMIIBIOTEPHBIX CUCTEM.

S. Cdhopmynupyiite onpeesneHne 3I1eKTPOHHON U(PPOBO MOANCH.

6. Kakue pecypcbl cucTeMbl IOJDKHBI OBbITh 3alUIIAeMbl U B KaKOH
CTEINEHU?

7. KakoBa nomkHa ObITH MOJHAs CTOMMOCTh pEAM3allUMU 3alIUTHl U
3aTpaThl HAa SKCIUTyaTal{IO ¢ y4€TOM NOTEHIMAIBHBIX yIpo3?

8. Kaxkue yrpo3sl 10JKHBI OBITh YCTPAHEHBI M B KAKOW Mepe?

Q. Yo npenamnonaraeT cTaTH4eckasi 1eJI0CTHOCTh HHGopMauu?

10. C moMomipIo KaKuX CpeACTB AOHKHA OBITh peali30BaHa 3aIuTa?

Tema 2. Meponpusitusi o 3amure HHGOPMALUH.

1. Kakne mexanusmbl oOecrieueHnst 6€301acHOCTH CYIIECTBYIOT?

2. [lepeuncnure OCHOBHBIE TEXHOJIOTMUECKHE MEpPONPUATHUS
KOMIUIEKCHON CUCTEMBI 00ecrieueHns: MHPOPMallMOHHON 0€3011aCHOCTH.
Kakue npo6iembl nHGOpMAaMOHHONW 0€30MTaCHOCTH BBl 3HAETE?
Cocrapnstomuye nHGOPMAIMOHHON O€30MTaCHOCTH.
Cucrema popmupoBaHusi UHGOPMAIITMOHHON OE30MaCHOCTH.
Kakue cyiecTByroT MOJENH 3aMThl HH(OpMAIIU?
Yro mpeanonaraeT AMHaAMAYECKas IIEJIOCTHOCTh HHPOpMAITIH?
[ToHsiTHE KOH(UIEHINATBEHOCTH B MTH(GOPMALIMOHHON 0€30MacHOCTH.
[lepeuncnure OCHOBHBIE MEPONPUATHS OpraHu3aluu padboT Mo
00ecCIeueHuI0 3aIUThl HTHGOPMAIIUH.

10. Kakue cCymecTBylOT YpOBHU (POpMUpOBaHUS HHGPOPMAIIMOHHON
oe3omnacHocTU?

©CoOoN Ok~

Tema 3. TpeOoBanusa k apxurektype TKC pas  o0ecneyenus
0e30macHOCTH ee (PYHKIUMOHUPOBAHUA.

1. [IpaBUABLHO  TOCTpOEHHAs  apXUTEKTypa  peIIaeT  HEKOTOpHIE
npobnemsr Ub ceteit?

2. [lepeuncnure TpeOOBaHUS, MPEIBSABISIEMbIE K CHCTEMaM 3alllUThl
uH(bOopMaIuu.

3. [lepeuncnure OCHOBHBIE METOJBI U CPEACTBA OOECIICUEHUS 3allUThI
uHdopMaIuu.



4, Uto BKIIOYAKOT B ceOsl OpraHU3AIlMOHHBIE CPEJCTBA OOECIEeUYEHUS
3aIuThl HHpOpMaIuu?

5. XapaktepucTuka cucteMbl oOHapyskenus Bropxenuit (COB).

6. OCHOBHBIE METO/IbI 3AIIIMTHI OT aTaK Ha CETEBYIO HHPPACTPYKTYPY.

7. XapaKkTepucTuKa TEXHUYECKUX MEP 3alIUThI OT CETEBBIX aTaK.

8. Yrto BKIIOYAIOT B ce0s MpOrpaMMHO-aINapaTHBIE CPEACTBA 3allUTHI
uHbopMaruu?

9. PyxoBomsumii  gokymeHT «Kmaccuduxamusi aBTOMaTHU3MPOBAHHBIX
CHCTEM.

10. UYro BkmMOYaOT B ce0s MHKEHEPHO-TEXHUYECKHE CPEACTBA 3aIIUTHI
uHbopMaruu?

Tema 4. OuieHOYHBIE CTAHAAPTHI U TEXHHYECKHe ciennpUKannu.

1. Kommnexke noxkymentoB banka Poccum CTO bP UBBC, xpartkas
XapakTepucThka, nokaszarenu Mb. CnocoObl olleHMBaHUA MOKA3aTENEH.

2. [lonaTne «craHmapT», KpaTkas xapakrepuctuka «OpaHxeBon
KHUTW».

3. YTOo NOHMMAETCS 10T TEPMUHOM IIOJIUTHKA O€301acCHOCTH ?

4, Xapakrepuctuka crannapra 'OCT P MCO/M3K 15408

5. UYUT0 moHMMaeTcs NoJ; TEPMUHOM «YPOBEHBb FAPaHTUPOBAHHOCTI ?

6. [lepeuncnure METOBI U CTAHAAPTHI HU(PPOBAHUS.

7. Onummte cranaapthl 6e3onacHoct (WPA, WPA2). VPN.

8. Yro IOHUMAETCS () TEPMUHOM «OIeparMoHHasI
rapaHTHPOBAHHOCTH»?

Q. Mexaynaponssle ctangaptsl MmeHemxMenta b cepun ISO 27000.
Mogaens PDCA, crangaptsl NIST.
10.  Kakwue kaccel cTaHIAPTOB 0€30MTaCHOCTH BBI 3HACTE?

Tema 5. Kpurepuu ouneHkH 0e30MaCHOCTH HMH(OPMAIHMOHHBIX
TEXHOJIOTHH.

. MUIITUTE U X1 IIIHOCTEH B UTEPUSX OIEHKH

1 O ¢ uepapxuro cymuocrteit B "Kpure OIIEHK
6e3omacHOCTH UH(POPMAITMOHHBIX TEXHOJIOTUI".

2. HazoBuTe 0cCHOBHBIE TEPMUHBI, ONIMCaHHbIE B "KpuTepusix orieHKH
0e30macHOCTH UH(POPMALIMOHHBIX TEXHOJIOTUI" .

3. OnummuTe CTPYKTYpy Kilacca «IPUBATHOCTH.

4, OnummuTe CTPYKTYpy KJIacca «HCIOIb30BAHUE PECYPCOBY.

5. Yrto Takoe TpeboBaHUs JOBEpHUs O€30MACHOCTH U JIJIS Y€Tr0 OHU
HY>KHBI?

6. YT0 Takoe ypOBHH J1OBEpPHUS?

7. Kakwue cy1iecTBy0T MeXaHHU3Mbl 0OOecieueHus1 0e301MacHOCTH B
pacrpenenéHHbIX cucTeMax?

8. Kakune 3 cocraBmsomux HWHPOPMAUMOHHON O€30MacCHOCTH  BbI

3HaeTe?



Q. Uro sBiseTcst KpUTeprueM 0e30MacHOCTH?
10. Kakue OCHOBHBIE KpPUTEPUU M METOJOJIOTMH HCIOJIB3YIOTCS ISt
OLICHKH 0€e30MacHOCTU MH(POPMAITMOHHBIX TEXHOIOTUI?

Tema 6. PykoBoasimme nokymenTtsl ®CTIK Poccuu.

1. Kakue pyxoBomsmue pokymeHtel OCTOK Poccuum cymecTByroT?
[TonsTue "rocynapcTBeHHas TaiiHa'.

2. Uro xkonTposmpyet @CTIK?

3. PykoBogsimmii nokymMeHT «Kiaccudukaiusi Mo ypOBHIO KOHTPOJIS
OTCYTCTBUS HEJEKJIAPUPOBAHHBIX BO3MOXKHOCTEH», XapaKTEPHUCTHKA, OCHOBHBIC
MOMEHTHI.

4, Uro Takoe ceptudukar GCTIK?

5 Kto pykoBogutr @CTIK?

6 KTo perynupyer aesiTeaIpHOCTh B 001aCTH 3aUThl HHPOpMAIu?

1. Yewm otinuaercss PCTIK ot pcod?

8 Kto Beigaet munensuto @CTHOK?

9 Komy noguunsiercas @CTIOK Poccun?

10. PyxoBomsmmii mokymeHT «CBT. Ilokasarenu 3amuIieHHOCTH OT
HCJI k uapopmManinm», XapakKTeprucTUKa, OCHOBHbIE MOMEHTBI.
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HEPEYEHDb JIUTEPATYPBI U UHOOPMAILIMOHHBIX PECYPCOB

1. Texnonoruu obecredeHust 6€30MacHOCTH MHPOPMAITMOHHBIX CUCTEM
yuebHoe mocobue / A. JI. Mapyxanenko, JI. O. Mapyxnenko, M. A. EbpemoB [u
ap.]. — MockBa ; bepaun : Hupekr-Meama, 2021. — 210 c. — URL:
https://biblioclub.ru/index.php?page=book&id=598988 (marta oOpareHus:
22.05.2023). — Pesxum gocTyria: 1mo moanucke. — TeKCT @ AJIeKTPOHHBIH.

2. Mapyxnenko, A. JI. Pa3paborka 3ammuménnsix nntepdeiicos Web-
npwiIokeHul : yueoHoe mocodue / A. JI. Mapyxnenko, JI. O. Mapyxinenko, M. A.
EdpemoB. — MockBa ; bepmun : Jupekr-Menua, 2021. — 175 c. — URL:
https://biblioclub.ru/index.php?page=book&i1d=599050 (mara oOparieHus:
22.05.2023). — Pexxum mocTyra: mo moamucke. — TeKCT @ 3JIeKTPOHHBIN.

3. Ab6pamoB, I'. B. IIpocktupoBanue HWHGPOPMAIMOHHBIX CHCTEM
yuebHoe mocobue / I'. B. Abpamos, 1. E. Mensenkosa, JI. A. KopobGoBa. —
BopoHexx : BOpOHEKCKHI TOCYIapCTBEHHBIH YHHUBEPCUTET HHIKEHEPHBIX
TEXHOJIOTHH, 2012. - 172 C. - URL.:

https://biblioclub.ru/index.php?page=book&id=141626 (marta oOpareHus:
22.05.2023). — Pexxum gocTyria: mo moamnucke. — TeKCT @ AJIeKTPOHHBIM.

4, [lerpenko, B. W. TeopeTrnyeckne OCHOBBI 3alllMThl MH(MOpPMAIUH :
yuebHoe nocodue / B. U. Iletpenko ; CeBepo-KaBkasckuii denepanbHblii yHUBED-
cutet. — CtaBponosib : CeBepo-KaBkazckuit @enepanbubiii yHupepcuteT (CKDY),
2015. — 222 c¢. — URL: https://biblioclub.ru/index.php?page=book&id=458204
(mata oOpamenus: 22.05.2023). — Pexxum poctyna: mo mojmucke. — TekcT :
AJIEKTPOHHBIM.

5. AsepuenkoB, B. W. Cnyx06a 3ammrel mHDOpMaIuu : OpraHu3anus u
ynpasienue : yueonoe nocodue / B. . Apepuenkos, M. 0. PeitoB. — 4-¢ u3n.,
crep. — MockBa : @®JMHTA, 2021. - 186 c¢. — URL:
https://biblioclub.ru/index.php?page=book&i1d=93356 (mara oOpalieHus:
22.05.2023). - Pexxum moctymna: mo moanucke. — TEeKCT : 3JeKTPOHHBIH.



