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BBEAEHUE

Kommyrtaroper DES-3200 BxoasT B JMHEWKY  yHopaBisieMbIX
komMyTaTopoB D-Link ypoBHs 2 cepun XStack, mpeaHazHaueHHYIO IS ceTei
Metro Ethernet (ETTX u FTTX). KommyTaTops! ocHariensl 8/16/24 nopramu
100Mo6wuT/c Fast Ethernet, a Takxe 2/4 kombo-mmopramu Gigabit Ethernet/SFP.
KommyTtarop DES-3200-10/18 BeInoOSIHEH B KOPITyCe MHUPUHON 9 TIOWMOB J1JIs
HAaCTOJIbHOM YCTAaHOBKM W OCHAUIEH IACCHUBHOW CHUCTEMOM OXJIAXICHMUS,
npuMeHuMon npu passeptbiBanuu cereit ETTH. Kommytatoper DES-3200-
28/28F oOecneunBaroT MOIKIIOUYCHUE IO MEIHM WM ONTHKE Ha cKopocTu Fast
Ethernet, gaTo siBisieTCS MPEeUMYIIECTBOM ISl pa3IMdHbIX NpuiokeHui Metro
Ethernet. YcrpoiictBo 006namaer MpakTHYHBIM AW3aHHOM C IOMICPKKON 4
KoMOo-mmoptToB Gigabit/SFP, koTopsie oOecrieunBarOT IOJIOCY MPOIYCKaHHUS
4I°0uT/c ¢ TOANEPIKKOM TONOJIOTMH JBOMHOro Kojbla cetu Ethernet.
KommyTarop DES-3200-28F obecrnieurBaeT Moak/iIrOuUeHUE HA PACCTOSHUU [0
20 xm s npuitokernit cetn Metro Ethernet.

HEJIb PABOTbI

[lenp nabopatopHO pabOTHI - MOJTYUYCHUE HABBIKOB HACTPOWKH MOPTOB
KOMMYTaTopa, W3Y4YeHHE TEXHOJOTHUH 3epKajaupoBanusi moptoB (Port
Mirroring) w  mpuHOHMIOB  pabOTBl  CO  CTaTHYECKOH  TaOHIeH
TIepeHaIpaBJICHNs KOMMYTaTOpA.

HOPAJOK BbBIIIOJIHEHUS PABOTbI

[TosryunTs 3a1aHue

N3y4nuTh TEOPETUUECKYIO YACTh
BBITTOJTHUTE TPAKTUYECKOE 3a/1aHUE
Hanucats BBIBOJ

R S\

COILEPKAHUE OTUETA

TUTYJIBHBIN JTUCT

3agaHve B COOTBETCTBUY C BAPUAHTOM
Brinonnennoe 3aganue

BriBox

rodE



TEOPETUYECKAA YACTDb

Ynpasienune kommyraTopom D-Link cepun DES-3200

Kommyrtaroper D-Link cepun DES-3200 BxiarogaroT —clieayromue
moxaemu: DES-3200-10, DES- 3200-18, DES-3200-26, DES-3200-28.
VYnpaBnenue  KOMMyTaTopamMyd  JaHHOM  cepuu  (majmee  IpocTo
KOMMYTaTOpaMu) BO3MOKHO YETHIPbMS Pa3IUYHBIMU CIIOCOOAMU:

® JIOKaJIBHO Yepe3 MOoce0BaTeNIbHbINA TOPT KoMMyTaTopa RS-232
(diagnostics port);

e yepes ceTh 1o mpoTokoiy telnet;

e yepes ceTh 1o poTokoiy http ¢ ncmosb3oBanneM Web-unTepdeiica;

e uyepes ceTh 1o npotokory SNMP.

B pamkax jgaboparopHoii paboTHI IpeIoiaracTcs UCIoib3oBaHue Web-
untepdeiica. B moboM ciyuae, nepBoHavyaibHOe HazHaueHue [P-aapeca
KOMMYTATOPY JOJKHO OCYIIECTBISATHCS YEPE3 KOHCOJIb, MOJIKIIOUYEHHYIO K
diagnostics-mopty. s 3toro Heooxoaumo noakmounte COM- kabenp K
kommyTaTtopy uepe3 COM-nmoprt. Jlamee WUCHIONIB30BaTh CIEAYIONLYIO
KOMaHJIy:

screen/dev/ttyS0

[Tocne moakIOUEHUsT K KOHCOJIM Ha SKpaHE MOSABUTCS 3aMpoC YUETHBIX
naHHbIX. Ecnu 3anpoc He nosBisieTcs, HaxxmuTe Enter 1-2 pa3za. 3aBojickue
HACTPOMKHU TMPEAMNOJIaraloT UMs TIOJb30BaTeNis W TapoJib PaBHBIMU
«adminy. ITo ymomuanuto (3aBOICKME HACTPOMKH) KOMMYTATOPYy Ha3Ha4YEH
IP-ampec 10.90.90.90. Jlns nHaszHauenus npyroro IP-aapeca mcnoinb3yite
CIICAYIONTYI0 KOMaHY:
config ipif System ipaddress IP-aopec/macka_noocemu

Macka mnoaceTd MOXeT 3ajaaBaTbcs 100 B Buae I[P-agpeca, nmbo
YHCJIOM, 33/IA0IINM KOJUYECTBO OUT, OTBOJAMMBIX MO CeTh. IIpumep:

config ipif System ipaddress 192.168.1.5/255.255.255.0 config ipif
System ipaddress 192.168.1.5/24

[locne BbimogHeHUsT J000M KOMaHIbI HEOOXOJAMMO  BBIOJIHUTH
KOMaHAy save JJid COXpaHEHHUs 3aJaHHbIXx u3MeHeHnd B NVRAM
komMmyTaropa. [locne Ha3HAYEHUS KOMMYTATOpy KeJaeMbIX HacTpoek IP-
MIPOTOKOJIa MOXKHO 3a/IeiicTBOBaTh web-unTepdeiic ynpasienus. st 3Toro



Ha MalllMHE, KOTOpasi BKJIIOYEHa B Ty ke [P-moxcers, 4To m koMMmyTarop
(Jrobast MammHaA B JTaOOpAaTOPHOM CTEHJIE), HEOOXOaMMO B web-Opay3epe
BBectu [P-aapec kommytatopa. IlosiBUTCS OKHO ayTeHTU(UKALUU
NIOJIb30BATENA .

Connect to 10.90.90.90

User name: € admin v
Password: escee
Remember my password
[ OK ] [ Cancel ]

Pucynok 1 — OkHo ayTeHTHU(DUKALINS TOJIb30BaTENS
[Tocne ayTenTudukanmu OyaeT OCyIeCTBIECH EPEX0 Ha CTPaAHUILY
yIpaBJICHUS .
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Pucynok 2 — CtpaHuiia yrnpaBieHUs

Pa3BepHyTOE MEHIO YIIpaBICHUs] KOMMYTaTOpPOM B o0jacTu 1 umeer
CHEAYIOLLYIO CTPYKTYPY:

e System Configuration (Hactpotika)
o System Information (Mudopmanus o cucreme)



O

Port Configuration (Hactpoiiku moprta)

Jumbo Frame (Hactpoiiku mxxamborpamm)

Serial Port Settings (HacTpoiiku mmocie10BaTeIbHOTO I0pTa)
System Log Configuration (Hactpoiiku xypHaIupoBaHusi)
System Log (CucteMHBbI# KypHai)

User Accounts (ITons30BaTenbckre yYETHBIE 3aITUCH )

Time Range Settings (HacTpoiiku BpeMEHHOTO JThara3oHa)
Device Information (Madopmanus 06 ycTporicTse)

Static ARP Settings (Cratuueckue 3anvicu ARP)

Password Encryption (ILIudpoBanue naposeit)

CLI Paging Settings (HacTpolika cTpaHHUIbI TEKCTOBOI'O
uHTepdeiica)

Firmware Information (MadopManus o mpoIrimBke)

e Management (Ynopasiienue)

O

O

O

ARP Spoofing Prevention Settings (Hactpoiiku
npenoTBpaiieaust ARP Spoofing)

Gratuitous ARP(Camoo6paménnsiii ARP)

[Pv6 Neighbor Settings (Hactpoiiku IPV6-coceneit)
IP Address Settings (Hactpoiiku IP-ampeca)

Single IP Management (Hactpoiiku Texaomoruu SIM)
SNMP Settings (Hactpoiiku npotokoia SMTP)
Telnet Settings (Hactpotiku telnet-mocryma)

Web Settings (Hactpotiku Web-mocTyra)

e [.2 Features (Bo3amoxxHOCTH 2 YPOBHS)

(@]

(@]

(@]

802.1QStaticVLAN (Hactpoiiku nporokoia 802.1Q)
802.1vProtocolVLAN (Hactpoiiku mpotokomna 802.1v)
GVRP Settings (Hactpoiiku anoncupoBanus VLAN)

MAC-based VLAN Settings (Hactpoiiku VLAN Ha ocHOBe
MAC-aapecoB)

PVID Auto Assign Settings (Hactpoiika apronaznaueuus PVID)
VLAN Trunk Settings (Hactpoiiku maructpansasix VLAN)
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Asymmetric VLAN Settings (HacTpoiiku acCHMMETpHYHBIX
VLAN)

Q-in-Q (HacTpoliku TBOMHOIO TETHPOBAHMS)

Layer2 Protocol Tunneling Settings(Hactpoiiku
TYHHEJIUPOBAHUS MPOTOKOJIA 2 YPOBHS)

Spanning Tree (HacTpoiku mpOTOKOJIA CBSA3YIOMIETO JIepeBa)
Port Trunking (Co3nanne MarucTpaibHBIX KaHAJIOB)
LACP Port Settings (Hactpoiika mpotokoiia LACP)

MAC Address Aging Time (HacTpoiiku BpeMEeHH ycTapeBaHUs
MAC-anpecoB)

MAC Notification Settings (Hactpoiiku yBemomienuii o MAC-
azpecax)

IGMP Snooping (Hactpotiku ananu3a IGMP-Tpaduka)
MLD Snooping Settings (Hactpotiku ananmmsza MLD-Tpaduka)
Traffic Segmentation (CermenTauus Tpaduka)

Loopback Detection Settings (Hactpoiiku oOHapyXeHHUs TISTEIIb)

Forwarding & Filtering (Hactpotiku niepenarnpasieHus n
¢uapTpanun)

LLDP (HacTpoliku mpoTokojia 00Hapy>KEHUsI KaHAJILHOT'O
YPOBHSI)

Ethernet OAM (Hactpoiiku nmpotokona 802.3ah—

AKCIUTyaTalus, aAIMUHUCTPUPOBAHUE U OOCTY>KUBAHUE
KaHaja)

Connectivity Failure Management
(HacTporiku YIIpaBJICHUSA Ka4E€CTBOM
(U3MYEeCKOro KaHamia)

ERPS Settings (Hactpotiku 3amnuiéHaoro kojsiia Ethernet)

e [.3 Features (Bo3moxxHOoCTH 3 YpOBHS)

(@]

(@]

[Pv6 Interface Settings (Hactpoiiku IPv6-untepdeiica)
[Pv6 Route Settings (Hactpoiiku IPv6-mapiipyTa)

e QoS (YnpapieHue KaueCTBOM CEpBHCA)

O

802.1p Default Priority (ITpuopurerst 802.1p 1o ymodaHuio)



o 802.1p User Priority (ITop3oBaTenbcKast HaCTPOIKa
npuopureror 802.1p)

o Bandwidth Control (YnpaBnenue moiaocoit mporryckanus)

o Queue Bandwidth Control Settings (Yupasienue
MPOMYCKHOM CIIOCOOHOCTBIO OUepe/In)

o Traffic Control (YnpaBienue Tpadukom)

o QoS Scheduling Settings (Hactpoiiku pacnpeneineHus BaXXHOCTH
ouepeaei)

o Priority Mapping (OtoOpaskeHre npuopuTETOB)
o TOS Mapping (OtobpaxeHHe THIIA CEPBUCA)

e ACL (Cnucku KOHTpOJIS AOCTYMA)
o ACL Configuration Wizard (Macrtep Hactpoiiku ACL)

o Access Profile List (ITpogunu nocryna)

o CPU Access Profile List (Cricku KOHTpOJIS JOCTyTA K
IPOLIECCOPY)

o ACL Finder (ITouckosuk ACL)

o ACL Flow Meter (Hactpotiku cBszu ACL ¢ mponyckHoii
CIIOCOOHOCTRIO KaHaa)
e Security (ITapameTpbl 6€3011aCHOCTH)

o 802.1X (Hactpoiiku mporokona 802.1X)

o RADIUS Attributes Assignment (HacTpoiiku Ha3HAYCHHS
aTpuOyToB npoTokoiaa RADIUS)

o MAC-based Access Control (koHTpoJIb JOCTYyITa HA OCHOBE
MAC-anpecoB)

o DHCP Server  Screening Settings  (Hactpoiiku
skpanupoBanus  cepBepa  DHCP)Safeguard Engine
(ynpaBiieHuE MEXaHU3MOM COOCTBEHHOM O€30MaCHOCTH)

o Access Authentication Control (Ympasienue
ayTeHTU(UKAIIMEH YIIPaBISIOMINX UHTEP(PEICOB)

o SSL Settings (Hactpoiiku SSL)

o SSH (Hactpoiiku SSH)

o Trusted Host (Bsi6op y3710B 1151 yIIpaBicHuUs)

o DoS Prevention Settings (HacTtpoiiku npegorspamienust DoS-
aTaK)
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o IP-MAC-Port Binding (Css3p IP-MAC-Port)
o Port Security (bezonacHocTs nopra)

e Network Application (CeTeBble NPUIIOKEHNS)
o DHCP Relay (Perpancismus DHCP)

o DHCP Auto Configuration Settings (Hactpoiiku cepsepa
DHCP)

o PPPOE Circuit ID Insertion Settings (HacTtpoliku go0aBienus
noJist Circuit-ID B xanpsr PPPoE)

o SNTP Settings (Hactpoiiku mporokona SNTP)

e OAM
o Ethernet OAM (’KypHait coObITHIA U CTATHCTHKA ONEpaInii
OAM)
e Monitoring (IIpocMoTp cocTosiHMS)
o CPU Utilization (3arpy3ka mpoiieccopa)
o Port Utilization (3arpy3ka nopra)
o Memory Utilization (3arpy3ka mamsTh)
o Packets (KonnuecTBo makeToB)
o Errors (KonuuecTBo ommook)
o Packet Size (KonnuecTBo MakeToB onpeAcIEHHOro pa3Mepa)
o Port Mirror (Hactpotiku 3epkaqupoBaHUs TIOPTOB)

o Ping Test (BcTpoennas yrunmra Ping)

o Trace Route (YTunura traceroute)

o Cable Diagnostics (JIlnaraoctuka xaoes)

o Port Access Control (CoctosiHre 10CTyma K OPTY)
o Browse ARP Table (Ta6auma ARP)

o Browse VLAN (Taommma VLAN)

o IGMP Snooping (Coctosaue anaiauza IGMP)

o LLDP (Crarucruka u uapopmarus LLDP)

o Connectivity Fault Management (CocrostHue 1 CTaTHCTHKA
npotokosia CFM)

o MAC-based Access Authentication State (CoctosiHue
ayreHTudukanuu Ha 6aze MAC-aapecoB)

o Browse Session Table (Tabnuia ceancon)

o MAC Address Table (Tabaumna nepeHamnpaBicHus)
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e Save and Tools (CoxpaHeHHUE ¥ yTHIIUTHI)
o Save Configuration (CoxpaHeHHe HACTPOEK)

o Save Log (CoxpaHeHue XypHaa)

o Save All (Coxpanenmue Bcero)

o Configuration File Upload & Download (3arpy3ka u
cKauuBaHue (ailia HACTPONKHM)

o Upload Log File (3arpy3ka ¢aitna xxypHana)

o Reset (Copoc)

o Download Firmware (CxaunBaHu€ MPOIIUBKH )

o Reboot System (ITepesarpyska)

[Ipn HAaYanbHOM 3arpy3Ke CTPAHULBI U IPU HAXKATUU HA KOPHEBYIO
ccouiky «DES-3200» oToOpaxaerca nundgopmaiiusi 00 yCTpoiCTBe U peKuMax
paboThI YCTPOUCTRBA.

Device Intormation

Device Type DES-3200-20 MAC Adaress 00-32-28-310-20
System Name IF Address 10,80.90.90 (Stane)
System Location Mask 255.000

System Contact Oatevay 0000

Boot PROM Version 1.006002 Manzgament VLAN defauit

Flirmware version 1108074 Login Timeout (MInuies) 10mins

Hardvars Version Al Dusal Image Supponed

Systern Time SO0 000147

Device Status and Ouick Cordiur ations

SNTP Disabled Setings Jurnho Frame Enabled Satings
Spanning Tree Dizsbled Sstongs MLD Srooping Disables Semnays
RMON Disabled Satngs 1GNP Snoop ing Disableg

Safegquarg Engine Disabled Sal MAC Notfcaton Disablea

Syslog Olons! State Ensbied Setings 021X Enabled S
s8L Disabled Semngs a5H Disablen
CARP Disabled Ssmngs Fant Mimor Disables
Password Encryption Disabled Setings gingle IF Management Disabled 3
Talnet Enadied (TCF 27) Satngs CLIF3ging Enabler
D Enadied (TCP 80) Satings WLAN Trunk Disablsd Semings

Pucynok 3 — Mndopmanus 06 yctpoiicTse

ITonHoe onucaHue Bcex ITYHKTOB IAHHOTI'O OKHA IIPUBCICHO B Ta6J'II/II_IC 1.
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Ta6muma 1 - Onucanre Bcex myHKTOB okHa Device Information

[TyHKT Haznauenue
Device Type OTtoOpaxaet TUII (koMMmyTaTop,
KOMMYTAaTOp YPOBHS 3,
MapHIpyTU3aTOP) U MOJIENb YCTPONCTBA
System Name [To3BousieT 3a/1aTh UM
KOMMYTAaTopa, KOTopoe Oyaer oToOpa)kaTbCs
B MEHIO BeO- Opaysepa npu

ymnpaBjieHuu kommyTtaropom mo Web wimu Ha
TOTOJIOTUH CETU MIPH YIIPABIECHUU KOMMYTaTOPOM IO
SNMP-nipotokony

System Location

[To3BonseT 3a1aTh PACIIOJIOKCHNUC KOMMYTATOpa

System Contact

[To3BousieT 3a/1aTh UMl 4eJI0BEKa,
OTBETCTBEHHOTO  3a 00CIyKMBaHHE KOMMYTaTopa

Boot PROM
Version

OTtoOpaxkaet Bepcuro 3arpy3unka OC koMMmyTaTopa

Firmware Version

OtobOpaxaet Bepcuto OC koMmmyTaTopa («IPOIIUBKI))

Hardware Version

OT00pakaeT BEpCUIO allapaTHOM YaCcTH KOMMYyTaTopa

System Time OTtoOpakaeT nmoka3zaHue CUCTEMHBIX YaCOB

MAC Address OTtob6paxxaer MAC-anpec KOMMyTaTopa

IP Address OTtobOpaxaet IP-agpec kommyTaTopa

Mask OToOpaxkaeT Macky ajgpeca KOMMYTaTopa

Gateway OToOpakaeT HACTPOEHHBIN IIUTK03 110 YMOJTYAHHUIO
Management OtoOpakaer wumsi  BuptryainbHot cetm VLAN  nansa
VLAN yIpaBJjeHUs. YIPaBIATh YCTPOMCTBOM MOKHO TOJIBKO YEPE3

T€ MOPThI, KOTOpBIE BXOAT B 3TOT VLAN

Login Timeout

OtoOpakaeT BpeMs HEAKTUBHOCTH (B MHHYyTax), IOCIHE

KOTOPOTO  TPOM3OMAET  OTKIIOUEeHHWe OT  uHTepdeiica
YIPABJICHHUSI

Dual Image OtoOpakaeT  MOCTYMHOCTh  (QYHKOHH  TyOJUpOBAHUS
3arpy304HOro oOpaza CUCTEMBbI (mo3BosieT
BOCCTAHOBUTh pabOTy KOMMYTaTtopa TIpH TOBPEKICHUH
OCHOBHOTO 00paza)

SNTP Otobpaxkaet coctosHre npotokojia SNTP

Spanning Tree

OtoOpakaeT, BKIIOYEH WM OTKIKOYEH MPOTOKOJ Spanning
Tree

RMON [To3BoJII€T BKIIOYUTH WM OTKIIOUUTH yripaBienue no RMON
Safeguard engine | OtoOpaxaet coCTOsIHUE TEXHOJIOTHN camo3amuThl Safeguard
Syslog Global [To3BOJISIET BKIFOYUTD WIIA OTKIIOYUTH CUCTEMHBIN Ky pHAI

State
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SSL [To3BOMsIET BKIIOUNTH WM OTKIIOUNTH ImudpoBanune HTTP-
Tpaduka 10 uaTEpdEiica yrnpaBieHus

GVRP [Io3BoJIIET BKJIIOYMTH WM OTKJIKOYUTH AHOHCHPOBAHME
nocTynHbiX Ha noptax VLAN

Password [To3BOMSIET BKIIIOUUTD UM OTKJIIOYHUTH MIK(pOBaHUE Maposien

Encryptio

n

Telnet [To3BoJIIeT BKIFOYUTH WM OTKIIIOYUTH yIipaBieHue mo Telnet

Web [To3BoJIIET BKIIIOYUTH WM OTKIIIOUUTH yiipaBieHue mo Web

MLD Snooping [To3BoJISIET BKJIIOUUTH WM  OTKJIIOUWUTH aHAIU3 Tpaduka

nporokosia MLD

IGMP Snooping | ITo3BosiseT BKJIIOYXTH WU  OTKIOYHWTH aHAIW3 Tpaduka
nporokona IGMP

MAC Notification | OroOpakaeT, BKJIIOUEHO HJIM OTKJIFOYEHO YBEIOMJICHHUE O
MAC-anpecax

802.1x [To3BOJIsIET BKIIOUUTH WK OTKIFOYUTH mpoTokos IEEE 802.1x

SSH [T03BOJISIET BKIIIOUNTD WU OTKJIFOYHTH yIpaBieHue no SSH

PortMirror OToOpaxkaeT, BKIIOYEHO WJIM OTKIIOUEHO 3EpKAIUPOBAHUE
TIOPTOB

Single IP OtoOpakaeT, BKIIOYCHO WM OTKIIOYCHO YIPAaBICHUE C

Manageme MOMOIIIBI0 TexHOJIoTUM SIM

nt

CLI Paging [To3BossieT HACTPOUTH CMOCOO pa30ueHuss Ha CTPAHUIIBI
TEKCTOBOT'0 HHTEpderica

VLAN Trunk [To3BosisieT  BKJIIOYHUTH  WJIH OTKJIFOUYHTH

noaaepkky maructpasibusix VLAN

[Tocnme wu3MeHEHUs KaKoro-iubo MyHKTa MEHI0 HEOOXOIMMO HaXaTb
KHOTIKY «ApPPly», 4TOOBI HACTPOMKHU BCTYITHIIM B CHITY.

BHUMAHME: Ilocie u3MeHEHHUs JIOOBIX HACTPOEK KOMMYTaTopa,
HEOOXOJMMO  BBIMIOJIHUTH ~ KOMaHAy Ha  coxXpaHeHue  (pasmen
«SaveChanges»), ecimu Bbl X0THTE, YTOOBI HACTPOMKH OCTAIHMCh IIOCIIE
BBIKJTFOUCHHS TTUTAHUS U TIepe3arpy3Ku KOMMYTaTopa.

Pa3nesbl MeHIO ynpaBJieHus
Paznen Port Configuration
Port Configuration cocTouT U3 HECKOIBKUX Pa3JIeoB:

Paznen Port Settings
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FromPort  To Por State Speed Tunlax Flowr Cordr Addiess Learmning Mediom Type MO
0w 01 » Enabled = S ¥ Disablad » Enabled = Copps - v Apgiy
Relres
Port l mile l Spe e uples l Flews Cortm [ connecton l Aadress Lesming l " IA
) Enadied Autn Disan led 1 DOMMHaIMNone naniac Aum
17 Enadlad At Drsab lsd | Link Doy | Enablac A
23 Enatled Aut Diasat led | Link Dowr | Enanied Aty
M Enadied AL Disa0ied Lins Down Enaniec Al
14 Enabisg AUt Disat led Link Dower Enablad Ao
o€ Enadied Aute Disanied Link Do Enaniec Al
)" Enadlad Aut Disab led | Link Doy | Enablac M
0e Enatied At Disab led | Link Do | Ensbled Ao
o Enatied Aute Disatied Link Dowr Enanled Aum
N Enabled A Disab led Link Dowr Ensbled A

Pucynok 4 - Paznmen Port Settings

[To3BosieT yrpaBIIsITh HACTPOUKAMU MTOPTOB
« From Port - nauansHbBIN HOMED TOpTa

« To Port - xoneunsIii HOMep mopTa. K BeIOpaHHOMY AHana3oHy IMOPTOB
OyJlyT IPUMEHEHBI JaTbHEUIIINE HACTPOUKHU

- State - cocTostHue mopTa (BKIIOYEH/BBIKITIOUYEH )

« Speed/Duplex - ckopocTh opTa ¥ HACTPOHKH AYILICKCA

- Flow Control - ynpasnenne morokom

- Address Learning - BKJIFOYHTH HJIN BBHIKIIOUUTH POLECYPHI H3yUCHHS
aJIpECOB aNTOPUTMA MTPO3PAYHOTO MOCTA

« Medium Type - Tan cpenbl (TpUMEHSIETCS TSI KOMOO-TTOPTOR)

- MDIX - nonsipHOCTh IOpTA

Paznen Port Descriptions

ITo3BoJseT 3a1aTb OITMCAHUSA ITIOPTOB

From Port ToPort Madwm Trpe Desaphon

v 91wl |Coppe v Aoy )

For J ascnphon J“

Pucynok 5 - Pasnmen Port Descriptions

- From Port - HauanbHBIN HOMEp HOpTa
- To Port - koneunsiit Homep nopta. K BeIOpaHHOMY JHamna3zoHy MopTOB
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OyIyT MpUMEHEHBI TaJIbHEHUIIINEe HACTPOUKHU
- Medium Type - tam cpenbl (TpUMEHSIETCS TSI KOMOO-TTOPTOR)
- Description - onucanue

Pasnxea Port Error Disabled

OtoOpaxkaeT MOPTHI, OTKIIOUECHHBIE B PE3YyJbTAaTE€ CHUCTEMHON OIIMOKU
(oOHapy>xenue netiau STP unyu aiMUHUCTPAaTUBHOE OTKJIFOYEHUE TIOPTA)

Fan I FotS1ate ] Connacton Stans I Reason ]

Puc. 6 - Paznen Port Error Disabled

- Port - Homep nopta

- Port State - cocrosinue mopra

- Connection Status - cocTosgHUe COeTUHEHUS
- Reason - npuunna

Pa3aea Port Mirror

[To3BosnsieT yrpaBiaaTh GyHKIHUEH 3epKaTUPOBAHUS TTOPTOB

Minot Port State @ Disavied O Enabled

TargetPon 1 v

Source Fod

Source Port Seftings

SniferMode |

~
-

2 A 6 b 8 1 3 [ 2 il
e O OO OROROROSOSOSOSOROS O OO SOS OSOSOSOS OO O O
Rx S 9 0 6 6 5 0 0 O 6 O 0 0 S G PO S e O e 0O e 0 0
Both e el 6 0 (e e 0 8 o 6 o o o 3 0 o 6 o 3 0 o o o o o o o
None 0 0"0 0 0 0 0 0 0 0 0 0 0 0 0 O 0 0 0 0 0 0 0 0 © 0 O
x
Rx

Pucynok 7 - Pa3gen Port Mirror

- Mirror Port State - akTHBHOCTh (DYHKIIUN
- Target Port - BeixogHo# nopT
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- Source Port - mpociyirBaeMbie TOPTHI

- Sniffer Mode - HacTpolika MpocaymuBaeMbIX TOPTOB M HAIIPABJICHUS

Tpaduka
o X - TOJIBKO
UCXOIIUN Tpaduk
o RX-Tonbpko
BXOSIIUN TpapuK
o Both-o006a
HaIpaBJICHUS
o None - He npociymBaTh

Pasznen Forwarding & Filtering

Forwarding & Filtering cocTouT M3 HECKOJIBKUX Pa3/CiOB:

Pa3nen Unicast Forwarding Settings

VLA D {1-4094) MAC Addrees 120-00-0C-02-00-00 | Pat o1 v | apple |

Pucynok 8 — Paznmen Unicast Forwarding Settings
I1o3BoseT YIPaABJATh CTATUYCCKUMU 3alIUCAMU Ta6JII/IHBI KOMMYTallun

« VLAN ID - VLAN, B KOTOpOM JI€ICTBUTEIIbHA 3aTUCH
« MAC Address - MAC-anpec y3na
o Port - mopT, Ha KOTOPOM HAXOIUTCS y3€I

Pasznen PingTest

I1o3BOsIET BBIOJIHUTD ITPOBCPKY AOCTYIIHOCTH Yy3Jjia
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~

Do you want to save the sefings ? Dyes ONo AReboot

|
|!f you do nat save the settings. all changes made in this s2s3ion will be lost

Pvd Ping Test

Enterthe |P adcress of the device or stafion youwantta ping, then click Staet.

Targel IP Adcress | 0.00.0

Repest Pinging for ® Infintz tmes
Ol | 1-265tmeg)

Timeout i | ¢1-98.500) Start

Pucynok 9 - Paznen PingTest

o Target IP Address —aapec y3i1a
« Repeat Pinging For —xoymm4uecTBO IOBTOPOB

o Timeout —3ameprkKa 0’KHMJIaHUS OTBETA

YTuanrsl MOHMTOPHHIA CETH

Hwxe npuBenacH psAx yTWINAT, HWCHOJB3YIOIIUMXCA B OINEPALIMOHHBIX
crcreMax cemeiictBa LiNUX aist paboThI € CeThIO.

ping

Hcnons3yercst 111 TPOBEPKH COCIMHEHHUS C YIAJICHHBIM  Y3JIOM.
Yrunura Ping mcmoas3yeT makeThl 3Xo-3ampoca (echo request) u sxo-
otBeta (echo reply) nporokomna ICMP (Internet Control Message Protocol)
JUTSL IPOBEPKHU JTOCTYITHOCTH M PabOTOCIIOCOOHOCTH OIPEEIEHHOTO y3Jia
TCP/IP. [leiictByer mocpeactBoMm mochliku ICMP makeToB v 0XugaHus
OoTBeTa B TedeHUEe 1 CeKyHIbl (3HaueHWe Mo ymosidanuio). Ha skpan
BBIBOJUTCS BpEeMS B MWUIMCEKYyHIaX, 3aTpadyeHHOE Ha OXHUIaHUE
OTKJIMKA.

CuHTaKCHUC KOMaHIHOU CTPOKH:

ping IP-address wiu DNS-ums yoanennozo xocma

[Tpumep:
ping 193.233.81.1
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PING 193.233.81.1 (193.233.81.1): 56 data bytes

64 bytes from 193.233.81.1: icmp_seq=0 tt|=63
time=83.716 ms 64 bytes from 193.233.81.1:
icmp_seq=6 ttI=63 time=1.949 ms 64 bytes from
193.233.81.1: icmp_seq=7 ttlI=63 time=31.293 ms

C

--- 193.233.81.1 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.949/18.160/83.716/26.597 ms

B mone time ykaspiBaeTcs, 3a Kakoe BpeMms (B MIJUIMCEKYHJaX)
MOCJIAHHBIA MAKET JOXOJUT 10 YJAJIECHHOTO y3Jia U BO3BpAIlA€TCs Ha Balll
y3en. I[lone ttl ykaswiBaeT Bpems xu3HHM makeTa. Ilociae mpHOCTAaHOBKH
BBITIOJIHEHHSI YTWIWTBI OHA BBIJIAET CTAaTUCTHUKY: CKOJIBKO TAKETOB
MOCJIAaHO, CKOJIBKO MOJIYyYE€HO M YTEPSHO, BpeMsl 3aJeP>KKU (MUHUMAJIBHOE,
CpeAHEE U MAKCHUMAJIBHOE).

Bwmecto IP-agpeca xocta moxker ObITh yKa3aH MIMPOKOBEIIATEIIbHBIN
aapec. B stom ciydae pe3yspTaToM paOOThl YTUIUTHI OyJE€T CHHUCOK
y3JI0B, OTKJIWKHYBIIUXCS Ha 3anpoc. OTKIMKHYTCS BCE Y3JIbl CETH,
AKTUBHBIE B  HACTOSIIIMA  MOMEHT U  HMEIOIINE IP-anpec,
COOTBETCTBYIOIINM YKA3aHHOW MAacCKe.

tcpdump

OnHuM W3 MOIIHBIX CPEACTB aHaliu3a BCEM CETEBOM aKTUBHOCTHU
sBiseTcss yruimra tcpdump. OHa mepeBOAMT ceTeBol WHTEepdelc B
PSKHUM IIpUEMa BCeX MakeToB (PromisCuous) U BEIBOIUT MH(OpMAIUIO Ha
skpad. B Linux Takoe MEPEeKITIOYCHHE BO3MOXKHO TOJBKO  JUIS
CYIIEPIIOIB30BaTEIISA, TO €CTh JUIS IMOJTHOIIECHHOTO MCITOJIb30oBanus tcpdump
HEOOXOMMO 3apeTrUCTPUPOBATLCA MOJI Mojdb3oBateneM root. Ha npyrux
cucremMax TpeOOBaHMSI HEMHOIO JPYrW€ W OHM TMPEJCTABICHBI B
JOKyMEHTaIuu K tcpdump.

CHHTaKCUC KOMaHIHOM cTpokm tcpdump  cieayrommii:  tcpdump
[<onyuu...>] <evipasicenue urompa>

Haubonee ncronb3yemeie onuu tcpdump:
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-C <yucjio nakemoeg>

Ckonpko TMmakeToB cuuTaTh. [locie cuMTBIBaHUS TIOCIEIHErO ITaKeTa,
tcpdump 3aBepimaer
pabory. Hanpumep, «tcpdump -c 50» cumthiBacT ToJbKO 50 makeTos.
Ecaun sTOoT mapameTp HE yKa3pIBaeTCsA, TO OyAyT CUMTHIBATHCS BCE
makeThl, MokKa paboTa tcpdump He OymeT 3aBepiieHa KOMOHMHAIIMCH
kinasui Ctrl+C.

-1 <unmepdgetic>

Ha kakom unHTepdeiice ocymecTBIaTh cheM HHpopmaiuu. Hampumep,
«tcpdump -i eth/» ocymectBiaser chéM maHHBIX Ha BTOopoMm ethernet-
uHteperice ethl. Jlannas ommms mMmoie3Ha, KOrja Ha HCIOJIb3YEMOM
KOMIIBIOTEpPE UMEIOTCS 2 U 00Jiee CETEBbIX KapT.

-S <yucno 6aum>

Ckonpko OaliT Hadalla KaXKJIOro ITaKeTa CYMTHIBATh. 110 yMoadaHUIO
UCIIONB3yEeTCA 3HadeHue 68 OaiT. DTOro MAOMKHO XBaTaTh JIs
paciiuppoBKM  JaHHBIX M3  3arojIOBKOB  MAaKETOB  OOJBIIUHCTBA
MIPOTOKOJIOB, OJTHAKO MOKET BO3HMKHYTh HEOOXOJIUMOCTb MCIIOJb30BaTh
OoJbIlIce 3HAUYECHHE.

-W <ums gaiina>

3anuchIBaTh CONEpKUMOE TakeToB B (Qain. Ilomesno s cbhema
uHpopMallUM B HEYPOYHOE BpeMs WIM TpU OOJBIINX O0BEMax
nepeaaBaeMon HH(poOpMaIHH.

- <ums ¢hatina>

Ananu3 uadopMalvi 3alMCAHHON C TOMOIIBIO OMITUU —W.

<BbIpaX€HHE (UIBTPA> TO3BOJISIET OTCEUBATh SIBHO HEHYXXHYIO
uHpopmaIro, 3axBaThiBasl JIMIIb MaKEThl, KOTOPHIC YIAOBJIETBOPSIOT
YCIIOBUSIM 3TOrO0 BBIpAXKCHUs. [IOJIHBIM CHUHTAKCHUC BBIPAKCHUU MOMXKHO
HAWTH B JOKYMEHTaIuH 1o tcpdump.

[Tpumep:

tcpdump host

192.168.3.255  tcpdump:

listening on eth0 _ _
12:23:19.493594 809-01.comp.chelcom.ru.netbios-ns>192.168.3.255.netbios-
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ns.:
>>NBT UDP PACKET(137): QUERY; REQUEST; BROADCAST

Ha skpan BeiBenenbl IP-agpec (unu ummsi) oTmnpaBuTeNsl MakeTa, yepes
TOUYKY ykasbiBaercs mopt. Ilocie 3Haka ">" yka3piBaeTcsa momydaresb
nakera (WM ero UMsl) W TaKkKe mopT. 3aTeM OyJeT UATA Ju0Oo cpazy
ciykeOHas wuHopManms wuaymas B makere, JuO0 TpoTokod. B
ci1y>keOHOM MH(OpPMAITUK MOXKET ObITh YKa3aHO JIM0O cocTossHUE (DJIaroB B
nakeTe, 1100 pacmudpoBaHHas HHPOpMAITHS.

Peakmus tcpdump Ha MONBITKY MOJIKIIOUSHHUS K 3aKphITOMY IopTy 23/tCp:

21:56:14.381091 IP 192.168.56.1.54040 > 192.168.56.33.23: Flags [S], seq
2956835311,

win 5840, options [mss 1460,sackOK,TS val 5164501 ecr 0,nop,wscale 7],
length O

21:56:14.381688 IP 192.168.56.33.23 > 192.168.56.1.54040: Flags [R.],
seq 0, ack 2956835312, win 0, length O

B nmannom mnpumepe ¢ cuctembl 192.168.56.1 nemaeTcsa mONbBITKA
NOAKIIOUUTCA K HecymiecTBytomemy  1CP-cepBucy Ha — y3me
192.168.56.33. YnaneHHas cucTteMa pearupyer OTIPABKOM CErMEHTa C
ycTaHoBJIeHHBIM (piiarom RST (cOpoca coenuHeHus).

[lepen 3aBepireHneM paboThl tCPdUMP medyaraer CTaTHCTUKY pPaOOTHI:
KOJMYECTBO TEPEXBAYCHHBIX, MOJYUECHHBIX (PHIBTPOM W OTOPOIICHHBIX
SIPOM TIAKETOB:

4 packets captured
4 packets received by filter
0 packets dropped by kernel
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3AJJAHUE

KondurypupoBanue nopToB u padora ¢ Tadjuied KOMMYTAIUM.

1. M3yaure  pasmen  «Port Configuration»  kommyTtaropa DES-3200-
28.

2. [locTpoiiTe TOMOJIOTHIO CETH, MOKa3aHHYo Ha pucyHke 10.

N

DES-3200-10

Pucynok 10 - Tonosorust KOMMyTHPYEMOU CETH.

3. Beikitounte  oauH u3 OPTOB KOMMYTAaTopa, K
KOTOpOMY MOJIKJIFOUEH OJMH U3 KOMITBIOTEPOB.

4. TlonpoOyiiTe OCYIECTBUTHh B3AUMOIEUCTBUE KOMIIBIOTEPOB.
Crenaiite BBIBOJbI HA OCHOBE MOJYUYEHHOI'O PE3yJIbTAaTa.

5. U3yunre pazuen «Port Mirroring» kommyrtatopa DES-3200-10.

6. HacTpoiiTe Ha KoOMMyTaToOpe 3epKajo AJisl JIIDOOTOo U3 MOPTOB, K
KOTOPOMY MOJKJIIOYEH OJIMH U3 KOMITbIOTEPOB.

/. 3amyCTUTE Ha MalllMHAX, MOJKIIOYEHHBIX K TOPTY-UCTOYHUKY U
NOPTY-TIPHEMHUKY  (3epkainy), ytuwauty tcpdump. AKTHBH3UpYHTE
CETeBYI0 aKTUBHOCTh. CpaBHHUTE pe3yJIbTaThl paOdOThl YTWINT Ha 00X
mammHax. COpockTe HAcTpOMKM KoOMMyTaropa B (aOpuuHbie U
nepe3arpys3ure ero.
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KOHTPOJIBHBIE BOITPOCHI

1. HazoBuTe mpoTOKOIIBI TIepeaayun haiiios?

2. HazoBuTE OCHOBHBIE ATaITbI 3aKauKH (paiijioB Ha (hailyIoBbIN cepBep?
3. KakoBo naznauenue FTP-ceppepa?

4. Kakrm 00pa3zoM Mpou3BOIUTCS HAcCTpoiika vsftpd?

5. KakoBo HazHaueHue ceTeBoro nporokoyia SSH?

6. Kakre oCHOBHbIE MTapamMeTpbl PEKOMEHTYETCSl MEHSTh Iipy HacTporiku SSH ¢
TOYKHU 3PEHUS €ro OE30MaCHOCTU U TTOYeMy?
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