[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:

®WO: NoktnoHosa OkcaHa NeHHaabeBHa

[lomkHocTb: npopekTop no yuebHoli pabote

[arta nognucanusa: 09.02.2021 14:55:17 MI/IHOEPH}XYKH POCCI/II/I
YHUKanbHbI MPOrpaMMHbIA KIKOY:
0b817ca911e6668abb13a5d426d39e5f1c11eabbf73e943df4a4851fda56d089

PeaepaibHOC TOCYAAPETBEHHOE 010 KETHOE 00pa30BaTeIIbHOE
YUpEeKICHUE BBICIIET0 00pa30BaHUs

«HOro-3anagHplii rOCy1apCTBEHHBIA YHUBEPCUTET
(fO31Y)

Kadenpa nnpopmarimonHoi 6€30MacHOCTH

YTBEPXJIAIO
[IpopexTop mo yueOHo# paboTe
O.I'. JlIoktnoHnosa

W« » 2017 1.

CtpykTypa coodmeHuii cereBoro yposns B IP-ceTn
Metoauueckue yka3aHusi 1O BBIITOJTHEHUIO MTPAKTUYECKON pabOThI

no aucuuiuiuiHe «BBeneHue B CHENUANBHOCTBY» I CTYJEHTOB
YKPYIHEHHOM rpymnibl crienuanbHocTen 10.05.02

Kypck 2017






Conep:xanue

1. LIesb MPAKTHUECKOM PAOOTBL: .uvvveeivrereiiieeesireesssteeesssseesssssessssssesssssessssesssssesssssnens 4
2. KpaTKue TEOPETUUCCKUE CBEIICHUS ....eeeuvvrerereesreesureesseessseeassneessneessseessessnsesssseeessnes 4

AZPECATUS B IP-COTAX 1.riiiiiiiiiiiiiiiiiiie sttt 4

Y (03 (=01 3O ) PR 7

OcHOBHBIE TPOTOKOMBI [P-TEIEPOHMM ....ccvvvviiiiiii i 10
3. TIPAKTHUCCKOE BATIAHUC. ... .uvveeeurreeauteeesseeeeaaseeesasseeasssssessanseeesasseeesasseessnneessnesesnes 13
4. TTOPSITIOK BBITTOTHEHUS BAIMAHMS ....ccenvvreeiutreeeansneessurneesasssessasseessasssessssseessassesssnsneesns 15
I G101 (50> 7% 12 1 (S0 A (< PO 15
6. KOHTPOIIBHBIE BOITPOCBI .....ceiiuiriiiiireiesireeestree e st e e nne e s e s 15
BUOTNOTPAQUUECKHIM CTIHCOK .....vvvevvieisieeesteeesieeesiseessnee s e snee e e snneesnneesnneesneesnee e 16



1. Ieap npakTH4YecKoi padoThbI:

O3HakoMJICHME C NPHUHLOMIIAMM KW METOJAaMH aJpecallid W IepeJadd Ha
CeTeBOM YpoBHE coobmieHuil B IP-cetn mepegaun naHHBIX Ha MPUMEpPE CTPYKTYPHI
NeuTarpaMMsl.

2. KpaTkue TeopeTu4yecKue CBeJAeHHUS

Anpecauus B IP-ceTsax
Kaxneiii Tepmunan B cetu TCP/IP umeeT ajgpeca Tpex ypOBHEH.

1. @Qusuueckuti (MAC-adpec) - NOKaIbHBIM ajapec y3ia, ONpenesieMblid
TEXHOJIOTHEH, C TOMOLIBI0 KOTOPOM MOCTPOEHA OTAENbHAs CETh, KyJa BXOJIUT
JTAHHBIN Y3€lL.

2. Cemesoti (IP-adpec), cocrosimii u3 4 OaittoB, Hanpumep, 109.26.17.100.

OTOoT azpec ucHoib3yeTcs Ha cereBoM  ypoBHe. OH  Ha3zHadaercs
aAMUHUCTPATOPOM BO  BpeMsl KOH(UIypHUpOBaHUS KOMIBIOTEPOB H
MapmpyTu3atopos. [P-anpec coctout u3 1Byx 4acTeil: HOMepa CETH U HOMEpPA
y3na. HoMep cetn MOXeT ObITh BBIOPAH aAMUHUCTPATOPOM MPOU3BOJIBHO WM
Ha3HauYe€H MO0 PEKOMEHJAIMHU CIEUUaJIbHOro mnoApaszzaeineHus HMHTepHeTa
(Network Information Center, NIC), ecnu ceTh momKHa paboTaTh Kak
cocraBHass 4actb WHrepHera. OObIYHO TmpoBaiinepsl yciayr WMHTepHeTa
MOJIy4aroT Auana3oHsl ajgpecoB y noapazaenennii NIC, a 3arem pacripenenstor
UX MEXIYy CBOMMH aDOHEHTaMHU.
Howmep y3na B nporokone [P HazHauaeTcss HE3aBUCUMO OT JIOKAJIBHOTO aapeca
y3na. Jlenenue IP-aapeca Ha mosie HOMepa CeTH U HOMEpa y3Ja - ThuOKoe, U
IpaHHIIA MEXIY STUMHU TOJIIMH MOKET YCTAaHaBJIMBAThCS BECbMa YCIIOBHO.
VY3en MOXKET BXOIWUTh B HECKOJIBKO [P-cereii. B 3Tom ciydae y3en AoJpKeH
MMETb HeCKOJIbKO [P-anpecos, 1o ymncity cereBbix cBs3eit. Takum oOpazom, IP-
aZpec XapaKTepU3yeT HE OTIEIbHBIN KOMIBIOTED WM MapIIpyTH3aTOP, & OAHO
CETEBOE COEINHEHHUE.

3. Cumeonvuwvii (DNS-ums) - waeHTUUKATOP-UMS. DTOT aApec Ha3zHA4YaeTCs
aAMUHUCTPATOPOM M COCTOMT M3 HECKOJIbKUX YacTeil, Hampumep, MMEHHU
MAalIuHbl, UIMEHU OpTraHU3allli, UMEHH JIOMEHA.

HNHTepHET - 3TO COBOKYMHOCTb ThICAY KOMIIBIOTEPOB, OOBEIUHEHHBIX B CETH,
KOTOphlE, B CBOIO O4Yepelb, COECOUHEHbl MEXIy CO0O0i  MOCPEenCTBOM
MapuIpyTHU3aTOPOB.

Cerp MHTEpHET HMEET HEPApPXUUYECKYIO CTPYKTYpy. OTOT MOAXOH SBISIETCS
3¢ (PEeKTUBHBIM, TOTOMY UTO MO3BOJISET UACHTUPUIIUPOBATH KOMIOHEHTH IHTEpHETA
NOCPEACTBOM aJIPECOB, TAKKE HMMEIOIINX HEPAPXUYECKYIO CTpyKTypy. Crapuue



OuTHl aapeca WACHTUPUIUPYIOT CETh, B KOTOPOM HaXOAWUTCA paboyasi CTaHIM, a

MJIAJIIKE - PACIIONOKEHNE pabodel CTaHIIUK B OTOM CETH.

[TonaBnsroniee OONBITMHCTBO CETEH ceiuac UCIONIb3yeT MPOToKoa [Pv4 (unmepnem-

npomokon eepcuu 4), XOTs yxe pa3padoTaHa mectass Bepcusi mporokona IP. Cxema

aapecauun npotokoisa IPv4 nmpexycmarpuBaer pasmep aapecHoro nois 32 Oura, 4yTo

naer 2% (mu 4 294 967 296) noTeHIMATBHBIX aJIPECOB.
IP-anpec mo6oii paboueli cTaHIIMKM COCTOUT M3 aJpeca CeTH M aJpeca KOMIbIOTepa B
3TOM ceTu. B apxurekType ampecanuu MpeayCMOTPEHO TSATh (OopMaToB ajapeca,

Ka)I(I[BIfI N3 KOTOPBIX HAYMHACTCA C OJHOIo, ABYX, TPCX HWJIHW YCTBIPCX 6I/ITOB,

uaeHTuumupyronmx kimace cetu (kimacc A, B, C, D wim E ). OGnacte cereBoro

unentuduraropa (Network ID) onpenesnsier KOHKPETHYIO ceTh B Kjacce, a 00JIacTh
Host ID uaentudunupyer KOHKpETHbIA KOMITBIOTEP B CETH, @ UMEHHO:

aapeca kiacca A naeHTU(GUIUPYIOTCS HadabHBIM OuToM 0. Crieyromme ceMb
OWTOB OMPEACISAIOT KOHKPETHYIO CETh (YMCIO BO3MOXKHBIX 3HaueHUH - 128,
wm 27). Ocransusie 24 6urta ONPENEIIIOT KOHKPETHBINM KOMITBIOTED B CETH,
TP BO3MOXKHOM KOJIHYECTBE KOMIIbIOTepoB 16 777 216 (2%%). Ampeca kmacca
A mpenHazHayeHbl JUISI OYEHb KPYMHBIX CETeH € OOJIBIIUM KOJIMYECTBOM
pabouMXx CTaHIIN;

aapeca kiacca B uaeHTHUUIUPYIOTCS HayadbHOW JIBYXOUTOBOW JIBOUYHOM
nocienoBatenbHOCThIO 10. Crnenyromue 14 OUTOB OmpenensioT CeTh, MPH
BO3MOXHOM KonmmdectBe cereii 16 384 (2'). Ocrambubie 16 Guros
OTIPENENAIOT KOHKPETHBIH KOMIIBIOTEP, C BO3MOXXHBIM  KOJHYECTBOM
KOMIIBIOTEPOB 65 536 (2°);

agpeca  kimacca C  uaeHTUQUIUPYIOTCS  HAYaJIbHOW  TPEXOUTOBOM
nocienoBatenbHOCThIO  110. Crnepyromme 21 OUT ONpeAensiOT CeTh, C
BO3MOXKHBIM KojudecTBoM ceTelt 2 097 152. OcranbHble 8 OMTOB ONPEACIISIOT
KOHKPETHBIN KOMITBIOTEP B CETH, C BO3MOXKHBIM KOJUYECTBOM KOMITBIOTEPOB
256 (2°). BombIIMHCTBO OpraHm3auii nMeroT afpeca kiacca C |

aapeca kimacca D wupeHTu@uIMpyrOTCS HadadbHOM  YETHIPEXOUTOBOM
nocienoBatenbHocThi0O 1110, Axapeca »Toro kiacca mnpeaHa3sHAYEHBI IS
TPYIIIOBOM Mepeavn, U OCTaBIIrecs 28 OUTOB OMPENEIIAIOT TPYIIIOBOM aapec;
aapeca kiacca E unentudunupyrorcs HadanbHON 4eThIPeXOUTOBOW TBOUYHOM
nocnegoBatenbHocThio 1111, Anpeca sToro kiacca 3ape3epBHPOBAaHBI st
OyIyIIero UCIOIb30BaHMUS.
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Knacc B
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N aapec rpynne: multicast ]
Knacc E ) -

ENENENENE 3ape3epsupoBaH ]

Pucynok 1 - Ctpykrypa IP-angpeca

Cnocob6, mpu MmoMoIM KOTOpOro 3amuchiBatoTcs Bce IP-aapeca, HaswpiBaeTcs
MYHKTUPHOW JECATUYHOU cucTeMoi obOo3HaueHuid. Kaxmoe 32-0uToBoe aapecHoe
M0JI€ Pa3eICHO Ha YETHIPE MOJS B BUJIE XXX.XXX.XXX.XXX, U KOKJIOMY TOJIIO JACTCs
JIECSTHYHOE YHCIIOBOE 3HaueHHE 0T 0 10 255, BHIPOKEHHOE B BUIE OXHOTO OKTeTa (2°
= 256, mm 0-255). Anpeca kimacca A HaumHarotcs ¢ 1 go 127, agpeca kmacca B - ¢
128 o 191, u anpeca xiacca C - ¢ 192 no 223.

Kuaacc Hammenbmmii agpec HanGoabmmii agpec

A 1.0.0.0 126.0.0.0

B 128.0.0.0 191.255.0.0

C 192.0.0.0 223.255.255.0
D 224.0.0.0 239.255.255.255
E 240.0.0.0 247.255.255.255

Crtporo roBops, aapec HUACHTUPHUIIMPYET TOJBKO CeTeBOW wuHTepdeiic padoueit
CTaHIUH, T. €. TOUKY MOJKITFOYCHUS K CETH.

IP-anpeca pacnpenensitorcs Kopnopayueii Hunmepuem no npuceoenuio umeH u
nomepos (ICANN). Knacc IP-agpeca u, cienoBareibHO, KOJWYECTBO BO3MOXKHBIX
aZpecoB KOMITHIOTEPOB 3aBUCHUT OT pa3MepoB opraHu3anuu. OpraHu3amus, KOTOPOu
MIPUCBOEHBI HOMEPA, MOXKET 3aTEM MEPEHA3HAYUTh UX HA OCHOBE JINOO CTAaTUYECKOM,
b0 JWHAMHUYEeCKoW anpecarnuu. Cratwueckas aapecanis O3HA4YaeT IKECTKYIO
npuBs3Ky IP-ampeca k KOHKpeTHOMY KommbioTepy. [lpu ouramuuecxoii adpecayuu
KOMITIBIOTEPY TNpHCBauBaeTcs NOCTyNHbIN |P-aapec Bcskuil pa3 mpu ycTaHOBJICHHUH
coenuHenus. Junamuueckoe mnpucBoeHue IP-agpecoB 00bIMHO oOcCylIeCTBIISIETCS
yepes  Mapuipytuzatop, padortaroumuid 1o  mnporokony DHCP  (npomokon
ounamuveckou Kougueypayuu paboueti cmanyuu). HaoOGopor, ecium poctym K



MOCTAaBIIMKY ocymecTBisiercs nmo XDSL, mocraBmmk ycnyr MHTEpHET OOBIYHO
MIPUCBAMBACT MOJIb30BATENIO OJIMH WK Oojee cratudyeckux IP-anpecos.
Kak yxe ormeuanoch, npotokoi IP Bepcun 4 npegycMarpuBaeT pa3mep aipecHOro
roJist 32 Ourta, 4To JAET 2% (w4 294 967 296) noTeHIIMANbHBIX aapecoB. OIHAKO
BO3pacTaoInas MmonyasapHocTh TexHosorun |CP/IP npuBena x HMCTOIIEHHIO IIaHA
HyMepaImuy mpoTokoa. JIomoTHUTETbHON TPOOIeMOi SBISIETCS TOT (haKT, 9TO OYEHB
00JbIIIOE KOJMYECTBO aapecoB kiacca A M kiacca B ObIIO BBIIEICHO KPYMHBIM
OpraHu3anusM, KOTOpPhIE B HUX Ha CaMOM Jele HE HYXIAINCh, W TOCKOJBKY
(paKTUYECKH HCIOJB30BAJICS TOJBKO HEOOJBIION TMPOIEHT aJpPEcoB, OrPOMHOE
KOJIMYECTBO JOCTYITHBIX aJJpeCcOB ObLIO MOTEPSHO.
[Iporokon IPV6 pemraer 3TOT BOmpoc MyTeM paclIMpeHus ajpecHoro mois ao 128
6uToB, obecreunBas TeM caMbiM 2'%° MOTCHIMANBHBIX aJpPEcoB, UTO COCTABIICT
BenmuuHy 340.282.366.920.938.463.463.374.607.431.768.211.456.
[Iporoxkon IPv6 ob6mamaeTr Takke JAOMOJHUTENBHBIMH  (DYHKIIMOHAIBHBIMU
BO3MOXKHOCTSIMH, XOTA JUII HWX pealu3anud MOTpeOyeTcss MOAepHU3AIISI
CYIIECTBYIOIIETO CETEBOTO MPOTPAMMHOTO O0ECIICUYCHUS.
Ho Bepuemcs k npotokony IPv4. Komnbrorep, moakiItOuUeHHbIM K ceTu WHTEpHET,
kpome IP-agpeca moxet uaeHTUGUIIMPOBATHCS TIOMEeHHBIM UMeHeM. CeTb HTepHET
pasziesieHa Ha JIOTHYecKkue obnactu (JoMeHbl). Alpeca B cucmeme uMeH OOMEHO8
(DNS), anmunaucTpupoBanue KoTopbix JekuT Ha ICANN, UMEIOT cTaHaapTHBIN BUI:
MOCJEA0BAaTEILHOCTh HMMEH, pa3AeieHHbIX ToukamMu. Jlomenst TLD, xortopsie
UIECHTU(ULIUPYIOTCS KaKk cy(ppuKc TOMEHHOr0 HMEHH, OBIBAlOT JABYX THIIOB:
0600wennvie domenwvl 6epxnezo yposts ( Net, com, org ) u xoowr cmpawn ( ru, fi, ua ).
Nmena poMeHOB ToOpa3io Jierde 3aloOMHUTh W BBECTH, HO HEOOXOIUMO
npeobpa3oBaHue IS TepeBojila MMeH JoMeHOB B IP-agpeca - mis Toro, 4toOsl
pa3Hble MapIIPyTU3aTOPbl M KOMMYTAaTOPbl MOTJH HampaBUTh HHGOPMAIHMIO B
HY>KHBIW TTYHKT Ha3HAUCHUS.

Mogaeas OSI
OyHKIUMOHUPOBAHUE CceTU VIHTEpHET OCHOBAaHO HA CJIO0XKHOM  KOMIUIEKCE
IIPOTOKOJIOB, OOECIEUYMBAIOIINX  BBITIOJIHGHWE Pa3IMYHBIX  (QYHKIMHA - OT
HEMOCPE/ICTBEHHO  Tepeladyd  JaHHBIX  JI0O  yOpaBJICHHUS  KOHQUTyparuei
000pyIOBaHUS CETH.
Jlyist Toro, yToOBI KJIacCU(UIIMPOBATH PA3IMYHBIC TPOTOKOJBI U MOHSATH UX MECTO B
oOImel  CTPYKType  TEXHOJOTMM  MEXCETEBOTO  B3aWMOJICHUCTBHS,  yAOOHO
BOCIIOJIB30BAThCS TaK HA3bIBAEMBIM "MHOTOYPOBHEBBIM TIPEIICTABIICHUEM CETEBBIX
npoTokoJoB". B paMkax Takoro MpeaCTaBICHUS MOAPA3yMEBACTCs, YTO MPOTOKOIBI
0oJiee BHICOKOTO YPOBHS UCIOJIB3YIOT (DYHKIIMM MPOTOKOJIOB 00JI€e HU3KOIO YPOBHSI.
Knaccuueckold Mojenpl0 Takoro pojaa SBISIETCS CEMUYpPOBHEBAas  MOJIETb
B3aMMOJICHCTBUS OTKpHITHIX cuctem (Open Systems Interconnection - OSl),
paspaborannas I TU-T.



[lepBBIli ypoBEeHb MOJAETM - YPOBEHb CETEBOTO uUHTepdelica - MOIIEPKUBACT
¢usnyeckuil mporecc nepeHoca MHGpOpMaMKU MEXIY YCTpOMCTBAaMH B CETH, T. €.
oobenuHseT GyHKIMU OByX ypoBHe OSI| - pusnueckoro u 3BeHa maHHBIX. BTopoit
YpOBEHBb CETEBOTO MHTepdeiica obecrneunBaeT PU3NIECKOE COCTUHEHHE CO CPelIoi
nepenadn, oOecleunBaeT pa3pelieHue KOHQIMKTOB, BO3HHKAIONIMX B IIPOIECCE
OpraHu3alMM JOCTyna K cpene (Hampumep, ucmoib3ys TtexHomormro CSMA/CD B
cetu Ethernet), ynmakoBbIBaeT JaHHbIE B MakeThl. [lakeT - 3TO MPOTOKOIBHAS
€IMHULIA, KOTOPasi COAEPKUT MHPOPMAIUIO BEPXHUX YPOBHEH U CIIy>KEOHBIE MOJIS
(ammapaTHBIE angpeca, MOPSAKOBBIE HOMEpA, MOATBEPKACHUS U T. [I.), HECOOXOIUMBIE
1 GYHKIMOHUPOBAHUS MPOTOKOJIOB ATOTO YPOBHSI.

YposHM
moaenu OSI _
- ITH NPIACKEHHS PEATHIYIOT 1 HCHOAL3YIOT IPH
)'pone.u, ||p||,1o‘,ﬁe""i'| gianmoeitcrenn coors. nporokoast - HTTP, FTP, SMTPu ap,
(Application Layer)
Yposens npeacrapaenns
(Presentation Layer)
Vposens ceccnii Ipusepst nporokoaor rpancnopruoro yposus -TCP, UDP,
(Session Layer) A
Tpancnoprupiii yposenn
(Transport Layer)
Cerenoit yposeun / Iporoxoa, obecneunsmommnit nepecsiaxy - [P, Hpumep
(Network Layer) nporokoaa 1as gopsuposanns rabanua mapupyroe - OSPF.
YpoBens 3sena AaHHBIX
(Data Link Layer) \
<D it YpPoBeHb
. ll}ll"l(‘(?x‘llll ¥p Ipumeprr nporokoaos - PPP, LAPD, L._2 Ethernet.
(Phisical Layer) \ -
Ilpumepnr nporokoaos - E1, V.35 SDH, Ethernet.

Pucynok 2 - Ypouu mogenu OSI

CereBoii ypoBeHb OTBEYaeT 3a Tmepenadyy WHGOpMAIMK, YIAKOBAaHHOW B
newitarpammbl (datagram), ot ogHOTO KOMIbIOTEpa K Apyromy. Jleditarpamma - 3T0O
MPOTOKOJIbHAS €MHMIIA, KOTOPOH omepupyroT mpotokossl cemeiicta TCP/IP. Ona
COJIEPKUT aJpecHYl0 HMH(}OpMaiuioo, HEOOXOIUMYIO A TNEepeHoca JedTarpaMMbl
yepe3 CeTh, a HE TOJIBKO B paMKax OJHOIO 3BEHA JNaHHBIX. [IoHsATHE neuTarpaMmbl
HUKAK HE CBA3aHO C (PU3NYECKUMH XapaKTEPUCTUKAMU CETEH M KaHaJOB CBSA3M, UTO
MOTYEPKUBACT HE3aBUCUMOCTh mpoTokoioB TCP/IP or ammaparypsl. OcHOBHBIM
MIPOTOKOJIOM, pean3yromuM (YHKIIUA CETEBOTO YPOBHS, sBIsAeTCS mpoTokoin IP.
OTOT MPOTOKOJ OTBEYaeT 3a MaplIpyTU3aluioo, (parMeHTanuo U COOpKY
JerTarpaMmM B paboueil CTaHIIUN.


http://www.intuit.ru/EDI/29_06_15_4/1435529976-29105/tutorial/35/objects/2/files/02-02.jpg

OOMeH MeXIy CeTEeBBIMHU y3JlaMu WH(GOpMAIMEl 0 COCTOSIHUH CETH, HEOOXOIMMOM
st (opMUpOBaHMS  ONTUMAJIBHBIX ~ MapIIPyTOB  CIEJOBaHUS  JAcHTarpamm,
obecrnieunBarOT MPOTOKOJIbI MapiipyTuzaiuu - RIP, EGP, BGP, OSPF u np.
[Tporokon mnpeodOpa3zoBanust aapecoB (Address Resolution Protocol - ARP)
npeobpaszyet IP-aapeca B aapeca, ucnomnb3yronyecs B JOKaJIbHBIX CETIX (HaIpuMmep,
Ethernet). Ha HekoTOpBIX pHCYHKaxX, N300paXkaroluX apXUTEKTYPy M B3aUMOCBSI3b
potokoioB, ARP pasmentaror Huxe IP, 9T00BI TOKa3aTh €ro TECHYIO B3aUMOCBS3b C
YPOBHEM CeTeBOro HHTEp(deiica.

[Tporokon koHTpOJIBHBIX coobmenuit - (Internet Control Message Protocol - ICMP)
IPEIOCTABISET BO3MOXKHOCTh MPOTPAMMHOMY OOECIEYeHHUI0 pabouel CTaHIUKU WU
MapuipyTu3aTopa OOMEHMBAThCS HHGpOpMaNMe O TMpoljemMax MapHIpyTH3aAUN
MaKeTOB C JApyruMu ycrpoiictBamu B cetu. [Ipotokon ICMP - neobxoaumasi 4acth
peaymzanuu cteka mpotokosioB TCP/IP.

Korma nmefitarpamMma MpoXOAUT MO CETH, OHA MOKET OBITh MOTEPSHA WU MCKaXEHA.
TpancOpTHBI ypOBEHHb pemaeT 3Ty MpoljaeMy H oO0ecredYnBaeT HaACKHYIO
nepeaady WHPOpMAIMA OT MCTOYHWKA K TpHEMHUKY. Kpome Toro, peammsaruun
IPOTOKOJIOB 3TOT'0 YPOBHS 00pa3yiOT YHUBEPCAIbHBIN HHTEPPEIC s IPUIIOKEHUH,
JAIOMUK JOCTYI K yCJIyram CeTeBOro ypoBHsA. HauOosiee BakHBIMU MPOTOKOJAMU
TpaHcnopTHOTO ypoBHs siBisiroTcst TCP u UDP.,

KoHeunbie monb30BaTENM  B3aUMOJECUCTBYIOT C KOMIBIOTEPOM Ha YpOBHE
MOJIB30BATEILCKUX ~ TPWIOXKEHUH.  Pa3paboTaHO  MHOXKECTBO  MPOTOKOJIOB,
MIPUMEHSEMBIX COOTBETCTBYIOIIMMH TPUIOKESHUSIMH. Hampumep, TpHIOKEHUS
nepenayu paitiioB Ucnonab3yroT npotokon FTP, Beo-npunoxenus - npotokon HTTP.
O06a npotokona, FTP u HTTP, 6asupyrotcst Ha nmpotokose TCP. Ipunoxenne Telnet
obecrieunBaeT MOIKJTFOYCHHE yIaJIeHHBIX TEPMUHAJIOB. [Ipotokomn
SKCIUTyaTallMOHHOTO  ympaBieHus cetblo SNMP  mo3Bomnsier  ympaBisiTh
KoH(puUrypanueir o000py/noOBaHHS B CE€THU U coOupaTh HHPOPMAIMIO O €ro
(YHKIIMOHUPOBAHUHM, B TOM 4HCIC W 00 aBapWUHBIX CHUTyanusax. [lpuiokeHwus,
CO3JaHHBIC JIJISI OPTaHU3AlMA PEYCBOM CBSI3M M BHUACOCBSI3U, UCIIOJIB3YIOT IIPOTOKOI
RTP nns nmepemaun uHpoOpManuu, 4yBCTBUTENbHOM K 3anepkkam. X Window -
MOMYJISIPHBIA TPOTOKOJ JIJISi TIOJKIIOUYECHUS K HUHTEIUICKTyaJIbHOMY TpadudecKoMy
TEPMHUHATY. ITOT CIMCOK MOKHO €III€ MMPOIOKUTH PSIOM MPOTOKOJIOB.

Takum oOpazom, IP-cetu ncnonp3yroT mis nepeaadun uHGOPMAIMKA pa3HOOOpa3HbIE
MPOTOKOJIBI, MpudeM (YHKIUHA TPOTOKOJIOB HE 3aBUCIT OT TOTO, KaKWe JaHHBIC
nepenatorcs. Uupimu cioBamu, IP, ARP, ICMP, TCP, UDP u apyrue saeMeHTbI
creka mpoTokosoB TCP/IP mpemoctaBisitoT yHHBEpCallbHBIC CpEACTBA TEpeaayu
uHpopMaiu, kakoi Obl IPUPOIBI oHA HU Obula ((daitn mo FTP, BeOG-cTpanuna uiu
ayJIMOJIaHHbIE).



OcHoBHbIe IPOTOKOJBI IP-Te1edonnn
IIporoko. IP Bepcunm 4

B kauecTBe OCHOBHOTO MPOTOKOJA CETEBOI0 YPOBHS B cTeke mpotokosioB TCP/IP
npUMEHSIETCS MPOTOKOA [P, KOTOpBI HM3HAYAIBHO MPOEKTHUPOBAICA KAK MPOTOKOJ
nepeiayu MakeToB B CETAX, COCTOSIIUX M3 OOJBIIOr0 KOJIMYECTBA JIOKAJTbHBIX CETEH.
[ToaTomy oH xopoiio paboTaeT B CETSIX CO CIOKHOM TOMOJOTHEH, palrOHAIBHO
UCIIOJIb3Ysl HAJIW4YME B HUX IOJCUCTEM M 53KOHOMHO pPACXOAYs IMPOITYCKHYIO
CIIOCOOHOCTh HU3KOCKOPOCTHBIX JUHUM CBsA3U. [IpoTtokon IP opraHuzyeT nmakeTHyro
nepenady uHbopManumu OT y3da K y3iay I[P-cetm, He wucmonap3ys mpoueayp
YCTAHOBJICHUSI COEJUHEHUS MEXKIy MCTOYHUKOM W MPUEMHUKOM HH(OOpMAaIuu.
Kpome Ttoro, Internet Protocol sBisercs paelTarpaMMHBIM TPOTOKOJIOM: IIpU
nepenade MHGopmaluu no npotokony [P kaxplil maker nepenaercs oT y3ia K y3iy
1 00pabaThIBaeTCs B y3JIax HE3aBUCUMO OT JIPYTUX AKETOB.
[Iporokon IP He obecnieunBaeT HaIEKHOCTh JOCTaBKM MH(GOPMALIMM, TaK KaK OH HE
MMEET MEXaHU3MOB NOBTOpHOHN mnepegaun. OH HE HMMEET TakKe M MEXaHHU3MOB
yIpaBiieHus: MOToKoM naHHbIX (flow-control). [lefitarpaMMbl MOTYT OBITh IOTEPSHBI,
Pa3MHOKEHbI UJIU MOIYYEHBI HE B TOM MOPSAKE, B KAKOM ObUIN NEPEIaHbl.
[Iporoxon IP Gasupyercs Ha NpPOTOKOJE YPOBHS 3BEHA JaHHBIX, KOTOPBIN
o0OecnieunBaeT mepenady JaHHBIX 1o Qusuueckoi cpene. IIporpaMMHbIil MoayIb,
peanm3yromui nporokoi IP, onpenenser mapmpyt nepeHoca JaHHBIX MO CETU 10
TOYKM HA3HAYEHUS WIA 10 MPOMEKYTOUYHOIO MaplIpyTu3aTopa, Iie Aedrarpamma
M3BJIEKAETCA M3 KaJapa JIOKAJIbHOM CETM M HAIpaBIKIETCAd B KaHAI, KOTOPBIU
COOTBETCTBYET BEIOpAaHHOMY Mapuipyty. JleiiTarpaMMbl MOTyT pa30UBaThCs Ha OoJiee
MeJKre PparMeHThl, WK, HA000POT, HECKOIBKO JeHTarpaMM MOTYT OOBETUHSATHCS B
OJIHY Ha CTBIKE Pa3HBIX CETEW, €CIIM 3TU CETH MOJIEPKUBAIOT Iepeaady JAeurarpamm
Pa3HOM JJIVHBL.
B kaxmoit paboueli ctanumu, moakiarodeHHon k IP-ceTn, o6paborka IP-getitarpamm
MPOMU3BOAMUTCS MO OJAHMUM M TEM K€ IMpaBujaM ajpecanuu, (parMeHTauuu |
Mapuipytu3anud. Paboure cTaHUMM paccMaTpUBAIOT KaXIylO AeHTarpaMMmy Kak
HE3aBUCUMYIO IPOTOKOJIbHYIO €IUHHUILY.
Ha pucynke 3 mnokazaHa CTpyKTypa HIPOTOKOJIBHOW e€auHULbl mnpoTokona IP-
JleUTarpaMMBel.
[Tone Bepcus (version) uASHTU(DUIMPYET UCTIOIB3YEMYIO BepcHUio TpoTokona IP, B
paccmaTtpuBaeMoM ciyyae YykasbiBaeTcs Bepcus 4. HeoOxoaumocTh 3TOro modst
OOBSCHSIETCSI TEM, YTO B TMEPEXOJHbI Mepuoj B CETH MOTLYT MPUMEHATHCA
IIPOTOKOJIbI PA3HBIX BEPCUM.
ITone nnuna 3aronoBka (header length), cocrosiee u3 4 6UTOB, ONpeACNsICT JIUHY
3aroJioBKa, MpUYeM JJIMHA YKa3bIBAE€TCS KaK KOJIMYECTBO OJIOKOB pa3mepoM 32 OuTa.
B Tunn4yHOM city4yae 3Ha4€HHUE 3TOrO IMOJISI PABHO S,
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Bepcus (Version) I [JInwm 3A20R08KA

Trm 00 CmyVAIBaHIA

Oomas JmHa

ILxermidukarop (pparneHra

D narn Cmeruertie parnieHTa

Bpen sxarsun

IIporokon

KoHTpomHaA ¢yMMa 3ar010BKA
AJpec OTIIPABHTE A

Anpec romyuaTe i

OrngioHaMbHBIE 107 H 3a510 THEeHI 1€
Haump1e

Pucynok 3 - IP-geittarpamma

[lone Tun ob6cmyxuBanus (Type of Service) comepxkutr uHpopmanuio, KoTopas
ObIBaeT Hy)XHa NpPU TOJIEPKKE CETbI0 pa3HbIX KJIacCOB OOCIYKMBaHHUS.
Hcnonp3oBanue 3toro nojis B MHTEepHEeTe OyneT Bo3pactaTh 1o mepe pocta B IP-
CeTSIX BO3MOXKHOCTEH Iepefaud MyJIbTUMEIUHHOrO Tpaduka C 3a/laBa€MbIMU
napamMeTpamMu KadecTBa 0OCTy>KUBaHUS.

[lone OOmas mmmna (Total Length) onpenenser oOmyro aivHy AedTarpaMMbl B
okTeTax (balTax), BKJIIOYasl 3ar0JIOBOK U MOJIE3HYIO Harpy3Ky. MakcuMainbHas JjIMHa
neutarpaMMbl cocTaBiisieT 65535 OKTeTOB, OJHAKO Ha TMpaKkTUKE Bce padbouue
CTaHIIMM M MapuIpyTH3aTOphl pabOTalOT € JUIMHAMU, HE MpeBbILIAOUMMH 576
0aifToB. DTO OOBACHSAETCS TEM, UTO MPH MPEBHINICHUN YKa3aHHOM JUIMHBI CHUXKAETCS
3 PEeKTUBHOCTH PAOOTHI CETH.

IIpotokon  IP  wucnomsdyer 3 [OoJiA  3arojoBKa  JUId  yIpPaBJICHUSA
¢parmenrtanueit/coopkoil nedtarpamm. Kak yxe ynoMuHalOCh, (parMeHTauus
Heo0XoauMa, TIOTOMY YTO pas3HbIE CETH, MO KOTOPBIM TepeAaroTcsl AehTarpammel,
MMEIOT pa3Hble MaKCUMaJIbHBIE pa3Mephl Kajipa.

Wnentudpukatop dparmenta (ldentifier) obOosnauaer Bce (parMeHTl OIHOMN
AefTarpaMMbl, 4TO HEOOXOIMMO VIS €€ yCTEIHOM COOpKU Ha MPUEMHOM CTOpOHE.
[Tone ®dnaros (Flags) oOecrieunBaeT BO3MOXKHOCThH (hparMeHTAIIUU JeHTarpaMm H,
IpU HCMOIb30BAaHUM (pparMeHTAlMH, IO3BOJSIET WACHTU(OUUIHUPOBATH IMOCIEIHUN
dbparmMeHT gedTarpaMmMel.

[Tonre Cmernenne ¢parmenta (Fragment Offset) onpenensier moyoskenue GpparmeHTa
OTHOCHUTEIIFHO UCXOTHOU JIeHTarpaMmbl B €IMHNIIAX, PABHBIX 8 OKTETaM.

[Tone Bpems xwusuu (TTL - Time To Live) ucnosnp3yercs aisi OrpaHUYCHUS
BpPEMEHH, B TEUYCHUE KOTOPOro JeHUTarpaMMa HaxoguTcs B CeTH. Kaxapii
MapIIpyTU3aTOp CETU JOKEH YMEHbIATh 3HAY€HHE 3TOT0 MOJs Ha €IUWHUIY U
otOpaceIBaTh AeWTarpammy, eciu nosie | L mpuHsiio HyneBoe 3HadueHue. Hamname
noJsigs TTL orpannunBaer BO3MOKHOCTh OECKOHEUHON HUPKYIISIIIUKU JeHTarpaMMBbl 110
CETH.
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[Tone IIporoxon (Protocol) maentuduuupyer nmportokon BepxHero yposHs (TCP,
UDP u . 1.).

[Tomre Kontponbnas cymma 3arosnoBka (Header Checksum) o6ecneunBaer
BO3MOXHOCTh KOHTPOJISi OMIMOOK B 3arojioBKe. AJTOPUTM TOJICY€Ta KOHTPOJIbHOMN
CyMMBbI BEChbMa IPOCT, MOCKOJbKY OOBIYHO MPOTOKOJBI HMXKHETO YPOBHS HUMEIOT
0oJjiee pa3BUTHIE CPEACTBA KOHTPOJISI OIIHOOK.

IP-nefitarpamMmmbl cozepkaT B 3arojioBKe JBa aapeca - oTmpaButens ( Source ) u
nosrygatenst ( Destination ), koTopble He MEHSIOTCS Ha MPOTSHKSHUH BCEH KU3HU
NeUTarpaMMsl.
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3. IlpakTHyeckoe 3a1aHue

1. IIpy DOArOTOBKE K MPAKTUYECKOMY 3aHATHUIO H3YYWUTH CIEAYIOLIUE
BOIIPOCBI:

e |P-poTOKOJIBI IEpeaadyn JaHHBIX CETEBOIO YPOBHS;

e HazHayeHue |P-nmpoTokoios;

® CTPYKTYpHI AE€ATArpaMM, Ha3HAUYCHUE TIOJIEU IeUTarpaMMBbl;
e MeTojbI aapecalnuu B IP-ceTsx;

e kiaccel IP-cereit u crpykrypa agpeca B |IP-cern.

2. llony4nTs BapuaHT 3aJaHHs Yy NpPENoJaBaTeiIss W B COOTBETCTBHU C 3aJaHHBIM
BapuaHTOM TaOmumbl 8.1 WACHTUPHUIUPOBATH KIACC CETH, OINPEICIUTh KOJIHYECTBO
XOCTOB, BEIOpPATh MacKy IOJICETH U CO3/IaTh TaOIHIly MapIIPyTU3AIHH.

Jlana cetb, coctosmas u3 B moncereid m IP-ampecamu A.A.x.x. TpeOyercs
UACHTU(UIMPOBATh KJIACC CETH, OMPEIENIUTh KOJIUYECTBO XOCTOB, BBIOpPATH MAcKy
MOJICETU U TPUBECTU CTPYKTYpy |PV4-nelitarpammbl, conepkailieid KOIUPOBAHHOE
koaoM Windows-1251 npou3BosibHOE TEKCTOBOE cooOIeHHe ( He 0oJiee 5 CUMBOJIOB),
nepenaBaemoe ot xocra 1 moaceru | k xocry 2 noaceru B.

[Ipm 3TOM CTpyKTypa OeWTarpaMMbl COrJacHO puc. 8.1 HOKHA BKIIIOYATH
HECYIIECTBEHHbIE MOJs B 00meM Buae, a B nomsix |P-agpeca ormpasutens, u IP-
aJpeca MojyyaTess B KayeCTBE HX COJEPKUMOTO JIOJDKHBI ObITh MPUBEICHBI B
TBOMYHOM (hopMe aapeca JIFOOBIX XOCTOB M3, COOTBETCTBEHHO, ceTH | W cetm 2 —
COTJIaCHO BBHIOPAHHOMY BapHaHTy. B mosie JaHHBIX TOKHO OBITh MPUBEICHO B KOJIE
Windows-1251 nro6oe pycckoe cioBo u3 4-X OyKB, HapuMep, «He00» (IOHKHO OBITH
pa3zHoe B KaKJIOM BapuaHTe).
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Mogocets 1 Mogcers B

PC1
PCA ip-addres: A 8 e
Ip-addras: A& Mask 777
Mask: 7.7.7.7 o2

praddres: A8y
Mask: 7.7.7.7

@ Fouter

PCM
Ip-addres: A
Pask: T.7.0.T PN
PGz p-addres: A
Ip-addrea: A AR Mask P77

Mask: 7.7,7.7

Pucynoxk 4 - Cxema opranuzainuu cetu (3HaueHue A u B aHbl coriiacHO BapHaHTy)

Tabnuua.l. BapuanTsl 3a1aHHM.

IP-address KonuuecTBo nojcereit
Bapuant

(A) (B)
1 172.16.x.x 254
2 192.168. x.x 62
3 213.206. x.x 14
4 176.32.x.x 6
5 196.120. x.x 30
6 206.168.x.x 2
7 170.144.. x.x 126
8 177.168. x.x 14
9 186.124. x.x 62
10 188.24. x.x 2
11 198.168. x.x 6
12 127.254. x.x 254
13 197.34. x.x 62
14 172.16. x.x 30
15 192.168. x.x 14
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4. ITopsiAoK BHINOJHEHUS 32/ IaHUS

HpI/I BBIIIOJTHCHUU 3aaHUA PCKOMCHIYCTCS CO6J'IIOI[&TL CJICOYIOIIYIO
IIOCJICAOBATCIIBHOCTD.

1. I3yunuTh METOIUYECKUE YKA3aHUS K JaHHOMY ITPAKTUYECKOMY 3aHATHUIO.
2. [TonyunTs y mpemno/iaBaresis 3aaHue.
3. BBINIOJIHUTH MPAKTHUYECKYIO YaCTh.

4. OTBeTHTH Ha KOHTPOJIBHBIC BOIIPOCHI.

5. Conep:kanue oTyeTa

1. Kparkue TeopeTudecKue CBEJEHHUS MO CTPYKTYpE JAeHTarpaMm U MeTojam
WX aJIpecalluy B 3aIaHHOM CETH.

2. BemmonHeHHoe 3aJaHUC, 110 3aJTaHHOMY BapHUAHTY.

6. KOHTpOJIl)H])Ie BOIIPOCHI

1. Ha xakom ypoBae DMBOC ucnoinb3yrorcs |P-npoTtokosnsr.

2. Hasnauenwme IP-mipoTokona.

3. Uto monmmaetcs noa mapuwpymuszayuei |P-akeTos.

4. Yto Ttakoe IP-gelitarpamma, npuBeauTe ee CTpykTypy ais |PvA4.
5. Jaiite onpenenenue IP-anpeca.

6. Ilepeuncnure Buas! IP-anpecos.

7. YTto Takoe Macka CeTH U MacKa MOJCETH M KaK OHU OTPEICIISIFOTCS.

8. Kak ¢ moMoIipi0 Macok CeTH WU TOJICETH BBIACIUTD U3 CETEBOr0 ajpeca
aJpec KOHKPETHOM CETHU U XOCTa B HEM.

9. CymurHocTh KoaupoBanus TekcTa kogom Windows-1251.
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