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1. HEJb PABOTbBI

[lenp  maGopaTopHOW  pabOTBI - O3HAKOMJIEHHE C  PaboTOM
cTeraHorpauueckoro CKphITHS HHGOpPMAIMA Ha TPHUMEpPE MPOTPaMMHBIX
npoaykToB Masker u S-Tools.

2. SAJTAHUE

N3yunth TEOPETUUECKHMI  Marepuan. YCTAaHOBUTH IPOTPAMMBI,
HACTPOUTh TpeOyeMble MapaMeTphbl, W3YyUYUTh MNPUMEHEHHE MPOrPaMMHBIX
OPOJYKTOB B 00sacTu kpuntorpaduueckoil 3anuThl HPopMauu. CKpPBITh
uH(OpPMALMIO C MOMOIIbI0 mporpamMm Masker u S-Tools. BoccranoButh
HCXOHYI0 HH(OPMAIIHIO.

3. HIOPAJOK BBIIIOJIHEHUA PABOTHBI

[TosryunTs 3a1aHue.

N3y4uTh TEOPETUUECKYIO YaCTh.

[TpousBecTy ycTaHOBKY mporpaMMbl Masker.

CKpBITh UCXOJHYIO MHPOPMALIMIO C TOMOIIBIO MPOTPAMMBbI
Masker.

CkpbITh HHGOPMALIHIO C TIOMOIIBIO ITporpammbl S-T00lS.
BoccTaHoBUTH UCXO0IHYIO0 HHGOPMAIHIO.

CocTaBUTh OTYET.

NOoOOD ~whE

4. COOEPKAHME OTUYETA

TUTYJIBHBIN JUCT.

Kpatkas teopus.

Omnucanue npolecca BHIMOTHEHUS pa0OThl CO CKPUHILIOTAMHU.
BriBO.

rond e
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5. TEOPETUYECKAS YACTD

5.1. BBenenue

3agaua HAJIC)KHOM 3alUThI uHpopmanuu 0T
HECAHKIIMOHUPOBAHHOT'O JOCTYNA SABJISETCS OJHOU U3 IPEBHENIINX U HE
PELIEHHBIX JI0 HACTOSIIIEro BpeMeHHu MpooOsieM. CrocoObl U METO]Ibl
CKPBITHUS CEKPETHBIX COOOIIeHUH W3BECTHBI C JTABHUX
BpeMmeH. CrteraHorpadusi —c Tpedeckoro steganos (CEKpeT, TaliHa) H
graphy (3anuce), OyKBajbHO “TAWHONUCH .

Creranorpadus uzBectHa emie co BpeMeH ['eponora. B JlpeBHei
['perun mocnaHusg MHUCAINCh OCTPHIMH TMMAJIOYKaMW Ha JIOIICUYKax,
IOKPBITBIX BOCKOM. B oxHou u3 ucropuit [emepar Xoren mociarh B
Cnapty coobOmienne o0 yrpo3e HamajaeHus KcepkcoB. Torma oH
COCKOOJIMJI BOCK C JOIIEYKH, HaMKucall MOCIaHUE HEMOCPEJICTBEHHO Ha
JiepeBe, 3aTeM BHOBbL IOKPBUT €€ BOCKOM. B pesynbrate gocka
BBITJISIZIESIa HEWCIIOJIb30BaHHONW W 0€3 mpobsieM mpolnia JOCMOTP
IIEHTYPHUOHOB.

Korga B V Beke 10 H.3. TupaH ['mcTuii, HaXoas1Ch MO HAA30pOM
naps apus B Cy3ax, AOMKEH ObUI MOCIaTh CEKPETHOE COOOIICHUE
CBOEMY pPOJICTBEHHHUKY B aHATOJUUCKHM TOpoa Mumer, oH moOpuI
HAroJio CBOero pada W BHITATYHPOBAJ IMOCiaHue Ha ero rojoBe. Korga
BOJIOCBI CHOBa OTpocid, pad oTnpaBuicsi B mnyTb. Tak ['epomot
OTMHUCHIBACT OJMH W3 MEPBBIX CIy4aeB MPUMEHEHHS B JPEBHEM MHPE
cTeraHorpaduu — UCKyCCTBa CKPBITOTO MHCHMA.

B nanpHeitmeM ajist 3anuThl HTHOOPMAIIMU CTaId UCTIOJIb30BaTHCS
oosiee 3¢ (dexkTUBHBIE METOABI KOAWPOBaHUS U Kpunrorpadpuu. OT
kpunrtorpaduu creraHorpadus OTIUYACTCS TEM, UYTO C TMOMOIIBIO
KpUNTOTpaguu MOKHO CKPBITh COJAEpKaHHWE COOOIECHUS, a, TOJIb3YAChH
creranorpadueii, MO>KHO CKPBITh CaMO CYIIIECTBOBaHUE COOOIICHUSI.

5.2. KomnbrorepHasi creranorpagus

KomMmnbioTepHble TEXHOJIOTUN MPUJIATTH HOBBIA UMITYJIHC PA3BUTHIO
U COBEpIICHCTBOBAHHUIO  CTeraHorpaguu,  MOABUIOCH  HOBOE
HAIpaBJICHHE B O0OJIACTH 3amUThl MHGOPMAIMH — KOMNbIOMEPHAs
cmezanocpagus.
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KomrmbrotepHasi creranorpadusi — 3T0 COKPHITHE COOOIICHUS WU
daiina B apyrom coobmenun uiau daiine. Hanmpumep, creranorpadsr
MOTYT CHpSATaTh ayAuo- WK Buaeodailsi B APYyroM MHPOPMAIMOHHOM
WK JTake B 00JibiioM rpadudeckom (aiine.

[Ipomiecc creraHorpadud MOXKHO Ppa3fAeiUTh Ha HECKOJIBKO
ATAIIOB.

1. Beibop undopmairionHoro (paiina.

[lepBpiM 3TamomM B TIpoliecce cTeraHorpaduu SBISIETCS BBIOOP
dailta, KOTOpBHIA HEOOXOAUMO CKpbITh. FEro emgé Ha3bpBaloT
MH(POPMAIMOHHBIM (haAKIIOM.

2. BriOop daiina-koHTeliHepa.

BTopbiM 3TamoMm B mpoiiecce creraHorpaduu sIBIsSETCS BBIOOD
daiina, wucHoNb3yeMbli Jyisi  COKpbiTUS UMH(opmanuu. FEro emé
Ha3pIBAIOT  (hailloM-KOHTeWHEpoM. B OOJBIIMHCTBE  M3BECTHBIX
nporpaMm 1o crTeraHorpaduu TOBOPUTCS, YTO JJII  COKPBITHUS
uHpopmanuu, oObEM mnaMmsaTH (Qaiisia-KOHTEHHEepa MOJKEH TJIe-TO HE
MEHBIIIE YeM B BOCEMb pa3 TMpEBbINATh O0BEM  MaMATH
nHpopmanmonHoro ¢aina. CrenoBaTenbHO, 4YTOOBI CHOpPSATATh (Dailn
pasmMepom 710Kb, nonamobutcss ¢aii 0oO0bEMOM HE MEHBIIE YeM
5600Kb.

3. Br10op creranorpaduyeckoii mporpaMmal.

TpeTbuM »TarioM B Tporiecce cTeraHorpaduu SBISIETCS BBIOOD
creraHorpauuecKon MporpaMMel.

OnuH U3 Ty4YlIMX U CaMbIX PAacpOCTPAHEHHBIX MPOAYKTOB B 3TOM
obmactu jis mnargopmel Windows — 3to S-Tools (umeer cratyc
freeware). Ilporpamma mo3BoyisieT IpsATaTh d0ObIE (ailibl Kak B
nzo0paxenusx Qopmara gif u bmp, Tak u B ayamodainax dopmara
wav. Ilpu atom S-Tools - sto creranorpadust m kpunrorpadus "B
oaHoM diakoHe", moToMy 4To (paiij, moaIeKaluii COKPLITUIO, €IIe U
mupyeTcs: ¢ TOMOIIbIO OJJHOTO U3 KPUNITOTPaPUUIECKUX aITOPUTMOB C
CUMMeETpUYHBIM KirouoM: DES (BpemMeHa KOTOPOTo MpOILIn), TPOHHOM
DES unu IDEA — nBa mociieiHMX Ha CErojiHs BIIOJHE 3aCiy’>KHBAIOT
TOBEpHS.

[Iporpamma S-Tools mnpsiuer wuHbopManuio B rpapuyeckux
daiinax dopmaroB BMP u GIF, a Takxke B 3ByKoBbIX (aiinax dopmara
WAV. Buemne pabGota c¢ mnporpamMmmod BwIrasguT Tak. [locrne
pacmakoBKH apxuBa 3amyckaeM (aiin s-tools.exe, 3arem Windows
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Explorer (IlpoBomnmk). Ilocmemuuii moHagoOuTCs, Tak Kak S-t0ols
UCIIONB3yeT TexHojoruio drag and drop, COOTBETCTBEHHO OKHA HE
JIOJDKHBI TIOJIHOCTBIO MEPEKphIBaThCA. [lepeTacknBaeM MbIlibio (ail B
OKHO MporpaMmbl S-tools, oH 0ToOpakaeTcsi B OKHE MO0 Kak eCTh (JJIs
KapTUHKH), TMOO0 B BUJE JUHUHU, NU300paxkarouei ypoBHU curHaia (s
3ByKa). B mpaBoM HIKHEM Yyrily okHa S-tools mosiBuTcs undopmanus o
pa3Mepe JIaHHBIX, KOTOPhIE MOXHO cCHOpsTaTb B 3ToM (paiize.
[leperackuBaeM B OKHO C KapTUHKOM, JJMOO YpPOBHEM CHUTHajia JIF0OOM
daiis, mpeaHAa3HAYCHHBIM JJIsI CKpBITUS, pa3MepoM, He OoJiee
ykazanHoro. [locne npoBepku pasmepa JaHHBIX IporpaMma 3alpOoOCUT
napoJib, HabpaB KOTOPBIM MOKHO OyJIeT BOCCTAHOBUTH MH(OpPMALUIO.
3aTeM HAYHETCSl CKPBITHUE, BPEMsI KOTOPOrO 3aBUCUT OT pa3Mepa
JTaHHBIX (HAOII0MATh 3a MPOIECCOM MOXKHO B OkHE Action). Korna Bce
Oyner roroBo, nosiButrcs okHO Hidden data. Coxpanuth pe3ynbTaT
MO>XHO, IIEJIKHYB B OKHE MPAaBOW KHOMKOW MBIIIU U BBIOpAB ITYHKT
"Save as...", BBens umsa daitta u HaxkaB OK. [[ms BoccTaHOBIEHUS
MOCJIaHus HEOO0XOJAMMO MEepeTalIuTh KapTUHKY JIMOO 3BYK B OKHO S-
tools, MENKHYTh Ha M300pAKEHUU MPABOM KHOIMKOW W BBIOPATh MYyHKT
"Reveal...". Tlocne BBojma mapoJisi, €cild CHpSTaHHBIC JTaHHBIE €CTh,
HAYHETCAd HX BOCCTAHOBIIEHHE, 3a IPOLIECCOM KOTOPOr0 MOKHO
Ha0MI0aTh B OKHE Action, Tu0OO €ClM JaHHBIX HET, TO HUYETO U HE

MIPOU30UET.
Hpyras pacnpocTpaHeHHas cTeraHorpaduueckas porpamma —
Masker — mnporpamma ais 3aliMThl JIOOBIX OOBEMOB JaHHBIX,

WCITONIB3YIOIIAsl CTeraHorpaduio — CKPBITHE 3alIM(POBAHHBIX JTaHHBIX
BO BHelIHE 0e300MAHBIX (ainax-Hocutensx: rpadguyeckux (bmp, gif,
jpg, tif), my3sikanpHbIX (Wav, mid, snd, mp3), Buneo (avi, mov, mpg).
[Ipu sTOM (haisIBI-HOCUTENHM, B KOTOPBIX MPSYYTCS 3armudpOBaHHbBIC
CBEJICHUS, OCTAIOTCS TOJHOCThIO  (yHKIMOHAIBHBL. — Hampumep,
KapTUHKA, B KOTOPOW CIpsATaHbl KOH(HUACHIMATbHBIE CBEIACHUA, MPHU
npocMoTrpe OyaeT HUYeM HE OTJIMYAThCs OT TakKoW ke, HO 0e3
BHEJIPEHHBIX B Hee 3amn(pOBaHHBIX JAHHBIX, pa3Be YTO Pa3MEPOM —
oHa OyAeT moOoJbIIIe.

3amm@poBaHHbIE TaKUM CIOCOOOM JaHHBIE MOXHO HE TOJBKO
XPaHUTh Ha CBOEM KOMITBIOTEPE, HO U TMIEPEChIIaTh B BUC MPUIOKCHUS
K MUChMY — JIaK€ B Cllydae €ro nepexsara B HeM OyaeT oOHapyKeHa
BCET0-HABCETO, K MPUMEPY, KAPTHUHKA C KPACUBBIM TIEH3aKeM.


http://www.softpuls.ru/

4. KonupoBanue (aiina.

[Tocne Toro, kak BbIOpaH wWHGOPMAMOHHEIN aitn, daiin-
KOHTEHHEp U TMporpaMMHOe o0ecredyeHue 1o creraHorpaduu,
HEO00XO0JMMO YCTAaHOBUTH 3AIUTY HOBOTO (paiija mo napoito.

5. OTnpaBiieHUE COKPHITOTO COOOIICHUS 0 JIEKTPOHHOM MOYTE U
€ro JICKOAUPOBAHUE.

[IaThIM W TOCHEIHHMM 3TAlloM B TMpoliecce cTeraHorpaduu
SBJISIETCS] OTIIPABJICHUE CIIPATAHHOTO (Dailia Mo AIEKTPOHHOM TMOYTe U
€ro nocjieaywmas pacmuppoBka.

ITocne KpaTkoW TEXHUYECKOW XapaKTEPUCTUKUA HCIOJIb30BAHUS
METOJIOB  KOMITBIOTEDHOM  cTeraHorpa¢Mu  BO3HHMKAET  BOMPOC:
HACKOJIBKO JIETKHUM WJIM CJOXHBIM SIBJISIETCA 3TOT mpouecc? CTeneHb
JErKOCTH 151 CJI0KHOCTH 3TOTO mpolecca MOMBITATUCH
npoaHaau3upoBath B LleHTpe uccinemoBanuss mpooeM KOMIBIOTEPHOM
MPECTYIHOCTHU U MIPEACTABWIN CBOM COOOPaXKEHUSI IO 3TOMY MOBOJY.

B HuTepHeTe MOXHO HaWTH OOJIBIIOE KOJIWMYECTBO IUIATHBIX H
OecriaTHBIX cTeraHorpaguyeckux mnporpamMm. MaKTUUECKUM Mpolece
[0 COKPBITUIO OAHOTO (hailna B IPyroM OTHOCUTENBHO JErKuil. Cxartue
BHJICO, YBEIMYEHHE IPaUueCcKOro n300pakeHus, aHalnu3 MporpaMM 1o
creranorpaduu — 1MoJi CUIy Aa)ke HeTMOArOTOBICHHOMY IOJIb30BATEIIO.

K coxanennto, METOJbl KOMIBIOTEPHOW cTeraHorpaduu yxke
UCIIOJIBL3YIOTCS B MPECTYMHBIX 1eNsaX. B To Bpems kak creraHorpadus
MOXET TOMOYh B PEIICHUU MPOOJeM 3alluThl KOH(OUIACHIUAIbHOM
uHpopmanuu. AHaIW3  TEHACHIMUN  pa3BUTUS  KOMIBIOTEPHOU
creraHorpadu TOKA3bIBA€T, YTO B OJMXKAWIINUE TOJbl HHTEPEC K
Pa3BUTHUIO €€ METOJO0B OYJIeT yCWJIMBATHCA BCE OOJbIe W OOJbIIE.
[Ipeanoceiku K 3TOMY yke CPOpMHpPOBAIUCH ceroans. B wacTHOCTH,
OOIIIEU3BECTHO, YTO AaKTYaJIbHOCTh TpoOJieMbl HHQPOPMAIMOHHOU
0€30MacHOCTH TIOCTOSIHHO pPacTeT W CTUMYJUPYET TIOMCK HOBBIX
METOA0B 3amuThl nHGopManuu. C Ipyroil CTOPOHbBI, OYpHOE pa3BUTHE
MHPOPMAIUOHHBIX  TEXHOJIOTUH obecrieynBaeT  BO3MOKHOCTD
pealn3aluyi 3TUX HOBBIX METOAOB 3alUThl. I KOHEYHO, CUJIBbHBIM
KaTaJIu3aTOPOM HTOTO TMpoliecca SBISIETCS JIABUHOOOPA3HOE pa3BUTHE
Internet, B ToM uuclie, TaKhe HEPEILICHHBIE TPOTUBOPEUUBBIC TTPOOIIEMBI
Internet, kak 3ammMTa aBTOPCKOTO MpaBa, 3alldTa MpPaB Ha JHAYHYIO
TalHy, OpraHu3amnus JJEKTPOHHOM  TOPrOBIM, KOMIBIOTEPHAS
MIPECTYIHOCTh U KUOEPTEPPOPHU3M.
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5.3. ¥YcraHoBKa mporpamMmbl

3amyctiM wcnonHseMbld (ariin msksetup.exe. TlosiBUTCS OKHO
npuBetcTBusA (puc.l). Haxxumaem knomnky Next.

J:.JEL_EE_H

Welcome to the Masker Setup
Wizard

Thisg will install Mazker 7.0 on your computer.

It iz recommended that pou close all ather applications befare
contifuing.

Click Mext to continue, or Cancel to exit Setup.

M et > . Cancel

Pucynok 1 — OkHO npHUBETCTBUSA NPOTrPaMMBbI

3aTeM NMpUHUMAEM JIMIIEH3UOHHOE coranieHue (puc.2).

ﬁ“,,- asker J:.JEL_EE_H

License Agreement
Please read the following impartant information befare continuing.

Pleaze read the following License Agreement. Vou must accept the terms of this
agreement before continuing with the installatian.

Lizenze agreement

Mazker 7.0 Copyright = 2000-2006 by Evgeny Zaretzkiy

Mazker iz distributed az shareware. This means:

1. &ll copyrights to Masker are excluzively owned by Evger Zaretzkiy,

2. %'ou may try thiz safbware during a test penod af 10 days. I vou decide ta keep

b azker on pour computer pou must regizter it Thiz means, that you muzst buy a
zinglesmultivzer icenze. It is strongly recommended that vou register M asker within

@) | accept the agreement

| do nat accept the agreement

< Back . Mest = . Cancel

Pucynok 2 — IlpuarMaem JUIIEH3MOHHOE COOOIICHHE
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BriOupaemM nupekTopuio, B KOTOPYH CJIEAYEeT YCTaHOBHTH
nporpammy (puc. 3).

Select Destination Location
“where should Mazker be inztalled?

Setup will inztall Mazker into the fallowing folder.

To continue, click Mest. IF pou would like to select a different folder, click Browse.

C:\Program Files\Mazker Browse...

At lzazt 5,1 MB of free dizk zpace is required.

| ¢ Back “ M et > I| Cancel

Pucynoxk 3 — Bei6op nupexropuu

Jlns 3aBepiieHHs yCTAHOBKM TMpOrpaMMbl TpeOyeTcs HaxkaTb
kHomKy Next. JlaHHas mporpamma OyJeT YCTaHOBJICHA 110 BRIOpaHHOMY
anpecy. Jlanee mpucTymaeM K HEIOCPEJICTBEHHOM paboTe C
nporpammoit Masker.
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6. BBINIOJIHEHUE PABOTBI

6.1. CxpoiTHe HHpOPMAIIUK C MOMOIIBIO TporpamMmbl Masker

YroObl HayaTh paboTaTh, HY)KHO JHOO HA MaHENId, JHUOO B MEHIO
BbIOpaTh MyHKT "Open Carrier File", u B mosiBuBIIEMCSl OKHE yKa3aTh (haili-
KOHTelHep (puc.4).

- Masker 7.0

121

N The files and falders will be hidden inside af the carrier file.
Carrier files are: pictures, videos, programs and sound files.

Locate the carrier file:

|D Swpictureshwinter Sceneshroung Cottontail jpg

== Browse, ,,

(1] 4 Cancel

& | 1:02

Pucynok 4 — Bei6op ¢aiina-koHTeliHepa

[Tocne storo HyxHO B cieaywliemM okHe nepertd Ha "Create New
Hideout", rome MoxHO yKa3aThb MapoJyib U alrOPUTM ITU(POBAHUS JJIsI HOBOM
MOPIIUK CKPBIBaeMBIX AaHHBIX (puc. 5). lludpoBanne — oguH U3 "KOHBKOB"

pOorpaMMbl: TMOAJAEPKUBAIOTCS 7 aIrOPUTMOB, CpPEAM KOTOPBIX €CTh
BLOWFISH u TripleDES.
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: b 52|
Open Carrier File
Ln'} ‘.‘:' .
[ Open Hideout @ Create Mew Hideout I
Hideout Titel: |new Secret
Enter a password that will be used to encrypt and protect
hidden files within the carrier file.
Password: [~ Show password

|***

Retype Password for Confirmation:
|***

Encryption Algorithm

|RIJND:‘!\EL'256 - | - Block cipher: 256'blt block
- Key length: 256 bits
BLOWFIZH

CASTS
DES

SERPEMT-256
0K | Cancel |

TripleDES
TWOFISH I

Pucynok 5 — Be1i6op maposis u anroputMma muppoBaHUs

[locne yka3zaHusi Bcex NapaMeTpoB B OCHOBHOM 4YacTH OKHa OynyT
oTOOpaXkaThCsi CKpbIThIE (hailibl. UTOOBI 100aBUTH TyAa (Qaliibl, HYKHO
MENKHYTh MpaBoi kHomkoU u BeIOpath "Hide/Add Files". [TosiBuTcst okHO, B
KOTOPOM HY>KHO OyJieT BbIOpaTh 3T (pailibl, a 3aT€M M yKa3aTh MapaMeTphl
ux coxpaHeHust (puc. 6). Hampumep, MOXHO J00aBUTH LEIyI MAaImKy,
COXpaHHUB €€ CTPYKTypy, WM JIaTh (ainy-koHTeliHepy craryc "read-only",
YTOOBI COXPAHUTh CKPBIThIE (hailiibl Oosiee HAJEKHO.

Hide Files... &8

selected files

Size | Type | Subfolder | Cormnment | &dd rore. ..
3675 KB Aaded winR... - _POZHA...

File

,E‘ Total Video Conve...

Remoaove

Comment

|l

¥ Save Folder Structure The copy of ariginal files will be hidden within the carrier file.
. Wwhat do you want to do with original files?
[~ Compress Hidden Data

* Mo Deletion! Keep Files on their Locations.

v irite-Protection! @ " Move to Recycle Bin,

Protects carrier file from being

altered or damaged, " Delete. Recovery is not possible!

Cancel ‘ == Back ‘

Files: 1 Subfolders: 1 Total Size: 3 675 KB

Pucynok 6 — J/lo6aBiierue aitinos
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6.2. BoccranoBjieHue uHpoOpManuu

N3Bneuenue (ailioB HE BHI3OBET 3aTPYHEHUN — MIPU OTKPBITUM (Daiina-
KOHTEHHEepa Hy»KHO 3aiTh Ha BKiIaaky "'Open Hideout", yka3aTe mapoJs (puc.
7), ¥ Iepe]1 BaMHU TTOSIBUTCS CITUCOK CIIPATAHHBIX (DAMITOB.

Open Carrier File 2

= Open Hideout ‘ @K Create New Hideout \

Plzase enter the password to have an access to hidden
files which are hidden within the carrier file.

Be aware of upper-flowercase!

Password:
EE 2

Show password [

OK | Cancel ‘

Pucynok 7 — BBoa maposns

M3BneuenHsle ¢ailyibl MOXXHO COXpPaHWUTh, BbIOpaB «EXtracty B
KOHTEKCTHOM MEHIO M3BJICUCHHOTO (haiina.

- Masker 7.0

File Actions Options  Help

BEDEE I =D

Folders File Size

(3 Mew Secret 3675 KB
Hides&dd Files... Cirl+H

Delete... Cirl+Dr
Presiesw Ecdit... Clrl+

Wiewy comment
Change Password. ..

Select Al Clrl+2

Invert Selection
| - b

== Info || 1 file(s) |2y RIJINDAEL-256 & |1.z0

Pucynok 8 — CoxpaHnenne u3BJieueHHOTO (aiina

O0bem (aiina-KoHTeHHEepa YBEIUUYUIICS: 10 CKPBITUS UH(DOPMALUK €T0
pa3Mmep coctaniisi 270 KO, a nmocie — 4,01 MO.
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6.3. CkpoiTHe HHpOPMANUH ¢ MOMOIIBLIO MporpamMmal S-T00IS

CrpsiaeM TEKCTOBBIM JOKYMEHT «CKOporoBopku.dOC» u rpadudeckuii
«[Itnuka.jpg» B My3bikaabHOM (aiiiae «September-Cry for you.wav». HyxxHo
3amyctuTh (aitm S-Tools.exe u mepeTamuTh MBIIIKOW B OKHO IPOTPaMMBbI
datin-kontelinep «September-Cry for you.wav» (puc. 10).

4+ § Tools - September-
File Window Help

o Actions

State Progress
Revealing 0%

Ready | can hold up to 647 438 bytes &

Pucynok 9 — Beibop ¢aitna-konreitnepa

Jlanee B (QaiyI-KOHTEMHEp IepeTaliuTh MBIIIKOM TO, YTO Mbl XOTHUM
cupstath («CkoporoBopku.docy, «Iltnuka.jpg»). IlosButcs oxno «Hiding»
(«CKpbBITHE»), B KOTOPOM HYKHO BBECTH IMapojb W BBIOpaTh aJroOpuTM
mmdpoBanusa. Haxars kHonky OK (Puc. 11).
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Hiding 6,714 bytes _

Pazzphraze:; I’“‘"

Yerify pazsphraze: I’“‘” Cancel |

E nemptian algarithm: I IDEA, ;I Help |
IDEA,

DES
Triple DES
kOC

Pucynok 10 — BBog naposis u BIOOp asiroputMa mm¢ppoBaHUs

B rmaBHOM OKHE mporpamMmbl  OTKpoeTcs (ailyi-KOHTeHHEep ¢
COACPXKUMBIM — (ajaoM, KOTOPbIA MBI CHpSTAIU. 3aroIHEHHbIA (daili-
KOHTECHHEDP HYXHO COXPaHHUTb, BHIOpaB «Save as» B ero KOHTEKCTHOM MEHIO

(puc. 12).

% S Tools - hidden data
File 'Windoww Help

T
™| ™. hidden data

Properties. .

Reveal...

Action Progress
Fevealing Fevealing 0=

Save with a nesw name... | can hold up to 647 438 byvtes &

Pucynok 11 — Coxpanenue daiina-koHTeliHepa

6.4. BoccranoBieHue ucxoaqHoM HH(popMaKu

UtoObI U3BIIEUb CKPBITYI0 MH(pOpMaIMio U3 paiin-kKoHTeitHepa «mudp-
September-Cry for you.wav» Temepb IEpeTamuM MBIIIKOH ITOCICIHUA B
OKHO TIpOorpaMMbl W BbIOEpEM B KOHTEKCTHOM MeHI0 «Reveal»
(«oOHapyxenue») (puc. 13).
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4 S_Tools - ump-September-

File ‘“Window  Help

o wnpp-September-

[ o1 by

Save
Save as..

Properties . .

Action State

Progress

Revealing Revealing

1

Try to revesl a file hidden in this sound

0%

| can hold upto B47 422

Pucynok 12 — M3Bneuenue ckpbITOi WHPOpMALIHH

[MosiBuTcs okHo «Revealing from mmdp-September-Cry for you.wavy, B

KOTOpPOM HYKHO BBCCTH IIAapOJIb IJIA

pacuiudpoBku ¢aiiga u BBIOpaTh

aJITOPUTM, KOTOPBIM 3TOT (aiin oLl 3amudpoBan (puc. 14).

Fazsphraze:

]

Yerify passphrase:;

Encryption algorithm: |52

Cancel

| o=
RN

- Help

Pucynok 13 — BBoa maposist 1 BBIOOp anroputMa

B okne «Revealed Ar...» («O0HapykeHHbIC (ailibl») OTOOpA3ATCS
cupsiTaHHBIC B (paiiyI-koHTEHHEpe (ailibl 1 uX pa3Meps (puc. 14).

B Revealed Ar...

Fevealed files:

Mame

| Size |

YK, P
CKOpOrOEpKM.doc

293 556
44 544

Pucynok 14 — OtoOpaxeHue CKpbIThIX paitioB
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/. KOHTPOJIBHBIE BOITPOCHI

Yro takoe creranorpadus’?
Yro Takoe KOMIBIOTEPHAs cTeraHorpadus?
Kakwue BUIbI KOMIBIOTEPHOM cTeraHorpaduu Bbl 3HaeTe?
Yro Ttakoe (aitn-koHTeHEP?
Kakue (aiiapl MOXHO CKpbIBaTh C MOMOIIBIO KOMIIBIOTEPHOU
crera”orpapun?

6. Kakue mnporpammHble MNPOAYKTH ISl pealn3alud METOIOB
creranorpaguu Bbl 3HaeTe?

7. C xakumm ¢aiinamm pabotaer mporpamma S-100Is? Hazosute
MIPEUMYIIECTBA U HEOCTATKU MPOTPAMMBI.

8. C xakumu ¢aiinmamu pabotaet nmporpamma Masker 7.0? HazoBure
NPEUMYILECTBA U HEOCTATKHU MPOTPAMMBI.

SAE A .
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8. CIIMCOK UCITOJIb30BAHHbBIX NICTOYHHUKOB 1
JIMTEPATYPbBI

1. KowmmeroTepHas  creraHorpadus [OneKTpOHHBIA  pecypc]
http://www.crime-research.ru/

2. KommbproTepnass creraHorpadusi BuUepa, CETOJHs, 3aBTpa.
TexHomorun wuHOpMAIMOHHON Oe3omacHOCTH 21 Beka. [DIeKTpOHHBIM
pecypc] http://www.bnti.ru/



http://www.crime-research.ru/
http://www.bnti.ru/
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