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BBenenune

CamocTosiTenbHast padoTa - 3TO UHAUBUyaTbHAasl WU KOJUJICKTUBHAS
ydyeOHasi JeATEeNbHOCTh, OCyLIECTBIsAeMas 0€3 HEemoCpPeICTBEHHOTO
PYKOBOJICTBA MPENOAABATENsl, HO MO €ro 3aJaHusiM H TOJA €ro
KOHTPOJIEM.

CamocrosrenbHas paboTa CTyICHTOB BKJIFOYAET:

- W3YyUYCHHUE JIEKUMOHHOTO MaTepuajga MO KOHCIEKTYy ¢
UCIIOJIb30BAHUEM PEKOMEHJOBAHHOM JINTEPATYPHI;

- OTpabOTKy M3y4yaeMoro Marepuajia IO T[EeYaTHbIM U
ANEKTPOHHBIM UCTOYHUKAM, KOHCTIEKTaM JIEKIUH;

- MOJTOTOBKY K BBITIOJHEHUIO TA0OPAaTOPHBIX PadoT;

- BBINOJIHEHHWE OTYETOB 1O JIabOpaTOpHBIM paboTam W
MOATOTOBKY K MX 3alUTE;

- UHAUBHAYaJIbHBIC 3a7aHus (pelnieHue 3ajad, IOJAr0TOBKA
COOOUIEHUH, JOKIa0B, UCCIIEI0BATEIIbCKUE PAOOTHI U T.I1.);

- paboTy HaJ TBOPUYECKUMHU 3aJaHUSMH;

- TOATOTOBKY KpaTKUX COOOIIEHUM, HOKIanoB, pedeparos,
CaMOCTOSITEIbHOE COCTaBJICHHE 3aJady Mo Hu3ydyaemMol Teme (1o
YKa3aHUIO MPENOo1aBaTes).

HazHaueHue caMoCTOsITeIbHOM pabOThI CTY/ICHTOB.

- Ognadenue 3HAHUAMU, YTO JOCTUTACTCS:

YTEHUEM TeKcTa (yueOHHUKa, MEpBOMCTOYHUKA, JIOMOJIHUTEIBHOM
JUTEpaTyphl),  COCTAaBIICHMEM  IJIaHa  TEKCTa,  rpaduyecKkum
CTPYKTYPUPOBAHHEM TEKCTa, KOHCIIEKTUPOBAHUEM TEKCTa, BBIITMCKAMMU
U3 TEKCTa, pabOTOM CO CJIOBapsSIMU M CHPABOYHUKAMH, IOMCKOM
uH(popmanuu B cetu UHTEpHET U T.I1.;

- 3aKpenjieHue 3HAHUIL, YTO JTOCTUTaeTCS

paboTOl ¢ KOHCIEKTOM JIEKIIUM, 00pabOTKON TEKCTa, MOBTOPHOM
paboToil Hajx yuyeOHBIM MaTepuasioM (Y4eOHHUKOM, MEPBOMCTOUYHHUKOM,
JOTIOJIHUTEILHON JINTEPATYpPOM), COCTABJICHUEM IJIaHA, COCTABICHUEM
Ta0IuIl JJIsI CHUCTEMaTh3aluu Y4yeOHOro marepuaia, OTBETaMH Ha
KOHTPOJBHBIE  BOIPOCHI, 3alojHeHUeM  paboueil  TeTpaiu,
aHAJIMTUYECKOM 00pabOTKON TEKCTa (AHHOTUPOBAHKE, PEIIECH3UPOBAHNUE,



pedepupoBaHue, KOHCIEKT-aHalu3 U JIp), COCTaBJICHUEM
oubnuorpaduu u T.11.;

- hopmupoeanue HaBbIKOG U YMEHUIL, YTO TOCTUTACTCS:

peleHueM 3a1ad M yOpakKHEHUHW 1o oOpasily, pelIeHHuEM
BApUATUBHBIX 3a7a4, BBIIIOJHEHHEM CXEM, BBITIOJHEHHEM paCueToB,
pElIEHUEM CHUTYallMOHHBIX 3aJay, IMOJrOTOBKOM K JIUCKYCCHUSIM,
NPOEKTUPOBAHUEM W MOJEIIMPOBAHUEM Pa3HBIX BUJOB U KOMIIOHEHTOB
npodeCCUOHANTBHON  JIEATEIBHOCTH, MAaTEMATUYECKUM  ONHUCAaHUEM
OTBITHO SKCIIEPUMEHTAIBHOM pabOTOM U T.1I.

CamocrosTenbHast pabota MOXET OCYIIIECTBISATHCS
WHIVUBUAYAIbHO WM TpyHnaMu CTYJACHTOB B 3aBUCUMOCTH OT
MOCTaBJICHHOM 11e7Id, 00heMa, KOHKPETHON TEeMAaTHUKU CaMOCTOSITEIHLHOM
paboOThI, YPOBHSI CJIOKHOCTH, YPOBHSI YMEHUM CTYICHTOB.

KoHTponb  pe3ynbTaTOB  BHEAYJUTOPHOW  CaMOCTOSITEIbHOU
paboThl CTYJEHTOB MOJKET OCYIIECTBISATHCA B Mpeleiax BPEMEHH,
OTBEJICHHOTO Ha 00s3aTelibHbIE YUYE€OHbIC 3aHATHUS MO JIUCIUIUIMHE U
BHEAYIUTOPHYIO CAMOCTOSITEILHYIO PA0OTY CTYJICHTOB IO JUCIUILINHE,
MOET MPOXOJIUTh B MUCbMEHHOM, YCTHON WJIM CMEIIaHHOU (hopMe.

Texymuii KOHTPOJb KaueCTBAa BBIMOJHEHUS CaMOCTOSTEIbHOM
pPabOThI MOXKET OCYIIECTBISATHCS C MOMOIIBIO:

- KOHTPOJIBHOTO OMPOCa;

- co0eceloBaHu;

- aBTOMAaTHU3UPOBAHHOTO  MPOTrPAMMHUPOBAHHOTO  KOHTPOJIS
(MamMHHOTO KOHTPOJISl, TECTUPOBAHUS ¢ MpuMeHeHrneM DBM).

KonTposib BBITIOJTHCHUS WHIUBUTYaTbHBIX 3alaHui’
OCYILIECTBIISCTCS IMO3TAllHO B COOTBETCTBUM C pa3pabOTaHHBIM
npenojaBaresnieM rpauKom.
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CamocrosTenbHas padora no temam 3 u 10. OnTrnueckasi pa3Beaka.
IIporuBoaeicTBIE BUIOBOH pa3BeKe.

Heab padoThl - 03HAKOMUTCS CO crtoco0aMu (HOPMUPOBAHUS ONITUYECKOTO
KaHaja YTEYKH M CHocodamMu NpeJOTBPALICHUs YTEUKH HHGPOpMALUU II0
TEXHUYECKUM KaHajaMm. [IpoBecTn aHanmM3 TEXHUYECKHX CpPEICTB IiepexBaTa
MH(pOpPMAIMHU B ONITUYECKOM JHaMa30He.

3aganue. [IpoBecTu aHanM3 TEXHUYECKUX CPEACTB MepexBaTa HHPOPMAIHH
B OINTUYECKOM JWana3oHE BOJIH, HCIOJIb3YyS KaTaJOl TEXHUYECKHX CPEICTB
3amUThl HHQOPMAIIMH, TPEACTaBICHHbIN Ha caiite http://bnti.ru/ (Texnuka mus
crenciyx0. bropo HayyHO-TeXHHUUYECKOH HHPOpMAIIHH. ).

Jlj1s BBIIOJTHEHUSI JTaHHOW pabOThl HEOOXOAUMO HCIIONb30BaTh CIEAYIOLINE
KaTaJoru:

1)  «OOopynoBaHue Ui OIEPATUBHO-PO3BICKHOW JAEATEILHOCTH» /
«CpencTBa CKpbITOTO BUACOHAOIIOICHUSD)

2)  «OOopymoBaHHWe [UIsI ONEPATUBHO-PO3BICKHOW JEATCIBHOCTHY /
«CpenctBa cKkpbITOTO (hOTOrpadupOBaHUS

3)  «OOopymoBaHue JUIsI ONEPATUBHO-PO3BICKHOW JICATEIBHOCTHY /
«Cuctembl nepexBara KaHaJIOB CBsI3U» / « CUCTEMBI KOHTPOJISL ONTHYECKUX JIMHUMA
CBA3N»

4)  «TernoBH3HOHHBIC U ONTUYCCKUE CUCTEMBD».

[IpoBenute moapoOHBIM aHamu3 8-10 CcpeacTB TEXHUYECKOW 3alllUThl W3
MEPEUYUCIICHHBIX BBIIIEC KATAJIOTOB U 3aHECUTE JIaHHBIC B TAOJIHUILY.

HanmenoBanue I/1306pa>KeHHe TexHuueckue XaPaKTCPUCTHKNU

10

KoHTpoJsbHbIE BONIPOCHI:

1)  Ilepeunmcnure XapaKTEPUCTUKH TEXHUYECKOTO KaHAla  YTEYKH
uH(popMaIuu.

2)  Ilepeuncinte mokaszaTeiu, XapaKTEPHU3YIOIIUE ONTHYCCKUN MPHOOp
repexsara.



3) IlepeuuciuTe TPHUHIUIBI BBIABICHHUS  3aKJIQJHBIX  YCTPOWCTB
ONITUYECKOTO MepexBara.

4)  KakoBbl OCHOBHBIC CIIOCOOOM OOpBOBI C yTE€YKOH HHGOPMAILUU IO
ONTHUYECKUM KaHaJIaM?

5) Kakwe wMeponpusATHS JOJDKHBI  OBITH  MPEIYCMOTPEHBI  IIPH
MMOCTPOEHUN CUCTEMBI 3AITUTHI ONTHYCCKUX KaHATIOB?

6) Ilepeuucnure XapaKTEPUCTHKH CPEIACTB HAOIFOICHUS.
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CamocrosiTesibHas padora o temam 1, 2 u 8. Texuuueckue cpeacraa
pa3Beaku. O0mme cBenenus. PaamosjiekTpoHHasi pa3Beaka.
PagnosiieKTpoHHOE NPOTUBOACHCTBHE U PAAMOMACKHPOBKA.

Heas pabdoThl - O3HAKOMHUTCA CO crocobamMu (GopMHUpPOBaHUS KaHaia
YTEUKH M CHOCOOAMH MPEAOTBPAIICHUS YTCUKH HWH(POPMAIUU 0 TEXHHUYSCKAM
kaHajaMm. [IpoBecTn aHamM3 TEXHUYECKHX CPEICTB IepexBara WH(opmanuu B
PaZIMORIIEKTPOHHOM | AJICKTPOMArHUTHOM JIHana3oHax.

3aganmue. [IpoBecTn aHaTN3 TEXHUYECKUX CPEJICTB MepexBaTa HHPOPMAIUN
PaIMO3JICKTPOHHOM M JJIGKTPOMATHUTHOM JMara30HaX, WCIONb3ys KaTajior
TEXHUYECKUX CPEJACTB 3alluThl WHGOpPMAIMK, TPEIACTABICHHBI Ha caiTe
http://bnti.ru/ (Texmuka g crencoyx6. bropo HaydHO-TEXHUYECKOM
uHbopMaIuu.).

JIis1 BBITIOJTHEHUS JAHHOW PabOThl HEOOXOAUMO HCIOJIB30BATH CIEAYIOIIHE
KaTaJIOTH:

1) «OOopynoBanue mJii ONEPATUBHO-PO3BICKHOW  JIEATEIBHOCTH»  /

«CucreMsbl iepexBara KaHAJIOB CBI3W» / « CUCTEMBI ITepexBaTa COTOBOM CBS3H»

2) «OOopynoBaHue Jisl ONEPATUBHO-PO3BICKHON  AESATENBHOCTH»  /
«CucreMbl mepexBaTa KaHalioB CBsi3M» / «CHUCTEMBI IepexBaTa CIyTHUKOBOU
CBSI3ID)

3) «OO6opynoBaHue s OMNEPATUBHO-PO3BICKHOM  AEATETLHOCTH» /
«CucreMbl nepexBaTa KaHaloB CBs3W» / «CHCTEeMBbI TMepexBaTa MEeHIKUHTOBOM
CBSI3ID)

4) «OOopynoBaHue Uil OINEPATHBHO-PO3BICKHON  NIEATCIBHOCTHY  /
«CucreMsbl epexBara KaHAJIOB CBI3W» / «CHCTeMbI TiepexBaTa (paKkcoB»

[IpoBenure monpoOHBIM aHamu3 8-10 cpeacTB TEXHUYECKOW 3alllUThl U3
MEPEUYUCIICHHBIX BBIIIEC KATAJIOTOB M 3aHECUTE JIaHHBIC B TAOJIUILY.

HanmenoBanue I/I306pa)KCHI/Ie TexHudeckue XAPaKTCPUCTHUKNU
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KoHTpoJsibHBIE BONIPOCHI:

Kakwue 3a1a4 BBIIIOJHAIOT OpraHbl paﬂHOT€XHHqCCKOﬁ paSBC,ZIKI/I?

W3 yero coCTOUT TUIIOBOM KOMILJIEKC MepeXBaTa paJuOCUTHAIOB?

. Uto Takoe aHTEeHHA?

1
2
3
4.
3)
6

Uto Takoe paaronpuéMHUK?
OyHKIMA PaTHOTIPUEMHHIKA

Bunbl pannonpruéMHUKOB



CamocrosiTesibHasi padota mo teMam 4 1 9. AKycTuYecKasi pa3BelKa.
IIpoTuBoaeiicTBHE aKyCTHUYECKOM pa3Be/Ke.

Heas padorbl - 03HAKOMUTCS CO crocobamu (GOpMHUpPOBaHUS KaHala
YTEUKH U Croco0aMu MpeAOTBpaAlIEHUS! YTeUKH MH(OpPMAILMU MO aKyCTHUYECKUM
kaHanaM. [IpoBecTu aHanmu3 TEXHUYECKUX CPEACTB IepexBara WHGOpMAIMU B
aKyCTUYECKOM JIMaIa3oHe.

3apanme. [IpoBecTn aHaNM3 TEXHUYECKUX CPEICTB MepexBaTa HHPOpMauu
B aKyCTUYECKOM JMAlla30HEe BOJH, UCIOJB3YS KaTalOT TEXHHYECKHX CpPEICTB
3alUThl UHPOPMALIMKU, TPeJCTaBICHHbIN Ha caiite http://bnti.ru/ (Texunuka mis
crierciryk0. bropo Hay4HO-TeXHU4eCcKoi HHPOPMAIIHH. ).

JInst BBITIOJIHEHHS IaHHOHM pabOThl HEOOXOAMMO UCTIONB30BaTh CIICAYIOIIUC

KaTtaJoru:

1) «CpenctBa  MHOTOKaHAJbHOM  BHAECO-, ayJaUO3alMCH U
onoBemieHus» / «CpencTtBa MHOTOKaHAJILHOM 3alKCH  Telle()OHHBIX
IIEPETrOBOPOBY

2) «CpenactBa MHOTIOKAaHAJIBHOW  BHUJZICO-, AYJAMO3AlMCH U
onoBemeHus» / «CpeicTBa MHOTOKaHAIBLHOM 3aIIMCH TIEPETOBOPOBY

3) «Ob6opyaoBaHue Jyisi ONEPATUBHO-PO3BICKHOU
neaTenbHOCTHY / «CpeacTBa aKyCTUUECKOTO KOHTPOJIS

4) «Ob6opyaoBaHue Il ONEPATUBHO-PO3BICKHOU

nesaresbHoCTH» / «CpelicTBa KOHTPOJIS TeJIePOHHBIX IEPETOBOPOBY
[IpoBenute moapoOHBIM aHamu3 8-10 cpeacTB TEXHUYECKOW 3alllUThl W3
MEPEUYUCIICHHBIX BBIIIEC KATAJIOTOB M 3aHECUTE TaHHBIC B TAOJIHITY.

HaumenoBanue I/1306pa>KeHHe TexHuueckue XaPaKTCPUCTHUKU

10

KonTpoabHbIe BONPOCHI

1 OO6acTh MPUMEHEHHUS MapadoINIECKOro MUKpOohoHa?
2 [Iepeuncnure aKkyCTUUECKHUE 3aKIIaHbIE YCTPOMCTBA.



3 [lepeuriciure akyCTHYECKHE 3aKJIAJIKH HCIIONb3YIONINE TeledOHHBIE
JUHUU.

4 [lepeunciure MeToAbl 00PAOOTKH PEUEBBIX CUTHAJIOB.

5 HazoBuTe 0CHOBHBIE XapaKTEPUCTUKH HAMPABIEHHBIX MUKPO(OHOB.
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CamocrosiTeqbHas padora mo temam 5-7. KomnblorepHuasi pa3Beaka.
CpencrBa Texunueckoii passeaku. [IporuBoaeicTBHe TEXHUYECKUM
pa3BeaKam.

Heabp padoThl - 03HAKOMHUTCS cO crocobamu (HOpMHUpPOBaHMS KaHaja
YTEUKH M crocobamu mpefoTBpamieHus yreuku nHpopmanuu. [IpoBectn anamms
TEXHUUYECKUX CpPEICTB IiepexBaTa HHPOpMAMu B KaHalaxX, 0Opa30BaHHBIX
CPEICTBaMH BBIUYHCIUTEIBHON TEXHUKH.

3ananme.

1)  HW3yuuTh TEXHUYECKHE CPEACTBA MepexBara WH(GOpMAIMH B KaHAJaX,
00pa30BaHHBIX CpPEJICTBAMH BBIUMCIUTEIBHOW TEXHUKH, HWCIOIb3YS KATaJloT
TEXHUYECKUX CpPEJICTB 3allUThl HMH(POpMAlUM, TPEACTABICHHBIM Ha caiTe
http://bnti.ru/ (Texmuka g croencoyx6. blopo HaydyHO-TEXHUYECKOI
uHpopManuu.). Jlyis BBINOJHEHUs JaHHOW pabOThl HEOOXOIUMO HCIIONb30BATh
cienyromue — karanoru:  «OOopynoBaHMe — UIs  ONEPATUBHO-PO3BICKHOM
nesTenbHocT / CHUCTEeMBbl KOHTPOJIA 3JEKTpOHHOM uHpopmanuu / CucTeMbl
KOHTPOJIS 3JIEKTPOHHON MH(OPMAIIUU B KOMITBIOTEPHBIX CETIX)

2)  UMByunth COCTaB «KEWUJIOITEPOB», TMPEJACTABICHHBIX Ha caite
https://www.keyloggers.com/ru/

3) [TpoBectu moapoOHBIM aHanu3 8-10 cpeacTB TEXHUUECKOMN 3allUThI U3
NEPEYMCIICEHHBIX BbIIIE KaTaJIOrOB 1 3aHECTH JIaHHbIE B TaOJIHILY.

HanmenoBanue I/1306pa>KeHHe TexHuueckue XapPaKTCPUCTHUKNU
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KonTpoabHbIe BONPOCHI

1)  Yro Takoe TEXHWYECKHE CpPEJICTBA MpHeMa, 00pabOTKH, XpaHEHHsS U
nepenaun nadopmaruu (TCITN)?

2)  IlepeuncinTe TEXHUYECKUE KaHAIBI YTCYKH WHPOPMAIIUU, KAK OHU
KJIACCU(DUIMPYIOTCS B 3aBUCUMOCTH OT (M3UUECKOW MPUPOJbl BO3SHUKHOBEHUS


https://www.keyloggers.com/ru/

MH(GOPMALIMOHHBIX CUTHAJIOB, a TAKXKE CPEIbl UX PACIPOCTPAHEHUS U CIIOCOOOB
nepexsara’?

3)  Uro takoe BTCC?

4)  UYro Takoe cirydyaiiHas aHTCHHA?

5)  Uto Takoe AMEeKTPOMAarHUTHBIC KaHAbI YTEUKH

uHpopMaruu?

6)  Uro Takoe mapaMeTpUYECKUE KaHAJbl yTCUKU uHpopMaIuu?
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CamocrosiTesibHas padoTa o TemaMm 11-12. 3amura oT BHeApsieMbIX HA
00BbeKTHI pa3BelbIBaTEIbLHbIX YCTPOMCTB. TexHnueckue cpeacTBa 3alnThl
HH(popMaLHH.

Heabp padoTsl - 03HAKOMHUTCS €O crocobamu (HOpMHUpPOBaHMS KaHaja
YTEUKH M crocobamu mpefoTBparieHus yreuku nHpopmanuu. [IpoBectn anamms
TEXHUYECKUX CPEACTB IepexBara MH(POpMAlMUd B MaTepUalbHO-BEIIECTBEHHOM
KaHAJIC YTEUKH.

3apanme. [IpoBecTn aHaNM3 TEXHUYECKUX CPEICTB MepexBaTa HHPOpMauuu
B MaTepUaIbHO-BEIIECTBEHHOM KaHaJIe YTEUKH, UCIIONb3Yys KaTajJor TEXHUUECKUX
CpeACTB 3amuThl HWH(pOpMAaIUM, MpeaCcTaBleHHBIH Ha caiite http://bnti.ru/
(Texnuka nnst cnencinyx6. bropo HaydyHO-TeXHUYECKON MH(BOPMAITIHL. ).
Jlj1s BBIIOJTHEHUS JTaHHOW pabOoThl HEOOXOAMMO MCIOJB30BaTh CIIEAYIONINE
KaTaJoru:
1) «AnTHTeppOopUCcCTHYecKOe oOopymoBanue» / «CpenctBa OOHApYXKECHUS H
UACHTU(DUKAIINH BEIIECTBY
2) «JlocMoTpoBOe 000pynoBaHKe» / «CpecTBa OOHAPYIKECHUS PaTHAIIANY

[IpoBenute moapoOHBIM aHamu3 8-10 cpeacTB TEXHUYECKOM 3alllUThl W3
MIEPEUMCIICHHBIX BBIIIE KATAJIOTOB M 3aHECUTE JJAHHBIC B TAOJIHILY.

HanmenoBanue I/1306pa>KeHHe TexHuueckue XaPaKTCPUCTHKNU
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KonTpoabHbIe BONPOCHI

1) OcoOGeHHOCTh MaTepUAIbHO-BEIIECTBEHHOTO KaHaIa YTEYKH HH()OPMAIIHH.

2) OCHOBHBIC HCTOYHUKA HWH(POpPMAIMM B MaTepPHAIbHO-BEUICCTBEHHOM
KaHaJe.

3) Yreuka Kkakoro Buaa HHGOpPMAIMKM BO3MOXKHA B  MaTepHAIbHO-
BEILIECTBEHHOM KaHaje?



4) TlpuemMHUKH WH()OPMAIMK B MaTEpPUAIBHO-BEIICCTBEHHOM KaHAJIEC YTCUKH
uHopMaru

5) CpeactBa oOHapyKeHHs yTeYKH HMHMOPMAIMKM O  PaJUOaKTHBHBIX
BEIIECTBAX.
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PexoMeHIaIIMU 10 BHINOJTHEHHUIO CAMOCTOSITEIbHOM PadoThI

I/I3yqune TECOPETHYECCKUX OCHOB JUCHUIIINH

W3yueHue TEOpPETUYECKOW 4YacTU JUCHUIUIMH CIOCOOCTBYET
YIIOyOJICHUIO M 3aKPEIUICHUIO 3HAHUM, MOJYYEHHBIX HAa ayJAUTOPHBIX
3aHATUSIX, @ TAKXKE€ Pa3BUBACT Y CTYJCHTOB TBOPYECKHME HABBIKH,
MHULMATUBY U YMEHHE PallMOHAJIIbHO OPTaHU30BaTh CBOE BPEMSI.

CamocTosiTennbHas paboTa IPU U3YUYCHUU JUCHUILUIMHBI BKIIOYAECT:

- paboOTy HaJl KOHCIIEKTOM JIEKLIU;

- U3yYE€HHE PEKOMEHIOBAHHOMN JINTEPATYPHI;

- IOMCK U O3HaKOMJIeHHE ¢ uHpopmanuei B cetu MuTepHerT;

- MIOATOTOBKY K pa3IMYHbIM (PopMaM KOHTPOJIS (KOHTPOJILHBIN
onpoc, codece10BaHUE, TECTHI);

- MOATrOTOBKY OTBETOB Ha BONPOCHl MO Pa3JIUYHBIM TEeMam
JUCLUUIUIMHBI, B TOM YUCIIE 3aJJaHHBIM MPENOo/IaBaTeNeM 10 pe3yabTaTam
KOHTPOJISL 3HAHU.

Marepuan, 3aKOHCIEKTUPOBAHHBIM B TEUYEHUE  JICKLIHH,
HEOOXOJIUMO PEryJisipHO IpopadaTbiBaTh M JIOMOJIHATH CBEACHUSIMU
U3 JPYTUX HCTOYHUKOB U JUTEPATYPHI.

[Ipu ocBOEHMU JUCUMIUIMHBI CHayajga HEOOXOAMMO MO KaXaAou
TEME U3yYUTh PEKOMEHJIOBAHHYIO JIUTEPAaTypy M COCTAaBUTh KpPAaTKUM
KOHCIIEKT OCHOBHBIX TMOJIOKEHUH, TEPMHUHOB, CBEICHHI, TPEOYyrOIIUX
3allOMUHAHUS U SIBJIAIONIMXCS OCHOBOMOJATalollMMH B 3TOM TeMme
IUIsL  OCBOEHHsA Tnocienyromux tem Kypca. [locne storo cienyer
pazo0paTbcs ¢ 00OCHOBaHMEM yTBepxkAeHuM. g  pacmumpeHus
3HAHUN TO0 JUCUUIUIMHE PEKOMEHIYETCs HMCIOoib30BaTh MHTEpHET-
peCypChl; NPOBOJIUTH MOUCKUA B PA3JIMYHBIX CUCTEMAaX M HCIOIb30BATh
MaTepuaibl CAUTOB, PEKOMEHAOBAaHHBIX MPENOJaBATEIIEM.

ITo TpeOOBaHUIO penoaaBaTes KOHCIIEKT JEKIHMI
OPENOCTABISIETCS €My Il TMPOBEPKH. 3aMEYEHHBbIE HENOCTaTKU M
BHECCHHBIC 3aMeYaHUsi M TMPEJIOKEHHUS ClelyeT OoTpadoTaTh B
IPUEMIIEMBIE CPOKH.



IIpakTnyeckue 3a1aHus

[Ipu moaroToBKe W 3alIWTE MPAKTHYECKUX 3aJaHUN HEO0OXOIMMO
oOpamiate 0c000€ BHUMaHHUE Ha MOJHOTY M TPAMOTHOCTb BBIMIOJHEHUS
oTdyera TO paboTe, HaIWYMEe B HUX KpaTKUX OOOCHOBaHMM
NPUHUMAEMbBIX PENICHWH M BBIBOJIOB MO pe3yibTaTaM paboThl. [lpu
HECOOTBETCTBUM OTYETa ATUM TPEOOBAHMSIM MPENOJABATEIb MOXKET
BO3BpalllaTh €ro Ha nopabotky. Ilpu ompoce CTyAEHTOB OCHOBHOE
BHUMaHHUE oOpalaeTcs Ha YCBOGHHE MMM OCHOBHBIX TEOPETHYECKUX
MOJIOKEHUN, HA KOTOPBIX OaszupyeTcs AaHHas paboTa, U MOHUMAHHE
TOTO, KaK 3TH TMOJOKECHHS MPUMEHSIOTCS Ha MpakTuke. st ocBoeHus
JTUCITUTIIMHBI B TIOJITHOM O00BEeME CTYJCHTY HEOOXOJMMO IOCEIIaTh BCE
ayIUTOPHBIC 3aHATUS U CAMOCTOSITEILHO MPOpPa0daThIBATh MOJYyYCHHBIH
MaTepual.

KoHTpons pe3ynpTaTOB CcaMOCTOSITENBHOW pPAaOOThI CTYJIEHTOB
OCYIIECTBIIICTCS TEpe]l BBIMOJHEHUEM TMPAKTUYECKUX 3aJaHUM, B
IpolIecce 3alUThl OTYETa Mo padoTe, a TaK JKe Ha 3a4eTe.

[Ipu camMoCTOSTEIIPHOM H3yYCHHH IHCIMIUIMHBI, IMOATOTOBKE K
ayIUTOPHBIM 3aHSATHUSM U BBITIOJHCHUH JOMAITHUX 3aJaHUM CTYIACHTHI
JOJDKHBI MCIIOJIb30BaTh PEKOMEHJIOBAHHYIO Y4YE€OHYIO JIUTEpATypy H
ydeOHO-MeTOoANYeCKUe yKazaHus. MICTOUHUKH WHGOPMAIUU JTOCTYITHBI
Ha caiiTe Kadeapsl.

CaMocTosiTennbHass paboTa OCYIIECTBISETCS MPH TMOJATOTOBKE K
paboTe B COOTBETCTBUH C 3aJ]aHHBIMH TE€MaMH, TOJIFTOTOBKE OTBETOB K
BOIIPOCAM JIJII CAMOKOHTPOJISI U KOHTPOJIbHBIM BOIIPOCAM.

OTYeT MO MPAKTUISCKUM 33JIaHUSM BBITTOTHACTCS WHINBU Y THHO
WIM OJIMH Ha OpuTaay Mo PeIICHHUIO TTPEIoaBaTes.

OTtuer TOJKEH CoJIepKaTh BCE MPEeayCMOTPEHHBIE
METOJAMYECCKUMH YKa3aHWSIMHU pa3feibl, BKIIOYAs 3aJaHusS U KPaTKOe
M3JI0’)KEHHUE HeOOXOAMMOT0 TEOPETHUECKOTO MaTepuraa.
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Tembl pepepaToB o Kypcey

1.Metozast 60pbObI ¢ PUITUHTOBBIMH aTaKaAMH.

2.3aKOHO/IATENbCTBO O MEPCOHAIBHBIX TAHHBIX.

3.3amuTa aBTOPCKUX MPaB.

4.Ha3znauenue, QyHKIUU U THIIBI CUCTEM BUCO3AIINTHL.

5.Kak mnomgnuceiBath ¢ momombto OIII 31eKTpoHHBIE JTOKYMEHTHI
paznUYHbIX (OPMATOB.

6.0030p yrpo3 u Texnosoruit 3aumtel Wi-Fi-cereii.

7 I1poGnembl BHEAPEHUS TUCKOBOTO MK(POBaHHUSL.

8.boprba co cmamom: OCHOBHBIE MOAXOMBI, KiIacCU(PUKAIHS, MPUMEPHI,
IIPOTHO3BI Ha OyayIee.

9.0c00eHHOCTH MPOLECCOB AYTEHTU(PHUKAIIUU B KOPIIOPATUBHOM cperie.

10.KBanToBast kpuntorpadusi.

11.Yteuku napopManuu: kak n3dexarb. besonacHocts cMapT(hOHOB.

12.be30macHOCTh MPUMEHEHHS MIACTHKOBBIX KapT - 3aKOHOJATENbCTBO U
paKTHKa.

13.3ammra CD- u DVD-auckoB oT KOmMpoBaHUSI.

14.CoBpemMeHHbBIE€ YIPO3bI U 3aLIUTa 3JIEKTPOHHOM IMOYTHI.

15.1IporpaMMHBIE CpEOCTBAa aHalM3a JIOKAJIBHBIX CETEed Ha MpeaAMET
YSA3BUMOCTEH.

16.be3omacHOCTh MPUMEHEHUSI MJIATEKHBIX CHCTEM - 3aKOHOJATENbCTBO U
IIPaKTHKA.

17.AynuT nporpaMMHOT0 KoJia 1o TpeOoBaHUSIM O€30MaCHOCTH.

18.AnaTummmonckoe I10 (antispyware).

19.06¢ecneuenue 6e3omacuoct Web-cepBrcoB.

20.3amura OT BHYTPEHHUX YTPO3.

21.Texnonoruu RFID.

22 . YHUUYTOXKEeHUE NHPOPMAITMH Ha MATHUTHBIX HOCUTEISIX.

23.boTHETHI - TIAIIapM COBPEMEHHBIX KHOepaTax.

24.11udpoBbie BOJISIHBIC 3HAKH B M300paKEHUSX.

25.271eKTPOHHBINA JOKYyMEHTOO00pOT. Mojienu HapyImuTeds.

26.Unentudukaius no rojgocy. CKpbITbIe BO3MOKHOCTH.

27.be30onacHoCTh OKEaHCKUX MOPTOB.

28.be3omacHOCTh CBSI3H.

29.be30macHOCTh PO3HUYHOU TOPTOBIIH.

30.bankoBckast 0€30MacHOCTb.

31.MudopmaTuzanus yrmpaBieHUs] TPAHCTIOPTHOM O€30MTaCHOCTBIO.

32.buonacmopr.



33.0030p coBpeMEHHBIX MIATHOPM apXUBAIUH TAHHBIX.

34.Yto Takoe KoHCanTUHT B obsactu Ub.

35.byxrantepckass  OTYETHOCTh  KaK  HMCTOYHHUK  PACCEKpEUUBaHUS
uH(bOpMaInu.

36.YmpaBneHue puckaMu: 0030p yrnoTpeOUTENbHBIX MOAX0I0B.

37 KareropupoBanue uHGOpManud W  HHPOPMAIMOHHBIX  CHUCTEM.
Ob6ecnedenue 6a30BOro ypoBHs HHGHOPMAIIMOHHON 0€30MacHOCTH.

38.PacripesiesieHHbIE aTaKy HA paclpe/IeJICHHbIE CUCTEMBI.

39.01eHKa 0€30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

40.Windows u Linux: uro 6e3omacHee?

41.DyHKmoHadpHas 0€30MacCHOCTh TPOTPAMMHBIX CPECTB.

42.TeXHOJIOTUYECKNE MPOLIECCHI u CTaHIapThI oOecrieueHus
(GYHKIIMOHATBHOM 0€30MaCHOCTH B )KM3HEHHOM ITUKJIE IPOTPAMMHBIX CPEJICTB.

43.NudopmarimonHast 6€30MaCHOCTh: IKOHOMUYECKHUE ACTICKTHI.
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KonTposbHbIe BONPOCHI 1J151 CAMOKOHTPOJIA

Tema 1. Texunueckue pa3peaku. O0mue cBegeHus .

1. DNEeMEeHTBI, coJiepKaluecs B JIO00M cUCTEME TEXHUYECKOM
pa3BEIKH.

2. Peanuzarus oOHapy>KeHUsI U aHAIK3a JEMACKUPYIOUINX MPU3HAKOB B
CUCTEME TEXHUUYECKOU Pa3BEIKH.

3. Onepanuu BeinoaHenus A1 no pusnyeckoit cyru.

4, [Tpsimble 1 MOOOYHBIEC KaHAJBI yTEYKU HH(POPMAIIUH.

S. CrenuanbHble TEXHUYECKHE CpEICTBAa U pelieHHs, (HopMHUpYOIINe
KaHAJIbl YTeYKH HHPOpMAITUH.

6. JIoCTOMHCTBA 1 HEAOCTATKNA TEXHUYECKOU Pa3BEIKH.

7. Knaccudukanusa TexHUYECKUX pa3BEJOK IO BHJIAM HOCHUTENEH
anmaparypsl pa3BEIKH.

8. Knaccudukanusa TeXHUUECKHX pa3BeJOK IO crnocol0y g00bIBaHUS
uHGOpMAIUH U TUITY annapaTyphl pa3BeIKu.

Tema 2. PanuosiexkrponHasi pa3Beaka.

1. Orarbl pa3aeiieHue pagro3JIEeKTPOHHON Pa3BEIKH.

2. Kpurepuu BpiOOpa cTpaTeruil pa3Beku 1 MaCKUPOBKHU

3. CnocoOsI onpenenenust 4actotbl curHaioB POC.

4, Ha3oBuTe OCHOBHBIE CHOCOOBI MEJIEHraluu PaJro3JIeKTPOHHBIX
CPEICTB.

S. [IpuHUUMIIBEI paOOTHI AOIIJIEPOBCKOTO MEJIEHTaTOPA.

6. Ha3nauenue pagnosiokallnoHHas pa3BeiKa.

7. CynHoCTh TETIOBOTO PAIMOU3ITyUYEHHUS.

8. Pa3Benka moOOYHBIX AIEKTPOMATHUTHBIX M3JIYYCHUN 1 HABOJIOK.

Tema 3. Onruveckas pa3BeIKH.

1. OcHoBHbIE CBeIeHUS 00 ONTUYECKUX JIMH30BBIX CUCTEMAX.

2. OcHOBHBIE 3Talbl BU3yaJIbHO-ONTUYECKAs pa3Be/IKa.

3. dotorpaduyeckas U GOTOTEICBU3MOHHAS PA3BEIKA.

4. JIMarHOCTUYECKHE TEIUIOBBIE CUCTEMBI C  OXJIAXKIAEMbIMH U
HEOXJIAXAAEeMbIMH IPUEMHHUKAMU U3ITyUYEHHUS.

S. Ha3nauenue TenoneneHralilmoOHHON CTaHLIUU.

6. B ueM 3akirouyaeTcs ontuyeckas Jokauus ?

1. CTpykTypHas cxeMa JalbHOMEPHOTO KaHaja.

Tema 4. AKycTHYECKasl pa3BeKa.

1. O6sacTh NpUMEHEHHUs MapadoJINYECKOro MUKPO(dOHa.

2. AKYyCTUYECKHE 3aKJIA/IHbIE YCTPOUCTBA.

3. Hcnonb30BaHne 3aKIJIaIHBIX YCTPOMCTB.

4, Knaccudukanus paarno3akiaagok Mo UCIOJIb3yeMOMY AHAaNa30Hy.

d. CkpplTasg 3amuch Ha JOUKTOPOH Kak CMOCOO0 JOKYMEHTHPOBAHHUS

uHdopmaIuu.
6. AKycTHYEeCKHE 3aKIIaJKN UCTIONB3YIOIINE Telie(OHHbIE JIMHUH.



7. Hcnonb30BaHne auana3oHa paguoBOIH.
8. Metoab1 00pabOTKH PEUYEBBIX CUTHAJIOB.
9. HazoBuTe 0OCHOBHBIC XapaKTEPUCTHKU HAMPABICHHBIX MUKPO(GOHOB.

10. Hcnonb30BaHue alanTUBHOTO (PHIIBTpA.

Tema 5. KomnbloTepHasi pa3Beaka.

1. MeTonbl B3J10Ma KOMITBIOTEPHBIX CHCTEM.

2. [IporpaMMsl LIMTAOHBI.

3. Knaccudukanuys mporpaMMHBIX 3aKIa/I0K.

4, OcCHOBHBIE TpyHNbl JECTPYKTUBHBIX JEUCTBHUIl, OCYIIECTBIISIEMBIC
MIPOrpaMMHBIMH 3aKJIQIKAMH.

S. Mopenu BO31eCTBHSI MPOTPAMMHBIX 3aKJIaJ0K HA KOMIIBIOTEPHI.

6. CraTtucTryeckoe U JTMHAMUYECKOE HCKAKEHHUS.

7. KnaBuatypHbie MITTHOHBI.

8. B dem 3aknrouaercs METOJI KpUITOAHATUTUYECKHUX 3aKIAT0K 7

Tema 6. CpencrBa TeXHHUYECKOH pa3BeIKH.

1. Cnenaiite BEIOOPKY CpeJICTB KOCMUYECKON Pa3BEIKH.

2. Ha30BUTE OCHOBHBIE CPEICTBA BO3AYIIHONW Pa3BEIKU.

3. Kakue cpencrtBa KoOHTpodsi KiaccUpUKAIMi MOpCKas pa3BelKa
ObIBaIOT ?

4, ABTOMAaTHYECKHE YCTPOMCTBA TEXHUYECKOW pa3BEIKH KaOEIbHBIX
JIMHUMU.

5. [lopraTuBHas TEXHHUKA JJI Pa3BEACIYXKO.

6. CKpBITO yCTaHABIIMBAEMbIE MUKPO(OHBI.

7. Knaccudukanus paguonepeaTiukoB TeIePOHHBIX JIUHUM.

Tema 7. IIpoTuBOAEHCTBHUS TEXHUYECKHUM Pa3BeIKaM.

1. Posib mpoTHBOAEHCTBYSI TEXHUUECKHUM CPEACTBAM PA3BEIKHU.

2. DTamnbl yIpaBJICHUS CIIOXKHBIMU CUCTEMaMHU.

3. Meroasl OOppOBI C CHUCTEMaMHU M CPEJICTBAMH  YIPABJICHUS
MPOTUBHUKA.

4, CrocoObl  TOCTHMKEHUSI TPOTUBOJICHCTBUS PACIO3HABAHUIO THUIIA
oOBEKTA.

S. OcHoBuble HampaBieHuss mnpotuBogeiicteuss T1CP. CpaBHenue

CKpbITUS UHGOPMAIIMU U TEXHUUYECKOU ie3uH(popMaIiim.

Tema 8. PagmnosnekrponHas NPOTHBOCiCTBHE U
PaguoOMacKHPOBKA.

1. Ha3zoBute 1ienp nacCUBHOU paJlMOMaCKUPOBKHU.

2. [{enb mpuMeHEHNS SKPaHUPOBAHUS.

3. OcHoBHOe HazHaueHUE GUIBTPOB. THUIIBI PUIHTPOB.

4, TpeboBanust K 3a3eMJICHHIO TEXHUUYECKHUX CPEJICTB.

S, Uto mnpencraBiastoT coOOi cIeruaabHbIE MOMEIISHHS M ¢ KaKou

LEJIbI0 OHU UCIIOJIB3YIOTCS?
6. CnocoObl MAaCKMPOBKH OT CPEACTB PAIUOIOKAIIMOHHON Pa3BEIKHU.
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7. Ha3oBute 1esnb akTUBHOM paiOMacKUPOBKH.

8. [Tepeuncnure criocoOsl akTuBHOTO MoaaBieHust PJIC.

9. Kakue ocoO0eHHOCTH IPOTUBOJIEHCTBUS Pauo- U PaJUOTEXHUUECKON
pa3Benke?

10. Kakue cymecTByloT MeETOABl  KpUNTOTpaUUecKOW  3alUTh
uHpopmanun?

Tema 9. IIporuBoaeiicTBHE AKYyCTHYECKON pa3BeAKH.

1. B uém 3akmouaercs meron ciyxoBoro koHTposia? Ilens ero
MIPUMEHEHUS.

2. Kakue cyiiecTByrOT MaCCUBHBIE METO/bI AKYCTUYECKOW 3aIlUThI?

3. O PexTUBHOCTD MPUMEHEHUS SKPAaHHBIX TITYIIUTENEH 3ByKa.

4, XapakTepHucTUKa MPO3payHbIX MEPErOBOPHBIX KaOWH.

5. Kak ocymiecTBisieTcst oneHka 3ByKOU30JISIIMYA 00beKTa?

6. Kaxkue cymecTByrOT aKTUBHBIE METOJIbI AKyCTUYECKOU 3aIUThI?

7. TexHnYecKue 3alUTHBIE YCTPONCTBA.

Tema 10. IIpoTuBoaeiicTBHE BUI0OBOI pa3BeaKH.

1. Kak ocyniecTiseTcs 3amura OT ONTHYECKOW U ONTHKOJIEKTPOHHOU
pa3Benok?

2. Ha3zoBute cnocoObl JOCTHKEHUS HApyLUICHHs KOHTaKTa IIpH
MIPOTUBOJEHUCTBUH CPEACTBAM ONTHYECKOU U parojokamoHHou pa3seake (PJIP).

3. Yro npeacrasisieT coOoii 3ammra ot Bugosoi PJIP?

4, CniocoObl CHUKEHUS! YPOBHS CUTHaNA Ha Bxoje npuéMuuka PJIC.

Tema 11. 3ammra OT BHeApsieMBIX HAa 00BEKThl Pa3BeAbIBATEIbHBIX
YCTPOMCTB.

1. Drambl 3alMUThl OT BHEAPSIEMBIX Ha OOBEKTHI Pa3BEAbIBATEIIBLHBIX
YCTPOMCTB.

2. ConeprxaHue MOMCKOBBIX MEPOTIPHSITHIA.

3 HazoBwuTe 11e11b npuMeHeHrs pEHTT€HOBCKOTO KOHTPOJIS.

4, CpaBHHTENbHAS XapaKTEPUCTHKA MTOMCKOBBIX TPUOOPOB.

5 OcHoBHas 3a/1a4a 00CIe0BaHMS TTOMEIIICHUN.

6 [{esns mpoBeIeHUS POBEPKHU IIEKTPOYCTAHOBOK U KOMMYHUKALUH.

Tema 12. TexHn4eckue cpeacTBa 3alUTHI MH(POPMALIMH.

1. O06nacTh NPUMEHEHHSI HEJIMHEWHBIX JIOKATOPOB.

2. Kakue cymecTBytoT METOMBI 3aIIUThl WHMOPMALUKA OT YTEUKH IIO
AIIEKTPOMArHUTHOMY KaHaiy?

3. [Ipenna3naueHre OTCEKAIOIIETo JIMHEHHOTO (PHIbTpa.

4, Cnoco0 mpenoTBpalieHus] HECAHKIIMOHUPOBAHHOTO HCTOJIb30BaAHUS
COTOBBIX TeNEe()OHOB.

S. CpaBHUTE OTEUECTBEHHbIE U 3apyOeKHbIE IMOMEXOMOABIISIONIIE

buIABTPHL.
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