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ConepxaT CBeJEHHUS MO BOMPOCAM CAMOCTOATEIbHOW pabOThl Ha
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Copep:xaHue caMoCTOSITEILHOWH PadoThI

Tema CPC 3anaHue

OcHoBHbIE 1. Hccnenyiite M COCTaBbTE CIUCOK OCHOBHBIX

aCIEKThI KOMIIOHEHTOB CUCTEMbI HHPOPMAIIMOHHOM 0€3011aCHOCTH.

[OCTPOEHUS 2. Pa3paboraiiTe TOKyMEHT, ONMMCHIBAIOLIUI MOJIUTUKY

CUCTEMBI 0€30MacCHOCTH KOMITaHUU.

uHpopMamoH | 3. HccnenyiitTe ¥ ONUIIATE METOAbl OOeCnedeHus

HOM 3alIUTHI JAHHBIX B CETEBOM OKPY>KEHUHU.

6e3omacHoctu | 4. Cozpaiite 1maH BOCCTAHOBJIEHUS IOCiE COOEB M
YpE3BBIYANHBIX CUTYaALUN.

VYrpo3bl 1. CocTtaBbTe CHUCOK HanOoJiee pPacHpOCTPAHEHHBIX

uH(GOPMALIMOH | yrpo3 HH(POPMAIIMOHHON O€30MacCHOCTH U OMUIINTE HUX

HOM XapaKTEePUCTUKU.

Oe3omacHocTH, | 2. Uccnenyiite METO/IbI OLIEHKH pHucKa

OOCHKAa pHUCKa
50,4

uH(MOpPMAIMOHHONW 0Ee30MacHOCTH U BblIOepUTe HamboJee
TOJIXOISIIIUN ISl BAIlIEd CUTYaIlUH.

BO3HUKHOBEHU | 3. [IpoBenute aHanu3 pUCKa KOHKPETHON CHUCTEMBI WU
A OpraHu3allud W ONpeneauTe Hauboiee BEPOATHHIE WU
BO3JICUCTBYIOILUE YIPO3BI.
4, PazpaboraiiTe miaHbl MUTUTAIIMU yTPO3, OMACHOCTH
KOTOPBIX ObLJIa BBISIBJICHA B MPOIECCE aHAJIN3a PUCKA.
[lepconanbubie | 1. N3yunte 3aKOHBI M  PETYISLHMM, KaCaroIIHMECH
JTAaHHBIE, 3alUThl TIEPCOHAIBHBIX JAHHBIX B Balled CTpaHE WIH
3ammTa PETHOHE.
ABTOPCKHUX 2. Co3paiite  MOJNUTUKY  KOH(MHUACHIIMATBLHOCTH U
npas 3aIUThl IEPCOHAIBHBIX JAHHBIX [IJIsl Ballled OpraHu3aluu
WJIU TIPOEKTA.
3. Uccnemyiite MmeToapl muppoBaHUS U aHOHUMHU3AIUN
MEPCOHAIBHBIX JAHHBIX W MPEIJIOKUTE PEUICHUE IS UX
3aIUTHI.
4, N3yunte MeXIyHapoAHbIE IMPABOBbIE aKThl U
pPEKOMEHJAIMK 1O 3allUTe aBTOPCKUX IMPAB W OIMUIIUTE
OCHOBHBIE TOJIOKEHUS U TPEOOBAHMSI.
BrisiBienue 1. Uccnenyiite MeToAbl BBIABICHUS KOHTpadakTHON
KOHTpa(aKkTHO | IPOTYKIIUH.
i mponyknuu | 2. OnpenenuTe  XapakTepPUCTUKU  KOHTpa(akTHBIX

TOBApOB U pa3pabOoTalTe CUCTEMY MPU3HAKOB, 110 KOTOPHIM
MOKHO UJECHTU(HUIIUPOBATH KOHTPA]AKT.

3. PazpabotaiiTe anroputmMpl  aBTOMATU3UPOBAHHOU
00pabOTKM TaHHBIX JIJIS TIOWCKA U aHAIN3a KOHTpahaKTHBIX
TOBapOB.

4, [IpoBenute wucciaenoBaHWE pPBIHKA U OIEHUTE

CTENEeHb PAaCpPOCTPAHEHHOCTH KOHTpa(haKTHON MPOLYKIINH
B KOHKPETHOM OTPaCIIy.
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Kpunrorpaduu | 1. N3yuute npuHOUIBI pabOThl KpUNTOTpaduUecKux
€CKHME METOJbl | aJITOPUTMOB M METOJIOB IIU(PPOBAHUS.
3aIUTHI 2. Uccnenyiite  paznuyHble  KpUOTOrpauueckue
MPOTOKOJIBI U anropuTMsbl, Takue kak AES, RSA, u ECC.
3. Pazpaboraiite mporpamMmy Ui IHQPOBaHUS U
nemudpoBaHusl JaHHBIX C UCHOJIB30BAaHUEM BBIOPAHHOTO
KpUNTOrpauueckoro MeToa.
4, M3yuute atraku Ha KpUOTOrpapUUECKUE CUCTEMBI U
PEJIOAKUTE METO/IbI 3aIIUTHI OT HUX.
MeTtonbt 1. Uccnenyiite  pa3iuyHble  CHUCTEMbI  3alUThI
BbIOOpA uHdopmaluu, Takue Kak ¢aepBOJIbl, HWHTPAHEThl U
CUCTEMBI CUCTEMBbI OOHAPYKEHUSI BTOP>KEHUI.
3aIUTHI 2. Pa3zpabotaiiTe cnucok TpeOOBaHUNW U KPUTEPHUEB,
uHbOpMaIIMM | KOTOpbIE JIOJDKHA  YAOBIETBOPSTH CHUCTEMa  3alUThHI

uH(bOpMalnK AJIs Balle opraHu3aluy Wid IpOeKTa.

3. CpaBHure pazu4HbIC CUCTEMBI 3aIINATHI
uH(pOpMaMu Ha OCHOBE BBIODAHHBIX KPHUTEPUEB U
BbIOEpUTE HanboJiee MOAXOASIIYIO0 CUCTEMY .

4, [loaroroBbTe MpE3EHTALNIO, TJI€ BBl OOBICHUTE
BBIOOp BBIOpAHHON CHUCTEMBl 3allUThl WMH(pOpMAUUU U
000CHYHTE €ro MpenuMyIecTBa.




KOHTPOJIBHBIE BOITPOCHI

Tema 1. OcHOBHBIE aCHEeKTbI OCTPOCHHUS CHCTEMbl HH(POPMALMOHHOM

0e30IacHOCTH.

1. OcHOBHBIE 00BEKTHI HHPOPMAITMOHHOM 0€30MTaCHOCTH

2. Uro SIBJISIETCSL OCHOBHBIMU pUCKaMU UH(pOpMaIIMOHHOM
0e30MacHOCTH

3. Yro  OTHOCAT K  OCHOBHBIM  TpPUHIUIAM  OOECHeYeHHUs
nH(popMaIMoHHOM 6€301acCHOCTH

4, Uro  sBiIseTcs  NPUHIUIOM  TMOJUTHKH  MH(OpMaAIMOHHON
0e30macHOCTU

S. Kakue  OCHOBHBIE 1LE€NM  JOJDKHA — IpecieoBaTh  CHUCTEMa
MH(OPMATMOHHOW 0€30MaCHOCTH OpraHu3alun?

6. Kakue OCHOBHbIE KOMIIOHEHTBI JIOJDKHBI BXOIUTh B CHUCTEMY
MH(OPMAIMOHHOW O€301IaCHOCTH M KaK OHU B3aUMOJIEHCTBYIOT MEXKIY CO00ii?

7. Kakum 00pa3oM JOMKHBI OBITH OIpENEieHbl POJAM U IMOJIHOMOYUS
JqrOA€M, OTBETCTBEHHBIX 3a oOecrneueHue HHGPOPMALMOHHON Oe30macHOCTH B
opra"uzanuu’?

8. Kak mpoucxomutr mnponecc uUACHTUGUKANMK ¢ KiIacCUUKAIIUU

MH(GOPMAITMOHHBIX aKTUBOB, a TAK)XE OMPE/ICICHNE YPOBHEH UX 3aIUTHI?

9. KakuMm 00pa3om opranuszanusi 00ecreunBaeT HENPEePbIBHOCTh OU3HEC-
MPOIIECCOB M BOCCTAHOBJICHHWE IIOC/Ie COOEB WM WHIMACHTOB B CHCTEME
uH(OPMAITMOHHON 6€30MaCHOCTH?

10. Kak mpoBOAuTCS ayAMT U MOHUTOPUHT CUCTEMBbI MH(POPMAIUOHHOM
0€30MMacHOCTH /JIsl BBISBIICHUS YS3BUMOCTEN M CBOEBPEMEHHOI'O pearpoBaHUs Ha
NOTEHUUAIbHbBIE YTPO3bI?

Tema 2. Yrpo3sl MHPOPMALMOHHON 0€30NMACHOCTH, OLEHKA PHUCKA HUX

BO3HHUKHOBEHMSI.
1. YTO OTHOCST K MPaBOBBIM METOJIaM obecredeHus MHHOPMaIMOHHON
0e301acHOCTH
2. [lepeuncnure BUb HHGOPMAIIMOHHOMN 6€30MaCHOCTH
3. [enn nabOpMAaIOHHON 6€30MacHOCTH
4, Yro siBnsieTcs yrpo3oi HHGOPMAIIMOHHON CUCTEMBI
S. Kakue OCHOBHbIE THUIIBI YIrpo3 HH(POPMALMOHHOW O€30MacCHOCTH

CYIIECTBYIOT U KaK OHM MOTYT HaHECTH BpEJ] OpraHU3aIlin?
6. Kak  mpoBoawmTcsi  OIleHKa  pHUCKAa  BO3HUKHOBEHHS  yrpo3
nH(OPMAITMOHHON 0€30MAaCHOCTH M Kakue (PaKTOPhl yUUTHIBAIOTCS MPU ITOM?



1. Kakum obGpazom ompenenseTcss BEpOITHOCTh BOBHUKHOBEHHSI YTPO3bI
nH(pOpMAITMOHHOM O€30MTaCHOCTU M KaKUe KPUTEPUU NMPUMEHSIOTCS JJIsl OLIEHKHU €6
BO3/1€HCTBUS?

8. Kakpne wMepbl 0€30macHOCTM MOTYT OBITh HPEANPUHATHL IS
COKpAILlEHHsI ~ BEPOSITHOCTH  BO3HUKHOBEHHS  yrpo3  HH(POPMALMOHHOMN
Oe3omnacHocTh?

9. Kak ocymiecTBisieTcsi MOHUTOPUHI U OOHOBJIEHHWE OILICHKH PHCKA,

4YTOOBI OBITh B KypCce U3MEHEHUHN yrpo3 U MPUHUMATh COOTBETCTBYIOLIUE MEPHI?

10. Kakue mpomemypsl M IUIaHBl ~ YPE3BBIYAMHBIX  CUTYyallui
pa3pabaThIBalOTCA ISl pearupoBaHus Ha Yrpo3bl HHPOPMAIIMOHHON O€30MaCHOCTH
Y CMSITYCHUSI UX TTOCTECTBUM?

Tema 3. IlepcoHajibHbIC JaHHBIE, 3ALUTA ABTOPCKUX NPaB.

1. B kakoM HOpPMaTHBHOM TIPAaBOBOM aKT€ 3aKPEIUICHBI BCE BHJIBI
KoH(UIeHIIMaTbHON HHbOpMAITIH?

2. Uto Takoe nepcoHaabHbIC TaHHBIE B COOTBETCTBUH ¢ D3-1527

3. Kakyro mnpopManuio 3amperieHo OTHOCUTh K KOH(GHUICHIIMAIBHON B
COOTBETCTBUH C 3aKOHOM PD?

4, PackpoiiTe nonstue "KoHQUACHINAIbHBIA JOKYMEHT"

5. [Iepeuncnure 4 Buaa TallH OTHOCSIIUXCA K MEPCOHAIBHBIM JAHHBIM.

B cnyudae eciu Bam u3BecTHO Oosibllie BUOB TalH oTHocsmmxcs kK I1J] wux
CJIEIyeT NePEUUCIIUTD.

6. Kakue naHHbIE CUMTAIOTCS MEPCOHAIBHBIMU U TOYEMY HX 3allUTa
SBJISIETCS] BAYKHOM COCTaBJISIONMEH HHDOPMAITMOHHON O€301TacCHOCTH?

7. Kakue mpuHIUIBI U HOPMBI PEryIUPYIOT 00pabOTKYy W XpaHEHUE
MIEPCOHAIBHBIX JAHHBIX B COOTBETCTBUU C TPEOOBAHUSAMU KOHPUACHIIMATEHOCTH?

8. Kakum o00pa3om opranuzanus MOXeT o0ecrneunuTh Oe30MacHOCTh
NEPCOHANBHBIX JAaHHBIX B MPOIIeCcce UX cOOpa, XpaHEHUs U mepeaadn’?

Q. Kakue Mepbl U MOJUTUKH 3alUThl aBTOPCKUX MPaB JOHKHBI OBITh
BKJIFOUEHBI B CUCTEMY MH(OPMALIMOHHON O€301MaCHOCTH OpraHu3aluu?

10. Kak ocymecTBisercs MOHHTOPUHT ¥ KOHTPOJb JOCTyNa K
MEPCOHANILHBIM JIAHHBIM U MaTepHaliaM ¢ aBTOPCKUMHU MPaBaMu?

11. Kakum o00pa3oM MNPOUCXOAUT YHUUTONKEHUE WM AHOHUMHU3AIUS
NEPCOHANBHBIX ~ JAHHBIX T[OCI€ WX  HWCHOJB30BaHWS WIM  yCTPaHCHHUS
HEO0OXOJIMMOCTH UX XpaHEHUs?

Tema 4. BoisiBiieHHe KOHTPAQAKTHOI NMPOIYKIMH.
1. Kakue nmpenmMytiecTBa U HEAOCTATKH OOBEKTUBHBIX M IBPUCTUUCCKUX
METOJI0B SKCIIEPTU3bI?



2. Yrto noHuMaeTcs noa CCHCOPHBIM aHAJIM30M H CCHCOpHOﬁ

4yBCTBUTEIBHOCTBIO?

3. Yro Takoe nmopor 4YyBCTBUTEIbHOCTHU, PACIIO3HABAHUS?

4, [Mpuuunel  ¢danbcu@uKauy  MPOJOBOJIBCTBEHHBIX  TOBAapOB B
COBPEMEHHBIX YCIOBUAX

S. MecTo u ponb HIECHTU(PUKALNN TPU OLEHKE CTETIEHH COOTBETCTBUS
TOBapa

6. Kakue Mmetroasl M TEXHONOTMM MOTYT OBITh HCIHOJIb30BAaHbI IS
BBISIBJICHUSI KOHTpaQakTHOW NPOAYKIMH B HH()OPMALIMOHHOM cpee?

7. Kak npoucxonut MOHMTOPUHT M HUJEHTHU(UKALUSA MOIJECIBbHBIX WU
HEJIUIEH3UOHHBIX TPOTrPaMMHBIX MPOTYKTOB?

8. Kakum o006pa3oM MpOBOAUTCS aHANU3 W MPOBEpPKa MOATUHHOCTH
HU(POBBIX JOKYMEHTOB U O3JEKTPOHHOW Te4aTh Uil [peAoTBpaLICHUS
KOHTpadakiuu?

9. Kakue MeTosibl MOTYT OBITh IPUMEHEHBI U1 OOHApYKEHUs IjIaruara

WJIM HE3aKOHHOTO MCII0JIb30BaHMs MHTEUIEKTYaJIbHON COOCTBEHHOCTH?

10. Kak ocymuiecTBisieTcsi COTpYJHUYECTBO C OpraHamMH IpaBOIOpsAIKa U
JPYTUMU OpraHU3alUsIMHU B 00pbO€ ¢ KOHTpa(aKTHOM MPOLYKIIHE?

11. Kakue npoBeJeHbI PEeryJIspHbIE MPOBEPKU U PEBU3HH B OpraHU3ALINH,
yTOOBI OOHAPYKUBATH U MPEAOTBpALIATh ClIy4an KOHTpadakuum?

Tema 5. Kpunrorpaduveckue MeToabl 321U THI.

1. Uro Takoe mudpoaHue?

2. Urto Takoe kogupoBaHue?

3. JI1s1 BOCCTaHOBIICHHS 3aIIUTHOTO TEKCTA TpeOyeTCs

4, CKOJIBKO JIET Ha3a]l MOSABUIIOCH K¢ poBaHue?

5. Kak pabotaror kpunrorpadudeckue METONBI 3allUThl U KaK OHHU

MOT'YT 00€eCreunTh KOHQUIESHIIMAITBHOCTD U IIEJIOCTHOCTh UH(GOpMauu?

6. Kakue anroputmbel mu@poBaHus W TMPOTOKOIBI MOTYT OBITh
MPUMEHEHBI JJIS 3alTUThI JAHHBIX U 0OMeHa nHpopmarmen?

7. Kak ocymecTBnsiercs reHepaiusi U XpaHeHHE KpUNTOrpadudecKux
KIIFOUel, U Kakhe Mepbl 00ECTEUMBAIOT UX KOH(PUACHIIMAIBHOCTh U 3aIUTYy OT
HECaHKIIMOHUPOBAHHOTO MCTIOJIb30BAHMS?

8. Kakum o00pa3oM ocCyliecTBIsieTCs ayTeHTHU(PUKALMS M MPOBEpKa
MOJJTMHHOCTH COOOIIEHWH W JIaHHBIX C HCIOJIb30BAaHUEM KPHUNTOrpaduIeCKUX
METOJIOB?

9. Kakne Meppl  0€30macHOCTH  NPUMCHSIOTCS  JJIS  3aIlHUTHI

KpUNTOTpaUUECKUX CUCTEM OT B3JIOMA UM KOMITPOMETAIHH?



10. Kak OCYIIIECTRIISIETCS yIpaBJieHHe u 0OHOBJICHHE
KpUnTorpaguueckux MPOTOKOJIOB W  QITOPUTMOB I OOECTeueHus: Hx
aKTyaJbHOCTH W HAJIKHOCTU?

Tema 6. Metoasl BbIOOpa cHCTEMBbI 3a1lIUTHI HH(OPMALUH.

1. Kakyro nnmuny numeer [P-anpec

2. Kakyro pimny 650Kka ucnons3yet anroput™ DES

3. Kakyro jmny kiaroda ucnonb3yer anroputm DES

4, s yero ucnoaszyercs anroput™ duddu-Xemimana

S. Kakue ¢aktopsl ciaenyer yuyuThelBaTh IpU BBIOOPE CHCTEMBI 3aIMTHI
uHbOpMaIK AJIs1 OpraHu3aIuu?

6. Kak mpoucxoaut anaiu3 TpeOOBaHWN U MOTPEOHOCTEN OpraHu3aluu
JUISL OnpenesieHuss HeoOXOAUMBIX (PYHKIIMIA M BO3MOMXHOCTEM CHUCTEMBI 3aIUThI
uH(popmauu?

7. Kakue kputepum NpUHATHS PELIEHUS MCIONb3YIOTCS IpU BBIOOpE
CUCTEMBI 3alIUThl HHPOPMAIMH, TAKHUE€ KaK COBMECTUMOCTb, HaJIC)KHOCTb, 1IEHA U
nojaepxKKa?

8. Kakum o0pa3oM NpoOBOAUTCS CpaBHUTEIbHBIA aHAIM3 PA3IUYHBIX

BEHJIOPOB U MOCTABIIMKOB CUCTEM 3aIIUTHI HHPOpMaruu?

9. Kak ocyrmiecTBisieTcsi TECTUPOBAHNE U OLEHKA MPOU3BOAUTEIHFHOCTH
BBIOPAHHOM CUCTEMBI 3aIMTHI HH(OPMAIUU TIEPE]T €€ BHEIPEHUEM?

10. Kak ocymectBisiercss o00ydeHHME U TOATOTOBKA COTPYIHUKOB
OpraHu3aluu Jjisi paboThl ¢ BEIOPAHHOMN CUCTEMOM 3alIUThl HHGOPMAITUN?



9

HEPEYEHDb JIUTEPATYPBI U UHOOPMAILIMOHHBIX PECYPCOB

1. Texnonoruu obecredeHust 6€30MacHOCTH MHPOPMAITMOHHBIX CUCTEM
yuebHoe mocobue / A. JI. Mapyxnenko, JI. O. Mapyxnenko, M. A. EbpemoB [u
ap.]. — MockBa ; bepaun : Hupekr-Meama, 2021. — 210 c. — URL:
https://biblioclub.ru/index.php?page=book&id=598988 (marta oOparieHus:
22.05.2023). - Peskum goctyma: 1mo moamucke. — TEKCT : 3JSKTPOHHBIH.

2. OCHOBBI aIMUHUCTPUPOBAHMS UHPOPMALIMOHHBIX CHUCTEM : yuyeOHOe
nocobue / JI. O. boOsinues, A. JI. Mapyxienko, JI. O. Mapyxiienko [u ap.]. —
MockBa ; bepmun : [upekr-Memma, 2021. — 201 c¢. — URL:

https://biblioclub.ru/index.php?page=book&id=598955 (mara oOparieHus:
22.05.2023). — Pexxum mocTyma: o moanucke. — TeKCT : 3JIeKTPOHHBIA.

3. Mapyxnenko, A. JI. Pa3paborka 3amuinéHHbix uHTEpdeiicoB Web-
npuiIokeHu : yueobnoe nocodue / A. JI. Mapyxnenko, JI. O. Mapyxienko, M. A.
EdbpemoB. — MockBa ; bepnun : Jlupekr-Menua, 2021. — 175 c¢. — URL:
https://biblioclub.ru/index.php?page=book&i1d=599050 (mara oOparieHus:
22.05.2023). - Pexxum jroctyma: mo moamucke. — TeKCT : 3JeKTPOHHBIH.

4, 3arunainos, 1O. H. Teopus uHpopmanroHHON O€30MACHOCTH U
METOJ0JIOTUsl 3anuThl uHGopManuu : yuyeOHoe nmocoodue / 0. H. 3arunaiinos. —
MockBa ; bepmun :  [uwpekr-Memma, 2015, — 255 ¢ -

URL: https://biblioclub.ru/index.php?page=book&id=276557 (nata  oOparieHus:
28.02.2023). — Pexxum ocTyma: 1o noamucke. — TEeKCT : 3JeKTPOHHBIH.

S. Cucrembl 3amuThl HHGOPMAIIMKM B BEIYIIMX 3apyOEKHBIX CTpaHaX :
yaebHoe nocodue / B. U. ABepuenkoB, M. 1O. PritoB, I'. B. Konapammn, M. B.
PynanoBckuii ; Hayd. pen. B. U. ABepueHkoB. — 5-e u3z., crep. — Mocksa :
OJIMHTA, 2021. — 224 C. — URL:
https://biblioclub.ru/index.php?page=book&i1d=93351 (mata oOpalleHus:
22.05.2023). — Pexxum moctyma: o noanucke. — TeKCT : 3JIeKTPOHHBIA.
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