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1. CraTnueckasi Mapupytusanus B cersax |Pv4 u IPv6

Hear pa6oThl: MOTy4YCHHE HABBIKOB KOH(UTYypalMy JIOKAIBHOW CeTH Ha
ocHoBe mpoTtokosoB IPv4d u IPVv6 c wucmoiap30BaHUEM — CTaTUYECKOM
MapuIpyTHU3aIUH.

Kpatkas TeopeTruyeckas cpaBka

ba3oBoe wumepapxuyeckoe TOCTPOEHHE CETH MPEAIoyiaraeT HaJluyue
MaKCUMyM TpeX YPOBHEU HepapXuu: sJIpO CETH, YPOBEHb arperaiuud U ypoOBEHb
noctyna (pucyHok 1). B sape kak MUHUMYM  HaXOJIsTCS  OIMOpPHbBIC
MapIIpyTU3aTOPhl, MOTYT
OBITH PACIIONIOKEHBI Tpa-
HUYHBIE  MaplIpyTH3a-
TOPBI U CEPBEPHI YCIIYT.

YpoBeHb arperanuu
oOecrieunBaeT BO3MOXK-
HOCTh arperanud 4 pac-
npeesIeHus Tpaduka
BHYTPU CETH OIleparopa,
MOXXET BBIMOJHATH POJIb
MHTETpaTopa OTACIbHBIX

CEIMCHTOB CCTH.

YpoBeHb JIOCTyIIa
Puc. 1 — TpexypoBHeBas 6a30Basi MOJIeIb IOCTPOCHHS CETH

OpPraHu3yeT BO3MOX-

HOCTh (PM3UYECKOTO TOCTYIIA MOJIb30BaTeNs K ceTH orneparopa. [1oq00HbIH M01X0/1
HE 3aBHCHUT OT WCIOJb3YeMOH ONepaTOpOM TEXHOJOTMH, HO TO3BOJISET
3 GEKTUBHO BBICTPOUTH APXUTEKTYPY, MOBBICUB YCTOWYMBOCTH CETH, M CJEIaTh
HPOIIECCHI YIPABICHUS CETHIO TIPO3PAYHBIMHU.

OTtMmeTrM, 4YTO B HEOOJBIIMX CETSIX MOXKET MPOUCXOAWTH BBIPOXKICHUE
UepapXuy 10 TIIyOWHBI B J[Ba YPOBHS: JIOCTYI W sIpo. Sapo HeOosbmion cetn
MPEJCTABISICT COOOW OMH MapIIPyTH3ATOP, BBHIOTHSIONIMKA (YHKIUH ILT03a U,
uHorna, DNS-cepsepa. B 3ToM ciyuae damie Bcero MCHONB3yeTCs CTaTHYECKas
MapIIpyTU3aIys, a yIpaBJIeHHE ITOTOKAMH 3aKJIF0YaeTCs B 3aJJaHUU MapIIPyTHOTO
IpaBHJIa.

B 0000meHHOM BHjE 3amuch MapmIpyTHOrO MpaBmWia (Jajee MapIipyTa)

MOJKXHO IIPCACTABUTD TaK:
Route network netmask gateway

Hanpumep, koHKpeTHas 3aMKuch MOXKET ObITh MPEACTaBICHA KaK:
Route 12.5.7.0 255.255.255.0 78.3.65.1,

I'me 12.5.7.0 — sT0 aapec moxacetu (network), 255.255.255.0 — macka maHHOU
noncetu (netmask), a 78.3.65.1 — aapec numo3a (gateway). Lllmo3 mpeacrapiser
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co0Oi  MapumpyTH3aTOp, Ha  KOTOPBIA  TOCBUIAETCA  BeCh  Tpaduk,
YIIOBJICTBOPSIIONINN JIAaHHOMY MAapUIpyTy, T.€. HMMCKOLIMA aJpec TOIydaTelis
MaKETOB BXOSIINN B YKa3aHHYIO TOJICETh.

OTMeTHM, YTO CYHIECTBYIOT TAK)K€ MHOTHE JPYTHE CIIOCOOBI MapIIPyTH3ALNN
MAKeTOB, YYWTHIBAIONIUME pa3InyHble mapaMmerpbl Tpaduka (policy routing),
aIalTUPYIONIUECsS TI0J] W3MEHSIOIIYIOCS TOIOJIOTHI0 CETH W T.JA., OIHAKO OHH
UCIIOJB3YIOTCS B KPYIHBIX CETAX C JUHAMHUYCCKOW MapuipyTusanuded u OyayT
PacCMOTPEHBI MO3/THEE.

3ananue Ha padory:

Yacmo 1

1. Cobepute TECTOBYIO CXEMY CETH COTJIaCHO puc. 1.

2. [logrotoBpTe  TMpOTrpaMMHBICE  MapHIPYTHU3aTOPbI,  BOWIUTE  TOJ
CYIIEPIIOIb30BATE/IEM U YCTAHOBHUTE COCIMHEHHUE 1O SSh.

3. CkoH(purypupyiTe NporpaMMHBIE MapIIPyTH3ATOPhl COTJIACHO 3aJaHUI0
(tabm. 1). IIpoBepbTe B3aMMHYIO JOCTYITHOCTH MPOTPAMMHBIX MapIIpyTH3aTOPOB.

4. Ckondurypupyiite mapmpyrusatop Cisco. IIpoBeppTe B3aUMHYIO
JOCTYITHOCTb TOJICETEH.

5. Caumute ARP-Tabmuisl MapipyTU3aTopos.

Yacmyp 2

6. CobGepuTte TeCTOBYIO CXEMY CETH COTJIACHO puc. 6.

7. Beimmomaure aeiicTBus coryiacHo I1. 2-4 yactu 1, Ho Tonbko it IPv6.

8. CHumuTe Tabsmiy kaHaiasHOTO YpoBHS ND-mipoTokora.

JIist  ycrenmrHoro BBIMOJHEHUs Ja0opaTOpHON pabOThl O3HAKOMBTECH C
METOJIUKOW BBITIOJIHEHHSI pabOThl HA KOHKPETHOM IIPUMeEpE.

MeToauKa BbINOJHEHHUS PA0OTHI

Yacms 1. Cmamuueckasa mapwpymusayus Ha 6aze npomokxona |Pva

Xon BBINONHEHUSI padOThl MPOWLIIOCTPUPOBAH HA MPUMEpPE HACTPOUKHU
MapuIpyTHU3aliyd B TECTOBOM CETH, TPUBEICHHOW HA PUCYHKE 2.

JIist  ycrienmrHoro — BBITIOJNIHEHWS — JTaOOpaTOpHOM  paboOThl  HEOOXOIUMO
MOATOTOBUTH MPOTpaMMHBIE MapuIpyTH3aTopbl. Ha KaxaoM mHOporpaMMHOM
MapHipyTH3aTOpe CJIeAyeT 3amyCTHTh MakeT MapmpyTtusanuu — Quagga.
[Mpumensiemas B Quagga crucreMa KoMaH]I O4eHb O0Jn3Ka K cucteMe koman Cisco.

Bxirounte mnporpammHbie  MapuipytuzaTopel M ¢ noMouipio KVM-
MepeKsIIouaTeNsi MOACOCAMHUTECh K  KaXJIOMy W3 HHUX, BOWAUTE TMOJ

CYIICPII0JIb30BaATCIICM
login: root



passw: simulator

u 3anyctute Quagga:

root@soft-core# service zebra start
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Puc. 2 — Cxema tecroBoii cetu IPv4

Ipumeuanue: Oopamume eHuManue, ymMo npu 3anycke nakema mapuwipymuzayuu Quagga,
OH nepexeamovléaem yYnpaeieHUe CemesbIMU PeCcypcamu U 3aMeHsien  CYULeCmeyiouyIo
cemegylo Kouguzypauyuio ceoeil, xpanaweiica 6 (paiine /etc/quagga/zebra.conf. Ilo
ymonuanuio 6 oannou Konguzypayuu na Soft-corel (npozpammmnom mapuwpymusamope sopal
1) nacmpoen umnmepgpeiic eth0=192.168.24.1/24, a mna soft-core2 (npozpammmnom
mapwipymuszamope aopa 2) €th0=172.16.0.1/16.

Temepr Ha mporpaMMHBIC MAPHIPYTH3ATOPHI MOXKHO 3aWTH IOCPEACTBOM

npotokosia SSH U3 TeX JOoKaIbHBIX CETeH, NUTF03aMH KOTOPBIX OHU SIBIISIIOTCS, T.C.
Ha Soft-corel uepe3 unTepdeiic eth0 ¢ axpecom 192.168.24.1, a na soft-core2 —

gepe3 ethO ¢ agpecom 172.16.0.1.

Ipumeuanue: /Insn mozo, umoosl ocyuecmeums yoaieHHoe coeOunenue no npomokosy ssh,
Ha mawunax ¢ OC LinUX HeoOx00umo 3anycmume mepmunan u HAGpamy KOMAHOy:

ssh jormH@IP-ampec yrnajleHHOTO XOCTa
nocjie ue2o eeecmu 3anpamu3aeMblﬁ napo.is. Jocun u napoib Ha RnpPpOPpAMMHbBIX

MaAPWPymu3amopax cmeHoa no yMoa4anuio:
login: admin
passw: admin
BakHo: HE0OXOAMMO OYHMCTHTH TaOJMIYy mpaBwi (daelpBoina Ha KaXKIOM

MPOrPAMMHOM  MAapUIPYTU3aTOPE. OTO JIEUCTBHE JOJDKHO BBIMIOJHATHCA OT

CyHepIioab30BaTEIIS:

pc2$ ssh admin@192.168.24.1
admin@192.168.24.1"'s password:



[admin@localhost ~]$ su
[root@localhost ~]$ iptables —-F
[root@localhost ~]$ ip6tables -F

Jlns monmydeHuws nOCTyna K KOHCOJM ympasienus Quagga, HeoOXoauMmo,
YCTaHOBHB Y/IaJICHHOE MOJIKIIOUYEHHUE 1Mo SSh, HabpaTh CIeIYIONYI0 KOMaHY:

telnet localhost 2601

Takum 06pa3oM, Mbl NOAKIIOYAEMCS K MPOLECCY, OKUAAOIEMY COCIUHEHUS
Ha nopty 2601 mporpaMMHOro Mapuipytuzatopa (MaplIpyTU3UPYIOIIUNA IEMOH

zebra).
Ilpumeuenue: Iapoas npu nooknwuenuu k koncoru Quagga no ymoauanuio: softcore.
[Ipouecc KOHPUTYPUPOBAHMS MPOrPAMMHOIO  MapLIPyTHU3aTOpa MOXKET

BBITJISIIETH CJIEAYIOIIMM 00pa3oMm:

pc2S$ ssh admin@192.168.24.1
admin@192.168.24.1"'"s password:
[admin@localhost ~]$ telnet localhost 2601

soft-corel
soft-corel
soft-corel
soft-corel
soft-corel
IPv4
soft-corel
omnmcaHue
soft-corel
soft-corel
uHTepderca
soft-corel
soft-corel
soft-corel
soft-corel
soft-corel
/ODob6aBisieM
soft-corel
soft-corel

.lab(config-if) # description to Cisco

.lab(config-if)# no shutdown
.lab(config-if) # exit/BExOAMM M3 pexmMa KOHOMUI'yPUMPOBaHMS

.lab> enable

.lab# configure terminal
.lab(config)# ip forwarding /BkiouaeM MapupyTusauuo IP
.lab(config) # interface ethl /macrpamBaem muTepperic ethl
.lab(config-if)# ip address 31.1.1.2/30

/npuceansaeM agpec
/nobaensieM

/BriouaeM mHTepbheic

.lab(config) # interface eth2
.lab(config-if)# ip address 33.1.1.1/30
.lab(config-if) # description to SC-2
.lab(config-if)# no shutdown

.lab(config-if)# exit

cTaTMyYecKmue MapuwpyTH B popMaTe “dst network/netmask next-hop”

.lab(config)# ip route 10.0.0.0/8 31.1.1.1
.lab(config)# ip route 172.16.0.0/16 33.1.1.2

/NlpocMoTpeTs TaBaMUIly MapWpyTMBaLMM MOXHO ClenyluyM obpasoM

soft-corel
Codes: K -
I_

S>*
C>*
C>*
C>*
S>*
C>*

31.1.
33.1.1

=

10.0.0.
.0/30 is directly
.0/30 is directly
127.0.0.0/8 is directly
172.16.
192.168.24.0/24 is directly connected,

.lab# show ip route

kernel route,
ISIS, B - BGP,

C - connected, S - static, R - RIP,
> - selected route, * - FIB route

O - OSPF,

0/8 [1/0] via 31.1.1.1, ethl
connected,
connected,
connected,

33.1.1.2,

ethl
eth?2
lo

0.0/16 via eth?

[1/0]
eth0

[Tono6HYy0 HACTPOHKY HEOOXOAMMO MPOM3BECTH I 00OMX MPOTPAMMHBIX

Jlanee HeoOXoAMMO YyOEIUTHCA,

MapmpyTru3aTOpPOB B COOTBCTCTBHUU C IIOJTYYCHHBIM 3a1aHHUCM.

YTO NPOTrPaMMHBIE MapIIPYTU3ATOPBI

«BUIAT» ApYyT Apyra. [{as 3Toro 3amyCcTUTE eIle OJWH CeaHC YIaJeHHOTO J0CTyma



o SSh m yrunutamu Ping u traceroute mpoBepbTe JOCTYIHOCTH MOIKIIOYCHHOTO
MopTa IPYroro MaplipyTU3aTopa U MyTh MPOXOKIACHHS IMAKETOB J0 HETO.

pc2$ ssh admin@192.168.24.1

admin@192.168.24.1's password:

Last login: Thu Jul 19 20:18:53 2012 from 192.168.24.100
[admin@localhost ~]$ ping 33.1.1.2

PING 33.1.1.2 (33.1.1.2) 56(84) bytes of data.

64 bytes from 33.1.1.2: icmp seq=1 ttl=64 time=0.323 ms
64 bytes from 33.1.1.2: icmp seq=2 ttl=64 time=0.095 ms
64 bytes from 33.1.1.2: icmp seq=3 ttl=64 time=0.110 ms

--- 33.1.1.2 ping statistics —---

3 packets transmitted, 3 received, 0% packet loss, time 1999%9ms

rtt min/avg/max/mdev = 0.09/0.16/0.30/0.10 ms

[admin@localhost ~]$ traceroute 33.1.1.2

traceroute to 33.1.1.2 (33.1.1.2), 30 hops max, 60 byte packets
1 33.1.1.2 (33.1.1.2) 0.262 ms 0.074 ms 0.058 ms

Ckongurypupyem wmapmipytuzarop Cisco. C KoMmmbioTepa yIpaBlICHHUS
3aiijiIeM Ha KOHCOJbHBIH mopT CiSCO:

picocom /dev/ttyS0

M BKIHOYUMM Mapuipytu3arop. l[locne 3arpy3km Ha SKpaHe Bbl YBHUJIUTE
MPUTJIAIIEHHUE, TENIEPh MOKHO HAYMHATH HACTPOMKY.

cisco-core>enable /repexonyM B pexuM exec
cisco-corefconfigure terminal

cisco-core (config)#ip classless /Bxioguaem CIDR

cisco-core (config) #ip routing /BrimouaeM IP-MapupyTU3arimio

/HacTpauBaeM ceTeBie MHTepbercs

cisco-core (confiqg) #interface gigabitEthernet 0/0 /BmbupaemM muTephernc gpias
HaCTPOMKA

cisco-core (config-if)#ip address 31.1.1.1 255.255.255.252 /npuceaneaem
nHTepbericy IP-ampec M MacKy HNOACEeTH

cisco-core (config-if) #description to soft-corel /mo6ammsieM ommcaHmue
nHTepberica (HeoBsBaTenBHO)

cisco-core (config-if)#no shutdown /BriouaeM mHTepbeiic

cisco-core (config-if) #exit /BHXOAMM M3 pexmMa KOHGMIypMpOBaHMS
HOaHHOT'O MHTepderca

cisco-core (config) #interface gigabitEthernet 0/1
cisco-core(config-if)#ip address 32.1.1.1 255.255.255.252
cisco-core(config-if) #description to soft-core2

cisco-core (config-if) #no shutdown

cisco-core (config-if) #end /BHXOAMM M3 pexmMa KOoHburypaumm

/CosnaeM cTaTUYeCKME MapUpyTh

cisco-core#configure terminal

/B MapmpyTe HYXHO yKasaTk B KauecTBe mwmosa next-hop mapmpyTnsarop
cisco-core(config) #ip route 192.168.24.0 255.255.255.0 31.1.1.2
cisco-core (config) #ip route 172.16.0.0 255.255.0.0 32.1.1.2
cisco-core (config) ffexit

/IlpocMOTPpMM COCTOsIHME MHTepdeliCOB M MaplipyTOB
cisco-core#show ip interface brief
cisco-core#show ip route

/HPOBepMM JBOCTYNHOCTE LAN-MHTepOelCoB LIII0B0B
cisco-core#ping 192.168.24.1
cisco-core#ping 172.16.0.1



Ecnu untepdelicbl 10CTyHbI, 3HAUUT MapHIpyTU3aLUs HACTPOSHA BEPHO.

ITocne HacTpoWKM MapUIpyTU3aTOPOB sApa HYXKHO IPOBEPUTH B3aUMHYIO
NOCTYIIHOCTh  JIOKQJIBHBIX TOAcCeTeU. Jlmg 3TOro ¢ pas3iIuyHbIX MallWH,
HaXOJSIIUXCS B Pa3HbIX NOACETAX MPOU3BEAUTE HECKOJIBKO MPOBEPOK
JTOCTYITHOCTH TIOJCETEM.

pclitping 192.168.24.100
pcl#ping 172.16.0.100
pc2#ping 10.0.0.100
pc2#ping 172.16.0.100
pc3#ping 192.168.24.100
pc3#ping 10.10.0.100

Ecnu ping mpoxoaut ycmemHo, yTHiIMTOW traceroute orciemutre MyTH
MIPOJIBMKEHUS ITAKETOB 10 ceTu (puc.3).

0,516

Puc. 3 — IIpoxoxaeHue MakeToB Yepe3 CeTh.

Caumure ARP-Tabmuibl ¢ MapuipyTtu3atopoB ceTd. JlJisi Toro 4ToOsI
npocMoTperb ARP-Tabnuily mporpaMMHOTO MaplipyTH3aTopa, MOAKIIOYUTECH K
Hemy mo SSH u BBeauTe Komanay ip neighbor (puc.4).

~1% ip neighbor

EACHAELE
STALE

Puc. 4 — ARP-tabnuna nporpaMMHOTo MapuipyTu3aTopa

OOpatuTe BHUMaHHUE Ha TO, KaK U3MEHSETCS cTaTyc 3amucu 00 y3ie 33.1.1.2
mocyie MpoBepkH cBsi3u ¢ HUM. [Ipocmotp ARP-Tabmmier B MmapmpyTu3aTope Cisco
OCYIIIECTBIISICTCS KoMaHAou Show arp (puc. 5).



Puc. 5 — ARP-ta6iuia mapupyruzaropa Cisco

Yactp 2. CTaTyeckasi MapIpyTU3anus Ha 0a3e nporokosaa IPv6

Orta yacTh JabopaTopHOl pabOThl aHAJIOTMYHA PACCMOTPEHHOW B MEpBOM
YacTH, 3a UCKIIIOYEHHEM CETeBOr0 IMPOTOKOJIA: B JAHHOM CIIy4yae CeTh MOCTpOEHa
Ha IPV6. Cxema TecToBOM ceTu MpuBeeHa Ha PUCYHKE 6.
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Puc. 6 — Cxema TecroBoii cetu IPv6

Hactpoiika mporpaMMHBIX MapHIpyTH3aTOpOB s paboTel B cetu ¢ |PV6-
aJipecalieit OCyIeCTBIISIETCS aHAJTOTMYHO TTPOBEICHHOM 11 ceteit IPV4.
1. OcymecTBisieM HEOOXOUMbIEC TTOAKITIOYEHUS.

2. Kondurypupyem nporpammHbie MapmpyTtu3aTopbl. OOpaTuTe BHHUMAaHHE
Ha TO, uTo uHTepdeiicam eth0 mo ymomyanuro mprucBoeHsI ToabKo IPV4-ampeca!

pc2$ ssh admin@192.168.24.1
admin@192.168.24.1's password:

[admin@localhost ~]$ telnet localhost 2601
soft-corel.lab> enable

soft-corel.lab# configure terminal
soft-corel.lab(config)# ipv6 forwarding
soft-corel.lab(config)# interface ethO

9



soft-corel.
soft-corel.
soft-corel.
soft-corel.
soft-corel.
soft-corel.
soft-corel.
soft-corel.
soft-corel.
soft-corel.

lab(config-if)# ipv6 address
lab (config-if) # exit

lab (config) # interface ethl
lab(config-if)# ipv6 address
lab (config-if) # exit

lab (config-if)# ipv6 address
lab (config-if) # exit

lab (config)# ipv6 route £c00:
lab (config)# ipv6 route £c00:

fc00:2::1/64

2001:1:1:100::2/64

2001:1:1:300::1/64

1::/64 2001:1:1:100::1
3::/64 2001:1:1:300::2

(
(
(c
(
(
lab (config) # interface eth2
(
(
(
(
(

soft-corel.lab (config)# exit

JlaHHy10 HAcTpOMKY HEO0OXOAMMO MPOM3BECTH MJii O0OMX MPOrpPaMMHBIX
MapuIpyTHU3aTOPOB B COOTBETCTBUH C 3aJaHHUEM.
3. IlpoBepsieM B3aWMMHYK JOCTYNHOCTh HPOTrPAMMHBIX MaplIpyTHU3aTOPOB

(puc.7).

Jul

il TMJ

time=0,174 ms

time=0.117 ms

time 1O00Ems

[admin

FIMG

64 by

=10 I"| ops m

gl byte packets

time 10OGMS

a0 by
0,045 ms

te packets

Puc. 7 — IlpoBepka B3auMHOM JOCTYITHOCTH

4. HactpanBaem Mapipytusarop Cisco.

Ilpumeuanue:

Hna

uucmonol

IKCnepumenma

MONICHO nepesazpy3umaos

mapwpymuszamop CiSCO, 6KMI0UUE U BBLIKIIOUUE €20 KHONnKoi numanus (npu mom ece
coenanHble 8 nepeoll wacmu padomel usmeHenus compymea!)

[Tocne 3arpy3ku mMapmpyTHU3aTopa Bbl YBUIAWTE HA 3KpPAHE IMPUTJIALICHUE, U

MOXCTC HAYNHATDb HaCTpOﬁKy.
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cisco-core>enable /nepexonuM B peXMM exec

cisco-core#configure terminal /xoHPUTYypupoBaHMe M3 TepMMHAa
cisco-core (config) #ipv6 unicast-routing /BkuouaemM mapuwpyTusammio IPv6
cisco-core (config) #ipv6 cef /BrinouaeM nonnepxky Cisco Express

Forwarding mnst npoToxona IPv6

/HacTpanBaeM ceTeBmHe MHTepbercs

cisco-core (config) #interface vlan 2 /LAN-uHTepderic Hawero MapupyTmsaTopa
cisco-core (config-if) #ipv6 address fc00:1::1/64/BamaemM IPv6 ampec Tuna Unique
Local wuurepbdericy LAN

cisco-core (config-if) #no shutdown /BkIOUaeM uHTEpbeyic

cisco-core (config-if) #fexit

cisco-core (config) #interface gigabitEthernet 0/0 /HacTpauBaeMm uHTepberic
GEO/0

cisco-core (config-if) #ipv6 address 2001:1:1:100::1/64 /Bagmaem IPv6 ampec Tuma
Global Unicast wmureppericy GEO0/0

cisco-core (config-if) #no shutdown

cisco-core (config-if) #exit

cisco-core (config) #interface gigabitEthernet 0/1

cisco-core (config-if) #ipv6 address 2001:1:1:200::1/64

cisco-core (config-if) #no shutdown

cisco-core (config-if) #°Z

/NocMoTpuM cocTositEMe uHTepdericoB
cisco-coreffsh ipveo interface brief

/NlpoBepMM NOCTYNHOCTE MapupyTusaTopoB SC-1 m SC-2

cisco-coreffping ipv6e 2001:1:1:100::2 /IuuryeM murepderic ethl
MapupyTusaTopa soft-corel
cisco-coreffping ipv6e 2001:1:1:200::2 /InuaryeM murepderic eth2

MapuwpyTusaropa soft-core2

/CospaeM cTaTUuecKMe MapUPyTH

cisco-core (confiqg) #ipv6 route fc00:2::/64 2001:1:1:100::2 /MapwpyT B
JIOKAJIBLHYI CeTh, Haxogsmylcss 3a soft-corel

cisco-core (confiqg) #ipv6 route fc00:3::/64 2001:1:1:200::2 /MapwpyT B
JIOKAJILHY0 CeTh, Haxomsuyiocsi Ba soft-core2

/NlpocMoTpuM Tabnuiy MapuwpyTusaumu Aiass IPve
cisco-core#show ipv6 route

[locrne HacTpoOilKM MapHIpyTHU3AIlMU B SIApE CETH HEOOXOAMMO MPOBEPHUTH
B3aHUMHYIO JOCTYIHOCTH JIOKaJIbHBIX MOJACETEW. s 3TOro 3amycTUTe MpPOBEPKY
YTWIATON PING6 C pa3iMyHbIX MAIIWH, HAXOAIIMXCS B Pa3HBIX MOICETSX.

pcl#ping6 £c0O0:
pcl#ping6 £c0O0:
pc2#ping6 £c00:
pc2#ping6 £c00:
pc3#ping6 £c0O0:
pc3#ping6 £c0O0:

N R WE W
DD DN

Ecnmu ping6 mpoxoauT ycrmeniHo, yTHIMTOH traceroute6 otcienure myTH
MPOABIKEHHUS TTAKETOB IO CeTH (puc. 8).

11



21 fram fcE@:2::2, 64 hops max, 12 byte packets
589 ms
ms B,552 m=s
1,564 ms

Puc.8 — [1yTs mpoxosxaeHus aKeTa

5. CHumuTe TaOJWIy KaHAIBHOTO YpOBHSI. B ciiyuae wucmonb30BaHUs
nporokoiyia IPv6 HyxHOo cauMath Tabimiy He ARP, a ND-mpotokona (Neighbour
Discovery). 3to cBsizaHo ¢ ocobeHHOCTsIME ITpoTokoia IPV6 [2].

Ha Cisco nmannas Ttabiuiia BBIBOAMTCSA KoMaHaoi Show ipv6e neighbors

(puc.9).

1MW ipve neighbors
g IanITﬂ

Ccilsco-coredt
Puc. 9 — Komr nporokosia ND B Cisco

Ha mporpamMmHBIX MapmipyTH3aTOpax MOCMOTPETh OOIIYI0 TaOIUILy MOMKHO
TOM K€ KOMaHJI0#, 4TO U B MepBOM yacTtu padoTsl (puc. 10).

]i 1p neighbour

v ethl |laddr I'-'-’r AA:f1:19:60:68 router STALE

l-'1'h._ lll‘ll‘ll‘ll A :1b:21 :cciAf id4e router STALE
| laddr L R = REACHAELE

[admind loca lhost ]$

Puc. 10 — Ka1 npoTokoJI0B KaHaIbHOTO YpOBHs B Linux
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BapuanTtsl 3aqaHui

Tabnuna 1 — Cratuueckas mapuipyrusanus B cetsax 1Pv4

Ne Cisco-core Soft-corel Soft-core2
pap. FE 0/0/0 GE 0/0 GE 0/1 eth0 ethl eth? etho ethl eth?
1 192.168.5.0/24 50.0.0.1/30 60.0.0.2/30 172.16.0.0/16 50.0.0.2/30 70.0.0.1./30 10.0.0.0/8 70.0.0.2/30 60.0.0.1/30
2 172.16.0.0/16 42.1.15.5/25 42.1.16.10/25 10.0.0.0/8 42.1.15.15/25 42.1.17.1/29 192.168.4.0/24 42.1.17.3/29 24.1.16.20/25
3 192.168.75.0/24 24.1.1.2/30 25.2.2.4/28 10.0.0.0/8 24.1.1.1/30 26.3.3.3/29 172.16.0.0/16 26.3.3.2/29 25.2.2.1/28
4 192.168.50.0/24 65.1.0.1/30 65.2.0.7/28 192.168.70.0/24 65.1.0.2/30 65.3.0.4/29 10.0.0.0/8 65.3.0.3/29 65.2.0.8/28
Tabmuma 2 — Cratudeckas MapipyTtu3anus B ceTsix IPV6
Ne Cisco-core Soft-corel Soft-core2
AP T EE 0/0/0 GE 0/0 GE 0/1 eth0 ethl eth? eth0 ethl eth?
1 fc00:ab:30:: /64 2001/:221161& 2001:b::12aa/64 chO;gZ:lO:: 2001}2211% 2001:c::13aa/64 | fc00:ab:20::/64 2001}%213% 2001:b::12bb /64
2 £00:1:3:1" /64 2001:%1:5\5\::1/ 2001:3§A:faa::45 fCOO/:éf:l:: 2001:/%1:&1&1::2 2001:3/?;5:4aa::950 £00:1:1:1:/64 20%:03/1’821&: 2001:/262‘:1aa::de
3 £c00:b::/64 2001}223120 2001:b4::110 /64 | fc00:a::/64 2001;2‘2“220 2001:d5::200/64 |  fc00:c:/64 2001}22: 100\ 2001:04::210 /64
4 fc00:74:52:300:: | 2001:1:2:a: 2001:1:2:b::123 fc00:74:52: 2001:1:2:a: 2001:1:2:C:f5 /64 fc00:74:52:100:: | 2001:1:2:c: 2001:1:2:b::246
/64 64bf/64 /64 200::/64 12cd/64 164 f4/64 /64
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K 3ammre:

1. 3natp ocobenHoctu anpecauun B cerax IPv4 u IPV6, wumeTth
npejcTaBieHrue 0 QYHKIUAX KOMMYTaTOPOB U MapIIPyTHU3ATOPOB.

2. YMETh NPOU3BOAUTH KOH(PUTYpAIIUI0O MAPUIPYTU3ATOPOB JJIsl OpraHu3aIuu
CTaTUYECKO# MapmpyTu3anuu B cetsax |Pv4/IPV6.

3. IlpencraBuTh OTUET, COACPIKAIIUNA JTUCTUHTU MTPOU3BOJUMBIX JTEUCTBUHN 1O
HacTpoilke  O0OpyJOBaHHUSA,  pE3yJIbTaThl  IPOBEPKU  PabOTOCIOCOOHOCTHU
CKOH(DUTYpUPOBAHHBIX ceTel (TaOJMI[bI MapIIPyTU3AINHU, PE3YJIbTaThl MPOBEPKU
JOCTYITHOCTH Y3JIOB U MOJICETEH).

Pexomenayemasi aureparypa:
1. Omudpep H. A., Omudep B.I'. Kommnwiorepubie cetu. I[Ipuniursi,
TEXHOJIOTMH, TPOTOKOJbl. M3nanue 4-e. [lutep, 2010.

2. Tanenbaym 3., Yazepomn JI. Kommnberotepuosie cetu. Mznanue 5-e. CIIO,
[Tutep, 2012r.

5. HacTpoiika cepBepa THHAMUYECKOT0 KOH(PUTYPUPOBAHUA XOCTOB
(DHCP) B JI0KAJIBHOHU CETH

Hear naGopaTopHoil padoThI: MOJIYYEHHUE HABBIKOB IO OpraHU3alUU
aJpeCHOr0 MPOCTPAHCTBA B JIOKAJbHON U KOPIIOPATUBHOM CETH.
Kpartkas Teoperndeckas cnpaBka
IP-anpeca B ceTy MOryT Ha3HayaThCs CTAllMOHAPHO (BPYUHYIO) WIH
TWHAMUYECKH, NI YE€TO MCIOJIB3YETCs Cleluain3upoBanHbiii mpotokoa DHCP.
Dynamic Host Configuration Protocol — mpotokos auHaMU4YeCKOi KOH(GUTYpaLuu
y3Ja — 3TO CETEBOW MPOTOKOJ, IMO3BOJISIIOIIMNA KOMIBIOTEPAM aBTOMATHYECKHU
nonyyaTh kKak IP-agpec, tak u ampeca DNS-cepBepoB W Jpyrue mnapameTpsl,
Heobxonumble s pabotsl B cetu TCP/IP.
Bo B3aumopeiictBun mo mnporokony DHCP Moryt npuHuMaTh ydacTtue
CJIEIYIOIINE CTOPOHBI:
— DHCP-knmenT — ycTpoicTBO, 3ampaiinBaroliee MapaMeTpbl HACTPOUKHU
TCP/IP;
— DHCP-cepBep — ycTpoiicTBo, Beinaromiee mapamerpsl HacTpoiiku TCP/IP;
— DHCP-petrpancasTop (relay agent) — BcmomorarenbHBIH YYacTHUK,
KOTOPBIA MOXET UTPaTh POJIb MOCPEIHUKA MEXKAY KIUEHTOM U CEPBEPOM.
DHCP-petpancnsTop 00pabaThiBacT CTaHIAPTHBIA IMUPOKOBEIIATESIHHBIN
DHCP-3anmpoc u mnepenanpasinser ero ©Ha DHCP-cepep B Bume
LeJIieHanpaBiieHHoro (unicast) makera, a noiaydennsli or DHCP-cepBepa
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OTBET, B CBOK odepenb, nepeHanpasiusier DHCP-kinnenty. fBnsercs He
00s13aTENIbHBIM.
CranpaptHas npouenypa mnoiyudeHus koHourypauuu ot DHCP-cepsepa
MoKa3aHa Ha puc. 1.

DHCP , DHCP
Server L DHCP Discover (broadcast) Client

DHCP Offer (unicast) .
- DHCP Request (broadcast)
DHCP Ack (unicast) g %

Puc. 1 — Jluarpamma nporieaypa nosryuaenus cereBoit konuryparuu ot DHCP-cepsepa

KommyTtatop Moxer ObITh ckoHpurypupoBan kak areHT DHCP Relay. B
ATOM ciiydae OH Toibko mepenamnparisier DHCP-3anpoc oT kiiMeHTa JOKalbHOU
nojaceTu Ha ynanéuueii DHCP-ceppep. CnenmanusupoBanHnas omius (Option 82)
UCTIONIb3YyeTCd JUIsl nepefaun fonoiHutenbHol uHpopmanuu B DHCP-3ampoce,
KOTOPYIO 00aBIIsI€T HEMOCPEACTBEHHO KoMMyTaTop. Omius 82 cOCTOUT U3 ABYX
OJOTIINN

1. Agent Circuit ID — coxepkut uHDOpPMAIMIO O TOM, C KaKOro IopTa
npuuien 3amnpoc Ha DHCP-perpancastop.

2. Agent Remote ID — wunentuduxatop camoro DHCP-perpancnaropa
(koTOpbIN 3ajJaeTcs MpPU HACTPOMKE, MOXXHO, Hampumep, ucnonb3oBath MAC-
aJpec KOMMYTaTopa WM €T0 ONKCaHue, JT00€ yI00HOE 3HAUCHHE).

Onuus 82 B 3anipoce DHCP npuBenieHa Ha pucyHke 2:

~ Option: (t=82,1=12) Agent Information Option
Option: (82) Agent Information Option
Length: 12
Value: 010200030206001560792800
Agent Circuit ID: 0003
Agent Remote ID: 001560792800
End Option

Puc. 2 — Bug omnuu 82 B 3anpoce DHCP
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[Ipu BBIMOSHEHUU JTaHHOW JTaOOpaTOPHOUM PabOTHl MOTPEOyeTCsl CleayroIee
obopynoBanue: Mapupytuzarop Cisco, ympaBisieMblii KOMMYTaTop BTOPOTO
ypoBHst SW-L2-1, pabouast craHuus yrpaBieHuss MaketoM (mnlin), mnpu
HEOOXOIMMOCTH — HeympasisieMblii kommyTtaTop D-Link DES-1016.

3ananue Ha padory:

OpranuzoBaTh JIOKAJIBHYIO CETh, B KOTOPOU MOAKIIOYAEMbIE KIHEHTHI OyayT
noyyaTb KOHGUTypaluio ceTeBbIXx uHTepdeiicoB auHamuyecku ot DHCP-
cepBepa Ha 0aze Mapuipytusaropa. Pa3maBaembie agpeca AOKHBI HAXOAUTHCS B
noacetn 192.168.24.0/24, mnpuuem azapeca B jguanazone 192.168.24.1 -
192.168.24.59 3ape3epBupoBaHbl (HE JOJKHBI BbIJAaBaThCs KiueHTaM). KiueHTsl,

NOJKJIIOYEHHBIE K TIOpTaM 5 U 7 KOMMYyTaTopa, JOJKHBI BCErja MojiydaTh ajpeca
192.168.24.101 n 192.168.24.102 COOTBETCTBEHHO.

MeToanka BbITIOJIHEHHSI Pa0OTHI

[lepen BBIMOTHEHUEM JTAOOPATOPHOH PabOTHI HEOOXOAMMO TIPUBECTH MAKET B
MCXOJIHOE COCTOSIHHE, 3arpy3uTh B CETeBOe O00OpyAOBaHHE, KOTOpoe Oyjaer
UCIIONIb30BaThCsl B JIaHHOM  JlabopaToOpHOM  paboTe, COOTBETCTBYIOIIHE
KoH(purypanmonnsle (Qaiiael, yOeauTbcss B paboTocrnocobHocTH  (HaiIoBOTO
cepBepa (cM. MHCTpYKIIHUIO TI0 00CTY)KMBAaHHUIO MAKeTa).

1. TlogkmoyuTh TEPMUHATBHBIMU KaOemsamu MapuipyTtuzatop Cisco-COre u
ympaBisemMblii  kommyrtatop SW-L2-1 k kommbrotepy ympasiaenus (mnlin),
BKJIFOUUTH CETEBOE 00OPYIOBAHHUE, HACTPOUTh CTATUYECKUE CETEBBIE MHTEP(EHCHI
Ha mnlin corymacHo cxeme ceTH (puc. 3), mpoBepuTh gocTynHocTh FTP-ceppepa.
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DHCP

Server
comsole  _ ________________ _coml

Cisco
192.168.24.31 5
o
192.168.24.1 | GO/O g
o
o
i

o)

192.168.24.101 \

Pucynok 3 — Cxema naGopaTopHoii cetu

2. Bratounts B kommyTtarope moaaep:xkky DHCP Relay Agent. [{ns atoro ¢
KOMITbIOTEpa ympaBieHuss mnlin HeoOXoauMo 3aiiTh Ha web-uHTepdeiic
KOMMYyTaTopa, KOTOphId HaxoauTcs mo azapecy 192.168.24.10. Ilocne 3aiiTu BO
Bkiaanky Configuration—>DHCP Relay—>DHCP Relay Global Settings u
BbicTaBUTH 3HaueHus rmoseir DHCP Relay State u DHCP Relay Agent Information
Option 82 B cocTostaue Enable (puc.4).

Hpumeuanue: Ilpu neodxooumocmu 30ecev xice modxucno uzmenumos MAC-adpec

Kommymamopa, nepeoarowjuiica DHCP- cepeepy ¢ onyuu 82, épicmasue e2o ¢ none DHCP
Relay Agent Information Option 82 Remote-ID.
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System Up Time:0 days 2:20:40 *‘ Logged In as administrat

DHCP Relay State | Enabled Iy

DHCP Relay Hops Count Limit (1-16)

DHCP Relay Time Threshold (0-65535) 0 ]sec

DHCP Relay Agent Information Option 82 State | Enabled Iy

DHCP Relay Agent Information Option B2 Check | Disabled &=

DHCP Relay Agent Information Option 82 Policy | Replace %

DHCP Relay Agent Information Option 82 Remote 1D | Default %] 34-08-04-64-BE-FC

Pucynox 4 — Bknaaka DHCP Relay Global Settings

[Tocne atoro HeoOxoaumo ykazath ajapec ucnoiabzyemoro DHCP-cepsepa Ha
Bkiaaake Configuration—>DHCP Relay—DHCP Interface Settings (puc.5). 3mech
HYy)XHO Jn00aButh [P-aapec Oymymero cepsepa: 192.168.24.1, u mnpuHATH
C/ICJIaHHBIC U3MCHCHHSI.

intertace
Server IP 192.168.24.1 e.g.: 10.90.80.90) ( Apply )
DHCP Relay Interface Table

Interface Serveri Server2 Serverd Serverd

Pucynok 5 — Bknagka DHCP Interface Settings

3. Insg toro yToOBI CEpBEP MOT PACIO3HATH 3aPOCHI, COJIEPIKAIIUE OTIIHIO
82, HY>)KHO BBISICHUTH BHJI IAHHOM OMIIMU B KOHKPETHOM ciydae. Kak roBopuioch
BBIIIIE, CYIIECTBYEeT CcTaHAapTHas ¢opma omnmuu 82, OJHAKO Y Pa3HBIX
MPOM3BOUTENICH O0OpYIOBAaHUS 3Ta pean3allds MOXKET OoTiaudaTrhesa. [loaTomy
HaJe)KHBIM BapuaHTOM OyaeTr omnpeaeicHue e€ BuJa Ha KOHKPETHOM
000pyTI0BaHUHU:

a) CoOpaTh BCIOMOTaTeIbHYI0 CXEMY CETH, MPEJACTAaBICHHYIO Ha PHUC.0,
IJI ONpeNEeSICHUs BU1a ONuuu 82.

18



mnlin

192.168.24.31

eth() g‘:‘:‘%

Ciscolcore cthl] 192 1682432
G0/0 | 192.168.24.1
DHCP
Relay
Agent Port 1
L Port 10
~ ‘hl\” Port 5
Port 9 - .
192.168.24.101
Port 7 o
192.168.24.102 _
SW-12-1 Test
computer

192.168.24.10

Puc.6 — Cxema BcrioMoTaTeIbHON CETH

b) Hacrpouts mosaHoe 3epkanupoBanue Tpaduka ¢ mopra 9 Ha moprt 10. Do
03BOJUT oTcliexkuBaTh 3anmpockl DHCP Discover ¢ go0aBiieHHOU omiuein
82, TmochUIaeMble KOMMYTAaTOPOM B CTOPOHY paHEE YKa3aHHOTO HaMu
DHCP-cepeepa  (192.168.24.1). Haxonmsce B web-untepdeiice
KOMMyTaTopa, Iepeiinure Ha Bikiaaaky L2 Features—Port Mirror wu
BBICTaBbhTE 3epKaIMpOBaHKME Bcero Tpaduka ¢ mopra 9 Ha mopt 10 Kak
ITOKa3aHo Ha puc.7.

Refresh Interval

=
Apply

System Up Time:0 days 2:23:56 "‘ Logged In as administrator, Anonymous - 182.168.24.32 | 3 Logout

* DES-3200-10
-

[ Configuration

B L2 Features Mirror Port State (Disabled @ Enabled
= Jumbo Frame -
= 802.1Q Static VLAN IR
E-f@ aina Source Port niffer Mode Ports
- 802.1v Protocol VLAN Tx Bl
~=| VLAN Trunk Settings Rx 9
~=] GVRP Settings
-2 Asymmetric VLAN Settings Source Port Settings
=] MAGC-based VLAN Settings Sniffer Mode 1 2 3 4 5 [ 7 8 8 10
=] PWID Auto Assign Settings Tx @) & & O O Q & & O 3
~= Port Trunking Rx s
2] LACP Port Seftings © o O O Q © o O =
~ = Traffic Segmentation :‘m 8 8 8 g 8 8 8 8 0 ";‘
one =

~=] L2PT Settings
=] BPDU Protection Settings Tx g
- IGMP Snooping

= MLD Sncoping Settings Rx 8

= Aoy )

= Loopback Detection Settings
- Spanning Tree

Puc.7 — Hactpolika 3epkanupoBaHus IIOPTOB

C) 3amycTuTh aHaIM3aTop Tpaduka Ha nHTepdeiice ethl mnlin, coeMHEHHOM €
noprom 10 kommyTaTopa. sl yMEHbIIEHUs] KOJUYECTBA MTAKETOB B TPEKCE
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d)

HaxumanTe Start B TOT MOMEHT, Korjga OyAeTe TOTOBBI BBINOJIHUTH
CIEIYIOIINI MYHKT WIXA NOAKIIOYUTE QUIBTP Tpaduka.

[lonKIIOYUTh TECTOBYIO MalIMHY (1000 KOMIBIOTEP U3 HMMEIOLIUXCS B
1abopaTopuM) C CETEeBBIM HHTEPPEHCOM HACTPOECHHBIM Ha MOJY4YEHUE
koH(urypauuu no npotokosny DHCP k nopty 5 kommyTaTopa.

Onpenenutes Bun mons Option 82 B 3ampoce DHCP Discover. Ilocne
HOJIKJIFOYEHHsI TECTOBOW MAIIMHBI JTOCTATOYHO CHUMATh TPIUC B TEUECHHE
npubiu3utenbHo 10 cekyHna. [ns oOiierdeHuss Moucka B TOJYYEHHOM
TpaKice HCIoNb3yHTe (QuabTpyromiee BboipaxkeHue «bootp». B  Ttpaiice
HE0OXOAMMO HAWTHU MepBOoe MO BpeMeHu cooluieHue mnportokona DHCP,
HarpaBiieHHOe Ha ajapec 192.168.24.1 (ato u Oyaet coobuienue Discover), u
B 3aroJIOBKE BepXHEro ypoBHs Haith mojie Option (82): Agent information
option. 3Hauenue value u Oyaer uHTepecymwueld omnuuei 82. [lanHoe
3HauYeHHE HEOOXOAMMO 3aMKcaTh JIJIsl OCIEYIOIMIET0 UCTIOIb30BAHMS.

|Time |Source | Destination o ‘ Protocol ‘ Length | Info

1 8. 66080600 Cisco_19:6a:60 Cisco_19:6a:60 LOOP 66 Reply

Jestination unreachable (Port unreach

269 Standard query PTR _apple-mobdev. tcp.local, "

224.0

MDNS 269 Standard query PTR _apple-mobdev. tcp.local, "QM' question PTR _g
MDNS 289 Standard query PTR _apple-mobdev. tcp.local, "QM" guestion PTR _a
" guestion PTR g

8 3.8325561 192.168.24.32 255.255.255.255 DB- LSP-DI 156 Dropbox LAN sync Discovery Protocol
9 3,825626 192,168.24.32 255.255,255,255 DB- LSP-DI 156 Dropbox LAN sync Discevery Protocol
18 3.826729 192 .168.24.32 192.168,24.255 DB- LSP-DI 156 Dropbox LAN sync Discovery Protocol
11 3.8268008 192.168.24.32 192.168.24.255 DB- LSP-DI 156 Dropbox LAN sync Discovery Protocol

12 3.855857 192.168,24.2 192.168,24.1 DHCP 384 DHCP Discover - Transaction ID OxedclSelf
= - ). 168.24.2 76 Destination unreachable (Port unreachable)

ffoz::fb MDNS 289 Standard query PTR _apple-mobdev._tcp.local,

"QM" guestion PTR _a

Boot file name not given
Maglc cookie: DHCP

Jwwwww

Option:
Option:
Option:
Option:
Option:

(t=53,1=1) DHCP Message Type = DHCP Discover

(t=57,1=2) Maximum DHCP Message Size = 1500

(t=60,1=46) Vendor class identifier = "dhcpecd-5.2.11:Linux-2.6.37.4:1586: AuthenticAMD"
(t=12,1=7) Host Name = "zenwalk"

(t=55,1=15) Parameter Reguest List

Option: (82) Agent Information Optien
Length: 18

yalue: 01060004000100070208000634080464befc)

Agent Circuit ID: 0GO400010007
Agent Remote ID: 000634080464befc
End Option
0140 69 36 38 36 3a 41 75 74 658 65 Ge 74 69 63 41 4d  1586: Aut henticAM
0150 44 Oc 07 7a 65 6e 77 61 6c 6b 37 0f 01 79 21 03 D..zenwa lk7..y!.
0160 06 Oc Of la lc 28 3336 3a3b 77 ..., ¥36 1w

0170

if

Pucynok 8 — Ilony4yenue 3HaueHus onuuu 82

f) BbeImOJHUTE aHATIOTUYHYIO TPOLIEAYPY JUTS ITopTa 7.

4. CobpaTh CeTh COTIaCHO CXeMe, IPUBEICHHON Ha puc.3.

5. CxondurypupoBatb DHCP-cepBep. C xommbioTepa ymnpaBieHUS MaKeTOM
(mnlin) HEOOXOAUMO MOAKIIOYNATHCS K KOHCOJBHOMY IIOPTY MapIIpyTH3aTopa
Cisco u ckondurypupoBarb Ha HeM DHCP-cepBep. bynem wucnoas3oBaTh is

ATOTO TEPMUHAIBHYIO YTHIUTY picocom:
root@mnlin# picocom /dev/ttySO
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rae ttySO — cuMBOJIBHOE yCTpOMCTBO moprta coml, ttyS1 — coOTBETCTBEHHO,
com2 u T.1. s BbIXOAa U3 YTUIUTHI picOCOM HAXMUTE OJHOBPEMEHHO KIJIABHUIIIH
Ctrl+A+Q.

Huxe npusenen npumep koHdurypauuu DHCP-cepBepa ¢ HeoOXOAMMBIMU
MOSICHEHUSIMU B BUJIE: «KOMAaH/1a/TIOSICHEHHUE»,

cisco-core>

cisco-core>enable /BXOOyM B NPUBUIIETMPOBAHHEIL PEXUM

cisco-coref#configure terminal /pexmnM KOHOMI'YpMpOBaHMUs

cisco-core (config) #interface gigabitethernet 0/0 /BabupaeM muTepbherc

cisco-core(config-if)#ip address 192.168.24.1 255.255.255.0 /Bapaem ip-

agpec mHTepberca M MacKy HNOACeTH

cisco-core (config-if) #no shutdown /BxioOUaeM muTepbheic

cisco-core (config-if) #end /BHXOAMM M3 pexyMa KOHbuIrypaumm

cisco-core#configure terminal

cisco-core (config) #ip dhcp database ftp://admin:napons@192.168.24.31/dhcp-db
/yxasepBaeM DHCP-cepBepy ajpec njsi XpaHeHust 6ass NaHHEIX MOAKJIIOYANIMXCS

kueHTOB (FTP-cepBep Ha mnlin)

cisco-core (config) #service dhcp /BRJIIOYaeM cayx6y DHCP

cisco-core (config) #ip dhcp use class /BKIOUaEeM MCIOJNLBO0BaHME KJIACCOB

cisco-core (config) #ip dhcp excluded-address 192.168.24.1 192.168.24.59 /sanmaem

AMamnasoH, ajpeca M3 KOTOPOI'o He 6yAyT BHOABATHECSI KIMEHTaM

cisco-core (config)#ip dhcp class portb /cospmaeM kjlacc port5

cisco-core (config-dhcp-class) #relay agent information /ykasmmaeM, uTO

COIIOCTaBJIEHME Banpoca H[aHHOMY KijlacCy 6ymeT NpoOMBBOAMUTECS IIyTeM CPaBHEHMUS IIOJS

option 82 sampoca c 3ajaHHHM HaMM BHAYEHMEM

cisco-core (config-dhcp-class-relayinfo) #relay-information hex

01060004000100050208000634080464befc /yKasiBaeM CTPOKY CONOCTAaBJIEHMUS

Bampoca HOaHHOMy KJIacCy,; BIeCh HYXHO MCHOJBLSOBaTh MNOJIlyYeHHOE HaMM paHee

BHaveHMe onuum 82

cisco-core (config-dhcp-class-relayinfo) #end /BHXOAMM M3 pexmuMma

KOHOMITypaumumn

cisco-core#

cisco-core#configure terminal

cisco-core (config) #ip dhcp class port7

cisco-core (config-dhcp-class) #relay agent information

cisco-core (config-dhcp-class-relayinfo) #relay-information hex

01060004000100070208000634080464befc

cisco-core (config-dhcp-class-relayinfo) #end

cisco-core#

cisco-core#configure terminal

cisco-core (config) #ip dhcp class common-net /cospmaeM obumii KJjIacc OJsi BCexX

BanpocoB HE COOTBETCTBYKUMX Kjaccam port5 m port7

cisco-core (config-dhcp-class) #relay agent information

cisco-core (config-dhcp-class-relayinfo) #end

cisco-core#

cisco-core#configure terminal

cisco-core (config) #ip dhcp pool LAN1 /cospaemM nyn agpecos LAN1 u panee

ykassBaeM cBejeHusi, korTopsie DHCP-cepBep 6yneT BhIaBaTh KIMEHTaM

cisco-core (dhcp-config) #network 192.168.24.0 255.255.255.0 /momceTrs, B

kxoTopory DHCP-cepBepoM BynyT BEIaBaTLCS ajpeca

cisco-core (dhcp-config) #domain-name lanl.maket / DOMEHHOe WMSI
cisco-core (dhcp-config) #dns-server 192.168.24.1 /DNS-ceprep
cisco-core (dhcp-config) #default-router 192.168.24.1 /mwmo8 O yMOJIYaHMIO
cisco-core (dhcp-config) #class portb /cnenupmnueckme HaACTPOMKMU OIS

KJIMEHTOB, Yel BanpoC COOTBETCTByeT Kjlaccy portb5

cisco-core (config-dhcp-pool-class) #address range 192.168.24.101
192.168.24.101 /OouanasoH BhOaBaeMBIX ajpecoB (B HameM ciydae, IO BaJaHuio,
COCTOMT M3 OINHOI'O ajpeca)

cisco-core (config-dhcp-pool-class) #end

cisco-core#configure terminal
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cisco-core (config) #ip dhcp pool LAN1 /npomoikaeM HacTpauBaTek nyn LAN1
cisco-core (dhcp-config) #class port?

cisco-core (config-dhcp-pool-class) #address range 192.168.24.102
192.168.24.102

cisco-core (config-dhcp-pool-class) #end

cisco-core#

cisco-core#configure terminal

cisco-core (config) #ip dhcp pool LANL

cisco-core (dhcp-config) #class common-net

cisco-core (config-dhcp-pool-class) #end

cisco-core#

cisco-core#show running-config /IpoBepsieM MNONYYeHHYH KOHOMIyparmo

Bxrouaem BbiBog cooOmienuit DHCP-cepBepa oTHOCSIIMXCST K MPOIETYpPE
COIIOCTABJICHUS IIPUXOISAIIUX 3aIIPOCOB UMEIOIIUMCS KIaccaMm:

cisco-coreffdebug ip dhcp server class
DHCP server class debugging is on.

Ha ocHoBe npuBeeHHON MpoIeAyphl KOHDUTYpaIlui HEOOXOAUMO HACTPOUTH
DHCP-cepBep B COOTBETCTBHH C 3aJJaHUEM K JJaOOpaTOpHOU padoTe.

6. IlpoBepka pabOTOCIOCOOHOCTH KOH(UTYpAIlUU MPOU3BOIUTCS IYTEM
MOJKTIOYEHUS] TECTOBBIX MAIIIMH K Pa3HBIM MOPTaM KOMMYTAToOpa M ONpe/eeHUs
Ha HUX Ha3HaueHHbIX |P-anpecos.

[TocmoTpeTs cTatucTuky padotrsi DHCP-cepBepa mo 6aze maHHBIX MOXKHO B

tepmunaie CiSCO cleayonuMH KOMaHIaMu:

cisco-core#show ip dhcp bindings
cisco-coreffshow ip dhcp conflicts
cisco-coreffshow ip dhcp database
cisco-coreffshow ip dhcp statistics

[Tocne mpocMoOTpa CTATUCTHKY MOYKHO OYUCTHUTD:

cisco-coret#clear ip dhcp binding *
cisco-coreffclear ip dhcp conflict *
cisco-coreffclear ip dhcp server statistics

7. Ucnionb3yst aHanu3aTop Tpaguka ¥ BO3MOKHOCTH 3€PKaTUPOBAHUS TOPTOB
KOMMYyTaTopa, 3apUCyWTe JuarpaMMmy MpOLEAypbl TMOJYyYEHUS  XOCTaMH
koH(purypanuu or DHCP-cepepa B Toukax A u B (puc.3) u cpaBHuTE ee co
CTaHIAPTHOW MPOLELYPOH.

Jlononnumensno: Ha OCHO6e NOAYYEHHBIX 3HaAYeHull onyuu 82 onpedenrums
cooepicauwguecs 6 Hell noia U npeocKkazamev 3Hauenue onyuu 82 0aa 110OLIX NOPmMos u
MAC-adpecoé npumensemozo kommymamopa.

K 3ammuTe:

1. 3aare npuHIUIE paboThl TpoTokoida DHCP, naznayenue onmuu 82, UMETh
MpEeCTaBICHUE O METOaX 3ePKATUPOBAaHUS TpaduKa.
2. YMeTh HWCMOJB30BaTh aHAIM3aTOp TpaduKa IS OICHKH IOJYyYSCHHOTO

pe3yJibTara.
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3. [IpeacTaBuTh OTUET, COEPIKALLINNA
— CcXeMy ceTH (aHAJIOTHYHO puc. 3);
— Tpeiic aHanu3aTopa Tpaduka,
— JaMarpaMmy MpoLeAypbl MOJTYYEHUS KOHQPUIYpallMH XOCTaMU OT
DHCP-cepsepa B Toukax A u B.

Pexomenayemasi aureparypa:
1. RFC 2131: Dynamic Host Configuration Protocol, R. Droms, Bucknell
University, March 1997. http://tools.ietf.org/html/rfc2131
2. RFC 3046: DHCP Relay Agent Information Option M. Patrick, Motorola
BCS, January 2001. http://tools.ietf.org/html/rfc3046
3. CemenoB HO.A. IIporokon nuHamuueckoro koH@urypuposanus OBM
DHCP (u NAT/PAT). http://book.itep.ru/4/4/dhcp.htm.

6. TpaHcasIuus ¥ TYHHEJIMPOBAHUE CETEBbIX A/IPECOB

Ileab padoThl: MoTyuYeHHE HABBIKOB HACTPOUKK MexaHu3MoB NAT.

Kpatkasi TeopeTuyeckas cnpaBka

JlanHast paboTa COCTOMT UX JABYX YacTeil, B KOTOPhIX OYyAYT PacCMOTPEHBI
MIMPOKO HCTIOIb3YeMbIE€ METOJbl OPTaHM3AlMU TPAHCISIMU CETEBBIX aJ[PECOB B
cetsix IPVA4/IPV6.

TpaHcnsiuus ceTeBBIX  aJPpecoB  SIBJISETCS YHHUBEPCAJIbHBIM  CIIOCOOOM
pacHIMpeHus aJIpecHoro mnpocTpaHcTBa. [losiBIeHHWE CHUCTEMBI TpPaHCISALUU
cereBbix aapecos, i NAT (Network Address Translation) o6ycioBieno OypHbIM
pocToM HEOONBIINX CeTeW, B TO BpeMs OTHocsumxcs K kiaccy C, u, Kak
cnencrBue, cokpamienue IP-anpecoB manHoro kiacca. Torma ogHuM U3 crocoOoOB
pacHIMpeHus aJpecHOr0 MPOCTPAHCTBA HapaBHE C BBEJACHHEM OECKIacCOBOU
agpecalud  CTall0  HUCIOJb30BaHME  HEyHUKalnbHBIX |P-agpecoB, wuHOrma
Ha3bIBaEMbIX MacKapagHbIMU. TpaguuuoHHO 3T0 azapeca Bujma 192.168.0.0 u
10.0.0.0, HO B mocieHee BpeMsi MOTYT UCIIOJIb30BAaThCA HEKOTOPHIE Apyrue. Takue
agpeca yHUKalbHbI TOJIBKO B MpeleNax 3akpelToil cetn  (Hampumep,
KOPIOPAaTUBHOW WM CeTU MpoBaijepa). s BbIxoga B OOIIEAOCTYIIHYIO CETh
HEOOXOIMM YHHKAIBHBIA aapec, KOTOpbld mpucBoeH mnuro3y. Cucrtema NAT
MO3BOJISIET OCYIIECTBISATH MOJIMEHY aJIPECOB Ha IILJTIO3E.

B nepBoii yactu paboOThl Mbl pACCMOTPUM TaKW€ BHUJbI TPAHCISAILIMKU CETEBBIX
anpecos, kak Source NAT (SNAT) u Destination NAT (DNAT). Kak cienyer u3
Ha3BaHui, AaHHbie BUIbl NAT moaMeHstoT aapeca OTHPABUTENS U MOIydaTems
MaKeTa  COOTBETCTBEHHO. Mackapaguarom  (Masquerade)  Ha3biBaeTCs
pazHoBugHOCTH SNAT, B KOTOpOW MOAMEHSEMBIN aapec OTIPABUTENS MOXKET
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U3MEHATHCS JUHAMUYECKH B COOTBETCTBHM C TEKYIIMM aJpecOM ILIF030BOTO
uHTEpPeEiica.

B onepanuonHoii cucteme LiNUX 3a TpaHCISIIMIO CETEBBIX aJpecOB OTBEYAET
yruauTa iptables (umu ip6tables mis IPv6). BooGie, iptables ssisiercs onHuM U3
KOMaHIHBIX HHTep(ericoB MexcereBoro 3kpana Netfilter u ucnonesyercs s
HACTPOWKH Pa3HOOOPa3HBIX MpaBWi (WIBTPALUU ceTeBoro tpaduka. OgHaKo, B
paMKax JaHHOW pabOThl, Mbl PACCMOTPUM TOJILKO OJIHY M3 €r0 BO3MOXHOCTEH —
NAT.

PaccMmoTpum HekoTOpbIe KiItoueBbIe moHsTHs Iptables:

o[IpaBUjIO0 — COCTOMUT W3 KpUTEpHUs, JCUCTBHS W cueTuyuka. Ecim maket
COOTBETCTBYET KPUTCPHUIO, K HEMY NPUMCHSETCS JEHCTBHE, U OH YYUTHIBACTCS
cueTunkoM. Kpurepus MoXKeT W He OBITh — TOIJIA HESIBHO NPEANONaraeTcs
KPUTEPUH «BCE MAKETHI.

eKpurepuii — JOrMYECKOE BBIPAKCHUE, aHAIM3HMPYIOIICE CBOMCTBA MaKeTa
W/WIH COCAMHEHUS U OIpPECIIAIoNIee, MOINaiacT JIM JaHHbIH KOHKPETHBIN MaKeT
O/ ICHCTBHE TEKYIIIETO MPaBUia.

e JlciicTBEC — OMNHUCAHHME JCUCTBHS, KOTOPOE HYXKHO TMPOJENATh C MAaKeTOM
W/WIIM COCTMHEHUEM B TOM Cllydae, €CJIM OHHU IMOMAMAIAIOT TOJ JICHCTBHE 3TOTO
npaBHa.

ellenouka — ymopsimoYeHHAs MOCIEA0BATEILHOCTD MpaBmi. Llermodku MoXHO
pa3eNuTh Ha MOJIb30BaTeLCKHUE U Oa30BbIE.

eba3oBas 1lemouka — IEMOYKA, coO3/laBaeMas II0 YMOJYAHHWIO IPH
MHHUIHATN3AuU TabmuIpl. Kakaplii makeT, B 3aBHCUMOCTH OT TOTO, MPEJTHAa3HAUCH
JU OH CaMOMY XOCTYy, CTCHEpHUPOBAaH UM WJIM SBISICTCS TPAH3UTHBIM, IOJDKCH
IIPOUTH TOJIOKEHHBIN eMy HaOop 0a30BBIX IIEMOYCK paszIWyHbIX Tadiuil. MMena
0a30BBIX IIEMOYEK Bcerjaa 3amuchbiBaioTcss B BepxHeMm peructpe (PREROUTING,
INPUT, FORWARD, OUTPUT, POSTROUTING).

e[lonp3oBarenbCcKas MEMovKa — [EnovKa, Co3/IaHHas oJIb30BaTeneM. MoKeT
HCIIOJIB30BAThCS TOIBKO B MPeIesiaX CBOCH TaOIHIIbI.

eTabnuia — COBOKYHHOCTh 0a30BBIX ¥ TOJBH30BATEIBCKUX IEMOYEK,
O0OBEMHEHHBIX O00mUM (PYHKIIMOHATBHBIM Ha3HaueHuWeM. VMeHa Tabnwi
3alACHIBAIOTCS B HIDKHEM pPETUCTPE, TaK Kak B MPHHIWIE HE MOTYT
KOH()JIMKTOBAaTh C MMEHAMH IOJIb30BAaTEIILCKUX IenoueK. [Ipu BBI30BE KOMAaHIbI
iptables Tabmumna ykaseiBaetcst B opmare -t ums tabmmnbl. [lpu oTcyrcTBHM
SIBHOTO yKa3aHWs, UCIob3yeTcs Tadmuia filter.

Bce  makeThl  mpoOmycKaroTCs — 4epe3  ONpeAeNieHHbIe Ui HUX
MOCJIEIOBATEIBHOCTH TeTo4eK. [Ipr MpOXOXKIECHHHM MAKeTOM IIETOYKH, K HEMY
MOCJICIOBATEIPHO TMPUMEHSIOTCS BCE NPaBHJA STOW IICTIOYKH B TOPSIKE HX

cienoBaHusi. TakuM 00pa3oM, BO-TIEPBBIX, MAKET MPOBEPSETCS HAa COOTBETCTBHE
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KPUTEPHIO, & BO-BTOPHIX, €CJIM OH COOTBETCTBYET IAHHOMY KPUTEPUIO, TO K HEMY
NPUMEHSETCS yKa3aHHOe neuctsue. [loa nencrBuemM MOXET moapa3ymMeBaThCs Kak
sanementapHas onepanus (Hanpumep, ACCEPT, REJECT), tak u nepexoa B oHy
n3 nonbs3oBaTeabckux nenouek. Jeticteus ACCEPT, REJECT u DROP sapnstoTcs
TePMUHAILHBIMU, T.€. MPEKpAIIAIIIUMU 00pabOTKy MakeTa B paMKax JaHHOU
0a30BOH IICIIOYKH.

B 06o6mienHoM Bujie nobasienue npasuia iptables moskno npencraButh Tak:
iptables -t <uma Tabmmuer> -A <uenodka> <KpuUTepurr> -j <pelicTBue>

3nmech -A 0003HAYaeT, YTO JaHHOE NPABWIO OyAET JONHUCAHO B KOHEI]
3aJIaHHOM TIENOYKH 3aJaHHOM Ta0auIbl. [IpocMOTp IpaBMIT B IIETIOYKE MPOUCKOTUT
MIOCJICTIOBATCIIBHO CBEPXY BHHM3.

B pannoii pabore Hac Oyner uHTepecoBarh Tojibko Tabmuma NAT. Ora
tabnuma coaepxut Tpu 6a3zoBbie nenoukn: PREROUTING, OUTPUT wu
POSTROUTING. B nenouky PREROUTING nonamator Bce BXOMSIINE MMAKETHI,
aJpeCOBaHHbIC JAaHHOMY XOCTa WJIM TPAH3UTHBIC, IO IPHHSITHS XOCTOM PEIICHUS O
MapIipyTH3aluu TakeTa. llakeThl, OTChUIaeMbIE JaHHBIM XOCTOM, OYAyT
npoxoauTs 1enouky OUTPUT, a Tpan3uTHBIE TaKeThl HAa BBIXOJE W3 Y3JI1a MOMaayT
B 1enouky POSTROUTING. Takum oOpa3oM, MOXHO 3aMETUTh, YTO JJIst
opranmzanmun  SNAT/Masquerade Ha TpaH3UTHOM MUTIO3€ HYKHO IPUMEHSThH
npaBuna 1enouykn POSTROUTING, B 1o Bpems kak nemouka PREROUTING
Oyner ucroiab3oBaThes npu opranm3amnuu DNAT,

B omepamusx NAT, npousBogumbix ¢ momornbio iptables, orciexusanue
COCTOSIHUW HCTOJB3YeTCs aBTOMAaTHYEeCKH. BaMm OCTaTOYHO yKaszaTh KpUTEPHH,
MOJlT KOTOpbIE TOJMMAJET JHIIb MEPBBIA MaKeT B COCIUHEHUU — WU TPAHCISIUSA
azpecoB OyJIeT MPUMEHEHAa KO BCEM IaKeTaM B 3TOM COCIMHEHUH, a TaKKe B
CBSI3aHHBIX C HUM COEIMHEHUSX.

C mosiBnenueM cereir IPV6 Bo3HMKIIa HEOOXOAMMOCTH COBMECTHOW PabOTHI
CErMEHTOB ceTel ¢ pa3Hou ajnpecarueid. Ckopee BCero, €Iie JI0BOJBbHO J0JIT0e
BpEMs JOMUHHUPYIOIINM MPOTOKOJIOM ocTaHeTcst IPv4. B Takux ycioBusix oco0yto
aKTyaJIbHOCTh TPHOOPETAIOT METOABl KOHBEPTCHIIMU W B3aUMOJCHCTBHUS CeTe
pa3nuuHbIX TUIOB. Ha naHHBIE MOMEHT pa3pabOTaHO MHOKECTBO PEIICHUN 3TOU
mpo0sieMbl, U3 HanboJiee pacIpOCTPAaHEHHBIX MOXHO Ha3BaTh 6t04, 6rd, Teredo,
NAT64 u np. B »T0if wactu maGopatopHOii pabOTBI MBI PACCMOTPUM
YHUBEpCAIBbHBIN coco0 mepenaun Tpaduka IPV6 gepes cetn IPV4, ocHOBaHHBIN
Ha UCTOJIb30BaHUM MPOTOKoJa 6104 (puc.1).
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6to4-tunnel
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Puc. 1 — Tynnens 6t04

[TpoTokon 6t04 mpenHa3HadeH 1Jis CBS3M ABYX nojceren |IPv6 uepes IPV4 u

HWHKAIICYJIUPYCT IIaKCThI

Bepcud 6 B Teno OOBIKHOBEHHBIX |PVv4-makeTos.

[TonpoOnoe onucanue paboTsl mpoTokosna 6t04 Bel Moxkete HaiiTh B RFC3056

3ananue Ha padoty
Yacmol:

1.

5.

Cobepute ceTh JUIsl BBINIOJHEHHUS TEPBOM YacTH J1abOpaTopHOU pabOoThI
COIJIACHO IMOJIYYEHHOMY 3a1aHuio (puc. 2, Tadi. 4).

Hactpoiite SNAT/mackapaauar Ha SOft-corel cormacHo npuBeaeHHON
CXeMe MOAKIIOYUBIIUCH K MPOTPAMMHOMY MapIIpyTU3aTopy.
[MToakmrounTeCh K KOMITBIOTEPY yIpaBieHUs: Mnlin u 3amycTuTe reHepaTtop
tpapuka Ostinato. Cozmaiite s nopra ethl morox UDP-makeroB ¢
npou3BosibHbIMU TIopTamu (1024-65535), puxcupoBannsiM IPV4-anpecom
otnpaBuTels (M3 yKa3aHHBIX B 3aJaHHUH MTOJICETH) U aJ[peCOM Ha3HAYCHHSI.
Hactpoitite DNAT na mapmpytusarope Soft-core2. IsmennuTte co3naHHbINA
panee UDP-motox Takum o00pa3oM, 4TOOBI MOPTOM Ha3HAYCHHS OBLI
34001.

[TpoBenute npoBepKy npaBmwiIbHOCTH KOHpurypamuu NAT.

Yacmo 2:

6.

Cobepute ceTh ISl BHITIOJIHEHHUS BTOPOW YacTH JIAOOpAaTOPHOU pabOTHI
COTJIACHO TMOYYEHHOMY 3aJIaHuio (puc. 7, Tadim. 5).

[MoakmtounTech K MPOrpaMMHBIM MapHIpyTU3aTOpaM U CO3JalTe TYHHEIb
COTJIACHO METOJIMKE BBIMOJIHEHHUS JJaOOPATOPHOU pabOTHI.

[IpoBepbTe pabOTy CO3/IaHHOTO TYHHEJISI.
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MeToauKa BbINOJHEHUS PA0OThI
Yacmoe 1. «Knaccuueckuity NAT ¢ cemax |1Pv4
PaccmoTpum  opraHM3zanuio TpPaHCISLMUM aIpPECOB B COOTBETCTBUM C

MPUBEACHHON Ha PUCYHKE 2 CXEMOM.
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Puc. 2 — Cxema cetu mist opranuzarun NAT

Taonuma 1
Hurepdeiic Anpec
mnlin — ethO HE BBICTABIISIETCS
mnlin — ethl 192.168.24.33/24
mnlin — eth2 HE BHICTABIISETCS
soft-corel — ethO 192.168.24.1/24
soft-corel — ethl 70.1.1.1/30
soft-core2 — ethO 172.16.0.1/16
soft-core2 — ethl 70.1.1.2/30
PC-1 192.168.24.2/24
PC-2 172.16.0.5/16

B nmanHOU paboTe MBI BOCIIONB3yeMCsSl BCTPOCHHBIMU cpeicTBamMu LINUX st
CEeTeBBIMU HHTEp(ericamu,
WHCTPYMEHTOM, OOBEIUHSIONINM pPAa3IMYHBIE CETEBBIC MPOTPAMMHBIE CPEICTBA,
SIBJIICTCSl CO3JIaHHAs HAIIMM COOTEYECTBEHHUKOM yTminTa Ip. CHHTaKCUC 3TOM
YTHJIATHI JTOBOJIBHO OOIIMPEH, W HEe Oy/IeT paccMaTpUBaThCAd B paMKaxX JTaHHOU

YIIPaBIICHUS
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paboThl, OTMETUM JHIIb HeoOXxomumble KoMaHmbel. [l 3amanus IP-agpeca
ceTeBoMy HHTep(elicy cHadalla HeoOXOAWMO YIAIWTh CTapblii aapec, a 3aTeMm

IIPUCBOUTDH HOBBIM.
root@sc-1# ip addr del <crapemt anpec/npedpuxc> dev <mHTepderic>
root@sc-1# ip -4/-6 addr add <uoemli ampec/npeduxc> dev <mHTepdeic>

B nannom ciydae onuuu -4 u -6 ob6o3HavaroT tun aapeca: |IPv4d wnu IPv6

COOTBETCTBeHHO. Hampumep, Tak MOKeT BBINIsIETh cMeHa aapeca ethO:
root@sc-1# ip addr del 192.168.24.1/24 dev ethO
root@sc-1# ip -4 addr add 10.0.0.1/8 dev ethO

ITpocMoTpeTh HHPOPMALIHIO O CETEBBIX HHTEpdEHicax MOKHO BBEIS KOMaHIY
ifconfig (Bce wunTepdeiice) wmam ifconfig <ummepdghetic> (nas npocmoTpa
KOHKpeTHOro uHTepdeiica). OmmcaHHBIM CHOCOOOM HACTPOMTE BCE CETEBBIC

HHTep(i)CﬁCBI MapmpyTru3aTOpPOB B COOTBCTCTBHUU C BAIIUM BAPHUAHTOM 3aaHUA.
Ilpumeyanue: Hacmpaueamv cemegvie unmepgheiicoel yooonee 6cezo noOKuouancy K
mapwpymuzamopam noouepeono ¢ nomouspio KVM-nepexnouamens.

[lpu cGopke cetn He 3a0yAbTe HACTPOWUTH 3EpPKAJMPOBAHME YKa3aHHBIX
noptoB koMMytatopoB. Ha cxeme 3amuch Buga «p.7 (= p.1)» o0o3HauvaeT, 4TO Ha
HOpTY 7 HACTPOCHO 3epKaTMpOBaHKE Bcero Tpaduka ¢ mopta 1.

Taomuma 2
KommyTtaTtop Anpec Web-unrepdeiica
SW-L2-1 192.168.24.10
SW-L2-2 192.168.24.20
SW-L3 192.168.24.30

Jlns HAcTpOWKH 3epkaiupoBaHus B kKomMmyrtatopax SW-L2-1 m SW-L2-2
3aiinure B BeO-uHTEepdeiic Hy:)kHOro kommyTtaropa (login: admin, passw: admin),
nepeliquTe Ha BKiIaaky L2 Features—Port Mirror u BeicTaBbTE 3epKaTMpOBaHUE
KaK MOKa3aHo Ha puc. 3.
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L s

Mirror Port State Disabled @ Enabled
Target Port |
Source Port

Source Port Settings

Sniffer Mode 1

| Apply |
Puc. 3 — Hacrpoiika 3epkanupoBanus noptoB B SW-L2-1/ SW-1L2-2
[Iponienypa Hactpoitku 3epkamupoBanust noptoB SW-L3 HamomuHaeT
BBIIICONMCAHHYIO, C TOM JIMIIb PA3HUIIEH, YTO OHA NPOWU3BOAUTCS HA BKJIAJKE
Monitoring—Mirror—Port Mirror Settings (puc. 4).

Port Mirror settings o7
Target Port Settings

State ® Enabled Disabled

Tagetbor (@)

Source Port Sniffer Mode Ports

Source Port Settings
Sniffer Mode 01 02 03 04 05 06 O7 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

Mone ® @ @ @ P @@ @@ @ @ e®e e @

™ 12
RX 1,2
w

Puc.4 — Hactpoiika 3epkanupoBanus noptoB B SW-L3

B mone Target Port ykaspiBaeTcs TOT TOPT, Ha KOTOPBIA Oymer
OCYIIECTBIISITHCS 3epKaTMpOBaHUE Tpaduka.

Jliis HacTpolikk MackapaauHra Ha SOft-corel cormacHo mpuBeneHHOU cxeme
HEOOXOIMMO TOJKIIOYHUTHCS K TPOrPaMMHOMY MapIIpyTU3aTOPy W BBITIOJHUTH
CIEIYIOIIME NCHUCTBHUS:

student@pc# ssh admin@192.168.24.1 /nopxiouaeMcst k SC-1

admin@sc-1# su /nonyuaeM mnpaea
CylepnoJyb30BaTesNsa

root@sc-1# sysctl net.ipv4d.ip forward=l /BxiouaemM IP-
forwarding

root@sc-1# iptables -F /oumnaemM Tabmuny filter

root@sc-1# iptables -t nat -F /oumnaeM Tabauuny nat

/NpaBuia TPaHCISLUN:
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root@sc-1# iptables -t nat -A POSTROUTING -o ethl -j MASQUERADE
/nobBarisieM NpPaBuiIO, OCYUWECTEISKIee MAaCKapaAMHI' BCEX [NaKeTOB,
BeIXOAsTIMX M3 MHTepbderica ethl pmamHOTro xocra (r.e. SC-1)

MO0>XHO TPUMEHUTH U Apyroe npasuiio Ayig HacTpoitku SNAT:

root@sc-1# iptables -t nat -A POSTROUTING -o ethl -j SNAT --to-
source 70.1.1.1 /nomMensteMm IP-ampec OTIPAaBUTEJISI BCEX IIAKETOB BHXOMSIUMX
us uHTepderica ethl ma 70.1.1.1

/NlpocMoTpeTs MMeluMecs B Tabiuile nat npaBmia MOXHO KOMaHIOM

root@sc-1# iptables -t nat --list

[root@soft-corel admin]# iptables -t nat --list
Chain PREROUTING (policy ACCEPT)
prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

MASQUERADE all -- anywhere anywhere

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@soft-corel admin]# l

Puc. 5 — [IpocmoTp mpaBuiI TpaHCISAIUN CETEBBIX aIPECOB

MackapaJuHT MOXET aJalTUPOBATHCS K M3MEHSIOMIEMYCS TUHAMHYECKOMY
BHElITHeMY ajpecy mumo3a, a SNAT ucnonb3yeT MeHbIlle CUCTEMHBIX PECYpCOB
MapuipyTH3aTopa, T.K. HE MPOBEPSAET aJpec IUI03a IS KaKIOTO HCXOJSIIETo
MaKera.

C nomompro KVM-nepekntouarens MNOAKIIOYUTECH K  KOMIIBIOTEPY
ynpasienuss mnlin u 3amyctute redeparop tpaduka Ostinato (cm. n/p Ne2). Ha
nopty ethO mnlin 3anycrure Wireshark, a nms mopra ethl cosnaiite moroxk UDP-
MaKeToB C TMpou3BoJbHBIMU mopTamu (1024-65535), ¢ukcupoBanusiM |PV4-
aapecoM oTnpaBuTens w3 moacetd 192.168.24.0/24 u aapecoMm Ha3HAYCHHS
70.1.1.2.

Ilpum.: /[na ycnewnoii nepedauu nomoka 6 none Destination Address npomokona
Media Access Protocol mneooxooumo evicmasums peanvnoe 3nauenue MAC-adpeca
unmepdgeiica eth0 mapuwpymuszamopa soft-corel (puc. 6). Yznamo €20 M0HCHO KOMAHOOIL:

root@soft-corel# ifconfig ethO
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Protocol Selection Stream Control Packet View

Media Access Protocol

Address Mode Count Step
Destination |00 25 22 E4 5B 3D |Fixed RREG |1
Source |00 00 00 00 00 00 |Fixed MU EG |1

Puc. 6 — Hacrpoiika reaepatopa Tpaduka

3amycTuB TeHepalnio, OTCIEIUTE B aHaJIM3aTope Tpaduka 3TOT MOTOK MO
aapecy HazHauyeHus. B none IP-anpeca ornpaBurens y Bcex makeToB AOJKHO OBITH
sHauenue 70.1.1.1, T.e. aapec nuT030Boro uHTEpdeiica.

Tenepp HykHO HacTpouth DNAT Ha mapmpyTtuzarope soft-core2.

student@pc# ssh admin@172.16.0.1 /nonkiouaeMcst kK SC-2

admin@sc-2# su /nonyuaeM mpasa
cynepnonb30BaTeNns

root@sc-2# sysctl net.ipv4.ip forward=1 /BxiouaemM IP-
forwarding

root@sc-2# iptables -F /oumnaem mabmmuuy filter

root@sc-2# iptables -t nat -F /oummnaeM mabamuily nat

/npaBuna TPaHCASLUN:

root@sc-2# iptables -t nat —-A PREROUTING -d 70.1.1.2 -p UDP --
dport 34001 -j DNAT --to-destination 172.16.0.5 /momMensieM y BCex
naxkeToB UDP npmuemumx Ha nopT 34001 azgpec HasHavemmss Ha 172.16.0.5
(mopT HasBHaueHusT ocraercss npexHmM — 34001)

root@sc-2# iptables -t nat —-A PREROUTING -d 70.1.1.2 -p TCP --
dport 34001 -j DNAT --to-destination 172.16.0.5 /To xe pnst TCP

3amyctute Ha Mnlin mpocaymmBanue mopta eth2 ¢ momoripio Wireshark, a B
Ostinato mst mopra ethl u3menure coznanuswii panee UDP-ioTok Takum obpazom,
yT00Bl MOpTOM HazHaueHus Obl1 34001. HauaB mepenmauy tpaduka, cHUMaiTe
Tpakic ¢ mopta eth2. Pe3yiapTaToM mnpaBUIBbHONW HACTPOWKH PAaOOTHI MEXaHH3Ma
TPAHCJIAIUMN aJAPECOB BCEU CETH JIOJKEH cTaTh MCXOAHBbIN moTok UDP-makeToB c
anpecoMm ornpasutens 70.1.1.1 u agpecom HazHauenus 172.16.0.5.

[IpoBepka mMPaBUIBLHOCTH BBHITIOJIHCHHBIX HACTPOECK TAaKXKE MOXKET OBITH
mpoBenieHa ¢ moMorpio netcat. Netcat mpeacrasisieT coO0¥ MPOCTYIO YTUIIUTY IS
YTeHHWs] W TIEPEChUIKA JTaHHBIX MocpeacTBoM mpoTokonoB TCP u UDP. lns
ycranoBiaeHuss 1CP-coenmuaerns Ha y3iae 172.16.0.5 HeoOXoammo 3aIyCTHUTh
netcat B pexume cepsepa, npociaymmuBas (listen), manpumep, mopt 34001 (wm

000 Apyroil He3aHATHIN MOPT):
root@pc-2# nc -1 -p 34001
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a Ha y3ne 192.168.24.2 — B pexxuMe KIMEHTA, MOAKIIOYAOIIErOCs K CEPBEPY

o aapecy 70.1.1.2 na Tot e nopt 34001:
root@pc-1# nc 70.1.1.2 34001

B ciyuae ycnenrHoro yCcTaHOBJICHHS COSAMHCHUS, CTAHET BO3MOXHBIM OOMEH
TEKCTOBBIMU COOOIICHUSIMU MEXIy MABYyMs SK3eMIulsipamu hetcat, oOGpa3oBas
HEKOTOPOE MoI00ME TEKCTOBOTO YaTa.

[TocnenoBarenbHo cHuMas Tpaduk ¢ moproB eth0 m eth2 kommerorepa
yrpasiaeHuss Mnlin Bo BpeMs mepenayu JaHHBIX ¢ TOMOINBI0 Netcat, yoenaurecs B
TOM, YTO TPaAHCIIALHS aAPEeCcOB HAa Pa3HBIX ydacTKax CeTH padoTaeT IOKHBIM
o0Opazom.

Yacmos 2. IIpeoopazosanue Ipv4/IPv6

B nanHoit paboTe MbI cO374aAMM AaBTOHOMHBIA TyHHeNnb (0€3 BbIXoAa B
I00aIbHYIO CeTh), MPOXOoAsAui Yepe3 ceTh |PV4 u cBs3pIBaromuii Mexay coOoi
nse mnoxaceru |Pv6. Bo Bropoli wactu OyneT paccMaTpuBaThCs BapUaAHT
NOCTPOCHHUSI CETH, MPUBEJICHHBIN Ha pUCYHKE 7.

6to4 tunnel

== 701011

p.1 p-2
Aol _1;( i e, | 2‘:;:1().1 —
2001:1:1:1::1 © eth1 4:1:2::

soft-?ore1 soft-core2
SW-L3
| | P-7 (=p-1+p.2)
p.1 | p-1
c=—d 1o | p7 (=p.1) »_—“:’
SW-L2-1 | el SW-L22
eﬂng' eth2 e o
=i L 2001:1:1:2::/64 )
o v _
- —— B l-.
2001:1:1:1::164 //' i g 2001:1:1:2::20/64
\ //__/ —
\"'~~\___’,/‘\v/ -~
PC

Puc. 7 — Cxema cetu ans HacTpoiiku 6to4

Ecnu BBl BHIMOTHWIM TEPBYIO 4YacTh pabOTHI, HACTPOIKA 3epKATMPOBAHUS
MOPTOB KOMMYTaTOPOB 3aHOBO HE MOTPEOyeTCSl.
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Tabmumna 3

HNurepeiic Axpec
mnlin — ethO HE BBICTaBIAETCS
mnlin — ethl 2001:1:1:1::33/64
mnlin — eth2 HE BBICTaBIIAETCS
soft-corel — ethO 2001:1:1:1::1/64
soft-corel — ethl 70.1.1.1/30
soft-core2 — eth0 2001:1:1:2::1/64
soft-core2 — ethl 70.1.1.2/30
PC 2001:1:1:2::20/64

2. Monkmountecy (mo SSH wimm ¢ momompro KVM) k mporpamMMHBIM
MapuIpyTU3aTOpaM U Ha KaKJIOM M3 HUX BBIIIOJIHUTE OMMCAHHBIE HIKE EUCTBUS.
CHayana HeoOXOJUMO YyAaNUTh CYUIECTBYIOIME IpaBwia (QaiiepBosna u

BKJIFOUUTDH TpaH3UT Tpaduka |PV6:

root@sc-1# sysctl net.ipv6.conf.all.forwarding=1 /Bkiawuaem IPv6 Forwarding
root@sc-1# iptables -F /ourmaeM Tabmuumy filter

root@sc-1# iptables -t nat -F /oummaem Tabnmumy nat

root@sc-1# ip6tables -F /oumnaeM Tabmuuy filter mmss IPv6

O4ncTUTH TaOIUIBI HYKHO Ha 000MX MapuIpyTuzaTopax!
Tenepp 3amamum IPv6-ampeca wuntepdeiicam ethO wmapmpyrusatopos. B

O6HKm4BHHGKOMaHHaBBHﬂHHHTTaKI
ip -6 addr add <ipv6-azmpec>/<npebduxc> dev <uHTepberc>

Hanpumep, nns 3amanust IPv6-ampeca untepdeiicy ethO mapripyrusatopa

soft-corel komaH a MPUMET CJICAYIONIUI BH/I:
root@sc-1# ip -6 addr add 2001:1:1:1::1/64 dev ethO

a s soft-core2:
root@sc-2# ip -6 addr add 2001:1:1:2::1/64 dev ethO

[IpocMOTpeTh TEKyIMe HACTPOUKH CETEBBIX MHTEP(PEHCOB MOXKHO 3aITyCTHB
or cymeprnons3oBarens komanmy ifconfig (Bce wunTepdeiice) wmmm ifconfig
<umsi_wmHTepdeiica> (BpIOpaHHbIid nHTEpdeiic, Hampumep eth0).

[Mpuctynmum k Hactpoiike 6104-tynnens. Jlns HacTpoiiku TyHHEns 6t04
HEOOXOJAMMO HACTPOUTHh BHUPTYaJbHBIM TYHHEIBHBIM ajamnTep, BKIIOYHUTH €ro U
MPOINUCATh CTATUYCCKUI MapIIPyT B CETh HAa MPOTHUBOIOJIOKHOM KOHIIC TYyHHEJIS.

B 00600111eHHOM BUJIE CO3/1aHKE TYHHEJIBHOTO ajantepa OyJeT BhIIISIACTh TakK:
ip tunnel add <mMa apanTtepa> mode sit ttl <ppema XM3HM HakeTa>
remote <ipv4 ajgpec ymHaJIeHHOT'O KOHLAa TyHHejya> local

<JIOKaJIbHEN ajpec ipv4>
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Hmena anmanTepoB NPUHITO [aBaTh MO Tumy ajgantepa (3aech Sit) +
HOPSIIKOBBI HOMEP, HAYMHAS C €IUHHIIBL.

Bech niporiecc HacTpoliku Ha cTopone SOft-corel:

root@sc-1# 1ip tunnel add sitl mode sit ttl 64 remote 70.1.1.2
local 70.1.1.1

root@sc-1# ip link set dev sitl up

root@sc-1# ip -6 route add 2001:1:1:2::/64 dev sitl metric 1

B ominuume ot nabopatopHoi pabOThl, MOCBALIEHHOW CTaTUYECKOH
MapuIpyTH3alld, B JAHHOM Ciy4dae Uil CO3JaHus IPOCTOrO CTATHYECKOTO
MapuIpyTa Mbl UCTIOJIB3YEM CTaHIapTHBIC cpencTBa Linux — yrumuty ip. B obmem

BUIC I CO3JaHUA MapIpyTa NPUMCHACTCS TaKasd KOMaHIA:
ip -6 route add <ymanennas cers/mpebduxc> dev <apmanTep> metric
<3HadYeHNe MEeTPUKN>

3nech onmus «-6» yKas3bIBaeT Ha TO, YTO UCHONb3yeTcs aapecanus IPV6, ums
ajanTepa yKas3blBaeT MCXOASIIMN MHTepdeic, a 3HaUeHHWE METPUKHU OIpEAeIisieT
OPUOPUTET MapuIpyTa: 1 — BHICHINI MPUOPUTET.

AHanornyasiM 00pazoM OYIET BBITUIANETh MPOLIECC HACTPOMKH Ha JAPYrou
cTopone TyHHes (Soft-core2):

root@sc-2# 1ip tunnel add sitl mode sit ttl 64 remote 70.1.1.1
local 70.1.1.2

root@sc-2# ip link set dev sitl up
root@sc-2# ip -6 route add 2001:1:1:1::/64 dev sitl metric 1

[IpocMmoTpeTsh cymecTByomuii 6t04 TyHHEIh MOKHO KOMaHAaMu (puc. 8):
ip -6 tunnel show sitl
ifconfig sitl

[root@localhost /]# ip -6 tunnel show sitl

sitl: any/ipv6 remote cBa8:4615:: local 4500::48 129:0:cBa8:460b
0 (flowinfo 0x80

sitl Link encap:IPv6-1n-IPv4

ineté addr: fe80::c0a8:468b/128 Scope:Link

UP POINTOPOINT RUNNING NOARP MTU:1480 Metric:1

RX packets:94 errors:® dropped:@ overruns:@ frame:@
TX packets:184 errors:0 dropped:® overruns:® carrier:@
collisions:8 txqueuelen:@

RX bytes:9928 (9.6 KiB) TX bytes:18432 (18.1 KiB)

Puc. 8 — Undpopmanus o TyHHENE
JIns mpoBepku pabOTOCIIOCOOHOCTH TYHHENSI 3allyCTUTE reHepartop Tpaduka
Ostinato ma mnlin u co3maiite HoBbili UDP/IPV6-tioToK 1yt mHTepdeiica ethl.
CoOepuTte makeTsl JJ1sl MOTOKA KaK MMOKa3aHO Ha PUCYHKE 9.
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Protocol Selection Protocol Data Stream Control ] Packet View ]

Frame Length (including FCS)

'Random : | Min 64
Max 1518
Simple
L1 L2 L3 L5
None None None ARP IPvd @ None
@ Mac @ |IPvb IP boverd IP 4overd Text
@ Ethernet Il
Other IP doverd IP Bovert Other Other
802.3 Raw
VLAN L4 Payload
802.3 LLC
@ Untagged L
— None ICMP IGMP MLD
802.3 LLC SNAP @ Pattern
Tagged
Hex D
ther TCP @ UDP Other ex Lump
Stacked Other

Puc. 9 — IIpoBepounslii notok. KoHCTpynpoBanue nakera
[Mpu co3manuu moToKa He 3a0yabTe yKa3aTh BEpPHBIA ajpec Ha3HAUCHHS B
noiae Media Access Protocol (MAC-aapec mopra ethO mapripyruszatopa Soft-

corel). Takxe He 3a0yIbTe BBICTABUTH BEPHBIC 3HAYCHHS B IOJAX 3arojioBKa
cereBoro ypoBHs IPV6 (cm. puc. 10).

Protocol Selection Protocol Data | Stream Control Packet \View
Media Access Protocol
Ethernet Il

Internet Protocol ver 6

¥| Version |6 Payload Length

Traffic Class | 00 Next Header
Flow Label |0 00 Q0 Hop Limit 127
Address Mode Count Prefix
Source 2001:1:1:1:0:0:0:33 [ﬁxed : ]
Destination 2001:1:1:2:0:0:0:20 [ﬁxed s ]

Puc.10 — IIpoBepounslii notok. CeTeBol ypOBEHb

3amycTHB TeHepanuio Tpaduka, anamm3atropom Wireshark canvure tpaduk ¢
nopta ethO u ybenuTech B TOM, 94TO B Tpeice HAXOIATCS WHKAIICYJIWPOBAHHBIC B

IPv4 naketsr IPV6. 3atem cHumaiite Tpaduk ¢ mopra eth2. B ciywae ycrentHou
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paboTsl 6t04-TyHHENs Bbl yBUAUTE yucThie |PV6-makeTsl ¢ agpecoM OTIpaBUTENs
u3 cetu 2001:1:1:1::/64.

BapuanThl 3a1aHM:

Tabmuia 4 — 3aganusa K yactu 1

= PC-2
E Ioacers 1 Ioacers 2 soft-corel soft-core2 IP-anpi - Tun
(=" - -
3 (3a SC-1) (3a SC-2) ethl ethl DNAT NAT
1 |192.168.17.0/24 | 192.168.78.0/24 | 51.1.1.2/27 51.1.1.18/27 .12:35468 MASQ
2 10.0.0.0/8 172.16.0.0/16 78.2.5.6/28 78.2.5.3/28 .98:47362 SNAT
3 | 192.168.82.0/24 10.0.0.0/8 122.98.2.1/26 | 122.98.2.3/26 .44:55612 SNAT
4 172.16.0.0/16 | 192.168.67.0/24 | 65.4.15.2/29 | 65.4.15.1/29 .75:29867 MASQ
Taomuua 5 — 3amanns k gyactu 2
=
= Honcers 1 Ioncers 2 soft-corel soft-core2
= (3a soft-corel) (3a soft-core2) ethl ethl
2
1 2001:8fa:ba4:23::/64 2001:8fa:ba4:45::/64 15.79.54.16/24 15.79.54.122/24
2 2001:9487:26ac::/64 2001:9487:ac4::/64 78.2.5.6/28 78.2.5.3/28
3 2001:h64:84::/64 2001:b64:68d::/64 203.78.9.1/29 203.78.9.3/29
4 2001:29:a1:330::/64 2001:29:a1:320::/64 51.1.1.2/27 51.1.1.18/27
K 3ammuTe:

1. 3HaTh MeTONBl pacUIMpEeHUsi aJpPecHOro mnpocTpaHcTBa B cerax |Pv4 u

CO3aaHuA TYHHCJ]CI;’I B CCTAX

TyHHEenMpoBaHuU B ceTsax NGN.
2. YMetp HacTpamBaTh NAT nis opranm3anuy pacuiipeHHOTO aapecHOTO

MPOCTPAHCTBA B CETAX
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HCIIOJIB30BATh CIICLIUAIU3UPOBAHHBIE YTWIUTHI I IPOBEPKU COCTOSIHUS
TYHHEJIA.

3. IlpencraBuTh OTYET, COACPKAIIUA JIMCTUHTH MPOBEICHHBIX IEHCTBUH,
Tpeichl aHaM3aTopa Tpaduka, JOKa3bIBAIOIIUE PABUIBHOCTh HACTPONKHU
NAT u Tynnens 6to4.
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7. Hactpoiika JokaiabHoro cepsepa umen (DNS)

eab padoThl: M3yueHHE METOJOB OpPTraHU3AMU PAOOTHI C CHUMBOJIBHBIMHU
aZpecaMu.

Kpartkasi Teoperndeckas cpaBka

CymectByeT ABa BUAA METOJOB OpraHU3alMy IMPOCTPAHCTBA CHUMBOJIBHBIX
uMeH B IP-cersx. IlepBbiii, Ha3bIBa€MBbI «IUIOCKON ajapecalnueily», M03BOJISIET
npucBaMBaTh HMMEHA XOCTaM B HEOOJBIIMX JIOKAJIbHBIX CETSIX, HCIOJIb3YS
MIMPOKOBEMIATENbHYIO pacchUiKy. JlaHHBI METON TOAXOAHUT TOJBKO JIS
HEOOBIINX JIOKAJTBHBIX CETEH, TaK KaK TpeOyeT HACTPONKU BPYUHYIO BCEX XOCTOB
CETHU U B HACTOAILIEE BPEMS UCIIOIB3YETCS PENKO.

B KkpymHBIX ceTAX HCHOJB3YeTCS  BTOPOM  cmoco0:  MpUMEHEHHE
LIEHTPAIN30BaHHON  CIyXObl,  MOAJAEPKUBAIOIIEH  COOTBETCTBUE  MEXIY
Pa3TUYHBIMU TUTIAMH aIPECOB BCEX KOMIBIOTEPOB ceTh. Takoii ciyx00¥ siBIsieTCs
DNS (Domain Name System — cuctema JOMEHHBIX WMEH), OCHOBAaHHAas Ha
pacrpeiereHHOl 0a3e COOTBETCTBUI JOMEHHBIX UMeH [P-aapecam.

Cnyxx6a DNS ucnonb3yer B cBoel paboTe MPUHIUI «KJIHEHT-cepBep». DNS-
cepBepbl MOJJICPKUBAIOT paclipe/iesieHHy0 0a3y cooTBeTCTBHUM, a DNS-KIHeHTHI
oOpamraroTcsi K CepBepaM € 3ampocaMd O pa3penieHUuu JTOMEHHBIX WMeH B [P-
anapeca. B kauecTBe 0a3bl COOTBETCTBUUN HCIOJIB3YIOTCS TEKCTOBBIC (Dailibl BUaa
«1oMeHHoe wums — [P-agpec», mnoaroraBiuMBaeMble aJIMHUHUCTPATOPOM, U
HCMOJIB3YET B OCHOBE MEpapXuio AJOMEHOB. [Ipu pocte KoimMvecTBa y3J0B B CETH
npoOjieMa MaciITaOMPOBAaHMSI PELIAECTCS CO3/JaHMEM HOBBIX JOMEHOB U
cy0JIoMEeHOB UMEH U Jo0aBieHueM B cityk0y DNS HOBBIX cepBepoOB.
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Ha pucynke 1 mpexacraBieHa Jyoruyeckasi cTpykrypa ciyxOsi DNS. Bcee
JIOMEHBI BEpXHETO (MIEpBOro) ypOBHA Pa3eisAiOTCs Ha TPU TUIA: TEPPUTOPHATIbHAS
MPUHAJICKHOCTD WM IOMEHBI TOCYAapCTB (ABYXOYKBEHHBIC), TPUHAAIICHKHOCTH K
coob1iecTBaM — NMPOPECCUOHAIBHBIM U T.M. (TPeXOyKBEHHbIE), HHPOPMALIMOHHBIE
noMeHbl (4eTblpexOykBeHHble). Cpeau HHPOPMALMOHHBIX JOMEHOB OTIEIBHO
OoTMeYaeTcsl JOMEH .arpa, 3ape3epBUpoBaHHbIH 3a ciryx00i DNS.

KopHesoi gomeH (DeabiMAHHLIA)

JOomensbl

BEPXHErD .arpa .com .ru .org edu Ak
YPOBHA

OomeHsl

BTOpOro An-addr sut .CO
YPOEHA

JomeHbl

TPETHErD ns seti mail

YPOBHA

Puc.1 — Jlorndeckas CTpyKTypa TOMEHHBIX UMEH C TPUMEPAMU

Jns xaxxmoro 1oMeHa uMeH cosnaetcsi cBoii DNS-cepBep. Mmeertcs niBa Buaa
pacrpeneneHuss UMEH Ha cepBepax. B mepBoM cilydae cepBEp MOKET XPaHUTh
OTOOpaXkKeHusi JJig BCEro JOMEHa, BKIOYas ero cyomomensl. OpHako Takoe
pEIlIeHHe OKa3bIBAETCS MJI0X0 MACIITAOUPYEMBIM, TaK KaK IIPH 100aBICHUN HOBBIX
Ccy0ZIOMEHOB Harpy3Kka Ha 3TOT CEpBEp MOXKET MPEBBICUTH €ro0 BO3MOXKHOCTHU. Yaiie
UCIIONIB3YETCA NIPYrod MOAXOJ, KOrJa CEpBEP IOMEHOB XPaHUT TOJBKO HMMEHA,
KOTOpbIE 3aKaHUYMBAIOTCS HA CIEAYIOIIEM HUKE YPOBHE UEPAPXUU IO CPABHEHUIO C
uMeHeM JomeHa. MiMeHHO mpu Takoil opranuzammu ciy:k0b1 DNS Harpyska mo
paspelieHni0 UMEH paclpeensercs Oojee-MeHee PaBHOMEPHO MEXKIy BCEMU
DNS-cepBepamu cetu.

Kaxnapii DNS-cepBep MOMHMO TaOJNHIIBI COOTBETCTBHH HMMEH COJCPKHUT
cceutkn Ha DNS-cepBepbl cBOMX Cy0IOMEHOB. DTU CCHUIKU CBS3BIBAIOT OT/ICTBHBIC
DNS-cepBeps! B enunyto ciny:x0y DNS. Cepiiku mpenctaBisioT co6oit [P-aapeca
COOTBETCTBYIOIIUX cepBepoB. [ 0OCITyKMBaHHS KOPHEBOTO JIOMEHA BBIIEIECHO
HECKOoJIbKO AyOnupyromux apyr apyra DNS-cepsepoB, [P-ampeca koTopbix
SIBJISIFOTCS IIUPOKO U3BECTHBIMU.
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Buemnne
DNS-cepsepa

JlokanbHEI
DNS-ceprep

request

| B

+

% response

KnuneHT

request

B

4

response

z,’//°ﬁ’>

Ko

BAl Internet

Puc.2 — Cxema B3aMOIEHCTBUS C CEpBEPAMH UMEH

Hns  onpenenenuss [P-ampeca 1o J1OMEHHOMY HWMEHM HEOOXOAUMO
npocMotpeTh Bce DNS-cepBepbl, 00CHTYy>XKHUBAIOIIUE IIETIOYKY CYOJOMEHOB,
BXOISIIMX B HMsS XOCTa, HayMHasi C KOpHEBOro jgomeHa. Ilpu »3TOM
pPEeABAPUTEIBLHO MPOBEPSIIOTCS KA U TEKYIINNA KaTaJor.

Paccmotpum ocHOBHBIE cxembl pa3zpenieHns DNS-umeH. B nepBom BapuaHTe
paboty no noucky IP-anpeca koopauaupyet DNS-KIMEHT.

1. DNS-knuent oOparmaercs k kopHeBoMmy DNS-cepBepy ¢ ykazanuem
MIOJIHOTO IOMEHHOTO UMEHH.

2. DNS-cepBep oTBeuaeT KIMEHTY, yKa3biBas ajpec ciuenyromero DNS-
cepBepa, OOCTY)KMBAIOIIETO JOMEH BEPXHEro YpOBHS, 3aJaHHBIA B CIETYIOIIEH
CTapIlieil 4YacTH 3aMpOIIEHHOTO UMEHH.

3. DNS-knuent pemaer 3ampoc cienyromero DNS-cepBepa, KOTOpbBIN
orcelnaer ero kK DNS-cepBepy HyXHOro cy00MeHa U T.1., IOKa He OyneT HailjaeH
DNS-cepBep, B KOTOpPOM XpaHUTCS COOTBETCTBHUE 3alpolIeHHOro umeHu [P-
agpecy. DTOT cepBep JaeT OKOHYATEIbHbINA OTBET KIUEHTY.

Takass mpouenypa pa3pelieHUs] UMEHU Ha3bIBAa€TCS HEPEKYpPCHUBHOM, KoOrja
KJIIMEHT CaM MTEPATUBHO BBHIMIOJHIET MOCJIEA0BATENIbHOCTh 3alpPOCOB K Pa3HbIM
cepBepaM MMEH. JTa CXeMa 3arpykaeT KJIMEeHTa JOCTATOYHO CI0KHBIMU 3aJjadyaMu
U TIPUMEHSIETCS] PEAKO.

Bo BTOpOM BapuaHTte peanusyercsl peKypcUBHas NpoLeaypa.

1. DNS-knuent 3anpammBaer jokanbHbIE DNS-cepBep, To ecTh TOT
cepBep, 00CIyKUBAOIIHI Cy0JIOMEH, KOTOPOMY MPUHAJICKUT UM KITMEHTA.

2. Jlasiee BO3MOKHBI J]Ba BapHaHTa JCUCTBUM:
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a. Ecniu  nokanbHeii DNS-cepBep 3HAaeT OTBET, TO OH cCpa3y ke
BO3BpAlIaeT €ro KIMEHTY (3TO MOKET MPOU30MTH, KOI/Ia 3alpOLICHHOE UMS
BXOJUT B TOT XK€ CYOJAOMEH, YTO M MM KJIMEHTa, WIH KOIZa CEpBEp YXKe
y3HaBaJ JaHHOE COOTBETCTBUE JUJISl IPYTOTrO KIMEHTA U COXPAHUII €TO B CBOEM
K3IIIE);

b. Ecnmu 7nokanbHBI cepBep HE 3HACT OTBET, TO OH BBIOJHSICT
UTEPATUBHBIE 3AMPOCHI K KOPHEBOMY CEPBEPY M T.J. TOUYHO TaK K€, KAaK 3TO
Jenan KIMEHT B NMPEIbIAYIIEM BApHUAHTE, a IOJYYUB OTBET, MEPENAET €ro
KJIMEHTY, KOTOPBIA BCE 3TO BPEMsI MPOCTO KAET €ro OT CBOErO JIOKAJIBHOIO
DNS-cepsepa.

B »T0if cxeme KIMEHT mepernopydaer paboTy CBOEMY cCepBepy, MO3TOMY
CXeMa Ha3bIBACTCAd KOCBEHHOW, WM peKypcuBHOW. [l yckopeHus noucka IP-
aapecoB DNS-cepBepbl HIMPOKO NPUMEHSAIOT KALIMPOBAHUE MPOXOIAIIUX 4YEpe3
HUX 0TBeTOB. UTOOKI ciy»k6a DNS moria onepaTuBHO 0TpabaThIBaTh U3MEHEHHS,
IPOUCXOASALINE B CETH, OTBETHI KAIIUPYIOTCS HA OTHOCHTEIIBHO KOPOTKOE BpEMS -
OOBIYHO OT HECKOJIbKHX YacOB /10 HECKOJIBKUX JTHEH.

Cnyx6a DNS mnpennasHaueHa He TOJbKO I Haxoxjaenus [P-aapeca mo
UMEHHU XO0CTa, HO W JUJIA pelieHus o0paTtHOM 3amaun — HaxoxaeHuto DNS-umenu
no u3zBectHomy IP-anpecy. OOpatHas 3anuch He BCEr/a CyIIECTBYET Jaxke IS TeX
aZpecoB, Ui KOTOPBIX €CTh IpsMble 3anmucy. JlaHHas 3amada pemaercss ImyTem
OpraHu3allid TaK Ha3blBaeMbIX OOpaTHbIX 30H. OOpaTHas 30Ha — 3TO CHUCTEMA
TabJIUI, KOTOpasi XpaHUT cooTBeTcTBUE Mexnay IP-ampecamu u DNS-umenamu
XOCTOB HEKOTOpoil cern. JIJIsi oOpraHuU3alid pacHpelesICeHHOW CIIyXObl U
UCTIOJIb30BAaHUS U MOMCKA UMEH TOTO € MPOrpaMMHOI0 OOECIEYEHHs], YTO U
JUIL TIOMCKAa aJpecoB, IPUMEHSETCS OpPUTHMHAIBHBIA TOAXOJ, CBS3aHHBIA C
npeacrasienueMm IP-anpeca B Buae DNS-umenu. Hanpumep, s azgpeca

192.31.106.0 ums 06paTHO# 30HBI OyIET BHITIISAIETh TaK:
106.31.192.in-addr.arpa

JlJist 3ammceii B cepBepax, MOIACPKUBAIOIINX CTapIIUe B UEPAPXHH OOpaTHBIC
30HBI, CO3/IaHA CIICIMaIbHAs 30Ha in-addr.arpa.

CepBepbl 111 00paTHBIX 30H UCIIONB3YIOT (pailyibl 633 JaHHBIX, HE 3aBHUCSIINC
oT (haiiJIOB OCHOBHBIX 30H, B KOTOPBIX MMECIOTCS 3aIUCH O MPSIMOM COOTBETCTBHH
TEX e UMCH U aJIPECOB.

3ananue Ha padory:

1. CornacHo BapuaHTy co3naTh (aiim  hosts, omnuceiBarommii  XOCTHI
1ab0paTOpHOM CEeTH.

2. [IpoBectTr TpOBEpKYy pabOTOCIIOCOOHOCTH TONYYUBIIEHCS —aJpEeCHOM
Ta0JIUIbI, B KAUECTBE apryMEHTA YKa)KUTE CUMBOJIbHBIC aJIpECa XOCTOB.
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3. [IpoBecTn HacTpoiiKy cepBepa JOMEHHBIX HMEH IYTEM pPEIaKTHPOBAHUS
pabounx KoHUTyparroHHBIX (aiiiaoB: named.conf u ¢ omucaHusAMU TPSIMOH |
oOpaTtHOM 30H Ha cepBepe ¢ 3amnyieHHsM BIND

4. Tlpoeputhb pabOTOCTIOCOOHOCTH MONYyYEeHHON KOHpurypauuu g 1Pv4 u
IPV6.

5. [IpoBeputh  B3aumogeicTBue JokaabHoro DNS-cepsepa ¢ oOwieit
unppactpykrypoir DNS, mnoctpouts amarpamMmy peKypCHBHOIO pa3pelieHHs
azpeca.

MeTtoauka padoTbl

Yacmo 1. IInockas aopecayus

Bo BpeMmeHa 3apoxkieHHs] KOMIBIOTEPHBIX CeTel BCI0 MHPOpMaLKIo 00 y3iax,
HEO0OXOIUMYIO JUIsl TpeoOpa3oBaHus UMEH B aJpeca, XpaHWI OJUH €IMHCTBEHHbIN
daiin hosts, komusi KOTOPOro pacrosiarajach Ha KakKJOM OTICIILHOM Y3Jie CETH.
OTOT (paiiyt MPUCYTCTBYET U B COBPEMEHHBIX ONEPAIMOHHBIX CUCTEMaX.

[Tpu ucnoyib30BaHUM TJIOCKOM ajpecaliid MPOCTPAHCTBO CUMBOJIBHBIX UMEH
HUKaK HE CTPYKTypupoBaHO. Takoil mOIX0J MOXET OBITh OmpaBiaH MpH
aIMUHUCTPUPOBAHUU HEOOJBIION HM30JIMPOBAHHON JIOKAJIBHOW CETH, BHYTPH
KOTOpO#l TpebyeTcs CHUMBOJbHAs ajpecalus XOCTOB, a H3MEHEHUS B CETH
IPOUCXOIAT KpailHE PENIKO.

petrovod

prepod-pe

192.168.215.78

192.168.217.31 ivanov_s2

S

152.168.215.45

Puc. 3 - PacnpeneneHI/Ie IIIIOCKHUX CUMBOJIBHBIX UMCH
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Jlns peanmsanuu  JaHHOTO moaXoaa B UNIX-TOJOOHBIX  OMEpanOHHBIX
CHCTEMax CYIIECTBYET CHelUalbHas TaOJHIla pa3pelieHHss UMEH, XpaHSIIasICs B
daitie  /etc/hosts (B WIndows »stor ¢aiin pacmoliokeH Mo  ajapecy
$SystemRoot%\system32\drivers\etc\hosts). Tabmuia uMeeT CACAYIOIIMMA

BU/.
#IP-anpec MMsa xocTa
127.0.0.1 localhost
192.168.215.45 ivanov_s2
192.168.215.78 petrov94
192.168.217.31 prepod-pc
UT. II....

JlanHas Tabnuiia UMeeT 3HaYeHUE TOJIbKO JIJISi KOMIBIOTEPa, HA KOTOPOM OHa
pa3menieHa. Takum oOpazom, A nojaep:xkanus padbodeil agpecauu B mogo0HON
CeTH, HEOOXOUMO CJICIUTh 32 CBOCBPEMEHHOCTBIO OOHOBJICHUs TaOmuil hosts Ha
BCEX XOCTaX.

daiin hOStS siBJIIETCS TEKCTOBBIM M CO3/Ia€TCS BPYUYHYIO.

Jnst mpoBepku pabOTOCIIOCOOHOCTH TMOJYYHUBIICHCS aJpecHOM TaOJIUIIbI
BOCIIOJIb3YHTECh YTHJIWTOW fraceroute, B KayecTBe apryMeHTa YyKasblBas €W
CHUMBOJIbHBIE ajjpeca XocToB (puc. 4).

File Edit View 5Search Terminal Help

Puc. 4 — [IpoBepka miockoi agpecanuu

Yacmp 2. Cucmema 00MeHHBIX UMEH

Ha pannwiii moment crangaptom pae-dakro mas UNIX-cucrem sBnsercs
DNS-cepsep BIND (Berkley Internet Name Domain). B pgannoii pabote
ucronb3yetrcst Bepcusi BIND 9.7.3, uto ompegenser cnemuduky ¢opmara
MPUBEACHHBIX KOH(MUTYPAITMOHHBIX (HalIIoB.

Hactpoiika cepBepa JOMEHHBIX UMEH MPOU3BOJIUTCS MyTeM pPEIaKTUPOBAHUS
pabounx KoH(pUTypanmoHHBIX (aiiinoB. OCHOBHBIM (DaIOM HACTPOCK SIBIISICTCS
/etc/named.conf — 3meck xpaHuTCs 00IIas KOHPUTYpALKs cepBepa U yKa3aTelu Ha
OIMCaHUs 30H, 32 KOTOPHIC OTBEYAET JaHHBIN cepBep. B kartamore /var/named/ mo
YMOJTYaHUIO COZEpKaTCs (pailyibl, OMMCHIBAIOIINE 30HBI JOMEHHBIX UMEH JaHHOTO
cepBepa. YcraHoBieHHbd maker BIND yxe conmepxut BcrmoMoraTenbHbIE
ONMMCaHMs THIIOBBIX 30H, TaKMX Kak KopHeBas 3o0Ha, localhost u 1.1, Takum
oOpazom, mis 3amycka DNS-cepBepa 10CTaTOYHO CO3/1aTh U HACTPOUTH OIMCAHMS

42



st npotokosioB IPv4 u IPV6 mpsMbIx U oOpaTHBIX 30H, OTBETCTBEHHOCTH 3a

KOTOPBIE HECET JaHHBIN CEPBEP.
Paccmotpum mpumep nHactpoiiku DNS-cepBepa, 00CIy)uBaromiero J0MeH

lab.org, cxemaTnyHO M300pakeHHBIN Ha PUCYHKE 5.

1%52.168.217.12

2001:1:3df:12ab::12 o N
L Internet )
¢ M__{ﬁﬁh_ﬁy<;:~“’) KopHeBble
“—— cepsepa
DNS
ns.lab.org
192.168.217.131 | Cerb gf‘
2001:1:3df:12ab::131 .'I 192.168.217.0/24 —
| 2001:1:3df12abiiBa ol \_ DNS3ever
E Router e
www.lab.org '
fip.lab.org !g’
DN S-server
# petrov.lab.org -~
ivanov.lab.org 192.168.217.22 prepod.lab.org
2001:1:3df:12ab::22 192.168.217.23

192.168.217.21

2001:1:3df:12ab::21 2001:1:3df:12ab::23

Puc.5 — Ctpykrypa momena lab.org

Kak BugHo w3 pucyHka, 3oHa lab.org pacmonaraercs B IOACETH
192.168.217.0/24 (2001:1:3df:12ab::/64 npu anpecammm nocpenctBoMm IPV6) u
COJICPIKUT IIECTh IOMECHHBIX HMCH.

B ceTn HaxoIsATCs CIIETYIOIIHE XOCTHI:

ens.lab.org — DNS-cepBep ceTn.

eivanov.lab.org — kimenTckas MamnvHa.

epetrov.lab.org — kiMeHTCKast MaluHa.

eprepod.lab.org — kmuenTCckas mammvHa.

ewww.lab.org, ftp.lab.org — cepBep ¢ 3amymennsiME Ha HeM cirykO0amu Web
u FTP.

[Ipumepsr koHUTYpalMOHHBIX (aWIOB [Jsi PACCMOTPEHHOM CeTH C
HEOOXOAMMBIMHU TIOSICHEHUSIMH TTPUBEICHBI B [Ipuioxenun 1.

J1J1st BBITIOJTHEHMSI pabOThl HEOOXOIUMO TIOJYYUTh OT MPEIoaaBaTesisl BAPHAHT
3a/laHusl, COJepKalluid omucaHue oOcCiy)uBaeMol 30HBL. B cooTBeTcTBUU C
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BapUaHTOM HYXHO CO31aTh KOH(UTypaluoHHBIA ¢aitn named.conf u daiinsr ¢
ONMMCAHMSIMU MPSAMON U 00paTHOM 30H Ha cepBepe ¢ 3amyiieHHbIM BIND, nocne
Yero NpoBepUTh padOTOCIOCOOHOCTD MOIYYEHHOU KOH(PUTYypaIiu.

[Tocne n3MeHeHust KOHPUTrypaMOHHBIX (ailyIoB HEOOXOIUMO MEPE3anyCTUTh
CepBEp OT UMEHM CYNEPIIOIb30BATEIS.

service named restart

JUist  mpoBepkH  pabOTOCIOCOOHOCTH  KOH(PUTYpalMd  BOCIOJIb3YHTECH

CrienMaIM3upOBaHHON yTunuToi host (puc. 6, 7, 8).

Puc. 6 — IIpsamoii 3anpoc

File Edit View Search Terminal Help
aam waloc --l 10 :t "] 'El no :t l'_::l 3 3]

0.0.0.1.0.0.2.1p6.arpa

Puc.8 — O6patnsrii 3ampoc IPV6

Jiist monmydeHust 6oJiee MoTHON WHpOpMAIUU UCTob3yiiTe yruuty dig (puc.

9), st OOpaTHBIX 3aIIPOCOB OHA MIPUMEHSIETCS C OIIIHEH -X.
Ilpumeuanue: Ilpu npoeepke ne 3a6y0vme Ha KIUEHMCKUX MAWUHAX evicmasumb |P-
adpec mnlin ¢ 3anywennvim na nem BIND 6 kauecmee DNS-cepsepa. Y3namy mexyuwyuit

ucnonw3yemutit DNS-cepeep na knuenmckoii mawiune moxcno KOmanoou:
cat /etc/resolv.conf

AnanorungasiM 00pa3om npoBepbTe IPV6-3ammcu.

[IpoBeppre  B3ammomeiicTBue JokaabHOTO DNS-cepBepa ¢ oOmieit
uHppactpykrypoii DNS. Jlns sroro 3amyctute mHa mnlin anamm3atop Tpaduka
Wireshark u cHumaiite Tpaiic, B TO BpeMs Kak Ha KJIMCHTCKON MaIlliwHe Oyjaer

44



IMPOMU3BECACH 3aIpoc KaKoro-inoo JOMCHHOI'0O HWMCHU U3 rJI00aJIbHON CETU,
HarmpuMep:
host yahoo.com

File Edit View 5Search Terminal Help

icalhost ~]% dig petrov.lab.org

/ 1_ ab. 0 '|_

ADDITIONAL

AUTHORITY SECTION
1_ a0.0 |:;

181:1:3df:12ab

Puc.9 — Yrunura dig

[Tocne monydeHHs OTBETa 3aBEpIIUTE CheM Tpaduka, BKIOYUTE (OUIBTP
npotokoyia dns u mHCTpyMeHTOM Statistics -> Flow Graph moctpoiite quarpamMmmy
PEKypCUBHOTO paspemieHus ajapeca (puc. 10).

etho - Graph Analysis

Time 192.168.217.23 192.54.112.30 192.31.80.30 R
192.168.217.12 68.142.196.63 199.6.1.29

0.000 :59775:?"“‘“ uery A ::53: E E E E DNS: Standard query A yahoo.com
0.002 : e L gt SEyEETYE | : : DNS: Standard query A yahoo.com
0.036 (1254, SJandard query resp DNS: Standard query response
0.037 : (25504} . Standard qu. A ',53, : : DNS: Standard query A yahoo.com
0.225 E e E Standard ‘:I“""!’ resp 5,53, E E DNS: Standard query response A 72.30.38.140 A 96.130.183.24
0.225 E (54085) :,—,31Mm‘|'—.i 53) E DMS: Standard query DS yahoo.com
0.371 : 0 ngsﬂ%m : DNS: Standard query responss
0.372 . Tt ! Standard query Unkn ! o DNS: Standard query Unknown (32768) yahoo.com.dlv.isc.org| _
0.407 ! 230! Standard query resp \sy | DNS: Standard query response, No such name 1
0.409 1 LI CANT=3 . . . . DNS: Standard query response A 200.191.122.70 A 72.30.38.144
5.000 E E E E E E ARP: Who has 192.168.217.127 Tell 192.168.217.23
5.000 i i i i i i ARP: 102.168.217.12 is at 00:0c:20:48:04:06
5.002 E E E E E E ARP: Who has 192.168.217.2? Tell 102.168.217.12
5.002 0 0 ; ; ; : ARP: 162.168.217.2 iis at 00:50:56:12:bc:T8

: : : : : :

i i i i i i

Puc.10 — Pa3permienue agpeca B r106a1bHOM ceTu
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Yrunurta dig Takke MO3BOJSICT MPOCICIUTh MPOILECC pa3pelicHus aapeca B

rJ100aJIbHOM CETH:

dig moMeHHOe mMMA +trace

BapuauTtbl 3ajaHui:

Tabmuma 1 — 3aganue x yactu 1

Bapuant Anpecanus nojacetu Anpeca XoCTOB CuUMBOJIbHBIE UMEHA
192.168.215.45 ivanov_s2
192.168.215.52 sidorovl
192.168.215.53 sidorov2012

1 192.168.215.0/24 192.168.215.54 sidorov_vasya
192.168.215.78 petrov94
192.168.215.31 prepod-pc
192.168.17.22 Masha_C1
192.168.17.25 np_C1
192.168.17.29 zakupki
192.168.17.34 support

2 192.168.17.0/24 192.168.17.143 cat128
192.168.17.144 vi_galkin
192.168.17.145 am_semionov
192.168.17.221 ad_min
172.16.23.12 host12
172.16.2.58 ivan2
172.16.8.23 guest_house32

3 172.16.0.0/16 172.16.7.32 ftpl
172.16.240.3 mohamed
172.16.1.1 administrator
172.16.98.112 alla_fin
10.0.1.2 admin
10.2.88.3 gw3-11
10.78.2.2 maria_f

4 10.0.0.0/8 10.233.1.2 23-adv
10.55.0.8 loc3serv
10.9.77.6 gw4-56
10.63.5.4 testbed
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Tabmuna 2 — 3aaHue K 9acTh 2 COTJIACHO CXEME PHC.S

Bapuant HMs 30HBI Anpecauust Xocth!
IPv4-anpec IPv6-angpec HNmsa Ha3znauenue

1 gazt.org 172.16.0.0/16 172.16.0.12 2001:33:a::12/64 ns.gazt.org DNS-cepsep cetu
2001:33:a::/64 172.16.88.2 2001:33:a::8802/64 techsupp.gazt.org KIIMEHTCKAs MAIINHA
172.16.31.88 2001:33:a::3188/64 mess3.gazt.org KJIMEHTCKasi MallnHa
172.16.1.1 2001:33:a::101/64 billing.gazt.org KITUCHTCKAs] MaIlliHA

172.16.76.45 2001:33:a:7645/64 | WWW.gazt.org, cepsep Web u FTP

ftp.gazt.org

2 ss.stu.edu 10.0.0.0/8 10.2.3.4 2001:6::2:304/64 ns.ss.stu.edu DNS-cepsep cetn
2001:6::/64 10.88.75.2 2001:6::88:7502/64 guest.ss.stu.edu KJIHCHTCKas MaIlHa
10.9.22.1 2001:6::9:2201/64 maria.ss.stu.edu KITUCHTCKAsT MaIlliHA
10.60.70.2 2001:6::60:7002/64 testbed.ss.stu.edu KJIMEHTCKasl MallliHa

10.1.1.1 2001:6::1:101/64 ‘&VWW'SS'St”'ed“' cepsep Web u FTP

p.ss.stu.edu

3 comp.net 192.168.217.0/24 192.168.217.12 2001:¢c17::12/64 ns.comp.net DNS-cepBep cetn
2001:c17::/64 192.168.217.21 2001:c17::21/64 ivan.comp.net KJIHCHTCKAs MalliHA
192.168.217.22 2001:¢17::22/64 trade.comp.net KJIMEHTCKas MallnHa
192.168.217.23 2001:¢17::23/64 buh22.comp.net KJIMEHTCKas MallnHa

192.168.217.131 2001:c17::131/64 www.comp.net, cepsep Web u FTP

ftp.comp.net
4 rus.ztel.com 192.168.11.0/24 192.168.11.1 2001:d:e2::1/64 ns.rus.ztel.com DNS-cepBep cetn

2001:d:e2::/64

192.168.11.24

2001:d:e2::24/64

gw12.rus.ztel.com

KIIMCHTCKas MalllnHa

192.168.11.77

2001:d:e2::77/64

gw33.rus.ztel.com

KIIMCHTCKas MalllnHa

192.168.11.87

2001:d:e2::87/64

support.rus.ztel.com

KIIMCHTCKas MalllnHa

192.168.11.245

2001:d:e2::245/64

www.rus.ztel.com,
ftp.rus.ztel.com

cepsep Web u FTP
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K 3ammre:

1. Nmetp npeacTasienue o ctpykrype ciayxxk0b1 DNS u o0padorke DNS-
3ampocoB, o padore yruaut host u dig.. 3Hath popmat makera DNS-3ampoca u
DNS-otBeta, HoMmep DNS-niopra.

2. YMeTh aHamM3upoBaTh MAKET DNS-cnyx0bl, MONMy4YEHHBIN C
MOMOIIBIO aHAJIU3aTopa Tpaduka.

3. [IpencraBuTth B OTUETE:

— Ilo wactm 1: momydeHHyio KoHpurypamumoo daitna hosts, pesymabraT

paboThl yTHIIUTHI traceroute;

— TIlo wactu 2: xkoudurypauuonnsni ¢aiin named.conf, daiiner ¢

ONMMCAHMUSIMU TPSIMON U 0OpaTHOM 30H Ha cepBepe ¢ 3amymeHHbM BIND,
pe3yabTaThl paboTel yruut host u dig, ckpunrinor Flow Graph.

Pexomenayemas Jiureparypa:

1. JIn K., Ansbut I1. DNS u BIND, 5-¢ u3nanue. - Ilep. ¢ anrm. - CIIO6.:
Cumpoi-ITmroc, 2008.

2. Onmudep H. A., Omudep B.I'. Komnbrorepubie cetu. [TpuHIuIsI,
TE€XHOJIOTHH, TPOTOKOIbI. 3nanue 4-e. ITutep, 2010.

3. Pexomenmamuun RFC-1101, RFC-1032, RFC-1033, RFC-1034, RFC-1035,
RFC-1183, RFC-1535, RFC-1536, RFC-1712, RFC-1713, RFC-1886, RFC-2052.

8. BuptyaJjibubie JokaabHble ceTd (VLAN)

Ileab paéoThl: OBIIaICHHE OCHOBHBIMH HAaBBIKAMHU ITOCTPOCHUS BUPTYaJIbHBIX
JIOKaJBbHBIX ceTel Ha 0ase mporokoia IEEE 802.1Q.

Kpatkasi TeopeTudeckas cnpaBka

Bupryansnoii nokanbHoi ceTbio (VLAN) Ha3zpiBaeTcs rpynmna y3JOB CETH,
TpauK KOTOPO, B TOM YHUCJIE€ MHIMPOKOBEIIATEIbHBIM, HA KAHAIBHOM YPOBHE
MOJIHOCTBIO H30JUPOBaH OT Tpaduka Ipyrux y3JIoB ceTHu. Takum oOpazom,
CTAaHOBHTCS HEBO3MOXHOW Tiepe/aya KaJpoB Ha OCHOBAHHWH aJpeca KaHAIBHOTO
YPOBHS MEKTy pa3HBIMU BUPTYAIHHBIMU CETSMHU.

OcHoBHbIM Ha3HaueHueMm TexHosiorud VLAN saBusercs oOnerueHue
mporiecca Co3AaHus U30JUPOBAHHBIX CETEH, BIIOCIEICTBUM CBA3BIBAEMBIX MEXKIY
coboit ¢ momomipio MapuipytuzatopoB (puc. 1). IlomoOHOe mocTpoeHHe ceTu
MO3BOJISIET W30aBUTHCS OT PACHpPOCTPAHEHHUS HEXKeJIaTeNbHOTO Tpaduka B
pasnTUYHBIX €€ CerMeHTax. Tak, Hampumep, TEXHOJOTHS BUPTYaJIbHBIX CETeH
MO3BOJISIET n30exKaTh MIEPHOTUIECKOTO 3aTOTUICHHSI BCeH CeTu
ITUPOKOBEIATEIFHBIMY IIITOPMAMH.
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Puc. 1 — BupTyanbHbie TOKaTbHBIE CETH

Jns mepenayn mHGOpMAMKA O TMPUHAMAICKHOCTH Kaapa K TOW HMIW WHOU
VLAN cornacio cragmapry |IEEE 802.1Q B 3arosioBok KaHaJIBHOTO YpPOBHS
n00aBIsIeTCsS TOTIOTHUTEIBHBIA YeThIPeXOaNTOBBIN MOA3aroioBok — Ter. Kamp ¢
WHKAICyJUPOBaHHBIM TETOM TMPHHITO HAa3bIBaTh TETUPOBaHHBIM. [Ipumep
TerupoBaHHoro kajapa Ethernet mpusenen na pucynke 2.

6 6 4 2 42 - 1496 4
Destination Source Ter |OnuHa/ [aHHbie KoHTp.
address address 802.1Q Twn cymma
2 3 Burta [16ur| 126uT

TPID
(0x8100) PCP [CFI| VLAN ID

Puc. 2 — Crpykrypa TerupoBanHoro kajapa Ethernet

[TongzaromoBok 802.1Q coaepXuT, MOMHUMO HACHTH(HKATOpPA IPOTOKOJA
VLAN — TPID (0x8100), nnaukatopa kaHormdeckoro ¢popmara CFl u tpex Owur
npuoputeta kampa (k VLAN He orHOcamuxcs), Takxke 12 Out HOMepa
BUPTYaJIbHOH CETH, K KOTOpPOW NpHHAMICKHUT Kaap. COOTBETCTBEHHO, BCETO
BO3MOXHO c0371aTh 710 4096 00X BUPTYaTbHBIX CETEH.

Kommyrartop, moanepxkuBaromuii padoty ¢ VLAN, omepupyet Tabmumamu
kommyTtanuu, coaepxkamumu none VLAN ID. Takoit kommytaTtop, npuHHMas
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kajap c 3arosioBkoM 802.1Q, Oyner ocyliecTBIATh B TaOJIUIE MOUCK JHUIIb CPEAU
TEX MOPTOB, KOTOPbIE OTMEUEHBI KaK Y4aCTHUKU yka3aHHoOro B Tere VLAN.

[lonpoOnoe omnucanue texnonoruu VLAN mpuBonutcs B cranpapre IEEE
802.1Q, onpexenstomniemM 0a30BbI€ NMPaBUiIa MOCTPOEHUS BUPTYAJIbHBIX JIOKAJIbHBIX
CEeTeH.

3ananue Ha padory:

1. Cobepure ceTh (puc. 3).

2. HacTpoiiTe KOMMYTaTOpPBI CETH COTIACHO MOJYYEHHOMY 3aJaHUIO.

3. YOenurech B JOCTYITHOCTH TOJIBKO YYaCTHUKOB OJHOTO 1 Toro ke VLAN.

4. o6aBbTe MapiipyTu3aTtop B cxemy cetu (puc. 7). lo6asste Bo Bce VLAN
HOBBIW TETMPOBAHHBIN MOPT IS CBSI3U C MAPIIPYTH3ATOPOM.

5. Hacrpoiite wmapumpytuzatop Uisi HMCHOJB30BAHHUS OJHOTO  IOPTa
OJIHOBPEMEHHO B TPEX PA3NMYHBIX MOICETSX.

6. [IpoBepbTe MapupyTH3anuo Mexay pasabimu VLAN.

MeToauka BbINOJTHEHHUS PA0OTHI

JHannas naboparopHast pabora pasjelieHa Ha JBe yacTH. B mepBoil wactu
paccmaTpuBaeTcsl pa3rpaHuueHue JiokaapHoi cetu Ha Tpu VLAN. Btopas uwactb
paboTHI MOCBSIIeHa MapIIpyTHU3aIuu Tpadrka Mex 1y pazaudasiMu VLAN.

Yacme 1. Bupmyansusie noxanvnsvie cemu (VLAN)

CormacHO CcBOEMYy BapHaHTYy 3aJlaHUsl pa3/elUTe JIOKAIbHYIO CEeTh Ha
VLANBL. B kadecTBe ImpuMepa pacCMOTPUM CO3JaHUE TPEX BUPTYAIbHBIX
JIOKAJNBbHBIX CETeH, KaK MOKa3aHo Ha PUCYHKE 3.
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VLAN 10

VLAN 20 VLAN 30 VLAN 10 VLAN 20
Puc. 3 — Cxema cetu

Ilpumeuanue: Ilpu nedocmamounom Koauuecmaee padouux mawiun 6 Kiacce, cozoaime
06e eupmyanvHvle JIOKAIbHble cemu emecmo mpex. Takyce ymeHvumums mpeodyemoe
KOJIUYeCmeo Mautut MO}CHO, CO3048 Cemb HA 08YX KOMMYMAmMOpax.

PaccmaTpuBaemblli B gaHHON jabopaTopHOil padoTe crmocod opraHu3alluu
BUPTYQJIBHBIX JIOKQJIBHBIX CETeH SBISETCS Hamboyiee paclpoCTpaHCHHBIM |

HA3bIBACTCS METOJOM I'PYIIIUPOBKUA MOPTOB.
Ta6muma 1 — Pacnpenenenune VLAN

IHopThl KOMMYTATOPOB
VLAN SW-L2-1 SW-L2-2 SW-L3
H T H T H T
10 1,2 10 1,2 10 1,2,3 25,26
20 3,4 10 3,4 10 4,5,6 25,26
30 5,6 10 5,6 10 7,8,9 25,26

3amMeTrM, YTO Ha TMPUBEIACHHOW CXEME€ KOMIBIOTEPHl TMOJIb30BaTENeH
BKJIFOYAIOTCS HETMOCPEJCTBEHHO B TOPTHl KOMMYTAaTOPOB, MPUHAJICKANIUE K
onpeneneHubiM VLAN. D10 3HauuT, 4to TpaduK, KOTOPHIM OOMEHHBAIOTCS
KOMITBIOTEp W TIOPT KOMMYTAaTOpa, HE JOJDKEH COJIEePKaTh WHKATCYIUPOBAHHOTO
3aronoBka 802.1Q. Takum oOpa3oM, MOPTHI KOMMYTaTOPOB MOKHO Pa3JeinTh Ha
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JIB€ TPYIIIbl: HETETMPOBAaHHbIE W TETUPOBAaHHbIE. B IMIMpPOKO pacmpocTpaHeHHOU
tepmuHooruu CiSCO OHU HA3BIBAIOTCS COOTBETCTBEHHO aCCESS- U trunk-mopThr.

JIro6o¥ Tpaduk, NOCTYNAIOIMNUA HA HETETMPOBAHHBIN MOPT, NPUHAAJICKALUNA
onpenenennoMmy VLAN, Oyner mepenaBaThCsi Aaiblli€ JUIIL B COOTBETCTBUU C
Tabiuued kKoMmmyrtauuu aig  jgaHHoro VLAN. TerupoBaHHBIM MOPT MOXKET
nepenasath Tpapuk Heckoiabkux VLAN, mukancymupys B kaaper Ethernet teru
802.1Q. B Tabmuue 1 HererupoBaHHbIE MOPTHI TNoMedeHbl OykBoil H, a
TErMpOBaHHbIE — COOTBETCTBEHHO, OyKBOH T.

JIns HACTPOWKK KOMMYTAaTOpa ¢ MOMOIIbI0 Opay3epa 3aiiaute Ha ero Web-
uHTepdeiic (tadmn.2).

Ta6muma 2 — Web-unrepdeiicbi kKoMMyTaTOpOB

KommyTatop Anpec Web-unrepdeiica
SW-L2-1 192.168.24.10
SW-L2-2 192.168.24.20

SW-L3 192.168.24.30

Ilpumeuanue: /[na yooocmea nacmpoiuku KOMMymamopose no0coeouHumecy K KaKkomy-
auoo nopmy kommymamopa SW-L3, ne 3aoeiicmeoseannomy ¢ nacmpaueaemou cxeme VLAN
(nopmot 10-24), u éam uz noocemu 192.168.24.0/24 6yoym oocmynnwt éce \Neb-unmepgeiico

KomMMymamopoe.
JJormH: admin

[TapoJsb: admin

Hacrtpoiika kommyTtaTtopoB SW-L2-1 u SW-L2-2 npousBoauTCs CleayOmIM
obOpazom.

a.) Beibeputre mynkt menro L2 Features — 802.1Q Static VLAN. Ha
nepBoii  Bkimagke VLAN List oroOpaxkaroTcs HAcTpOEGHHBIE Ha JaHHOM
KOMMYTaTOpE BUPTyaJIbHbIE JIOKATbHBIE CETH M BXOSIINE B HUX MTOPTHI.

b.) Ha Bkmaake Add/Edit VLAN B none VID ykaxute HOMEp CO3/1aBaeMOTo
VLAN, a B mone VLAN Name — kopotkoe (10 32 3HAKOB) HMSs, IOCIE YEro
Haxxmute kHonky Apply (puc.4).
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ouU Ll |2 v LAIN

VLAN List | Add/Edit VLAN | Find VLAN | VLAN Batch Settings | Total Entries: 1
vID VLAN Name (Name should be less than 32 characters) (  Apply )

Advertisement | Disabled lia

2 3 4 5 6 7 8 9

Tagged (A O O O O O O o) Q O O
Untagged (mJ) O O O O O O O O O
Forbidden ()OO O O 0O O O O O O O
Not Member (m )@ ® © ©® © ® ® ® ® ®

Tagged Ports
Untagged Ports

Forbidden Paorts

Puc. 4 — Cozganne VLAN

[TogoOHBIM 00pa3oM coznaiite Bce Heooxoaumbie VLAN.

C.) Teneps Ha Briaanke VLAN List otoOpakaroTcsi co31aHHbBIC BAMH TYCThIC
VLAN. JlobGaBbTe B HHUX MOPTHI, coriacHo 3aganuio. Haxmure kHomky Edit
HanpotuB HykHOro VLAN u, momaB B OKHO peJaKTHUPOBaHUS, BBICTABbTE

paZANMOKHONKaMu TpebyeMoe COCTOsTHUE (TErUpOBaHHbBIN/HETETHPOBAHHbIN ) TOPTOB
Bxoasamux B VLAN (puc. 5).

=1l L) k= v/
VLAN List | Add/Edit VLAN | Find VLAN | VLAN Batch Seftings | Total Entrles: 4
vID VLAN Name (Name should be less than 32 characters) ( Apply )

Advertisement | Disabled léa

2 3 4 5 6 7 8 8
Tagged ()Y O 0 O O O O 0O 0 =™
Untagged (a0 O ® 0O 0O O O O O
Forbidden ()0 O O O O O O 0O 0O o
Not Member (A )® ® 0 0O ® ® @ ® @ O

Tagged Ports 10
Untagged Ports 3,4

Forbidden Ports

Puc. 5 — Jlo6aBnenue noptoB B VLAN

Ipumeuanue: Ionoxncenue paouoxknonku Not Member oznauaem, umo oannviii nopm
He agnaemca yuacmuukom nacmpaugaemozo VLAN.

AHanorn4Ho Hactpoite Bce octanbHbie VLAN.
Hactpoiika kommyTtaTopa SW-L3 oT/iiMuaeTcs OT BHIMICONMUCAHHON JIUIITH TEM,
yTo npousBoauTcs B MeHio L2 Features > VLAN — 802.1Q Static VLAN.
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802.10 VLAN Setti

VLAN List | Add/Edit VLAN | Find VLAN |VLAN Balch Seftings | Total Entrles: 1
VID VLAN Name {Max: 32 characters) ( Apply )
Advertisement | Disabled -¢]

Port S o1 02 03 04 05 06 07 08 08 10 11 12 13 14
Tagged ()X Q O 000000000 0 O
Untagged (A . @0 0O O 0O O O 0O O 0O 0O 0
Forbidden (w0 0 OO0 OO0 O0OO0OO0O0O0 OO0 O
Not Member (A O O O & & & & & & & /& & & @
Ports 15 16 17 18 19 20 21 22 23 24 25 26 27T 28
Tagged O O OO 0O0O 0O O O O0O®@®®™» O O
Untagged O O O 0O 0O 0O 0O 0O 0 0 0 0 o0 o
Forbidden O 0O00OO0OO0OOOOO0O0O0 0 O
Not Member ® ® ®@ @ @ ® ® @ @ @ O O @& @
Tagged Ports 25-26

Untagged Ports  1-3

Forbidden Ports

Puc. 6 — Hacrpoiika noproB VLAN B SW-L3

3amyckas yTHWIMTY PINQ Ha pa3HbIX KOMIIBIOTEPAX CETH, YOSIUTECh B TOM, UTO
JPYT APYTY INOCTYIHBI JIUIb YYACTHUKU 0JHOTO U TOoro *e VLAN.

Yacts 2. Mapmpyrusanus mexxkay VLAN

B mnpenpiaymeit wactu paboTrel MBI ¢ noMorieio TexHojoruun VLAN
paszeaia JOKAIbHYIO CeTh Ha TPU M30JIMPOBAHHBIX MOJCETH, Niepenaya Tpaduka
MEXIy KOTOphIMM Obula HeBO3MOKHAa. OJIHAKO 3a4acTyl0 BUPTYaJbHBIC
JIOKaJIbHBIE CETU JOJKHBI B3aHMMOJICHCTBOBATh, U TAKOE B3aMMOJIECTBUE MOXKET
OBITh OCYIIECTBICHO HAa CETEBOM YpPOBHE C IOMOIIBI0 MapIIpyTH3aTOpa WU
KOMMYTaTopa TpeThero ypoBHs (puc. 7). B nanHo#t pabore i HATJISIHOCTHA MBI
BOCITOJIb3yeMcsl MapipyTtuzaropom Cisco.

[Ipennonoxkum, 4TO Hama JOKAIbHAS CETh COCTOMT W3 TPEX MOJCETEM,
pacnosiokeHHbIX B Tpex pasnuudHbix VLAN (tabn. 3). [ns sxkoHOMHUU TOPTOB
MapuIpyTu3aTopa JOCTaTOYHO  HKCHOJIb30BaTh OJIMH  MapUIPyTU3UPYIOIIUI
uHTep(elic — Takas cxema Ha3bpiBaeTcsi Router-on-a-Stick.

Tabmuua 3 — Pacnpenenenne VLAN

IHopTbl KOMMYTAaTOPOB
VLAN Hoacern SW-L2-1 SW-L2-2 SW-L3
H T H T H T
10 192.168.10.0/24 1,2 10 1,2 10 1,2,3 25,26
20 192.168.20.0/24 3,4 10 3,4 10 4,5,6 25,26
30 192.168.30.0/24 5,6 10 5,6 10 7,8,9 25,26




y 3

o
VLAN 30

=
y P.27 GE 0/0 @
P.25

P.26 -
Cisco

VLAN 10

SW-L3

. ‘
SW-12-1 SW-12-2 ‘
&

Puc. 7 — Cxema ceTu ¢ NOJKJIIOYEHUEM MapuIpyTHU3aTopa

Hactporite koMMyTaTopbl B COOTBETCTBHUM C 3aJJaHUEM, AHAJIOTUYHO TOMY,
Kak 3TO OBLJIO C/IEJIaHO B MEPBOM YacTH PaOOTHI.

Ilpumeuanue: He 3a0yovme oobaseums 60 éce VLAN Hoeblil mecuposannbslii nopm 013
ceAa3u c Mapmpymuaamopom!

Hacrtporite  mapmpytuzarop. [iisi  uCOoib30BaHUA  OJHOTO  IOPTa
MapHIpyTu3aTopa OJHOBPEMEHHO B TpeX Pa3IMYHBIX IOJCETAX HEOOXOIMMO
co3aTh TaKk Ha3biBaeMble cyOountepdericel. CyonaTepdeiicsl mpeacTaBasoT co00i
BUpTYyaJbHbIE HHTEP(EHCHI, PACIIONOKECHHBIE Ha OJHOM (DH3UYSCKOM IOPTYy H
MTO3BOJIAIONTHE eMy PaboTaTh OJJTHOBPEMEHHO B HECKOJIBKHUX TOACETSX.

cisco-core>en

cisco-core# configure terminal

cisco-core (config) # interface gigabitEthernet 0/0

cisco-core (config-if)# no shutdown /BraouaeM uHTepbderic
cisco-core (config-if)# exit

cisco-core (config) # interface gigabitEthernet 0/0.10 /cosmaem
cybunrepderic 10 Ha dmsmuueckom mHTepdherice gigabitEthernet 0/0
cisco-core (config-subif) # encapsulation dotlQ 10 /yxasmBaeMm, uTO
Tpabuxk Ha B3TOM CcyOmMHTepderce MMeeT MHKANCYJIMPOBAHHEI BaIr'OJIOBOK
802.1Q c VLANID=10
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cisco-core(config-subif)# ip address 192.168.10.1 255.255.255.0
/BanaeM cy6uurepbdericy IP-azmpec

cisco-core (config-subif) # exit /BRIXOX

cisco-core (config) # interface gigabitEthernet 0/0.20

cisco-core (config-subif)# encapsulation dotlg 20

cisco-core(config-subif)# ip address 192.168.20.1 255.255.255.0

cisco-core (config-subif) # exit

cisco-core (config) # interface gigabitEthernet 0/0.30

cisco-core (config-subif)# encapsulation dotlQ 30

cisco-core(config-subif)# ip address 192.168.30.1 255.255.255.0

cisco-core (confiqg) #°7

[IpocMoTpeTs nHTEpPEch MOKHO KOMAH IOM:
cisco-coref#show ip interface brief

Interface IP-Address OK? Method Status
Protocol

GigabitEthernet0/0 unassigned YES NVRAM up up
GigabitEthernet0/0.10 192.168.10.1 YES manual up up
GigabitEthernet0/0.20 192.168.20.1 YES manual up up
GigabitEthernet0/0.30 192.168.30.1 YES manual up up

Ilpumeuanue. Homepa noocemeit, cyounmepgheiicoe u VLAN gviopansl oounaxoevimu
MONbKO 01a Ha21A0HOCMU U 80 u3zbexcanue nymaunuuvl. Ha npaxmuke onu mozym ne
coenadambp.

[IpoBeprTe Mapmpytuzamuio Mexay pazHeiMu VLAN. [lng sTtoro cHauana
YTWIATOW PING MPOBEPHTE B3aUMHYIO JOCTYITHOCTh BCEX Y3JIOB, HAXOISIIMXCS B
Pa3TUYHBIX MOJCETAX. 3aTEM C MOMOIIbIO YTHIIHMTHI traceroute yoeaurech B TOM,
YTO B3auMOJIeHcTBHE Mexay y3mamu omaHoro VLAN ocymiecTBiseTcss cBOOOIHO
Ha KaHAJIbHOM YPOBHE, a MEXKIY y3JIaMHu, IpUHaJJIe)KamuMu K pa3abiM VLAN —
4yepe3 COOTBETCTBYIOIIMI MapIIpyTH3UpYOIuil narepdeic (puc. 8).

Puc. 8 — Pe3ynbTaTsl TpaccupoBKu
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BapuaunTtbl 3ajaHui:

Tabnuua 4 — 3amanust K MepBoi 4acTH 1a00paToOpHOIl paboThI

IHopThl KOMMYTATOPOB
Bapuanrt VLAN SW-L2-1 SW-L2-2 SW-L3
H T H T H T
5 5,6 8 5,6 9 3-5 14,15
1 6 3,4 8 3,4 9 6-8 14,15
7 1,2 8 1,2 9 9-11 14,15
31 3,4 1 3,4 2 13,14 5,6
2 51 5,6 1 5,6 2 15,16 5,6
71 7,8 1 7,8 2 17,18 5,6
90 1,3 10 1,3 9 2,4 23,24
3 200 2,4 10 2,4 9 6,8 23,24
500 5,7 10 5,7 9 10,12 23,24
100 1,2 9 1,2 10 1-4 22,24
4 350 3,4 9 3,4 10 5-8 22,24
700 5,6 9 5,6 10 9-12 22,24
Tabnuna 5 — 3aganus Ko BTOpOi yacT 1a00paTopHOM paboThI
IHopThl KOMMYTATOPOB
Bapuantr | VLAN Ioxcern SW-L2-1 SW-L2-2 SW-L3
H T H T H T
5 192.168.50.0/24 5,6 8 5,6 9 3-5 14,15
1 6 192.168.60.0/24 3,4 8 3,4 9 6-8 14,15
7 192.168.70.0/24 1,2 8 1,2 9 | 9-11 14,15
31 172.16.31.0/24 3,4 1 3,4 2 | 13,14 5,6
2 o1 172.16.51.0/24 5,6 1 5,6 2 | 15,16 5,6
71 172.16.71.0/24 7,8 1 7,8 2 | 17,18 5,6
90 192.168.9.0/24 1,3 10 1,3 9 2,4 23,24
3 200 192.168.20.0/24 2,4 10 2,4 9 6,8 23,24
500 192.168.50.0/24 5,7 10 5,7 9 | 10,12 | 23,24
100 10.10.0.0/16 1,2 9 1,2 10| 14 22,24
4 350 10.35.0.0/16 3,4 9 34 | 10| 5-8 22,24
700 10.70.0.0/16 5,6 9 56 | 10| 9-12 | 22,24
K 3ammre:

1. 3nate o6mnacte npumeHenus VLAN, criocoOwr pa3aencuus cetd Ha VLAN,

Metobl HacTporku VLAN

2. YMmets pazaenath cetb Ha VLAN, HacTpamBaTh MapmipyTH3aIUI0 MEXKIY

otrnenbHbiMU VLAN BHYTpU O71HOI ceTH.

3. [IpeactaBuTh B OT4YETE CXEMBI COOpPaHHBIX CETEH, PE3yJbTaThl MPOBEPKU

JOCTYITHOCTH Y3JIOB, JTUCTUHI HACTPOMKHU MAPLIPYyTU3aTOPA.
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ITpunoxenne
IIpumepsbl KOHPUTrypauHOHHBIX GailI0B

named.conf — rinaBHbIii KoHpUTrypanuonusiii ¢aiia BIND

acl "LAN" { //CosmaeMm CIOMCOK HOCTyIa C alpecaMu paspemeHHex ceTert [Pv4
192.168.217.0/24;
127.0.0.1;
}i
acl "IPv6-net" { //To xe camoe mua IPv6
2001:1:3df:12ab::/64;
1
}i
options { //OCHOBHAA CeKLMS HaCTPOeK
listen-on port 53 { LAN; }; //PaspemaeM cepBepy IMPUHMMATL SaNpPOCH,

npuxonsaumye Ha nopT 53, Ha Bcex mHTepdercax BXOOAIMX B CHOMCOK LAN (HampuMmep,
Ha mHTepberice 192.168.217.12)

listen-on-v6 port 53 { IPv6-net; }; //To xe camoe mja IPvV6
directory "/var/named"; //Pabouas mupexTopusa BIND
dump-file  "/var/named/data/cache dump.db";

statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named mem stats.txt";
allow—-query { LAN; IPv6-net; }; //PaspemaeM cepBepy IMIPUMHUMATH
3aMnpoCH OT KJMEHTOB, BXOOAmMX B comMcky LAN m IPv6
recursion yes; //PaspemaeM pPeKyPCUBHHE 3aMpOCH
dnssec-enable yes;
dnssec-validation yes;
dnssec-lookaside auto;

/* Path to ISC DLV key */
bindkeys-file "/etc/named.iscdlv.key";
}i

logging {
channel default debug ({
file "data/named.run";
severity dynamic;

}i

//Cexkiusa omnmucaHusga 30H DNS

zone "." IN { //Kopzerpas 30Ha

type hint; //Bcerma Takou TuUI IJ9 KOPHEBOM SOHEH
file "named.ca"; //®ann c omnMcaHueM SOHH

bi

zone "lab.org" IN { //3oma lab.org
type master; //Hawm cepBep ABJISETCS [IEPBUYHEM IJIS OAaHHOM SBOHEH
file "lab.org.fwd"; //®ain c onmcaHMeM 3OHEH

}i

zone "217.168.192.in-addr.arpa" { //OBparHas 3o0na lab.org mms IPv4
type master;
file "lab.org.rev";
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}i
zone "b.a.2.1.f.d.3.0.1.0.0.0.1.0.0.2.ip6.arpa" { //O6parHas 3o0Ha lab.org
IJia ampecauuy Ha 6Gasze npoTokoJsia IPv6
type master;
file "lab.org.ipv6.rev";

}i

include "/etc/named.rfcl912.zones"; //BkiwouaeMm THUIIOBHE onrcaHusa RFC1912

Dailj1bl ONMCAHUS 30H

[Ipu omucaHwM 30H HUCHOJB3YIOTCS Tak Has3bpiBaeMble RR-3ammcn. Huxe
MEPEYNCIICHBI X OCHOBHBIC THIIBI:

SOA — Yka3bIBaeT Ha aBTOPUTETHBIN CEPBEP UMEH 30HBI.

NS — I[lepeuncnsier DNS-cepBepsl 30HBbI.

A — OTobpaxeHre UMeH y3710B B ajipeca |Pv4,

AAAA — OtobpaxeHne uMeH y3710B B ajpeca IPV6.

PTR — OrobpaxkeHne aapecoB B UMEHA Y3JIOB.

CNAME — Kanonuueckoe umsi (111 TICEBIOHUMOB).

Bbonee moapobHO 00 omMcaHUSAX 30H BBl MOXKETE€ MPOYUTATh, HAMPHUMED, B
kaure: Jlu K., Ansoutiy II. DNS u BIND, 5-¢ uznanme. - Ilep. ¢ anrn. - CIIG.:
Cumsoi-ITmroc, 2008.

lab.org.fwd — onucanue npsimoii 30ubI lab.org

STTL 3D //BpeMa XM3HU KIWMPYEMBIX IaHHBIX (30eChb 3 IHS)

SORIGIN lab.org. //3amaeMm cybbuxc no ymosiyaHmio lab.org (sToT Ccybdurc
OymeT mobaBJIATbBCHA KO BCEM HEMOJIHEIM MMEeHaM, T.€. He MMeOIMM Ha KOHLE TOUKY:
HalpuMeEpP, WwWw IpeBpaTUTCS B www.lab.org.)

@SOA ns.lab.org. admin.lab.org. //YkaswBaem OCHOBHOM DNS-cepmep,
OTBETCTBEHHE 3a 30HY, email-ampec OTBETCTBEHHOTO aIMMUHMCTpATOpPa 3O0HH 6e3
3Haka @ (B HameMm cJiydae 5TO admin@lab.org) m OONOJNHMTEJILHHE [IapaMeTphl (CM.

[11)

0 ; serial

1D ; refresh

1H ; retry

1w ; expire

3H ) ; minimum
@ IN NS ns.lab.org. //DNS-cepBep 30OHEH
WWW IN A 192.168.217.131 //Web-cepBep
WWW IN AAAA 2001:1:3df:12ab::131 //Web-cepBep IPV6
ftp IN CNAME www //FTP-cepBep (mnceBmoHMM www.lab.org.)
ns IN A 192.168.217.12 //Ampec cepBepa UMEH
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ns IN AAAA 2001:1:3df:12ab::12 //To xe camoe mnja I1Pv6

/ /KInMeHTel

ivanov IN A 192.168.217.21 //Anpec xocTa ivanov.lab.org.
petrov IN A 192.168.217.22

prepod IN A 192.168.217.23

//Knuenter IPV6

ivanov IN AAAA 2001:1:3df:12ab::21
petrov IN AAAA 2001:1:3df:12ab::22
prepod IN AAAA 2001:1:3df:12ab::23

Uto Kacaercss CEpUMHOTO HOMEpa ONMCAaHMS 30HBI, TO NPHU NPOBEICHUU
nabopaTopHOl pabOTBl €ro MOMHO BBICTABUTH MPOU3BONIBHO. [[nsi paboTel B
peanbHbIX ceTsAX pexkomenayercs ciaenytomuit gopmatr: « [ TTTMMIAHH», raoe
ITIT — ron, MM — wmecau, /I — nenp, HH — HOMep usmenenus. Hanpuwmep,
CEepUHBIN HOMEp MOXeT BeITIIsAETh Tak: 2012071201. ITo uamMeHeHnto cepuitHOro
Homepa BropuaHble DNS-cepBepa y3HatoT o Tom, 4To (paitinsl KOHGUTYypAITH 30HbI
TpeOyIoT OOHOBIIEHUS C IEPBUYHOTO CEpBEpA.

lab.org.rev — onucanue o6paTHoii 30ubI lab.org mus 1Pv4

STTL 3D
SORIGIN 217.168.192.in-addr.arpa.
@SOA ns.lab.org. admin.lab.org. (

0 ; serial
1D ; refresh
1H ; retry
1w ; expire
3H ) ; minimum

@IN NS ns.lab.org. ; DNS-server for the zone

; Network services

131 IN PTR www.lab.org.

131 IN PTR ftp.lab.org.

; Clients

21 IN PTR ivanov.lab.org.

22 IN PTR petrov.lab.org.

23 IN PTR prepod.lab.org.

Onucanue oOpaTHOM 30HBI MPOU3BOIUTCS aHAJTIOTUYHO YK€ PACCMOTPEHHOMY
OMUCAHUIO MPSIMOU 30HBI C YYETOM U3MEHEHHUS TUIIOB 3aUCEH.
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lab.org.ipv6.rev — onmucanme odparnoii 30unl lab.org pas 1Pv6
STTL 3D
SORIGIN b.a.2.1.£.d.3.0.1.0.0.0.1.0.0.2.1ip6.arpa.
@SOA ns.lab.org. admin.lab.org. (

0 ; serial
1D ; refresh
1H ; retry
1w ; expire

3H ) ; minimum

; DNS-server for the zone
@ IN NS ns.lab.org.

; Network services

1.3.1.0.0.0.0.0.0.0.0.0.0.0.0.0 IN PTR www.lab.org.
1.3.1.0.0.0.0.0.0.0.0.0.0.0.0.0 IN PTR ftp.lab.org.

; Clients

1.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0 IN PTR ivanov.lab.org.
2.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0 IN PTR petrov.lab.org.
3.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0 IN PTR prepod.lab.org.
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