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Pa3padorka Texnuueckoro 3aganusi Ha ceTh ctanaapra WiFi (WLAN
unu BJIBC).

B laHHBIX METOUYECKUX PEKOMEHIALMSIX OMUCHIBAIOTCS HEKOTOPbIE 0a30-
BbIE TIOJIX0/IbI K (hopmynupoBanuto cetu ctangapra WiFi 802.11. Metoauyeckue
PEKOMEHIallMK HaIpaBiieHbl Ha popmynupoBanue TexHuueckoro 3agaHust Ha
[Ipoextuposanue cetu crangapta WiFi IEEE 802.11 (WLAN / BJIBC) Llentpanu-
30BAHHOW apXUTEKTYPHI.

Yacts 1. O0mue TpedoBanns k Pemenuio Ha cetb crangapra WiFi.

Brauane HeoOxoauMo omucaTh OOIIME MPUHIIAIIBI PEIIeHUs, KOTOpoe Bbl
xoTtenu Obl BUIETh y ce0s. Hampumep:

1. Pemrenue 100KkHO OCHOBBIBaThCs Ha crangaprax Wifi IEEE 802.11,

2. PemieHrie JOMKHO MOICPKUBATh YaCTOTHBIN Jauana3oH 2.49hz (ecau u
5ghz, mo cmoum yxazamo 2.4+5ghz),

3. Petienue q0MmKHO MOAEPKUBATH POCCUMCKUE PETYNISTOPHBIE TPEOOBAHUS
K IOJI00HOMY 000PYIOBAHMIO JJIS BCEX UCIOJIb3YEMbIX YaCTOTHBIX JUANa30HOB
Wifi (npesicoe 6ceco smo kacaemcs mpebosanuii k 59hz, no 6 2.4ghz maxoice ecmo
CB0U MeCmHble 02PAHUYEHUST),

4. Pemenue nomwkHo nogaepxxuBath cranaapt IEEE 802.11n u 6s1Th 0OpaTt-
HO coBMecTHMO co ctanaaptamu 802.11g, 802.11b u 802.11a (eciu npeononaza-
emcsi ucnoavzoéams 5ghz),

5. Penienue q0JKHO CTPOUTHCS HA LIEHTPAIM30BAHHOW apXUTEKType — Tou-
ku Jloctyna ynpasisirorcest Kontpomiepom cetu Wi-Fi (omauuue yenmpanuzosan-
HOU U A8MOHOMHOU APXUMEKMYP ONUCAHO HA HAWeM calime 30€cy).

CueHapuu NPOEeKTHPOBAHUS H Pa3BepThIBaHUsI ceTH cTanaapra Wi-Fi
(WLAN)

Cnauana He0OX0IMMO CKa3aTh, UTO CYIIECTBYET TPU OOJIBIIUX HAMPABICHUS
pa3pabOTKH U UCIIOJIB30BaHMS apxXUTeKTyp Wi-Fi-penieHuii:

1. aBTOHOMHAas1 apXUTEKTYpa,

2. LIEHTpaIN30BaHHas/ yIIpaBisieMasl apXUTeKTypa.

3. KOHBEpreHTHas apXUTEKTypa (00beAMHEHNE MPOBOJIHOTO U OECITPOBOHOTO J10-
CTyIa)

VIMeHHO Ha OCHOBE JJAHHBIX APXUTEKTYP CO37AETCSI OCHOBHOE KOJIMYECTBO MPOCK-
TOB ceTei ctanmapra Wi-Fi.

B manHOM MOysie MBI OCTAHOBHMCS Ha TIEPBOM M BTOPOM BapuaHTax. HeoOxomu-
MO Cpa3y OTMETHUTh 4TO a0COII0THOE OOJIBIIMHCTBO ceter ctangapta WiFI Kop-
nopatuBHOTO WK OMepaTopcKOro KJIaCCOB CPEAHETO M OOIBIIOT0 MacmiTada ce-
TOJTHSI CTPOSATCS Ha puHIMIax LleHTpann3oBanHol ApXuTeKTyphl ¢ KoHTpomie-
pom cetn WiFi Bo riaBe. Bce ocHoBHBIE npou3BoauTenu pemennit WiFi Beicokoro
ypoBas (Cisco, Aruba, Ruckus, HP, Huawei u 1) uMeroT Takue npeiyiosKeHus.
Br160op moaxoasiero peneHus ¥ BEHI0pa SBISICTCS KIFOYEBBIM

B ciyuae Asmonomnou apxumexmyput cemu Wi-Fi peiieHre npeacTabiis-
eT co00i1 HabOp HECBSI3aHHBIX TOYEK JOCTYMA, KaXaas U3 KOTOPBIX KOHPUTYPUPY-
€TCsl M OOCITY)KHUBAETCsl HeE3aBUCUMO. [103TOMY CIIOKHOCTH OOCITYKUBAHUS CETH,
ITOCTPOCHHOM MOI00OHBIM 00pa30M, pacTeT JUHEHHO, a IIOPOM M SKCIIOHCHIINAIBHO,
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C pPOCTOM KOJINYECTBA YCTPOMCTB. OTCIO/1a CETU C aBTOHOMHOM apXUTEKTYpOil, Kak
MpaBuio, JaBHO HE MPOEKTUPYIOT OonbiuMu. OObIYHO 3TO He OoJiee 3-5 Touek
Hoctyna WiFi. 3nech CcylecTByIOT HEKOTOPbIE HCKIIOYEHUS, KOTOpPhIE 00JIer4atoT
co3JlaHue 4yTh O0Jee MacIITAOHBIX CETel, HaIPUMEP, TEXHOJOTHS KIIaCTepU3aLNU
Touek aoctyna. Takoe pemenue npesiaraet Cisco B unelike Touek Jocryna Wi-
Fi nns manoro 6usneca (Cisco WAP 321, WAP 121). Ho Takas apxutexTypa B
J1000M cllydae He UMEET MOJIHOLIEHHOTO YIIPABJICHUS paIuopecypcaMu U TIl, T.K.
HET eIMHOTO LIeHTpa. Bce cBOANTCS K yIPOIICHHIO 33/1a4U KOHPUTYPUPOBAHHUS CE-
i WiFi. Takxke B cilyuae aBTOHOMHOM apXUTEKTYpPbl BO3HUKAIOT OTPOMHBIE MTPO-
OJeMBI ¢ peanu3alnueil cucTeMbl 0€30MacHOCTH OECTIPOBOIHON CETH, T.K. IOUYTH
HEBO3MOYKHO BBINIOJIHATH KOPEJUIILUIO aTaKU ¢ yueToM Beex Touek Jloctyma B
30HE TTOKPBITUS MPU OTCYTCTBUU eIUHOTO TieHTpa. Touku Jloctyma Wi-Fi He3aBu-
CUMBI ¥ BUJST 3(Up Kak/1as o CBOEMY, a JJIsl OJHOLIEHHOW UHTEpIpEeTaIliy Ta-
KOT'0 COOBITHS KaK aTakh BaXKEH MAcIlITad BOCIIPUSITHS, TOHUMAHUS TUHAMUKHU
aTaku. OTa e sIBJCHHE HaOJI0JAeTCs U MPU BOSHUKHOBEHHUHU MTPOOJIEM C UHTEP-
¢depenuei, Korja HeBO3MOXXHO OpraHM30BaTh COBMECTHOE JUHAMHYECKOE YIIpaB-
nenue paguopecypcamu (RRM-Radio Resource Management) B BUy OTCYTCTBHS
€IMHOTO 1IeHTpa cOopa nHpopManuu co Bcex T[] 1 cOOTBETCTBYIONIETO MPUHATHUS
pemieHuil. CTOUT OTMETUTH, YTO U3BECTHBI CIIy4yad aBTOHOMHBIX CETEH, COCTOSALIUX
u3 necsatkoB T/[. Ho rapantueit apdextrBHON pabOThI Takoit HHPPACTPYKTYPHI B
Halleil NpaKTUKE SBIIIOCH HATMYME KBATU(PUIUPOBAHHBIX HHXXEeHEpoB 1o Wi-Fi B
NUT-ciyx0e, KOTOpble CaMy NMUCAIHN CHEUAIbHbIE CKPUIITHI 111 MACCOBOTO
ynpasienus Bcemu Toukamu Jloctyna, konTposst o SNMP u cOopa cTatucTuku u
T.1. B 11000M citydae, 3To BecbMa HETPUBUAIBHBIN MMOAXOMA, KOTOPBIU €II€ U OYEHb
OIIACEH B MEPCIEKTUBE U3-3a MPo0JIeM ¢ 00CTy)KUBAaHUEM TIOJIOOHOTO pElIECHUS B
cllydae yxoJla MHXeHepa-pa3padoTurKa JAHHOTO CAaMOITMCHOTO IPOrPAMMHOTO
obecrnieueHrss. ABTOHOMHBIE TOUKH JOCTyIa MOXHO IPUOOPECTH MPAKTUYECKHU Y
J1r000T0 BeHI0pa pelneHuit cranaapra Wi-Fi.

B cyuae llenmpanuzosannoii apxumexmypst cemu Wi-Fi nonHoe yrnpas-
JeHue nHGPACTPYKTYPOU CETH PaJMO0CTYIIa BBITIOIHAETCS KOHTPOJIEPOM CETU
WLAN. Hanpuwmep, y Cisco nmogo6Hast apxurekrypa HazbiBaeTcs CUWN (Cisco
Unified Wireless Network). KonTposuiep B ieHTpain30BaHHOM pPEIICHUU CETH
cranaapra WiF1 ynpasinser 3arpy3koi/usmenenueM [10, nusmeHeHusiMu KoHpury-
pauuu, RRM (nuHamudeckoe yrpaBiieHUE pauopecypcamMu), YIpaBIsieT CBA3bIO
cetu WiFi-crannapra ¢ BHemHumu cepsepamu (AAA, DHCP, LDAP u T.11.),
yIpasisieT ayTeHTUu(puKaIuen moiab30BaTesiel, yrnpapiseT npoQuiisiMu KauecTBa
obcyxuBanust QoS, crienranbHbIMU (YHKIUSAMHU U T.11. bojiee Toro, KOHTpoJIe-
PBI MOTYT OOBEAMHSATHCS B TPYIIIBI JJIsI 00ECIIeUeHHs] OECIIIOBHOTO POYMUHTA KITH-
€HTOB MEXK/ly pa3JIMYHbIMU TOUKAMHU JIOCTyNa B 30HE NOKpbITHs. Hanmpumep, B pe-
meHusx Cisco Systems MOXHO 0OBEIUHHUTD IECATKH KOHTPOJUIEPOB B OJIMH MO-
OWJIbHBIN TOMEH U, COOTBETCTBEHHO, 0 HECKOJBKHX JIECATKOB THICSY TOUYEK J0-
ctymna. Co3nanue mogo0HbIX MOOMIHHBIX JOMEHOB MTO3BOJISIET 00ECIEeYnTh Oec-
IIIOBHBIE XE€HA0BEPHI (B TepMuHaxX Wi-Fi - 3TO pOyMHUHT) MEXIy TOYKaMu A0CTyIa
YIPABJISIEMBIX KaK OJTHUM KOHTPOJIJIEPOM, Tak U pazHbIiMU. CymiecTBYIOT 3P dek-




TUBHO PabOTaIOIINEe CETH, KOJIMYECTBO TOUEK JIOCTYIA B KOTOPHIX MPUOTIHKACTCS K
100.000. TToro6HBIX MacIITAOOB MOKHO JOOUTHCS TOJBKO B IIEHTPAIU30BAHHOM
apxuTekType pemeHusi. HeoO0XoauMo OTMETHUTB, YTO LIEHTPATIM30BAHHYIO apXH-
TEKTYpY B CBOMX PEIICHUSX MpeaiaratoT Bce Beayue npousoautenu: Cisco,
Aruba, Ruckus, HP u T1..

EcrectBenno miist Touek Jloctymna unu mapuipytusaropoB ¢ Wi-Fi Heo6xo-
JIUMO OpueHTUpOBaThCca Ha moaAepkky cranaapta IEEE 802.11n u 802.11ac.

Ha 0a3e Texnosiornu WiFi-ctangapra passepTbiBalOTCs pa3HO00pa3HbIe pe-
LIeHUs, IPUBeJeM HEeCKOJIbKO IPUMEPOB 10 HANIPABJICHUAM:

- Wi-Fi-moctyn ans qjoma

(c ucroap30BaHMEM HEOONBIINX JOMAIIHUX MapIIPYyTU3aTOPOB C OIAEPKKOM pa-
nuo crangaapta Wi-Fi, nanpumep ot Belkin/Linksys, D-Link, Netgear u 1.11.).
Yare Bcero B KBapTUPE YCTAHABIMBACTCS OJIMH JOMAIIHUNA MapiipyTu3arop ¢ Wi-
Fi (06bryHO ¢ yactotHbM ciektpoM 2.4GHz, Ho nyue, ecnu 2.4+5GHz), koTo-
PBIN MOJKITIOYAETCS TEM WIIM UHBIM IIPOBOJIHBIM UHTEP(EHCOM K CETH MpoBaniepa
U TIPEIOCTaBIsIeT OECIPOBOAHBINA JOCTYIT JOMAIIIHUM IOJIH30BATESIM. 3/1eCh UMe-
€T CMBICIT 003aBECTUCH XOTS ObI MPOCTEUIIIUM MPOTPAMMHBIM 00€CIIEYEHUEM THUTIA
Wi-Fi Analizer mog Android (moctynen miss AHapoua-ycTpoiicTs uepe3 Google
Play) u nmpoBepuTh, Ha KAKMX YaCTOTHBIX KaHanax paboTaroT MOJA00HbIE YCTPOM-
cTBa coceneid. Yacto OOJIBIIMHCTBO UCIOIb3YET UACHTHUYHBIE KaHAJIbI UJIH, YTO
Xy’K€, CMEXHBIE U MEPEKPhIBAIOIIMECA. AHATIU3 CIIEKTPa MO3BOJIUT HACTPOUTH Ba-
1Ie YCTPOMCTBO HA HE 3aHSAThIC KaHAJbI, TNOO KaHAJIbI C HAMMEHBIIIUM YPOBHEM

curnana. 1 ne 3a0biBaiite Bxiirouath WPA2 (00b1yno noma 310 WPA2-Personal ¢
PSK).

- SOHO/Small Office Home office - WiFi-goctyn ais He6obIoro oduca
(ucmonb3yroTcs HebobInre poyTephbl ¢ Wi-Fi, 6oiee Ipon3BOAUTEIbHBIE U MHO-
royHKITMOHAJIbHBIE, YeM JoMalllHue poyTepsl, Hanpumep, Cisco WAP, WET, AP,
Cisco ISR ¢ Wi-Fi mogynsamMu 1 psifi Ipyrux cX0XUX (PYHKITMOHAIBHO YCTPOMCTB,
a Taxke Touku JlocTyna B ABTOHOMHOM PEKHUME).

31ech Kak pa3 yalie BCero O4eHb OMpPaBAaHO HUCIIOIH30BaHNUE OJTHOTO MHOTO(YHK-
IIMOHAIBHOTO, HO TIPOM3BOIUTEILHOTO YCTPOMCTBA. 30HA TIOKPHITHS MaJja, J10-
CTYITHOT'O MECTa MaJio, HO Harpy3ka yXe MOKET OBbITh CYIIICCTBEHHO BBIIIIE, YEM B
KBapTHUpe, U TpeboBaHus K ctabminbHOCcTU WiF1-10CTyIa U B LIEJIOM K CETH Mepe-
Ja4¥ TaHHBIX Hecon3MepuMbl. [1o3ToMy mydinie Bcero BeIOpaTh CHCIIHATU3UPO-
BaHHOE yCTPOMCTBO, CIIPOSKTUPOBAHHOE JIJIS JAHHBIX 3a71a4.

- Hebouibmmne koprnopaTuBHbie ceTn gocryna Wi-Fi

(9acTh 3Taxka, 3TaxK, HEOOIBIIIOE 3JaHNC U T.I1.).

3/1ech OYEHb XOPOIIIO MOTYT MPUMEHSITHCS PEIICHHSI C IIEHTPATN30BaHHOMN apXHu-
TEKTYpOM, HO pacCUMTaHHbIE Ha HEOOJbIIOE KomruecTBO Touek JlocTyma, peako
JAaHHBIN ypoBeHb pemieHus nmeet 6onee 10-20 T/I. [TosTomy crout momodpath
HEOOJIBIIION cOBpeMeHHBIN KoHTposuiep (Hampumep, Cisco 2500, Aruba 3000) Ha



0a3e OTIeTHLHOTO YCTPOMCTBA WIIM KaK MOAYJTh B MHOTO()YHKITMOHAILHBIN MapIiI-
pyTtusarop (Hanpumep, moayib SRE B mapmrytuzatop Cisco ISR).

- Boabmme kopnopaTuBHbIe ceTH aocTyna Wi-Fi

(YHMBEPCUTETCKHE KaMITyChl, KOPIIOPATUBHBIE KAMITYChI, O(pMCHBIE KaMITyChI, 3a-
BOJICKME TEPPUTOPHUH, TTOPTHI U T.I1.).

JIns mogoOHBIX 3a/1a4 IEHTPaIn30BaHHas apXUTEKTypa ¢ MOIITHBIMU U (DYHKITHO-
HaJIbHBIMUA KOHTPOJUIEPAMU - 3TO €IMHCTBEHHO MPaBUWIbHBINA MOAX01. MOXKHO HC-
M0JIb30BAaTh COBPEMEHHBIE KOHTPOJUIEpbl. HanmpuMep Takne KOHTPOJUIEPHI CETH
cranmapra Wi-Fi, kak:

- Cisco 5508,

- Aruba A6000,

- Ruckus ZoneDirector 3000

U TII.

B kaxmom KOHKpeTHOM cirydae nmoTpedyroTcst Touku JlocTyma Toro xe npou3Bo-
nuTens, 9To u kouTpemiep cetu WiFi-ctangapra. Takue KoHTpoJIepsl 0OBIYHO
pa3BepThIBaIOTCA B JlaTalieHTpe KOMIIaHHH.

Ecnu npousBogutens WiFi-cuctem npesjaraer pemieHre Ha MOIYJSX I KOMMY-
TaTOPOB WJIM MapUIpyTHU3aTOPOB, HAIPUMED:

- moaysib Cisco WiSM2 B kommyrtarop cemeiictBa Cisco Catalyst 6500/6800,
- moaynb Huawei ACU2 B kommytatopsl Huawei S12700, S9700, S7700,
- monyns HP JD442A B kommytarop HP 9500, monyns JD440A B kommyTaTop HP
7500

u TII,
TO MOHO MX HCIOJb30BaTh U Ha ['paHuiie ceTH (BCIIOMHUM TPEXYPOBHEBYIO MO-
Jieb CeTH TIepelayu IAHHBIX: SIpo, TUCTpUuOBIonus, qoctyn). [lenTpanu3oBanHas
apxutektypa cetu WiFi mo3Bosmt o0ecrneunTh IpakTUIECKH JII000r MaciTabd ce-
TH 1 3G(HEKTUBHO YIPABISTH €10 U3 €AMHONW TOYKU C MUHUMAJILHON Harpy3Koil Ha
NT-nepconan.

- Tak Ha3pIBaeMble «Opanumn» (Branches) - WiFi-goctyn mist ManeHbKUX yia-
JICHHBIX 0UCOB (00BEAUHSIET OOJIBIIIOE KOJIMUYECTBO HEOOBIITUX YAAICHHBIX 0(hu-
COB TOJI IEHTPATU30BAaHHBIM YIPABIECHUEM, HAITPUMEpP, IIHUPOKO UCTIONB3YETCS B
O0aHKOBCKOU cepe i CBsI3U ITA0-KBAPTUPHI C YAaJIE€HHBIMH O0(hUCcCaMU; 31ECh
Yaie BCero CBs3b MEXKIY yIaJeHHBIMU O(pricaMu U IIEHTPATBHON IITa0-KBAPTHPOM
OpraHu3yeTCs M0 apeHI0OBaHHBIM KaHajaM y OlepaTopoB CBSI3H, a MHOTA U Yepe3
CIIyTHUKOBBIE KaHaJIbl).

B nanHoMm ciyuae kiiroueBoi mpoOsieMoi SBISIETCS TO, YTO B CHITY OOBIYHOM
MPAKTUKN MUHUMHU3AINA 3aTpaT B OM3HECEe, KOMMYHUKAITMOHHBIC KaHAJIBI JIJIsl CBSI-
34 ¢ MaJTBIMH O(hricaMul 13 MTa0-KBAPTUPHI PEIKO OBIBAIOT BBIICTICHHBIMH, IITUPO-
KUMH 1 HaJIGKHBIMH. Yalie Bcero moAKIF0YeHIe MaJIbIX YAAJICHHBIX 0()HCOB BbI-
MOJIHSETCS MMyTeM "MOAKIIOUEHUS K HHTEpHETY" yepe3 OmrKaiIiero u AemeBoro
mpoBaiinepa, a o moanucannu koHTpakta ¢ SLA (Service Level Agreement)

C 3THUM MPOBaiiIepOM HUKTO U HE 3alyMbIBaeTCs (a MpoBaiiiep, BEpOSITHO, JTaxke



He 00€eCIeunBaeT TakuX yciyr). JlocTyn K KOpopaTUBHOW CETH OpraHu3yeTcs 4e-
pe3 VPN. [Ipu TakoM nmoaxo/ie O4€Hb HEPEIKO BOZHUKAET CUTYyaIlUs, KOrJa KaHasl
B yIaJICHHOM o(QuCe MaJaeT Ui BO3HUKAIOT NIEPErpy3KH Ha CETU MpoBaiiiepa uin
Ha CTBIKE €0 CETH C CEThIO MPOBaiiiepa, K KOTOPOMY MOJKIII0UEHa ITa0-
KBapTHUPA, U CBS3b CO MITA0-KBAPTUPON BPEMEHHO MPOMNAJAET UIU CTAHOBUTCS
OuYeHb HecTaOMIbHOW. B mo0oM citydae mojo0HbIe TPOOIEMbI HE OTMEHSIIOT Ke-
JIaHUsl UMETh OECIIPOBOIHYIO CETh B yJIaJIEHHOM o(rice, HO €CIIM TaKuX 0(hHUCOB
MHOTO (KaK MOYTH B KaXJA0M OaHKe, CTpaXOBOM KOMITAHWU WJIN PUTEUIIOBOM CETH),
TO 00CITy’KMBAaHUE UX CTAHOBHUTCA OOJBIION MpoOIeMoii, Tak Kak nepkats UT-
NEPCOHAI B KAKJOM O(pHice MPOCTO HE PEHTAOEIBHO, a MOChUIATh UHKEHEPA U3
HEHTpa IpU MaJEHIIUX MPoOIeMax C CEThIO JOJTO U I0POTO.

Perennie 10kKHO 00eCeYnBAaTh:

- IEHTPAIM30BAaHHOE YIIPABICHUE BCEM KOHTIIOMEPATOM yAaleHHbIX ceTeid Wi-Fi
cTanaapra (B yJaJeHHBIX opucax) U3 LEeHTpaIbHOro caifta. [Ipuyem 31O HE AOTXK-
HO 3aBUCETh OT Pa3HBIX XaPAKTEPUCTUK KAaHAIOB « yJaJeHHBIN oduc - mrad-
KBapTHUPa»; IPU STOM JIOJDKHBI OBITh BOBMOXXHOCTH IIEHTPATM30BAHHOTO MOHUTO-
pHUHTa, pa3penieHus: mpodiaeM U KOHPUTYPUPOBAHUS YIATICHHBIX YCTPOMCTB.

- npenocTasienue ycayru Wi-Fi B ynajgeHHOM oduce U npyu BpEMEHHOM NaJIeHUU
CBSI3M C IICHTPAJIBLHBIM CATOM (C 00s3aTEIbHON MOJIEPKKOM ayTeHTU(DUKAIIUN U
BO3MOKHOCTBIO BX0/1a/Bbixo1a Wi-Fi-KireHTOB),

- BO3MOXKHOCTb KaK IEHTPAJIbHOM KOMMYTAI[MHU N0JIb30BaTEIbCKOT0 Tpaduka (BbI-
BOJ TpadrKa U3 yAaJICHHOTO CaiiTa B IIEHTPaIbHBIN), TaK U JOKaJIbHONH KOMMYTa-
1uu (B yaajaeHHOM oduce).

J171s1 3TOro HeoOXOAMMO CIELUATIBHOE PELIEHUE U OHO €CTh, HAIIPUMEP, 3TO CIELH-
anbHbIe o0naynbie KoHTpouiepsl Flex ot Cisco cepun 7500 unu ar000i apyroit
Koutposnep ¢ noanepxkoit pynkunonana Cisco FlexConnect.

- BHemHue ropojackue cetu gocryna Wi-Fi

(TOYKH OCTYyIa pacIoiaraloTcs Ha yJIMLE U IPEJOCTaBISIOT CEPBUC KPYTIOro-
JUYHO BHE MOMEIICHUM, HapuMep, Ui TOPOJCKUX CIIykKO0, TOpoKaH U TOCTeil ro-
pona).

B nanHOM ciiyyae HanOOJBIIMI HHTEPEC BBI3BIBAIOT MOJIHOCBA3HBIE CETH
Wi-Fi (Mesh), rie ycinyra KOHEUHBIM TOJIb30BATENISIM IIPEIOCTABIISICTCS Yepes3
onuH paauountepdeiic Touku Joctyna (00bryHO Ha yactorax 2.4GHz), a uepes
npyroit (00bryHO Ha yactotax WiFi SGHz) popmupyercs TpaHcnopTHBIN paauo-
kaHal ¢ cocenHumu Toukamu Jloctyna. B Mesh-ceTsix 00bI4HO NpUCYTCTBYIOT ABa
tuna TJ[: Tum Mesh (MAP y Cisco) u Root (RAP y Cisco), rne RAP coequnsercs
C IIPOBOJIHOM ceThl0, a HAa MAP cTpoutcst 6ecripoBoiHas 4acTh ceTu. B cetu Mesh
bopmupytoTcs nepeBbs ¢ KopHeM B RAP, a nepeBbs cTposITCsi HOCPEACTBOM CIie-
nman3upoBaHHbIX TPoToK0I0B (IAPP y Cisco). BeTBu nepeBbeB, Kak MpaBuiio, He
JIOJKHBI TIPEBBIIIATH 8§ XOTMOB, HO 3/1€Ch BCE yIupaeTcs B poduiu Tpaduka Ha ce-
TU U YCIIYTH, a Takke B KoOHCTpykuuto T[] (ecnu B wactotax SGHz npucyrcrByet
OJIMH PaJOMOAYJb, TO Ha KaXKIOM XOIl€ POIMYCKHas ClIOCOOHOCTh OeKXoJa majaa-
€T IPaKTHUYECKH B JIBa pa3a, a €CJIM €CTh JBa HE3aBUCUMBIX PaIUOMOIYJIS YACTOThI
5GHz, To nporycKkHas ClIoCOOHOCTh CHUXKAETCSI MUHUMaIBHO). Cama uH(pa-



cTpykTypa Mesh o6brun0 ynpasnsercs Kontpomnepom cetn WiFi-ctanaapra.
OueHnp xopo1uo, ecnu nporpaMmmuoe ooecrneuenue Konrpomnepa WiFi moxer oa-
HOBpeMeHHO yrnpaBisaTh U Toukamu [Joctyna WiFi B 06s1yHOM pexxume u T/I B
Mesh-pesxxume, Tak Kak 3TO TIO3BOJISIET THOKO MOJIXOIUTH K MIPOCKTUPOBAHHIO CETH
Y CBSI3bIBATh KAaK BHEIIHUE IOMEHBI, TAK U BHYTPEHHUE AJ11 00ecrieYeHNs OECIIOB-
HOW MOOMJIBHOCTHU Ha CETH.

Heo0xoaumMo 0TMETUTD, UTO MOJOOHBIE PELLICHUS! HEPEIKO MPUMEHSIOTCS U IS
Takux "yJINYHBIX/BHEIIHUX" IPOEKTOB OecrpoBogHOro qoctyna WiFi, kak mokpel-
THE KapbepOB, 3aBOJICKHX TEPPUTOPHI, TMHHUIA PEIbCOBOTO TPAHCTIOPTA U T.1II..

- Paziinunble pemenus cetu gocryna WiFi 1jis cienuajbHbIX ciiydyaeB (TeM
HE MEHEe, JTOBOJILHO IMIUPOKO PaCIPOCTPAHEHO):
/ pemernst WiFi niist anTapoB, CKIajoB,
/ pemienust WiF1 1j1st 3aBOJICKUX IIEXOB M TEPPUTOPHH,
/ periernst WiFi niist 5Kee3H0I0pOKHOTO TpaHCTIOPTa (HaJ36MHOTO U MOA3€MHOT0
- 371ECh MOJIXO/IbI PA3ITUYHbI),
/ pemienus WiFi a1l aBUallMOHHOT'O TPAHCTIOPTA,
/ pemenust Wi-Fi 11 OOJIBIINX TOPTOBBIX IICHTPOB,
/ pemiernss Wi-Fi 11 cTaqiMoHOB U OOJIBIIMX JICMOHCTPALMOHHBIX MJIH KOHIIEPT-
HBIX 3aJI0B (3/1eCh XapaKTepHa BbICOKAs IJIOTHOCTH IMOJIb30BATENECH ),
/ pemienust WiF1 mgiist 00abHUIL ¥ TOCTIUTATICH
U T.I0.

Bo Bcex aTuX ciaydasx IeHTpaln30BaHHAS apXUTEKTypa CETH CTaHIapTa
WiFi1 802.11 »T0 Haubosiee mpaBUIIBHBIN BHIOOp, a pEIIEHNE HAaJ0 pa3padaThIBaTh C
y4eTOM O0COOEHHOCTEeM 3aau. Ha Apyrux cTpaHuiiax Halero caita MO>KHO
HalTu O6oJee chOKYCUPOBAHHYIO HHPOPMALIMIO U IPUMEPHI, IOCMOTPUTE 3AECh.
Mpui nocmosinno nonoansiem Hawt pecypc. Pecucmpupyiimecs 0113 nonyuenus aHon-

CO8 0 pasmeujeHuU HOBbIX MAMEPUALO8 HA calime Ul NPUCOCOUHSAUMECH K 2pYnne
Wi-Life na ®eticoyxe.

Heo6xoaumMo 0TMETUTb, UTO IS peanu3aiuu Wi-Fi-pelieHuii B pa3InyHbIX yCiI0-
BUSIX OKPYKEHUSAX pa3paboTaHbl U UCHOJIb3YIOTCS Touku J[ocTyma Tpex OCHOBHBIX
TUIIOB KOHCTPYKIIUN:

1. Touku octyna WiFi nns ucnosib3oBanusi BHyTpH noMenieHui / "opucHoiii"
BapuaHT (4acto Takue T/l XxapakTepu3yroTcs MpUBJIEKATEIbHBIM BHEIIHUM BHJIOM,
WHTErPUPOBAHHBIMU AHTEHHAMH M OTHOCUTEJIBHO Y3KUM TEMIEPAaTypHbIM Juara-
30HOM, Hanpumep, 0- +40 rpC),

2. Touku octyna Wi-Fi st ucnosnib3oBaHusi BHyTpH oMenieHui / ""anrapHo-
ckiazckoi" BapuaHt (yacto Takue T[] uMeroT MeTamuinueckuil KopIryc, BO3MOXK-
HOCTb MCIOJIb30BaHUsI BHEITHUX aHTEHH U 00Jiee UPOKUN TeMIepaTypHBbIi aua-
na3oH, Hanpumep, -20 - +55 rpC),

3. Touku Hoctyna WiFi s ucnosnbp3oBaHus BHE MOMEIICHUN, Ha yiuLe / "ynud-
HeIi" BapuanT (dacto Takue T/ WiFi xapaktepusytorcst yCUICHHBIM BHEIITHUM
KOPITyCOM, BHELITHIUMH, HHOTJ[a HMHTETPUPOBAHHBIMU AaHTEHHAMH, BJIaro3aliuiieH-
HOCTBIO KOPIyCa U COEAMHEHUH, IIUPOKUM TEMIIEPATYPHBIM JIMAIIa30HOM, HaIlpu-
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mep, -40 - +55 rp C).

Hano Taxke OTMETUTb, YTO CYIIECTBYIOT MOJIEIH CO CIIEIMaTIbHBIMUA KOPITYCaMHy,
NpeIHA3HAYCHHBIMH JIJISl OUY€HB TSHKEIIBIX OKPYKCHUH, HAIpUMep, JJIsl OTTaCHOU
arMoc(epbl, Kak Ha XHMUYECKUX WK He(TernepepadaThIBAONIINX MPESIIPUITHIX U
T.11. Takxke Ba)KHO 3HATh, YTO CYHIECTBYET MPEIOKEHHUE CIICIUATBHBIX TEPMOYECX-
JIOB, MO3BOJISIFOIUX MCIIOB30BAaTh BHYTPEHHUE TOYKH JOCTYIA BHE TIOMEIICHUH, a
TaK)Ke B3PBIBOOE30MACHBIX KOXKYXOB Ul 0CO00 OMACHBIX 30H, HO 3/1€Ch HAJIO
OYCHb aKKYPAaTHO W BHUMATEIBHO HCCIIEIOBATH BOMPOC, MPEXKIE YEM JIENIATh BhI-
BO/IB.

Yacts 2. TpedoBanus k Pagnonoacucreme cetu crangapra Wi-Fi

Mot pacecmampusaem osyxouanasounyro Touky [Jocmyna WiFi
(2,AGHz+5GHz), m.x. cmasumcs yeav nocmpoums co8pementyio, KauecmeenHyio
u yooounyro 6 saxcnayamayuu WiFi-cemeo.

1. Paguonoacucrema cetu crangapra Wi-Fi (Touka Jloctyna WiFi) momkHa
obITh coBMecTuMa co cranaaptoM IEEE 802.11n u moajepxuBaTh COBMECTHYIO
paboty co crangaptamu 802.11g, 11b, 11a.

2. Pagnonoacuctema cetu cranaapra Wi-Fi (Touka Jloctyna WiF1 ) noikHa ot-
BE€UYATh POCCUMCKUM HOPMaM PETYJISITOPUKU B 00OMX YaCTOTHBIX JIMaa30HAX
2.4GHz u 5GHz.

YacroTHble 10J0CHI M KaHaJabl Wi-Fi
MupoBas paKTHKa UCITOJIH30BaHUS HEJIUIICH3UPYEMOT0 YaCTOTHOTO CIIEKTpa:

ISM- Industrial, Scientific, Medical

1. Industrial/TIpomeiutennsiii: 902 — 928 MHz (tuupuna 26 MHz),

2. Scientific/HayuHbrii: 2400 — 2500 MHz (mupuna 100 MHz),
3. Medical/MenuuuHCcKuii: 5725 — 5875 MHz (mmpuna 150 MHz).

30ecw onst cemeti cmanoapma Wi-Fi ucnonvzyemces 6 ocnosnom uacms ouanazona
2400 - 2500 MHz.

UNII — Unlicensed National Information Infrastructure
HaOop noJioc B AuanazoHe yactoT 5150 — 5825 MHz (wactuuno ucnosnb3yercs 1is
ycrpoiict WiFi).

Bb160p KOPPEKTHBIX YaCTOTHBIX KAHAJIOB SIBIIICTCS OJHOM U3 KITFOYEBBIX 3a/1a4 IS
npoekTrpoBanus cetu ctanaapra WiFi 802.11. TTpu atom nporiecc Bbibopa 10J1-
KEH yUUTHIBATh QyHAAMEHTAIBHBIA BEIOOP YACTOTHON apXUTEKTYPHI TTOAXOISIIIE-
ro WiFi-perenns: MHOroOKaHaabHAs I OJHOKAHAIbHAS apXUTEKTypa?. ITa HH-
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dopmarus TakKe KpaifHe BaXkKHa IIPU MPOBEICHUH Paaroo0cie0BaHus (Site sur-
Vey) 30HbI HOKpbITHS Oymyieit cetu Wi-Fi.

YacrorHbie moJsiochl 1 kaHajabl WiFi B 2.4 GHz

Kanan WiFi Hwxusas yactota IlenTpanbHasi yactora BepxHsig yactora

1 2.401 2.412 2.423
2 2.406 2.417 2.428
3 2411 2.422 2.433
4 2.416 2.427 2.438
5 2421 2.432 2.443
6 2.426 2.437 2.448
7 2.431 2.442 2.453
8 2.436 2.447 2.458
9 2.441 2.452 2.463
10 2.446 2.457 2.468
11 2.451 2.462 2.473
12 2.456 2.467 2.478
13 2.461 2.472 2.483

OO0mas quarpamMma nepekpbITusi 4acToTHLIX KanajioB WiFi B 2.4GHz

2400 2410 2420 2430 2440 2450 2460 2470 2480 2490 2500
GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz

B nosoce yactor WiFi 2.4GHz noctynssl 3 HenepekpbiBatomxcs kaHana: 1, 6,
11.

Jlannoe BoiaeneHue crpoutcs Ha TpeboBanuu [EEE no obecrieyeHno MUHUMYMa B
25MHz nnist pazHeceHus HEHTPOB HEMEPEKPBIBAIOIINXCA YACTOTHBIX KaHAJIOB
WiFi. IIpu sToM mupuHa kaHana cocrasisietr 22MHz.

25 MHz _ 25MHz

N /TN

\
\
\

€

/ I‘\

\

2400 2.412 GHz 2437 GHz 2462 GHz 2.4835
GHz  Channel 1 Channel 6 Channel 11 GHz

YacroTHbIe moJochkl 1 Kanaabl WiFi B 5 GHz
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baszosas MUPOBA:l NpAKNUKa, Komopas moacent CyumecCneernno USMERAMbCA
no cmpanam.

UNII-1: 5150 — 5250 MHz (noctynHo 4 yactoTHbIX kaHana WiFi)
UNII-2: 5250 — 5350 MHz (noctynHo 4 yactoTHbIX kaHana WiFi)
UNII-2 Extended: 5470 — 5725 MHz (noctynuo 11 yactoTHbIX KaHanoB WiFi)
UNII-3: 5725 — 5825 MHz (noctynHo 4 yactoTHbIX kaHana WiFi)

Cerka padounx kanajoB WiFi u yacrorsl B SGHz:

KaHan 36 40 44 48

UenTpaneHan |5180 [5200 [5220 (5240
yacrora, VH:

Monoca UNI-1

KaHan 52 56 60 64 100 (104 (108 |12 116 (120 |124 (128 [132 |136 |140

UentpansHan [5260 [5280 [5300 |5320 |5500 |5520 (5540 |5560 (5580 [5600 |5620 |5640 |5660 |5680 |5700
yacrora, MH:z

Monoca UNII-2

Kanan 149 |153 |157 |161

UenTtpanbHan |5745 |5765 |5785 |5805
yacrora, MH:z

Monoca UNNII-3

JI71s1 BIUMCIIEHUS! HEHTPAJIbHOM 4acTOThl KaHana WiFi MOXHO HCTOIb30BaTh Clie-
TyIoyto Gpopmymy:
5000+(5*N) / MHz

/rne N sato Homep kanana WiFi, nanpumep 36, 40 u 1.1./

®opmuposanue kanajioB WiFi B 5 GHz:

30 MHz {20 MHz 4 30 MHz

5150 5180 5200 5220 5240 5260 5280 5300 5320 5350



[Tpu 3TOM AUCTaHIMSA OT FPAaHUYHBIX Juana3oHoB coctasiseT 30 MHz, a mexka-
HaJibHOE pa3HeceHue coctapisger 20MHz.

3. Paguonoacucrema cetu cranaapta Wi-Fi (Touka Jloctyna WiFi) nomkna
noanepxuBath 17 IEEE 802.11n yactotHbie kaHaibl mpuHo kak 20MHz, tak
n 40MHz.

4. Panuonoacucrema cetu cranaapra Wi-Fi (Touka Jloctyna WiFi) gomxkna
nojepxkuBath TexHosoruo MIMO (Multiple Input Multiple Output) nst 802.11n
MUHUMYM Ha YPOBHE 2X2 (nyuuie Ha yposHe 2x3 unu 3x3, Xo0msl yoce 8bluliu peule-
Hus 4x4, umo ewe nyyute, m.K. 30echb yce MOAICHO Oyoem 3¢phpexmusno noodep-
JHCU8amMsb 3 NPOCMPAHCINEEHHBIX NOMOKA).

5. Pagnononcucrema cetu ctanaapta Wi-Fi (Touka {octyna WiFi) momkna
MOIJICP>KMBATh MUHUMYM 2 MPOCTPAHCTBEHHBIX TTOTOKA.

6. Paguononcuctema cetu crangapra Wi-Fi (Touka Joctyma WiFi) nomkHa
uMeTh HeoOxouMble cepTudukatel PD, kak cOOTBETCTBYIOIIEE PAAHOIIEKTPOH-
HOE CPEJICTBO (npedicoe ece2o C6s3b).

7. B Pemienun u IIpeqoxxennn QOJKHBI UCIIONIBb30BaThea Touku JlocTyna ¢
WHTETPUPOBAHHBIMU AaHTEHHAMU (ucnonav3zosaunue 1/ ¢ unmespuposanmbi-
MU/BHYMPEHHUMU 00bIYHO XOopowull 8bl00p, eciu ceuuac Bawa 3adaua coenamo
cemv 6HYMPU MUNOBLIX OQUCHBIX NOMEWeHUll Ul NPOCMOo echb mpebo8aHus no
acmemuke,; eciu JHce NoOMewjeHue ClONHCHOe, Hanpumep O4YeHb BblCOKUE NOMOJKU
WU 3MO ameap, 3a600CKOU yex u m.n., mo Jayduuil 6bloop ucnoavzogauue T/ ¢
BHEWHUMU AHMEHHAMU, HO HA00 NOOOUPaAmMsb COOMEEMCMBYIOUWUE AHIMEHHDbL).

8. Pagnononcucrema cetu crangapta Wi-Fi (Touka Jloctyna WiFi) nomkna
MOIICPKUBATh (PYHKIIMOHAT WHTEJUICKTYalTbHOTO KOHTPOJS CIIEKTpa Ha (Gu3nde-
CKOM YPOBHE PaauoCpeIbl B CBOMX YaCTOTHBIX auamnazoHax. CHeKTpaibHOE pa3-
pelieHue 37eCh JOHKHO OBITh JIOCTATOYHO JJISi ONPE/IeTICHUSI UCTOYHUKOB HHTEP-
dbepeHIUU B 30HE TOKPBITUS M OMNPEICICHHUS WX THUIMA U YPOBHS OIACHOCTH.
(Ilooobnvlll hyrkyuonan seisemcs 0080abHO Ho8biM 6 Touxkax ocmyna Wi-Fi u
Kpatine noiesex 01 onepayuonHou oesmenviocmu HT-nepconana BJIBC, m.k.
no360J151em OYK8AIbHO 8UOemb, UMO GlUsem HA pabomocnocobHoCmsb 6ecnposoo-
HOU UH@pacmpykmypsi. 9mo YOOOHO KaK ¢ MOYKU 3PEHUs KOHMPOJISi UCOYHUKOS
unmep@epenyuu, max U KOHmMpoas Hapyuiumenet 0e30nacHOCmu Ha Qu3uiecKom
ypoeue. /lna peanuzayuu, xax npasuno, nomumo T/ ewe neobxooum coomeem-
cmeyrowutl gynkyuonan 8 Konmponnepe WLAN, Cucmeme Ynpasnenus u I[lnam-
gopme [lpunooicenuii).

9. Pagnonoacucrema cetu crangaptra Wi-Fi (Touka Joctyna WiFi) nomxkna
MO/IICP)KMBATh JHHAMUYECCKOE YIPaBICHUE IUAarpaMMOW HAINpaBICHHOCTH IS
YCWJICHHS YPOBHS CUTHAJIA, HarpaBjieHHOTo oT T/l K yIaneHHBIM KIIMCHTaM.

10. Paguonoacuctema cetu crangapta Wi-Fi (Touka Jloctyma WiFi) momx-
Ha noaaepxuBatb MRC (Maximal Ratio Combining) st yCuiieHHs] CUTHaIA TIPH-
xoadmero ot kivenra Ha T/I.

11. Paguonoacuctema cetu cranmapta Wi-Fi (Touka Jloctyma WiFi) momx-
Ha TOAJIEPKUBATH PEIIMKAIUIO MYJIBbTUKACTOBBIX MOTOKOB CBOMMHU CPEJICTBAMHU.
Omo ouenb 8adiCHO, eciu HeobX00UMO nepedsams 8UOEONOMOKU K OONbULOMY KO-
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nuuecmgy Wi-Fi-knuenmos, nanpumep ¢ mpenuneamu uiu pedvio 21aevl KOMNAHUU
u m.n.. T.x. npu omcymcmsuu no0oOH020 (PYHKYUOHALA peuleHue cmoxcem 00-
CILYAHCUBAMb BUOCONOMOKU MOJILKO 8 IOHUKACMOBOM pedcumMe — KAadiCcOblll 3anpo-
cuswUll NOMOK Oydem NOOKIIOUeH K 8udeocepsepy, oaddce eciu mvlcsaud Nnojib30-
eamenei cmompam 00uH nomok! Imo o3nauaem, umo NpoBoOHAs UHPDPACMPYK-
mypa, K Komopoti nooxuouaemcs becnposoonas cemv oocmyna WLAN, oondicha
makace noodepaicusams Becwv! 06vem euoeompaguxa ons, hakmuuecku, cmpecc-
pexcuma. Ecnu srce mvl modxcem noooeporcusamo mynvmuxacmune Ha T/] u yorce
30ecb penuyuposams MyJIbMUKAcm 8 IOHUKAcm OJisl nepeoayu e2o0 mMoabKo 8 pa-
OouoKauane u moavko mem Kmo 3axomen nookaouumscs (nocian IGMP join), mo
Mbl MOMCEM CYUWECMBEHHO CIKOHOMUMb HA MpeOyeMol eMKOCmU NPOBOOHOU UH-
@pacmpykmypol 6 KOMRAHUU.

12. Touka Jloctyna WiFi mopkHa MoOAmepKUBATh CICAYIOIINE BUILI THUTa-
HUS:

- MUTaHUE OT MUCTOYHHKA MepeMeHHOTo Toka 220B, pacuutanHOro Ha 3JEK-
Tpocetu PO,

- IUTaHWe 4epe3 kabenb mepenaud naHHbix Ethernet, B cooTBeTcTBUU €O
crangapTom 802.3af nnu 802.3at

(30ecw drcenamenvHo umems maxue onyuu kax PoE /802.3af unu 802.3at/ om
kommymamopa LAN unu nanuuue undxcexmopa numaHnus 6 kaoeivb nepeoaiu OaH-
HbIX).

Yacrsp 3. TpeboBanus k Kourposiepy ceru WiFi-cranaapra.

1. KonTposnep cetu ctangapta WiFi 1obKkeH moepKUBaTh JIFOObIE TOMY-
CTUMBIE CLIEHAPUU pa3BepThIBaHUS U Ucnosib3oBaHus Touek Joctyna Wi-Fi 6e3
JIOTIOJTHUTENIBHBIX JTUIICH3UH.

2. Kontpomiep cetu crangapta WiFi nomkeH noanepKuBatbh n3MeHEHUE
KoJmuecTBa JmneH3uid Touek Jloctyna Wi-Fi BIIOTh 10 MaKCUMaJILHOTO JIJIsI CBO-
el Mmosienn 6€3 3aMEeHbI KOHCTPYKTHBA.

Hmeemcs 66udy, umo pacuiupenue Koauiecmea IuyeH3uti O0IHCHO NPOBOOUMbCS
MONILKO nymem OOKYNKU JTUYEH3UL U aKMUsayuu Hekoe2o0 Kuoud, a He 3aMeHOl KO-
pooOKU.

3. Kontpomnep cetu cranaapta WiFi qoipkeH noaaepxuBath He MeHee X
Touek loctyma WiFi.
30ecv X amo mo koauuecmeo, komopoe Bam neobxooumo na nekoem 0603pumom
eopuzonme nianuposanus. Mnaue, ecau 63mov HeOONbUIOU KOHMPOILLED, A Yepe3
napy mecayes ewje 00UH, NOMOM euje, Mo CKOPO B03HUKHEM C1aO0YynpasisiemMblil U
HeHAoexCHblll 020pod. Xoms oadce 8 3moMm ciyyae ucnoavzoganue Cucmembl
Ynpaenenus WLAN mooicem cywecmeenno ynpocmums pabomy ¢ maxoti cemnio.
4. Kontpomep cetu crannapta WiFi 1omkeH noaaepKuBath KOPEUISIHIO
BO3HUKHOBEHUS COOBITUI M3MEHEHUSI MHTEPPEPEHIIMOHHON KapTUHBI CO BCEX
noakrodeHHbIx Touek Joctymna WiFi.
Imo 6adicHo 0151 boslee MOUHO20 NOHUMAHUSL NPOOaeM 8 paduosghupe, m.x. 4em



oonvute T/ mocym npedocmasums ceoe uoeHue Kapmumusl, mem mounee 8bl800bl.
U, npu nanuyuu dononHumenbHo20 YYHKYUOHANA ONnpedenenUss MeCmonol0N4CeHUsl,
9MO N03605em 8bINOIHAMb MPUAHSYTAYUIO U NPed0CMAasiams UHGOPpMAYUo o
MOM, 20€e pacHON0NHCEeH UCTMOYHUK UHMephepeHyUU UIU 8DPaHCecKoe YCMpOoUCcmeo.

5. Koutpomnep cetu crangapra WiFi gommkeH noaaepkuBaTh IEHTPaTU30-
BaHHYIO ayTEHTH(HKAIIHIO MOJIb30BATENCH ¢ UCTIONb30BaHUEM KaK (PYHKIIMOHATb-
HOCTH BTOpOTO ypoBHS 802.1X, TaK U TPETHETO YPOBHS € UCIIOJIB30BAHUEM BCTPO-
eaHoro Web-cepsepa. Berpoennsnii pynkimonan 802.1x gomkeH odecneunBaTh
ayTeHTH(UKaLUIo mocpeacTBoM mporokonioB: EAP-TLS, EAP-TTLS, EAP-FAST,
MD5 u T.1.. Betpoennsiii pynkunonan Web-cepsepa u Web-noprana gomkex
obecrieuynBaTh pydyHOe KOH(GUTYPHPOBAHUE ¥ BO3MOXKHOCTD JOOABIICHUS -y IATICHUS
YUETHBIX 3allMCell MOoIb30BaTeNel CeTH HEeKBAIM(DUIIMPOBAHHBIM TIEPCOHATIOM.

6. KouTtposnep cetu ctanaapra WiF1 qoimkeH noiepkuBaTh [EHTPATU30-
BaHHYIO ayTEeHTU(DUKAIUIO TTOJIH30BATENIECH C BO3MOKHOCTHIO MHTETPAIMH C BHEIII-
HuMHu AAA-cepepamu 1o npotokony RADIUS.

7. Kontpoinep cetu crangapra WiFi nommken obecrneunBarb BO3MOKHOCTh
HaIpsMyto Wwin uepe3 AAA-cepBep MOJKIIOYATh MOMYJISPHbIE 0a3bl TAHHBIX:
LDAP u Microsoft Active Directory.

8. KonTpomnep cetu cranagapra WiFi omKkeH UIMETh BCTPOECHHBIN (DyHKIIH-
OHAJI CHCTEMbI OOHAPY)KEHUS BTOPKCHHUI U HapyIIeHus 0e3omacHocTr cetr Wi-Fi.

9. Kontpoinep ceru crangapra WiFi nomken noanepxxusaTth npoctoil Web
uHTepdelic Ay yIaIeHHOTro ypaBieHHs! U KOH(QUTYPUPOBaHUSI.

Yacrtb 4. TpeboBanus k Cucreme Ynpasienusi cetu cranaapra WiFi.

1. Cucrema Ynpasnenus cetu crangapta WiFi nomkna nmoanepkuBarhb mosi-
HBIN JKU3HEHHBIN UK uHPpacTpykTypbl Wi-Fi. HeoOxo1muMbl, kak MUHUMYM,
cnenyromme GyHKIUU:

- IHCTPYMEHTBI OLIEHOYHOTO IJIAHUPOBAHMSI KaK JJIsl HOBBIX Pa3BEPThIBAHUIM
Wi-Fi-cetn, Tak u a1 pacimpeHus/u3sMeHeHus cylecTByomeit cetn WiFi; un-
CTPYMEHT JOJIKEH ObITh JOCTATOYHO aKKYpPATHBIM U MO3BOJIATH IJIAHUPOBATH 110
KapTaM 30HbI IOKPBITHUS, YYUTHIBATh OKHUJIa€Mble ycIyru Ha cetu Wi-Fi, yuuTsi-
BaTh MpeArnoaraemMelidi Tui U Mojeb Touek Jloctyna WiFi u BHEIIHMX aHTEHH
(korma HEOOXOAMMO) U T.II..

- HIHCTPYMEHTHI aHajmn3a pa3sepHyToil uHPpactpyktypbsl WLAN u peko-
MEHJAINU K HEOOXOIUMBIM U3MEHEHUSIM,

- ”HCTpyMeHTHI MoHUTOpHHTa HHGpacTpykTypsl WLAN (BJIBC),

- IHCTPYMEHTHI Morcka U ycTpaneHus HercnpaBHocteid B WLAN (BJIBC),

- HHCTPYMEHTBI KOHTPOJISI TPOU3BOAUTEIILHOCTH U T.II..



2. Cucrema Ynpasnenus cetu cragaapta WiFi nomxHa nmoanep:xuBarh Bce
ocHoBHBIE A1eMeHThl HHGpacTpykTypsl WLAN (BJIBC), kak MUHUMYM:

- Touku octyma Wi-Fi,

- Kontpomnepst cetn WiFi,

- UarerpupoBannsie [Lnardopmsr [Ipunoxenuii cetn WiFi, ecimu npucyT-
CTBYIOT B PEILICHUH,

- Kimuentsi ¢ paguo crangapta Wi-Fi - MOHUTOPHHT | yIIpaBJIeHUE YCTpaHe-
HUEM HEUCIIPABHOCTEM,

3. Cucrema Yrpasnenus cetu ctanaapta WiFi omkHa noaaep>KuBath Cu-
crembl o0ecnieuenus 6ezonacHoctd WLAN (BJIBC) u npenoTBpatieHust BTopxe-
Hui. KOMITJIEKCHBIE TTOTUTUKH 0€301TaCHOCTH JI0JKHBI OBITH PEIICHBI B BUJIC
00001eHHBIX TpoduIeH 0€30MaCHOCTH I YIPOIIEHUS B3aUMOICUCTBHS OTepa-
Topa ¢ cucteMoi. Heo6Xo1MMbl MeXaHU3MBbI OIICHKH TEKYIIETO YPOBHS Oe3orac-
Hoctd WLAN (BJIBC) u pekomenaaiuu K ero koppeknuu. Heooxoaumpl Mexa-
HU3MBI (DOPMUPOBAHUS OTYETOB HA cOOTBeTCTBUE HOpMaM PCI.

IIpumepsI THNOBBIX POEKTOB

Ilpoekm cemu cmanoapma WiFi ona Kamnyca
(YauBepcuteTckuii roposiok, I'pynna opucHbIX 31aHui, 3aBOJICKas TEPPU-
TOpPHS U T.I1.)

Tpenuposounvlil npumep ¢ y4emom peaibHblx 3a0ay, 603HUKAIOWUX HA NOOOOHBIX
npoeKmax.

Baoicno: npedcmasnen 00un u3 603MONCHbIX NOOX0008 K Peanu3ayuu NOCMasieH-
HOU 3a0a4U, KOHEYHO PeuuUms ee MONCHO MHOSUMU CROCODAMU, HO 30eCb NPUBEOEH
00UH U3 0OOCHOBAHHBIX NPUMEPOS.

CHauajia X0TeJIoCh Obl OTMETHTD, uTo ceTH ctannapta Wi-Fi g Kammyco oueHb
MOMYJISIPHOE HAINpaBJIEHNWE MTPOCKTHOM pa3pabOTKu. A NJisi TAKUX 3aKa3UYMKOB Kak,
Harpumep, yauBepcuteTsl CIIA, namnuue qoctyna Wi-Fi ayis cyneHToB yxe J1aB-
HO CTaJI0 0COO0M OTIIMYUTETHHOM YEPTON, KOTOpAsk JOJITO€ BpEeMs UCTIOIh30Baach
JUISl yBEJIMUEHUS MPUBJICKATEIbHOCTH Y HUBEPCUTETA B ri1a3ax OyAylIux abuTypu-
€HTOB (eciu Thl He BXOouIlb B Jlury Ilntoma, To 3a CTyA€HTOB IPUXOAUTCS 00-
potbest). Ceituac B CIIIA 310 ctasnno enBa v He 0043aTENbHO, U YPOBEHb YHUBEP-
CUTETCKUX KaMmycHbIX ceTeid Wi-Fi ouens Bricok. JKamb, uto Hamu Beiciime
VYueOHble 3aBeIeHHsI HEYaCTO MOTYT MOXBAcCTaThCS YeM-TO MOJ00OHBIM. A BEb
ceth WiFi BaxkHa He TONBKO ISl CO3/JaHUM MPUBJICKATEILHOCTH, HO U JIETKO CTa-
HOBUTCSI OYCHb BXKHBIM TOJICTIOPHEM B yU€OHOM MpOIecce, P MOCTPOCHUN CH-
CTEMBbI 0€30TTaCHOCTH U TMOJIJICPKKE €KETHEBHBIX BCIIOMOTATEIHHBIX OTIEPaIlUN.
Bce 3To BO3MOkKHO TOJIBKO MPU Pa3yMHOM M KOMILIEKCHOM MOAXOE

K npoektupoBanuto cetu WiFi-ctanmapra u ycayr yepes cetb WiFi.
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IIpoanaaun3upyem BO3MOKHbIE€ HCXO/HbIE IaHHbIE IPOEKTA KAMITYCHOM
cetu cranjgapra WiFi:

001Iaf KOHIENIUSA
- OyZyT JI1 IPUCYTCTBOBATh BHYTPEHHHE CETMEHTHI ceTH cTtanaapTa WiF1 (BHyTpu
MTOMEIIEHUH );
- OyayT JI1 IPUCYTCTBOBATh BHEIIHUE cerMeHThl cetn WiFi (BHe momernieHui - oT-
KPBITOE pa3MEIlCHUE Ha YIIUIIC);
- pPacrmoJIOKEHHUE y3J1a YIPaBICHH U KOHTPOJIs ceThio WiF1 (IeHTpaabHBIN CaiiT);
- cepBucHas opueHTarus cetu WiFi: qisa obecrieueHuss BHyTpEHHUX 3a7ad, IS
MPOJIAXKH YCIYT TPETHUM JIMI[aM, CMEIIIAHHBIA BapUaHT;
- 0OIIMIA TOIXO] K TPEIOCTABIICHUIO YCIIYT Ha CETH: KaKMe YCIYTH TPEIIoIaraet-
Csl OKa3bIBaTh, KAKKE U3 HUX OYIyT MPEJOCTABISATHCSI HA KOHTPOJIUPYEMOU U ra-
PaHTUPYEMOU OCHOBE, a KaKMe€ Ha MPUHINMNAX «KAK MOJTYyUYUTCS.

reorpagusi, apXuTeKTypa U 0COOEHHOCTH OKPY:KeHHS MPeanoiaraeMoii 30Hbl
MOKPBITHSA CETHI0

- BHYTPEHHUE CErMEHTHI CeTU (BHYTPHU MOMENICHU) / KOHCTPYKTUBHBIE OCOOCH-
HOCTH 37aHUil  (TUIOBOE KUJIO€ UK OPUCHOE MOMEIIeHUE, O(UC C BHICOKUMU
MOTOJIKAMHU, [I€X, aHrap U T.M.), / UCTOYHUKH UHTEPHEPEHIIUH U UX OMACHOCTh, /
TpebyeMas IIIOTHOCTh Pa3BePThIBAHUS PAAUOIOACUCTEMBI  (3aBUCHUT OT pacrpe-
JICJICHUs TIOJIb30BaTeNeH, KOHIICHTPAIIUH MOJIh30BaTeNeH, MPEAOCTaBISIEMBIX YCIYT
U T.I1.),

- BHEIITHHE CETMEHTHI CETH (YJIMYHBIE CETMEHTHI)

/ XOJIMACTast MECTHOCTb WJIM TUTOCKAsI, / €CTh JIU J€PEBbS WM HHBIC TIPETIST-
CTBUS B 30HAX PACIPOCTPAHCHHS paTUOCUTHANA, (HEOOXOIUMO YIUTHIBATH CE30H-
HbIC 0COOCHHOCTH, HAITPUMED, TTOSBJICHUE JINCTBBI B TEIJIOC BPEMS TOjla WU Pa3-
BEPTHIBAaHUE OOJIBIINX PEKIAMHBIX KOHCTPYKIUH, KOTOPBIE paHee ObIITN CHSITHI)

/ ICTOYHUKYU UHTEP(PEPEHIINU U WX OMACHOCTD,

KOJIMYeCTBO MoJIb3oBaTeneii Wi-Fi-ceTu, mpeikie Bcero MoOHMIbHBIX

- HaJI0 YETKO MMOHUMATh 0011ee KOJMYECTBO MOJIb30BaTENIEH CETH,

- 30HBI UX MAKCUMAJIbHOM KOHLIEHTPALIMH U 0>KMIa€Mbl€ BEJTUYMHBI KOHLIEHTPALUU
B OTUX 30HaX,

- IPOIIEHT aKTUBHBIX MOJIb30BaTEIEH U3 OOIIEro KOJUYECTBa,

- 0XKUJAAEMbII IPUPOCT KOJIMYECTBA MMOJIB30BATENEH CETH B 0003PUMOI1 MepCreK-
TUBE,

HCI0JIb3yeMoe M0JIb30BaTe/IbCKoe 000py/I0BAHUE HA CeTH U BJIajle-
HHMe/ynpaBJjieHHe 3TUM 000Py/10BAHUEM

- KaKle TePMUHAJIBI Y MOJb30BaTeNel (JIanTombl, CMapTHOHBI, MIIAHIIETH U T.11.);

- KaKkoe 000pY0BaHUE UCITOB3YIOT KOPIIOPATUBHBIC CITYKObI (Jantonsl, Wi-Fi IP-
tenedonsl, MeTku RFID, 6ecipoBoaHbie cCkaHHEPHI 6ap-KOJOB H T.I1.);

- €CTh JIU YETKHUE TIPABWIIA PACIIPEICIICHHUS MTOIH30BATENCH B pa3IMUHbIX 30HAX T10-
KPBITHS CETH 110 TUTIaM UCIIOJIb3yeMOT0 000y I0BaHHS;
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- KTO yIpaBisieT 000pynoBaHueM (KOHPUTYPHUPYET).

JAeTaJIu3alus NpeanojaraeMbix ycJayr Ha ceTH
- IeTaju3aius yCcIayr Ha CeTH;

- TpeOOBaHUS K KaXKJIOMY BHY YCIIYT (T10JI0Ca MIPOMYCKAaHUs, 3aIePKKa, IKUTTED,
NOTEPU MAKETOB U T.I1.);

- O’)KUJaeMble BEJTMYUHBI IIOTPEOUTENEH PA3TUUHBIX YCIIYT;

- O4YEHb HEIUIOXO BOOOIIIE MOMBITATHCS MPOIyMaTh BO3MOXHbIE Tpoduin Tpaduka
Ha CETHU MO Pa3IMYHbIM IPpyIIaM NOTpeOUuTENeH;

- HaJI0 TaKXKe€ OLIEHUTh BO3MOKHBIE MTPOOJIEMBI OT «OMAaCHOT0» HCIOIb30BaHUE
yCIIyT, HApUMep, HEOTPAaHHUEHHOE «BUCEHHE) MOJB30BaTENICH B TUPUHTOBBIX Ce-
TAX, Kak Hanpumep BitTorrent, eDonkey u T.11. IMmeeT cmbich 3apaHee mIaHUPO-
BaTh MUHUMH3AIUIO TOTOOHBIX MPOOJIeM Yepes3 ClielualbHbIe TTOIXO0AbI U Cpe/I-
CTBa, HO ATO HE TEMa JaHHOH CTaThH.

npuHOuNbI 6e3onacHocTu Ha cetu WiFi
- TPYIIIBI TIOJIb30BaTeNIel U METO/Ibl ayTEeHTU(DHUKAIIUY JUIsl pa3HBIX TPYIII
(CTyZeHTBI, IPENo/1aBaTeNIbCKUI COCTAaB, TEXHUYECKUI MIEPCOHAN U T.I1.);
- HEOOXOJMMOCTh OPTaHU3AIIMU TOCTEBOTO JJOCTYIA U METO/Ibl ayTeHTU(DUKAIIUU B
JTAHHOM CITy4ae.

PaccmoTprm BO3MOKHBIE TOAXOIBI K AU3aHY KaMITyCHOU CETH:
1. OCHOBHOM M IPOBEPEHHBIN MOAXO ] HACTOSIIIETO BPEMEHU - ATO POESKTUPOBA-
HUE€ apXUTEKTYpPbl TAKOM KPYITHOU ceTH, Kak Pemenus, ynpasiasemoro Kontpo-
nepom WLAN. IIpeumymiectsa LlenTpanuzosannoit Apxurektypsl ¢ KonTposie-
poM WLAN 1o cpaBHEHNIO ¢ ABTOHOMHOM KPAaTKO OMUCAHBI 3/1€Ch.
2. EcTb onuu crenarh ceTh Ha aBTOHOMHBIX YJIIMYHBIX U O(UCHBIX TOYKaX JOCTY-
1a WM Jake Ha JCIIEBBIX JOMaIHuX payTrepax ¢ Wi-Fi...-). 3acraButh padboTath
MO>KHO U TaKyI0 «MHOPACTPYKTYPY», HO HEU30EKHBIM (DAKTOM SBIISIETCS TO, YTO
Ka3aJ10Ch ObI 0OJIbIIIAas SKOHOMUS Ha KanmuTalbHbIX 3aTparax CapEx Oyner ensa nu
HE MTHOBEHHO Che/ieHa Hu4eM He orpanndeHHbIM OpEx-oM (onepairioHHbIe 3a-
TpaThl), TaK KaK 3Ta CETh OyJIET COBEPIICHHO HEYIIPaBIIEMON U KpaliHe HecTa-
owbHOM B pabore. Tak 4To mpuHUMaiTe 000CHOBaHHBIC PEIICHMS!

WTak ocTaHOBUMCS Ha TOM, YTO peajbHO OyAeT padoTaTh U TO YTO SIBISIETCS THO-
KHM, HaJIeXXKHBIM 1 MAKCUMAJIbHO MaciiTabupyercsa. O4eBUIHO 3TO OyAET NepBbIid
MOAXOJ ¢ ucrnonb3oBanueM Pemenus L{eHTpann30BaHHON apXUTEKTYPHI.

Ouensb noJsie3HO HanucaTh it ce0d TexHuueckoe 3ajaHue Ha MPOEKTHPO-
Bauue cetu Wi-Fi,
npumep GopMupoBaHUs KOTOPOTO MOKHO HAWTHU Ha HAIIIEM CAWTe.

Pemienne WLAN (BJIBC) ans KamnycHoii cetn Ha 6a3e LlenTpanuso-
BAHHOW APXUTEKTYPbI

Kaxk nokasbIBaeT pakTHKa, 1eJaTh «KOBPOBOE» NOKpbITHE B Kammyce ¢ 1o-
CTYIIOM B KaXXJIOM YIJTy U Ha Ka)J/I0H IUIOIIaKe OTPY3KH Mycopa COBCEM He 00s-
3aTeJIbHO. JTO MOATBEPKIAET IPUMEDP KaMITyca aMEPUKAHCKOIO Y HUBEPCUTETA
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FOro-Bocrounoii Jlynsuansl (SouthEastern Louisiana University). [Ipumep B3sT ¢
calTa YHUBEPCHUTETA.

Ha kapte nokpeituss WLAN BUAHO pacnpeeieHUe 30H MOKPBITHSI BHYTPU
MOMEIICHUHN U CHAPYKU (YIMYHOE MOKPBITHE).
BHuyTpu nomenienui -)KenTslil et
CHapyxu -3eJIeHbIN LBET
BunHo, 4TO NOKpHITHE 1alIeKO HE IOBCEMECTHOE. Bce mocTpoeHo Ha MpUHLUIIE
«TOPSYNX 30H», B KOTOPBIX YXKe 00ecreunBaeTcsi 6eCIpoBOAHBIN JOCTYII.
[Tpumep Kammycnoit Wi-Fi cetn Yausepcutera SouthEastern Louisiana
University.
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C npyro#i CTOpOHbI, BHYTPU CaMHX 3IaHUN HEPEIKO CO3[1a€TCsl 1OCTATOYHO MOJI-
Hoe nokpeITHE. Crenyromuii mpumep B3AT ¢ caiita HI'Y. 310 nokpeiTHe nepBoro
sTaxka cetbto Wi-Fi, mocTpoeHHON YHUBEPCUTETOM JIJIsi CBOMX CTY/ICHTOB:
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Heob6xoaumo npoBecTy COOCTBEHHOE UCCIIEIOBAHUE U TOYHO OTPEEIUTh 30HbI,
IJI€ TOKPBITUE JEUCTBUTEIIBHO BAKHO!

[Tocne BBIABICHUS 30H, ONPEACIUMCS C TEM, YTO BHYTPHU MTOMEIIEHUN Oyaem
UCITI0JIb30BaTh B OCHOBHOM BHyTpeHHUE Touku Jloctyna WiFi ¢ MaTerpupoBaH-
HBIMU aHT€HHaMU (JJ1s1 CIIEIMaIbHBIX 3a]1a4 - BHyTpeHHUEe T]] ¢ BHEIIHUMU aH-
TEHHaMU), a CHapYy>Ku cneruaibibie Touku JlocTyna yIudHOTO UCTIOTHEHHUS B 3a-
IIMTHOM KOPITYC€ U C IIMPOKUM TEMIIEPATYPHBIM Juana3oHoM. Bee ynpasmusiercs
Kontposnnepom cetu WiFi (Touee, kak MUHUMYM Mapoil KOHTPOJLIEPOB, II€ OJUH
SBJIIETCS] pE3EPBHBIM, HamIpuMep 1o cxeme N+1).

B cnydae npoextupoBanus cetu crangapra WiFi gy ctyaeH4eckoro ro-
pOJiKa 30HY MOKPHITHS Ha yiulle aisa ymuunbix Touek Jloctyna Wi-Fi Hano npo-
CUMTHIBATh 0COOCHHO TiIatesnbHO. C 01HOM CTOpOHBI, 3TH Touku JlocTyna 0ObIYHO
BeChbMa JIOPOTH (B CPABHEHUH C BHYTPEHHUMHU - M3-3a CIIEIUATBHBIX KOPIYCOB U
T.I1.), C APYTOi CTOPOHBI, B YCIOBUSIX POCCUMUCKOTO KJIUMaTa CTYJIEHThl HE MHOTO
BPEMEHH PEATHHO MTPOBOIAT B APKE KAMITYyCa, €CJIM TAKOBOM UMeeTcsa. XOTs U
3/1€Ch BIIOJIHE MOYKHO PACCMOTPETh BAPUAHThl BHYTPEHHOI'O CKBEpA JJIsl CTYICH-
TOB, 30H MOTPY3KW/pa3rpy3Ku TpaHCIOpTa AJiA epcoHaa, paboTaroIIEero ¢ mo-
CTaBIIMKaMHU U T.. CamMoe TSKEN0e INIAHUPOBAHUE — BHYTPHU MOMELIECHUH, OCO-
OCHHO B 30HAaX KOHIICHTpAIMU MOJIb30BaTeIICH, HAPUMED, ayTUTOPUHU U OOJIbIINE
JICKIIMOHHBIE 3aJ1bl, AKTOBBIE 3aJ1bI U 00CICHHBIC 30HBI. 3/1€Ch OCHOBHOM MOIXO0] —
orerka cetu WiFi «mo émkoctuy. BeposatHo, B 001X KOpuaopax, riae HeT CUs-
YHUX MECT, HET CMbICJIA MPEAOCTABIIATE TOCTYI cTaHaapra Wi-Fi.

B kammyc MOTYT BXOJIUTh ¥ BECbMa CJIOXKHBIE JJIsl CETU CTaH1apTa
WiFi 30HbI TOKPBITHS, HAIPHUMEP, CITIOPTHUBHBIC 3aJTbI, BEICOKUE JICKIIMOHHBIC 3aJIbI
(B Kammyce MOTYT OBITh U O(UCHBIE TOMEIICHHSI C BHICOKMMHM MOTOJIKaMu Oe3 1e-
PEKPBITUI HA BBICOTY HECKOJIBKUX 3TAXEH, 3aBOJICKUE 11€Xa, CKIIAJICKAE aHTaphl U
T.11.). 371eCh UCTOJIb3ytoTCs BHyTpeHHUe Touku Joctyna WiFi, HO ¢ BHEIIHUMU
AHTEHHAMM, 4aCTO JaXe C HAMpaBJICHHBIMU. Hepenko B TaKUX MOMENIEHUSIX TIPHU-
xoauTcs Aaxe otnanath Touku Jloctyna WiFi win ux aHTeHHBI OT TOTOJIKA - U3-
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3a HaJTM4IMsl HA OHOM CHJIOBBIX WJIM TEXHUYECKUX KOHCTPYKIIUIA, BEI3BIBAFOIIINX
MOIITHOE MHOTOJIYY€BOE pacupocTpaHeHue curnaia (multipath) B HanpaBiaeHUsIX
kak ot T/l Wi-Fi, tak u k T/l Wi-Fi. Beipyuaer ucnons3oBaHue crenuaibHbIX, 3a-
KpEIUIsieMbIX Ha MOTOJIKE, IITaHT, HAa KOTOphIE yxKe Kpernsarcs camu Touku Jloctyna
WiF1 ¢ anTeHHaMu WM K€ TOJIbKO AHTEHHBI Ha kabensix, a T/l WiFi B Takom ciy-
Yyae MOTYT KPEMUThCS U Ha MOTOJIKE, U 3a (aibIInoTonkoM. U, ecTecTBEHHO,
MPUMEHEHUE HAIIPABJICHHBIX aHTEHH MO3BOJIIET CHU3UTh MHOTOJIy4€BOE pacIpo-
CTpaHEHHE, TaK KaK 3HAUUTEILHO MEHBIIIC U3TYyUYEHUS YXOIUT K TOTOJIOYHBIM KOH-
CTPYKIIHSIM TI0 CPAaBHEHHUIO, HAPUMEP, C BCCHAIIPABICHHBIMA OMHH-

aHTEHHAMHU. Ba)XHO 3aMETHTh, UTO B CPETHEM BBICOTA TI0JIBECA AHTCHH OT YPOBHS,
/I HaXOJISITCS TIOJB30BaTEN, HE TODKHA MpeBhImaTh 10 M. DTo KacaeTcs M BHYT-
PEHHETO pa3BepThIBAHUSA (HAIIPUMED, TOUYKH Ha MOTOJIKE C HAIPABIICHHBIMU aHTEH-
HaMu), ¥ BHeNTHeTo. CHapy»Xu vare Bcero Touky MoABEIMBAIOT Ha (hOHAPHBIX
cTosibax unu ceeropopax. Ho BakHO HAWTH HE MPOCTO MECTO yIO0OHOE ISl TOJIBE-
ca, HO ¥ TaKoe, K KOTOPOMY MOCTOSTHHO MOJIBEJICHO dJIEKTpUYecKkoe nmutanue (24
q), TIOATOMY C YIMYHBIMU (DOHAPSIMU HAJ0 OBITH OCTOpOXkKHEE. Tak Kak HApYKHYIO
CETh YaCTO MPOEKTUPYIOT ¢ OECIPOBOAHBIM TPAHCIIOPTHBIM KaHAJIOM (07KX0JIOM),
YTOOBI CHU3UTh HArpy3Ky OT HEOOXOJIMMOCTH IPOESKTUPOBATH U CTPOUTH aKTHB-
HYIO TPAHCTIOPTHYIO CETh Ha YJIUIIE, TO 3/I€Ch MPEXKIEC BCETO BAKHO HAIMYUE DIICK-
Tporutanus mist T/I.

BrinosiHuM nepBuYHYIO oueHKY ceTd ctangapra Wi-Fi Kamnyca na
cileayloleM npumepe:
3anayva:

1. Heo0xoauMo B IEPBOM NMPUOIHKEHUH CINTAHUPOBATh U OLIEHUTh CETh YHUBEP-
CUTETCKOT'0 TOPOJIKa, B KOTOPYIO BXOJSAT (CM. PUCYHOK):

- 1. 2 x Y4eOHBIX 31aHUSI

(o0a 31aHus MASHTUYHBI; KOXXI0€ UMEET 5 dTaKeH, Ha KaxaoM 3taxke 10 ayauTo-
puii momaapio 80 kB.M ¢ MecTtaMu 17151 20 CTYJIEHTOB; B KaXKJI0M 31aHUU 4 00J1b-
ITUX JICKIIMOHHBIX 3aj1a Ha 100 cryaenToB, miomaapio 300 KB.M ¢ 0OBIYHMH I10-
TOJIKaMH KaXKJIbIi; B KaXJI0M 371aHuu 1 cTosioBas muiomaabio 500 KB.M),

- 2. 1 x O0mexurue (16 sTaxeit, kaxapli dTax 1miomaapo 600 kB.M, 20
KOMHAT Ha 3Taxe),

- 3. 1 x CnopTuBHBIN 3271 (BBICOTA MOTOJIKOB B 3aJIe 7 METPOB, 00II1ast mIo-
maas 3000 kB.m)

- 4. 1 x CkBep (mmomaas 100.000 xB.M)

2. llentpanbubiii cailT (komHaTa ¢ UT-o6opynosanrem u nepconan UT-ciayxOb)
HaxoAuTca B Y4eOHOM 31aHuu-1.

Kaxayro ynaneHHyro 30Hy MOKPBITUA (3aHKE) HE0OX0JUMO CBSI3aTh C LIEHTPAJIb-
HBIM CalTOM OECIPOBOIHBIM TPAHCIIOPTHBIM KaHaJIOM, 00ECIeUHBAIOIIUM CKO-
pOCTh Iiepeaun JaHHBIX Ha ypoBHE 1Gbps, Tak Kak HET BO3MOXKHOCTH MPOKJIa/Ibl-
BaTh ONTHKY MOJI 3eMJIei, a BO3yLIHAs MPOKIaIKa MPECEKACTCs] KOHTPOIUPYIO-
MIMMHU cy»)0amu. MakcuManbHOE pacCTOsTHUE JUIsl OLEHKU MEXIY 3AaHUSIMU CO-


http://wi-life.ru/wifi-academy-rus/difficult-issue-multipath

cTaBJisieT 1 KM.

3. CnennanbHble YCIYTU MPEJOCTABISTH HE NpenoaraeTcs. OCHOBHas ycinyra,
Ha KOTOPYIO TutaHupyetcs cetbh Wi-Fi, - 3To cMemmanHbiii foctyn k IHTEpHET U K
MH(OPMAIMOHHBIM CITY>K0aM JOKaJIbHOU ceTu YHuBepcuteTa. OCOOEHHO CII0XK-
HBIX MTpoduiei Tpaduka He npeanoaaracTesi. MUHMMaNbHas CKOPOCTh HAa TPAHUIIE
sueriku okojio 6 Mbps. [IpumeM, okosio 50% cTyI€HTOB TOJKHBI IOTYYUTh BO3-
MO>KHOCTh OJTHOBPEMEHHO BBIXOJHTH B CETh uepe3 pasimduabie Wi-Fi-ycTpoiicTBa
(¥ 3TO TOBOJIBHO KECTKOE YCIOBUE).

HcxolHbIE TaHHBIE K 3a/IaHUI0 HA PUCYHKE

(B peanbHOM NPAKTUKE OYEHb BAXKHO UMETh KapTy C paclOiIOKEHUEM 31aHHUI
Kammyca — moxxHo ucnonb3oBath Google Earth, a Takxke mosTaknsle miuansl Beex
30H HOKPBITHSI BHYTPHU CTPOEHUH )

UcxogHble gaHHble gna npoeKkTuposaHma cetn Kamnyca

Velonc spaeme 1

P, M AT ST 10 SO,

BoinosiHuM onleHOYHOeE I1aHupoBanue cetu WLAN:

Cpasy noiuepKHEM — BCE OLICHKHU 110 BO3MOXHOMY PAJINYCy IMOKPBITHS, EMKOCTH U
T.I. IPEICTaBJIEHBI U3 000OIEHHOTO OMBITA U HE ABJISIOTCA OKOHYATEIbHON UCTH-
HOI. B HOpMasbHOU MpakTHKE 3TH OLIEHKH Ha/l0 00A3aTENIbHO TPOBEPATH B peajib-
HBIX YCIIOBUSIX 30HbI pa3BEPTHIBAHMUS, C PEATBHBIM OJIb30BATEIBCKUM 000pY10Ba-
HUEM U MOJEIMPOBAHNUEM OKUIAEMBIX YCIYT - JI0 3aKa3a 000py10BaHMS.

[lepBUYHBINA MOAXO/ K IUIAHUPOBAHUIO — BU3yaIu3alus Ha KapTe NOKPBITHUS



Mpumep pewenusa gna Wi-Fi-cetn Kamnyca
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1. YueOHoe 3nanue

- IPUMEM TOAXO0/, MPU KOTOPOM TIOJTHOE MOKPHITUE BHITIOIHATHCA HE OYJIET U MBI
OyZieM TTOKPBIBATh KAXKAYI0 ayJUTOPHUIO, TIEKIIMOHHBIE 3aJIbl U CTOJIOBYIO — (hOPMH-
pyeM «ropstune 30Hb» Wi-Fi.

- Aynuropuu:

Oynem manupoBath 1xTouky Jloctyna Ha 1XAyauTopuio

/ecny ayTUTOPUH MaJlbl M €CTh PUCK TOTO, YTO YAaCTOTHBIN KaHal B OJTHOM ayUTO-
puu OyJeT «BUACH» B COCEIHEN ayJUTOPUH C TAKUM K€ KaHaJIOM, MOYKHO TPOCTO
CHU3UTH MOITHOCTh Touek Jloctyna Ha KonTposuiepe, Ajisi yMEHbIIIEHUS UHTEpde-
peHIuu/.

[1o MOKPBITHIO 3TOT MOAXO BIIOJIHE MPOXOAUT, CM. KAIBKYJIATOp st R=14M n
wioniaau 80 kB.M: http://wi-life.ru/uslugi/kalkulyator;

B 10 e Bpems no emkoctr Mbl uMeeM 50% oT 20 mOTEHIMaNBHBIX M10JIb30BaTENIEH
B ayIUTOPHUH, TO ecTh 10 (Hamo 3aMEeTUTb, YTO MPHU OOBIYHBIX MPOPUISIX Tpaduka
MBI MOKEM OPUEHTUPOBATHCS HA CPEIHUM JTOMYCTUMBINH MaKCUMyM Topsiaka 20-25
aKTUBHBIX MMOJIb30BaTeel Ha oy Touky Jloctyma).

Urak, npumeM 1 T/l Ha 1 AyguTtoputo.

Jlns orienku OyzieM HMCITOIb30BaTh 00 KEeTHYIO Mojenb Touku Jloctyna WiFi
HavgabHOTO YpoBHS Cisco 1041 (wactotsl 2,4GHz, uHTErprpOBaHHBIC AHTCHHBI).

- JIGKITMOHHBIN 3aJI:

Ecnu nnanupoBaTh «10 MOKPBITHIO», TO, BEPOATHO, HaM OyzaeT poctatrouno 1 T/]
Ha BECh JICKIIMOHHBIM 3aJ1

(cM. KanmbKyJIAaTOp JUIst olieHouHOro paauyca R=14m u momanu 300 kB.M:
http://wi-life.ru/uslugi/kalkulyator ). Ho 3mech nprcyTcTByeT €eMKOCTHOE YCIIOBHE:
100 ctynenToB, u3 Hux 10 50% - akTUBHBIE MOIB30BaTENH (50 YEIOBEK). YUUTHI-




Bas, YTO B CpEHEM MBI opueHTHpyeMcs Ha 20-25 nonb3oBareneit Ha 1 TZI, Ham
notpedyercst 2 T/ na 1 JIeKunoHHBIN 3a1.

Nrak, npumem 2 T/] Ha 1 JIeKUMOHHBIM 3a7l.

s orienku OyneM ucnodib3oBaTh Mojiensb TJ1 cpennero yposas Cisco 1142
(2,4+5GHz, unTterpupoBaHHbie aHTE€HHBI). Takol BEIOOP 000CHOBAH HEOOXOIMMO-
CTBIO 3araca Mo eMKOCTHU - €CJIM B YU€OHBIX LIEJSAX NOTpedyeTcs JOCTYI IS
OOJBIIMHCTBA CTYJIEHTOB B 3aiie. JlononuurensHoe paauo SGHz no3Bonut Ham
UMETh MTOTSHITUA ITOYTH YABOCHUS EMKOCTH, a TIOJiFiep)KuBaeMasi yHKITHS
BandSelect ot Cisco Ha 3toii T/] 1acT BO3MOXHOCTb BBITSIHYTh BCEX COBMECTHMBIX
¢ 5GHz kn1eHTOB B 3TOT AMANA30H MPUHYAUTENIBHO, PACIPEACIIUTD Harpy3Ky
mexay uarepdeiicamu 2.4GHz u SGHz u cyiecTBeHHO OTHATH €MKOCTb.

- CroJioBasi:

Y4uThiBasi, 4TO B CTOJIOBOM OO0JIbINIAs YACTh BPEMEHHU TPATUTCS HA €11y U HE MO0~
psieTcs OJIF0€ CUJICHUE C JIANTONAMU U MHBIMU MOOUJIBHBIMHU YCTPOIMCTBAMU, TO
MOYHO OTPAaHUYUTHCS OLIEHKOM «I10 MOKPBITHIO». B JaHHOM cilydyae OCTaHOBUMCS
Ha | T/l Ha BCro cTONOBYIO (CM. KanbKyasATOp A1 R=14m u mmomanu 500 kB.M:
http://wi-life.ru/uslugi/kalkulyator) .

Urak, npumem 1 T/] Ha 1 Ctonoyto.

Ji1st otieHkH OyieM MCTO0JIb30BaTh OIOKETHYIO MOJIENIb HaYaabHOTO YpoBHs Cisco
1041 (2,4GHz, uaTerpupoBaHHbIE AHTEHHBI).

0O0001IeHHad OIleHKa Ha 1Ba YUYeOHBIX 3IaHUS:

1. Aynuropumu:

- 10 Touek Jloctymna Cisco 1041 Ha sTax,

(1 T na 1 Aynuropuro, pu 10 Ayautopusix Ha atax = 10 T]] Ha aTax 1 ayau-
TOPUIA)

- 10x5=50 Touek [Joctyna Ha 31aHue,

-50x 2 =100 T Ha 2 3nanus

2. JIeKIIMOHHBIE 3aJIbI:

-2 TII Cisco 1142 na 1 JIlekinoHHBIH 3a7,

- 8 T/I Cisco 1142 na 4 JleknuoHHbIX 3a1a/ 1 3ganue,
-8x2 =16 T/ Ha 2 3naHus.

3. Cronosasi:
- 1 TH Cisco 1041 na 1 CrosioByto,
-1 x2 =2 T/ Ha 2 3naHus.

4. - Ha Kaxablid aTax ucnoib3dyem 1 Kommyratop LAN. Jlns npumepa Bo3bMeM
pacnpoctpaneHHbiil BapuaHnt Cisco Catalyst mogenun WS-C2960S-24PS-L, koTo-
paiit umeet 24 GE nopra ¢ nognepxkoi 802.3af/PoE (nns nmpucoenunenus Todek
Jloctyma u moauu K HUM nutanus 1o kabemnto o PoE), u cnoTst moa moxynu SFP
JUTsl IpOOpOCca ONTUYECKUX KAaHAJIOB K arrperupyromeMy kKommyratopy. st mu-



HUMU3AIUU 3aTpat npuMem, 4to oguH Cat 2960 OyaeT BHIMOTHATH U (PYHKIIHIO ar-
rperanuu 3nanus, cooupas Ha cBou SFP-nopTel ontuyeckue kabenu ¢ 4-x Apyrux
stakeil. Co cieayroluM YpOBHEM MOXKHO COCTBIKOBATHCS, UCIIONB3YsI CBOOOTHBIC
anektpuueckue noptel 1GE, ¢ moMomisio, Hanpumep, Gigabit Etherchannel.

Wrak, Ha 3ganue 5x Cisco Catalyst mogenu WS-C2960S-24PS-L + 4 x (2xSFP
GLC-LH-SM (Single Mode)),

Ha 2 3aanus 2 X (5x Cisco Catalyst mogenmu WS-C2960S-24PS-L + 4 x (2xSFP
GLC-LH-SM (Single Mode))

5. lns arrperanuu Beex 3aanuil u popmupoBanust LAN neHTpaapHOTO caidTa uc-

nonb3yeM oguH Kommyrarop LAN LlenTpansHoro canra. /[ OLlEHKH UCTIOJIb3Y-

em mozeib Cisco Catalyst WS-C3560E-48TD-S (48 mopros 10/100/1000 u 2 cio-
ta moa SFP X2 na 10GE)

Htak, Ha Bcto ceTh 1 x Cisco Catalyst WS-C3560E-48TD-S

2. OomexuTne

3nech HEOOXOUMO 0OECIICUUTh ITOBCEMECTHOE MOKPHITUE C MUHUMAJIbHBIMU 3a-
TpaTaMmH.

(ITo mameit 3amaue, 3manre uMeeT 16 dTakel, Kax bl 3Tax rmiomaaso 600 KB.M,
Ha sTaxke 20 koMHAT 5x4M pacrnoyiokeHHbIe 10 10 KOMHAT ¢ KaX0i CTOPOHBI 00-
IIEro KOpUI0pa, Miroc caM O0ITUN KOPUIUD).

B xaxxmoii KOMHaTe TaKOM IO MOKHO OXKUJIATh 2-3 4eJIOBEKA U, BEPOATHO,
Kbl OyJeT UCI0JIb30BaTh HHTEPHET-A0CTYIL. [loaTOMY OyeM MmiiaHupoBaTh
UCXO0JIs U3 eMKOCTH. Ha JaHHOM 3Tare pa3yMHBIM BBITJISIAT MOIXO0/]T C TJIAHUPO-
BanueM | T/l Ha 4 komnaTsl. LleneBoit paanyc NOKPBITUS, IIPHU ITOM, COCTABUT §-
10M, 4TO BIIOJTHE pa3yMHO AaXKe Yepe3 CTeHY (€CTECTBEHHO, 3TO HaJ0 MPOBEPATH
Ha MPaKTHKE).

Urak, npumeM 5 T/l Ha 1 DTax.

Jns orieHku Oy1eM UCIIOJIb30BaTh OFOKETHYIO MOJIeNIh Ha9aJIbHOTO ypoBHS Cisco
1041 (2,4GHz, unrerpupoBanubie anteHnsl). Jlo6asnenne SGHz Bpsan nu cymie-
CTBEHHO J100aBUT EMKOCTH U3-3a 3HAYUTEIILHOTO MOTJIOMICHHS 3TUX YacTOT CTEHa-
MU, a B KOPUAOPE, 0OBIYHO, HE TaK MHOTO IOJIh30BaTEJIEH C TEPMUHATIAMHU.

Ha kaxzpie 1Ba 3Taxka MIIaHupyeM ucnolib3oBath oguH Kommyratop LAN ¢ PoE
monenn Cisco Catalyst WS-C2960S-24PS-L, coorBercTBeHHO Beero 8§ KommyTa-
topoB LAN Ha 3nanue. s arrperanuu Bcex 8-u KommyrtaTtopos 3nanus OOiiie-
YKUTUSI TIEpe]l TPAHCTIOPTHBIM MIPOJIETOM B CTOPOHY LleHTpansHOTrO caifta UCIOJIb-
3yeM KommyTtatop LAN mozaenu Cisco Catalyst 3750X ¢ onTHYe€CKUMU MOTYJISIMU
SFP GLC-LH-SM.

O000meHHad orneHka Ha Bce QOONIeKUTHE:

-5 T/ Cisco 1041 na 1 Drax
-5x 16 =80 T/] Ha 16 ataxei

- 8 KommyTtaTtopoB Catalyst WS-C2960S-24PS-L na stakax Ha Bce 31aHue



- 1 Arrperammonnsiii Kommyrarop LAN Cisco Catalyst 3750X na Bce 3nanue

- 2x8 =16 moayneii SFP (GLC-LH-SM) + 1 moayns SFP (GLC-T/anekTpuueckuii)
JUTSL CThIKA ¢ 000PYI0BaHUEM MHKPOBOJIHOBOM TPAHCMHUCCHH K IIEHTPATILHOMY
Caury.

3. CnopTHBHBIi1 3aJ1

CM. mpuMep Ha PUCYHKE 33JIaHUS C METPaKEM:

- 3oHa ¢oife 1 cayKeOHBIX TOMEIICHH: 2 dTaxa, KaKIbIH dTax miomaaso 600
KB.M (20x30 m)

- 30Ha UTPOBOTO TOJIST HE TTOKPHIBACTCS

- 30Ha cuaauux Mect B 3ane umeeT miomaas 600 k.M (10x60m) u pacuntana Ha
500 genoBexk.

BrInonHUM OlIeHKY 30HBI ¢oiie U ciykeOHbIX oMelieHui. bynem onieHuBaTh
CIUIOLTHOE MOKPBITHE IO TJIOMIAU, TAK KaK HET HUKAKUX TPeOOBaHUI 110 EMKOCTH.
31ech UCTIOIB3YyEM KalbKyJsATOp KonudecTBa T/l u mpumemM HE0OX0IUMOE KOTu-
yecTBO T/] paBHoe 2. JI71s1 o1ieHKH OyJ1eM MCIIOIb30BaTh OO KETHYIO MOJIEITh
HavainbHOro ypoBHs Cisco 1041 (2,4GHz, unterprpoBaHHbIEC aHTCHHBI).

Wrak, misa npyx staxeit npumem 4 TJ] mogenu Cisco 1041.

BpinosHuM OLIEHKY 30HBI CUASYNUX MECT B 3aJI€.

371ech AOMOJHUTEIBHO HEOOX0IUMO YUECTh JIBa KpailHe BaKHBIX (haKTopa:

1. BoicoTa notonkos (7m),

2. Bricokasi IIOTHOCTH MOCAJKU MOTEHIIMATBHBIX MOJIb30oBaTeNel (MpuOIM3UTENb-
HO 1 yenoBek Ha 1 KB.M).

CoOTBETCTBEHHO, Oy/IEM BBITIOIHSATH OIIEHKY KaK K 00BEKTa C BEICOKOM IIOTHO-
CTBIO ITOJIb30BaTeNeN U yBennueHHoM aquctanuuent TI<>Ilonp30oBarenbckoe
yCTporcTBO. JJist aTOro OyzemM NpUMEHSTh CIICIYIOITUE TPUEMBI:

1. moaBec BHyTpeHHux T/l ¢ BHEIIHMMU aHTEHHAMH Ha MOTOJKE (MM 3a (asb-
HITOTOJIKOM);

2. UCTI0JIb30BaHNE MaHEIbHBIX HAMPABICHHBIX AHTEHH JJISI HACTEHHOI'O pa3Melie-
HUS C Y3KOM JUarpaMMoOM HaIpaBJICHHOCTH ISl AKECTKOTO «CEKTOPUPOBAHUSD) 30-
HBI TTIOKPBITHS;

3. pacrosoKeHUE aHTEHH HA CTEHE M03a1 KPECEIl U CHUKEHHUE BBICOTHI ITOJBECA
AHTEHH OT ITOTOJIKA K KpeCJam.

[Ipy MakcUMaJIbHOM 3aIlOJIHEHUHU 3aj1a Mbl MOKEM UMETh CIIeYIOIee KOJIUUECTBO
akTUBHBIX noJib3oBateneit: 50% ot 500 yenopek = 250 venoBek (0OBIYHO MPOLICHT
ObIBaeT cymiecTBeHHO HIbke — 10 10-15%, HO ¢ pocToM KoMyecTBa CMapTHOHOB H
MIPY HAIMYUU OECIUIATHOM CETH JIOCTYIa MOXHO OXHUAATh CYIIIECTBEHHOTO MIPUPO-
CTa aKTUBHBIX MOJI30BATEIEH - C ITUM JIyUllle ONPEACIUTHCS TOUHEE BO BpEMSI
HavyaJbHOTO accecMenTa). [1pu orenounoit emkoctu Touku Jloctyma B 20-25
MOJIB30BATENICH HA OANH paguouHTEp(PEiic Mbl MOKEM OPUEHTUPOBATHCS HA MOKa-
3arenu 40-50 mosp30BaTeNe Ha Ba paaronHTepderica ¢ YacToTaMu



2,4GHz+5GHz. CooTBeTCTBEHHO, B JaHHOW 3a7a4e Oy/1eM UCToIb30BaTh T]]
Cisco 1262, xoTopas mojiep>kuBaeT o0a auarna3oHa, ¢ MOpTaMHU 1O/l BHEIITHUE aH-
TEHHBI.

Jlanee Ham HeoOxoquMbl [laHenbHBIE aHTEHHBI C BO3MOKHOCTBIO HACTEHHOT'O
MOHTaXa. B 3TOM citydae Mbl MOXeEM TUTAHUPOBATh MOHTaX Todek Ha MOTOJKE
(Hanpumep, 3a (HanbIINOTOIKOM), & aHTEHHBI OIYCKATh 110 CTEHE BHU3 HA He-
CKOJIbKO MeTpoB, coenunsis T/ WiFi u anTeHHY MOIXO0IA1IIMM KOaKCHAJIbHBIM Ka-
OesieM. AHTEHHBI OyIyT pa3MeIIaThCsl HA CTEHE M03aJau Kpecel (BO3MOKEH Bapu-
aHT «IPOCTpETIa» Yepe3 UTPOBOE I0JIe, HO 3/IeCh AATBHOCTHU CYIECTBEHHO 0OJIb-
11e, XOTS ¥ C PAAUOTECHBIO OyET 3HAYMTEIILHO MEHbIIE TIpoosieM). s oreHKH
OyJleM HCIO0JIb30BaTh JIBE CXOXKHUE [0 TEOMETPUM THArPaMMbl HANPABICHHOCTH
naHeJbHbIe aHTeHHBI OT Cisco:

- uist yacTtoT 2.4GHz: nByxanemMeHTHYI0 NaHenbHyIo aHTeHHY «AIR-ANT2465P-
R» (AzumyT: 75 rp, DneBanus: 57 rp),

- 15t actoT SGHz: aByxaneMeHTHYI0 naHenbHyto anTeHHY «AIR-ANT5170P-R»
(AzumyT: 70 rp, DneBanus: 50 rp).

[Ipu azumyte okoso 70 rp ¥ yaJIeHHH OT CTEHBI 0 JAJIBHEN TOUYKHU — IEPBOTO Psi-
Jla KpECell - OKOJIO 15 M MOKHO 0UJATh 30HY MAKCUMAJIbHO YBEPEHHOTO TTOKPHI-
Tus Ha 1 psany nopsaka 12-15 m.

CoOTBETCTBEHHO, B TIEPBOM MPUOIMKEHUH HaM HeoOoxoaumo 4-5T /1 mist mokpbI-
THsl JUIMHBI IEPBOTO psAxa B 60M. DiieBanus 3TUX aHTEHH nopsaka S0rp u, ecim ux
JOTIOJTHUTENBHO HAKJIIOHUTh BHU3 MPU MOHTAXeE (3aBUCUT OT PEabHOTO pacIoio-
YKEHUs Kpecen) , TO MOKHO C(pOpMHUPOBaTh yBEpEeHHOE MOKphITHE. Ho octaercs
npo0semMa BO3MOKHOW paAMOTEHH BOJIU3U CTE€HBI, HA KOTOPOU PacloJI0KEeHbI aH-
TEHHBI B MPOMEKYTKE MEXIy aHTCHHAMU. B mpuHIuIe, oAHUM U3 BO3MOKHBIX
MOAX0JI0B MOXET OBITh UCTIOJIb30BaHue aHTeHH SGHz nns pemenus stoit npooiie-
MbI. MOXHO monpo0oBaTh HEMHOTO JoBOopaunBaTh anTeHHbl SGHZz Bo BpeMs MoOH-
Ta)ka B CTOPOHY paJIMOTEHU OT ABYX cocenHux sueek 2.4GHz. 910 «HeMHOTO»
OTIpeIeIISIETCS B XOJI€ MPEIBAPUTEIHLHOTO PaIuo00CiieIoBaus U MOJCIUPOBAHUS B
peaNbHOM 30HE MOKPBITHS C peaTbHbIM 000pyioBaHueM. JIn60 MOKHO MONUTH TIO
MyTH YCTAaHOBKH aHTEHHBI yepenys 2.4-5-2.4-5 u 1.1. [Ipu 5TOM yron HakjioHa,
Harnpumep, anteHH SGHz moxet ObiTh Ooubiie, yem 2.4. DTH moka3areiau Haj10
oI0MpaTh TOJIBKO OMBITHBIM ITyTEM B X0JI€ paauoo0cieioBanys!

Jl71s1 oroBOpEHHOM 11e1eBOM eMKOCTH B 250 aKTUBHBIX MOJIB30BaTENEH (MMpUMep,
YTO OHU pACHpEIEIeHbl PABHOMEPHO), HE0OxoauMo 5 T/l ¢ 1ByMsl paaAHOUHTEp-
¢eticamu. COOTBETCTBEHHO, UMEET 3KBUBAJIICHTHOCTh TPEOOBAaHUI MOKPBITHS U
€MKOCTH C TEKYIIUM ypOBHEM HH(pOpMAIIUH.

Hrak, npumeM 5 T/l Ha 30HY cCUASYMX MECT B 3aJe€.

Jlst ontenku Oyaem ucnoisib3oBaTh Mojiens Cisco 1262 (wactotet WiFi1
2,4AGHz+5GHz, BHeIHNE aHTEHHBI).

Ha xaxnyro T/l ncions3zyem BHemHue anTeHHsl (1+1 kaxnon moaenu Ha 1 T/):

- uist yacTtoT 2.4GHz: nByx3nemMeHTHYI0 naHenbHylo aHTeHHY «AIR-ANT2465P-
R» (Azumyt: 75 rp, DneBauus: 57 rp),

- uist yactoT SGHz: nByxanemenTHyto nanenbHyto aHTeHHy « AIR-ANTS5170P-R»



(Azumyt: 70 rp, DneBanus: 50 rp).

O0o060mIeHHas oreHka cetu cranmapra WiFi Ha Bce 3nqanamne CnopTUBHOTO 3aja;

1. ®dotie u ciykeOHbIC TOMEIIICHUS:
- 2 Touku [Joctyna Cisco 1041 Ha sTax,
-2+ 2 =4 T]l Ha Bcto 30HY ¢oiie U CIy>KEOHBIX TOMEIISHUM.

2. 30Ha CUJAYMX MECT CIIOPTUBHOTO 3aa:
-5 T/ Cisco 1262 na nanuyio 30Hy,

- 5 Autenn AIR-ANT?2465P-R,

- 5 Aarern AIR-ANT5170P-R.

3. KommytaTopst LAN

- 1 Catalyst WS-C2960S-24PS-L nnis npucoenunenus T/ B 3aie,

- 1 Catalyst WS-C2960S-24PS-L s npucoenunenus T/1 B oiie u cinykeOHBIX
MOMEIICHUSX, & TAK)KE arrperaiyy BCEro 3/1aHus Mepes] CTHIKOM ¢ MUKPOBOJIHOBOM
TPaHCMUCCHEN B CTOPOHY LIEHTPAIBHOTO CaiTa.

4. CxBep

[IpumeM, 4TO CKBEp YACTUYHO OCBEUIEH U €CTh (POHAPHBIE CTOJOBI BHICOTOM S5 M.
J{nst orieHkH OyJieM UCTIONBb30BaTh paauyc siueiiku nopsaka 100 m (o neodpuiu-
TBHBIM JAHHBIM, TTPU BBICOTE MoABeca 10 M B yIMYHBIX YCIIOBUSX Ha YIUIHBIX
Touek octyna WiFi ot Cisco MOXXHO 0XuJaTh paguyca ssueiku 10 180 m).
Ucnons3yem Kanpkynstop Touek Joctynma WiFi nins R=100 u mnomaau 100.000
KB.M:

[Momyuum: 4 T WiFi. U3 nux: 3 T/] 6yayt umets tunt Mesh u OynyT ocyiiecTs-
JISITh OCHOBHOE TTOKPBITHE JIJIs1 cepBUca. MOHTHPOBATHCS OHU OyIyT B CKBEpE Ha
cTonbax (BaxkHo umeTh nutanue 220B 24 yaca B cytku. 1 TJ[ WiFi Oyner umerts
tun Root ¢ mojakmroueHreM npoBogHbIM HHTEepdeiicom k KommytaTopy LAN).
Hannas Touka Jloctyma WiFi MoHTHpYeTCs Ha BHEIIHEH cTeHe Y4eOHOro 3/1aHusI -
1, Tam, rae Haxoaurtcs LlenTpansHblii caifiT cetn WiFi.

Utak, mpumem 4 Touku [locryna WiFi Ha Bech CkBep.

s orienku OyaeM ucnodib3oBaTh Mojieab Touku Jloctyma WiFi Cisco 1552 (ua-
ctothl 2,4GHZz+5GHz, BHElIHME aHTEHHBI).

S. becnpoBOaHBbIEC KAHAJIbI TOYKA-TOYKA

[ns coenunenus ynaneHHbix 3nanui B Kammnyce ¢ LleHTpanbHbIM CAuTOM UCIIOb
3yeM paJuopeneiiHble NPOJEThl («(MUKPOBOJIHOBKIY WM MUKPOBOJIHOBYIO TPaHC-
MHCCHIO) - 3TO CIICIIHAIBHBIC PAIMOCUCTEMBI, KOTOPHIE (DM3UUYSCKH BBITIISIAT KaK
JIBa paMoOpH KA, HO UCTIONIB3YIOT HECKOJIBKO WHYIO TEXHOJIOTHIO U, YaIlle BCETO,
paboTaroT Ha 3HAYUTEILHO 00JIee BRICOKMX YyacToTax. HeKoTophie CUCTEMEBI 3/1eCh
MOTYT BBIXOJMThH Ha YPOBEHb CKOPOCTH Tiepeaauu mopsiaka 1Gbps Ha aucTanmmsx
1-2 KM ¥ UCTOJIB3yEeMBIX YacTOCTax B auamnaszone 71-76(GHz, nanpumep, cuctemsl



Siklu. Dt0o HEegoporue cuctemsl (npumem 011 oyenxku $8.000 na oour nporem
MOYKAa-MoYKa/08a yCmpoucmea, Ho 0Jisl KOPPEKMHO20 NPeON0NCeHUS CBA3bIBAL-
meco ¢ ouyuanvuviv npeocmasumenem 6 P@). Pemenune Siklu 310 mpo3paunsblii
L2-ToHHens, MoJleupyIolni TpaHcnopTHBIN kaHan Gigabit Ethernet. Tpanc-
MOPTHBIE KaHAJbl TAKOM €MKOCTH MO3BOJISAT COOpPATh aJIeKBaTHYI0 HHPPACTPYKTYPY
KaK JJI COCJIMHEHUS BHICOKO3arpy>KeHHBIX YJIaJI€HHBIX CETEH J0CTyMa C LIeH-
TpasibHbIM caiiToM U 3aMkHYTh JIBC (LAN) Bcero Kammyca, Tak u obecrneuntsb
BBICOKHE CKOPOCTH J0CTyMa B HTepHEeT (KOHEYHO, €ClU Jjajiee KaHajbl CBS3H CO
BCcTpeuHbIMH ISP mocTaTouHb! 17151 IOIIEpIKaHMS BBICOKMX CKOPOCTEH).

Wraxk, npumem 3 mponeta Siklu “EtherHaul E-Band Radio” Ha Bech npoexT.
Kaxnpiii mposer umeet oneHouHyto ctoumocth $8.000. Utoro: 3 x $8K = $24.000

(0151 KOpPEKMHO20 NPeOdNIONHCEHUSI CEA3bIBAUMECH C OPUYUATLHLIM Npedcmasume-
nem 8 PD)

bonpimMm miocom JJIA1 UCIIOJIB30BaHMA B P® sBasercs TO, 4YTO paﬂHOYCTpOﬁCTBa,
pa60Ta}omHe Ha CTOJIb BBICOKHUX YaCTOTaX U C Y3KUM JIY4YOM HC Tp€6y1-0T CJIOKHO-
o JUOCH3UPOBAHUA. .HGFEUII/IS&HHH PCIICHUA HOCUT YBGIIOMI/ITGHBHHﬁ XapaKTCp Ha
MOMCHT BBIXOJa IIaHHOﬁ CTaTbu.

Ha nanHom 3tane He Oy/ieM IUTaHUPOBaTh PE3EPBUPOBAHUS TPAHCIIOPTHON MUKPO-
BOJIHOBOM MH(ppacTpykTypsl. [loka npuaepxxuaemcs auzaiina 3se3aa (hub and
spoke). LlenecooOpa3HOCTh ATOTO HA/IO BBISICHATH HA IEPBUYHOM accecMeHTe (00-
CJIEIOBaHNUU/O0CYKIEHNN) CO BCEMH 3aMHTEPECOBAHHBIMH JIULIAMHU.

Ho, mpu HeoO6Xx01MMOCTH, pe3epBUPOBAHUE ITOM YaCTH MOXHO JIETKO BBHITIOJTHHUTD,
HaIpUMep, 3aMKHYB TPAHCTIOPTHBIE KaHAIBI B TPEYTOJIHUK (IO CYTH KOJIBIO) U
100aBUB HEOOJBIINE MAPIIPYTU3ATOPBI HA KaXK]IbI y3€ll TPeYroJIbHUKA. JTO MO3-
BOJIUT HE TOJBKO BBIMIOJHUTH PE3EPBUPOBAHUE IO KOJIBIY HA TPETHEM YPOBHE, HO
¥ JIOKaJIM30BaTh OPOJKACTHBIE JOMEHBI B K&X/I0M yAaJIEHHOM JIOKAINH, a TaKxKe
BBECTU JOMOJIHUTENIbHbBIE TOUKH MPUMEHEHHS MOJIUTUK O0e30nacHOCTU. XOTs IIeHa
peleHus, 6e3yCclI0BHO, BO3PACTET.

6. LleHTpaIbHBIN CAUT

Jy1st Ha4ambHOM OLIEHKHU MBI HE OyJ1eM TIyOOKO JIeTadu3upoBaTh JaHHYIO YacCTh,
TaK KaK He0O0X0UMO 0O0JIbIlIe MPAKTUIECKOU UHPOPMAITUU O TOM, YTO YK€ UC-
MOJIb3YETCS B KOMMYHHUKAIIMOHHON UHpacTpyKType nanHoro Kammyca, 4To MOXk-
HO TIEPEUCITIONB30BaTh, 4 C YeM HaJ0 UHTETPUPOBATHCS] HOBOU CETH.

Heobxoaumocts mnanuposanust Kommyratopa LAN ansa LlentpansHoro caiita
y>K€ YIOMUHAIach, U MOJIENb MPEJIOkKEHa B YacTH YueOHbIX 3nanuii. 3 00s13a-
TEJIHLHOW MpOoTpaMMbl HaM HeoOxonuMo n1006aButh 1Ba Konrpommepa WLAN u Cu-
cTeMy YTHpaBlieHHs, KOTOpas MO3BOJIUT HE TONBKO 3 (HEeKTUBHEE MOHUTOPHUTD
CETh, HO JIeTUe U OBICTpEe pemniaTh MpooIeMbl TPEOOBATEIBHBIX MOIH30BaTEIICH.
Wraxk:

1. 2xKonTtpomnepa cetn WiFi, mist onenku npumem mogens Cisco 5508-250 (o6a
KOHTpoJuiepa paboTatot kak Primary/Secondary (ae myrtats ¢ Active/Standby)),



2. IxCucrema Ynopasnenuss WLAN, nist ouenku npumem mozaens Cisco NCS-250
KaK OTJIEJIbHOE YCTPOUCTBO.
Ounenka Pemenuss WLAN nis1 pacecmapuBaemoii cetu Kammyca
1. Touku [Jocryna:
- 186 x Cisco 1041,
- 16 x Cisco 1142,
- 5 x Cisco 1262,
- 4 x Cisco 1552.

2. AHTEHHEI:
- 5x 2465,
-5x5170.

3. Kourpomnepst WLAN:
- 2xCisco 5508-250.

4. Cucrema Ympasnennss WLAN:
- Cisco NCS-250.

5. Kommytatopsr LAN:

- 20 x Cisco Catalyst 2960S,

- 1 x Cisco Catalyst 3560E-48,
- 1 x Cisco Catalyst 3750X

6. Monynu SFP:
-1 x SFP GLC-T,
- 32 x SFP GLC-LH

Janee ucnonbzyeM KanbKysatop omeHku Pemenus nius WLAN Ha Hamiem caite.
B pe3ynbTaTe moiaydaeM OIEHOYHYIO CTOMMOCTh npoekTa $507.888 (1o meHam
Cisco GPL u3 UnTtepuer/Google).

[ToTeHImanbHO BO3MOKHBI CYIIECTBEHHBIE CKUIKHA OT nNapTHEpoB Cisco, HO 3TO
GbyHKIIMSI IEPETOBOPOB.

[IpencraBieHsl 3aTpaThl TOJIBKO HA HHPPACTPYKTYPHOE 000PYI0BAHUE C YIETOM
aJICKBaTHBIX CEPBUCHBIX KOHTPAKTOB Ha OAWH roj. JlomomHuTenbHO Oy IyT 3aTpa-
ThI Ha PA3BEPTHIBAHUE CETHU W MHTETPAIINIO C CYIIECTBYIOIICH HHPPACTPYKTYPOH,
TIOCJIC JTOOTIPEACIICHHS dTON YacTH 3a/1a4H.

MpbI pekoMeHTyeM MpOoBeIeHHE paarno00CiieIOBaHUs 30HbI MOKPBITHS, KaKk 00s13a-
TEJIHYIO YaCTh [POrPaMMBI.

Pannoo0caenoBanue (Site Survey) 30HbI NOKPBITHS ceTH cTaHAapTa Wi-
Fi.

IIpoexm becnposoonoti cemu Wi-Fi ecec0a dondcen exnouamo 6 cebs pa-
ouoobcnedosanue 006veKmMa Ha CMAOUU NPOEKMHBIX pabom u 00 HA4aALa UHCIAI-
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YUY 060pY008aHUsL. IMO eOUHCNBEHHASL OeliICMBUMENILHO PealbHAsl 803MOiC-
HOCMb, NPU NPABUTLHOM NPOBEOeHUU, NOLYYUMb OOCMAMOYHO OCHOBAHUU OJisl CO-
30aHust pabomocnocooH020 peuteHuss 6ecnpo8oOHOl cemu ¢ NPeoCcKa3yembiMu Xa-
PAKMePUCMUKAMU.

B GecrnipoBOJIHBIX cHCTEMax OYEHb CII0KHO MpeJIcKa3aTh PacHpoCTpaHEHUE pauo-
BOJIH U ONIPENENUTh HATNUnue uHTephepeHInu 6€3 UCI0Ib30BaHus TECTOBOIO 000-
pynoBaHus. Jlaxxe eciiy Bbl UCIIOJIb3YETE BCEHANPABIECHHBIE OMHU-AHTEHHBI B JIEH-
CTBUTEIBHOCTH PAJUOBOJIHBI HE PACIIPOCTPAHSIOTCS HA OJUHAKOBOE PACCTOSIHUE
BO BCEX HaNpaBJICHUAX. BMeCTO 3TOro pazinyHble NPENsTCTBHS, KaK HallpUMED
CTEHBI, IBEpH, TU(PTOBBIC IIAXTHI, JIIOJU U T.II. BBOAAT Pa3INYHbIN ypOBEHb 3aTy-
XaHUS CUTHAJIA, YTO SIBJIIETCA MPUIMHOM TOTO, YTO AUArpaMMa HalpaBJIE€HHOCTH
paguo CTAaHOBUTCS HEOJHO3HAYHOU U HENPEACKa3yemMou. B pe3ynprare yacto
HE0OXOMMO BBITIOJIHATH PAU000CIIeI0BaHNE 30HbI IOKPHITUS K CETH CTaHapTa
Wi-Fi (Site Survey) aj1st MOJIHOIIGHHOTO MTOHUMAHHMSI TOBEICHUS M PACIIPOCTpaHe-
HUS paJJUOCUTHAJIOB /10 Hayaja pa3BepTeiBaHus Touek /Joctyna OecripoBoaHOM
cetn WiFi.

OcHoBHas 11eb paguoodcneaoBanus (Site Survey) 3To mojydeHue 10cTa-
TOYHOTO 00beMa MH(POPMaLIUHU, YTOOBI ONIPEIEIUTh KOJIMUECTBO U no3uluu Touyek
Hoctyna WiFi mist npegoctaBiieHust TpeOyeMOro MOKPBITHS BHYTPU BCE 11€TIEBOM
30HBI. B 00JIBIIMHCTBE Cily4yaeB TpeOyeMoe MOKPBITUE ONPEAEIIsieTcsl 00ecneYeHu-
€M MUHUMAaJLHON CKOPOCTH Tiepeaadu JaHHbIX (data rate). PaguooOcnenoBanue
TaK)Ke OIpeieNsieT NPUCYTCTBHE HHTEP(EPEHINN UAYIEN OT IPYTrUX HCTOUYHUKOB,
KOTOpPAasi MOYKET CHU3UTh MPOU3BOAUTEIBHOCTD ceTr Wi-Fi.

TpeGoBaHUs U CIOXKHOCTB paguo00ciIe1oBaHus 00bEKTa OYyT BapbUpO-
BaTbCsl B 3aBUCHUMOCTHU OT CaMOTro 00OBbEKTa U ero xapakrepuctuk. Hanpumep He-
0071611101 0(uC, COCTOAIIUN U3 HECKOJIBKUX KOMHAT OTKPBITOTO TUIIA, MOXKET BO-
oO1e He TpeboBaTh panuoodcaeaoBanus. X0Ta UHTePHEPEHIUIO, TEM HE MEHEE,
IPOBEPUTH CTOUT (IOJIC3HbIE MPUIIOKEHHS JUIsl 0a30BOTO aHAJIN3a YaCTOTHOTO
CHEKTpa). ITOT CLEHAPUH, BEPOSATHO, MOKET ObITh pEaIM30BaH MTyTEM YCTAHOBKH
onuo#t Touku Joctyna WiFi rie-to B opuce 1 MOKHO OXKHUIATh, YTO TMOKPHITHUE
JUTst o01MX 3ama4 Oynet agekBatHbM. Ecnu xe Touka [{ocTyma cTonKHEeTCS ¢ UH-
tepdepeniueit ot BJIBC cocennero oduca, To, BEpoaTHEE BCETO, MIEPEX0]T HA CO-
CEIHUI HEeMepeKPhIBAIOIINICS KaHAI MOXET peluTh nmpodiemy. Ho xxuBoe Pa-
TM000CIe10BaHNE HUKOTJa HE HA/l0 3aMeIlaTh KAOMHETHOM aHAIMTHKOMN J1aKke B
cily4yae MpOeKTUPOBAHUS HEOOJIbIIUX CETEH.

Bonpimne noMmenienus, Takue KpymnHble O(pHCHL, )KUIble J0MA, OOJIbHHUIIBI,
aHraphl, 1exa 1 1p. 00bIYHO TPEOYIOT JeTanbHOro paguoodcienoBanus. bes 06-
CJIEIOBaHUS OYEHb BEPOATHO MOJIb30BATENN CTOJIKHYTCS C HEIOCTATOUHBIM TO-
KPBITHEM U OYyAYT HUCTIBITHIBATH MTPOOJIEMBI C TPOU3BOIUTEIBHOCTBIO CETH (ITPO-
MyCKHOM CIIOCOOHOCTHIO) B HEKOTOPBIX 30HaX. OmpeneneHHO BPsII T 3aX0UeTCs
3aHOBO MEHSATh MECTA YCTAHOBKU HECKOJBKHX AeCATKOB Touek JlocTyma, a Takxke
BCE UX MOJKIIIOUEHUS, €CIIM BO3HUKIIAs Mpobiema noTpedyeT peln3aiiH paano-
MOJICUCTEMBI YK€ MTOCJIE PAa3BEPTHIBAHMUS.
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IIpu npoBenenun Pagnoodciaenosanust o0bekra (Site Survey) nis pas-
BepThIBaHMs Oyaymei cetu ctanaapra Wi-Fi Mo:KHO pekoMeHI0BaTH CJIexy-
IOLIUN NJIaH JelcCTBUM:

1. lHonyunTh MJIAH IOMeELEHUS
Jlo Hauana paguooOcie10BaHusl MOJYYUTE TJIaH BCEH TEPPUTOPUU U 30HBI TIOKPHI-
TUs Oynyuient cetu crannapta WiFi, Bkitrouyast moatakHble muiansl Beex nmomerte-
HUW, TA€ NPEANoIaracTcs UMETh NOKPBITHE. ECIIM HET HUYETO JOCTYIHOTO, TO
HapHUCYWTE CBOM IUJIaH C pa3MEPaMHM U YKaKUTE MOJIO)KEHUE BCEX CTEH, IEPEXOOB,
OKOH, JIU(TOB H T.II.

2. BuzyajibHO 0CMOTpPETH BeChb 00bEKT

Jlo Hauama oObIX TECTOB MIPOUINUTE TIO BCEMY OOBEKTY U MPOBEPHTE TOUYHOCTH
MJIAHOB MOMEIIEHUI. DTO TaKKe XOPOUIUH MOMEHT JIJIsl BHISIBIICHUS TOTEHIIUAITb-
HBIX TIPEMSITCTBUM, KOTOPHIE MOTYT BIIMSITh Ha paCIPOCTPaAaHEHHUE PaJUOCUTHAJIOB.
Hanpumep, BusyaiabHoe 00ciieIOBaHHE TTIOMOXKET BBISIBUTh TAKWE MPETISITCTBUS JIJIs
paarocurHaia, Kak MeTaJuTndecKue mKadbl U MeperopoKy M T.I1., KOTOPBIX
OOBIYHO HET HAa IJIaHE MOMEIICHUS.

3. OnpenejuTh MeCTa HAXOKIEHHUS OYIyIIMX NoJab3oBaTesei cern Wi-Fi

Ha nuiane moMeneHus OTMETHTE 30HbI HAXO0KICHUS [T0JIb30BATENEH C IIPOBOJIHBIM
1 OeCIpOBOAHBIM COEAMHEHUEM. J[ONIOJIHUTENBHO MPOUIUTIOCTPUPYUTE TIE MOKET
nOTpe0OBATHCSA POYMUHT JJIs1 OECIIPOBOHBIX/MOOMIIBHBIX MOJIb30BATEINIEH , a TaK-
e KyJia OHU He X0JAT. Bo3MOXHO yaacTcsi 000MTUCh MEHBIINMM KOJIMYECTBOM
Touek JlocTyna, ecinu yJacTcs OrpaHUYUTh 30Hbl POYMUHTA WM BOOOIIIE MTEPENUTH
K MOJIEJIM OpTaHU3aluu «ropsiuux 30H» Wi-Fi, a He CIUIOnIHOro NoKphITUS, KaKk
IPEICTaBICHO B IpUMEpe TPEHUHIOBOTO 3a/1anus cetd Kamnyca B Wi-Fi-
PenieOHuKe Ha HallIeM caiTe.

4. Onpeneaurs Tun u Mmoaeab Touek Joctyna B Oyaymeii cetu WiFi

Hcxons U3 mepBUYHOTO MOJIHOTO 00cieioBaHusl 00beKTa U coOpanHoM nHbOpMa-
M1 HEOOXO0IMMO orpeaeanuThes ¢ Tunamu Todek loctyma Wi-Fi, AHTeHHaAMU 1
T.IL. JU1s OyayIieit 6eCIipoOBOTHOM CETH. DTO MOXKET 3aBHCETh OT OOJIBIIIOTO KOJIH-
yecTBa (haKTOPOB, HAPUMEP: HEOOXOAUMOCTD HUCIIOJIH30BAHUS HHTETPUPOBAHHBIX
aHTCHH, KOTJ]a €CTh TPEOOBAHUS IO CTETHUKE; BHICOKHE TIOTOJIKH, COOTBETCTBEHHO
pEIICHMS C BHEIITHUMH aHTCHHAMU; 30HBI BBICOKOM TIJIOTHOCTH TIOJIb30BaTEINCH,
HEO0OXOMMO YBEIMYCHHE EMKOCTH ITyTeM (DOPMHUPOBAHUSI Y3KUX SIYEEK, COOTBET-
CTBEHHO TOYKH C BHCITHUMH aHTCHHAMH C y3KOW JUarpaMMOi HaIlpaBiICHHOCTH U

T.O..

5. Onpeneaurts npeaBapurebHble MecTa ycTaHOBKHU Touyek loctyna WiFi
[IpenBapuTeIbHO MOXKHO OLIEHUTh MECTOMOJIOKEHUE U KOM4ecTBO Touek JlocTy-
na WiFi qyst obecrieueHus aieKBaTHOTO MOKPBITHS TPEOyeMOil 30HbI IyTeM aHa-
JM3a MECT TOJIOKEHUS ToJib3oBaTeneit cetn WiF1, oxuiaeMoit 30HbI OKPHITHS U
BEJINYMHBI SYEEK, CEPBUCOB HA CETH U CAMHUX 3JIEMEHTOB PAJAMOIIOACUCTEMBI. 1715
o0ecrnieueHus CIUIONIHOTO TOKPBITHSI HEOOXO0IMMO IJIAHUPOBATh HEKOTOPOE Tepe-
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KpbITHE siueek cMexkHbIX Touek JlocTymna, HO HaJ0 MOMHUTh, YTO MPU Ha3HAYEHUU
kaHasoB g Touek Jloctyna WiFi (mpu pydHoM KOHGUTYpUPOBAHUH UM TIPU
MpeIBapUTEIbHOM TUIAaHUPOBaHUK) ToUuKa ¢ MAEHTUYHBIM YACTOTHBIM KaHAJIOM
JIOJKHA OBITH JJOCTATOYHO JAJEKO OT AAHHOW, YTOOBI OTCYTCTBOBAJA UK ObLIa
MUHUMAJIbHON MHTEpPEPEHIIMS OT JOXOASIIETO U3TyUeHuUs yepe3 coceHIo Tou-
Ky Hocryna WiFi. Ilomuute, yto B yactotHoM criektpe WiFi1 2.4GHz y nac no-
CTYIHBI BCETO TPU HETIEPEKPHIBAIOIINXCS YaCTOTHBIX KaHana 1, 6 u 11. Takxke
CTOUT 100aBUTh, UTO JOCTATOUHBIM YPOBHEM MEPEKPHITHS TUYEEK MOKHO CUUTATD:
- nepexpriTie nopsiaka 10-15% npu npenoctaBieHun cepBuca nepeayu JaHHbIX,
KaK OCHOBHOU YCIIYTH,

- nepexpriTie nopsiaka 20%, Koraa Ha CETH MPEAOCTABISIOTCS TOJOCOBBIE YCIIYTH
VoIP uepe3 Wi-Fi,

Xopomum NoACIOPbEM B JIeJI€ MPEIBAPUTEIHLHOTO U 000CHOBAHHOTO OMpe-
neneHud nojoxkeHus: Touek [JocTyna MOXKET cTaTh ClIEHHAIBHBIA IPOTPAMMHBIN
MOAYJb s rmaHupoBanus cetd Wi-Fi. [TogoGHbIi mporpaMMHBIN MOIYJb BCTPO-
€H, HalpuMep, B U3BECTHYIO cucTeMy yrnpasienus cetu WiFi-crannapra ot
Cisco: Prime Infrastructure. Kcratu, Prime u3Ha4anbHO JOCTYIICH B IIOJIHOIICH-
HO 1eMo-Bepcuu. B gemo-Bepcun 310 nMoaHOPYHKITMOHAIIbHASI CUCTEMa yIpaBJie-
Hus cetu WiFi ot Cisco ¢ orpanrueHHbIM cpokoM fieicTBus. Cisco Prime MoxxHO
ckauaTh ¢ caiita Cisco Juisi TECTOB, a 03kKe KynuTh. Miu obparaiitecs kK mapTHe-
paMm Cisco. HexoTopsie Takue kommnanuu (Cucremubie MTHTErpaTopsel), KOTOphIE
MMEIOT COOTBETCTBYIOIIYIO IKCIIEPTU3Y, PEACTABIEHBI Ha HameM caire. HO 3T0
TOJILKO 00JieTyaeT mpoBejieHrue paauooocnenoBanus He 3amenias ero. C onieHKOM
pacniosnoxxenus T/l Ha TuiaHe ToMeneHrs HE0OX0AUMO MPOBOIUTH 00CIEA0OBaHUE
U TIPOBEPATH U KOPPEKTUPOBATH PEKOMEHI0BaHHbIE MosioxkeHust T/1.

Heo6xoaumo BBISIBUTH MOIXOASIIINE MOHTAKHBIE TTO3ULIMU /111 UHCTAJLIS -
uu Touek Jloctyna, AHTeHH, kabenei nepenadn JaHHBIX U KaOelel nura-

HUs. Takke yUuThIBaliTe HEOOXOAMMOCTh MPUMEHEHHUSI PA3IMYHBIX TUIIOB aHTEHH,
Korja mpuHuMaeTe perreHue o nmo3uiuu Touku Joctyma WiFi. Hanpumep ecnu
IIPEAIoaraeTcss MOHTUPOBaTh T /[ psiioM C BHEIIHENH CTEHOM 3/1aHUs, TO B 3TOM
CJIy4ae BO3MOXHO JIYUIIIHNH MMOJIXO0JT 3TO UCIIOJb30BaHUE HampaBieHHOU [[aHemnb-
HOM aHTEHHBI C OTHOCUTEIBHO BHICOKUM YCUJICHHEM BHYTpPb 3/1anus. Eciu npen-
roJjiaraeTcsi ucnoib3oBaTh Touku JlocTyna ¢ UHTErpUPOBAHHBIMA AHTEHHAMH, TO
OHM YaCcTO UMEIOT JUarpaMMy HaIpaBJICHHOCTH TaKylO YTO Hau0oJiee MpaBUIbLHO
UX pacroJiaraTh Ha NOTOJKE (He 3a (aJbIINOTONIKOM, a 00513aTE€IbHO BBICTYAIO-
[IUMU BHYTPb MOMEIIEHUs ). ECTECTBEHHO B TAHHOM CJTy4ae BbICOTA MOTOJIKOB
JIOJKHA OBITh OOBIYHOM 7151 OOBIYHBIX 0(hUCOB. J[J1s1 MOMeEIeH s C BHICOKHUMU T10-
TOJIKAMU WM B lieXax/aHrapax ucnoiyib3yire T/l ¢ HanpaBlieHHBIMU aHTEHHAMU.
HexoTopeie mpuMepsl Ha 3Ty TeMy paccMoTpeHbl B [Ipumepe cetr Wi-Fi s
Kamnyca Ha HarreMm caiite B Wi-Fi-PenieOnuke.

6. IIpoBepka mect noJio:kenuss Touek Joctyna WiFi n peajsbHOro ypoBHs
napamMeTpoB CeTH

DTO NPOUCXOIUT IIPH HaUYaje peabHbIX TeCTOB. OOBIYHO pa3MeniaeTcs HECKOJIbKO
Touek Jloctyma WiFi B mpenBapuTenbHO CIIJTAaHUPOBAHHBIC MTO3UIIUNA HA OOBEKTE U


http://wi-life.ru/companies-integrator
http://wi-life.ru/treningi/wi-fi-3/praktikum/reshenie-dlya-seti-wi-fi-v-kampuse
http://wi-life.ru/treningi/wi-fi-3/praktikum/reshenie-dlya-seti-wi-fi-v-kampuse
http://wi-life.ru/treningi

IIPOBOJSATCSA HATYPHBIE TECTHI C UCIIOJIB30BAHUEM CIIELMATN3UPOBAHHBIX HHCTPY-
MEHTOB JJI MPOBEACHUS paanoo0cieaoBanus. Hanprumep MOKHO TOPEKOMEH 10~
BaTh MOCMOTPETH U UCIIOJIH30BATh HHCTPYMEHTHI I PaA000CiieIOBaHuUs OT Ta-
KHX U3BECTHBIX MPOU3BOJIUTEIIEH KaK:

- Ekahau, mporpamma: Ekahau Site Survey,

- Fluk/AirMagnet, nporpamma: AirMagnet Survey PRO u T.11.

OdeHb BaXHO HUCIIOIB30BATh MPHU 00CIEI0BaHUM UMEHHO Te Mojenu Touek [lo-
cryna 1 AutenH WiFi, koTopeie BociencTBuu OyAyT Ha peanbHOM CeTH, a TAKKe
BBIIIOJIHATH TECTHI C YYETOM CaMbIX XYALIUX MO PaAHOXapaKTEPUCTHUKAM I10JIb30-
BATEJIbCKUX YCTPOUCTB, KOTOPbIE BBl OKn1aeTe yBUIETh HA CBOEH CETH. TaKxke
OYEHb BAKHO MPOBOJUTH HE MPOCTO IMACCUBHBIE TECTHI CHUMAs XapaKTEPUCTUKHU
UMEHHO PaJInOCeTH, a HAJIO JIelaTh AKTUBHBIC TECTHI C (POPMHUPOBAHUEM pEaTbHOMN
Harpy3Kku ot Tpaduka (0OBIYHO €CTh BCTPOCHHBIE MEXaHU3MbI B HHCTPYMEHTHI C
aKTUBHBIM (DYHKIIMOHAJIOM PaIn000CIEI0BAHMS ), T.K. TOJIBKO 3TO MPOSBUT Pealb-
HYIO KapTUHY OynyIiero nopeaeHus cetu. OueHb NoJIe3HO TaKKe UMETh B apCeHa-
Jie aHAJIM3aTOp CHEKTpa JAJig yacTOTHBIX nauana3zonoB WiFi: 2.4GHz u 5GHz. Oto
MO3BOJIUT BBISIBUTH U TOUHO MPEACTABIATH ce0e MHTEP(HEPEHIIMOHHYIO KapTUHY B
30HE NTOKPBITHS.

7. JOKyMeHTHPOBaHKE Pe3y1bTATOB

C Toro MOMeHTa, KaK MOJIy4EHBI yJIOBJIETBOPUTEIIbHBIC PE3YIbTATHl TECTOB U
ompeesieHa npaBuibHas nmo3uius Touku JlocTyna u/unm aHTeHH HEOOXOAUMO
BHECTH 3TH JIaHHBIC Ha TUIaH 00bEKTa.ITO MOTpedyeTcs s Oyayuux padboT mno
MHCTAISIUU. Takxke He0OX0JUMO COXPAHUTh U MIPUJIOKUTH K OTYETY JIOTH YPOB-
HEW CUTHAJIOB, CKOPOCTH Tepeayu JaHHBIX U T.I1. BIUIOTH JI0 OKUIA€MOU TPaHHUIIbI
sueiiku kaxaou Touku JJocTyna. ITo mMO3BOJUT UMETH 0a30BYI0 MH(MOPMAIIUIO
JUTst OyAynux paboT 1Mo penu3aiiHy CeTH.

Omnucanble 371eCh 1Iary HanpaBsT Bac B BEpHOM HaIpaBJICHUH, HO PEAIbHBIN OTIBIT
He 3amensT. Ecnu ans Bac ato nepssie maru B Hanpasiennu WLAN/BJIBC, To
UMEET CMBICJI 00PAaTUTHCSA B KOMIIAHUH C COOTBETCTBYIOIIEH IKCIIEPTU30M.
Hampumep maorue Cucremusie THTErpatopbl UMEIOT B CBOEM IITATE TOJITOTOB-
JICHHBIX COTPYHUKOB U CMOTYT MPOBECTH JaHHbIE pabOThl HA TUIATHONW OCHOBE.

8. CnennaJibHbIN pasaed - I TeX KTO0 npoekTupyer BHemH0K Wi-Fi ceTs,
Hanpumep Outdoor Mesh Wi-Fi

OdeHb BaXXHO UMETh BBUY CIEAYIOIIEE:

- ele A0 nposeaeHus Pagnoo0OcienoBanrsa Hal0 HAMTH CUCTEMHOTO HHTETpaTopa,
KOTOPBIN 3HAET TEPPUTOPUIO PA3BEPTHIBAHUS CETU U UMEET CHEIIMAIbHBIX JIFOJICH,
KOTOPbIE YMEIOT IOTOBApUBATHCS C MECTHBIMH aIMUHUCTPATUBHBIMU OpraHaMu U
BJIAJEJIbIIAMU HEIBMX)KMMOCTH; TAK)KE€ BO3MOYKEH BAPUAHT, IPU KOTOPOM HaHHUMa-
eTcst Ha padoTy WK OepeTcsi Ha KOHTPAKT CHEeMANbHBINA YeJIOBEK, KOTOPBIA XOPO-
110 3HAEeT 3Ty paboTy U JaHHYIO TEPPUTOPHIO (4aCTO U3 HAJ3UpAIOUIEero 3a Oec-
IIPOBOJHBIMH CETSIMU OpraHa).

- IIpY MPOBEICHUH TPEIBAPUTEIHLHOTO aHaIN3a MPOEKTa U 00pabOTKE BXOIHBIX
JTAHHBIX Ha cnienuanu3upoBanHoM 110 mo qu3aiiHy Hapy K HBIX ceTel OyayT ompe-


http://www.ekahau.com/wifidesign/ekahau-site-survey
http://www.flukenetworks.com/content/design-and-deploy-your-wireless-lans-optimal-performance-security-and-compliance

JIeJIeHbI IpeABapUTeIbHbIE MecTa ycTaHOBKH Touek JJocryna WiFi. Otu npensa-
pUTEIbHBIE TO3ULIMU JTOJKHBI ObITh OU€Hb BHUMATEJIbHO IPOAHATN3UPOBAHbI HA
peaMeT pealbHoCcTH ycTaHoBKU TaM Touek Jloctyma WiFi. PeanbHocTh 10 TEX-
HAYECKON BO3MOYKHOCTHU U PEATBHOCTBD 110 aIMUHUCTPATUBHOMY pecypcy. Hanpu-
Mep, TEXHUYECKAs] BOBMOKHOCTh CYHIECTBYET, €CIIU JIsl MOHTaXa €CTh MOIX0/Is-
11as MO3UIKS 10 BBICOTE, HATMYHIO JIEKTPONUTAHUS 24 4, OTCYTCTBHIO CYyIIIe-
CTBEHHBIX IMPEMATCTBUSA JJIS1 PaCIPOCTPAHEHUs CUTHaAI0B. Hanpumep, aqMuHu-
CTpPaTUBHAsI BO3MOKHOCTH CYLIECTBYET, €CIIV IIPU Pa3BEPTHIBAHUN PEAJIbHON CETH,
MMEHHO Ha JIaHHYIO 10 AU3aiHY MMO3UIUI0 MOKHO OyJIeT MHCTANIMPOBATh U 3aIly-
ctuth Touky Jloctyna WiFi (4acTo BO3ZHUKAIOT CII0KHOCTH MTPH HEOOXOIUMOCTH
MCIIOJIb30BaHUS KPBIII 3AaHUI B Uy»KOW COOCTBEHHOCTH, a UCTIOJIh30BaHUE dJIe-
MEHTOB HEABMKUMOCTH B KOJUIEKTUBHON COOCTBEHHOCTH MPAKTUYECKU HEPEATBHO
- TCXK, xoomnepaTiBHbIE BapHAHTHI U T.II. -T.K. JIFOJU MIPOCTO OOSITCS paAMOTEXHO-
JoTUi BOJIM3M U HE COTJIAIIaIOTCs HA YCTAHOBKY 000PY/I0BAaHHUS; YaCTO BO3HUKAIOT
CJI0)KHOCTH U ¢ (POHAPHBIMU CTOJIOAMHU, T.K. UX MHOT'O, HO 3JIEKTPOIIUTaHHUE B OC-
HOBHOM I10JIa€TCS TOJIBKO B BEUEPHE-HOUHOE BPEMsI, IO3TOMY 3]1€Ch O0Jiee pealib-
HBI, HAaIpUMeEp, CBETOGOPHI U T.I1.).
Ha nanHOM 3Tare nMeercs peanbHbId MPAKTHYECKUN CMBICT KOPPEKTUPOBATH
IIPEIBAPUTEIIBHBIN IU3aiH CETH 10 TOTO MOMEHTA [TOKa IIPEABAPUTEIIbHBIE TI03H1-
nuu BCEX TJI WiFi OynyT npusHanbl X0Ts Obl Kak OTEHIIMAIBHO PealbHBIMU
JU1st MOHTaxka. Yem Oosee JeTaabHO M TOUYHO OYJIET BBINOJHEHA TaHHas (asza, TeM
MEHBIIIE 3aTPaT BOSHUKHET BIIOCJIEACTBUN B YCIOBUAX PAa3BEPTHIBAHUS PEATBHON
CETH U MEHbIIIE Oy1eT HEOOXOAUMO BBITIOIHATH KOPPEKIUI B TIOJIEBBIX YCIOBUSX.
-BO BpeMsl MPOBEJEHUs MoJIeBOro PannoobcieoBanust Ipy yTOUHEHUH MIPEABaApU-
TenbHbIX o3unuid T/ Wi-Fi, ecnu Bo3HUKaeT HEOOXOIUMOCTh KOPPEKTUPOBAHHUS
ATUX MO3UIIHM, TO BCE OOHOBJIEHHBIE MO3UIIMH TAKKE HEOOXOUMO MPOBOAUTH Ye-
pe3 MoApOoOHBIN aHATM3 HAa BOBMOXXHOCTH TOCIeAyoIIero passeptoiBanus T/ Wi-
Fi. B uneane Site Survey B JaHHOM cilydae JOJKEH BECTUCH HE TOJIBKO C IIEJIBIO
oOecrieueHus: TPeOOBAHMI 110 TTOKPHITUIO U eMKOCTH CETH, HO U C YETKUM (POKycoM
Ha BO3MOXHOCTH Mocieaytomiero passeproiBanus Touek Jlocryna WiFi B crutanu-
POBAHHBIX MTO3ULIHAX.

[TomHMTE MPOCTYIO BEILlb - UEM MOJAPOOHEE U MPAKTUUHEE TPOBEJCHO MPE-
BapUTEJIbHOE MPOECKTUPOBAHKE, TEM MEHbIIIE IPOOJIEM BO3HUKHET MO3KeE, PU
CTPOUTEIBCTBE peAIbHON UH(PACTPYKTYPHI.



