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HMsnaraiotca  metoamyeckHe  peKOMEHIALMH 10  MOATOTOBKE K
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IIpakTudyeckne 3anHsitue Nel OpraHu3anUOHHbIE HCTOYHHUKH M KaHAJBI
YTe4KH HHGoOpMauu
Pegeparnr:

1) Ilonsatre, mpoOIEMbI W CTPYKTypa SKOHOMHYECKOW O€30IMacHOCTh
NpEINPUHUMATEIBCKON JeATeNbHOCTH (Ha TpuMepe QUupM pasIudHbIX
TUTIOB).

2) Knaccudukarysi uHGOPMAIIMOHHBIX PECYPCOB OIPAaHHMYCHHOTO JIOCTYyIMa K
HUM TIepCcoHasa (PUPMBI, XapAKTEPUCTHKA KaXKOW TPYIIITHI.

3) HUudopmannonHas 6€301MacHOCTh, UCTOPHST (POPMUPOBAHHMSL.

Teopernyeckasi yacTb:

Kananer  pacripoctpanenuss uH(pOpMAIUK HOCSAT  OOBEKTUBHBIA  XapakTep,
OTJIMYAIOTCS aKTUBHOCTHIO U BKJIFOYAIOT B CEOS:

1) nmenoBble, yIpaBJICHYECKUE, TOPrOBbIC, HAy4YyHbIE U JPYrHEe KOM-
MYHUKATUBHbBIEC PETJIAMEHTUPOBAHHBIE CBSI3H;

2) MH(POPMAIMOHHBIC CETH;

3) ecTeCTBEHHBIC TEXHHUYECKUE KaHAJIbI W3Iy4deHHs, co3maHusi ¢ona. Kanain
pacnpocTpaHeHuss UHGOPMALMKU TMPEACTABISIET COOOM IMyTh MEpEeMElCHUs
CBEJICHUH U3 OJHOrO0 HCTOYHMKAa B JPYrod B CaHKIMOHHMPOBAHHOM
(pa3pemieHHoM, 3aKOHHOM) pEeXUME WM B CWIY OOBEKTHUBHBIX
3aKoHOMepHocTeil. Hanpumep: 00CcykaeHue BaKHOTO BOIIPOCA Ha 3aKPHITOM
COBEIIaHUM, 3alUCh HAa Oymare colepKaHusi M300pETEeHHs], EePEroBOPbI C
NOTEHIMAIbHBIM NTapTHEPOM, paboTa Ha OBM u T.1.

YTrpo3bl COXpaHHOCTH, IETOCTHOCTH M KOH(PUACHIIMAIBHOCTH UH(GOPMAIIMOHHBIX
pPECYpPCOB OrpaHUYEHHOTO JIOCTyINla MPAKTUYECKU PpEaTu3yIOTCS Yepe3 PHUCK
o0pa3oBaHUs KaHaJla HECAaHKIIMOHUPOBAHHOTO TMOJy4YeHHUs (JOOBIBaHUS) KEM-TO
1EHHOM MHPOPMAIIMK U JOKYMEHTOB.

OTOT KaHal TPEACTaBIAET COOOUM COBOKYIMHOCTh HE3AIIUIIEHHBIX WU Ci1abo
3alUMIEHHBIX (UPMOI HAIIPABICHUN BO3MOXKHON yTpaThl KOH(PHUACHIIMATHHON
uH(pOpMAIUHU, KOTOPbIE  3JIOYMBIIUICHHUK  HUCIOJB3YeT  JUIsl  TMOJy4YeHUs
HEOOXOJMMBIX  CBEICHMH, TMPEIHAMEPEHHOTO  HE3aKOHHOTO  JOCTyla K
3aIuIaeMoi nHopMalu.

Kaxnas  koHkpeTtHas  ¢upma  o0jiiagaeT  CBOMM  HAOOpOM  KaHaJOB
HECaHKIIMOHUPOBAHHOI'O JOCTYIA K HUH()OPMALIUU, YTO 3aBUCUT OT MHOKECTBA



MOMEHTOB — TpOoGuiIsl AESITENbHOCTH, OOBEMOB 3alllMIIaeMol HH(OpMAaIHH,
1po(hecCHOHATBHOTO YPOBHS MEPCOHANA, MECTOIOIOKESHHSI 31aHUS U T.11.

B OTJINYNE OT  TPETBETO auna 3JI0yMBIILIICHHUK WIH €ro
COOOIIHUK LIEJICHANPABICHHO OXOTATCA 3@ KOHKpeTHOM wuHpopMaiuendn u
IIPEJHAMEPEHHO, NPOTUBOIPABHO YCTAHABIMBAIOT KOHTAKT C HMCTOYHUKOM J3TOU
uHbOpMallMl WU TMPeoOpa3yloT KaHal €€ OOBEKTUBHOTO pPACIPOCTPAHEHHS B
KaHaJl €€ pasIallleHUus WM yTe4YKH. Takue KaHaibl BCErAa SIBISAIOTCA TalHOU
3JIOYMBIIICHHUKA.

Kananbl  HECaHKIIMOHMPOBAHHOTO  JIOCTyNla MOTYT OBbITh  JIByX  THIIOB:
OpraHM3allMOHHbIe U  TexHudeckue. (OOecrneunBalOTCs OHM  JIeTaJbHBIMU
Y HeJleTaIbHBIMU METOJaMU.

Oprann3annoHHble KaHAJBI pa3rialieHuss HHQOpMaIKU OTINYAIOTCS OOJIbIINM
pa3HooOpa3ueM BUIOB M OCHOBaHbl Ha YCTAHOBJICHMHM Pa3HOOOPa3HBIX, B TOM
Yuciie 3aKOHHBIX, B3aMMOOTHOLICHUH 3JIOyMBIIUICHHHKA C (GUPMOM HiIu ee
COTPYAHMKOM JJIsi  TOCJIEAYIOUIEr0  HECaHKIHOHUPOBAHHOTO  JIOCTyMa K
UHTepecyolie nHHopMalnu.

OpranuzalliOHHbIE KaHAJIbl YTEUYKH KOH(PHIEHIUATbHON HHQOpPMAIUK MPUHITO
KJIACCU(PUIIMPOBATH MO CIETYIOIINUM ITPU3HAKAM:

1) mo KkaHamaM KOMMYHHUKAIlMM W HCTOYHHKAM  KOH(UICHIMAIbHOM
UH(pOpMaIMK; TI0 UICTOYHUKAM yTpO3;

2) TI0 BPEMEHU BO3JICHCTBHSI U MECTY UX BOSHHUKHOBCHHUS,

3) 10  HampaBJCHUSAM  JCATEIBHOCTH  OpPraHM3allMd M XapakTepy
KOH(}HIeHIIUATbHON HHPOpMALINH;

4) 1o XapakTepy B3aMMOOTHOIICHHI C TTAPTHEPAMH;

5) mo cmocobamM © CpEACTBAM  HECAHKIIMOHMPOBAHHOTO  JIOCTyNa K
KOH(DHICHIINATEHON HHGOPMAIIHH;

6) mo crmoco6aM, cpeicTBaM M METOJaM 3alUThl WH()OpMAIMU OT YTCYKU U
HECAaHKIIMOHUPOBAHHOTO AOCTyNA K HEW;

7) 1o crerneHu GpopManr3ali KaHAIOB YTEUYKH U T. 1.

OCHOBHBIE OpraHHU3aIlMOHHBIC KaHAJIbl YTEYKH U HECAHKITMOHUPOBAHHOTO JOCTYIIA
K nH(popMaIuu:

1) pasrianienue HHGOPMAIIMHU MTEPCOHATIOM OpraHHU3aIINH;

2) pasriamieHue WHGOPMAIMKA MPU  OCYIIECTBICHHH COTPYAHHYECTBA C
IPYTUMH OpraHh3alMus MM, B YaCTHOCTM B XOJE€ INIE€PEroBOpPOB, IIpU
IIPOBEJICHUHN COBELIAHWM, IPU ITPUEME B OPTaHU3ALNU ITIOCETUTENEH;

3) mpH OCYLIECTBICHUH PEKIIAMHOM U MTyOJIUKATOPCKOM JACSITEIBHOCTH.

IIpakTnueckne 3ansarue Ne2  TexHuuyeckue  cpeacTBa  3alUMTHI
UHpOpMaALIMHU



Pedeparnr:
1) Konrenmust nHOOPMAIIMOHHONH OE30MaCHOCTH.
2) OcCHOBBI SKOHOMHYECKOU 0€301acCHOCTH PEeANPUHUMATEITECKON
eI TEIILbHOCTH.
3) AHanu3 3aKOHOJATCIIbHBIX aKTOB O 3allUTe HH()OPMAIMOHHBIX PECYpPCOB
OTPaHUYCHHOTO JIOCTYIIA.

Teopernueckasi 4acThb:

Texnuueckue (anmapaTHbI€) CPEACTBA. DTO Pa3IUYHBIE IO THITY YCTPOMCTBA (MEX
aHMYECKHE, JIEKTPOMEXAaHUUECKHE, FIEKTPOHHBIE U JIp.), KOTOPbIE annapaTHbIMU
CpeICTBaMU PelIaloT 3a7auu 3auuThinHpopManuu. OHU TUO0 NPENATCTBYIOT (U3
UYECKOMY MPOHUKHOBEHHIO, TNOO0, €CIIM POHUKHOBEHUE BCE JKECOCTOSIOCH, 1OCT
yIy K uH(OpMalny, B TOM YHCIIE C IOMOIIBIO e MacKUpoBKU. [lepByto yacTh 3a1a
YM pelaloT3aMKU, PEIIeTKH Ha OKHAX, 3alllUTHAs CUTHAJIU3ALUs U Jp.

Btopyto renepaTopsl 11yma, CeTeBble (PUIbTPHI, CKAHUPYIOIINE PAAUOTIPUEMHUKU
¥ MHO>KECTBO JIPYTUX YCTPOWCTB,

«TEePEKPBHIBAIOIINX» MOTEHIIUATbHBIE KAaHAIBIYTEUKH UH(OPMAIIMU WIIH [TO3BOJISIO
X UX OOHApYKUTh. [IpenmyiiiecTBa TEXHUYECKUX CPENICTB CBSI3aHbI C MXHAJEHKH
OCTbI0, HE3aBUCUMOCTBIO OT CYOBEKTUBHBIX (PAKTOPOB, BHICOKON YCTOMYUBOCTHIO
K MOJIU(UKAIIY.

CnaObIeCTOPOHBI: HEAOCTATOYHASI THOKOCTh, OTHOCUTEIBHO OOJIBbIIINE 00bEM U Ma
cca, BBICOKAsi CTOMMOCTh.  VH)KEHEpHO  TEeXHHMYECKas  3alluTa  CBEACHUMU
OpEeanpusITUs HAYMHAETCS C OrPAaHWYEHHs JOCTylna TOCTOPOHHHUX JIMI[ Ha
TEPPUTOPUIO TYTEM CO3JAHUS KOHTPOJIMPYEMBIX 30H: MEPUMETP 3HaHHUS U
Onu3Nexalell TeppuTOpUHU, BCE 3MaHUS MPEANPHUSATHS, OTIACIbHbIE KAaOWHETHI U
nomenieHusi. PykoBoauTenb KOMIIAHWW JOJDKEH CO3/1aTh CHELHUAIBHYIO CIYXOY
oe3onacHocTu. MHXeHepHO-TeXHUYecKasi rpynna OyaeT MPOBOJIUTh MOCTOSHHbBIN
KOHTPOJIb U OXpaHy BCEX 30H.

CneayroomuM 53TanoM 3aliUThl MHPOpPMALMU CTAHET 3aKyllka M YCTaHOBKa
TEXHUYECKUX CPEJCTB, KOTOpble padOTalOT ¢ KOH(UIIEHUUATBLHBIMU JaHHBIMU
(tenedonus,  pa3sHOYpPOBHEBBIE CUCTEMBI  CBS3H, IPOMKOTOBOPHUTETb,
JTUCHeTYepcKas  CBSI3b,  3BYKO3ANMCBHIBAIOIIME UM 3BYKOBOCIPOU3BOJSIINE
cpeacta). (OO0e30macuTh KOMIIAHUIO OT BO3JEHCTBUS MPOCITYLIMBAIOIIMX
TEXHUYECKUX CPEJICTB, HAWTH BO BCEX KOHTPOJIHMPYEMBIX 30HAX cladble MecTa, B
KOTOPBIX  3JIOYMBINIJIEHHUK  CMOXET  J00patbcsi 10  MH(GOPMATHBHBIX
AKyCTUYECKUX, DJEKTPUYECKUX WJIM MArHUTHBIX CHUTHANIOB. BbvISBUTH Bce
BO3MOXKHBIE CUCTEMBI, K KOTOPBIM MOXET ObITh COBEPIIEH HECAaHKIIMOHUPOBAHHBIN
noctyn (HecekpeTHast TenedoHHAast TUHUS, MTOKapHas WK 3ByKOBasi CUTHAIM3AIHS,
CHUCTEMBbl OXpaHHOM CHUTHaIM3allMd, CpeacTBa HAOJMIOACHHUS W  JIpyTHe).
BrisiBnennble cnabble MecTa MO BO3MOXKHOCTH YCTPAHUTh WU YMEHBIIUTH HUX
KoauuecTBo. OnpenenuTs U pa3rpaHudUTh MOMEIICHHs IO TpyMNaM BaXXKHOCTU U
CEKpPETHOCTH (3aJibl, IEPErOBOPHbIE MOMeElleHus, KabuHeThl). Ha ocHoBe Bcex
COOpaHHBIX JIaHHBIX KOMHUCCHUSA, TMPOBOASAIIAsT OOCIeAOBaHUE KOMITAHUH,
COCTaBJISIET MPOTOKOJI, MO (pakTaM KOTOPOro (GOpMHUPYETCs aKT U yTBEPKIAETCS
pykoBoauTesieM komnaHuu. [lociie mpoBepku J0JIKEH ObITh COCTABIIEH IJIaH BCETO


https://dic.academic.ru/dic.nsf/ruwiki/60767

3aHUS, €ro MOMEIICHUH, 30H KOHTpoJs. B kabuHeTax W Ipyrux MOMEHICHHSIX
MOBBIIIEHHOTO YpOBHsI Oe3omacHocTtu mpousBoaar T3U (Hexkpunrtorpaduyeckuii
croco0 3aIIUThl TEXHUYECKHUX KAHAJIOB OT YTEYKH MH(DOpMAITUH)

IIpakTuuyeckue 3ansiTue Ne3 3ammuTa nNepcoHaAIbHBIX JAHHBIX
Pedeparni:
1) CooTHollleHHE MOHATHH: HH()OPMAIIMOHHBIC PeCcypchl, MH(POPMAIMOHHBIC
CUCTEMbI U HHPOpPMAIIMOHHAsI O€30MaCHOCTb.
2) Undopmanmonnass  Oe3omacHocTh (IO MaTepuanam  3apyOeKHBIX
VCTOYHUKOB JINTEPATYPHI).
3) IIpaBoBBIE OCHOBBI 3AIIUTHI KOHPHICHIIHATLHOW HHPOPMALIUH.
Teopernveckasi 4acTb:

Otansl padoT MO 3aIUTe NEPCOHATBHBIX JaHHBIX

OO0s3aTenbHBIE (B TOM YHCIIC Hpe}IBapI/ITCJII)HLIC) STallbl pa60T I1I0 3aIuTe
MCPCOHAJIBHBIX NAHHBIX!

Omnpenenuthb BCE CUTYyaIlUH, KoT1a Tpedyercs IPOBOIHUTH
00paboTky nepcoHanbHbIX AaHHbIX ([11H).

Beinenuts OusHec-mponecchl, B  KOTOPHIX 00pabaThIBAlOTCS MEPCOHATBHBIC
JTaHHEIE.

Bribpath orpaHnueHHOE 4MCiIO OWM3HEC-TPOLIECCOB JUIS MPOBEACHHUS aHAIUTUKU.
Ha »toM »sTame ¢opmupyercs mnepeueHb NOAPA3AENCHU U COTPYIHUKOB
KOMIAHUM, YydacTByoUMX B oOpabotke I[I/lHB pamkax cBoeil cmykeOHOU
JESITEIbHOCTH.

OnpenenuTh Kpyr WHPOPMAIIMOHHBIX CUCTEM M COBOKYIMHOCTH 00padaThIBAEMBIX
[T]1n.

[IpoBectn KaTEeropupoOBaHUE [11u u [IpeIBapUTEIbHYIO
kiaccudukainuo nHGopmannonusix cucrem (MC).

BripaboTaTh Mephl 110 CHUKEHHUIO KaTeropuit oopadareiBaembix [1J[H.

CdhopmupoBaTh aKTyaJIbHYI0 MOJIEIbh yIrpo3 ISl KakIol WHGOPMAIMOHHON
cucTeMbl 00padoTKH nepcoHanbHbIX AaHHBIX (MCII/IH).

[ToaroroButh TexHuueckoe 3ananue (T3) mo co3maHuio TpeOyeMol CHCTEMBI
3aIlUTBHI.

[IpoBectn yrounenue kiaccoB MC, ¢ nmocnenyromnien moaroToBKOM peKkoMeHaaui
10 MCMOJIb30BaHUIO TEXHUYECKUX CPeACTB 3amuThl [1J[H.
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[lomate yBemomsieHMe O Haudajge OOpaOOTKM TEPCOHANBHBIX JaHHBIX B
VYIOJIHOMOYEHHBIN OpraH Mo 3alMTe NpaB CyOBEKTOB MEPCOHATBHBIX JTAaHHBIX
(PockomHan3o0p) Anst peructpanuu B kadectse oneparopa [1/1H.

OTrnpaBUTh 3a5BKY Ha MOJTyYeHUE AK3EMILIAPOB PYKOBOJISIINX
nokyMeHToB ®CTOK Poccuu o opranuzaiuu CUCTEMbI 3aIUThI.

Pazpaborars TpeGoBanus mns koHkpetHod MCIIIH, ¢ y4eToM NpHUCBOEHHOTO
KJIacca 3alUThI.

[TogroroButh Texunueckuit npoekT no 3aumure UCII/IH n noMemeHuii.

Pa3pabotate makeT OpraHU3alMOHHO-PACTIOPSAUTEIBHBIX JTOKYMEHTOB JUIS
C3I1dH (monoxeHus, MpUKa3bl, UHCTPYKLUH, PETIAMEHTHI);

CrpoeKTupoBaTh U BHEIPUTh CUCTEMY 3aIUTHI TepcoHaNbHbIX JaHHbIX (C3I1/H);
B3sth cornacus Ha 06padotky [1/1H ¢ cyOBeKTOB epCOHANBHBIX JaHHbIX;

[IpoBOAUTE KOHTPOJBHBIE MEPOIPHUATHS II0 BBIABICHUIO HAPYIICHWM 3allWThI
IIEPCOHAJIBHBIX TaHHBIX.

[IpoBeputh mNpuU TPAHCTPAHUYHON TIEpelaye HAXOJUTCA JM  MOJIydarelb
NEPCOHANIbHBIX JIAHHBIX B CTpaHe, TJI€ OCYUIECTBISETCS HaJUIeKallas 3alluTa
NEPCOHANIbHBIX JTAHHBIX.

IIpakTHyeckue 3aHATHE Ne4 Pa3paboTka OpPraHM3aluOHHO-
PACOPSAAMTEIbHON JOKYMEHTAIMH AJIs1 00beKTa HH(POPMALMHU
Pedepartnr:

1) DKOHOMHUYECKHE OCHOBBI 3aIUThHI KOHPHICHIIMATLHON HH)OpMAITUH.

2) OpraHu3ainroOHHbIC OCHOBBI 3aIIUTHI KOH(HIeHIIMATIEHON

uH(popmaruu.
3) Crpykrypa, CcoOAEpKaHHE W METOJAMKA COCTaBJICHUS TICPEUHS
CBEECHUM, COCTABIISIOIINX PEANIPUHUMATEIILCKYIO TalHY.

TeopeTnueckas 4acTh:
Pa3paboTka opraHu3alMOHHO-PACHOPSAIUTENLHON JOKYMEHTAlMU Il OOBbeKTa
uH(bopMaTH3aUN
3amuTta uHGOpMALMU BKIIOYAaET B ce0S KOMIUIEKC OpPraHU3alMOHHBIX U
TEXHUYECKUX Mep, HalpaBiICHHbIX Ha oOecredeHne Oe30MacHOCTH CBOWCTB
uHdopmaruu (KOH(DUISHIIUATBHOCT, IEIOCTHOCTh, JOCTYIHOCTh). O4eBUIHO,
YTO 0a3MCOM CHCTEMBI 3aIIUThl MH(OPMALIUU SBJSIOTCS OPraHU3alMOHHBIE MEPHI,
KOTOpbIE€ JOJKHBI OBITh 3aJJOKyMEHTHUPOBaHbl B (OpME MPUKA30B, NEPEUHEH,
pErIaMeHTOB, UHCTPYKIUH, MTOJIOXKEHUHN, PYKOBOJICTB, PETJIAMEHTOB, CTAHJAPTOB U
T.4. HO 1 TexHuyeckue Mepsl Takke MpeaBapstoTcs pa3paboTKONW JOKYMEHTALMH,
HalpuMep: TEXHUYECKUWA MacrnopT, MOAENb YIrpo3, TEXHUUYECKOE 3aJaHHhe Ha
pa3pabOTKy CHUCTEMBI 3aIUThl HHPOPMALIMH, TEXHUYECKUI TPOEKT U T.1.
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https://ru.wikipedia.org/wiki/%D0%A2%D0%B5%D1%85%D0%BD%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%BF%D1%80%D0%BE%D0%B5%D0%BA%D1%82
https://ru.wikipedia.org/w/index.php?title=%D0%A1%D0%BE%D0%B3%D0%BB%D0%B0%D1%81%D0%B8%D0%B5_%D0%BD%D0%B0_%D0%BE%D0%B1%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%BA%D1%83_%D0%BF%D0%B5%D1%80%D1%81%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D1%85_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85&action=edit&redlink=1

Pa3paboTka opraHu3zaliliOHHO-PACTIOPSIUTENBHON U TEXHUYECKOW JOKYMEHTAIUH,
oTBeyaromei TpeOoBaHUAM Oe30MacHOCTH HWH(pOpPMAlUU, periaMeHTUPYIOIIeH
IpoIeCcChl CHCTEMBI 3aIlUThl MH(OpMAIMK Ha BCEX dTamax e€ CylIeCTBOBaHUS,
CIIOKHAsh W TpyAoéMKas 3afada. Bo MHOruMxX opraHu3anusx WIH OTCYTCTBYET
JTOKYMEHTAaLUsl, UM 3TO HaOOp JOKYMEHTOB — II1a0JIOHOB, HAJIMYKE KOTOPBHIX HE
BJIMSIET Ha MPOLECCHI, CBA3AHHBIC C IEATEIbHOCTHIO 0 3alUTe HHPOPMALIHH.
[lepeueHr HEOOXOMUMBIX JTOKYMEHTOB MOJET MEHATHCS B 3aBHUCHUMOCTH OT
cnenupukd 00beKTOB HH(OPMATHU3AIMH, HA KOTOPBIX MJIAHUPYETCs 00pabaThIBaTh
3amuniaeMyto  mHpopmanuio.llepBoHadanbHO — OMPENENSIOTCS  3allMIaeMble
OOBEKThI, HAa3HAYalOTCAd JIMIA, OTBETCTBEHHbIE 3a OPraHHU3aIUI0 3allUTHI
uH(OpMaIMK,  YCTAHABIMBAIOTCS  Yrpo3bl  O€30MACHOCTH  3alUIIaeMOu
uHpOpMaInK, pa3padbaTbIBaeTCsl TEXHUUECKOE 3aJaHNE HA CO3JaHKE 3aIlUIIEHHOTO
oObexkta  uHpopmaruzanmuu. Ha  cienyromux — 3Tamax — BBINOJIHAETCSA
IPOEKTUPOBAaHKE, BBOJ B JICWCTBHE W COMPOBOXACHHE 0OBekTa. Ha kaxmom u3
ATamoB pa3pabaThIBA€TCSI COOTBETCTBYIOIIAS JOKYMEHTAIUS: ICKU3HBIA TMPOEKT;
TEXHUYECKUW TMPOEKT; paboyas MAOKyMEHTAIHs, MaTepHalibl IO aTTECTAluU
o0bekTa nHpopMaTU3AIUHU U T.1.

IpakTnueckue 3anaTHe NeS AHanu3 3¢ (eKTUBHOCTH NPUMEHEHHSI CPeICTB
3alUThI MHPOPMALMH HA 00beKTe HH(POPMATH3ALNH
Pedeparsbr:
1) Tloctpoenue u (GyHKIMOHUPOBAHUE 3alIMILEHHOTO
JIOKyMEHTOO000pOTA.
2) AHamu3  MHCTPYKIMM 10  00pabOTKe ©  XpaHEHHUIO
KOH(UICHIMAIBHBIX JOKYMEHTOB.
3) HampaBieHus: 1 METO/BI 3alIUThI JOKYMEHTOB Ha OYMasKHBIX
HOCHUTEJISIX.
Teopernueckasi 4acTh:
OCHOBHBIE OPTaHN3AIMOHHO-TEXHUYECKNE MEPOTIPUITHS T10 3aIIUTe HHHOPMAITUU
1. JluneHsupoBaHuEe JEATENBHOCTH TMPEANPHUATHH B  00NAacTH  3aIIUTHI
uHbOpMaInu.
2. ATTtecToBaHHE OOBEKTOB IO BBHIMOJHEHHUIO TPEOOBAaHUN OOECTICUEHHUs 3alTUTHI
uHGOpPMAaIMKU TIPHU MIPOBEICHUU PabOT CO CBECHUSMHU COOTBETCTBYIOIICH CTETICHU
CEKPETHOCTH.
3. Ceprudukanus cpeAcTB 3amuThl HHPOpMAMM U KOHTPOJS 3a ee
3G ()EKTUBHOCTBIO, CHUCTEM M CPEACTB HWH(OpMATHU3allMM M CBSI3M B YaCTU
3aIIUIIEHHOCTH UHPOPMAIIMK OT YTEUKH 110 TEXHUUECKUM KaHajaM.
4. KateropupoBaHue BOOPYKEHHUS U BOCHHOW TEXHHUKH, MPeanpusITHii (00bEKTOB)
[0 CTENEHM BAXKHOCTU 3alUThl MUHPOpMAlMM B OOOPOHHOM, DKOHOMHYECKOM,
MOJUTHYECKON, HAYYHO-TEXHUYECKON U APYTUX cepax AesTEeIbHOCTH.
5. OOecrnieueHne yciaoBHM 3alUThl HHPOPMAIMKU TIPU MOATOTOBKE M pealnu3aluu
MEXIyHApOJAHBIX JOTOBOPOB U COTJIAIICHUH.
6. OnoBemieHue o MpojieTax KOCMUYECKUX U BO3IYIITHBIX JIETATEJIbHBIX allllapaTos,
KOpaOJsiX M CyJax, BeAyIIUX pa3BeaKy OOBEKTOB (IepexBaT HH(pOpMaluu,
MOJJIeKAIIIeH 3alUTe), paCIOJIOKEHHBIX Ha TeppuTopun Poccum.



7. BBenenue TeppuTOpHAIBHBIX, YACTOTHBIX, JHEPTETUIECKUX, MPOCTPAHCTBEHHBIX
U BPEMCHHBIX OTPAaHWYCHUN B PEKHUMAaX HCIIOJIb30BaHHUS TEXHHUYCCKUX CPEJICTB,
TOJIJICXKAIIHMX 3aIIUTe.

8. Co3nmanne W pUMEHCHUE MH(POPMAIMOHHBIX W aBTOMATU3UPOBAHHBIX CHCTEM
YIPABJICHHS B 3alTUIIICHHOM HCIIOJTHCHUH.

9. Pa3paboTka W BHEJAPECHHE TEXHUYCCKHX PEIICHHA M 3JIEMCHTOB 3alllMThI
uH(OpPMAITUU TPU CO3JaHUU M IKCIUTyaTalldd BOOPY)KEHUS W BOCHHOW TEXHUKH,
Ipy  TMPOCKTUPOBAHUHU, CTPOUTEIHCTBE (PEKOHCTPYKIIMHM) U  OKCIUTyaTalluu
00BEKTOB, CUCTEM U CPEACTB MHGOPMATH3AIIUN U CBS3H.

10. Pa3pabGoTka cpeACTB 3ammTbl HWHDOpMAIMM U  KOHTPOJISI 3a €€
3 PEKTHBHOCTHIO (CHEIIUATILHOTO B OOIIET0 MPUMEHEHHUS ) U X MCITOIb30BaHUE.
11. TlpuMeHeHne crienUaIbHBIX METO/OB, TEXHHUUYECKHUX MEpP U CPEJICTB 3allHTHI,
MCKITIOYAOIINX TIepeXBaT UHPOpMaIIUU, TIEPeIaBaeMO 10 KaHajlaM AJIEKTPOCBSI3H.

IpakTnueckue 3anaTe Ne6 Opranusanusi BHyTpUO0ObEKTOBOI0 PesKMMa
Pedeparsr:

1) HampagiieHust 1 METOBI 3aIIUTHI MAIIMHOYUTAEMBIX JIOKYMEHTOB.

2) HampasieHust 1 METOJIbI 3alIUThI AJIEKTPOHHBIX JIOKYMEHTOB.

3) ApxuBHOE XpaHEeHUE KOH(DUICHIINATBHBIX JOKYMEHTOB.
Teopernueckasi 4acTh:
BHYTpHOOBEKTOBBI PEKUM — KOMIUIEKC MEpPONPUATHI, HAMpaBICHHBIX Ha
o0OecrieyeHne YCTAaHOBJIEHHOTO PEXHMMa CEKPETHOCTH HEMOCPEICTBEHHO B
CTPYKTYpPHBIX NOJpa3iefieHUusIX, Ha OOBEKTaX U B CIYKEOHBIX MOMEUICHUSIX
IPEAIPUATHUS.

OCHOBHBIMU HANpaBICHUAMU PAa0OOTHI IO OpraHU3alMd BHYTPHOOBEKTOBOTO
pexxuma Ha npeonpusmuu AGNAIOMCA.
ompezeneHue OO0mMUX TpeOOBaHMWN pPEKUMa CEKPETHOCTH Ha NPEANPHUITHH B
COOTBETCTBUU C TIOJOXCHUSMU HOPMATHBHBIX MPABOBBIX AaKTOB M yKa3aHWA
BBIIIECTOSIIINX OpTaHOB rOCyJapCTBEHHOMN BJIACTH OpTaHU3aIHii);
OTpaHWYCHUE Kpyra JMI[, JOIMyCKAaeMbIX K CBEICHUSIM, COCTaBISIONINM
TOCYJapCTBEHHYIO TallHy, W WX HOCHUTEISIM;perJIaMeHTalllsl HENOCPEICTBECHHOM
pabOTBl COTPYIHUKOB TMPEANPHATHS, a TaKkKe KOMAHIWPOBAaHHBIX JIMI, C
HOCHUTEJISIMU CBEJICHHI, COCTABIIIOIIUX TOCYAAPCTBEHHYIO TalHY;IUTAHUPOBAHUE
KOMIUIEKCa MEpONPUSATHIA, HANPaBICHHBIX HA HCKIIOYEHHE YTCUKH CBEICHHI,
COCTaBISIIOIIMX TOCYAAapCTBEHHYIO TaiHy, W YTpaT HOCHTENICH STHX CBEICHUM;
OpraHM3anusi KOHTPOJS CO CTOPOHBI JIOJDKHOCTHBIX JIAI[ TPEIUPUSATHS |
CTPYKTYPHBIX TOIpa3[elieHHid 10 3allUTe TOCYyJapCTBEHHOW TaiHBI 3a
BBITTOJTHCHUEM TpeboBaHUI o pEeKUMY CEKPETHOCTH Ha
NPEANPUSTHI;0pTraHr3aus PadOThI C MIEPCOHATIOM TPEANPHUSITHS, JONYIICHHBIM K
CBEJICHUSIM, COCTABJSIONIUM TOCYJapCTBEHHYIO TallHy, a TaKXe BHOBb
IPUHUMACMBIMU Ha paboty rpakIaHaMH.

3ajau TO OpraHu3alid BHYTPHUOOBEKTOBOTO peXHMa Ha NPEANPUITUU
BO3JIATAlOTCS, KAaK IMIPaBUJIO, HA 3aMECTUTENII PYKOBOAWUTENSA NPEANPUATHSA,



OTBEYAIOUIEr0 3a BOIPOCHI 3alUThl TOCYJAPCTBEHHON TaiHBL. 3aMECTHUTEIb
PYKOBOAMTENA  MOpeanpustuss  pabory 1o  GOPMHPOBAHUIO  CUCTEMBI
BHYTPHUOOBEKTOBOTO pEXMMa OPraHU3yeT Ha OCHOBE BCECTOPOHHErO aHajIu3a
BO3MOKHBIX KaHAJIOB YT€UKH CBEJACHUM, COCTABIIIOIIUX FOCYIapCTBEHHYIO TAMHY,
IIPY MPOBEJICHUU IPEANPUATUEM BCEX BUJIOB PaboT.

B xone BbllonHEHHsS] 3TOM pabOThl PYKOBOJCTBOM MPEANPUSTHS HCIIONb3YIOTCS
CJIEIYIOLIME OCHOBHBIE MOJXOJIbl K OpPraHU3allid BHYTPHUOOBEKTOBOTO PEKMMA:
ONPENEIICHNE OTBETCTBEHHOCTH PYKOBOJIWTENIECH IOAPA3AEICHUNA TOLKHOCTHBIX
JUI] 3a 3alllUTy TOCYAApPCTBEHHOW TaWHBI;YETKOE pa3rpaHuyueHue (QyHKIHM,
BO3JIara€MbIX Ha COOTBETCTBYIOIIME CTPYKTYPHBIE MOAPA3IACICHUS NPEINPUATUS
(cmy>x0a 0e30macHOCTH, PEXKUMHO-CEKPETHOE MOJpa3ieicHue, MoaApa3esieHue
IPOTUBOJAEUCTBUSA MHOCTPAHHBIM TEXHUUYECKUM pa3BeIKaM, CIyxk0a OXpaHbl U
Ip.);

co3gaHue 3P(GHEKTUBHON CUCTEMBI KOHTPOJISI 32 BBITOJIHEHHUEM MEPOIPHUSATUH IO
PEKUMY CEKPETHOCTH M oOecledyeHuto coxpaHHocTd Hocutenelr cBeaeHuH,
COCTaBJISIFOIINX F'OCYTAPCTBEHHYIO TalHY.

PykoBomuTtens nmpeanpusaTUS U COOTBETCTBYIOUIME JIOJKHOCTHBIE JIMIA JOJIKHBI
o0ecreynuTh COOJIOJIEHUE OCHOBHBIX TPUHLMIOB (HOPMUPOBAHMUS CHCTEMBI
BHYTPHOOBEKTOBOIO pPEKHMMA: MPUHUUIIA TEPCOHAJIBHOM  OTBETCTBEHHOCTHU
PYKOBOJHWTENEH CTPYKTYPHBIX IOAPA3ACICHUN, APYTHX JOHKHOCTHBIX JHL U
COTPYOHUKOB TMPEANPUSATHS 3a BBINOJIHEHHE 3a7ad B 0OJacTH  3alUThl
rOCyAapCTBEHHOW TaWHBI; MPUHLMIIA KOMIUIEKCHOIO MCIOJIb30BaHUS MMEIOIIMXCS
CWJI M CPEICTB JUIsl PELIEHUS 3a/1a4 110 3aIUTe TOCYAapCTBEHHON TalHbI;TPUHIUIIA
IIOJIHOTO OXBaTa BCEX HAINpPABICHUH NEATENbHOCTH NPEINPUITUS, B X0/1€ PabOThI
II0 KOTOPBIM BO3MOKHa YT€YKa CBEJCHMI, COCTABIIAIOLIMX TIOCYJIapCTBEHHYIO
TalHy, WIK yTpaTa HOCUTEJIEN ITUX CBEIACHUM.

IpakTuuyeckue 3ansitue Ne7 Opranusanus NpPoIyCKHOr0 pexxuMa
Pedeparnr:
1) HampaBneHuss ¥ METOABI 3allMTBl ayAuO0 W BU3YaJIbHBIX
JIOKYMEHTOB.
2) Bunbl v Ha3HAYCHHE TEXHUYECKUX CPEJCTB 3alIUTHI HHPOPMAITUH
B TMOMEIICHUSAX, HCIOJb3YEMBIX JJIs BEACHUS IEPErOBOPOB H

COBEII[aHHU.
3) OpraHu3anuoOHHOE oOecrieueHue 3aIUThI uHpopmarmu,
00pabartpiBacMOi CpeaCTBaMHU BBIUYMCIIUTEIbHOMN 5

OpraHU3allMOHHOW TEXHHUKHU.
Teopernyeckas yacTb:
KOHTpOJIbHO-TIPOITYCKHON PEXHUM (KaK 4YacTh CHUCTEMbl O€30MaCHOCTH) JIOJKEH
COOTBETCTBOBAaTh JCUCTBYIOIIEMY 3aKOHOJATEIbCTBY, YCTAaBY NPEANPHUATHS, A
TaK)K€ WHBIM HOPMATHBHO-IIPABOBBIM aKTaM, PETryJIUPYIOIIUM JIESITEIbHOCTh
MPEINPUSITHS.

OCHOBHBIMH HECJIAMHU CO3/IaHNA KOHTPOJBHO-TIPOITYCKHOT'O PCKUMA ABJISAIOTCSL



3aIllMTa 3aKOHHBIX UHTEPECOB MPEINPUATHUS, NOJIEPKAHNE NOPSAJIKAa BHYTPEHHETO
yIpaBJICHHUS;

3alUTa COOCTBEHHOCTH MPEANpPHUATHS, €€ paluoHadbHOe U 3(PPeKTUBHOE
UCIIOJIb30BaHUE;

OCT NMPUOBLIEH IPEANPUATHUS;

BHYTPEHHSSI U BHELIHSSL CTA0OMIBHOCTD MPEATPUSITHS;

3alUTa KOMMEPUYECKUX CEKPETOB U MPAB HA UHTEJJIEKTYaIbHYI0 COOCTBEHHOCTD.

KOHTpONIBbHO-TIPOIYCKHON PEXHUM KaK 4acTh CHUCTEMbl 0€30IaCHOCTH IMO3BOJISIET
PELINTh CIEAYIOIINE 3a/Jauu:

o0ecrnieyeHre CAaHKIIMOHUPOBAHHOTO MPOX0/ia COTPYJHUKOB U IIOCETUTENEH, BBO3a
(BbIBO3a) MPOAYKIMM U MaTepHAIbHBIX LEHHOCTEH, PUTMHYHON pPabOThHI
IpeIpUsITHS;

IpeIoTBpalieHHe OECKOHTPOJBHOTO TPOHUKHOBEHHUS TIOCTOPOHHHUX JIMI U
TPAHCTIOPTHBIX CPEJCTB HAa OXpaHsIeMble TEPPUTOPUU U B OTHCIbHBIC 3IAHUS
(momMeneHus);

CBOCBPEMEHHOE BBISBICHHE yIpO3 HHTEpecaM MPEANpUsATHs, a Takke
MOTEHIIMAJIHHO OMACHBIX YCIOBHH, CIOCOOCTBYIOIIMX HAHECEHUIO MPEANPHUATHIO
MaTepHaIbHOTO U MOPAJILHOTO YIIepoa;

CO3/IaHME€ HAJICKHBIX TAPAHTUN TOJACPKAHUS OPTraHW3alMOHHOW CTaOWUIBLHOCTH
BHEUIHMX M BHYTPEHHUX CBsi3ed MNpeAnpusatus, oTpadoTKa MeXaHu3Ma
OIEpaTUBHOI'O pearupoBaHMsI Ha yrpo3bl U HETaTUBHBIE TEHACHIINY;

IpeceyeHue MOoCAraTeIbCTB Ha 3aKOHHbIE MHTEPECHI TPEANIPUATHS, UCIIOIb30BAHHE
IOPUINYECKUX, HKOHOMUYECKUX, OpraHU3allMOHHBIX, COLIMAJIbHO-
IICUXOJIOTMYECKUX, TEXHUYECKUX U MHBIX CPEJCTB JJI BBIABICHUS U OCJIAa0JIECHUS
UCTOYHHUKOB YIp03 0€30MacHOCTH NMPEANPUATHSI.

KOHTpOIBHO-TIPOMYCKHON PEKUM MOKHO OTPEAETUTh KaK CUCTEMY OOecredeHus
HOPMATUBHBIX, OPraHM3AIMOHHBIX W MAaTEPHANBHBIX TapaHTUH BBISBICHUSA,
NpeIyNpexRACHUS U TPECEUEHUS TIOCATATENIbCTB HA 3aKOHHBIE MPaBa MPEIIPUITHS,
€ro HMMYIIECTBO, HHTEIUIEKTYaJbHYI0 COOCTBEHHOCTb, IPOU3BOJICTBEHHYIO
JTUCIUIUINHY, TEXHOJOTHYECKOE JTUACPCTBO, HAYUHBIC JOCTHKECHHS U OXPAHIEMYIO
UHGOPMAIIMI0O U KaK COBOKYIMHOCTb OpPraHHM3aIlMOHHOMPABOBBIX OTPAHUYEHUHN U
MpaBuJj, YCTAHABIMBAIOIIMX MOPSAIOK MPOIyCKa Yepe3 KOHTPOIbHO-IPOITYCKHBIC
INYHKTHl COTPYJAHHMKOB OOBEKTa, IOCETUTENIeH, TpaHCIOpTa W MaTepuabHBIX
LIEHHOCTEH.

HopmatuBHBIE TapaHTHUX 3aKIIIOYAIOTCS B TOJIKOBAHUU M pPeasiu3alliid HOPM IpaBa,
ySCHEHUW TpelesioB UX  JCUCTBUS, B  (OPMUPOBaAHMM  HEOOXOJUMBIX
IIPaBOOTHOIICHUH, OMNpEeAeIeHU U O00ECIeUYeHUH MNPaBOMEPHON AesATEIbHOCTU
nojapasneNeHuii u  pabOTHUKOB GUPMBI TI0O TIOBOAY €€ 0e30macHOCTH,
UCIOJIb30BAaHUSl OTPAHUYUTENBHBIX MEp, MPUMEHEHUS! CAHKIHNK K (pU3NYecKuM u
IOPUIMYECKUM JIMIIAM, TIOCSTAIOUIIM Ha 3aKOHHBIE HHTEPECHI (PUPMBI.
OpraHu3aioHHbIE TapaHTUU (QOPMHUPYIOTCS MyTeM pa3pabOoTKH, MOCTPOCHUS U
NOJIEpKaHUSI  BBICOKOM  paboToCcocoOHOCTH — OOIIeH  OpraHu3allMOHHON
CTPYKTYpbl ~ yNpaBJCHUs MPOLECCOM BBISBICHUS M  TOJABICHHUS  Yrpo3



NEeATEIbHOCTH bupmsl, UCIIOJIb30BaHUS 3¢ dEeKTUBHOTO MeXaHu3Ma
CTUMYJIMPOBAaHUS €€ ONTHUMAJBbHOTO (YHKIIMOHHUPOBAHUSA, COOTBETCTBYIOLICH
HOJATOTOBKH KaJpOB.

IIpakTudyeckue 3ansaiTue Ne§ Paszpadorka moaenu yrpo3 HHGOPMAIMOHHOM
0e30acHOCTH

Pedeparsbr:

1) CooTHOIIIEHNE UCTOYHUKOB, KAHAJIIOB PACIPOCTPAHCHUS ¥ KAHAJIOB
yTeUKu MHGOPMAIIHIH.

2) Awnanu3 ombITa 3aluThl HHHOPMAIMK B 3apYOEIKHBIX CTPAHAX.

3) Ananus KOHKPETHOU ABTOMATHU3UPOBAHHOMU CHUCTEMBI,
npeHa3HAYeHHOW Jii 00paboTKM W XpaHeHUs MHPOPMAIH O
KOH(HUICHIIMATIBHBIX TOKYMEHTaX (PUPMBI.

Teopernyeckas yacTb:

Monens yrpo3 6e3omnacHocT HHGOPMAIIUU COAEPKUT CIIECAYIONINE Pa3Iebl:

1. OGuIre NoJ0KEeHHUs.

2. Onwucanue  uHGOOPMAIMOHHOW  CHCTEMbI U  OCOOGHHOCTEH €€
(GYyHKIHOHUPOBAHUS.

2.1. llenb u 3agaum, pemaeMbie UHPOPMAITMOHHON CUCTEMOM.

2.2. Onucanue CTPYKTYpPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTUK MHOOPMAIMOHHON
CUCTEMBI.

2.3. Onucanue TeXHOJIOTUU 00pabOTKU MHGOPMAIIHH.

3. Bo3aMoxxHOCTH HapymuTenen (Moenb HapyIIuTes).

3.1. Tunbl 1 BUIBI HAPYLIUTEIEH.

3.2. Bo3MOXHBI€ LI€TTH ¥ TOTEHIIUAJ HAPYIITUTENCH.

3.3. Bo3aMoxHBIE CITOCOOBI pearn3aiii yrpo3 0e30MmacHOCTH HH(OpMAaITUH.

4. AkxrtyanbHble Yrpo3bl Oe3zomacHoctd uHpopmaruu. [Ipunoxenus (mpu
HEOOXOIUMOCTH).

Pazmen «OOmme TONOXKEHHUS» COAECPNKUT Ha3HAYCHUE H 00JIaCTh JCHCTBUS
JIOKYMEHTa, HUH()OPMALIMIO O MTOJIHOM HauMEHOBaHUHM WH(OPMALMOHHONW CHCTEMBI,
JUIST KOTOpOM pa3paboTaHa MOAENb yrpo3 Oe30MacHOCTH HH(POpPMAIMH, a TaKXKe
nH(pOpMaIUo 00 MCIOIB30BAHHBIX IS Pa3pabO0TKH MOJIETH Yyrpo3 0e30MmacHOCTH
uH(OpMaAllUM HOPMATHUBHBIX M METOJUYECKUX JIOKYMEHTaX, HAIMOHAJIbHBIX
cTaHjaprax. B gaHHBIA pa3zmen Takke BKiIo4aercss uHpopManus 00
UCIIOJIb3YeMbIX JaHHBIX W HCTOYHHMKAX, HAa OCHOBE KOTOPBIX OINPEIEISIIOTCA
yrpo3bl  Oe3omacHoCTH  WHGOpMAIUU  (IOKYMEHTAllMs, HUCXOJHbIE TEKCThI
porpamm, OIMpPOCHl MEPCOHANIA, KYPHAJIbl PETUCTPAIIMU CPEJICTB 3aIUThI, OTYETHI
00 ayJuTe U UHbIE UCTOYHUKH).

Pasnen «Omucanue WHPOPMAIMOHHONM CHCTEMBI U OCOOCHHOCTEH  ee
(YHKIIMOHUPOBAHUS) COJICPKUT OOIIYI0 XapaKTEpUCTHUKY HWHOOPMALMOHHON

CUCTEMBI, OIIMCaHUE CTPYKTYPHO(PYHKIIMOHATBHBIX XapaKTePUCTUK
UH(GOPMAIIMOHHONM CHUCTEMBI, OINMCAaHUE B3aMMOCBS3€H MEXAy CerMeHTaMu
UHPOPMAIIMOHHOW  CHCTEMbI,  ONHCAaHWE  B3aUMOCBSI3ed C  JAPYrUMHU

I/IHq)OpMaI_[I/IOHHBIMI/I CHUCTCMaMHu H I/IH(bOpMaHI/IOHHOTCJ'ICKOMMYHI/IKEU_II/IOHHI)IMI/I



CeTSIMH, ONHUCAHHE TEXHOJOTuU o0padoTku uHpopManuu. Takxke B JaHHOM
pazziene NpUBOAATCS MPEANONIOKEHUS, Kacatoluecs: THGOPMAIIMOHHON CUCTEMBI U
ocoOeHHOCTEH e¢ (YHKIIMOHUPOBAHUA (B YACTHOCTU TMPEIIOIOXKEHUS 00
OTCYTCTBUM HEYYTCHHBIX OECIpPOBOJHBIX KAaHAJOB JOCTYNAa WX JAUHAMUYHOCTH
BBIICJICHUS aJpECOB y3JlaM MH(GOPMAIIMOHHON CHUCTEMBbI, UHBIE MPEANOI0KEHNUS).
B paznen BkiroyaroTcs Jr00ble OTpaHMYEHUS, Kacaroluecs WH(OpManuoHHOU
CUCTEMBI U 0COOCHHOCTEH ee (YyHKIIMOHUPOBAHHSI.

Pa3nen «Bo3MoOXHOCTM HapymuTeneil (MOAENb HapyLINUTENA)» COJIEPKUT OIH-
caHWe TWIIOB, BUJOB, IMOTEHIMAJa W MOTHUBALIMM HapyUIUTeNleH, OT KOTOPBIX
HEOOXOAMMO OO0ECMeYnTh 3alUTy HH(POPMalUd B HHPOPMAIMOHHON CHCTEME,
Croco0OB peaym3aruu yrpo3 Oe3omacHocTu WH(popmanuu. B maHHBIN pazmen
TaK)K€ BKIIIOYAIOTCS TMPEANOJIOKEHHs, Kacaloulecs: Hapylmureiaed (B 4acTHOCTU
OPEIoJIOKEHHEe 00 OTCYTCTBHM Yy HapyIIUTENs] BO3MOXKHOCTH JOCTyNa K
000py/I0BaHNIO, CACIAHHOMY Ha 3aKa3 U MPUMEHIEMOMY TPU peali3alii YTPO3BI,
NPEINONIOKeHNEe O Haaudud (OTCYTCTBHM) CrOBOpa MEXAY BHEIIHHUMH U
BHYTPEHHUMHU HApyIIMTEISIMH WM WHBIE TMPEAnoyiokeHus). B pasgen
BKJIFOUAIOTCS JTFOOBIE OTpaHWYCHMsI, Kacalolluecs OMpeesieHus] HapymuTenae (B
YaCTHOCTH HCKIIIOUEHUE aTMUHUCTPATOPOB HH(DPOPMAIMOHHOW CH- CTEMBI WIH
aJIMUHHCTPATOPOB OE30MACHOCTH W3 YHCIa TOTEHIMANbHBIX HapYIIUTENEH WIn
WHBIE MPEIOJIOKEHUS).

Pa3nen «AkTyanbHble yrpo3bl 0€30MaCHOCTH UHGOPMALUN) COACPKUT OINUCca- HUE
aKTyaJIbHbIX Yrpo3 0€30MacHOCTH, BKIIIOUYAIOIEe HAMMEHOBAHUE YIpo3bl Oe3omnac-
HOCTH HH(OpMAalMK, BO3MOXXHOCTH HApyLIUTENsl MO pealu3aldud  yTrpo3bl,
UCIOJIb3Yye- MbI€ YA3BUMOCTH MH(POPMAIMOHHON CHUCTEMBI, ONUCaHHE CIOCOOOB
peanm3anMu  yrpo3bl 0e30macHOCTH HMHQOpMaIH, OOBEKThl BO3JCHCTBUS,
BO3MOXKHBIE PE3yJbTaT W IO- CIEACTBUS OT peau3allid yrpo3bl O€30MaCHOCTU
uHbOpMaInu.
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	Этапы работ по защите персональных данных
	Обязательные (в том числе предварительные) этапы работ по защите персональных данных:
	Определить все ситуации, когда требуется проводить обработку персональных данных (ПДн).
	Выделить бизнес-процессы, в которых обрабатываются персональные данные.
	Выбрать ограниченное число бизнес-процессов для проведения аналитики. На этом этапе формируется перечень подразделений и сотрудников компании, участвующих в обработке ПДн в рамках своей служебной деятельности.
	Определить круг информационных систем и совокупность обрабатываемых ПДн.
	Провести категорирование ПДн и предварительную классификацию информационных систем (ИС).
	Выработать меры по снижению категорий обрабатываемых ПДн.
	Сформировать актуальную модель угроз для каждой информационной системы обработки персональных данных (ИСПДн).
	Подготовить техническое задание (ТЗ) по созданию требуемой системы защиты.
	Провести уточнение классов ИС, с последующей подготовкой рекомендаций по использованию технических средств защиты ПДн.
	Подать уведомление о начале обработки персональных данных в Уполномоченный орган по защите прав субъектов персональных данных (Роскомнадзор) для регистрации в качестве оператора ПДн.
	Отправить заявку на получение экземпляров руководящих документов ФСТЭК России по организации системы защиты.
	Разработать требования для конкретной ИСПДн, с учетом присвоенного класса защиты.
	Подготовить технический проект по защите ИСПДн и помещений.
	Разработать пакет организационно-распорядительных документов для СЗПДн (положения, приказы, инструкции, регламенты);
	Спроектировать и внедрить систему защиты персональных данных (СЗПДн);
	Взять согласия на обработку ПДн с субъектов персональных данных;
	Проводить контрольные мероприятия по выявлению нарушений защиты персональных данных.
	Проверить при трансграничной передаче находится ли получатель персональных данных в стране, где осуществляется надлежащая защита персональных данных.

