[lOKYMEHT NOANMUCaH NpOCTO# 3NeKTPOHHOM NOANMUCHIO

MHbopmauus o Bragenbue:

®WO: NoktnoHosa OkcaHa leHHafbeBHA

[lomxHOCTb: NpopeKTop no y4ebHoi pabote

[Jlata noanucanus: 18.03.2021 12:00:43

YHMKaNbHbIA NPOrPaMMHbIi KNHOY:
0b817ca911e6668abb13a5d426d39e5f1c11eabbf73e943df4a4851fda56d089

MHHOBPHAYKH POCCHH

(desepansioe rocyaaperseHnoe 6lokernoe obpasosarensHoe
YupexkacHne Boiciiero o0pazoBanns

«lOro-3anaHeIirocy/lapcTREHHBIHYHHBEPCHTET
(1O31'Y)

Kadeapa nudopmannonnoii 6e3onacHocti

Y TBEPAARIT 7
Mpopeys oag‘ésdﬂoi{ yTe
; ' . --‘M“ﬁh"@m
T bbb

AJITOPHTM HHHOPOBAHHA RSA

MeToau4ecKne yKazaHHuA M0 BHINOIHCHHIO MPAKTHYECKHX paboT 1o
AMCHMIUTHHE « HHGOpMalHoHHas 0e30nmacHOCTb »

Kypek2017



IIpakTnueckas padora Ne 1 «Auaroputm mudposanusa RSA»

Hean pabdoTbl: TOJyYeHHE HABBIKOB CO3JaHUA  3alIM(GpPOBaAaHHOTO

COOOIIEHHUS TPY OMOIIH anroputMa mudposanus RSA
TeopeTnueckast 4acThb

Anroput™M RSA, nepBbIii U3 aaropuTMOB MIM(PPOBAHUS C OTKPHITHIM
KIIIOYOM, JOCTOWHO BBIJEP)KAT HCHBITAHUE BPEMEHEM. OTOT aJTrOPUTM
OCHOBBIBaeTcs Ha 3amade RSA, ¢ KOTOpoil MBI MO3HAKOMIIUCH B TPEIbI-
nymeMm naparpade. Kak Bel momHUTE, OHa CBOAMTCS K TOMCKY IPOCTBHIX
JienuTese OONbIINX HATypadbHBIX Ynced. Tak 4TO MOKHO YTBEPKAATh, YTO
KPUIITOCTOUKOCTh ainroputMa RSA 0a3upyeTcsi Ha CIOXHOCTH TMPOOJIEMBI
dbakTopuzanuu, XoTsl U HE B TOJHOM Mepe, MOCKOIbKY 3amady RSA MoxHO
pemiath, He mpuoeras K pa3ioKeHUIO Ha MHOKUTEIIH.

[Ipeanonoxum, Anuca CYUTAET HYKHBIM Pa3pelIuTh BCEM JKETAI0IUM
OTHPABJIATh €M CEKPETHBIE COOOIIEHHUS, pacuPppoBaTh KOTOPHIE CIOCOOHA
TosbKO OHA. Torma Anuca nmonOupaet aBa OOJBIIMX MPOCTHIX YUCTA p U (.
Jlepxa ux B cexpete, Anuca myOJuKyeT UX MPOU3BECHUE

N=p-q

KOTOpPOE Ha3bIBAIOT MoOyiem anroputma. Kpome Toro, Anuca BeiOMpa-

eT MU(PYIOUTYI0 IKCTIOHEHTY £, yIOBIETBOPSIONIYIO YCIOBUIO
HOA(E (p-1)(¢-1)) =1
Kax nmpaBuno E Oepyt paBubiM 3, 17 unu 65 537. Ilapa, noctymnHas

BceM skenaronuM, — 310 (N, E). Jlnst BeiOOpa cekpeTHoro kitoua Asuca

IIPUMEHSAET paclIMpeHHbI anroputM EBkiumma k mape uucen £ wu
(P—1)(g—1), monyuas mpu 3ToM paciIE(POBBIBAIOLIYIO IKCIOHEHTY d.

HarinenHas 5KCIIOHEHTA yIOBJIETBOPSAET COOTHOLIEHUIO

E-d =1(mod(p-1)(q-1))



CekpeTHBIM KJIH0YOM siBiisseTcs Tpoiika (d, p, (). PakTH4ecku, MOKHO OBLIO
OBl BBIOPOCUTH MPOCTHIC JCTUTEIN p W ( U3 KIII0Ya W MOMHHUTH JHIIb 0 0 1 BceM
guciie N.

Jlonyctum Temepb, 4To boO HamepeH 3ammdpoBaTh cOO0OIICHHE, aape-
coBanHoe Anrce. OH CBEpSETCS C OTKPBITHIM KITFOUOM U TIPEJICTABIISIET COOOIICHUE
B BHJEC uMcia M, crporo MeHbiero moayinass N amroputMma. Iludgporexkcr C

MMOJIY4acTCA U3 Ira 110 CICAYIOIICMY ITPaBUIIY:

C=m"(modN)
Anuca, nonyuuB mudporpammy, pacmudpoBsiBaeT €€, Bo3BoAs uncio C B
cTeneHs d:
m=C"(modN).

ZINZY
PaBeHCTBO MMeET MECTO B CBSI3M C TE€M, YTO MOPSANOK T'PYIIIBI ( )

paBeH #(N)=(p-1)(a-1) I[Toatomy, o Teopeme Jlarpamka,
P —1(mod N)
st moboro umcia. ITockonsky E n d B3anmMHO OOpaTHbI 1O MOYIHO
(P—1)(g—1), mpu HEKOTOPOM HENOM UHCIIE S TOMyYACTCS PABEHCTBO
Ed—s(p-1)(q-1)=1.

CnenoBatesbHO,

c =(mE)

Tom® = me YD Y —(mod N

JI1st IPOSICHEHMSI CUTYalluK PAacCMOTPUM A€TCKHi mpumep. Ilycte P=7nu
g=11. Torma N=77, a ( p —1)(q —1) =6-10=60. B kauectBe OTKpHITOI

r(PyroLEeN SKCIOHEHTHI BO3bMEM uncio E = 37, nockonsky HOJ (37, 60) =1.

[pumMensist paciuupeHnsiil anroput™ Epkiuaa, Haiinémd =13, 1. k.

37-13=481=1(mod 60).



[Ipeanonoxkum, Hyx HO 3amudpoBaTh COOOLIEHUE, YHCIEHHOE

IIPEACTABICHUE KOTOPOrOo UMEET BUI: m = 2. Toraa Mbl BBIYUCIISIEM
C=m"(modN)=2%(mod77)=51.
[Ipouecc pacuppoBbIBaHUS IPOUCXOIUT AHAIOTUYHO:

m=C*(modN)=>51°(mod77)=2.

Bbinosinenue padoTnbl

B RSA OTKpBITHII U 3aKpPBITHIN KIFOY COCTOUT U3 Maphl LETBIX YHCEI.
3aKphITBIA KJIKOY XPAHUTCS B CEKpPETEe, a OTKPBITBIA KIIIOY COOOIIaeTcs

JIPYTrOMY YYaCTHUKY, JTUOO0 T/1e-TO MyOIHKYETCs.

I'enepanus kiaroveid RSA

[IudpoBanre HAUYMHAETCS C TEHEpPAlMU KIIOYEBOM TMaphbl (OTKPBITHIM,

3aKpBITBIA KItO4). ['eHepamms kmtoueid B RSA ocymiecTBisieTcs: Claeayronum

obpazom:

1. Bre10OmparoTcs aBa MpOCTHIX YKciia P U ( (Takue 4To P HEPABHO ().

2. Brruncnsiercss Moaynb N=p-q.

3. Boeruncnsercs 3HAYEHUE byHKIMHA Diinepa OT
MOTYJISt N: (p(N)z(p—l)(q —1).

Bri6upaercst uucino e€, Ha3pIBaeMOE€ OTKPBITOM IKCIIOHEHTOM, YHMCIIO € JOJKHO

JICKaTh B WHTEpBaje
l<e< qD(n) ,a TaK ke ObITh B3aMMHO MPOCTHIM CO 3HAUCHUEM (DYHKIUU (D( N ) .
4, Beruncisiercs unciao d, Ha3pIBaeMOe CEKpETHOM SKCIIOHEHTOM, TaKoe,

yro d-e=1(mode(N TO €CThb SBJIIETCd MYJILTHIUIMKATUBHO OOpaTHOE K
y p

anciy e no moxyio @(N).

Hrtak, Mbl NOJyYnIIM Mapy KIHOUEH:



[Tapa (e, N ) - OTKPBITBHIN KJIFOY.

IMapa d (N) - sakpeiTsrii Kimou.

IIundpoBanne u pacumdpobiBanue B RSA

Ectp cnenyromuii cuenapuii: bod u Annca nepenucbiBalOTCsl B UHTEPHETE,
HO XOTST UCIOJIb30BaTh MIN(POBaHKE, UTOOBI IOJIJIEPKUBATH IIEPEITUCKY B CEKPETE.
Anuca 3apaHee CreHepupoBajia 3aKphIThId M OTKPBITBINA KJIIOY, @ 3aT€M OTIPaBHIIA
OTKpHITHIHN Ki1t0o4 boOy. bo0 xoueT nocnarte 3ammppoBaHHOE cOOOLIEHHE ATTHCE:

Iludpoanne: bo6 mudpyer coobiieHre M, UCMONIb3YysI OTKPBITHIN KIIIOY
Amucer (,N):C=E(M)=M°*mod(N), u ornpasmser ¢ Amuce.

Pacmmm¢poBbiBanue: Amnca npuHuMaeT 3ammdpoBaHHoe cooOueHue C.
Hcnone3ys 3aKPBITHIA KJIFOY (d ,N ), pacmrppoBbIBAET
coobmenne M =D(C)=C" mod(N),

Teopema Jilsiepa 11si NOHUKEHUS CTEIEHM:

Teopema Jiisiepa. [[ns m000ro MOIyIst M U LEIOrO 4YKCIAa 8, B3AaUMHO

IIPOCTOro ¢ M, CrIpaBeIJINBO CPAaBHCHUE a"’(m) =1modm
CaencrBue 1 (manas teopema ®epma). [y 1100010 MpOCTOro yucia P u

HATypaJbHOTO YKCiia 8, B3AMMHO IPOCTOTO C HUM, BepHa (hopmyna Pepma:
-1
a’ =1modp
Caencrue 2 (0 BbIYUCIEHNH 00PAaTHOTIO 3JIEMEHTA).

(m

al=a"""modm

JUTS1 JIFOOBIX JIBYX HATypalbHBIX MPOCTHIX YUCET & U M.

TMpumep. Boauciure snavenne sopaerms 11 MO 91 Pemenye.
01=7-13;

0(91)=6-12=72;

(11,91)=1



ITo Teopeme Ditnepa uMeeM:

117 mod 91=11"** mod 91 = (1172 )3 11 mod 91 =
=11°mod91=121-11mod91=330mod91=57mod91 =57

IIpumep mudpoBanus u pacuupposbiBanns B RSA

[[Indposanue:
BrI6MpaeM OpOCTEHIE YHCIIA:
p=3,gq=11
BrruncnseM Moayas N=p-q=3-11=33
Beruncisiem dyskmmio Ditnepa ot mogyms n : @(N)=(p-1)(q-1)=2-10=20,

4. BpiOupaeM OTKPBITYIO SKCIIOHEHTY € =/
5. OnpenenseM 3akpeiTylo dkcrnonenty d :d *e= 1( mod ¢( N )) =d=3

bynem mmdpoBars coodmenue RSA, mycts 6ykBe A cootBeTcTBYeT nudpa 1, B -

2,C-3wurt.n., Torma:

R=18; S=19; A=1;
OTKpPBITBIA KIIHOY: (e, n) = (7, 33)
C,=(18")mod33=6

C,=(19")mod33=13
C,=(1")mod33=1
C("RSA")=6,13,1

IIpumep pacmudpoBsiBanusa RSA

Hcronms3yem 3akperrsiii ko (d,n)=(3,33)



M, =(6°)mod33=18
M, =(13°)mod33 =19
M, =(1*)mod33 =1
18=R;19=5;1=A;

[Tomygaem ucxomHoe coobmieHue - RSA.

BapuaHnTtsl 3axaHuid

Ne Hcxonnblil TEKCT

1 [ymuT nyOpaByiika K HEMOTOAYIITKE

2 YTpoM BOPOHBI KapKAIOT K JTOXKTIO

3 Copoka Ha XBOCTE TIpHHECIIA

4 CHer X0IOIHBIM, @ OT MOPO03a YKPBIBAET

5 Cupens uinm 6epésa, a Bc€ 1epeBo

6 CeronHs HE TaeT, a 3aBTpa KTO 3HAET

7 Po3b1 6e3 munoB He ObIBaeT

8 He BBICOK JIECOK, a OT BeTpa 3aluiiaeTt

9 Ha Bcex U CONHBIIIKO HE CBETUT

10 Kpacha sirozika, 1a Ha BKYC TOpbKa

11 B oceHHee HEHACThE ceMb MOroj Ha JBOPE
12 Betpom BeTpa He cMmepselb

13 [Ipony1ieHHbIN Yac rojI0M HE HarOHUIIIb

14 CuacTiuBbIe 4acOB HE HAOIIOIAtOT

15 JIpyr HEUCTIBITAHHBIN, KAaK OPEX HE PACKOIOTHIN
16 Hpyxu ¢ TeMH, KTO Jy4uie Tedst caMmoro

17 Kpernkyto npyx0y 1 TOopoM He pa3pyOuuib
18 Kto npyr npsmoit, TotT 6pat poaHoi

19 Jy4IIie BBICIYIIATh YIPEKU APyTa, YeM MOTEPSTh €T0
20 Opna muena MHOTO MEAY HE TPUHECET

21 C TeM He yKUTbCSl, KTO JTIOOUT OpaHUTHCS
22 Crapplii Ipyr JIydllle HOBBIX JIBYX

23 Ha gy»oit cTopoHyIike pajg poaHoi BOpoOyIIIKe
24 Haponb! Hatieid crpanbl Jpy»KO0i CUITBHBI
25 [TomHABIINI MeY OT Me4Ua U ITOTUOHET




26

[Ipu connne Temno, npu Poaune 1o6po

27 Crapas ciaBa HOBYIO JIFOOUT

28 JIroOumb KaTaThes - JIFOOW U CAHOYKH BO3HTH
29 KTo maxartp He JIGHUTCS, Y TOTO XJIe0 poauTCs
30 Ha neun He xpabpuch, a B 110JIe HE TPYCh
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