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MeTtoauueckue yKka3aHUs 10 BHIIOJHEHHIO TPAKTHUECKOM paOoThI CoepKaT
1eNlb, IIEPEYEHb MCIOIB3YEMBIX PECYpPCOB, HMCXOJHBIC [aHHBIE, 3aJaHUS Ha
IPaKTHYECKYI0 paboTy, TpeGoBaHUS K OGOPMICHUIO OTYETA I10 BBITOJHEHUIO
IIPaKTHYECKONA paboThl, CIMCOK UCIIOIB30BAaHHBIX HCTOYHHKOB.
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TaKXe MOTYT OBITh MCIIOJB30BaHbl B OyayIeil MpoheCCHOHANBHON AEeSITENbHOCTH
BBIITYCKHUKA, CBI3aHHON C CETEBBIMU TEXHOJIOIHSAMH,
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o Kypcy «MeTozbl U CpezicTBa MOAETUPOBAHUS TEIEKOMMYHUKAIIMOHHBIX CHCTEM
U YCTPOUCTBY.
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1 Llenb paboTh

Cucremarn3anuss W 3aKpEIUICHUE 3HAHUA W HABBIKOB
IUIAHUPOBAHUSA, CO3JaHUS U HACTPOWKH CETH C IPUMEHECHUEM
CTaTHYECKON MapIIPYyTHU3ALUU.

2 IlepedeHb UCTIOIB3YEMBIX PECYPCOB

- MEPCOHAJBHBIM KOMIBIOTEP C KOH(UTypallueld HE HUKE
Pentium IV, O3V 256 Mb;
- cereBou amyJtissTop Cisco Packet Tracer.

3 cxoaHble TaHHbBIE

- a
faz
wo a fai| fa

fa 0/5|fa 0/7
fa0/3

fa 0/6
fa0/2 fa0/4
fa 0/1

fa 0f0 fa 0/0

Pucynok 1 — ®usundeckas Tonoiaorus

int address
fa0/0: DHCP
int address
fa1: 10.0.10.5/24
fa:2: 10.0.11.5/24
fao/o
int address
(=]
fa0/0: DHCP o ez T
S
v e int address

fa0/o: 10.0.10.4/24
fa0o/1:  10.0.11.4/24

VLAN11

fa 0/0

int address
fa0n/0: DHCP fan/o fa0/1
61-3 DJG

Pucynok 2 — Jlorudeckasi TOIOJIOT U




4 3amaHue Ha MPAKTUYECKYIO paboTy

1) Hacrpoute koMmyTatop Swl B  COOTBETCTBUH C
IIPUBEICHHON CXEMOMU:

- u"tepdeiic fa 0/1: access, vlan — 10

- uaTepdeiic fa 0/2: access, vlan — 10

- uatepdetic fa 0/3: access, vlan — 11

- u"tepdeiic fa 0/4: access, vlan — 10

- uaTepdeiic fa 0/5: access, vlan — 10

- uatepdetic fa 0/6: access, vlan — 11

- uatepdetic fa 0/7: access, vlan — 11

- Ha Bcex uHTepdericax oTkimounTh DTP u BkirounTs portfast.

2)  Hactpouts unTEpdECH MapuIpyTU3aTOPOB B COOTBETCTBUU
C IIPUBEICHHOM JIOTUYECKOM TOMOJIOTHUEN

3) Hactpouts DHCP-cepBep Ha R4 cieaytrommm oOpazom:

- co3/aTh B ImyJia ¢ imeHamu vlan10 u vlanl1

- mapamerpa nyna vlanlO: cersp 10.0.10.0/24, numro3 1o
ymomyanuio 10.0.10.4, DNS-cepep 10.0.10.4, agpeca, UCKIIOYEHHbBIE
u3 pasgauy, 10.0.10.1 — 10.0.10.10

- mapamerpa mnyna vlanll: cersp 10.0.11.0/24, numro3 1o
ymomyanuio 10.0.11.4, DNS-cepep 10.0.11.4, anpeca, UCKIIOYEHHBIE
u3 paznaum, 10.0.11.1 - 10.0.11.10

4) IlpoBepuTh KOpPpEKTHOCTh HacTpouku 1. Jlns mnposepka
KOPPEKTHOCTH MCIIOJIb30BAaTh KOMAHABI ping U traceroute

5) Hactpouts Ha KOMMYTAaTOpE OrpaHUYEHUE JOCTYIA, UCTIOIb3Ys
KOMaH/Ibl switchport portsecurity:

- Ha uHTepdeiice fa 0/1 BKIOUNTH, OTpaHNUNTh KoJnuecTBO MAC-
aJ[pecoB, pa3pelIeHHBIX Ha mopTy (mpenen — 1 aapec), BKIOYHUTH
M3y4YCHUE W 3allOMUHAHUE ajpeca aBromatuuecku (sticky). B ciyuae
HapylI€HUs JaHHOM TMOJUTHUKH TOPT JOJDKEH AaBTOMAaTHYECKH
OTKJIFOYAaThCH,

- Ha uHTepdeiice fa 0/2 BKIIOUYNTH, OTpAaHUUNTH KoJinuecTBO MAC-
aJpecoB, pa3pelIeHHbBIX Ha mnopty (mpemen — 1 aapec), BKIOYUTH
U3y4YCHHUE W 3allOMUHAHUE ajpeca aBromaruuecku (sticky). B ciydae
HapylI€HUs JaHHOM TMOJUTHUKH TOPT JOJDKEH AaBTOMAaTHYECKH
OTKJIFOYAThCH;

- Ha uHTepdeiice fa 0/3 BKIIOUNUTH, OTpaHUUUTH KoJnuecTBO MAC-
aJpecoB, PA3pEIIEHHBIX Ha MmOpTy (mpeaen — 1 axapec), HACTPOUTH B
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PYUYHYIO pa3pelIeHHbIN ajipec. B ciydyae HapymeHus TaHHOW MOJIUTUKHU
MOPT JOJKEH aBTOMAaTUYECKH OTKIIFOYAThCHI.

6) Jloouthkcs, yToOnl mopT fa 0/3 aBTOMATHYECKH OTKIIOYUTCS B
CJIEJICTBHUE HapyUICHUS TTOJIUTUKH. Hanpuwmep, MO>KHO
CKOH(UTYpUpOBaTh HEBEPHBIN pa3penieHHbi MAC-anpec.

7) BoccranoButh mopT B pabouee cocrosiHue. B ciydyae ¢ MAC-
aJ[pecoM HaJ0 yAaIuTh CTapbIi, BBECTH HOBBIN U MEpe3arpy3uTh MOPT.

8) JlononHutenbHoE 3amanue. M3yunTs BBIBOIBI KOMaH «Show ip
dhcp binding», «show ip dhcp pool», «show port-security interface
FastEthernet x/x», «show interfaces status», «show interfaces status err-
disabled» [1].

5 TpeboBanus Kk oQOpMIICHHIO OTYe€Ta TIO BBITTOJIHEHUIO
MPaAKTUYECKOU pabOThI

OTtuer oKeH OBITh BBIMOJHEH B COOTBETCTBUU C TPeOOBaHUSAMU
cranaapta yausepcutera CTY 04.02.030-2017.

6 CIOHCOK HCIIOJIb30BAHHBIX UCTOUYHUKOB

1) CCNA/ JlabopaTopHas padota Ne8 [DneKTpoHHBIN pecypc].-
Pexxum noctyna: http://network-lab.ru.- (Jlata oopamenus 04.10.2017).



