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VJIK 004.056(076.5)
Cocrasurenn: KA. Te3ux
Penensent

Kanguaar TeXHUYeCKUuX Hayk, qoueHtT 7. M. Jlanuna

Menemqxep napoJei: nporpamma Password Commander: ve-
TOAMYECKHE YKA3aHUsl 710 BbIMOJIHEHUIO MPAKTHUECKUX 3aHITHH K J1a-
doparopusix pador/ FOro-3am. roc. yu-t; coct.: K. A. Tesuk, Kypck,
2017. 16 c¢.: wun 8, bubnuorp.: c. 16.

CoaepiKar KpaTkue TEOPETUYECKUE MTOJOKEHUS O METOAUKE Xpa-
HEHYs, TeHEPALKK U [N(POBAHUS NIApPOEH, aBTOMATUYECKOTO 3a110]1-
nenust popm Web-crpanuil ¢ nomonisio nporpammbl Password Com-
mander.

MeToanueCcKue yKa3aHus COOTBETCTBYIOT TpeOOBaHUAM MPO-
FpamMMbl 110 HATIPABICHUIO MOATOTOBKYM OaKaaaBpoB: HHPOPMALHOHHAS
0e30MacHOCTh, IPOrpaMMHAasi UHKEHEPUs, MHPOPMALIMOHHBIE CUCTEMBI
Y TEXHOJIOTUH, IPHUKIaaHAs HHYOopMaTHKa, QyHAaMEHTAIbHAS U IPHU-
KJ1aJiHast TMHTBUCTUKA U CIICLMAIMCTOB: YKOHOMUYECKas Oe30rac-
HOCTb.

[TpenHasHavyeHb! 47151 CTYACHTOB HAMPABICHUS ITOATOTOBKH
Gaxanagpos 10.03.01, 09.03.02, 09.03.03, 09.03.04, 45.03.03 u cre-
umasnuctos 38.05.01 gHeBHOU 1 3a0uHO# GopMEI OOYUeHYS.

Texcrt neyaraercs B aBTOpCKOﬁ pPCaaKuu

Ioxnucano B mevate i 1) dopmat 60x84 1/16.
Ver mew. 1. O, Va. —wmzn . 08 Tupax 100 ax3. 3axas. I35 Becruarwo.
IOro - 3ananHeii rocy 1apCTBEHHBIA YHUBEPCHUTET.
305040, r. Kypcek, ya. 50 ner Okrsibps, 94.



IIpakTuyeckoe 3aHsITHE
Menemxep nmapoJieii: mporpamma Password Commander

BBenenue

OOBIYHO 32 T0/Ibl PA0OTHI 32 KOMIILIOTEPOM Y IOJIb30BaTEIICH CKa-
MJIMBAETCSI MHOKECTBO JIOTHHOB U MApOoJieH (0T JIEKTPOHHBIX TOYTOBBIX
AIIUKOB, UHTEPHET-Mara3uHoB, OPyMOB, pacchliok U T.1.). KoHneuno,
MOYKHO IIPOCTO BCE MapoJIM BBHIIHUCHIBATH Ha Oymary (TeTpaaky, OJoK-
HOT ¥ T. I1.) WK B OOBIYHBINA TEKCTOBBIN (paiiy, a 3aT€M ero XpaHuTh Ha-
npuMep B 3alUIIEHHOM KoHTeiHepe mporpammbl TrueCrypt. Ho 3T0
ropaszo MeHee yJa00HO, a caMoe IJIaBHOE — MEHee 0e30MacHO Mo CpaB-
HEHUIO CO CIEIUAIU3UPOBAHHON MPOTPaMMOM ISl XpaHEHUS MapoJIei.
Haubomnee nomynsipHbIMU MporpaMMaMu "XpaHUTEISIMHU Mapojen’ sB-
JISTFOTCA

KeePass(http://keepass.info),

PasswordSafe(http://passwordsafe.sourceforge.net),

Password Commander
(http://www.passwordcommander.comuhttp://pascom.ru).

Bce Tpu nporpammsl 6ecrutathbl. Password Commander co3nmana
OT€YECTBEHHBIMU Pa3padOTYMKAMU, MMOITOMY H3HAYAIBHO UMEET pycC-
ckuii uatepdeiic. na KeePass Ha e€ nomaliiHel cTpaHuIle MOXXHO CKa-
4yaTh, @ 3aT€M YCTAaHOBUTHh PYCCKUU HHTEpPENC U PYCCKYIO CHPaABKY
nomontu. [ mporpammer PasswordSafe moxHo ckagaTh (aidm momo-
I HA PYCCKOM SI3BIKE.

Password Commander He TOJBKO MO3BOJIIET XpPaHUTh U YIIpaB-
JSATh NapoJIsIMU U JIOTUHAMH, HO U1 UMEET BCTPOEHHBI I'€HepaTop Ciy-
YallHBIX MapoJiei, 4TOOkI B ClIydyae HEOOXOJUMOCTH BaM HE HaJ0 ObLIO
ux npuaymeiBath camomy. Kpome toro, Password Commander nmeer
O4YCHb yA00HYI0 (DYHKIIMIO aBTOMATHUYECKOIrO 3arojIHeHUs BeO-(hopM B
Opay3epe U pa3InYHbIX TEKCTOBBIX MOJIEH.

Ckauath Password Commander ¢ pycckuM HHTEpPEHCOM MOXKHO
co ctpanubl http://pascom.ru. Jlins sxurenei ObpiBmero CCCP Password
Commander pacnpocTpaHsieTcss 0ecIIaTHO, JUIsl OCTaJbHBIX IOJIb30Ba-
TeJel mpeaocTaBiseTcs: OecriaTHO ToJabko obneruéHHas (Lite) Bepcus;
noaHoyHkroHabHbIN BapuaHT (Professional edition) crour $37.95

(€29.95).



http://pascom.ru/
http://pascom.ru/

Kpartkue TeopeTnyeckue moJioKeHust

Co3nanmne akkayHTa

B Password Commander oqHOBpEMEHHO H HE3aBUCUMO JPYT OT
Ipyra MOryT XpaHUTh CBOU MapoOJIM Cpa3y MHOKECTBO IMOJb30BATEIICH.
JImg 3TOro Ka)Jplid MOJb30BAaTENIb JOJKEH 3aBECTH CBOM AKKAayHT B
nporpamMme. AKKayHT — 3TO 0asa, TJie€ XpaHsITCs BCE Mapou M0JIb30Ba-
TeJsl, JOCTYIlI B KOTOPYIO BO3MOXKEH TOJBKO IOCJIE€ aBTOPHU3ALNU
(puc. 1). ITporpamma cpa3y mnociie yCTAaHOBKA UMEET OJUH aKKayHT MOJI
Ha3zBanreM Ipumep (Ilapoan = 123). D10 yueOHBIN aKKayHT, KOTOPBIN
COJICPKUT MPUMEP XPAHEHHUsI JOTMHOB U MAPOJIEH; €CIU Bbl BBEAETE Ma-
ponp 123, To monamaere B HETO.

Puc. 1 Oxno aBropusaruu Password Commander

Jli1st 3ammTHI OT TIporpammMm-keiorepos Password Commander
NPEeI0CTaBIISIET BO3MOXKHOCTh Ha00pa maposieil Ha IKpaHHOHM KJlaBUaTy-
pe.

Bawm cnenyer co3naTth cBoil akkayHT. J[Jisi 3TOro HEOOXOAUMO 3a-
nycTuTh Mactep co3ianust HoBoro akkayHTa. CrenaTh 3T0 MOXKHO JIUOO
3 okHa aBTopusanuu (JeiicTBus...—>Co31aTh HOBBIIi AKKAYHT...),



100 U3 TJIaBHOTO OKHa mporpammbl (Paiiin —>Co31aTh HOBBIH aKKa-
YHT...). MacTep co3gaHusi HOBOIO aKKayHTa IOILIaroBO IMOMOYKET BaM
CO3/1aTh HOBBIN akkayHT. Eciu mo xoay paboThl ¢ MacTepoM OyAET yTo-
TO HE MOHSTHO, TO BCErJla MOXHO HakaTh KHONKY CnpaBKa U MOYU-
TaTh MOAPOOHOCTH.

B riaBHOM OKHE CO3JJaHHOTO aKKayHTa (pHUC. 2) MOKHO CO3/1aBaTh
3alMCU, OJHAKO 3alUCU JOJDKHBI 0053aTEIbHO HAXOJUTHCS B KaKOM-
HUOynp rpynme. [loatomMy mepen co3gaHueM MEpPBOM 3alUCH HYKHO
co3/laTh XOTs Obl oAHy rpymnmy. J[Jisi ’TOro Hy>KHO BbI3BaTh PegakTop
rpynnu (Ilpaska — /lo6aBurts rpymnmy...).
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Puc.2. I';1aBHOE OKHO CO3JAHHOI0 AKKAYHTA

[To ymomgyanuro Tpymma coaepxut nBa mois: Login u Password
tunoB Jlorun u Ilapouab cooTBeTcTBeHHO. 11l OONBIIMHCTBA CIy4aeB
ATOr0 JOCTAaTOYHO, W IOCJE BBOJA Ha3BaHUsS TPYNIbl MOKHO IPOCTO
Haxxate OK, HO Password Commander mpenocraBisieT BO3MOXKHOCTb
N00aBJISATh HOBBIE TOJISI pa3HbIX TUNOB. Hampumep, ajis modToBOro
AlllIMKa MOYKHO J00aBUTH JBAa JONOJHUTEIBHBIX MOJs: Anpec pop3
cepBepa u Ajapec smtp cepBepa, o6a tuna Teker. [yt noGaBneHus



noJjier cymecTByeT kHonka JJlod0aBuTh B pemakrope rpynm. B kauecTse
puMepa COo3JIaJiM IPYIIy Mo uMeHeM "pacceiika’ (puc. 3).

Puc. 3. Coznanue rpynisl
Tenepp B CO3JaHHOM TPYIIIE MOXKHO CO31aBaTh 3anucu. J[Jist 3Toro
HY>XHO KJIMKHYTh I10 TPYIINE MPaBOil KHOIKOM MBIIIA U BEIOpATh B pac-
KPBIBAKOIIEMCSI MEHIO TyHKT Jlo0aBUTH 3anuCh.... B nosBuBmemMcs Pe-
AAKTOPpe 3almMce CleayeT BBECTU JAHHBIE B MPEJIOKECHHBIC MOJIs, 3a-
teM HaxaTh kHONKy OK. Ha puc. 4 nokaszan npumep co3/aHUsI 3alUCH
o nMeHem Subscribe.Ru.

[Subscribe AY

| skiparovivarn@mailru

e |

Puc 4. Co3nanne 3anucu



3anucu B TPYINE MOXHO OOBEIUHATH B ManKu JJIsI OOJErYeHuUsI
HaBurauuu. JlJis 3TOro Hy>KHO KIMKHYTh IO TPYIIIE IPABOM KHOMKOW
MBIIIU U BBIOpPaTh B PACKPBIBIIEMCS MEHIO MyHKT J{00aBUTH moaman-
Ky. B mosiBuBIIEMCS AManore cienyeT BBECTH HAa3BAHWE HOBOW IAIKH.
Jlanmee MOKHO ITepETACKUBATh MBIIIBIO 3aIIUCU B HYKHYIO MAIIKY.

Bce co3pganHbie 35ieMeHTHI (Fpynna marnka, 3aluch) Bbl MOXETE
U3MEHATH (yIalsiTh, IEPEMEIIATh, IEPEUMEHOBBIBATD U T.I1.), JJIsl 3TOTO
TaKXX€ UMEIOTCSI COOTBETCTBYIOIIKE IMYHKTHI MEHIO. Ha puc. 5 B kauecr-
B€ MpPUMEPA MOKA3aHbI 3aIIMCHA MPOU3BOJIBHOIO aKKayHTa, TAKXKE HE 3a-

ObIBaliTe oOpamaTbes 3a npumepamu K akkayHTy Ilpumep (Ilapoab =
123).
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Puc 5. 3anmucu ITPOU3BOJIbHOT'O AKKAYHTA

ABTO3aN0/IHEHUE

Eciu BB XoTHTE, uTo0OBI Password Commander BuimoiHsI aBTo-
3amoJIHEHUE BeO-POpM M JIPYTMX TEKCTOBBIX MOJIEH, TO HEOOXOAUMO
clenaTh JOMOJIHUTENbHbIE HacTporku. C MOMOIIb0 (DYHKIIMK aBTO3a-
MOJTHEHHUS BbI MOYKETE BCTABUTH Mapojib (WU APYryro WHGOpPMAIIHMIO) B
HYKHBIE TOJISI BCEIO OJHUM IETYKOM MBIIINA WM HaXaTheM ''Topsdei
KJIaBUIIH'".



s sToro Hajmo B Pemakrope 3amucel nepeiTy Ha BKIIAJIKY AB-
TO3aMoJIHeHHe U HaXKaTh KHOMKY Jl00aBMTh, 3aTeM, €CJIM Bbl cOOMpae-
TeCh 3aIlOJHIThL BeO-QOpMBbI Ha CalTe, TO CIEAYET YCTaHOBUTH IEepe-
KJIF0YaTeslb Ha ABTO3amoJiHeHHe B BeO-cTpanuny. B noine URL cre-
IyeT BBECTHU aJIpEC CTPAHUIIBI, HA KOTOPOU PaCIOIOKEHBI HY>KHBIC TIOJISI
1S 3anonHenus (Bed-popma) (puc. 6)
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Puc. 6. [Ipumep HACTPOWKHU aBTO3AMOJHEHUS B BEO-CTPAHUITY

B mnose CkpuMOT aBTO3aIOJHEHUs] BBl MOXKETE€ BHUJIETh TaKYIO
ctpoky %Jlormn%{Tab}%Ilapoan%{Enter} sro o3nauvaer, uro as-
TOMaTU4YeCKu OyaeT 3anoiHsATbes nosie Jlorun, 3arem nosie Iapous,
3aTeM BUPTyaJbHO OyAeT Haxkara kiaBuma <Enter>. Otor ckpunt noju-
XOJIUT JIJIsi OOJIBIIMHCTBA CIy4aeB, HO Bbl MOKETE HACTPOUTH OO0
HNOPSZOK 3allOJTHEHUs MoJieW Wi cTpaHulbl. B CripaBke mporpaMmel
Bbl HaiI€Te MOAPOOHOE OOBSICHEHHE IO TOMY, KaK COCTaBJISIOTCS
CKPMIITHI aBTO3aIlOJIHEHUs. BrIipakeHue, 3aKI0UEHHOE B 3HAK ITPOLICH-
Ta, 03Ha4yaeT, uto Password Commander BCTaBUT B JIEMEHT BBOJIa TCK-
CTa, HAa KOTOPOM YCTaHOBIJIEH KypCOp, COJIEPKUMOE T0JIs, HA3BaHHUE KO-
TOpOro oOpamJIeHO 3HAaKaMU MpPOIEHTA. BbipaxeHus, 3aKiIOUEHHBIC B
(¢urypHbie CKOOKH, — 3TO KOMaH/Ibl YIIPABJICHUS aBTO3AMOJTHEHUEM.

CrucoK KOMaH/]I aBTO3aII0JIHEHHS
{Clear} - Ouuiraer cogepkMMO€ TEKCTOBOT'O TOJIS;



{Tab} - "Haxxumaer" knaBuiry <Tab> (BBIIONHSIET MEPEXOI K CIIEIYFOIIIE-
MY 3JIEMEHTY (POPMBI);

{Enter} - "Haxxumaetr" ximaBuiny <Enter>;

{Esc} - "Haxxumaet" knaBuiry <Escape>;

{Space} - "Haxxumaet" knapuiry <[IpoGer>;

{Up} - "Haxxumaet" kimaBuiry <BBepx> (IIPOKPYUYUBACT BBEPX BbIIAIAk0-
MU CIIMCOK);

{Down} - "Haxxumaet" KiIaBuiry <BHH3> (IPOKPYIUBACT BHU3 BHINA-
JAIOIIUN CITHCOK);

{Right} - "Haxxumaet" kiaBuiy <BmpaBo> (CMEIIaeT Kypcop BIIPaBo);
{Shift+Tab} - "Haxxumaet" xomOuHanuro kiraum <Shift>+<Tab>
(BrImoJtHsET TIEpeXxo/1 K IPEIbIIYIIEMY SIEMEHTY ).

{mTabN} - "Haxxumaet" xnaBuiry <Tab> N pa3 (BBITOJHSIET IIEPEX0 K
CJIeIyIONIEeMY AJIEMEHTY (POpMBI);

{mUpN} - "Haxxumaer" knaBuiy <sBepx> N pa3 (IIPOKpPyUHBacT BBEPX
BBITIQIAIOIININ CITUCOK);

{mDownN} - "Haxxumaet" kinaBuity <au3> N pa3 (IIPOKpydYUBaCT BHH3
BBITIQIAIOIININ CITUCOK);

{mRightN} - "Haxxumaet" knaBuiry <smpaBo> N pa3 (CMeIIaeT Kypcop
BIIPABO);

{mShift+TabN} - "Haxxumaer" xomOuHaruio kinasum <Shift>+<Tab>
N pa3 (BbInoiHseT nepexo1 K MpeabIyIeMy JIEMEHTY ).

I'enepaTop napoJeit

PazpaboTunku cephE€3HO MOJOIUIM K MpobiieMe TeHepaluu mapo-
Jed U cAeNalli TeHepaTop, KOTOPHIM COCOOEH YAOBJIETBOPUTH CAMBIE
U3BICKAHHBIE MOTPEOHOCTH MOJIb30BaTENCH.

['eneparop maposeli MOKHO BbI3BaTh KiiaBuilned <F9> wuim MeHto
CepBuc —> I'eHeparop mapoJieil WM COOTBETCTBYIOIIEH KHOIKOH
HallaHeJIu HHCTPYMEHTOB (puc. 7).
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Puc. 7. OkHO reHepaTopa napoJjeun

C nomouipi0 reHepaTopa BO3MOXKHO CO3/1aBaTh MApPOIU YETHIPEX
THIIOB:

Cayuaiinble mapoJii, ycTOHYUBBIe K B3JIoMYy. ['eHepatop Pass-
word Commander oGamaeT MMUPOKUM CHEKTPOM HACTPOEK T'eHEepaIluu
CIIy4allHbIX Maposel. Bl Moxere BbIOpaTh JJIMHY, IPOIIEHTHOE COAEP-
KAHHUE T€X WJIM UHBIX CHMBOJIOB B MMapoJie, perucTp OyKkB, 100aBUTH WIH
VCKJIIOUUTh CBOM CHMBOJIBI, CO3JaTh CIIMCOK IMAPOJIEW U COXPAHUTh €ro
Ha JIACK.

Jlerko 3anmoMuHaeMblie MapoOJM MO CJ0OBapr. Bl Moxere mnou-
IPY3UTh JIF00OE KOJUYECTBO JOMOJHUTENBHBIX CIOBapEM, €CII CIIOBAPb,
MOCTABJISIIOIINICS C MPOrpaMMOM, BaC HE YCTPOUT, BHIOpATh JIMHY U
THUII TEHEPAINU TTapojieH, perucTp OYKB B CIOBE U T.]I.

I'enepanus mo madaony. B nmporpamMmme npeacTaBiieHO OOJbIIOe
KOJIMYECTBO PA3JIMYHBIX MACOK JJIsl TeHepauuu napoJsieu. [lpu coznanun
MapoJiel 3TOro THMa KaKIbId CIEIUaIbHBIA CUMBOJ Macku OyneT 3a-
MEHEH M0 CHENHATBHBIM MIPaBUIIaM.

I'enepanus mo cjaoBy u KiIw04y. CrienuaibHas TEXHOJIOTHS TeHE-
paluu: JOCTaTOYHO BBECTU CJIOBO M KJIFOY, M BbI MOJYYUTE CJIOKHBIN
NapoJib, KOTOPBIM MOTOM MOXET OBITh JIETKO BOCCTAHOBJIEH, JOCTAaTOY-
HO JIMIIb CHOBA 3allyCTUTh T€HEPATOP U BBECTHU CIIOBO U KITFOY.



11

Bam Hy’>XHO BBIJICJIUTH OJIHY U3 KaTEropuil, mpu HEOOXOJUMOCTH
cIenaTh HACTPOMKM M HaxaTbh KHONKY I'eHepupoBarsh. Ilocie dyero
Cr€HEPUPOBAHHBIN MapoJib MOKHO CKOMUPOBAThH B Oydep oOMeHa.

Hludposanue napoJieu

[To ymomuanuio Password Commander xpaHuT mapoJii MmoJib-
3oBatesisi B HeszamudpoBanHoMm Bujae. Kak ckazano B CnpaBke
nporpaMMbl, JaHHBIE MOJB30BaTENsl CHadajla MPOXOAST 3Tam 00-
¢yckamuu (T.e. 3amyThiBaHus, OT aHrji, obfuscate—s3amyTwiBath,
03aJ]auMBaTh, COMBATh C TOJIKY, CTaBUTh B TYIHK), a MOTOM CXKH-
matoTcs anroputmMom LHA. Takas cxema mo3BoaseT 00CCIECUYUTH
3aIUTy JaHHBIX, T.€. HE JaeT B SBHOM BHUJE YBUJETH MapoJu, HO
NPUHIUIINAIBHO HE SABJISETCS MHU(PPOBAHUEM, a MOTOMY MOXKET
OBITH JIETKO pacuiudpoBaHa CHEICIyX O0aMU U 3aUHTEPECOBAHHBI -
My aunamMu. KOHEYHO, BBl MOXKETE MPOCTO YCTaHOBHUTHL Password
Commander ¢ 6a3aMu JaHHBIX HapoJICH B KOHTEHHEP MPOrpamMMBbI
TrueCrypt u obecneduTh, TEM CaMbIM, HaJCKHYIO 3alUTy Oa3bl
napojeii. Ognako nmporpamma Password Commander mo3Boser
NOJKII0YaTh IIJIaruHbl Ui mudpoBanus 0a3el mapoiieii. Ha crpa-
Hune http://pascom.ru/download.html moxxHO ckadaTh apXuB c
OJTHUM W3 CaMbIX HaJIC)KHBIX aJiropuTMOB IHdpoBanus Blowfish wmu
nensrii maker PC Plugins Powerpack, koropsiit comepxut okoso 40
pa3IMYHBIX  IUIATHHOB  CUMMeTpuuHoro mudposanus: 3Way,
Blowfish, Cost, IDEA, TEA, Twofish, Cast 128, Cast 256, DES Triple
24byte, RC2, RC4, RC5, RC6, Rijndael u mp.

[Tnaruser npencrapistor u3 ceds dll-Oubamoreku, paspaboTaHHBIS
no ompeneneHHou crienukaruu! s ycTaHOBKM IUiaruHa mmdpoBa-
HUS JIOCTaTOYHO CKomupoBaTh ero B manky {Ilamka ¢ mpo-
rpammoii }\Plugins\Encryption (o6srano 310 C:\Program Files\Password
Commander\Plugins\ Encryption), mocJe Jero miarud roToB K UCIIOIb30-
BaHHUIO.

Jlis ycranoBku PC Plugins Powerpack ckawaiite u pazapXxuBu-
pyHTE ZIp-apXuB, B HEM OKaXETCS SIUHCTBEHHBIN exe-(aii, KOTOphIi
CIIeMyeT 3aIlyCTUTh. B MosBuBIIEMCs MacTepe OOBIYHO HHUYETO HE Tpe-
OyeTcst OT Bac, kpome Kak Haxkumarh KHonky Next ([lanee). Mactep non-
’KEH CaMOCTOSITETIHHO OTPEICIIUTH TAIKy, B KOTOPYIO HE0OXOIUMO yCTaHO-
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BUTh IUIATrMHBI, TaK YTO OT BaC JaKE HE MOTPeOyeTCs KOMMPOBATH UX CAMO-
CTOSITEJIBHO.

Tenepp BbI MOXETE€ HAWTH B MEHIO mporpamMmbl Omuuu —» Ha-
CTPOWKU Y B OTKPBIBIIEMCS] OKHE TIEPEUTH B pa3fea AKKAYHT. Y CTaHO-
BUB oniuio Mcnoab30BaTh MJIATMH, BBl MOXKETE BHIOpaTh B CIHCKE aJl-
rOpUTM IHQppoBanus (puc. 8).

3
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Puc.8 Bribop anroputma mudppoBaHus mapoJieit

[Tocne naxatus kHonku OK mjarvH HeMeUIEeHHO Ha4yHeT pado-
TaTh, T.€. 3alIM(PYET Ballld MAPOJIU BHIOpAaHHBIM aNTopuTMOM. Tenepnb
0a3a JMaHHBIX Maposieil Ha AMCKe OyJeT MOCTOSHHO B 3alIuppOBaHHOM
coctossHuM. Jlaxke eclu BO BpeMs AajbHEiIer Baimied padoOThl Ipo-
rpaMMa 3aBEpIIUTCS aBapUTHO, HANPUMEP, OTKIIOYHUTCS KOMIIBIOTED,
0a3a mapoJieil Bce paBHO OCTaHETCs 3aIu(pPOBaHHOM.

JlJis IporpaMMUCTOB Pa3pabOTUYUKU TPOrpaMMBbl IIPEIOCTABIISIOT
BO3MOXKHOCTh HANUCaTh COOCTBEHHBIN IUIAarvH MU(GPOBaHUS I TOTO,
YTOOBI OBITH YBEPEHHBIM B TMOJHOM 0€30MacHOCTH CBOMX JaHHBIX. J{ist
sToro Ha crpanune http://pascom.ru/download.html moxxHO ckauaTh
"ITocobue mo HaNMMCaHWIO TIIAarMHOB MU(ppoBaHUs".

IMacckapTel
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ITacckapra (Passcard) mpezacrasnser co0oit (aiis, B KOTOPBIH MO-
KeT OBITh COXpaHeHa Jr00ast 3amuch, Manka uiu rpymma. [lacckapra 3a-
IIMIIASTCS TapojeM M MOXET OBbITh 3aliM(poBaHa C MCIOIb3BOAHUEM
J1000r0 YCTAaHOBJICHHOT'O TIarMHa IMM(poBaHusI.

[Tacckapra — 3TO yn00HBIA cIOcOO O€30MacHOro mepeHoca JaH-
HBIX MEXIY pa3HbIMU akkayHTamu. B Password Commander peanmso-
BaHbl MEXaHWU3Mbl CHUHXPOHHU3AIMH, IO3BOJISIIONINE HMIIOPTHPOBATH
JTaHHBIC JaKE U3 PA3HOTUITHBIX TPYIIIL.

JIJIs coXpaHCHHS JaHHBIX (3alMCH, TAIKH, TPYMIBI) B MACCKAPTY
HY>KHO BOCIIOJIb30BaThCs MeHIO IIpaBka —» Coxpanuntsb B [Iacckapry.

JIJIs M3BICUEHUST NaHHBIX M3 TMACCKapThl BOCIOJB30BATHCS MEHIO
daiig —» 3arpys3urtsb u3 [lacckaprbl.

IIpakT4yeckoe 3aanue

]_leJIb paﬁon: HU3Yy4YUTb MCTOAUKY CO3JaHHUHN BaHI/ICGﬁ, Iréacpanmnun
1 mudpoBaHus mapoJieli ¥ aBTo3anoJHeHuS GopM WED-CTpaHuII ¢ 110-
MolsIo iporpaMmbl Password Commander.

IHopsinok BbINOJTHEHHUS PadOTHI:

1)  Co3paiiTe manky ¢ IMeHeM AKKayHT.

2) PaccmorpuTe IEMOHCTPAIlMOHHBIH NIPHMEpP B IIPOrpaMme
Password Commander. OGpaTuTe BHHMaHuE, Kakue rpapuiyeckue 00o-
3HAYCHHS UMEIOT TPYMIIBI U 3aIKCH.

3) Cospaiite HOBBI akkayHT B mporpamme Password Com-
mander mox uMeHeM «JIEKTPOHHASI MOYTA M CAWTBI» U COXPAHHUTE
€ro B MManKy ¢ uMeHeM AKKayHT. [Ipu co3maHuu akkayHTa MCHOJIb3YW-
TE PEXKUM UG POBAHUS HapoJIeH ¢ momoInbo anroputma Blowfish.

4) B rmaBHOM OKHE CO3/JaHHOTO aKKayHTa CO3JIalTe HOBYIO
IPYIITY C UMEHEM «DJIEKTPOHHAA MOYTA.

5) B co3manHO# Tpymme co3gaiiTe JIBE 3alMCH ¢ HMCHAMH
Ivan2010@mail.ru  u Petr2010@mail.ru. Ilpu co3gaHuu 3amucu
lvan2010@mail.ru BBemute sjorma  1van2010 u maposie r123t235. Tpwu
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co3nanuu 3amucu Petr2010@mail.ru Beeaure norun  Petr2010 u ma-
poiab S367/n861.
6) Co3maiite manky ¢ uMeHeMm «Paccbliika» M IepeTamiuTte

MBIIIBIO 3anmuch [van2010@mail.ru B JaHHyO TArKy.

7)  CosznmaiiTe HOBYIO Tpymiy ¢ iMeHeM «CallThIy.

8) B co3manHHOW Trpymnme Cco3laiTe 3alluch € UMEHEM
do.swsu.org. IIpu 3ToM HCIOJIB3YHTE JIOTUH U TApOJib, IPEAHA3HAYCH-
HBIE JIJIs1 BXOJa B Balll IMUHbIA kaOuHeT Ha caiite IO3I'Y.

9) C nomoipio peXrMa «ABTO3aINOJHEHHE» aBTOMATUYCCKH
3aITOJIHUTE JIOTUH M 1apoiib ¢popMbl Web-cTpanulisl, npeaHa3HaueHHOM
JUTIS BXOJIa B BaIll JUYHBIA KaOuHET Ha caite FO3I'Y. Pazbepem maHHbBIHM
OyHKT OoJiee Mo poOHO:

- ClleTIaliTe HY>KHYIO 3allMCh aKTUBHOM, 3aT€M BBIOEPUTE KOMaHIy
«A3MEHUTDY,

- BBIOCpUTE BKIIAJIKY «ABTO3aMOJTHEHHNE), 3aTEM HAKMHUTE KHOTI-
Ky «/{00aBUTBHY;

- BBIOEpUTE PEKUM «ABTO3amo0JIHeHHe B BeO-cTpanumy»;

- yepe3 Oydep oomena ckormmpyiite URL anpec Web-cTpanuipl,
npeIHa3HAaYE€HHOM /IS BXO/1a B Balll JIMYHBIN KaOWHET Ha calite FO3I'Y;

- C TIOMOIIBIO KHONKU «BBIOpaTh) yKaX)WTe€ CKPUNT aBTO3aIOJI-
Henus YoJlormu% {Tab}%Ilapoas % {Enter};

- 3arpy3ute ctpanuily ¢ \Web-popMmoii, a cBepXy 3arpy3ure OKHO C
nporpammoit Password Commander;

- cJlleJlaiiTe 3amuch aKTUBHOM M B I'JJaBHOM MEHIO BBIOEpHUTE KO-
MaHAy «ABTO3aM0JTHEHUEY;

- IPY 3TOM ABTOMATHUYECKHU 3aIOJIHAETCS JIOTUH, MApOJib U 3arpy-
YKAECTCS HY)KHAasl CTPaHUIA CAlTa, TO €CTh Bbl BXOJAUTE B CBOW JIMUHBIN
KaOWHET.

10) Crenepupyiite 4 mapossi ¢ MOMOIIBIO TeHEepaTopa MapoJiek:

- CJIy4alHbIN [1apoJib, YCTOMYMBBIN K B3JIOMY;

- JIETKO 3aIIOMHUHAEMBIN MTapOJIb MO CIOBAPIO;
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- TeHepalus 10 MmabJoHy, Ul 3TOTO CHadajla Hajao 3adaTh I1ad-
JIOH, TIOJIB3YSCh KHOIIKAMH,
- FeHepaIys 110 CJIOBY U KITIOUY.

11) Coxpanute 3ammch Ivan2010@mail.ru B macckapry. s
COXpPaHEHMUS MAHHBIX B NACCKAPTY HYXHO MCIIOJIb30BATh KOMAaHIY
IIpaBka —» Coxpanuts B Ilacckapry. IIpu 3TOM Hago yka3aTh MyTh,
rze pacrnojaraercs (paiisl macckapThl U yKa3aTh naposib K (ailiry macckap-
TBI.

12) Yaamure 3amuck lvan2010@mail.ru, a 3atem 3arpysurte JaH-
HYIO 3aUCh U3 MAacCKapThl. {1 U3BJNEUEHUST JAHHBIX U3 MACCKAPTHI UC-
noyb30BaTh KoManay @aua —» 3arpy3urts u3 [lacckaprsl.

Cnucok KOHTPOJbHBIX BOIIPOCOB

1) TIlpuBemuTe HpHMEpPHl IPOrpaMM, MNpPEAHA3HAYCHHBIX IS
XpaHeHus mapoiieii? Kakne u3 HIUX UMEIOT pyCcCKUid HHTEpGEic?

2) OOBsICHHTE, YTO TaKOe aKKayHT B mporpamme Password
Commander?

3)  Jlns xakoW IenH MCIONIB3YIOTCS TPYMIBI B TporpaMme Pass-
word Commander?

4) Kakue moiss MO yMOJYaHHUIO MCIOJIB3YIOTCS B 3aIHCAX?
MoxHO 11 100aBUThH TOMOJHUTEIIBHBIE MOJISI B 3aITUCAX?

5) Kakum o0pazoM nmpoucxoauT aBro3amnonHenre popm B Web-
CTpaHUIlax?

6) Kak OymeT BBIISIIETh CKPUNT aBTO3AIOJHEHHUS, €CIA B
Web-dopme HEOOXOAMMO 3aIOTHATE CIICTYIOIIHNE MTOJIST: UMSI, (haMUIIHS,
aapec e-mail, moruH, mapoJs.

7)  Kakme TUIBI maposiel MOKHO CO3/1aBaTh C ITOMOIIBIO T'eHe-
paropa naposieit? JlaiiTe UX KpaTKyr XapaKTepUCTHUKY.

8) B kxakoMm Buae XpaHSTCS MMapojd B mporpamme Password
Commander o ymoa4aHuio?

9) Kak 3ammdpopars napoiau B mnporpamme Password Com-
mander? Kakue anropuTmbl muidpoBaHUS MOT'YT OBITH IPH 3TOM HC-
MI0JIb30BaHbI?

10) OO®sAcHUTE, YTO TaKOe IacckapTa B Iporpamme Password
Commander?
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