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CamocrosteabHas padora Nel — CereBasi ayreHTH(PUKAIUS

K 6a30BbIM TeXHOJIOTHSIM 0€30M1aCHOCTH OTHOCSITCS Ay TEHTU(UKAIKS,
aBTOpU3ALUA, AyIUT, TEXHOJIOTH 3allUIIEHHOI0 KaHaa.

AyTeHTH(PUKAIUA TPETOTBPAIIACT JOCTYI K CETH HEXKENATSIbHBIX JTUI] U
pasperniaeT BXOJ IJIs JIeTalbHBIX MOJIb30BaTeNneH. JlokaszaTenbcTBoM
ayTEeHTUYHOCTH MOKET CIIYKUTh 3HAHHE ayTCHTU(UIIMPYEMBIM HEKOETO OOIIETO
JJ1s1 00€MX CTOPOH cJioBa (MmapoJist) win ¢akTa, BlaJeHUE HEKOTOPhIM YHUKAJIbHBIM
MPEAMETOM WJIU JICMOHCTpAIUs YHHUKAJIBHBIX OMOXapaKTepUCTHK. Yalle Bcero s
JTI0Ka3aTeNIbCTBA HICHTUYHOCTH MCIIOIB3YIOTCS mapon. CyIecTBYET T0CTaTOYHO
(U3UOJIOTHYECKUX TTPU3HAKOB, OJHO3HAYHO YKa3bIBAIOIIUX Ha KOHKPETHOTO
yesroBeka. K HUM OTHOCATCS: OTIEYaTKH PYK U HOT, 3yObl, PEepMEHTHI, THHAMHUKA
JBIXaHUS, YePTHI U U T.A. {15 ayreHTHuKamm TepMUHATBHBIX
MOJIb30BaTeNIe aBTOMATU3UPOBAHHBIX CUCTEM Haubojee MprueMIeMbIMU
CUHMTAIOTCS OTIICUATKH MAJIbIIEB, TEOMETPUS PYK, TOJIOC, JTUYHAS MOITUCH.

CpencTBa aBTOpHU3alMU KOHTPOJIUPYIOT IOCTYII JIETAIbHBIX MOJb30BaTeNIeh
K pecypcamM CUCTEMBbI, MPEJOCTABIIASA KaKIOMY U3 HUX UMEHHO T€ MpaBa, KOTOPbIE
eMy ObUIM ONpeiesIeHbl AIMUHUCTPATOPOM.

Ayt — 3TO (PUKCalMs B CHCTEMHOM YypHajie COOBITHI, CBI3aHHBIX C
JOCTYTIOM K 3aIlMIIAEMbIM CUCTEMHBIM PECYPCaM.

TexHoorus 3aMIIEHHOTO KaHala npu3BaHa o0ecrneyrnBaTh 0€30MacHOCTh
[epeIauy JaHHBIX 110 OTKPHITOM TPAHCIOPTHOU CETH, HAIpUMeEp, uepe3 MHTepHeT.
3anuIieHHbIN KaHal 00ECIIeYrBaET BBITIOJIHEHUE TPEX OCHOBHBIX (DYHKITUI:

* B3aUMHYIO ayTeHTU(UKAIMI0 a0OHEHTOB MPU YCTAHOBIICHUH COEAMHEHUS,

* 3alIUTY TIepeaBaeMbIX M0 KaHATy COOOIIEHHUN OT HECAaHKIIMOHUPOBAHHOTO
JOCTYyTIA,

* IOATBEPKICHUE 1[EIOCTHOCTH MOCTYIMAOIIUX 0 KaHAITy COOOIIEHUM.

COBOKYITHOCTD 3alUIICHHBIX KAHAJIOB, CO3/TAaHHBIX MPEATPUATUEM B
MyOJIMYHON CETH JIJIs1 00bEAMHEHUS CBOUX (PUIIMAJIOB, YaCTO HAa3bIBAIOT
BUpTyaJibHOM yacTHOU ceThto (Virtual Private Network, VPN).

CYIHGCTBYGT OYCHb OOJIBIIIOE KOJUUECTBO TEXHOJOT UM aYTeHTI/I(i)I/IKaI_II/II/I, u
BCC OHHU O6J'Ia,Z[aIOT pa3H0ﬁ CTCIICHBIO y,ZIO6CTBa N HAJCKHOCTH.

PaccMoTpuM OCHOBHBIE METO/IbI Ay TEHTHU(PUKAIIMY 110 TTPUHITUITY
HapacTarouiei cioxHocTi. HauneM ¢ camoro nmpocToro u o0Iien3BeCTHOrO
METOo/1a - ayTeHTU(UKALMS 10 napoito. [IockoIbKy TaHHas TEXHOIOTHUS, Kak
MIPABHIIO, UCIIOJIB3YETCsl O€3 M3MEHEHHS TTapaMeTPOB B TEUCHUE JITUTEITHHOTO
BpEMEHHM (HEIeIIs, MECSI], TOJl - B 3aBUCUMOCTH OT TMOJIMTUK OE30TTaCHOCTH
NPEINPHUSITHS ), TO OHA MOJIydnyIa Ha3BaHUE "ayTeHTU(UKAIHS 10 MHOTOPa30BbIM
napossim".

VY4eTHbI€ 3aMMCH MOJB30BATENIEH COBPEMEHHBIX ONEPALIMOHHBIX CUCTEM
BKITIOUAIOT B ce0sI CIy»0y ayTeHTU(DUKAINH, KOTOPask MOYKET XPaHUTh
npocteimuit uaentudukartop (login) u nmapons (password) mosib3oBaTess B CBOCH



0a3e naHHbIX. [Ipyu MOMBITKE JTOTHYECKOTO BXO/Ia B CETh MOJIH30BATEh HAOUpaAET
CBOM MapoJib, KOTOPBIM MOCTyNaeT B ciiyk0y ayreHtudukauuu. [lo ntoram
cpaBHEHMs TIaphkl login/password ¢ 3TaJIOHHBIM 3HAaYEHUEM U3 0a3bl JaHHBIX
YUETHBIX 3alMCel MOJIb30BATENEH MOJIb30BaTENh MOXKET YCIEITHO MPOUTH
MpoIeAypY NpoCTeilieil ayTeHTUu(DUKALUA U aBTOPU30BATHCS B UH(POPMAITMOHHOMN
cucteMe. B 3aBUCMMOCTH OT CTENEHHU 3alUIIEHHOCTH B pAMKaX 3BOJIOLIMOHHOTO
pa3BUTHUS onepaliMoHHbIX cucteM Windows kommnanueit Microsoft
ucnoias3oBanuck npotokosibl LAN Manager (LM), NT LAN Manager (NTLM),
NT LAN Manager Bepcuu 2 (NTLM v2) u Kerberos.

JIjist opranu3anuu y1ajJeHHOTO A0CTyNa MOoJdb30BaTeNel K 3alUILIEHHBIM
MH(OPMAIMOHHBIM pecypcaM OblIM pa3paboTaHbl TOCTATOUYHO HA/IEKHbBIE CXEMBI C
npuMeHeHueM oaHopa3oBbix napoiiei (OTP — One Time Password). CyTb
KOHLIEIILIMYA OJHOPA30BbIX IMAPOJIEH COCTOUT B HUCIOJIb30BAHUH PA3INYHBIX
napoJied Ipy KaXkJIoM HOBOM 3aIlpoce Ha MpeAocTaBiieHne qocryna. OaHopa3oBbli
MapoJib JEUCTBUTEIICH TOJBKO I OJTHOTO BXOJa B CUCTEMY. IMHaMU4eCKui
MEXaHU3M 33/1aHUS APOJIS SABJISETCS OAHUM U3 JYYIIUX CIIOCOOOB 3aIUTHTh
IPOLECC AyTeHTU(PHUKALUU OT BHEIIHUX Yrpo3. M3BecTHO ueThipe MeToja
ayreHTU(PuKanuu ¢ npumeHenueM textonoruu OTP:

* UCIIOJIb30BAHUC MCXAaHN3Ma BPCMCHHBIX MCTOK Ha OCHOBC CHUCTCMBbI
CANHOI'O BPCMCHHU,

* IPUMCHCHHC 06HICFO mapoJrd JJ1s1 JICTAJIbHOI'O IMOJIb30BATCIIA U
IIPOBCPAIOIICTO CIIMCKA cnyqaﬁHHx Haponeﬁ U HAaAC)KHOT'O MCXaHHN3Ma UX
CHUHXPOHH3AIINH;

* UCITOJIB30BAHUC O6HICFO mapoJt JJ1s1 IMOJIb30BAaTCIIA U IMIPOBCPAIOLICTO
réHeparopa HCCBI[OCJ'IY‘—I&IZHBIX YUCCJI C OJHUM U TEM K€ Ha4aJIbHBIM 3HAYCHUCM,

* MpUMEHEHHE (PUKCUPOBAHHOTO YUCIIA CITyYalHBIX (TICEBIOCTYyYaHBIX )
MOCJIeA0BaTEILHOCTEN, CKOIMPOBAHHBIX HA HOCUTENIA B BUJIE CKPETU-KapT.

B xauectBe npumepa peumenniit OTP moxHO npuBecTH nHENKY RSA
SecurID, ActivCard Token, komOunupoBanusiii USB-kimtou Aladdin eToken NG-
OTP. B yacTHOCTH, OJTHOM M3 pACIPOCTPAHEHHBIX AINAPATHBIX PEATM3ALINM
OJHOPA30BBIX MapoJIeH sABIsIeTCA TexHouorus SecurlD, npenaraemas koMIaHuen
RSA Security. OHa ocHOBaHa Ha CielIUAIBHBIX KaJIbKYJISITOPAaX — TOKEHAaX,
KOTOPbIE KXY MUHYTY T€HEpUPYIOT HOBBIN KOJI. B TokeH BcTpoeHa Oarapeiika,
3apsiga KOTOPOW XBaTaeT Ha 3 — 5 JIET, MOCJE YEro TOKEH HYKHO MEHSITb.
Aytentudukarus ¢ nomoisio SecurlD uHTerprpoBaHa B COTHU NPUIIOKEHUH, a
HEJIaBHO TpH noAaepxkke Microsoft oHa Obls1a BCTpOCHA B ONIEPAITMOHHYIO
cucremy Windows. Bnpouem, nmerorcs peanuzaiuu "B xesnese" u apyrue
aJIrOPUTMBI TEHEPAIIMU OJJHOPA30BBIX Maposieil. HampuMep, MOKHO reHEpUpPOBATH
NapoJib 0 COOBITUIO — HAXXKATHIO KJIABUILM Ha ycTpoiicTBe. Takoe perieHue
npeasaraeT komnanus Secure Computing B Bujie npojaykra Safeword.
AnnapaTHy0 peaau3alnio TEXHOJOTUH '3ampoc-0TBET" MPoJaeT KOoprnopamus
CryptoCard. merotcst axke yHUBEpCaJIbHbBIE allllapaTHbIe pean3aluu, KOTOpbIe
NO3BOJISIOT IEPENPOrPAMMHUPOBATH TOKEHBI. B yacTHOCTH, pelieHus,



BbIyckaeMble komnanuein VASCO, A0MyCKaOT peau3ayio HECKOIbKAX
JIECSITKOB AJITOPUTMOB ayTEHTU(UKALIMK ¢ TOMOLIbIO OJJHOPA30BbIX Naposei. B
nesnoM TexHosioruss OTP ocHOBaHa Ha UCTIOJIB30BaHUU JBYX(DAKTOPHBIX CXEM
ayTeHTU(UKALUU U MOXKET OBbITh KJIACCU(UIIMPOBAaHA KaK YCUJICHHAsl TEXHOJIOTHSI
ayTeHTU(UKALIIH.

[Tox ayrenTudukaueit vHGOPMAIIMH B KOMITBIOTEPHBIX CHCTEMax
MOHUMAIOT YCTAHOBJICHHUE TTOJITMHHOCTH JAHHBIX, MIOJyYECHHBIX 110 CETH,
UCKITIOUNTEIILHO Ha OCHOBE MH(MOPMAITUH, COACPKAIICHCS B ITOTYICHHOM
COOOIICHHUH.

Ecnu xoneuno# nienpio mudpoBaHus nHGOpMAIH SBIsETCs oOecrieueHne
3aIUTHI OT HECAHKIIMOHUPOBAHHOTO O3HAKOMJIEHUS € ATOW MH(pOpMauei, To
KOHEYHOM 11eJ1bI0 ayTeHTU(UKAMU HH(GOPMAIIUK SBIsIeTCS 00eCTeueHre 3a1UThI
YYaCTHUKOB MH(OPMAIITMOHHOTO 0OMEHA OT HABSI3bIBAHUS JIOKHON MH(POPMALIIH.
Konnenims ayTeHTHQUKAIIUN B IMUPOKOM CMBICIIE TIPEyCMaTPUBACT
YCTaHOBJICHHE MOTUHHOCTH MH(POPMAITUH KaK MPH YCIOBUU HATWYHS B3aUMHOTO
JIOBEpHS MEXTy YIaCTHUKaMH OOMEHa, TaK U TPU €ro OTCYTCTBHH.

B KOMIBIOTEPHBIX CUCTEMAX BBIIETSIOT J1Ba BUIa ayTEHTU(DUKALIIH
uH(popMaIuu:

1. ayTeHTHUKAINSA XPAHAIIUXCS MACCUBOB JJAHHBIX U TPOTPAMM —
YCTaHOBJICHHE TOTO (DaKTa, YTO JIaHHbIE HE MOJIBEPTaAINCh MOIU(DUKAITUY;

2. ayTeHTU(UKAIUS COOOIICHUN — YCTAaHOBJICHUE TTOTMHHOCTH
MOJIYYEeHHOTO COOOIIIEHUS, B TOM YHCJIE€ PEIICHHE BOIpPOca 00 aBTOPCTBE ITOTO
COOOIICHHS M YCTAaHOBJICHHUE (haKTa IMpUeMa.

AyTeHTuduKaIms ¢ IpUMEeHEHHEM ITUPPOBBIX CEPTUPUKATOB SBIACTCS
aIbTEPHATUBON MCIIOJIB30BAHUIO MAPOJICH U 0COOEHHO Y(P(HEKTUBHO B CETSIX C
OuY€Hb OOJIBIITUM YHMCIIOM TOJIb30BaTeNnel. B Takux oOcTosiTeNnbcTBaX Mpoieaypa
MIpEABAPUTEIILHON PETUCTPAIIH MOJB30BaTeNe, CBA3aHHAs C HA3HAYCHUEM U
XpaHEHHEM HX MapoJiel, CTAHOBUTCS KpailHe 0OpeMEHUTENbHOM, ONTaCHOM UITH
npocTo HepeannzyeMol. [1pu ucnonap3oBanuu cepTudUKaTOB CETh, KOTOPAs 1aeT
TIOJTB30BATEIIO JIOCTYI K CBOMM pecypcaM, He XpaHUT HUKaKoW WH(pOpMaIuu o
CBOMX TOJIb30BATENISIX — OHH €€ MPEIOCTABISAIOT CAMU B CBOMX 3aIllpOCax B BUJIC
cepTU(UKATOB, YIOCTOBEPSIOLINX JIUYHOCTD MoJib3oBatenei. [{udponoii
cepTu(UKAT yCTAHABINBAET U TAPAHTUPYET COOTBETCTBUE MEKTY OTKPBHITHIM
KITIOYOM U €TO BIaJICIbIIEM.

CepTudukar sSBIsIETCS aHAJIOTOM MPOITyCKa U BBIAAETCS 0 3aIpocam
CHEeNHMATFHBIMUA CEPTUPHUIMPYIOIUMHU EHTPAMHU TIPH BBHITIOTHEHUH OMPEICICHHBIX
ycnoBuil. CepTudukar npeactapisieT co00i AEKTPOHHYIO (OpMY, B KOTOPOI
COJEPKUTCS ClIeAyroas nH(OpMaIIUs:

: OTKpLITBIﬁ KJITOY BJIaACJIbIla JaHHOI'O CepTI/I(l)I/IKaTa;

- CBenleHus o Biajaenblie cepTudukara (UMs, aapec dJIEKTPOHHOM MOYTHI,
HAaMMEHOBAaHME OpraHu3aliy, B KOTOPOI OH paboTaeT u T.11.)



- HammenoBanue cepTuGUIMpPyIOei OpraHu3alii, BbIIaBIIeH JaHHBIA
cepTuduKar.

CepTuduKaT COAEPKUT IEKTPOHHYIO MOJIUCH CEPTUPHULUPYIOICH
OpraHMU3aIK — 3TO 3aIH(PPOBAHHBIEC 3aAKPHITHIM KIIOYOM 3TOW OpraHU3aI1H
JaHHbIE, COJIEpIKAIINecs B CepTH(HKATE.

KoHTpoJibHBIE BONIPOCHI:

1) Yto Ha3BIBAIOT CETEBOM ayTeHTH(HUKAIHCH?

2) Yto Takoe aBTOpHU3AIMs?

3) Ilepeuncinre 0OBEKTHI BO3ACHCTBHS B MHPOPMAIIMOHHBIX CHCTEMAaX.
4) Yto BXOJUT B 33]]a41 MEIKCETCBBIX IKPAHORB?

5) Yrto Ha3BIBAIOT KOHTPOJIUPYEMOU 30HOM?

Tect mo camocrosiTtesibHOM padore Nel:

1. HeBo3MOXHOCTH IMMOJIYUYCHUMA CCPBUCA 3aKOHHBIM I10JIb30BAaTCIICM
Ha3bIBACTCH.

A) DoS-arakoii

B) Replay-arakoit

C) Arakoii «man-in-the-middle»

2. KpunToaHanau3 — 3TO MPOLECC, MPU KOTOPOM

A) 3Has 3amudpoBaHHOE COOOIICHNE, TBITAIOTCS y3HATH He3an(ppoBaHHOE
coo01eHne

B) 3Has oHy WM HECKOJIBKO Tap (He3amm(poBaHHOE COOOIICHNE,
3amupPOBaHHOE COOOIICHHE), TIBITAIOTCS Y3HATH KITFOU

C) U3mMeHsrOT mepeaaBaeMoe 3aippoBaHHOE COOOIICHHE

3. B aaropurmMax cMMMETpUYHOTO MHU(DPOBAHUS HCTIONB3YIOTCS TOJIBKO
CIEAYIOUIUE ONEPALUK:

A) Omnepanuu nepecTaHOBKH U CIBUTA
B) S-box u no6utoBoe uckmoyaromee wim (XOR)
C) JIroOble 3 MepeurCICHHBIX BBIIIE ONEpPAInii, a TAKIKE MHOTHE JPYTHE

4. Ataka «man in the middle» siBagercs

A) TTaccuBHOI
B) AkxtuBHoi
C) MoxeTt ObITh KaK aKTUBHOM, TaK M IMaCCUBHOM

5. Macrep-Kito4 UCHOoJIb3yeTcs IS

A) llIudpoBanus KiIr0UYa CeCCUU
B) LludpoBanus mpukiIaIHBIX TaHHBIX


http://www.intuitu.net/otvet/Nevozmozhnost-poluchenija-servisa-zakonnym-polzovatelem-nazyvaetsja
http://www.intuitu.net/otvet/Nevozmozhnost-poluchenija-servisa-zakonnym-polzovatelem-nazyvaetsja
http://www.intuitu.net/otvet/Kriptoanaliz-eto-protsess-pri-kotorom
http://www.intuitu.net/otvet/V-algoritmah-simmetrichnogo-shifrovanija-ispolzujutsja-tolko-sledujushchie-operatsii
http://www.intuitu.net/otvet/V-algoritmah-simmetrichnogo-shifrovanija-ispolzujutsja-tolko-sledujushchie-operatsii
http://www.intuitu.net/otvet/Ataka-man-in-the-middle-javljaetsja
http://www.intuitu.net/otvet/Master-kljuch-ispolzuetsja-dlja

C) HIudpoBanus Kak KIr04Ya CECCUU, TaK M MMPUKJIAIHBIX JAHHBIX
6. Moaudukarus nepenaBaeMoro CoOOIEeHNs Ha3bIBACTCS:

A) DoS-arakoii

B) Replay-arakoii

C) Araxoit «man-in-the-middle»
7. AyrtenTuduxanus — 310

A) HeBO3MOXHOCTh HECAHKITMOHUPOBAHHOTO JOCTYIIA K JTaHHBIM
B) IMoarBepskaeHue TOro, 4TO HHPOPMAIIHS TOTYYCHA U3 3aKOHHOTO
UCTOYHHUKA 3aKOHHBIM IOJTy4aTesIeM
C) HeBO3MOXXHOCTh HECAHKIITMOHMPOBAHHOTO IMTPOCMOTPA U MOJIU(PUKAIIH
uHpopmaruu
8. UTo U3 mepeyncieHHOr0 OTHOCUTCS K MEXaHU3MaM 0€30MacHOCTH ?
A) Xoui-pyHkuun
B) LlemocTHOCTH COOOMIEHUS
C) ANropuT™Mbl CHMMETPUYHOTO MU(POBAHHS
D) HEBO3MOKHOCTD OTKa3a OT MOJIyYEHHOTO COOOIICHUS
9. CepBuc, KOTOPHI 00ECTICUMBAET HEBO3MOKHOCTh HECAHKITMOHUPOBAHHOTO
MIPOCMOTpA JTAHHBIX, HA3bIBACTCS:
A) AyreHTudukanuei
B) LlemocTHOCTBIO
C) KonbuaeHIHaIbHOCTHIO
10.1Ipu ogHOCTOPOHHEH ayTeHTU(hUKAIIMYA OCYIIECTBISACTCS ayTeHTU(UKAIINS
A) OtmnpaBuTtens

B) INonyuatens
C) KDC


http://www.intuitu.net/otvet/Modifikatsija-peredavaemogo-soobshchenija-nazyvaetsja
http://www.intuitu.net/otvet/Autentifikatsija-eto
http://www.intuitu.net/otvet/Chto-iz-perechislennogo-otnositsja-k-mehanizmam-bezopasnosti
http://www.intuitu.net/otvet/Servis-kotoryj-obespechivaet-nevozmozhnost-nesanktsionirovannogo-prosmotra-dannyh-nazyvaetsja
http://www.intuitu.net/otvet/Servis-kotoryj-obespechivaet-nevozmozhnost-nesanktsionirovannogo-prosmotra-dannyh-nazyvaetsja
http://www.intuitu.net/otvet/Pri-odnostoronnej-autentifikatsii-osushchestvljaetsja-autentifikatsija

CamocrositeabHas padora Ne2 — [loacucrema ayreHTH(PUKAITAA

AyTtenTudukanus (yctaHoriaeHue noauHHocTr) (Authentication) —
IpolieTypa MPOBEPKH MPUHAJICKHOCTU CYOBEKTY JOCTYIIA IPEABSIBICHHOTO UM
uaeHTUGUKATOPA U TIOJTBEPKACHHUE €T0 MOJIMHHOCTH (Jalle BCero, JIOTUHA U
napoJisi). Jpyrumu cioBamu, ayTeHTA(DUKAINS 3aKTI0YAETCS B TPOBEPKE:
SIBJISICTCS JTM TTOIKITIOYAROIIUICS CyOBEKT TEM, 32 KOT'O OH ceOs BBIJIACT).

[Tpu nmocTpoeHnu cucTeM UACHTU(UKALINY U ayTeHTU(UKALUN BO3HUKAET
npo6iieMa BbIOOpa HACHTU(PHUKATOPA, HA OCHOBE KOTOPOTO OCYLIECTBIISIFOTCS
npoueaypbl HACHTU(UKAIIMY U ayTeHTU(UKALIUY TToJIb30BaTens. B kauecTse
UJCHTU(HUKATOPOB OOBIYHO UCTIONIB3YIOT:

Ha0Op CUMBOJIOB (TTApOJIb, CEKPETHBIN KITIOU, TIEPCOHATIBHBIH
UJeHTU(HUKATOP U T.I1.), KOTOPBIN MOJIB30BATENb 3AIIOMUHAET WJIH JIJIS UX
3allOMUHAHHUS UCIIOJIB3YET CIIEHHAIbHBIE CPEJICTBA XPAHEHUS (JIIEKTPOHHBIE
KJIIOUH);

bu3HoIOrNYeCcCKre MapaMeTpsl YeIoBeKa (OTIEeYaTKH MaIbIEB, PUCYHOK
pagy)KHOM 000JIOUKH TJIa3a U T.I1.) WJIK OCOOEHHOCTH MOBeIeHUs (0COOCHHOCTH
paboThI Ha KJIaBUATYpE U T.I1.).

Kak yxe ynomuHanocs panee, CylmecTByeT MHOKECTBO TEXHOJIOTHM,
MIPU3BAHHBIX TIOBBICUTH CETEBYIO O€30MaCHOCTh, M BCE OHM TMPEIIaraloT PEIIeHUs
JUTSL BAKHEHTIINX KOMIIOHEHTOB TIOJIMTUKH B OOJIACTH 3aIUTHI JAHHBIX:
ayTeHTU(PUKALIUU, TTOAICPKAHUS IIETTOCTHOCTH JTAHHBIX M AaKTUBHOMN TIPOBEPKH.

[Ton ayrenTudukanmeit noapasymeBaetcs ayTeHTU(UKALINS TOJIb30BATENs
WJTM KOHEYHOT'0 YCTPOMCTBA (XOCT KIIMEHTa, CEpBEP, KOMMYTATOP,
MapHIpyTHU3aTOP, MEKCETEBOM IKPaH M T.JI.) U €70 MECTOIIOIOKEHUS C
MOCJICIYIOIIEN aBTOPU3ALMEN 110JIb30BATEIEN U KOHEUHBIX YCTPOMCTB.
[{eocTHOCT JaHHBIX BKIIIOYAET TaKKe 00IacTH, KaKk 0€301MaCHOCTh CETEBOM
UHDPACTPYKTYPHI, 0€30MIaCHOCTH IEPUMETPA U KOH(PUICHIIMATIEHOCTh TaHHBIX.

Ayrentudukanus B crangapre IEEE 802.11 (Puc.2.1.) opuentupoBana Ha
ayTeHTU(DHUKAIMIO KIMEHTCKOTO YCTPONCTBA paIiO0CTyIIa, a HE KOHKPETHOTO
KJIMEHTA KaK I0JIb30BaTelIsI CETEBLIX pecypcoB. [Iporecc ayrenTHPUKamm
KkimeHTa 6ecnpoBoiHoi JokanbHoU cetn IEEE 802.11 u cocTouT M3 cieayrommx
JTaIoB:

1. Kimment noceutaet kanp (ppeiim) 3anpoca Probe Request Bo Bce
paZoOKaHaJIblI.

2. Kaxnas Touka paguonoctymna (Access Point, AP), B 3oHe paanyca
JEHCTBUSI KOTOPOU HaXOUTCS KIIMEHT, TTOChIIaeT B OTBET dpeitm Probe Response.

3. KiineHT BBIOMpAET MPEANOUYTUTENBHYIO 111 HErO TOUKY PaguoI0CTyIIa U
MOCBUTAET B 0OCTYKUBAEMBIN €10 PaiOKaHal 3aMpoc Ha ayTeHTU(UKALIUIO
Authentication Request.



4. Touka paAMOAOCTYTIA MOCHUIAET MOATBEPKICHNE ayTeHTU(DUKALINN
Authentication Reply.

5. B cnydae ycnenmHoM ayTeHTH(GUKAINY KIHCHT MOCHUTAET TOYKE JOCTYyTa
3ampoc Ha coeuHeHue (acconuupoBanue) Association Request.

6. Touka J0CTyma MOCKIIAET B OTBET (PpeliM MOITBEPKICHUS aCCOLUALIUN
Association Response.

7. KilnueHT MOXET Tenepb OCYIIECTBIATh 0OMEH MOJIb30BATEIbCKIM
TpaUKOM C TOUKOM paJi0I0CTyIa U MIPOBOJHOM CETHIO.
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Puc. 2.1. Ayrentuduxanus no crannapty 802.11

AyTeHTHQUKAIUS C OOIIKUM KITFOUOM SIBJISIETCSI BTOPHIM METO/I0M
ayrentudukauuu ctannapta IEEE 802.11. [Ipouecc ayrenTudukanuu ¢ o0mmum
KJIIOYOM aHAJIOTHUYEH MPOLECCY OTKPHITON ayTeHTU(UKALIUU, OTINYAACH TEM, UYTO
JAHHBIN METOJ TpeOyeT HACTPOMKU cTaTU4YecKoro kitoua mudpoanus WEP,
UJCHTUYHOTO Ha KJIIMEHTCKOM yCTpOicTBe (OecIpoBOIHOM afantep) U Ha
OECIpOBOIHOM TOYKE JIOCTYIIA.

Aytentudukanus kmmenta mo ero MAC-aapecy moanep>XuBaeTcsi MHOTUMHU
HPOM3BOAUTEIIIMU 000PYI0BaHMsI /sl OSCIPOBOIHBIX ceTeld, B ToM uncie D-Link.
[Tpu ayrentudukanuu mo MAC-agpecy nmpoucxoaut cpaBuenue MAC-aapeca
KJIMEHTA TMO0 CO CIIUCKOM pa3pelIeHHbIX (WK 3alpelleHHbIX ) aIpecOB KIMEHTOB,
BHEeCEHHbIM B MAC-Tabnuiy TOYKU JOCTYIA, JIMOO C MOMOIIbIO BHEILIHETO
cepBepa ayreHTudukanuu (puc. 2.2). Ayrenrudukanus no MAC-aapecy
UCIIOJIb3YETCS B IOMOJIHEHUE K OTKPBITON ayTeHTU(DHUKAMU U ayTEHTU(PUKALINU C
o6muMm kirouoM ctanaaprta IEEE 802.11 nyist yMeHblIeHHs] BEpOSATHOCTH A0CTyNa
MIOCTOPOHHUX TMOJIb30BATENECH.

= 1. Janpoc ayTeHTIpMKALIN —8= — 2 MAC-anpec aioenta _g.
- OTpABNEH b BMAS Janpoca
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2.2 AyrenTtudukanus ¢ TOMOIIbIO BHEIIHErO CEpBepa

OTkpbiTast ayTeHTU(UKALNA HE TIO3BOJISIET TOYKE JOCTYIIa ONPEICIIUTb,
pa3peliieH JId KIMEHTY AOCTYI K CETH WA HET. DTO CTAHOBUTCS YA3BUMBIM
MECTOM B CUCTeMe 0€30IaCHOCTH B TOM CIIy4ae, €CJId B OECIPOBOIHOM JTOKAIbHON
CETH He ucnoJib3yeTcs Tak HazpiBaeMoe WEP-mmdpoBanue. B cnyuasx, koraa
ucnoas3oBanue WEP-mmudpoBanus He TpeOyeTcs Ui HEBO3MOXKHO (Halpumep, B
OECIIPOBOIHBIX JIOKAIBHBIX CETSIX MYOJUYHOTO JOCTYMa), METO b
ayTeHTU(PUKauu 6oJiee BHICOKOTO YPOBHS MOT'YT OBITh PEaTM30BaHbI
nocpeacTsoM MHTepHET-1LTI030B.

Crannapt IEEE 802.11 tpeGyet nepenaunn MAC-aapecoB KIMEHTA U TOYKH
PaaNoIOCTyIIa B OTKPHITOM BHIE. B pe3ynbTaTe 3TOr0 B 0€CIpoBOIHOM CETH,
ucnosb3yonieit ayrenrudukanuto no MAC-anpecy, 310yMbIIUIEHHUK MOXKET
00MaHyTh MeTOJ ayTeHTU(UKauu nyTéM noamensl cBoero MAC-aapeca Ha
pa3pELICHHBIH.

[TepBbIM cTanAapTOM MIU(PPOBAHMS TAHHBIX B OECIIPOBOIHBIX CETIX CTAJl
npotokos WEP (Wired Equivalent Privacy). llludpoBaHue ocyIiecTBIseTCs C
nomMo1isio 40 win 104-6utHOro Kitoyda (MoToYHoe mudpoBaHue ¢
UCIONIb30BaHuEM ainroputma RC4 Ha cTaTUYECKOM KJIH0YE) U TIOTOJIHUTEIbHOM
JMHAMUYECKOM COCTaBIIAIONIEH pasMepoM 24 OuTa, Ha3bIBAEMOU BEKTOPOM
nHunranu3anuu (Initialization Vector, IV).

[Ipouenypa WEP-mmdpoBaHus BBITISIUT CIEIYIOIIMM 00pa3oM.
[lepBoHauUaNbHO MIepeaBacMbIe B TAKETE JAHHBIE MPOBEPSIIOTCS HA IIEJIOCTHOCTh
(asiroput™m CRC-32) 11 mojiy4eHus 3HaYeHUs KOHTPOoJIs 1esoctHocTH (Integrity
CheckValue, ICV), no06aBisieMoro B KOHEI KHCXOAHOr0 cooOmieHus. Jlaee
reHepupyetcs 24-0uTHbli BekTOop nHMUManu3auuu (IV), a k Hemy go0aBisercs
cratudeckuii (40- wim 104-0uTHBIN) cekpeTHBIN Kitod. [ToayyeHHbIi Takum
00pa3om 64- nau 128-OUTHBIN KITIOY U SBISETCS UCXOIHBIM KIIFOUOM JIJIs
reHepaIyy MCeBA0CIyIaiiHOTO YHCIa, KOTOPOE UCTIONB3YeTCs IS U POBAHUS
NaHHBIX. J[asee maHHbIe CMEIMBAIOTCS (IMHUGPYIOTCS) ¢ TIOMOIITBIO JIOTHYSCKON
onepanuu XOR ¢ nceBaocIydyaitHOM KIIF0OYEBOUM MOCIEA0BATEILHOCTBIO, & BEKTOP
WHUIMAIN3AlUK 100aBIIsIeTCs B CIy)KeOHOE ImoJie Kaapa.

3aronoBok

802 11 1Y [aHHLIe ICV

— — —
Wndpyeman yacTs Kagpa

Puc. 2.3 ®opmar WEP-kanpa

Kax u mo6as npyras cucrema 0€30MacHOCTH Ha OCHOBE MapoJIeH,
Ha/1e:)kHOCTh WEP 3aBUCHT OT IMHBI U COCTaBa KII04a, a TAKXKE YaCTOTHI €ro
cMeHbl. [lepBblid cepbe3HbBIN HEJOCTATOK — IPUMEHEHHE CTAaTUYECKOrO KIII04Ya — 3a
OTHOCHUTEJILHO HEOOJIBIIIOE BpEMSI KITF0Y MOKHO To100paTh nepedopom. 1 BTopoii
Hegoctatok WEP-mmmdpoBanus — caMOCHHXPOHU3AIMS IS KKIOTO COOOITICHMS,



MOCKOJIPKY BEKTOP MHHUITMAIA3AIUH TIEpe1aeTCs He3ammn(ppOBaHHBIM TEKCTOM C
KQKJIbIM ITAKETOM U Yyepe3 HeOOJIbIION MPOMEKYTOK BpeMEHH OH TIoBTOpsieTcs. B
pesyabrare npotokoi mudpoBanuss WEP Ha ocHoBe anroputma RC4 B HacTosmee
BpEMsI HE SIBIIIETCSI CTOMKHM.

Haubonee pacnpocTpaHeHHBIMU TPOCTHIMU U IPUBBIYHBIMU SIBIISIIOTCS
METO/Ibl ayTeHTU(PUKALIMH, OCHOBAaHHBIE HA MAPOJIAX — KOH(PHUICHIIMATIBHBIX
uaeHTUPUKaTOpax cyobeKkToB. B 3TOM citydyae mpu BBOJIe CYOBEKTOM CBOETO
napoJisi MoicucTeMa ayTeHTU(UKAIIMYA CPABHUBAET €TO C TTApOJIeM, XPaHSIIIMCS B
0a3e ATAIOHHBIX JaHHBIX B 3alIM(PpPOBaHHOM BHJIe. B cinyuyae coBnageHust naposiei
MOJICUCTEMA ayTeHTH(HUKAIIMHN pa3penraeT JOCTYI K pecypcaM CHCTEMBI.

[TaposibHBIE METOJIbI AyTEHTU(PUKALMHY IO CTETIEHN U3MEHAEMOCTH NTapoJiei
JENATCA Ha:

METO/Ibl, HCII0JIb3YIOIIUE MOCTOSHHbIE (MHOTOKPATHO UCIIOIb3YEMBIE)
napoJy;

METO/Ibl, HCIIOJIB3YIOIIUE OJHOPA30BbIE (AMHAMUYHO U3MEHSIOIINECS )
MapoJIn.

Hcnonb3oBaHne OTHOPA30BBIX WA TUHAMAYECKH MEHSIOIIMNXCS TTapojen
ABJIsIETCA 0oJiee HaASKHBIM METOA0M MapOJbHON 3aIUThI.

B nocneanee BpeMs NOMy4UIIM pacIpOCTPAHEHHE KOMOMHUPOBAHHbIE
METO/bl UACHTU(PUKALIMY U ayTeHTU(UKAUHU, TPeOyIoUIre, IOMUMO 3HAHUS
napoJisi, HaIu4rue KapTouku (token) — crnenuaibHOro yCTpOMCTBA,
HOJITBEPKJAIOLIETO MOUIMHHOCTD CyOBEKTa.

Kaprouku pa3genstor Ha ABa TUMA:

1) maccuBHbBIC (KAPTOUYKH C MAMATHIO);
2) aKTHBHbBIC (MHTCIUICKTYaIbHBIC KAPTOUKH ).

CambIMu pacipOCTPAaHEHHBIMU SIBJISIFOTCS TACCUBHBIE KAPTOUKH C
MAarHUTHOM IOJIOCOM, KOTOPBIE CUUTHIBAIOTCS CIIEHUAIBHBIM YCTPOUCTBOM,
MMEIOLIMM KJIaBUATYPY U npoueccop. [Ipu ucnonb30BaHNM yKa3aHHON KapTOYKH
M0JIb30BATENIb BBOJUT CBOU MIEHTU(UKAIIMOHHBIA HOMED. B ciydae ero
COBIIAJICHHUS C 3JIEKTPOHHBIM BapUAHTOM, 3aKOJAUPOBAHHBIM B KapTOUKE,
MOJIb30BATENb MOJYYaeT AOCTYII B CUCTEMY. JTO MO3BOJIIET JOCTOBEPHO
YCTaHOBUTH JIULIO, TIOJYYUBIIIEE JOCTYI K CHCTEME U UCKIIFOUHTh
HECaHKIIMOHUPOBAHHOE MCIOJb30BAHUE KAPTOUKHU 3JI0yMBIIIIIEHHUKOM
(manpumep, ipu ee yTepe). Takoit crocod 9acTo Ha3bIBAIOT IBYKOMITOHEHTHOM
ayTeHTHU(UKaLEH.

WHuTennekryanbHble KAPTOUYKH KPOME MaMATH UMEIOT COOCTBEHHBIN
MHUKPOIPOLIECCOP. DTO MO3BOJISET PEAIM30BATh PA3IMYHbIE BAPHAHTHI APOJIbHBIX
METO/IOB 3aIlIUThI, HAIIPUMEP, MHOTOPAa30BbI€ MAPOJIH, JUHAMUYECKH MEHSFOUIUECS
HapOJIH.

Meroabl ayTeHTHU(PUKALIMA, OCHOBAaHHBIE Ha U3MEPEHUN OUOMETPUUECKUX
napameTpoB yesnoBeka, ooecreunBaroT noutu 100% uaentudukanuio, pemas
POOJIEMBI YTEPH WK YTPATHI MAPOJICH U TUIHBIX UACHTH(PUKATOPOB. OHAKO ATH



METO/IbI HENB35 NCIIOJIH30BATh TIPH HICHTU(DUKAIIMY TTPOIIECCOB WU JTAHHBIX
(0OBEKTOB JaHHBIX ), OHU TOJIBKO HAYMHAIOT PAa3BUBATHCA, TPEOYIOT MOKA
CJIOKHOTO U IOPOTOCTOAIIET0 000pYy1I0BaHUsI. DTO 00YCIOBIUBAECT UX
UCITI0JIb30BAaHUE TTOKA TOJBKO Ha 0CO00 BaXHBIX 00BEKTAX.

bromerpuyeckue crucTeMbl HACHTH(PUKAIINH, TOCTYITHBIE B HACTOSIIIIEE
BpEMs WJIM HaXOZSIIMeCs B CTAJANK pa3padOTKH, BKIIOUAIOT CUCTEMbI JOCTYyIIA 110
oTnevaTky naisla, apomaty, JIHK, dbopme yxa, reomerpun uua, temneparype
KOJKHU JIMIIa, KJIAaBUATyPHOMY MMOYEPKY, OTIIEYATKY JIaJ0OHU, PUCYHKY BEH JIaJI0HH,
CTPYKTYp€ CETUATKH IJ1a3a, PUCYHKY Pady>KHOU 000JIOUKH Tj1a3a, MOMUCH U
roJiocy.

AyTeHTu(uKalms no oTnevyarkaM najibleB. ITa OMoOMeTpuyecKast
TEXHOJIOTHS, BIIOJIHE BEPOSITHO, B Oy Iy1ieM Oy/IeT UCTOb30BaThCS HanboJiee
mmpoxo. [IpenmyriecTBa cpecTB JOCTyNA MO OTIEYATKY Majblla - IPOCTOTa
UCIIONIb30BaHus, Y00CTBO M HAJEXKHOCTh. Bech mpouiecc uaeHTuduxanmm
OCYUIECTBIISIETCS JOBOJIBHO OBICTPO U HE TPEOyeT 0COOBIX YCUIUM OT
noJib30Batenei. BeposaTHOCTh ommOKku npu uaeHTUGUKALINN TTOTB30BaTEsI
HAMHOTO MEHBIIIE B CPABHEHUU C IPYTUMH OMOMETPUIECKIUMH MeToaaMu. Kpome
TOT0, YCTPOMCTBO MACHTU(PUKAIIMH 110 OTIEYATKY Najiblia JOCTATOYHO KOMITAKTHO
- B HACTOsIILIEE BPEMsI Y Ke POU3BOAATCS MOI0OHBIE CUCTEMbI pa3MEPOM MEHBIIIE
KOJIOZBI KapT.

AytenTudukaius no pagy;kHoi odonouke riasa. [Ipenmyniectso
CKaHUPOBAHUS Paly’)KHON 000JIOUKH COCTOUT B TOM, YTO 0Opasel MATEH Ha
pany>XHoi 000JI0UKe HaXOUTCS Ha MOBEPXHOCTH IJ1a3a, U OT MOJIb30BaTENs HE
TpeOyeTcs CrielUabHbIX YCHINM - (DaKTUUYECKU BUICON300paKEHUE TI1a3a MOKET
OBITh OTCKAHUPOBAHO Ha PACCTOSHUU METPA, UYTO JIE€JIAET BO3MOKHBIM
UCIIOJIb30BaHUE TAKUX CKaHEPOB B OaHKoMaTax. Mnentudunupyronme napameTpol
MOTYT CKaHHUPOBATHCSI U KOJUPOBATHCS, B TOM YHCIIE, U Y JIFOJEH C 0CIa0IeHHBIM
3peHUEM, HO HETIOBPEXKIEHHON panyXKHOM o0osoukoit. KaTapakra - moBpexneHne
XpyCTallMKa rJia3a, KOTOpOe HaXOUTCS 0331 Paay>KHOM 000JI0YKH, TAKXKe
HUKOMM 00pa30M He BIMSET Ha MPOIECC CKAHUPOBAHUS PaIy KHOU 000IOUKH.

AytenTtudukaims no ceryatke riaza. CkKaHUpOBaHHUE CETYATKU MPOUCXOAUT
C MCMOJIb30BaHNEM MH(GPAKPACHOTO CBETA HU3KOW MHTEHCUBHOCTH,
HaIPaBJIECHHOTO Yepe3 3pavyoK K KPOBEHOCHBIM COCY/aM Ha 3aJHEl CTeHKE TJiasa.
CkaHepslI JUIsl CETYATKH ria3a MOJyYHId OOJBIIOE PaCIIPOCTPAHEHHE B
CBEPXCEKPETHBIX CUCTEMaX KOHTPOJIS JOCTYMa, TaK KaK 3TU CPEJCTBA
ayTeHTU(PUKAINHA XaPAKTEPUIYIOTCS OJHUM M3 CAMbIX HU3KUX MPOIIEHTOB OTKAa3a B
JIOCTYTIE€ 3apETUCTPUPOBAHHBIM OJIH30BATENSIM U MTOYTH HYJIEBBIM IIPOLICHTOM
omnbo4yHOro Aoctyna. OgHako Takast 00JIe3Hb IJ1a3, KaK KaTapaKTa, MOKET
OTPHUIATENFHO BO3/IEHCTBOBATh Ha KAYECTBO MOJIYy4aeMOT0 N300pakeHus 1
YBEIMYHUBATH OIIMOKHA CUCTEMBI.

Hosgeiimum HanpaBiieHueM ayTeHTU(PUKALMU SBISETCS JOKA3aTeIbCTBO
MOJITMHHOCTH YJAJIEHHOTO MOJIh30BaTENs M0 €r0 MECTOHAXOKIACHHIO. JlaHHbIH
3alIUTHBIA MEXaHNW3M OCHOBAH Ha UCIOJIb30BAaHUU CUCTEMbI KOCMUYECKOM
naBuranuu, Tuna GPS (Global Positioning System). [loibp30BaTens, HMerOIHiA



anmnapatypy GPS, MHOrokpaTHO OChUIa€T KOOPJAUHATHI 33/IaHHBIX CITyTHUKOB,
HaXOJAIIUXCs B 30HE NpsiMoit BuaAnMocTU. [loacucrema ayreHTudukanuu, 3uas
OpOUTHI CITyTHUKOB, MOXET C TOYHOCTBIO 10 METPa OINPEACIIUTh
MECTOPACTIOIOKEHUE MOJIb30BaTeNsl. Bricokas Haie)KHOCTh ayTeHTU(PUKALIUU
OTPENEISAETCS TEM, UTO OPOUTHI CITYTHUKOB MOJABEPKEHBI KOJIEOaHUSM,
IpeIcKa3aTh KOTOPbIE JOCTATOYHO TPYIHO. Kpome Toro, KoopIMHaThl MOCTOSTHHO
MEHSIIOTCSI, UTO UCKIIFOYAET UX mnepexnaT. Takoh MeTo ] ayTeHTU(DUKAIIUA MOKET
OBITH UCITOJIH30BAH B CITy4asx, KOTJa aBTOPU30BAHHBIN YIaJICHHBIN MOJIb30BATENb
JIOJKEH HaXOJIUTHCSI B HY>KHOM MECTE.

KonTpoabHbIE BONPOCHI:

1) Yem onpenensieTcst CTOUKOCTH MOJICUCTEMbI HACHTU(UKALUY U
ayreHTU(UKaIun?

2) Ilepeuncnutb MUHUMAaJbHBIE TPEOOBAHUS K BEIOOPY MAPOJIs.

3) Ilepeuncnuth MUHUMAJIbHbBIE TPEOOBAHMUS K TIOJCUCTEME MapOIbHOM
ayTeHTU(UKALIHH.

4) Kak onpenienuTh BEpOSITHOCTD MOAOOPA MapoIist 37I0YMBIIIJIEHHUKOM B
TEYEHUU CPOKa €ro JIeUCTBUS?

5) Be100poM KakuM napaMmeTpoB MOKHO MOBJIHUATh HA YMEHbBILIEHHE
BEPOATHOCTH 110A00pa MaposIsl 3I0YMBIIITIEHHUKOM MPH 3aJJaHHON CKOPOCTH
no100pa napoJis 3T0YMBIIIJICHHUKOM U 33JaHHOM CPOKe JIEHCTBUS mapoJis?

Tect mo camocTosiTesibHOM padoTe Ne:

1. AyreHtudukainus — 3To
A) HeB03MOXXHOCTh HECAHKITMOHUPOBAHHOTO JIOCTYIA K TAHHBIM
B) I[MoarBepskaenne Toro, 4To HHGOPMAIHS OTYYSHA U3 3aKOHHOTO
VMCTOYHUKA 3aKOHHBIM IOJIy4aTeIeM
C) HeBO3MOXHOCTh HECAHKIITHOHHPOBAHHOTO IMTPOCMOTPA U MOJIU(PUKAIIH
uHbOopMaIuu
2. Bpibepute KOMaHy, TO3BOJISIONIYIO BEIBECTH CIIUCOK CETEBBIX UMEH
paboTaronux B JaHHBIII MOMEHT KOMIIbIOTEpOB Bareii cetu:
A) Net computer
B) Net view
C) Net config
D) Net group
3. Ykaxwure, KTO BXOJMT B IPYIIy MoJib3oBaTenei Bee B onepaninoHHoil
cucrteme Windows:
A) Bce nonb3oBarenu JOKAJIbHOW CETH;

B) Bce nonb3oBaTenu cety NpeanpusThs;

C) Bce 3apeructpupoBaHHbIE B ONIEPAIIMOHHON CUCTEME MMOJIb30BATEH.
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4. Kakoii u3 ceteBbIx KOMIOHEHTOB Windows OTBedYaeT 3a aapecaliio y3joB
CETU Ha CETEBOM ypOBHE?

A) Ananrep;

B) CereBoii mpoToKoI;
C) Knuenr;

D) Cnyx0a

5. Kakoit u3 cereBbiXx KOMITOHEHTOB Windows 00eceynBacT BO3MOXKHOCTh
MPEIOCTaBIICHUS HUM CETEBBIX peCcypcoB?

A) Ananrep;

B) CerteBoil mpoTOKOJT;
C) Knuenr;

D) Cnyx0a

6. BeiGepuTe THIBI JOCTYyNA JJIsi CETEBBIX IUCKOB M IAMOK, ONIPEICIIEMbIX B
oneparmonHoi cucreme Windows:

A) Urenue;

B) Utenue u BBINOJIHEHHUE;

C) UsmeHnenue;

D) 3anucs;

E) [lonnsiit nocry;

F) IIpocmoTp;

G) Cucok coepKUMOTO MaIKH.

7. BoiGepuTe COOTBETCTBHE HA3BAaHUH U OMPEICICHUN CETEBHIX KOMITIOHEHTOB
Windows, puBe/ICHHBIX B CITHCKE:

A) Ananrep;
B) Ilportoko;
C) Knuenr;
D) Cayxb6a

8. YkakuTe BBOAUMYIO B OKHE KOMaH/IHOW CTPOKU KOMaHIy, 0TOOpa)KaromIyIo
IP-anpec kommbroTepa, paboTalOIIEro Mo onepanuoHHoi cuctemor Windows:

A) Cmd;
B) Net;
C) Ipconfig;
D) Netstat.
9. Ykaxute npenmyuiecTBa UCIoJb30BaAHUS KOMITBIOTEPHBIX CETEM:

A) Bo3MOXHOCTbh OIIEpaTUBHON KOMMYHUKAIIUHA MEXKy YYaCTHUKAMU CETU
Y OMEPAaTUBHOIO JOCTYIA K UHPOpPMALIUU;



B) Bo3M0XHOCTb COBMECTHOT'O UCITOJIb30BAHUS AIlIapaTHBIX PECYPCOB;
C) BO3MOXHOCTh MPAKTHYECKU OC3rPaHUYHOTO YBEINYCHUS BHIUYUCIIN-
TEJIbHOW MPOU3BOUTEIHLHOCTH CUCTEM;

D) Bo3M0XHOCTh OpraHu3aii COBMECTHOU pabOTHI IIyTEM pa3ieieHUs
IPUKJIAJHBIX IPOrpamMM U (ailyios;

E) Yopomenue koHGUTrypupoBaHUs 1 TOJIH30BAHUS OTICPAITMOHHBIMHU
CHUCTEMAaMHU U I10JIb30BaTEIILCKUMHU POTrPaMMaMU;

F) Bo3MOXHOCTh LIEHTPAIM30BAHHOTO YIIPABJICHUS JAHHBIMU U MPO-
rpaMMaMH.

10. BriGepuTte pecypchl, BbIACIIEMbIE ONEPALIMOHHON CUCTEMOM CETEBOMY
ajanrtepy:

A) MAC-anpec amanTepa;

B) ITopt BBOma-BRIBOAA (I/O port);
C) [Tonoca npomyckaHus KaHama;
D) 3anpoc npepsiBanus IRQ;

E) [luana3on aapecoB naMaTu agantepa.



CamocrositesqbHass padora Ne3 — @OyHKIUHN MeKCeTeBbIX IKPAHOB,
NpoPUIH 3aLUTHI

Me:kceTeBbIM 3KPaAHOM HA3bIBAIOT OCOOBIN IPOrPAMMHBIN MPOIYKT,
VICIIOJIb3YEMBIN JUIS 3AILUTHI ONIPEAEIICHHBIX YaCTEW KOMIIBIOTEPHOMN CETU
opranusauui. [Ipumenss MeKCeTeBON IKpaH, MOXKHO Pa3IeIUuTh KOMIBIOTCPHYIO
CETh Ha JIBE YaCTH U 331aTh IIpaBwiIa (pUIbTPALMU TAKETOB JAHHBIX MPU IEPEX0E
U3 OJIHOM yacTH B Jipyryro. Hanbosnee yacTo 3Ta rpaHuiia IpOBOAUTCS MEXKIY
KOPIIOPATUBHOW CETHIO KOMIIAHUU U ceThbI0 MIHTEepHET. MexceTeBor dKpaH Takxke
Ha3bIBAIOT OpaHaMay3poM win (aiipsosiom (firewall). cTopuuecku npuMeHnenue
(balipBOJIOB CTAJI0 OAHUM U3 MEPBBIX CIIOCOOOB 3AIUTHI KOPIIOPATUBHBIX CETEN
npeanpusaTii. B HacTosmee BpeMst UCIIOJIB30BAHUE CETEBOIO dKpaHa SBIISIETCS
OJIHUM M3 OCHOBHBIX ITPABWJI 3AIUTHI CETH.

Jlist ocymiecTBieHus: GYHKIIMNA KOHTPOJISE MEKCETEBOT0 JocTyna GhaipBo
JIOJKEH HAXOJUTCS MEXKIY 3alUIIAEMOM CEThI0 KOMIIAHUU U IOTEHLIHAIBHO
BpaXkJeOHOM BHEIIHEH ceThio. [Ipu 3TOM BCe onepanuu 1o nepenade JaHHbIX
MEXKIY 3TUMU CETSIMHU JIOJKHBI PEATM30BBIBATHCS TOJIBKO Y€pe3 HETO.
MesxceTeBoi PKpaH Aa€T BO3MOKHOCTh PEIIUTh, KaK MTPABUIIO, IBE OCHOBHBIX
3a7a4u:

- KOHTPOJIb U OTPAHUYEHUE J0CTYyNa U3 BHEIIHUX UCTOYHUKOB K
BHYTPEHHHUM pecypcam ceTh. OrpaHu4eHHe JOCTyIa HE0OX0AUMO MpHU
NOJKJIIOYEHUH K KOPIOPATUBHOM CETH KOMIIAHUU KIIMEHTOB U MapTHEPOB, a TAKXKE
IIPU MOIBITKaX HECAHKIIMOHUPOBAHHOIO JIOCTYIIA CO CTOPOHBI 3JI0YMBIILIIICHHUKOB.

- OrpaHUYEHNE JOCTYIA MOJIb30BATENICH BHYTPEHHEN CETU K BHELTHUM
pecypcaMm naHHbIX. Kak npaBuito, 3T0 pecypcebl, HE UMEIOLIME MTPSAMOrO0 OTHOLIEHHUS
K BBITIOJTHEHUIO COTPYAHUKAMU pabounX (PyHKIIHIA.

MexceTeBol 3KpaH ClIOCOOEH BBIMOIHATH OOJBIIIOE KOJTUYECTBO PA3HBIX
byHKIMiA 110 o0ecreyeHnto nHPOpMaIMOHHOM Oe30macHOCTU. B 0CHOBHOM, €ro
(GyHKIMOHAJ 3aBUCHUT OT MOCTABJICHHBIX MEepe]] HUM aIMUHUCTPATOPOM CETU
3a/1ay.

CwmbIca GuIbTpaluy MOTOKOB MH(GOPMAIIMN COCTOUT B BLIDOPOUYHOM
MPOITYCKAHUH Yepe3 OpaHIMaydp ClydyaHbIX MAaKeTOB AaHHBIX. OnpenenecHue
MOTEHIINAIHHO OIMACHON HH(OpPMAIH OCHOBBIBACTCS Ha 3arpy’KaeMbIX B (halipBOII
IpaBHJIaX, KOTOPBIC, B CBOIO OUEPElb, ONPEACIISAIOTCS MOJUTHKON 0€30MacHOCTH,
NIPUHATON B TaHHOW KoMiianuu. [IpaBuna, 3arpyxaemsbie B (halipBoii, 0003HaYaIOT
KaK Ha0op QUIBTPOB, KAXKIIBIA U3 KOTOPBIX OTBEYAET 32 OMPEACICHHBIA KPUTEPUN
oTOopa.
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Puc. 3.1. CTpykTypa MEKCETEBOTO dKpaHa

Kaxxapiit u3 GuiabTpoB npeaHazHAueH Il MHTEPIPETAMH OTACTbHBIX
npaBui GUIBTPALIUH ITyTEM:

1) ananu3a uHGOpMaUKU N0 3aJaHHBIM B MHTEPIIPETUPYEMBIX MPABUIIAX
KpUTEPHUSAM, HAIPUMED, 0 aIpecaM MOJIyqaTelsi U OTHPABUTEIS WU 1O THITY
OPUIIOKEHUS, 1711 KOTOPOro 3Ta MH(pOpMalus peHa3HAuCHA,;

2) IpUHSTHS Ha OCHOBE UHTEPIIPETUPYEMBIX ITPABUJI OJTHOTO U3 CIETYIOIINX
peLICHUN:

* HE TIPOMYCTUTH JIAHHEIC;

* 00paboTaTh JaHHBIE OT UMEHH MOJy4YaTeNsl U BO3BPATUTh PE3yJIbTAT
OTIIPABUTENIO;

* IepeIaTh JaHHbBIE HA CIACAYIONINN QUIBTP M1 MPOIOJDKEHUS aHAIIN3A,
* IPOITYCTHUTh JaHHBIC, HTHOPUPYS CIEAYIONIHE (PUIBTPHI.

[IpaBuna ¢puiabTpalvy MOTYT 3a/1aBaTh U IOMOJIHUTENbHbIE IEUCTBUS,
KOTOPbIE OTHOCATCA K PYHKIHUSAM [MOCPEIHUYECTBA, HAIIPUMED, MPpeoOpa3oBaHue
JAHHBIX, peructpanust coObITui U 1p. COOTBETCTBEHHO MpaBuiia (PUIbTpaIIU
ONPENEIISIOT NIEPEYEHDb YCIOBUM, ITO KOTOPBIM OCYIIECTBIISETCS:

* pa3pelICHUE WU 3alpEICHUE JaTbHEUIIEH Mepe1adyn JTaHHbIX;
* BBITIOJIHEHUE JIOTIOJHUTEIbHBIX 3aUTHBIX (YHKIIUH.

B xauecTBe KpuTepreB aHaNMM3a HHPOPMAITMOHHOTO ITOTOKA MOTYT
WCIIOJIB30BAThCS CIEAYIONINE MapaMeTPHhI:
* CIIy>KE€OHBIE TI0JIS TAKETOB COOOIICHUH, COIepIKalllie CETeBbIC ajpeca,
UAeHTUDUKATOPBI, aapeca HHTepdeiicoB, HOMEpa MOPTOB U IPYTHe 3HAYNMBIE
JaHHEBIE;
* HETIOCPEACTBEHHOE COACPKUMOE TTAaKETOB COOOIIEHUH, IPOBEpsIEMOe, HaIIpUMeED,
Ha HAJIMYUE KOMITbIOTEPHBIX BUPYCOB;
* BHCIITHHE XapaKTEPUCTUKU MTOTOKA MHPOPMAIINH, HAIPUMEP, BPEMCHHBIC,
YJaCTOTHBIE XapaKTePUCTUKH, 00HEM TaHHBIX H T. .

Hcrnonp3yemblie KpUTEpUN aHAIN3a 3aBUCAT OT ypoBHEH moaenu OSI, Ha
KOTOPBIX OCYIIEeCTBIsIeTCs puiabTpaius. B oOiiem ciydae, ueM BhIII€ YPOBEHb



mozenn OS], Ha koTopoM M3 GunIbTpyeT nakeThbl, TEM BhIIIE U 00ECTIEYNBAEMBIii
UM YPOBEHb 3alLIUTHI.

Taxum o6pazom, mpu BEIIOTHEHUH (PaiipBOIOM (YHKIUI TIOCPETHUYECTBA,
pu HeOOXOUMOCTH AOCTYTIA U3 OAHON YaCTU CETH B JPYTYIO, IEPBOHAYAIBHO
CO3JIa€TCs COEUHEHUE C TPOrpaMMON-TIOCPETHUKOM, KOTOpasi IpOBepsieT
JOITyCTUMOCTD 3aIIPOILIEHHOT0 B3aUMOJICHCTBUS U, IPH €T0 JOMYCTUMOCTH, YKe
caMma yCcTaHaBJIMBAET COEIMHEHHE C HYKHBIM pecypcoM. [lanee, ooOmeH
UH(pOpMaIreit OCyIIeCTBISETCS TOIBKO Yepe3 ATy MPOrpaMMy-IIOCPEIHUK.
Co3maHue Takoro MexaHu3Ma B3aMOCHCTBUS PECYpPCOB AaeT BO3MOXKHOCTh
PEIINTh HENbIN P 3a7a4: MPOBEPKa MOJTMHHOCTH MepeaaBacMbIX TaHHBIX,
bunpTparms NoToka HHPOPMAIUH — TOUCK BUPYCOB, IIMMMOHOB | T. 1.,
KOIIMPOBAHUE TAHHBIX.

Crnenyet uMeTh B BUAY, 4TO MO MOXET BBIMOJIHATH (DYHKIMH QUIbTpALUN
0e3 mprUMeHEHUs TPOrPaMM-TIIOCPEAHUKOB, 00€CIIeUnBast MPO3pavHOE
B3aMMO/JICHCTBUE MEXy BHYTPEHHEN U BHEIIHEN CEThIO. BMecTe ¢ Tem
POrpaMMHBIE MOCPETHUKU MOTYT U HE OCYILIECTBIIATh (PUIBTPALIUIO TOTOKA
COOOILIEHUH.

B o6miem cirydae nmporpaMMBI-TIOCPEIHUKH, OJIOKHPYS TTPO3PAYHYO
nepeaady MmoToka COOOMEHUH, MOTYT BBITTOTHATE CIEYIONTHE QYHKITUN:
* MPOBEPKY MOJIMHHOCTH TTepeAaBaeMbIX JaHHBIX;
* pupTpanuo u nmpeodpa3oBaHKe MOTOKA COOONIEHUH, HATIPUMED, TMHAMUYESCKUN
MOMCK BUPYCOB M MpO3pavyHoe muppoBaHue nHGOpMaIINH;
* pasrpaHU4eHHe JI0CTYIa K pecypcam BHYTPEHHEH CeTH;
* pasrpaHUYeHHE JIOCTYIa K pecypcaM BHEIIHEH CeTH;
* KDIIUPOBAHUE JaHHBIX, 3aMPAIIMBAEMbIX U3 BHEIIHEH CETH;
* UJICHTU(DUKAIIMIO U ayTeHTU(UKAIUIO TTOJIb30BATENECH;
* TPAHCJISIIIUIO BHYTPEHHUX CETEBBIX a/IpECOB IS UCXOSIINUX TAKETOB
COOOIIIECHHUI;
* PETUCTPAIAIO COOBITHI, pEaripOBaHUE Ha 33/1aBacMbIC COOBITHS, a TAK)KE aHAIIH3
3aperuCTPUPOBAHHON HHGOPMAIIMH U TEHEPAIHIO OTYETOB.

[TporpaMMBI-IIOCPEAHUKHA MOTYT OCYIIECTBIISATH TPOBEPKY
MOVTMHHOCTH TIOJIy9aeMBbIX M TMEpeaBaeMbIX JaHHBIX. DTO aKTyaJIbHO HE TOJBKO
JUTSL ayTeHTU(HUKAIIMN JIEKTPOHHBIX COOOIIEHU, HO K MUTPUPYIOIINX HPOrPaMM
(Java, ActiveX Controls), 10 OTHOIIEHHIO K KOTOPBIM MOYET OBbITh BBITIOJTHEH
nomtor. [IpoBepka NOIIMHHOCTH COOOIIEHUI U TPOrPAMM 3aKIIF0YaeTCA B
KOHTPOJIE UX MU(PPOBHIX MOIUCEH.

[TporpamMMbI-IIOCPEHUKHI MOTYT BBIMOIHATH pa3rpaHUYCHUE T0CTYIA K
pecypcaM BHYTPEHHEH UM BHEIIHEW CeTH, UCIIONIb3Ys pPe3yIbTaThl
uACHTU(DUKAIINY U ayTeHTU(UKAINK [T0JIb30BaTeNell npu ux oOpamenun k MO.

CrniocoObl pa3rpaHlyueHus JOCTYIa K pecypcaM BHYTPEHHEH CeTu
MPaKTUYECKU HE OTJIMYAIOTCS OT CIIOCOOOB pa3rpaHUyEHusl, OIEPKUBAEMBIX Ha
YPOBHE OINEPAIMOHHON CUCTEMBI.



IIpu pasrpannyeHnn 10CTyna K pecypcaM BHEIIHEN CETH Yalle BCETO
UCIIOJIB3YETCS OJIMH U3 CIEAYIOMNX MOAXOI0B:
* pa3penieHue A0CTyna TOJIbKO 110 3aJaHHBIM aJpecaM BO BHEIIHEHN CETH;
* (punpTpanys 3apOCOB HA OCHOBE OOHOBIIIEMBIX CIIUCKOB HEIOIYCTUMBIX
azipecoB U OJIOKMPOBKA MOMCKA MH(OPMALIMOHHBIX PECYPCOB 10 HEKEIATEIbHBIM
KJIFOUEBBIM CJIOBaM;
* HAKOIJICHHE U OOHOBJIEHHE a]MUHUCTPATOPOM CAHKIIMOHUPOBAHHBIX
UH(GOPMAIIMOHHBIX PECYPCOB BHEIIHEH CETH B JUCKOBOW maMsATu MO U MOIHBIN
3aIpeT AOCTYIIa BO BHELIHIOK CETh.

C nmoMOIIBIO CIIENHAIBHBIX TOCPEAHUKOB MOIIEPKUBACTCS
TaK)Xe KALIMPOBAHUE JAaHHBIX, 3allpalllniBacMbIX U3 BHEIIHEH ceTu. [lpu nocryrme
M0JIb30BATENIEH BHYTPEHHEN CETU K MH(POPMAIIMOHHBIM PECYypCaM BHEILIHEW CEeTU
BCs MH(GOpMAaLUs HAKaIIMBAeTCsl Ha MPOCTPAHCTBE XKECTKOro Jucka MO,
Ha3bIBAEMOI0 B 3TOM cily4ae Proxy-cepsepom. [loatomy eciu npu oueperHoM
3anpoce HykHas HH(OpMalKs OKaXeTcsl Ha ProXy-cepBepe, TO MOCPETHUK
IpeIoCTaBIIsET ee 0e3 00palleHNs K BHEIIHEH CETH, YTO CYIIECTBEHHO YCKOPSET
JOCTYN. AIMUHUCTPATOPY CIAEAYET M03a00TUTHCS TOJIBKO O MEPHUOJUIECKOM
OOHOBJIEHUU COJIEPKUMOTO ProxXy-cepBepa.

DyHKIHS KIMHUPOBAHUS YCIEUTHO MOXKET UCITOIb30BaThCS IS
OTpaHUYEHHMs IOCTyMa K MHGOPMAIIMOHHBIM pecypcaM BHelTHEeH ceTu. B atom
clly4ae BCE CAaHKIIMOHUPOBaHHBIE UH(POPMAIIMOHHBIE PECYPCHI BHEIITHEHN CETH
HAKaIJIMBAIOTCS U OOHOBIISIOTCS aIMUHUCTPATOPOM Ha Proxy-cepsepe.
[Tonp30BaTensiM BHYTPEHHEN CETU pa3peraeTcs: JOCTYIl TOIbKO K
MH(pOPMAIIMOHHBIM pecypcaM ProxXy-cepBepa, a HelmoCPEACTBEHHBIN T0CTYI K
pecypcaM BHEIIHEN CETH 3alpeliaeTcs.

OunbTpanus U npeodpa3oBaHre NOTOKA COOOIIEHUHN BBIOIHIETCS
NOCPEAHUKOM Ha OCHOBE 33JJaHHOTI'0 Habopa npaBuil. 3/1€Ch CIEIyET pa3inyaTh
JIBa BUJ1a TPOTrpaMM-TIOCPEIHUKOB:

* SKPAaHHUPYIOUIUE areHThl, OPUEHTUPOBAHHBIE HA aHAIN3 TOTOKA COOOIEHHI J1s1
OTIpeJIeICHHBIX BUIIOB cepBrca, Hanpumep FTP, HTTP, Telnet;

* YHUBEPCAJIbHBIE SKPAHUPYIOUIUE areHThl, 00pabaThIBaIOIINE BECH OTOK
COOOIIEHUI, HAPUMEP areHThl, OPUEHTUPOBAHHBIE HA TOMCK U 00€3BPEKUBAHUE
KOMIIBIOTEPHBIX BUPYCOB, WIH MTPO3pavHOE MHU(PpPOBAHUE TaHHBIX.

[TporpaMMHBIil TOCPETHUK aHATU3UPYET MOCTYHAIONTNE K HEMY TTaKEeThI
JAHHBIX U, €CJIH KaKOH-TM00 0OOBEKT HE COOTBETCTBYET 3aIaHHBIM KPUTEPHSIM, TO
1100 OJIOKUPYET ero NalbHeIiee NpoBHKEHUE, JTMOO BBITOTHSIET
COOTBETCTBYIOIIME PeoOpa3oBaHusl, HapuMep, 00e3BPEKUBACT OOHAPYKEHHBIE
KOMITBIOTEPHBIC BUPYCHI. [Ipu aHanmm3e comep>KuMOro makeToB BaXHO, YTOOBI
AKPAHUPYIOIIUHA areHT MOT aBTOMAaTUYECKU PACTIaKOBBIBAThH MTPOXO/ISIIINAE
(aitnoBbIe apXUBHI.

MD ¢ ocpeTHIKaMH ITO3BOJISIOT TAKKE OPraHU30BbIBATH 3aIIUAIICHHBIC
suptyaibHbie cetrn VPN (Virtual Private Network), Hanpumep, 6e30macHo
00BETMHATH HECKOJIBKO JIOKAJIBHBIX CETEH, MOKIIIOUYCHHBIX K Internet, B oqHy
BUPTYaJIbHYIO CETh.



[Tomumo BbInoaHEHHS PUIbTpaMK Tpapuka U QYHKIMA MOCPEAHUYECTBA
HEKOTOpbIe MO TO3BOJISAIOT peain30BhIBATh IPYTHE, HE MEHEE BaKHbBIE (DYHKIIHH,
0€3 KOTOPBIX 00ECIIeUeHUE 3aIUThI IEPUMETPa BHYTPEHHEH ceTH ObLIO ObI
HETIOJTHBIM.

WNnentuduxanus u ayreHTudukanus noias3zonateneil. Kpome paspemienus
WY 3alpeleHUs JOMYCKa Pa3InYHbIX IPUIOKEHUN B ceTh, MD MOTYT Takxke
BBITIOJIHAT aHAJIOTHYHbIE ASUCTBUS U JJIs TIOJIb30BATENICH, KOTOPhIE KENatoT
MOJTyYUTh JIOCTYI K BHEITHUM HJIM BHYTPEHHUM pecypcam, pasaensieMbiM MDO.

[Ipexme yeM moyIb30BaTENIO OYAET MPEIOCTABICHO MPAaBO UCTIOIB30BAHUS
KaKoro-JM00 cepBHca, HEOOXOAUMO YOSAUTHCS, UTO OH JEHCTBUTEIBHO TOT, 32
Koro ce0s BegacT. MneHTndukaius u ayTeHTHQUKAIHS T0JIb30BaTeleH ABISIOTCS
BaKHBIMU KOMITOHEHTaMH KOHIENIMA MD. ABTOpHU3aIHs MOIb30BaTENsT OOBIYHO
paccMaTpuBaeTcs B KOHTEKCTE ayTeHTU(PUKAIMA — KaK TOJIBKO IOJIb30BaTeIh
ayTeHTU(DHUITUPOBAH, TSI HETO OMPECISIFOTCS Pa3peIICHHBIC EMYy CEPBHCHI.

WNnentudukarus u ayreHTUQUKaIUs Moab30BaTess HHOTIa
OCYILIECTBIISIOTCS TP MPEAbSIBICHUN OOBIYHOTO UACHTU(UKATOpA (MIMEHHU) U
napoJdisi. OgHako 3Ta cxeMa ysi3BUMa ¢ TOUKU 3peHUs 0€3011aCHOCTH — Mapoiib
MOXET OBITh MEPEXBAYCH U UCIOJIH30BAH APYTUM JIMIIOM. MHOTHE UHITUJCHTHI B
cetu Internet mpou3onuu 0TYaCTH M3-3a YA3BUMOCTU TPATUIIMOHHBIX
MHOT'OpPa30BbIX Maposieii. 3I0yMBIIUICHHUKA MOTYT Ha0JII01aTh 32 KaHaJIaMH B
cetu Internet u nepexBaThIBaTh MEPEIAIONIUECS B HUX OTKPBITHIM TEKCTOM MapOJIH,
MOATOMY Takas cxema ayreHTudukanuu cuutaetcs HeaddextuBHo. [Tapons
cleyeT mepeiaBaTh yepe3 001IeJOCTYITHbIE KOMMYHUKAIIUU B 3alIM(PPOBAHHOM
Bujie (puc. 3.2). 3T0 MO3BOJISAET MPEAOTBPATUTD TOJIYUCHHUE
HECAHKIMOHUPOBAHHOTO JOCTYIIA ITyTEM I€pEXBaTa CETEBBIX MAKETOB.
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Puc. 3.2. Cxema ayTeHTHU(UKAINY TOTH30BATENS IO MPEIBIBISIEMOMY MapOITIO

TpeboBanust k 0€30MACHOCTH KOHKPETHBIX CPEACTB U MH(GOPMALIMOHHBIX
CHCTEM YCTaHABIUBAIOTCS HA OCHOBAHHUHU YIPO3, KOTOPBIC YXKE €CTh MU



MPOTHO3UPYIOTCSI, B COOTBETCTBUM C MOJIUTUKON O€30MaCHOCTH U YCIIOBUH
NpUMEHEHUS ITUX cpeAcTB(cuctem). TpeboBaHMs, KOTOPBIE SIBISIIOTCS OOIIMMU
JUTsl HEKOTOPOTO THIA MPOAYKTOB WJIM MH(DOPMAIMOHHBIX CUCTEM, MOYKHO
00BEIMHUTD B CTPYKTYPY, Ha3bIBaEMYI0 IpoduiieM 3amuThl. MeToIbl U CpeaCcTBa
obecnieuenus 6e3onacHocTU. Kpurepuu orneHku 6€301acHOCTH HHGOPMAITMOHHBIX
texHoJiorui" mpoguiab 3amuTsl (I13) - 3T0 HE3aBUCHUMAs OT peaau3aluu
COBOKYIHOCTb TPE€OOBaHUI 0€30MaCHOCTH sl HEKOTOPOUM KaTEropuu U3AEIHi
UT, oTBeuaromast cieliupuIecKuM 3ampocam NoTpeONTENs.

Hpoaykr UT - COBOKYITHOCTB IPOTPAMMHBIX, IIPOrPaMMHO-ANIIapaTHBIX
u/unu annapatHeix cpeAactB UT, npenocTasistonias onpeaeieHHbIC
(yHKIHOHAJIBHBIE BO3MOKHOCTH M MPeIHa3HAYeHHAS Il HEMOCPEICTBEHHOTO
VICIIOJI30BaHUs WIM BKJIIOUECHUS B pa3iinuHble cucteMmsl 1T.

N3peane UT - 06001eHHbIN TepMUH 1151 TpoaykToB U cuctem UT.

[13 He permamMeHTHPYET, KAKUM 00Pa30M JIOJKHBI OBITh BBITIOJIHCHBI TAHHBIC
TpeOOBaHMsI, TEM CaMbIM MTPEIOCTABIISI BO3MOXKHOCTh pa3pabOTUHKy CHCTEMbI
3aIIUTHl CAMOCTOSATEIBHO BBIOMPATh CPENICTBA 3alIUThIL. 113 MOXeT npuMeHSThCS
100 K ONpeesIEHHOMY KJIacCy MPOIYKTOB, HAIPUMED, ONEPALIMOHHBIM CUCTEMaM
WM MEXXCETEBBIM dKpaHaM, U K COBOKYITHOCTH MPOAYKTOB, 00pa3yIOIINX CUCTEMY
uH(OpPMAIMOHHOW TexHOoJoTUU. Vcrionbs30BaHre Mpo(uIIen 3alUThl IpecaeayeT
TPU OCHOBHBIE 3a/1a4H:

1. cranpgaptuzanus HaOOpoB TPeOOBaHUN K MHPOPMALIMOHHBIM IPOYKTaM;

2. OIleHKa 0€30IMacHOCTH,

3. TpOBeleHNE CPABHUTEIHHOTO aHAIN3a YPOBHEH 0€30MaCHOCTH Pa3IMYHbIX
w3nemmit UT.

I13 moayexar oleHKe, perucTpaluu u cepTUuUKaIUU B COOTBETCTBUHU C
pykoBogsamumu fokymentamu @CTOK Poceun.

Pa3zpaboTturikom 113 MoxeT ObITh, KaK FOPUAHYECKOE, TaK U (PU3UYECKOE
JULO.
I13 momxeH coaepKarth:

MOTpeOHOCTH mojb30oBarels uzaeinus UT B odecnieueHnn nHPOPMAITMOHHOM
0e3011aCHOCTH;

omucaHue cpeanl 0e3omacHocTy usaenus T — 060cHOBaHHOCTh
npumeHeHus ganHoro T ¢ yaeToM yrpo3 cpenbl, TOJUTHKHA 0€30TTaCHOCTH | TIp.

e 0e3omacHocT usaenusa UT- To ecTh YTO JOJIKHO OBITH CIAEIAHO B
pe3yJsibTaTe ucnoiab3oBanus ganHoro UT;

dbyHKIMOHABEHBIE TPEOOBaHMS K 0€301MaCHOCTH U TPeOOBaHUS JOBEPUS K
6e3onacHocT. OyHKIIMOHANIBHbBIE TPEOOBAHUS OTOOPAKAIOT TO, YTO JIOJKHO
BeIonHATE VT u ero cpena, a TpeboBanmst 1oBepUs K 0€30MaCHOCTH OTOOpaKaroT
CTEeTeHb YBEPEHHOCTH B PpyHKIHOoHaNe qaHHOro U'T. CoBOKYITHOCTH 3TUX
TpeOOBaHUH 10JIKHA 00€CIeUnTh JOCTHKEHNUE 11eJieil 6e30macHoCTy;

000CHOBaHHE AO0CTATOYHOCTH BBIABUHYTBIX Tpe6OBaHHfI.



KoHTpo/bHBIE BONIPOCHI:

1) Yto Takoe MeKCceTeBOM 3KpaH?

2) KakoBbI ()yHKIIMH MEXKCETEBOTO IKpaHa?

3) B 4em cocrouT puibTparus HHOOPMAIMOHHBIX IIOTOKOB?

4) Tlepeuncnute mpoodIeMbl 0€30MaCHOCTH MEXKCETEBBIX SKPAHOB.
5) Kakue ObIBaIOT THITBI MEKCETEBBIX IKPaHOB?

Tect mo camocTosiTesibHOM padoTe Ne3:

1. Tlpu pa3paboTke MOTUTHKN 0€30MAaCHOCTH TJIAaBHOE, YTO JOJDKEH

OTpeAeUTh COOCTBEHHUK WH(POPMAITMOHHBIX aKTHBOB:

A) ATaku, KOTOpPbIC BO3MOXHBI Ha HHPOPMAIIMOHHBIC IIEHHOCTH.

B) MuosecTBO (aityioB, TOCTYI K KOTOPBIM JIOJKCH OBITh 3aIpeIieH.

C) MHOXeCTBO CepBHUCOB, KOTOPHIC HE JOJDKHBI OBITh JIOCTYITHBI
MOCTOPOHHHM.

D) UudopMaimoHHbIe IIECHHOCTH, O€30TTACHOCTh KOTOPBIX CIISIYET
o0ecreynBaTh.

2. UTO U3 NepeyrCcIeHHOT0 MOXKET HE SIBISTHCS YSI3BUMOCTBIO:
A) Ommbka B HaCTPOHKax MEXKCETEBOr0 IKpaHa.
B) Ommbka B HacTpoiikax MapIIpyTH3AIHH.
C) OmrOka B MporpaMMHOM OOECIICUECHHUH.

D) Cnaboe MecTo B CUCTEME, C UCIIOJIB30BAHHEM KOTOPOTO MOXKET OBITh
OCYIIECTBJIEHA aTaKa.

3. Cepsuc 6€30mMacHOCTH — 3TO

A) CepBuc, KOTOPBII 00eCIIeYMBaCT B3aUMOICHCTBUE C BBIIIECTOSIIICH
OpraHu3aluei.

B) Cepsuc, KOTOpBIi IPeJOTBpAIIAeT HECAHKIIMOHUPOBAHHBIN JIOCTYII K
daitnam 1 mporpaMmmam.

C) Cepsuc, KOTOpBIi 00eCIeUnBaeT 3a/1aBaEMYI0 MOJUTHKON O€30MaCHOCTb
MH(OPMAIMOHHBIX CUCTEM W/WIIH MEepEaBaeMbIX JIaHHbIX.

D) CepBuc, KOTOPBII ONpenesieT OCYIECTBICHUE aTaKu.
4. YTo HE OTHOCHUTCS K TIOHSITHIO «O0OpOHA B TIIyOHHY»:

A) Hcrnonp3oBaHre HECKOJIBKUX B3AaUMOCBSI3aHHBIX MKy COO0M
TEXHOJIOTUH.

B) Hcnoabs3oBanue anmapaTHbIX CPEICTB Pa3HbIX IMPOU3BOAUTEICH.
C) Hcnonb30BaHnEe HECKOJIBKHX KOMMYTAaTOPOB.
D) Ucnonp30BaHNE HECKOJIBKAX MEKCETEBBIX IKPAHOB.

5. Puck —sto

A) HeBO3MOXXHOCTB JIMKBUIUPOBATH BCE YSA3BUMOCTH B HH(OPMAITMOHHON
CUCTEME.



B) HeBo3aMoxHOCTB HCTIPAaBUTH BCE OMIMOKH B IPOTPAMMHOM 00€CIICUCHUH.
C) BeposiTHOCTH TOTO, YTO B CUCTEME OCTAIMCh HEM3BECTHBIC YSI3BUMOCTH.

D) BeposiITHOCTB TOTO, 4TO KOHKPETHAs aTaka OyeT OCYIIECTBIICHA C
UCII0JIb30BAHUEM KOHKPETHOM YSI3BUMOCTH.

6. IToBTOpHOE MCIOJL30BaHNE TIEPEXBAYCHHOTO paHee COOOIIEHHUsT Ha3bIBACTCSI
A) DDoS-arakoii.
B) Replay-arakoii.
C) Arakoii «man-in-the-middle».
D) DoS-ataxkoii.
7. Yto He otHocutcs k DoS-arake:
A) BrinosHeHne HE3aKOHHOTO TPOHUKHOBEHHUS B CHCTEMY.
B) Ompenenenne TONOIOTHH CETH.
C) IlombITkKa MOHOTIOIM3UPOBATH CETEBOE COSTUHEHHE.
D) ITonbiTKa BcuepaTh Kakue-11u00 pecypehbl Ha IEJIEBOM CUCTEME.
8. Urto He oTHOCHUTCS K artake «man in the middlex:
A) Hcuepnanue pecypcoB Ha IIEJICBON CHCTEME.
B) BrinosiHeHNE HE3aKOHHOTO MPOHUKHOBEHHUS B CHCTEMY.
C) IIpocMoTp mepeaBaeMbIX JTaHHBIX.
D) M3meHeHue repe1aBacMbIX JaHHBIX.
9. Yrto HE OTHOCHUTCS K MACCUBHOM aTake:
A) 3meHeHue nepeaBacMbIX JTaHHBIX.
B) IIpocMoTp mepenaBaeMbIX TaHHBIX.
C) BrimosiHeHHE HE3aKOHHOTO TPOHUKHOBEHUS B CUCTEMY .
D) U3y4eHue TOMOJOTHH CETH.
10.ATaku CKaHUPOBAHUS MOTYT OIIPEIEISTh:
A) TonooTuIo 1eJIeBOM CETH.
B) I1O cepBepa, KOTOpOE BBHITIOTHSIETCS HA XOCTaX.
C) Turmsl ceTeBoro Tpaduka, MpoImycKaeMbIe MEKCETEBBIM SKPAHOM.
D) Homepa Bepcuii aiist Bcero ooHapyxerHoro I10.
E) OneparmoHHbIe CHCTEMBI, KOTOPBIC BBITIOJHSIIOTCS HA XOCTaX.



CamocrosiTtesibHas padora Ned — Tunbsl MexceTeBbIX IKPAHOB

Cy1ecTBYIOT IBa OCHOBHBIX THIIA MEKCETEBBIX IKPAHOB: MEKCETEBbIE
SKpPaHbI MPUKJIATHOTO YPOBHS M MEKCETEBbIC SKPAaHbI C MAKETHON (QuiibTpanueil. B
UX OCHOBE JIS)KAT paszIMyuHble IPUHIUIIBI paOOTHl, HO MPH MPaBUIIbHOW HACTPOUKE
o0a TUMa yCTpOICTB 00eceunBaloT MPaBUIIbHOE BBIOJIHEHUE (QYHKITHI
0€30I1acCHOCTH, 3aKIIIOYAIOLINXCS B OJIOKUPOBKE 3ampelieHHoro Tpaduka. 13
MaTepHala CIeAyIOIIUX Pa3/IesiOB Bbl YBUIHUTE, YTO CTETICHb 00eCTIeUnBaEcMOM
THMH YCTPONCTBAMU 3aIIUTHI 3aBHCUT OT TOTO, KAKIM 00pa30oM OHH NTPUMEHEHBI
Y HaCTPOCHBI.

Cetenoii/MexceTeBoi 3kpaH (MCD) — KOMIUIEKC annapaTHBIX WIHA
MPOTPAMMHBIX CPEJICTB, OCYIIECTBISIONINN KOHTPOJIb U (PHIIBTPAITUIO
IpOoXOoaAIuX 4€PpEC3 HETO CCTCBLIX ITAKCTOB 110 PAa3JIMYHBIM IIPOTOKOJIaAM B
COOTBCTCTBUHU C 3adHHBIMU IIPpaABHUJIaMHU.

OCHOBHO 3a1a4€ll MEKCETEBOT0 DKPAHA SBJISETCA 3a1UTa KOMIIBIOTEPHBIX
CeTel W/WiM OTAENBHBIX Y3JI0B OT HECAaHKIIMOHUPOBAHHOTO AocTyna. MHoraa
MEKCETEBBIE IKPaHbl HA3bIBAIOT PUIBTPAMH, TaK KaK UX OCHOBHAs 3a/1a4a — HE
nponyckaTh ((pUIbTpOBaTh) MAKETHI, HE MOAXOAAIIUE MO KPUTEPHUH,
ornpezenéHHbIe B KOH(UTYpaIIH.

Jl1st Toro utoObI 3¢ (PexTUBHO 0OecneunBaTh OE€30MACHOCTh CETH,
MEKCETEBOM IKPaH OTCJIEKUBAET U YIIPABIISET BCEM IMOTOKOM JIAHHBIX,
IPOXOASIIUM uepe3 Hero. i npuHsaTus ynpasistonux pemenuit ais TCP/IP-
CEpBUCOB (TO €CTh NepeiaBaTh, OJOKUPOBATH WIIM OTMEYATh B JKypPHAJIE MOMBITKH
YCTaHOBJICHHS COCTMHEHUI) MEKCETEBOM dKPaH JIOJDKEH MOJTydaTh, 3alIOMUHATH,
BBIOMpATh U 00pabaThiBaTh MHGOPMAIIHIO, TIOJYYEHHYIO OT BCEX
KOMMYHUKAIIMOHHBIX YPOBHEHN U OT APYTUX MPUIIOKEHUU.

MesxceTeBol 3KpaH MpoITycKaeT yepe3 ceOsi Bech Tpaduk, IpuHUMAas
OTHOCHUTEJILHO KaXKJIOT0 MPOXOAAIIETo akeTa peluieHue: JaTh €My BO3MOKHOCTb
IPOMTH WM HET. i1 Toro 4ToObl MEKCETEBOW IKpPaH MOT' OCYILIECTBUTH 3Ty
orepanuio, eMy HeoOXOIUMO ONpeAeNIUTh Habop mpaBui punbpTpanuu. Pemenune o
TOM, GUIBTPOBATH JIU C TOMOIIIBIO MEKCETEBOTO HKPaHa MaKEeThl TaHHBIX,
CBSI3aHHBIE C KOHKPETHBIMU MTPOTOKOJIAMH H aJIPECaMH, 3aBUCHUT OT MIPUHITON B
3alUIIaeMOi CeTH MOMUTHKHU O6e3omacHocTh. [1o cyTH, MexceTeBoi FKpaH
IPEACTaBIIIET COO0M HA0Op KOMIIOHEHTOB, HACTPAUBAEMBIX JJI pealnu3alnu
BbIOpaHHOU MOMUTHKHU Oe3omacHOoCTH. [lonmuTrka ceTeBoil 6€30MacHOCTH KaX 10
OpraHM3ally JI0JHKHA BKIIIOYATh (KpOME BCETO MPOYEro) ABE COCTABIISAIONIUE:
MOJIUTUKA JOCTYTa K CETEBbIM CEpBUCAM U MOJIUTHUKA PEaTn3allii MEKCETEBBIX
IKPAHOB.

OnHako HEIOCTATOYHO MPOCTO MPOBEPSATH MAKETHI IO OTJAEIBLHOCTH.
HNudopmarus o COCTOSHUN COCTUHEHMUSI, TOTyUEHHAs U3 HWHCTICKITUN COCTMHCHHM
B TIPOIIIJIOM U IPYTUX MPHUJIOKEHUN — TTIaBHBIN (aKTOP B PUHSITHH
YIIPABJISIFOIIETO PEUICHUS IPH MONBITKE YCTAHOBIICHUSI HOBOTO coeTMHEHUs. J1Jist
MPUHATHS PEIICHUS MOTYT YYUTHIBATHCS KAK COCTOSIHUE COSAMHEHHS (TTOTyUYeHHOE



13 NPOLLJIOr0 NOTOKA JAHHBIX ), TAK U COCTOSIHUE MPUIOKEHUS (TIOJIyYEHHOE U3
JPYTUX MPUIOKEHUN).

Taxum o6pazom, yrpasisionife pereHus TpeOyoT, YTOObI MEKCETEBOU
9KpaH UMeJ IOCTYI, BO3MOKHOCTh aHaJIM3a U UCIIOJIb30BAHUS CIEIYIOIINX
(dhakTopoB:

* “H(POPMAIINK O COCTUHECHUSIX — HH(POPMAIIHSI OT BCEX CEMHU YPOBHEH
(monmenu OSI) B nakere;

* ICTOPUH COCTUHEHU N — HHGOPMAIIKs, TOTyYeHHAs OT IPEABITYIINX
COCJIMHCHMI;

* COCTOSTHUU YPOBHS MPUIIOKEHUS — HHPOPMALIHSI O COCTOSIHUM COEAUHEHUS,
MOJIYYEHHAs U3 IPYTUX MPUIIOKECHUM;

* MAHUITYJTUPOBAHUHU HH(POPMAIIHEH — BEIYMCICHUE PA3HOOOPa3HBIX
BBIpaKEHU, OCHOBAHHBIX Ha BCEX BBINICTIEPEUNUCICHHBIX (haKTOpax

IIpy ncnonp30BaHUN MEKCETEBOTO DKpaHa IMPUKJIIAHOTIO YPOBHS BCE
COEAMHEHHUS NPOXOAT uepe3 Hero (cM. puc. 4.1). Kak moka3zaHo Ha puCyHKe,
COCMHEHNE HAYMHACTCS HAa CUCTEME-KIIMEHTE U IIOCTYIIAeT Ha
BHYTpEHHHI HHTEep(Peiic MexxceTeBoro s3kpana. MexcereBoi sKpaH IPUHUMAET
COEAMHEHNE, AaHATU3UPYET COJIEPKUMOE MTAKETA U UCIIOIb3YEMBIA POTOKOI U
onpenensieT, COOTBETCTBYET JIM JaHHBIN TpaduK MpaBUiIaM MOJIUTHKA
oe3onacHocTh. Ecim 310 Tak, TO MEKCETEBOM SKpaH MHULIUHUPYET HOBOE
COEIMHEHHE MEKTy CBOMM BHEIITHUM UHTEP(PEINCOM U CUCTEMON-CEPBEPOM.

MexceTeBble IKpaHbl TPUKIIATHOTO YPOBHS UCIOJIB3YIOT MOAYJIH TOCTYyNa
JUISL BXOASIIUX MOAKIIOYEHNA. MOyJIb TOCTyNIa B MEKCETEBOM DKPAHE
IPUHUMAET BXOJIALIEE OJKIIOUEHHE U 00padaThIBa€T KOMaH/IbI Iepe OTIPaBKOU
Tpaduka noayyarento. TakuM o0pazom, MEXCETEBON IKpaH 3allUIIAET CUCTEMBI
OT aTak, BBIIOJHAEMBIX ITOCPEACTBOM ITPUIOKEHUM.

Ecnu Tpathuk paspewen,
MEMCETEE O 3KPaH WMHMLMIADY ET
HOEQE COBAMHEHWE G CEPE EpoM

nog EBMO0M KNMeHTa.

hWexceTer ol akpaH
LeKoaMpyeT nakeT
M aHaNMsMpY eT NpoToOKon
Ha COOTEETCTEME NPEE M NEM
MOMNATIAKM .

¥ e,

CrcTeEMaKNMeHT CucTeMacepeep

& hexceTeE ol aKpaH >
MpMENSAHOr0 Y POEHA

MWexceTeroM IKpaH MHKLMK
PyeT HOEDE COBAMHEHME
G CEpPEEPOM

KnweHT nepegaeT 7anpoc
Ha COedWHEHME
MENCETEEOMY 2KDaHY
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Puc. 4.1. Coenqunenust MOayJsl JOCTYNA MEAKCETEBOT0 IKpaHa MPUKIATHOTO
YpOBHSI

Pa3nnuaroT HECKOJIBKO TUIIOB MEKCETEBBIX 3KPAHOB B 3aBUCHUMOCTHU OT
CJIEIYIOIIUX XaPAKTEPUCTHUK:

* 00ecreynBaeT JIn 9KpaH COCANHCHNEC MCIKAY OJHUM Y3JIOM U CCTHIO UJIN
MCKAY ABYM:, U Oonee Pa3IMIHBIMHA CCTAMMU,

* POUCXOUT JIM KOHTPOJIb MOTOKA JAHHBIX HA CETEBOM YPOBHE WU OoJiee
BBICOKHX ypOBHAX Mozenu OSI;

* OTCJIEKUBAIOTCS JIM COCTOSIHUS aKTUBHBIX COEIMHEHUN WX HEeT. B
3aBHCHMOCTH OT OXBaTa KOHTPOJUPYEMBIX TIOTOKOB JIAHHBIX MEKCETEBBIC IKPAHBI
0JIpa3ICIIAIOTCS Ha:

* TPAIUIIMOHHBIN CETEBOM (MJIM MEXKCETEBOM) SKpaH — MporpamMma (Win
HEOThEMJIEMAsl YACTh OTNIEPALIMOHHON CUCTEMBI) Ha IIUII03€ WM anapaTHOe
pelieHne, KOHTPOJIUPYIOITUE BXOIAIINE U UCXOISIINE TOTOKU JaHHBIX MEXTY
MOAKIFOUEHHBIMH CETSIMU;

* IEPCOHAJIBLHBIN MEXKCETEBOM 3KpaH — MPOrpaMMa, yCTaHOBJIEHHAs Ha
M0JIb30BAaTEILCKOM KOMIIBIOTEPE U MPEIHA3HAYCHHAS JJISI 3alIUThI OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA TOJIBKO ATOTO KOMIIBIOTEPA.

B 3aBucumMoctu ot ypoBHs OSI, Ha KOTOPOM NPOUCXOAUT KOHTPOJIb
JIOCTYTIa, CETEBbIE KPaHbl MOTYT pabOTaTh Ha:

* CETEBOM YPOBHE, KOTJ1a (PUIBTPAIIUs IPOUCXOIUT HA OCHOBE aJIPECOB
OTITPABUTENS U MOJIy4YaTelsl HAKETOB, HOMEPOB ITOPTOB TPAHCIIOPTHOTO YPOBHS
mozaenu OSI u craTuueckux npaBuJl, 3aJJaHHBIX aIMUHUCTPATOPOM;

* CCaHCOBOM YpOBHE (TaKke n3BeCcTHbIE, Kak Stateful), korma
OTCIIC)KUBAIOTCS CEAHCHI MKy MPUIIOKCHUSIMHU M HE TIPOTTYCKAIOTCS MTaKEThI,
Hapymaroniye crenuduxanuu TCP/IP, yacto ncmoas3yeMbie B 3T0HAMEPEHHBIX
omepaIusax — CKAHUPOBAHUE PECYPCOB, B3JIOMBI Uepe3 HEMPaBUIbHbBIC PeaTu3aliuu
TCP/IP, 06pbIB/3aMeniieHNE COCTMHEHNN, MHBEKITNS TaHHBIX

* IPUKJIATHOM YpOBHE (WJIM YPOBHE MPUJIOKEHHUI ), KOTAa (priibTpanus
IIPOU3BOJIMTCS HA OCHOBAHMY aHAJIN3a JaHHBIX IPWIOKEHUS, IEPEIABAEMBIX
BHYTpH NakeTa. Takue TUIIbI SKPaHOB MO3BOJISIIOT OJIOKMPOBATh Nepeaady
HE)KeJIaTeJIbHOM U MOTEHIMAIBHO ONacCHON MH(POpPMaMi Ha OCHOBAHUHU MOJIUTUK U
HACTpPOEK.

OunbTpalysa BXOASIMX U UCXOIAIINX MAKETOB OCYIIECTBIISIETCS HA OCHOBE
uHdopmaluu, coaepxaiierics B cieayronux noisix TCP- u IP-3aronoskoB
naketoB: [P-agpec otnpasBurens; [P-anpec nmonyyarens; mopt oTOpPaBUTENS; OPT
MOJTyYaTeds.

OunpTpanust MOXKET OBITh PeaTu30BaHa Pa3IUIHBIMU CIIOCO0AMU IS
OJIOKUPOBAHUS COETMHEHHI C ONIPENEICHHBIMU KOMIIBIOTEPAMHU UM TIOPTAMHU.
Hanpumep, MOXHO GJI0KMpOBaTh COEAMHEHNUS, UAYIIME OT KOHKPETHBIX a/IpeCcOB
TE€X KOMIIBIOTEPOB U CETEM, KOTOPHIE CUUTAIOTCS HEHAIC)KHBIMU.

K mpeumytectBam Takoi GuIbTpaiii OTHOCUTCS:



* CPAaBHHUTEILHO HEBBICOKASI CTOUMOCTB;
* THOKOCTD B OTIPE/ICIICHUH TIPAaBHJI (PUITBTPALIVIH;

* HeOoJIbIIIast 3a/IePIKKa TIPU TIPOXO0KICHUU TTAaKETOB.
Henocratku:

* HE coOMpaeT (PparMeHTUPOBAHHBIC MTAKETHI;

* HET BO3MOKHOCTH OTCJICKUBATH B3aUMOCBSI3H (COSAMHEHUS) MEXKTY
naKeramu.?

KoHTpoJbHBIE BONIPOCHI:

1) BeigenuTe 1Ba OCHOBHBIX THITA MEKCETEBBIX SKPAHOB.

2) Kakue 1eficTBUS 0 YMOJIYAHHUIO OCYIIECTBIISIOTCS MEKCETEBBIM SKPAHOM B
OTHOILIEHUU Tpaduka?

3) SlBnsiercs nu OMH W3 TUTIOB MEKCETEBBIX 3KPAaHOB OoJiee OE30MacHbIM,
HEXKEJH ApYrom?

4) Yrto MekceTeBOM 3KpaH MPHUKIIATHOTO YPOBHS MO0 YMOJIYAHHIO JIETACT C
BHYTPEHHUMHU aipecaMu’?

5) B 4eM cX0JICTBO MEXKCETEBOr0 SKpaHa ¢ PUIbTPAIUCH TAKETOB U
MapuipyTu3aropa?

6) Korma pekoMeHayeTCst BRIOUPATh MEXKCETEBOW DKPAH C IMMAKETHOU
bunbTpanmein?

7) Yto momkeH obecreunBaTh MEKCETEBOM SKpaH ISl TPOBEPKH COCTOSHHS?

8) Ilpu KakoM YCIIOBUHM MEXCETEBOM SKpaH MPHUKJIAIHOTO YPOBHS MOXKET
Ha3bIBATHCSI THOPUIHBIM?

9) I'me pacmoyiokeHbI JOCTYITHBIC U3 MHTEPHETA CHCTEMBI B aDXUTEKTYPE C
OJIHUM MEKCETEBBIM SKPAHOM?

10) ITouemy NOpsIOK MpPaBUII B HAOOPE MPABUII MEKCETEBOTO dKpaHa UTPacT
BaYKHYIO POJIb?

Tect mo camocrosiTeqnbHOM padore Ned:

1. Undopmarnus - 310:

A) 3HanHus (COOOIICHHS, YKCIIEPUMEHTAIbHBIC JAHHBIC, H300paKEeHU ),
MEHSIOIINE KOHIIETITUIO, TTOJIYICHHYIO B pe3ybTaTe (PU3NIECKOTO WIIH
YMCTBEHHOTI'O OIbITA

B) U3Bectus1, HOBOCTH, (DaKThI, TaHHBIC

C) Cenenusi, IOJTy4eHHBIC TIPH UCCIICIOBAHUY, U3YICHUH WU O0YICHHUH

D) KoMaH 1bI Ml CHMBOJIBI TTPEICTABICHHSI JAHHBIX (B CUCTEMAax CBSI3U HJIU B
KOMITBIOTEPE)

2. AyteHTu(UKAIUS TUYHOCTH B KOMITBIOTEPHBIX CHCTEMaX MOXKET ObITh
peann3oBaHa P MOMOIITH:

A) ITacnopra
B) ITaposns



C) GuoMeTprIecKOil CHCTEMBI
D) cmapTt-kapThI
3. MexceTeBoi IKpaH - 3TO:

A) YcTpolicTBO yIipaBiIeHUs JOCTYIIOM, 3aIHMIIAONIEe BHYTPCHHHE CETH OT
BHEIIHUX aTaK

B) YcrpoiictBo kammpoBanus cereBoro tpaduka
C) YcrpoiicTBo MapuipyTH3anuu Tpaduka
4. Kaxue mapamMeTpbl MOT'YT UCIIOJIb30BaThCSI B OMOMETPUUYECKUX CUCTEMAX?
A) OTtneuaTku ceT4aTku/paayKHON 000JI0UKH
B) ITacniopt
C) OrneuaTky MayibIeB
5. Cucrema yrpasieHus: JOCTYIIOM
A) 3amuinaer oT BHyTPEHHHX T0JIb30BaTENeH

B) OrpannumBaet noctyn K Qaiiam, HICHTUPUIUPYS MOJIb30BATEI,
KOTOPBIN BXOJIUT B CUCTEMY

C) IIpenoTpamiaet aTaky 4epe3 pa3pelieHHbIN KaHall CBSI3H.
6. OcHOBHBIE JOCTOMHCTBA NAPOIbHON ayTeHTU(UKALINN:
A) TIpoctoTa peanu3amuu
B) Huzkast crouMoCTh BHEAPEHUS
C) BrIcokasi HaIe)KHOCTh
7. Kakune nmpeumyiecTBa UMeeT amnmapaTtHas peanusanus VPN?
A) CxopocThb
B) JlemeBusna
D) bezonacHocThb
8. K OCHOBHBIM KaTErOpHsiM aTak OTHOCSTCS:
A) Ataku nmpoxoja
B) Araku tpancdopmanuu
D) Artaku Ha OTKa3 B 0OCITy>KUBAaHUH

9. Kakue MeTo/1bl HCHIOIB3YIOT XaKephl IIPU MPOBEACHUHU COLIMATILHOTO
UHXUHUPUHTA?

A) YMenue BectH TenaehoHHYIO Oecery
B) CxpbiToe ckaHMpOBaHUE TIOPTOB
C) IToxbop naposieir MeTOI0M Iepedopa
10 . I'ne nyumre pazmemats VPN cepsep?
A) B DMZ unTepHeTa, BMECTE C OCTaIbHBIMU CEpBEpaMu
B) B oTnensHoii DMZ
C) BO BHYTpEHHEH CETH KOMITAHUN



CamocrositeabHast padota Ne5 — OCHOBHbIE KOMIIOHEHTBI
MeKCETEBBIX IKPAHOB, CXeMbI MOAKJIKYEHUSA

Me:kcereBoii 3xpan (MD) - 3T0 cpeACTBO 3alIUTH HHPOPMAIUH,
OCYILIECTBIISIONIEE aHAN3 U (PUIBTPALIUIO IPOXOSAIINX YEPE3 HETO CETEBBIX
nakeToB. B 3aBUCMMOCTH OT yCTaHOBJIEHHBIX MTpaBuil, MO MpoIycKaeT uiu
YHMUTOKAET MaKeThl, pa3pelas Wi 3arpelias TakuM o0pa3oM CETEBbIE
coequHeHus. MO sBiseTcs KIIACCUUYECKUM CPEICTBOM 3aUTHI IEPUMETPA
KOMIIBIOTEPHOM CETH: OH YCTaHABJIMBAETCS HAa TPAHULIE MEKIY BHYTPEHHEN
(3amuiaeMoi) U BHENIHEH (MMOTEHIMAIBLHO OMACHOM) CETSIMU U KOHTPOJIMPYET
COEIMHEHUS] MEXKY y371aMu 3Tux cereil. Ho ObIBatoT u npyrue cxeMsl
MOJIKJIFOUEHUS], KOTOpbIE OyAyT paCCMOTPEHBI HUXKE.

AHTIMCKHI TEPMUH, UCTIOIB3yeMbIi it 0003HaueHust MO - firewall.
[ToaTOoMy B IMTEpaType MEKCETEBbIE SKPAHbl MHOT/IA TAK)Ke HA3bIBAIOT (paiiepBo
win OpanaMaylp (Hemenkuii TepmuH, aHaor firewall).

OUIbTPYIOUMN MapIIPYTU3ATOP MPEACTABISIET COO0 MapLIpyTU3ATOP WU
paboTaroliyro Ha cepBepe mporpaMmy, CKOHPUTYPUPOBAHHBIE TAKUM 00pa3oM,
YTOOBI (PUIBTPOBATH BXOASIINE U UCXOAIIME aKeThl. DUIIbTpalKs TaKETOB
OCYILIECTBIISIETCA Ha OCHOBE MHpopManuu, coaepxkarieiics B TCP- u IP-
3aroJIoBKax MaKeToB.

OUIBTPYIONIUNA MapUIPYTU3ATOP OOBIYHO MOKET (PUIbTpOBaTh [P-makeTh
Ha OCHOBE T'PYIIIbI CIEIYIOUIUX MMOJIEH 3arojloBKa MaKeTa:

IP-anpec otnpaBuTens;
IP-anpec nonyuarens;
MOPT OTMPABUTEIS;
OPT MOJTy4aTesl.

HekoTtopsie MapiipyTH3aTopsl IPOBEPSIIOT, C KAKOTO CETEBOT0 UHTEpderica
MapIIpyTHU3aToOpa MPHUIIIEI MMaKET, U 3aTEM UCTOJB3YIOT 3Ty HHGOPMAITHIO KaK
JOTIOJTHUTENIBHBIA KpUTEPU DUITBTPALIUH.

OunbTpalys MOXKET ObITh PeAIM30BaHa PA3IMYHBIMU CIOCOOAMU IS
OJIOKUPOBAHUS COETMHEHUH C OMPEIEIEHHBIMU KOMITBIOTEpAaMU HJIM IOPTaMH.
Hanpumep, MOXKHO OJIOKHPOBATh COEIMHEHUS, UIYIIHE OT KOHKPETHBIX aJIpECOB
T€X KOMITbIOTEPOB U CETEH, KOTOPbIE CUUTAIOTCS BPAXKICOHBIMU UITU
HEHAJIC)KHBIMU.

[IpaBuna ¢puiabTpanK MAKETOB (GOPMYITUPYIOTCS CI0KHO, K TOMY K€E
OOBIYHO HE CYILIECTBYET CPEJCTB JJIs MPOBEPKU UX KOPPEKTHOCTH, KPOME
MEJIEHHOTO pyYHOTO TecTupoBaHus. [Ipu 3ToM B 0TCYTCTBUE QUIBTPYIOIIETO
MapHIpyTHU3aTopa CPEACTB MPOTOKOIMPOBAHUS (€CIIH MpaBuiia GUIbTpaIlluu
MAKETOB BCE-TAKH MMO3BOJISIT ONACHBIM ITAKETaM MPONTH Yepe3 MapIIpyTU3aTOP)
TaKHe MaKeThl HE CMOT'YT OBITh BBISBJICHBI JJO OOHAPYKEHUS TIOCIECTBUN
MIPOHUKHOBEHUA. [laxe ecnu afMUHUCTPATOPY CETH YJIacTCs CO31aTh



3¢ deKTUBHBIE MpaBUia PHIBTPAIIMH, UX BO3MOXHOCTH OCTAHYTCS
OTpaHUYEHHBIMHU.

Hanpumep, anMuHuCTpaTOp 330a€T IPABUIIO, B COOTBETCTBUM C KOTOPBIM
MapLIpyTU3aTop OyJIeT OTOPAaKOBBIBAThH BCE MAKETHI C HEU3BECTHBIM aPECOM
otnpasutelid. OJHAKO B JAHHOM CIIy4ae Xakep AJIs1 IPOHUKHOBEHHUS BHYTPb
3aIIUIIEHHON CETU MOXKET OCYIIECTBUTD aTaKy, KOTOPYIO Ha3bIBAIOT TOJAMEHOMN
aapeca. B Takux ycioBHsX GUIBTPYIOMIMI MaplIpyTU3aTOP HE CYMEET OTJIMYUTD
MOAACIIBHBIN MAKET OT HACTOSILIETO U MPOITYCTHUT €TO0.

K monoxxutensHbIM KadecTBaM (GUIBTPYIOIMINX MAPIIPYyTH3aTOPOB MOKHO
OTHECTH CIEAYyIOLIHE:

® CpaBHUTEIHHO HEBBICOKAS CTOUMOCTB;
® THOKOCTH B ONPECICHUH MPaBUI (DUITHTPAIUH;
e HeOoJbIIas 3a/IepyKKa TIPH MPOXOKICHUH ITAKETOB.

Henocrtatku GpunbTpyrommux MappyTH3aTOpoB:

® BHYTPEHHSS C€Th BUAHA (MapUIpyTU3UPYETCs) U3 ceTu IHTEepHET;

e [mpaBwia GUILTPAIMU [TAKETOB TPYIHBI B ONUCAHUU U TPEOYIOT OUCHD
xopomux 3Hanui tTexnosoruii TCP u UDP;

® [IpU HapyLIEHUH pabOTOCIOCOOHOCTH MEKCETEBOTO IKpaHa C
buIbTpaIMe MaKkeToB BCE KOMITBIOTEPHI 32 HUM CTAHOBSTCS MOJTHOCTHIO
HE3aIUIIEHHBIMU MO0 HETOCTYTHBIMH,

® OTCYTCTBYET ayTeHTH(HUKAIIUS HA MOJIH30BATEIHLCKOM YPOBHE.

JlaHHBII KJ1acc MapUIpyTU3aTOPOB NpeacTaBiseT codoi Tpancusatop TCP-
coenuHenus. [1r03 mpuHUMAaET 3arpoc aBTOPU30BAHHOTO KJIIMEHTA Ha
KOHKPETHBIE YCIYTU U MOCJIE MPOBEPKHU JOIMYCTUMOCTH 3aIIPOILIEHHOTO CEaHca
yCTaHaBJIMBAET COEIMHEHNE C MECTOM Ha3HAa4YeHHUs (BHEIIHUM xocToM). [Tocie
3TOrO LUII03 KOMHUPYET MAKEThl B 000UX HANpPaBICHUIX, HE OCYIIECTBIIASA UX
¢bunpTpanmu. Kak npaBusio, MyHKT Ha3HAUYECHUS 3aJa€TCs 3apaHee, B TO BpeMs Kak
MCTOYHHUKOB MOKET ObITh MHOTO. MICIIONIB3YsI pa3inuHbIe NOPThI, MOKHO
CO3/1aBaTh pa3HO00Opa3Hble KOHPUTYpallUU COeTMHEHUH. J[aHHBIN TH 1LTI032
M03BOJISIET co3AaTh TpaHcasaTop TCP-coenqunenus 1uist 11000ro onpeieIeHHOro
MoJib30BaTesieM cepBuca, 6azupytomierocs Ha TCP, ocymiecTBasTh KOHTPOJIb
JIOCTYIA K 3TOMY CEPBUCY M COOP CTATUCTUKH IO €T0 UCIOJIb30BAHMUIO.

103 creauT 3a MOATBEPKACHUEM (KBUTUPOBAHUEM ) CBSI3U MEXKIY
aBTOPHU30BAHHBIM KJIMEHTOM U BHEIIHUM XOCTOM, OIPEEIsis, IBISAETCS JIU
3anpanImBaeMblil CEaHC CBA3M JOMYCTUMBIM. UTOOBI BHIABUTH OMYCTUMOCTD
3ampoca Ha CEaHC CBSI3U, LIUTI03 BBIMIOJIHSET CleAyolyto npoueaypy. Koraa
aBTOPHU30BAHHBIN KIMEHT 3alpallliBaeT HEKOTOPBIM CEpBUC, NUII03 TPUHUMAET
3TOT 3aIpoc, MPOBEPSISL, YIOBIETBOPSET JIM JAHHBIN KIUEHT 0a30BbIM KPUTEPUIM
¢unbTpanuu. 3aTem, AEMCTBYSl OT KIMEHHU KIMEHTA, IIUI03 YCTaHABIUBACT
COEIMHEHHE C BHEIIHUM XOCTOM U CJEINT 3a BBIIIOJIHEHUEM IIPOLIETYPbI
KBUTHPOBaHUs CBs13U 1o mpotokosry TCP. Dta npoueaypa cocTout u3 ooMeHa
TCP-nakeramu, kotopsle noMeyarorcst gpuaramMu SYN (CHHXpOHU3UPOBATH) U
ACK (moarBepuTh).



[epssiii maket ceanca TCP, momeuennsiit prmarom SYN u cogepxamumii
MPOM3BOJILHOE YUCIIO, HanpuMep, 500, sBIIEeTCS 3alIpOCOM KIMEHTA HA OTKPBITHUE
ceaHca. BHENIHUN XOCT, MOTYYUBIIUN 3TOT ITAKET, ITOCHUJIAET B OTBET APYTOU,
nomMeueHHbIN piiarom ACK u comepskaiiuii 4ucio Ha eIUHUILY OOJIbIIee, YeM B
MPUHATOM MakeTe (B HamieM cirydae 501), moaTBepskaast TEM caMbIM IIPUEM IMaKeTa
SYN ot xiaueHra.

Jlanee ocymiecTBIsSIETCS 0OpaTHAs MPOIeaypa: XOCT MOChIIAET KIIMEHTY
nakeT SYN ¢ ucxoaHbIM yuciioM, Hanpumep, 700, a KITUEHT NOATBEPKIAET €ro
nonyueHue nepeaaven nakera ACK, conepxkamiero uucio 701. Ha stom nporuece
KBUTHUPOBAHUS CBS3U 3aBEPIIACTCS.

[1151:03 ceaHCOBOTO YPOBHS IPU3HAET 3aBEPIIICHHOE COCTUHEHUE
JOMYCTUMBIM TOJILKO B TOM CJy4dae, €CJI MPHU BBIMOJHEHUH MPOLIETYPhI
kBuTupoBanus cBsa3u daaru SYN u ACK, a taxke uncia, coaepxariuecs B TCP-
MaKeTax, OKa3bIBAIOTCS JIOTMUYECKU CBSI3AHHBIMU MEXKy COOOM.

ITocne TOro Kak UT03 ONPEIEIWIL, YTO JOBEPEHHBIN KIIMEHT U BHELIHUI
XOCT SABJISIFOTCSI aBTOPU30BaHHbIMU yuacTHUKamu ceaHca TCP, u mposepun ero
JOMYCTUMOCTb, OH YCTaHABIUBAET coenHeHne. HaunHas ¢ 3Toro MoMeHTa 1UTH03
KOIUPYET U NEepEeHANpPABIISIET MAKETHI TyAa U 0OPATHO, HE MPOBOS HUKAKOU
bunbTpanmu. OH NOAAEpKUBAET TAOJIHILYy YCTAHOBIIEHHBIX COEMHEHUH,
IPOITYCKasl TaHHbIE, KOTOPbIE OTHOCSTCS K OJHOMY M3 CEaHCOB CBSI3H,
3a(MKCUpPOBaHHBIX B JaHHOU Tabnuue. Korna ceanc 3aBepiaercs, MUTI03 yaser
COOTBETCTBYIOIIMI JIEMEHT U3 TaOJUIBI U Pa3phIBAET CETh, UCIIOIB30BABIIYIOCS B
TEKYILIEM CEaHCe.

HenocTtatkoMm 1LII030B CEAHCOBOTO YPOBHS SIBJSIETCS OTCYTCTBHE MPOBEPKU
COJIEPKUMOTO TIEPEIaBAEMBIX TAKETOB, YTO JAET BO3MOXKHOCTh HAPYIIUTEIIO
IIPOHUKHYTH Y€PE3 TAKOM IUIIO3.

C 11eJ1b10 3aIIUTHI PsAJia YI3BUMBIX MECT, TPUCYIIUX PUIBTPYIOITUM
MapuIpyTU3aTopaM, MEXCETEBbIC IKPaHbl 10KHBI HCII0JIH30BATh MPUKIIATHBIC
nporpaMmabl JJist (GUIIBTPAIIMKU COCIMHEHUM C TAKUMU cepBHcamu, kak Telnet u
FTP. [TogoOHOE pHTo’KeHIE HA3BIBAETCS ProxXy-CIy»)00i, a XOCT, Ha KOTOPOM
paboTaeT Proxy-ciyx06a, — IIII030M YPOBHS IPHIIOKEeHUH. Takoi muo3
MCKJIFOYAET MPSIMOE B3aUMOJICHCTBUE MEKY AaBTOPU30BAHHBIM KJIMEHTOM U
BHEITHUM XocToM. [1I1103 puibTpyeT Bce BXOASIIME U UCXOISAIIUE TTAaKEeThl Ha
MPUKIIATHOM YPOBHE.

OOHapyXuB CETEBOM CEaHC, IITI03 MPHIOKEHUI OCTaHABIIMBACT €T0 U
BBI3BIBAET YIOJHOMOYEHHOE MTPUJIOKEHUE ISl OKa3aHUS 3aBEPIIaeMOM yCIIyTH.
Jist nocTuxkeHus: 60Jee BLICOKOTO YPOBHS 0€30MaCHOCTH U TUOKOCTH ILITIO3bI
YPOBHSI PUJIOKEHUN U QUIBTPYIOIINE MapIIPYTU3aTOPBI MOTYT OBIThH
00bEIMHEHBI B MEXCETEBOM dKpAHE.

10361 TPUKIIATHOTO YPOBHS MO3BOJISIOT 00€CTICUNTh HAJICKHYTO 3aITUTY,
MOCKOJIbKY B3aMMO/ICHCTBHE C BHEIIIHUM MHUPOM PEaTU3yeTCs uepe3 HeOOoIbIIoe
YHUCJIO YIIOJTHOMOYEHHBIX MTPUJIOKEHUH, TTOJIHOCThEO KOHTPOIUPYIOIINX BECH



BXOJAUINH U ucxonsamuid Tpaduk. Cineayer OTMETUTD, YTO HITI03bI YPOBHS
IPUIIOKEHUH TPEOYIOT OTAEIBHOTO NMPUIOKEHUS UIsl KaXKI0TO CETEBOTO CEPBUCA.

OnHUM 13 BOKHBIX JIEMEHTOB KOHIIEIIIUNA MEXKCETEBBIX SKPAHOB SIBJISIETCS
ayTeHTU(UKaIUs, TO €CTh MOJIB30BATEIb MOJIYIAeT MPABO BOCIOIB30BATHCS TEM
WJIM WHBIM CEPBHUCOM TOJIBKO TIOCJIE TOTO, Kak OyAeT YCTaHOBJIEHO, YTO OH
JNEeUCTBUTEILHO TOT, 3a KOro ce0st BbiaaeT. [Ipu aToM cuntaeTcs, 94To cepBUC I
JTAHHOT'O TOJIb30BaTENs pa3pelieH.

[Ipu noxyyeHunu 3amnpoca Ha UCIOJIb30BaHUE CEPBHUCA OT UMEHU KAKOTO-
100 MOJIb30BaTENISI MEKCETEBOM IKpaH MPOBEPSET, KAKOU CIIOCc00
ayTeHTU(PUKAIUK OTIPENIeIIeH I TAHHOTO CyOBhEeKTa, U TIepeIaeT yIpaBICHHE
cepBepy ayreHTudukanuu. [Tocne moayueHus moJI0KUTETLHOIO OTBETA OT
cepBepa ayTeHTU(PUKAIIMN MEKCETEBOM KpaH OCYIIECTRISET 3alpaiinBaeMoe
noJjib30BaTesieM coearHenre. Kak npapuio, O0JbIIMHCTBO KOMMEPUECKUX
MEKCETEBBIX SKPAHOB MOJIJICP’KUBACT HECKOJIBKO PAa3IUYHBIX CXEM
ayTeHTU(PUKALUU, TPEAOCTABIISAL aIMUHUCTPATOPY CETEBOM 0€30MacCHOCTH
BO3MOXXHOCTh C/I€JIaTh BEIOOP Haubosiee MpUeMIEMOM B CIIOKUBIINXCS YCIOBUAX
CXEMBEL.

PaccmoTpum Tenepp BOMPOCHL, CBA3aHHBIE C YCTAaHOBKOKM MO.
Huxe npencraBieHbl TUIOBBIE CXEeMbI OKIIOUeHUs MD. B niepBoMm citydae (puc.
5.1a), MD ycraHaBiauBaeTcs OCie MaplipyTU3aTopa 1 3alluIiacT BCIO
BHYTPEHHIOIO CE€Th. Takasi cxema MpUMEHSETCs, €Clu TpeOOBaHus B 001acTu
3aIIUATHI OT HECAHKIIMOHUPOBAHHOTO MEXCETEBOTO JOCTYINAa IPUMEPHO OJINHAKOBBI
JUIsl BCEX Y3JI0B BHYTpeHHEN cetn. Hanpumep, "pa3pemars coequuenus,
yCTaHaBJIMBAaEMbIE U3 BHYTPEHHEN CETH BO BHEIIHIOIO, U IIPECEKATh MOMBITKH
NOJIKJIFOYEHHS U3 BHEIIHEH CETH BO BHYTPEHHIOK'". B TOM cirydae, ecnu
TpeOOBaHUS AJIsl pa3HbIX Y3JI0B Pa3IU4HbI (HallpUMep, HYKHO Pa3MECTUTh
IOYTOBBIN CEpBEP, K KOTOPOMY MOTYT HOJIKJIFoUaThes "n3BHE"), mogoOHas cxema
YCTaHOBKH MEXCETEBOT'O dKpaHa He ABJIETCS JOCTATOYHO Oe3omacHoi. Eciu B
HalleM NpUMEpPEe HApYIIUTENb, B pe3yJbTaTe peaiu3allii CETEBOM aTakw,
NOJIYYUT KOHTPOJIb HAJl YKA3aHHBIM IMOYTOBBIM CEPBEPOM, YEPE3 HETO OH MOXKET
MOJIYYHUTh IOCTYI U K IPYTUM y3J1aM BHYTPEHHEH CETH.

B nonoOHbIx ciydasx uHorna nepea M3 co3maaercst OTKPBIThIA CErMEHT
cetu npeanpusaTus (puc. 5.1b), a MD 3anmiaet octajibHy BHYTPCHHION Ccemb.
HenocraTtok 1aHHOW CXEMBbI 3aKIIFOYAETCS B TOM, YTO MOJKIIFOUEHUS K y3J1aM
OTKPBITOTO cermMeHTa MO He KOHTPOJIMPYET.

Bosee npeanoyTUTENBHBIM B JAHHOM CITy4ae SIBJIIETCS UCIOIb30BaHuE MO
C TpeMsi ceTeBbIMH HHTepdeticamu (puc. 5.1¢). B atom ciiyuae, MO
KOH(UTypHUpyeTcst TakuM 00pa3oM, YTOOBI MpaBuiia JOCTyIa BO
BHYTPEHHIOIO CETh ObLTH 00JIee CTPOTUMU, Y€M B OTKPBITBIM CeTMEHT. B TO ke
BpeMsi, U T€, U IPYTHE COCAUHEHUSI MOTYT KOHTPOJIUPOBaThcst M. OTKPBITHIM

CErMEHT B 3TOM CJIy4Yae MHOTJa Ha3bIBaeTCA " IEMWINTAPU30BAHHON 30HOM" -
DMZ.



Eme 6onee HageKHON CUMTAETCS CXeMa, B KOTOPOU AJIs 3aIUTHI CETH
¢ DMZ 3aneiicTByroTcs 1Ba He3aBUCUMO KOHPUrypupyeMbix MO (puc. 5.1d). B
TOM citydae, MO 2 peanusyer 6oJiee KeCcTKUid Habop mpaBuil
bunbTpanuu no cpaBaeHuto ¢ MO1. M naxke ycrelnHas aTaka Ha mepBbeii MO He
C/IeJIaeT BHYTPEHHIOIO CETh 0€33alIUTHOM.

B nocnegnee BpeMsi cTan NIMPOKO UCTIOJIb30BAThCSl BAPUAHT YCTAHOBKHU
MporpaMMHOro M3 HenmoCpeACTBEHHO Ha 3alluIlaeMblii KomnbloTep. MHOrIa
Takoit MO Ha3zbIBaloOT "nepcoHanbHBIM". [10/100Has cxema MO3BOJISIET 3alUTUTHCS
OT yIpo3, UCXOASIIMX HE TOJIBKO U3 BHEIIHEN CETH, HO U3 BHYTPEHHE.

TurnoBble cXeMbl TOAKIIOUECHHS MEXCETEBBIX S3KpaHOB (PucyHok 5):

Mexcaresof aKpay

Mapwpytvaarop
B A CET v
it = %) BHewWwRRA CBTh

Puc. 5.1a - nogkiroueHnE MEKCETEBOI0 SKpaHa ¢ ABYMs CETEBBIMU
uHTepdeiicamu 115 ""eTMHOOOpa3HOM" 3aIUTHI JIOKAJIbHOU CETH

MemceTeBod axpar

BlapuupyTHaaTop

Bu HHAA CETh
L CTHDLITHIN CRMMEHT

Puc. 5.1b - moaxiroueHre MEKCETEBOTO PKpaHa C IBYMsI CETCBBIMU
uHTepQercaMy IPH BbIIETIEHUU OTKPBITOTO CErMEHTa BHYTPEHHEN
ceTn
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esceTeron aKaH

MaplupyTHsaTap

BHyTpaHHAR caTk EHELHAR CBTh

SalMLLAEMBIA
CTHPRITEIA CETMERT
(DMZ)

Puc. 5.1C - noakitoueHne MEKCETEBOT0 IKpaHa ¢ TPEMS CETEBBIMHU
uHTepdencaMu ISl 3alUThl BHYTPEHHEH CETH U €€ OTKPBITOTO
CErMeHTa

Maxcetenod mpa 2 MescaTnoh Jpan 1

MapuupyTramop

Jauguaessii
OTEDRIT 8 COMMBHT

(DMZ)

BHyTpeHHAA CETh BHewHsn ceTh

Puc. 5.1d - moakroueHre ABYX MEKCETEBBIX SIKPAHOB ISl 3AIUATHI
BHYTPEHHEW CETH U €€ OTKPBITOTO CErMEHTA

KoHTpoJsbHBIE BONIPOCHI:

1) B uem 3aKkiIr09aeTCsl MEXaHU3M MEKCETEBOTO SKPAHUPOBAHUS?

2) JlaiiTe onpesiesicHHe MEKCETEBOTO IKPaHa.

3) Ipuniwn QyHKIIMOHUPOBAHMS MEKCETEBBIX SKPAHOB C (PHIIbTpALIUCH
MAKEeTOB.

4) Ha ypoBHE KaKuX IMPOTOKOJIOB padOTACT «IILTK03 CEAHCOBOTO YPOBHS»?

5) B 1ueM 0cOOEHHOCTh MEKCETEBBIX DKPAHOB IKCIIEPTHOTO YPOBHSI?

Tect mo camocTosiTesibHOM padoTe Ne5:

1. Ilpu ynaneHHOM aAMUHUCTPUPOBAHUU HEOOXOAUMO:
A) Paspemiath 10CTyI TOJBKO U3 JOKAJIBHON CETH
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B) Paspemate 10CTyn TOJIBKO M3 IEMUIHTAPU30BAHHON 30HBI
C) Ucnonb3oBatk 6€30MacHbBIE TPOTOKOJIBI
2. BpiOGepuTte npaBUiIbHOE YTBEPKICHUE:
A) llns web cepBepa Bcera ciieyeT uCIoab30BaTh crenuaibabie appliances

B) [ns web-cepBepa Bcerna clieyeT yaassTh WIH 3allpemaTh He TpeOyeMble
web cepBepy CETEBbIE CEPBUCHI

C) lns web-cepBepa Becera ciaeayeT ucronb3obarh Trusted OC
3. 30HHBIHN (ails1 COAEPIKUT:

A) Jlorun name-cepBepa

B) KondurypannoHHsie ormun

C) PecypcHbie 3amucu
4. AKTUBHBIM COJIEPKUMBIM Ha CTOPOHE KJIIMCHTA SBJISTFOTCSI:

A) VHTepakTuUBHBIE 3JIEMEHTHI, 00pabaThiBaeMble KIMEHTOM (Web-
Opay3epom)

B) UnrepaktuBHbie 31eMeHTel HTML, ¢ MOMOIIBIO KOTOPBIX CEPBEP MOKET
NOoJTy4aTh HHPOPMAIUIO KIMEHTA

C) UnrepaktuBHbIe 371eMeHTHI, co3aatoniue HTML cTpaHuiisl Ha CTOpOHE
cepBepa
5. VmpapneHue 10CTYNOM B MAKETHOM (UIIBTPE OCYIIECTBIISETCS HA OCHOBAHUU:
A) Iopra ucrounnka
B) ITopra Ha3zHaueHus
C) Tuna tpaduka
6. JlelicTBUE MOXKET OBITh:
A) HacnemoBaHo U3 pOJHUTEIHCKOTO KOHTEKCTA
B) 3amaHo o ymouaHuio
C) Yka3zaHo aJist KaXKJI0TO MpaBHiIa
7. Ilpu DIGEST-ayTenTudukanuu B KadecTBe ayTeHTU(PHUKATOPA UCTIONb3yETCA:
A) IMaposb oap30BaTesIst
B) Cepruduxkar cepsepa
C) IMapoas cepBepa
D) Cepruduxat monp3oBaress
8. OcHoBHoe Ha3HaueHue firewall'a cocTouT B TOM, YTOOBI:

A) 3amMTATE XOCTBI U CETH OT MCIIOJIB30BAHHMSI CYIIECTBYIOINX YSI3BUMOCTEH
B cTeke mpoTtokosioB TCP/IP

B) OGHapyXKuTh NPOHUKHOBEHHE B JIOKATBHYIO CETh
C) O6ecneunTh MOAHYIO 0€30IaCHOCTD JIOKAIbHOU CETH
9. OO6s1uHO B [1O web-cepBepa uMeroTcs cieayronme (aiibl, coaepKaliue JIOTH:



A) Transfer Log, Error Log
B) Info Log, Error Log
C) Agent Log, Referrer Log
10.ITpu ucnons3oBanuu IDS:
A) Bo3pacraet BO3MOKHOCTH ONPE/ICIICHUS TTpeaMOyIIbl aTaKu
B) Bospacraer BO3MOKHOCTh (PHIIBTPOBAHUS TpapHrKa
C) Bo3pacraeT BO3MOKHOCTb PACKPBITHS OCYIIICCTBICHHOMN aTaku



CamocrosiTeqbHasi padora Ne6 — IlporpamMMHbie U annapaTHbie
cpeAcTBa KPUNTOrpapuuecKoH 32U ThI

Yrpo3sl 6€30MaCHOCTH HHPOPMAITMOHHBIX CUCTEM KJIaCCU(DULIUPYIOTCS TI0
HECKOJIbKUM Tpu3HaKam (puc. 6.1).

S |

| Yrpoabl 6e30MacHOCTH WHAOPMaLUMOHHBIX cUCTEM

¥rpoawd HapyweHun D : 3 Ij f D
"{ HOHEAEHLMAN EHOCTH HHEOPMALIHN CnyuaitHble BO3AEHCTENA BHyTpeHHIe yrpossl

Henonu::;nmPL::quu D MpeaHaMepeHHEIe BO3geNCTBUA BHewHne yrposel D

r YTpo3sl HapyWeHUA A0CTYNHOCTH U
CHETeME (0THa3 B obcnyMBaHm)

6.1 Knaccuduxarus yrpo3 nHGOpMAIIMOHHON 0€30MTaCHOCTH

VYTrpo3bl HapylIeHUsI KOH(PUISHIIMATIbHOCTH HAIIPABJICHBI HA TIOJIyYCHHE
(xuienue) koHpuaeHIMaILHOoN nHopManuu. [Ipu peanuzaiuu 3TUX yrpos
uH(pOpMaIUs CTAHOBUTCS U3BECTHOMU JIUI[aM, KOTOPBIE HE JIOJDKHBI UMETh K Hel
noctyr. HecaHKIIMOHUPOBAHHBIN TOCTYT K HHGOPMAIINH, XPAHSIICHCS B
uH(OPMAITMOHHOW CUCTEME WJIH TIepeIaBaeMOoi 10 KaHajaM (CEeTsIM) mepeadu
JAHHBIX, KOMTUPOBAHUE 3TOM MH(GOPMAITUH SBIISIETCS HAPYIIEHUEM
KOH()HUICHIIUATTEHOCTH HH(POPMAIIUH.

VYTpo3bl HapyIIEHUS 1IET0CTHOCTH MHGOPMAITNH, XPAHSIICICS B
UH(OPMAITMOHHOW CHCTEME WJIH TIepe/IaBaeMOoii TOCPEICTBOM CETH TIepeaaun
JIAHHBIX, HAITPaBJIEHbI HA U3BMEHEHNE WM UCKAXKEHUE JJAHHBIX, IPUBOASIIEE K
HapYIIEHUIO Ka4eCTBa WJIN MMOJTHOMY YHUUTOXEeHHIO nHpopmarmu. LlenoctHocTh
uH(OpPMAITUU MOKET OBITh HapYIIIeHa HAMEPEHHO 3JI0YMBIIIIEHHUKOM, a TAaKXKe B
pe3yiibTaTe 00BEKTUBHBIX BO3JICHCTBUI CO CTOPOHBI CPEbI, OKPYKAIOIICH
cuctemy (rmomMexu). Ita yrpo3a 0COOCHHO aKTyallbHa I CUCTEM Tepeiauu
nH(pOpMaIIU — KOMIIBIOTEPHBIX CETEM U CUCTEM TEJIEKOMMYHUKAIIUH.

Y MBIIIJIEHHBIE HAPYIICHUS 1IETOCTHOCTH MH(OPMALIMK HE CIIEAYET MyTaTh C €
CaHKI[MOHUPOBAHHBIM U3MEHEHUEM, KOTOPOE BBITIOJIHSIETCSI aBTOPU30BAHHBIMU
M0JIH30BaTENISIMU ¢ 0OOCHOBAHHOM 1IEJIBIO.

VYTrpo3bl HapylIeHUs1 AJOCTYIHOCTH CUCTEMBI (0TKa3 B 00OCITYKUBaHUU )
HaIlpaBJIeHbl HAa CO3JJaHUE TAKUX CUTYalIM, KOrJa ONnpeAe€éHHbIE ASCTBUS TM00
CHIDKAIOT pab0TOCIIOCOOHOCTh MH(DOPMALIMOHHONW CUCTEMBI, JINOO OJIOKUPYIOT
JIOCTYII K HEKOTOPBIM €€ pecypcam.

[IprunHEbI Cy4aiiHbIX BO3/IE€MCTBUM:

° aBapHﬁHLIe CUTyalluu U3-3a CTUXMHHBIX 6GIICTBI/H>’I N OTKJIFOYCHMU A
QJICKTPOSHCPIUHU,

* OLIMOKYU B IPOTPAMMHOM OO€CTICUCHUH;



* oIMOKM B paboTe 00CTyKUBAIOLIErO IEPCOHAIIA U TIOJIb30BaTENEH;

* [IOMEXU B JIMHUM CBS3M M3-3a BO3/ICHCTBHS BHELIHEN CPE/Ibl, & TAKIKE
BCJIE/ICTBHE TUIOTHOTO TpaduKa B CUCTEME (XapaKTEepHO AJisi OECTIPOBOTHBIX
pELICHMIA).

[IpennaMepeHHbIE BO3AEHUCTBUS CBA3aHbI C LIEJICHANPABICHHBIMU
JEHCTBUSIMH 3JI0YMBIIIJIEHHUKA, B KAYECTBE KOTOPOTO MOXKET BBICTYIHUTH JIFOO0OE
3aMHTEPECOBAHHOE JUIO (KOHKYPEHT, ITOCETUTENb, IEPCOHAN U T.1.). JlehcTBus
3JI0YMBITIUICHHUKA MOTYT OBITh 00YCJIOBJICHBI Pa3HBIMH MOTUBAMHU:
HEJIOBOJILCTBOM COTPYJHHMKA CBOEH KapbepOr, MaTEPUAIIbHBIM UHTEPECOM,
JTH00OTBITCTBOM, KOHKYPEHITUEH, CTPEMIICHUEM CaMOYTBEPAUTHCS JIFOOOH IEHOM.

BryTpenHue yrpo3sl HHUIIMUPYIOTCS MTEPCOHAIIOM 00BEKTa, Ha KOTOPOM
YCTaHOBJICHA CUCTEMA, CoJIeprKaIias KoH(UISHITMATbLHYI0 HH(OPMAITHIO.
[IpruriHaMK1 BOBHUKHOBEHUS TAKUX YIPO3 MOXKET MOCIYKUTh HE3AOPOBbIN KIMMAT
B KOJUICKTUBE WJIU HEYJIOBJICTBOPEHHOCTD OT BBIIOIHIEMOUN pabOThl HEKOTOPHIX
COTPYJAHHUKOB, KOTOPBHIE MOTYT MPEANPHUHSITH ICUCTBUS 1O BhIaue HHPOPMAITUH
JIMLaM, 3aUHTEPECOBAHHBIM B €€ MTOJYYEHHH.

Takoke uMeeT MecTo Tak Ha3bIBaeMbIl "uenoBedeckuit haktop', Koraa
YeJIOBEK HE YMBIIIJIEHHO, IO OIIMOKE, COBEpLIAET NEHCTBUS, IPUBOASIIUE K
pasriialmeHno KOHQUAeHInaIbHOU HH(OPMAIIMU WK K HApYILIEHHUIO TOCTYITHOCTH
UH(OPMAITMOHHON CUCTEMBI. bolbiyro 10710 KOHPUACHIIMAIBHON HH(MOpMAITUU
3JI0YMBIIUIEHHUK (KOHKYPEHT) MOKET MOJYYUTh IPU HECOOIIOEHUU
PabOTHUKAMU-TIOJIB30BATESIMU KOMIIBIOTEPHBIX CETEN AIeMEHTApHbBIX MPaBUII
3aIUThl HHPOPMALIMU. DTO MOXKET MPOSIBUTHCS, HAPUMED, B IPUMUTUBHOCTH
napoJied WK B TOM, YTO CJIOKHBII HapoJib MOJb30BaTElb XPAHUT Ha OYMaKHOM
HOCHTEJIE Ha BUJTHOM MECTE WJIH YK€ 3aIHChIBAET B TEKCTOBBIN (DAilsl HA KECTKOM
JUCKE U Ip. YTeuKa KOHPUACHIIMAIbHONW HH()OPMAIUU MOKET IPOUCXOAUTH MPU
MCIIOJIb30BaHUU HE3AIIUIIEHHBIX KAHAJIOB CBS3H, HAIPUMEDP, 10 Teae(hOHHOMY
COEIMHEHHIO.

[Tox BHEMIHMMH YTpo3aMH O€30MMACHOCTH MOHUMAIOTCS YTPO3bl, CO3/1aHHbIE
CTOPOHHUMHU JIMI[AMU U UCXOISIINE U3 BHELIHEN CPe/ibl, TAKUE KaK:

* aTaKu U3 BHEIIHEN ceTu (Hanpumep, IHTepHeT), HarpaBieHHbIE Ha
UCKaXCHHUE, YHUUTOKEHNE, XUIIeHNE WH()OPMAaLIUY I MTPUBOIAIINE K OTKa3y B
o0cIyXKMBaHUN HHPOPMAIIMOHHBIX CUCTEM MPEATIPHUSITHS;

* pacrpocTpaHeHre BPeAOHOCHOTO IPOrpaMMHOTO 00eCTIeYeHUS;
* HeJKeJaTeIbHbIE PACCHUIKH (CIIaMm);

* BO3/CHCTBUE HA MHPOPMAIIHIO, OCYIIIECTBIISIEMOE ITyTEM TPUMEHEHUS
MCTOYHHKA JICKTPOMArHUTHOTO TIOJIS JJII HaBeICHUs B MH(GOPMAIIMOHHBIX
CUCTEMaX 3JIEKTPOMArHUTHON YHEPTUU C YPOBHEM, BBI3BIBAIOIINM HAPYIICHHE
HOPMaJIbHOTO (PYHKIIMOHUPOBaHMS (COOM B pab0OTe) TEXHUUSCKUX U MPOTPAMMHBIX
CPEJICTB ITHX CHCTEM;

* iepexBat HH(GOPMALIUU C UCTIONH30BAaHUEM PAAHONPUEMHBIX YCTPOICTB;



* BO3JIeHiCcTBUE HA UH(OPMALIHIO, OCYLIECTBIIEMOE IyTEM
HECaHKIIMOHUPOBAHHOI'O UCIIOJIb30BAaHUS CETEN NHKEHEPHBIX KOMMYHHUKAIIHI;

* BO3/ICHCTBUE HA TIEPCOHAT MPEIMPHUSATHUS C TETHIO TTOTYICHUS
KOH(DHIeHIIMATEHON NHGOPMAITHH.

B coBpemeHHOM MHpe, KOrja CTajgo BO3MOXXHBIM IIPUMEHSTh CEPBUCHI U
CIIy>KOBI C UCIIOJIb30BaHNEM MH(OPMALIMOHHONW KOMMYHHUKAIITMOHHOM CpPEIbl
(37IEKTpOHHBIE IJIATEXH, IHTEpHET-Mara3uHbl, 3JEKTPOHHBIE OYEPEIU U T.I1.),
MHOTI'OKPAaTHO YBEIMYMBAETCSI PUCK UIMEHHO BHELIHUX YIPO3.

Kaxk nmpaBuji0, HeCaHKIIMOHUPOBAHHBIN JIOCTYII, IEPEXBaT, XUIICHUE
nH(popMaIuu, nepeaBaeMoi 1Mo KaHajaaM CBS3H, MPOBOJAUTCS CPEICTBAMHU
TEXHUYECKOM pa3BeKU, TAKUMH KaK PaJHONPUEMHBIE YCTPOMCTBA, CPEICTBA
CheMa aKyCTHYECKON MH(POPMAIINH, CUCTEMBI TIEpEeXBaTa CUTHAJIOB C
KOMITBIOTEPHBIX CETEH U KOHTPOJIA TeICKOMMYHHUKAIINM, CPEACTBA CheMa
uH(pOopMaIuu ¢ Kabesneu CBs3U U Jpyrue.

BpenonocHoe nporpamMmmHoe oOecrieyeHHe 1, IPexae BCEro, KOMIbIOTEPHbIE
BUPYCHI MIPEICTABIISIIOT OUYE€Hb CEPHE3HYIO OMACHOCTH /I MH()OPMAITMOHHBIX
cucteM. HenooneHnka 3Toil 0O1acHOCTH MOKET UMETh CEPhE3HbIE NTOCIECTBUS IS
uH(OpMaluu NoJb30BaTenel. B To e BpeMs upe3MepHOe NMPeyBEeTnUEHHE YTPO3bl
BUPYCOB HETATUBHO BJIMSIET HA UCIIOJIb30BAHUE BCEX BO3MOXKHOCTEN
KOMITBIOTEPHOM CE€TU. 3HAHHE MEXAHU3MOB JIEUCTBUS BPELOHOCHOTO
nporpammHoro obecnedeHus (I10), MeTo10B 1 cpeacTB OOPHOBI ¢ HUMU
103BOJIsIET 3P(HEKTUBHO OPraHU30BATh MPOTHUBOJEHCTBUE BUPYCaM, CBECTH K
MUHUMYMY BEPOSITHOCTh 3apa’KCHUS U HAHECEHUS Bpe/la MallluHaM 1
uH(popmaIuu.

O nanunuuu BpenoHocHoro I1O B cucreme noJib30BaTellb MOKET CYAUTH 1O
CJIEIYIOLIUM ITPU3HAKAM:

¢ ITIOSABJICHHUC COO6HI€HI/Iﬁ AHTHBHUPYCHBIX CPCACTB O 3apaXCHHUH UIIN O
IIpCcaIrojIaracMom 3apaxCHuu, "CaMOHPOI/IBBOJ'IBHOGH OTKIIIOUCHHUC aHTHBHUPYCHBIX
IMpOrpaMMHBIX CPCACTB,

* SIBHBIC MPOSIBJICHUS IPUCYTCTBUS BUPYCa, TAKUE KaK: COOOIIEHUS,
BbIJJaBa€MbI€ HA MOHUTOP WM IPUHTEP, 3BYKOBBIC 3(DPEKThI, HEOKUTAHHBIN
3aImyCK MPOTrpaMM, YHUUTOXeHUE (HaiioB U Ipyrue aHaJOTUYHbIC EHCTBUS,
OJIHO3HAYHO YKa3bIBAIOIIIME HAa HAJMYKME BUPYCa B CUCTEME;

* HESIBHBIC MPOSIBJICHUS 3apa)KEHUsI, KOTOPHIE MOTYT ObITh BBI3BAHbBI U
JIPYTHMH IPUYUHAMH, HAIPUMED, COOSIMH WIJTH OTKA3aMH aIllapaTHBIX U
POTPaMMHBIX CPEJCTB KOMITBIOTEPHON CHCTEMBI — YBEITUUCHHE BPEMEHH
00paboTku ToM i nHOM nH(popMaryu (T.H. "3agymunBocTs” 1K),
HEO0OOCHOBAaHHOE YMEHBIIICHHE CBOOOAHOTO 00hEMA Ha TUCKOBBIX HOCUTEIISIX,
OTKa3 BBIMOHSTH IPOTPAMMBI-CKaHEPHI BUPYCHOM aKTUBHOCTH, "3aBUCaHUSA"
CUCTEMBI | T.II.;

¢ pacCChblJIKa ITMCEM, KOTOPHBIC ITOJIB30BATCIICM HC OTIIPABJIAIINCH, 110
BHCKTPOHHOﬁ IIOYTC.



Bpenonocnas nporpamma (Malware, malicious software — 3nmonamepennoe
IporpaMMHOE 0OecTieueHHe) — 3TO JII000€e MPOrpaMMHOE OOecTieueHHe,
npeIHa3HauYeHHOE JUTsl OCYIIECTBICHHS HECAHKIIMOHUPOBAHHOTO JTOCTYTIA W/HITH
BO3/ICICTBUS Ha MH()OPMALIUIO UITH PEeCypChl MH(OOPMALIMOHHONW CUCTEMBI B 00XO0/T
CYIIECTBYIOIINX MPaBWJI Pa3rpaHUYCHUs JOCTYyIIA.

Ho co BpeMeHeM cTpeMUTEIHLHOE PA3BUTHE BPEIOHOCHBIX TIPOTPAMM,
MOSIBJICHUE HOBBIX TUIAT(POPM U POCT YKCIIa AaHTUBUPYCHBIX KOMITAHUN TTPUBEITH K
TOMY, YTO 3Ta cXxema (paKTUYECKH MepecTana UCob30BaThes. Emé 6onee BaxHOM
MPUYUHON OTKAa3a OT He€ CTaJIO TO, YTO TEXHOJOTUU JETEKTUPOBAHUS CUCTEM
AHTUBUPYCHBIX KOMIIAHUH OTIMYAIOTCS IPYT OT APyTra U, KaK CJICICTBHE,
HEBO3MOKHO YHU(DHUITMPOBATH PE3yIbTAThl MPOBEPKU PA3HBIMU aHTUBUPYCHBIMU
nporpammamu. Ileprogudecku mpeANPUHUMAIOTCS TIOTBITKH BBIPA0OTAaTh HOBYIO
001IIy10 KITacCU(PHUKAITNIO IETEKTHPYEMbIX aHTUBHPYCHBIMH IPOTPAMMaMH
00bekToB. [TocaeTHIM 3HAYUTEIBHBIM ITPOSKTOM IMOJ00HOTO Pojia OBIIO CO3/IaHNe
crangapta CME (Common Malware Enumeration), CyTh KOTOpOT0 3aKJIFOYAETCS B
MIPUCBOCHUH OJIMHAKOBBIM JIETEKTUPYEMBIM 00BEKTaM €AMHOTO YHUKAIBHOTO
uaeHTH(pHUKATOpA.

KoHTpoJibHBIE BONIPOCHI:
1) Kakue cBoiicTBa npucymu nadopmarun?
2) JlaiiTe moHsTHE 00BEKTA 3alIUThl HHGOPMAIUH.
3) Uto oTHOCAT K MHPOPMALITMOHHBIM Mponeccam?
4) Uto moHUMarOT 1noj HHGOPMAIIMOHHON CUCTEMO?
5) Uro Ha3bIBalOT HHPOPMALIMOHHBIMU pecypcamu?

6) Uto noHMMaroT o yrpo3oi nHGopMaIu, 1aiTe NOHATUE UCKYCCTBEHHBIX U
€CTECTBEHHBIX YIPO3, IPUBEAUTE MPUMEPHI.

7) UTo cocTaBiisieT OCHOBY MOJUTHUKUA 0€30MaCHOCTH?

8) CnenaiiTe CpaBHUTEIbHBIN aHAIN3 N30UPATEIILHON U MTOJTHOMOYHOM IMOJTUTUKH
0€30MacHOCTH.

9) lIpoananu3upyiiTe MEXaHU3MBI U CBOMCTBA 3aIlIUThI UHPOPMAIUH.

Tect mo camocTosiTesibHOM padoTe NeG:

1. AyreHtudukanus — 3To
A) HeB03MOXHOCTh HECAHKITMOHUPOBAHHOTO MIPOCMOTPA M MOIU(DUKAITUH
uHpopmaruu
B) HeBo3M0OKHOCTh HECAHKIIMOHUPOBAHHOTO JAOCTYIA K IAHHBIM
C) IMoareepxeHue TOro, 4To MHGOPMAITHS MMOJTydeHa U3 3aKOHHOTO
UCTOYHHUKA 3aKOHHBIM IOJTy4aTesIeM



2. TlonnTtuka 6€30I1aCHOCTH — TO
A) ToJIbKO MHOKECTBO KPUTEPUEB, B OCHOBE KOTOPBIX JICKAT CEPBHUCHI
0e30IacHOCTH
B) Kak aqMuHHCTpaTHBHBIE MEPHI, TAK K MHOKECTBO KPUTEPUEB IS
CEepBUCOB 0€30MaCHOCTH

C) TosbKO COBOKYITHOCTh aJIMUHUCTPATHUBHBIX MEP, KOTOPBIC OMPEACIISIOT
MOPSIJIOK MPOXO0/a B KOMIIBIOTEPHBIE KIIacChl

3. Ilox DoS-aTakoi moHUMaeTCs:
A) TToBTOpHOE MCTIOJIL30BaHUE TICPEIAHHOTO PaHEEe COOOIIICHHUSI
B) Moaudukariius nmepeaaBaeMoro cooOIeHus
D) Moaudukanus nepeiaBaeMoro CooOmeHus

4. CepBucC, KOTOPBII 00ecreunBaeT HEBO3ZMOKHOCTh HECAHKIIMOHUPOBAHHOTO
WU3MEHECHHUS JaHHBIX, Ha3bIBACTCH:
A) LlenrocTHOCTBIO
B) Ayrentudukanueit
D) KondunennnanbHOCTHIO

5. B tabnune xonupoku ASCII+ nedatHbie U ynpaBisSioUe CUMBOJIBI
3aHUMAIOT:

A) Tlocnenuue 128 mo3uiuii TaOIHMIIBI
B) Bce 256 cuMBOIIOB TaOIHUIBI

C) ocnennre 127 mo3uimii TaOIUIIBI
D) Ilepsoie 128 mo3ummii TaOIMIIbI

E) IlepBbie 127 mo3uruii Ta0IMIIbI

6. but onpenenser nHGOpMaLIUIO:

A) B otBere Ha Bompoc "na" win "Her"

B) Kortopast Mo>keT OBbITh ITpeICTaBlICHA JTFOOBIM IIETIBIM YHUCIIOM

C) Copepaxariyrocst B 8 baiTax
7. Korna B kpunrorpaduu CTajio UCIOIb30BAThCSI ACUMMETPHYHOE
mdpoBaHue?

A) B niepBoii mosiosune XIX;

B) B nepBoii nonosune XX;

C) Bo Bropoii mosoBuHe XX

D) Bo Bropoii nosopune XIX;

8.  Kak Ha3bIBaeTCsi COBOKYITHOCTb 3apaHee OrOBOPEHHBIX CIIOCOO0B
npeoOpa30BaHUs HCXOIHOTO CEKPETHOTO COOOIICHUS C LENIBIO €r0 3aIlUThI?
A) Kirou

B) Anroputm
C) IIpoTtokon
D) lIudp
9.  BsibepuTe npaBUIIbHOE ONPECTICHNE TEPMUHA «KPUITOTPADUSIY



A) Kpunrorpadus u3ydaer criocoObl 3aIuThl HHOOPMAINK, OCHOBAHHBIE Ha
HOMBITKE CKPBITh OT MPOTUBHUKA caM (haKT HAJTMUMsl MHTEPECYIOIIEH ero
uHpopmaru

B) Kpunrorpadus nzydaer mocTpoeHUE U UCIIOIb30BAHUE CUCTEM
mr$poBaHusi, B TOM YHCIIE UX CTOMKOCTB, c1a00CTH U CTENEHb
YSA3BUMOCTH OTHOCUTEIBHO PA3IUYHBIX METOJ0B BCKPBITHS

C) Kpunrorpadus — 310 Hayka, 3aHUMAIOMIASCS UPPOBAHUEM JaHHBIX MPH
repeaye mo OTKPBITHIM KaHajJaM CBSI3U

D) Kpunrorpadus — 3To Hayka 0 MIPEO0JICHUHN KPUIITOTpaduIeCKON
3amuThl HTHGOPMATTHH
10.Yto0 u3 mepevrcIeHHOT0 MOKET HE SBISITHCS YSI3BUMOCTHIO:

A) Omnbka B HACTPOMKAaX MEXKCETEBOI0 SKpaHa.
B) Ommbka B HaCTpOKax MapuIpyTH3AIHH.
C) OmmOka B MporpaMMHOM OOECIICUCHHUH.

D) Cnaboe MecTo B CUCTEME, C UCIIOJIB30BAaHUEM KOTOPOTO MOXKET OBITh
OCYLIECTBJIEHA aTakKa.



CamocrositesqbHas padora Ne/ — Kpurepuu oneHkn
3alMUINEHHOCTH KPpUNTOrpaduuecKux MoayJien

B denepansnom crangapre CLIA FIPS 140-2 "TpeboBanus
0€30MMacHOCTH TSI KPUTITOTpaprIecKuX MOTysiei" moa KpunrorpaduaecKium
MOJTyJIeM TTOHMMAETCsl HAaOOp anmapaTHBIX W/ WU MPOTPaAaMMHBIX (B TOM YHUCIIE
BCTPOEHHBIX) KOMIIOHEHTOB, PEATU3YIOIINX YTBEPKACHHbIC PyHKIINN
0€30MacHOCTH (BKJIIOYAsi KPUTITOIpapuIecKue
AJITOPUTMBI, TCHEPAIIMIO M PACTIpe/ICIiCHne KPUIITOTpadUIeCKIX
KITI04eH, ayTeHTU(DUKAINIO) U 3aKTFOUYCHHBIX B MIpeJieax SBHO OMPEIeICHHOTO,
HENPEPBIBHOTO TIEPUMETPA.

B crannapte FIPS 140-2 paccmaTtpuBarotcst KpunTorpapuyeckue MoayiH,
npeaHa3HaYeHHBIE 1JIs 3alUThl THHOPMALIMKM OTPAaHUYEHHOIO JIOCTYyTa, HEe
SIBJISTIOILICUCS] CEKPETHOM, T. €. peUb UJIET O MIPOMBIILICHHBIX U3/IEIUIX,
MPEACTABJISAIOIINX UHTEPEC JJI1 OCHOBHOM MacChl opranusauui. Hanmuune
oA00HOT0 MOIYJIsl — HEOOXOAMMOE YCIIOBUE 00ECIICUCHUS 3allUIIEHHOCTH
CKOJIbKO-HUOY/Ib Pa3BUTON WH()OPMAITMOHHON CUCTEMBI, OJTHAKO, YTOOBI
BBITIOJIHSATH MPEIHA3HAYEHHYIO EMY POJib, CAM MOAYJIb TAK)KE HYK/IAETCS B
3aIuTe, Kak COOCTBEHHBIMU CPEACTBAMU, TaK U CPEICTBAMH OKPYKEHUS
(HampuMep, oTepaliOHHON CUCTEMBI).

CoracHo cTaHaapry, nepes KpuntorpadhudecKuM MOTYJIEM CTaBsITCS
CJIeIYIOIME BHICOKOYPOBHEBbIE (DYHKIIMOHAIBHBIC 11€7TM O€30TTaCHOCTH:

e TpUMEHEHHE U 0e30macHas peaau3aius yTBep KIeHHBIX (QyHKITHI
0€30MacHOCTH IS 3allMThl HH()OPMALIUK OTPAaHUYEHHOTO TOCTYTIA;

e oOecrnedyeHue 3aluThl MOYJIA OT HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BAHUS U
HEIITaTHBIX METOJIOB 3KCILTyaTalluu;

® IIPEIOTBpALICHHE HECAHKIIMOHUPOBAHHOTO PACKPBITHUS
COJIEP’KUMOTO MOJYJIS (KpUNTOTpadUIeCKUX KIFOUYEH U JPYTUX JaHHBIX,
KPUTHUYHBIX JJ11 0€30MaCHOCTH);

® [IpeAO0TBpAlIEHUE HECAHKIIMOHUPOBAHHON U HE OOHAPYKMBAaEMOI
MoAU(UKAIIMKI MOTYJI U KPUNITOTPaPUUECKUX aJrOPUTMOB, B TOM YHUCIIE
HECaHKIIMOHUPOBAHHON MOJM(UKALIUU, TOJMEHBI, BCTABKH U
yAAJICHUS] KPUNTOTPAPUUIECKUX KITFOUYEH U IPYTUX TaHHBIX, KPUTUYHBIX IS
0e30I1aCHOCTH;

e oOecrieueHre 0TOOpaKeHUS (MHIUKAITIH) PEXUMa pabOThI
(cocTosiHus) MOYS;

e o0ecrniedeHre J0BEpHs TOMY, YTO MOYJIb (DYHKIIMOHUPYET JOIHKHBIM 00pa3oM
npu paboTe B YTBEPKIECHHOM PEXKUME;

e 0oOHapyXeHHE OMMOOK B (YHKIIMOHUPOBAHUHM MOJIYJISI M IPEJIOTBPAILICHNE
KOMITpOMETAIMU UH(POPMAIIMY OTPAHUYEHHOTO IOCTYIA U IAHHBIX MOYJIS,
KPUTHUYHBIX 151 0€30MIaCHOCTH BCJIEACTBUE TIOIOOHBIX OITHUOOK.



W3 nepeunciaeHHbIX Lieel BhITEKaloT TpeOoBaHUs 0€30MacHOCTH,
OTHOCAIIMECA K 3TalaM IMPOEKTUPOBAHUS U PEAIM3ALMU MOYJISI M Pa3/ICICHHBIC B
CTaHJapTe Ha OAMHHAALATH IPYIIIL:

e crneuuduKanus KpUITOrpahuyecKoro MoIyJs;
e TpeOOBaHM K MOPTaM U UHTEpdeiicaM MOy,
® PpOJIH, CEPBUCHI U ayTEHTH(PUKALINS;

® KOHEYHO-aBTOMAaTHAasi MOJIEIIb;

e (u3myeckas 6€30MacHOCTb;

® SKCIUTyaTallMOHHOE OKPYKEHHE;

® yIpaBieHHE KPUNTOTPAPHUUECKUMU KIIIOYaMH;
® 3JEKTPOMArHUTHAsI COBMECTUMOCTD;

® CaMOTECTHUPOBAHUE;
® JI0BEpHUE MPOECKTUPOBAHUIO;
® ClepKHBaHHE MMPOYUX aATaK.

Cneuudukanusi MOIyJIs BKIIOYAET ONPEIEICHHE KPUITOrpapuyecKoro
nepuMeTpa, peanu3yemMbix QyHKIHA U PEKUMOB, ONTMCAHUE MOAYJIS, €r0
amnrapaTHbIX U IPOrpaMMHBIX KOMIIOHEHTOB, a TAKXKE
JOKYMEHTUPOBAHHYIO MOJUTHKY 0€30IaCHOCTH.

Cpenu nopToB U UHTEPPENCOB MOYJIISL JOJIKHBI ObITh BbIIEIEHBI
oOs3aTenbHble U AONOMHUTENbHbIE. Cheayer crnenuuirpoBaTh Bce HHTEP(DENCHI,
a TaK»Xe BCE MapIIPyThl BXOJHBIX U BBIXOJIHBIX JAHHBIX. Kpome Toro, mopTsl 1is
HE3alUIIEHHBIX TapaMeTPOB, KPUTHUHBIX JJI1 0€30MaCHOCTH, JOJIKHBI OBITH
JIOTUYECKH OTAEJIEHBI OT APYTUX IMOPTOB.

Cpenu poseil 1 cepBUCOB HEOOXOIMMO MPOBECTH JIOTHUECKOE pa3/ieICHUE
Ha 00s13aTeIbHBIE U TONIOJHUTENbHBIE, 00€CIIEYUTh IEPCOHAIBHYIO WIH POJIEBYIO
ayTeHTU(PUKALUIO.

MO,Z[eJ'IB B BUJAC KOHCYHOI'O aBTOMAaTa JOJIDKHA OIIMChIBATh JCJICHUEC Ha
00s3aTeNIbHBIC U JOITOJIHUTCJIIBHBIC COCTOAHUA.

Mepsb! pu3nyecKoil caMo3aliThl MOYJIsl BKIIFOUAIOT 3aMKH, 3aIlIUTHBIC
KOXYXHU, COXpPaHSIOIINE CBUIETEIHCTBA BTOPKEHUI IITIOMOBI, CPE/ICTBA
OIEPAaTUBHOIO BBISBICHUS U PEArMPOBAaHUS HA MONBITKH BTOP>KEHUM, MEPHI T10
MPOTUBOJEHCTBUIO aTaKaM, OCHOBAHHBIM Ha MCIIOJIb30BAHUU HEIITATHBIX
BHEIIIHUX YCJIOBUU.

B uuncno nognepxuBaeMbIx MEXaHU3MOB YIIPABICHUS KIIFOYaMH JIOJKHBI
BXOJIUTh T€HEPAITUS CIIYYaHBIX YHCEII, pACTIPE/ICIICHIE BBOI/BBIBOI, XpaHECHUE U
OOHYyJIEHUE KITIOUEH.

Ha Tpe©oBaHMX 3JICKTPOMArHUTHONH COBMECTUMOCTH MbI OCTaHABIMBATHCS
He Oynem.

[Ipu BKIIFOUEHUM MUTAHUS U TIPU BHITIOJHEHUHU ONPEICTICHHBIX YCIOBUN
HEO0OXO0MMO BBITIOJIHEHHE TECTOB KPUNITOTpaPruecKux
QITOPUTMOB, KOHTPOJIb IIEJIOCTHOCTH MTPOTrPAMMHOTO 00eCIIeYeHUsI, IPOBEPKU
KPUTUYHBIX (QYHKIIHA.



Mepsl 1oBepHs MPOSKTUPOBAHUIO JTIOJDKHBI BKIIFOYATh KOHPUTYPAITMOHHOE
yIpaBiIeHHE, MPOILeAYPbl 0€30MACHON YCTaHOBKH, T€HEpaIlMi U paclpOCTPAHEHUS.
Crnenyer noAroToBUTh GYHKIHUOHAIBHYIO CHIEIU(UKAIMIO, TP peaTnu3aluu
MCITIOJIb30BATh SI3bIK BBICOKOT'O YPOBHSI, POJAEMOHCTPUPOBATH COOTBETCTBUE
MPOEKTa U MOJUTUKU, CHAOAUTD MOJIb30BATENIEH COOTBETCTBYIOIIUMHU
PYKOBOJICTBaMH.

Hakonel, npeaycMaTpuBaroTCcss MEPHI IO CIEPKUBAHUIO ATAK, 1711 KOTOPBIX
MOKa HET CTaHAapPTU30BAHHBIX TPEOOBAHUA.

K mepBomMy (camomy cirabomy) ypOBHIO TPUMEHSETCS MUHUMAILHBIN HAOOP
TpeboBaHM1 0€30MACHOCTH, KOTOPHIM YJIOBICTBOPSET, HAIIPUMED,
mudpyrolas miarta Jjis MepcoHaJIbHOro KoMIbloTepa. [IporpamMMubie
KOMIIOHEHThI COOTBETCTBYIOIIMX MOJYJIEH MOTYT BBITIOTHATHCS Ha
YHUBEPCAIbHBIX BHIYUCIUTEIBHBIX CUCTEMax ¢ HecepTuduuupoBannoit OC.

Ha BTOpom ypoBHe TpeOyroTcs:

® poJieBasi ayTeHTU(DUKAIHUS;

® 3aMKH Ha CheMHBIX 000JI0YKax U JBEpIlax, 3alIUTHbIC MOKPBITUS U TUIOMOBI,
COXPAHSIOIIME CBUAETENBCTBA BTOPKEHHUI;

e ucnoJyibzoBanre OC, cepTuPUIIMPOBAHHBIX HA COOTBETCTBUE
onpeaeaeHHbIM NPOPUIISIM 3alUThl Ha 0cHOBE "OO0UMX KpuTepueB" ¢
OLICHOYHBIM YPOBHEM JIOBEPHsI HE HUXKE BTOPOTO.

K TpeTbeMy YpOBHIO MPEABSIBISIOTCS CISAYIONIUE TOTIOTHUTEIbHBIC
TpeOOBaHMS:

® OT/ICJIEHUE MTOPTOB U UHTEPHENCOB, MPUMEHIEMBIX ISl HEIIU(PPOBAHHOTO
BBO/1a/BbIBOJIa KpUNTOrpaUUECKUX KITFOUEH U APYTUX JAHHBIX, KpUTHUHBIX
1711 0€30MMaCHOCTH;

® [IepCOHAJIbHAS AyTEHTU(UKAIUS C TPOBEPKOU JOMYCTUMOCTH IPUHSITHS
ONPEIEIICHHBIX POJIEH;

® HaJuM4Me CPEJCTB ONEPATHUBHOTO BBISIBICHUS U PEArupOBAHMS HA ITOIBITKA
BTOP)KEHUH (K MPUMEPY, MUKPOCXEMBI, 0OecrieunBaronue OOHyJIeHHE
KPUTHUYHBIX JAHHBIX MOAYJIS MPHU MOMBITKE BCKPBITH KOPIYC);

e ucnonb3zoBanue OC, cepTuUIMPOBAHHBIX Ha COOTBETCTBUE
OnpeaeIeHHbIM MPOPUIISIM 3aLIUTHI C OLIEHOYHBIM YPOBHEM JOBEPHSI HE
HIWDKE TPETHETO U MOJAECPKKON JOBEPEHHOIO MApUIPYyTa.

UeTBepThlil ypOBEHb CaMblii CHIIbHBINA. Ero TpeboBanus npeaycMaTpuBaroT
MOJIHBIM CHEKTP Mep PU3NYECKON 3aIIUTHI, BKIIOYasi MEPHI [0 IPOTUBOAEHCTBUIO
aTakam, OepylIuM Ha BOOPYKEHHE HEIITATHbIE BHEIIHUE YCIOBUS (3JIEKTPUUYECKHE
WM TemneparypHsie). OnepanroHHas CUCTEMa JIOJKHA COOTBETCTBOBATh
OLICHOYHOMY YPOBHIO IOBEpHsI HE HUXKE YETBEPTOTO.

Hanee OyayT neTanbHO pacCMOTPEHBI HAM00JIee COAEPIKATENBHBIE TPYIIIIBI
TpeboBaHMil. 37eCh ke 00paTUM BHUMaHUE Ha Mapaijiesb ¢ MPOPUIEM 3alUThI
IUI CMapT-KapT, OOIIHOCTb LIEJIOT0 PsiAa LEeel, IPeaoIoKEeHUI U TpeOOBaHUN
0e30macHOCTH JJIs1 KpUnTorpaduyecKux MOayJIe U cMapT-KapT (4To, pazyMeercs,



BITOJTHE €CTECTBEHHO). Ha Ham B3rIsi/1, CpaBHUTEIBHBIN aHAIN3 3TOTO PO 1
crangapta FIPS140-2 mo3BoseT B MOJHON Mepe OLIEHUTh JOCTOMHCTBA "O0nux
KpUTEpHUEB" U ACCOMUPOBAHHBIX crienU(UKAIUN, BBICOKYIO CTETIEHb

WX TIOJIHOTHI U cucTeMaTudHoCcTH. Koneuno, "OO01ue kputepuu'" MOKHO
KPUTUKOBATh, X HY>KHO pa3BUBaTh U COBEPUICHCTBOBATh, HO MEPEBO/]

crangapta FIPS 140-2 na penbchbl "OOmuMX KpuTepreB", HECOMHEHHO, TTOBBICHIT
OBI €r0 KauecTRBO.

KoHTpoJibHBIE BONIPOCHI:

1) Haubosee 3HaYMMbIMA HOPMATHBHBIMH JJOKYMEHTaMHU B 00JIACTH
nH(OPMAITMOHHON 0€30MaCHOCTH SIBISIOTCS?

2) Yto BKIIOYAET B ce0s1 METOAMKA aHAIN3A 3AIMIIEHHOCTH?

3) Kaxkue cnienndukaiiuu (11aboHbl) st KOHPHUTypaIuy Handoee
pacnpoCTpaHEHHBIX CHCTEMHBIX MPOTPAMMHBIX CPEJICTB U3BECTHBI?

4) Yto onpenensioT crierudukaiyu 1 u 2 ypoBHEH?

Tect mo camocTosiTesibHOM padoTe Ne7:

1. Artaxu, BIusitoIIMe Ha JOCTYITHOCTh M HaJIEKHOCTh caiiTa, Ha3bIBAIOTCS:

A) Denial of Service

B) DoS

C) arakamu Ha OTKa3 B 0OCITy>KUBaHUU

D) DsO

E) Down Service
2. TepmuH, OIMCHIBAIOIIMI TaHHBIN THI aTaKW, OH OCHOBAH Ha YMPaBJICHUU

JMYHOCTHIO YEJIOBEKA JIsl IOCTUIKEHUS CBOCH T1EITH

A) Cracking

B) Hacking

C) Physical attack

D) Social engineering

E) Denial of Service
3. Uepsb Red Code nosiBusics B:

A) Kurae

B) Poccun

C) bpazunuu

D) SAnonun

E) Uugun
4. MoTruBaM# XaKepOB SIBIISTFOTCSI:

A) BBICKa3bIBaHHE CBOETO TIOJUTHYCSCKOTO MHEHUS

B) mo6onbITCTBO

C) ykioHeHue oT pUHAHCOBOI OTBETCTBEHHOCTH

D) xenanwue 3asBUTH O ceOe
5. OOecrnieueHne 6€30MaCHOCTH BKIIIOYAET B CE0s CIEIYIONIME OCHOBHbIE 33/1aUu:

A) OGHapyxeHHe

B) PearupoBanue



C) IpenoTBpamieHue
6. K artakam Ha comepkuMoe 1 HH(HOPMAIIUIO MOKHO OTHECTH:
A) Hapymienue KoH(pHICHINAIbHOCTH
B) IloBpexaenne oTrodOpakaeMoro Ha BeO-caliTe COAEPKUMOTO
C) MolieHHIYeCTBO
D) Vnaneunwue daiinon
7. TIpoHUKHOBEHHE TIOCPEACTBOM HE3aKOHHOM ayTeHTU(UKAIINH B OHOMN
YYETHOM 3aMKCH JIJIsl IEpeMeNIeHrs] GUHAHCOBBIX CPEICTB B APYTYIO YICTHYIO
3aIUCh - 3TO CICAYIOUIMNA TUI aTaAKU:
A) AHHYTHpOBaHUE TPaH3AKIIHH
B) Mackapan
C) B3iiom Tabwi MapIpyTU3aTopoB
D) MorieHHHYECTBO
8. Onwu 3ammInaT BHYTPEHHUE PEeCypChl, MACKUPYs peanbHble [P-aapeca
KOMIIBIOTEPOB U OJIOKUPYS MOMBITKU JOCTYTA K CETH, HHUIIUAPOBAHHBIE H3BHE,
€CIIM TOJIbKO BHEIIHUHN TIOJIb30BATENh HE SBISETCS 3aKOHHBIM 1
aBTOPU30BAHHBIM COTPYIHUKOM OpTaHHU3AIIH:
A) Firewalls
B) Bpanamayapsl
C) MapuipyTu3aTopbl
D) CeteBbie sKpaHbl
9. Artakwu, HampaBJICHHBIE HE HA KOHKPETHYIO OPTaHU3aIINIO, a Ha OOJIBIITOE YHCIIO
MOTEHITMATBHBIX JKEPTB - 3TO:
A) ATaky IIUPOKOro Juara3oHa JeHCTBUS
B) Ataku y3KOHAIIpaBJICHHOTO JICHCTBHUS
C) YHuBepcaibHbIC aTaKu
10 K meTomoorun XakepcTBa MOKHO OTHECTH:
A) CryyaitHbIH OMCK WU pa3BeKa JIIs ONPECIICHHS XKEPTB
B) C6op 0a30BbIX CBeCHHUI
C) BhinosiHeHE SKCIIONTA
D) Co3nanue nepedHs mapaMmeTpoB
E) CoxpsiTue neiictBuii
F) 3onaupoBanue



CamocrositeqbHas pabora Ne§ — Ilocrpoenue VPN

WNHTepHeT Bce yallle UCIONIb3yeTCsl B KAYECTBE CPEeICTBA KOMMYHUKALIUU
MEXIy KOMITbIOTEPaMH, MOCKOJbKY OH mpejaraet 3pQeKTUBHYIO U HEJOPOTYIO
cBsa3b. OgHako MIHTEpHET ABIIsIeTCs CEeThIO 0OILEro MOIb30BaHUS U ISl TOTO YTOOBI
obecreunBaTh 0€30MACHYI0O KOMMYHHKAITMIO Ye€pPe3 HEro HEOOXOAMM HEKUU
MEXaHHU3M, yJAOBJIETBOPSIOIINNA KAK MUHUMYM CJIEAYIOUIMM 3aja4am:

* KOH(DUICHITMATLHOCTh HHPOpMAITNH;
* [ICJIOCTHOCTD JTAaHHBIX;
* IOCTYITHOCTh WH(OpMaIuy;

OTuM TpeOOBaHUAM yJIOBIETBOPSIET MeXaHn3M, Ha3BaHHbIH VPN (Virtual
Private Network — BupTyasibHast 4acTHasi ceTh) — 0000MEHHOE HA3BAHNE
TEXHOJIOT U, MO3BOJISIIOIINUX 00ECIIEUNTh OJTHO UIIM HECKOJIBKO CETEBBIX
COEIMHEHUH (JIOTUYECKYIO CETh) MOBEPX ApYroil cetu (Hanpumep, MHTEepHET) ¢
UCIIOJIb30BAaHUEM CPeNCTB KpunTorpaduu (mudpoBanus, ayTeHTUDUKAITIH,
UHPPACTPYKTYPhl OTKPBITHIX KJIFOUEH, CPEJCTB AJIS 3alIUTHI OT IOBTOPOB U
W3MEHEHHH, epeIaBaeMbIX 110 JOTHYECKON CETH COOOIIECHUN).

Coznanue VPN He TpeOyeT TONOJHUTEIbHBIX WHBECTUIIMIA U TTO3BOJISIET
OTKa3aThbCs OT UCIOJIb30BaHUsl BBIJCICHHBIX JJUHUMI. B 3aBuCHUMOCTH OT
MPUMEHSEMBIX MPOTOKOJIOB M HazHaueHus:, VPN MoxeT o0ecrieunBath
COEAMHEHUS TPEX BUIOB: XOCT-XOCT, XOCT-CETh U CETh-CETh.

JI1s1 HarJISIAHOCTH MPEICTABUM CIIEAYIOIIUNA PUMEP: NPEANPUITHE UMEET
HECKOJBKO TEPPUTOPUATILHO OTJAJICHHBIX (PUITUATOB U "MOOMIBHBIX"
COTPYIHHKOB, pabOTaOIIMX IoMa UK B pazbe3e. Heo6xoammo o0beTMHUTD BCEX
COTPYIHHUKOB MPENPUATHS B €UHYI0 ceTh. CaMbIil TPOCTOM CIOCOO — ATO
MOCTaBUTh MOJIEMbI B KOXKJIOM (hUITHAJIE U OPTaHU30BBIBATH CBSI3b 110 MEPE
HeoOxoauMocTu. Takoe pelieHre, 0JIHaKo, He Beeraa Y00HO U BBITOJAHO — MOPOM
HY’KHA IMOCTOSTHHAS CBA3b U OOJIbIIAs MPOITYCKHAsI CIIOCOOHOCTD. J1J1s 3TOTO
MPUIETCA TUOO0 MPOKIIA/IBIBATh BBIACICHHYIO JUHUIO MEXAY (punuanamu, 1100
apenjioBath ux. M To u ipyroe n10BoibHO J0poro. M 31ech B KauecTBe
aJbTEPHATUBBI IIPU MTOCTPOCHUU €AUHOMN 3aIUILIEHHOW CETH MOKHO MPUMEHSITh
VPN-nonkmouenus Bcex punuanos ¢pupmsl uepes Uutepuer u mactpoiiky VPN-
CPE/ICTB Ha XOCTaX CETH.

VPN-coennnenne Bceraa COCTOMT M3 KaHala THITa TOYKa-TOYKa, TAKKE
M3BECTHOIO MOJI Ha3BaHUEM TyHHENb. TyHHENb CO3AaETCS B HE3AIUILEHHON CETH,
B Ka4eCTBE KOTOPOU Hallle BCEro BoicTynaeT HTEpHeT.

Texnosorus BUpTyaabHbIX yacTHBIX ceteir (VPN — Virtual Private
Network) siBisiercs ogauM U3 3QPEKTUBHBIX MEXaHU3MOB 00€CTICUCHUS
nH(OPMAITMOHHON 0€30MaCHOCTH MPHU TIepeaade JaHHBIX B paclpe1eIeHHBIX
BBIYHCITUTEILHBIX CETSIX.

BI/IpTyaJIBHBIC YaCTHBIC CCTH ABJISIIOTCA KOM6HH&HHCﬁ HCCKOJIbBKHX
CaMOCTOATCIbHBIX CCPBUCOB (MCX&HI/IBMOB) 0e301acHOCTH:



1. mmdposanus (¢ UCNOIB30BaHNE HHPPACTPYKTYPHI KPUITOCUCTEM) Ha
BBIJICJICHHBIX 1IITI03aX (U103 00ecreurnBaeT 0OMEH JaHHBIMU MEXKTY
BBIYHUCIIUTEIBHBIMU CETSIMU, QYHKIMOHUPYIOIIUMHU 110 PA3HBIM MPOTOKOJIAM);
SKpaHUPOBaAHUSA (C UCIIOJIB30BAHUEM MEXCETEBBIX IKPAHOB);

3. TYHHEJIMPOBAHMUSI.

N

CymHocTh TexHojorun VPN 3akimiouaeTcs B clieayromeM (pucyHok 8.1).

Puc. 6.4. VPN-CcoeQMHEHME THNA CETECETE

Pucynok 8.1. CoeauneHnue tuma XxocT-ceTh

Ha Bce xommbroTepsl, umeroniue Boixol B HTepHET (BMecTo MHTEpHET
MOXET OBITh U JIF00ast Apyras ceTh OOIIEro Mojib30BaHus ), ycTaHaBiuBaeTcs: VPN-
areHThbl, KOTopble 00padaTeiBatoT [P-nakeTsl, nepenaBaemMbie MO BEIYUCIUTEIBHBIM
CETSIM.

ITepen ornpaBkon IP-makera VPN-areHT BeINONHSET ClleayrOnue
oneparuu:

1. ananmuzupyetcs [P-agpec nmosyyaTens nakera, B 3aBUCUMOCTH OT 3TOTO ajpeca
BBIOMPAETCS aJITOPUTM 3aIlUThI TaHHOTO TlakeTa (VPN-arenTsr Moryr,
MO/IJIEP>KMUBATh OJTHOBPEMEHHO HECKOJIBKO aJITOPUTMOB UG POBAHUS U
KOHTPOJISA 1IeJI0CTHOCTH ). [lakeT MOKeT 1 BOBCE OBITh OTOPOIIICH, €CIIH B
HacTpoiikax VPN-areHTa Takoi nojiy4aresb HE 3HAUUTCS;



2. BBIYMCISETCS U JOOABISETCS B MAKET €T0 KMUTONPUCTABKA, 00eCIeunBarOIIast
KOHTPOJIb LEJIOCTHOCTH NEPENABAEMBIX JaHHBIX;

3. makeT mudpyercs (LIeIUKOM, BKIII0Uas 3aroyioBok [P-nakera, cogepskamuit
CIIy>keOHYI0 MH(DOPMAILIHIO);

4. gopMupyeTtcst HOBBII 3ar0JIOBOK MMaKeTa, IJI€ BMECTO ajipeca Mojiydaress
yKa3bIBaeTcs aapec ero VPN-arenTa (3ta nporeaypa Ha3bIBaeTCs
MHKAICYJsMEeN MaKkeTa).

B pesynbTaTe 3T0ro 00MeH JaHHBIMU MEXKIY JBYMS JOKAIbHBIMU CETSIMU
CHapYKU MPEACTABISIETCS KaK 0OMEH MEXIy ABYMSI KOMITbIOTEPAMHU, Ha KOTOPBIX
ycraHoBieHbl VPN-arenTsl. Besikast mone3nas Juist BHEIIHER aTaky uHGopmanus,
Hanpumep, BHyTpeHHue [P-aapeca cetu, B 3TOM cilyyae HEAOCTYIIHA.

[Tpu nonyuyennn [P-nakeTa BBIMOIHSAIOTCS OOpaTHBIE AEUCTBUS:

® U3 3arojIOBKa MakeTa u3Biekaercs napopmanus o VPN-areHTe otmpaBuTens
MaKeTa, €CJIM TaKOW OTIPABUTEIIb HE BXOJIUT B YHUCIIO Pa3pelIeHHBIX, TO MaKeT
otOpachkIBaeTCs (TO K€ caMoe MPOUCXOAUT MPU MPUEME TTaKeTa C HAMEPEHHO
WJTU CITy4YaiiHO MOBPEKICHHBIM 3aI'0JIOBKOM);

® COIJIACHO HACTPOMKaM, BHIOMPAIOTCS KpUNITOTpadUuecKre allrOPUTMBI U
KJTFOUH, TIOCJIC YETO MAKET paciiupoOBBIBACTCS U MMPOBEPSIETCS €T0
I[EJIOCTHOCTH (TIAKEThI C HAPYIICHHOMN IIEJIOCTHOCTHIO TaK)KEe OTOPACHIBAIOTC);

® [I0CJIC BCeX OOpaTHBIX MPEeOOPa30BAHMM MAKET B €TI0 HCXOIHOM BHU/IC
OTHPABJISETCA HACTOSIIEMY aJIpecaTy IO JOKaJIbHON CETH.

Bce nepeunciennbie onepayy BHIMOTHSIIOTCS aBTOMAaTUYECKH, paboTa
VPN-areHToB sIBJISIETCS HE3aMETHOM 7151 TTOJIb30BaTeneil. ClI0KHOU SIBIsIETCS
TOJIbKO HacTpoiika VPN-areHToB, KOTOpas MOXKET ObITh BHITIOJIHEHA TOJIBKO OYEHb
ONBITHBIM I0JIb30BaTeseM. VPN-areHT MoKeT HaXOAUThCS HEMOCPEACTBEHHO HA
3aIMIIAeMOM KOMITbIOTEpe (UTO 0OCOOEHHO MOJIE3HO JJISI MOOUIIBHBIX
noJjib3oBaTesneil). B aTom citydae oH 3aimuiiaer 0OMeH JaHHBIMUA TOJIBKO OHOTO
KOMIIBIOTEPA, HA KOTOPOM OH YCTaHOBJICH.

KoHTpoJIbHBIE BONIPOCHI:

1) JI1s kakux 1eiied HCIob3yeTcs MPorpaMMHOE
oOecrieuenue VIPNET OFFICE?

2) Kakossl ¢pynknuu ViPNet Manager?
3) Kakossl ¢pyuknuu ViPNet Koopaunarop?
4) Kakossl ¢pyakimu ViPNet Kinent?

5) Kakue cepBuchbie ¢pyHkiuu npegocrapiseT makeT ViPNet OFFICE?



Tect mo camocTosiTeIbHOM padoTe Ne8:

1. BriGepuTte BepHbIE YTBEPKICHUS:
A) IIpuMeHeHre TEpPMUHAIBHOTO IOCTYIA XapaKTePU3yeTCsl CHIDKEHUEM
3aTpaT Ha CoJiep’KaHHe CEPBEPOB
B) I[IpumeHeHne TepMUHAIBHOTO IOCTYIA XapaKTEePU3yeTCs CHUKEHUEM
3aTpaT Ha colep)KaHne pabounX CTaHIUH
C) IlpuMeHeHHEe TEPMUHATILHOTO AOCTYIIA XapaKTePU3yeTCs] CHUKCHUEM
00111eT0 YpOBHS 6€3011aCHOCTH

2. Kakue mpeuMyIiiecTBa UMeeT anrmapartHas peanusainus VPN?
A) CkopocTb
B) JlemeBusna
C) be3omnacHocTh

3. Bribepute BepHOE YyTBEpKICHUE!

A) Tlpu ucnoap30BaHUH BeO - MPUIIOKEHHH aIlliapaTHast apXUTEKTypa CKPbITa
OT MOJIb30BATEIIA

B) Jloruka BeinosHeHHs BEO - PUIIOKESHUH BCETa CKPBITA OT IMOJIb30BATEIIS

C) Be0 - npuiioskeHue 1moipa3yMeBaeT BhIITOJHECHHE BCEX BBIUMCIIUTEIILHBIX
3a/1a4 Ha CTOPOHE KJIMEHTa

4. Bribepute BepHbIE YTBEPIKICHUS:

A) x86 apxuTeKTypa M3HAYAILHO He Oblia MpeaHa3HauYeHa JJIs
WCIIOJIB30BaHUs PELICHU BUPTYyaIU3allun

B) IIpu ucronp30BaHMM BUPTYATU3aIUK PealibHAS APXUTEKTYpa PeIICHHSI
COOTBETCTBYET CTPYKTYpE MPEACTABICHUS

C) Ilpu UCMoIb30BaHUM BUPTYAIHU3AIMN peabHas apXUTEKTypa PEIICHUS HE
CKpBIBAETCS OT MOJIb30BATENS

5. Pemenue 3a1aun KOHCOMHMIAIUN BBIYUCIUTEIBHBIX PECYPCOB 00ECTIEUNBACTCS
VICIIOJIb30BAaHUEM

A) TepMHUHAITEHOTO JTOCTYyTIA

B) Be6 — npunoxenui

C) Bupryanu3zanuu
6. Bupryanu3zanus xapakrepusyercs:

A) BbIcoK0#1 MOOMIIBHOCTBIO MOJIb30BaTEIICH

B) CokpsiTeM peaibHOM apXUTEKTYPhI PEIICHUS OT IMOJIb30BaTEIs

C) BosmoxHOCTBIO 3ammycka Heckoyibkux OC Ha 0JTHOM KOMITBIOTEpE
7. BwiOepute BEepHBIC YTBEPIKICHUS:

A) Besikast matdopma BUpTyaau3aIy Mo IepKUBaeT BUPTYATH3AI[HIO BCETO
anmnapaTHoro ooecredyeHus



B) BupTtyanbHble MallliHBI TOIIECPKUBAIOT SMYJISAIIAIO YCTPOHCTB
C) BupryanbHas MalMHa MOKET ObITh IIEPEHECeHA ¢ OJTHOTO XOCTa Ha
Jpyroi
8. BHyTpeHHss BUpTyanu3alus CETH:
A) O0beIMHEeHNE HECKOJIBKUX BUPTYaTIbHBIX CETCH B OJTHY
B) O0beauHeHNE B €IMHYIO CETh BUPTYAIBHBIX U (DU3UUECKUX MAIlliH

C) Co3nanue BUPTYaIbHON CETH MEKIY HECKOJIBKUMH BUPTYaIbHBIMU
MalllMHAMU OJIHOTO XOCTa

9. Ilponecc MHTEIEKTYaTbHON OalaHCUPOBKU HATPY3KH SBISIETCS YACTHIO:
A) Bupryanuzanuu cetn
B) Bupryammzamuu OC
C) Bupryanu3zanuu cepBepoB MPUI0KESHHUHA

10. ATaku, HarpaBJIE€HHbIE HE HA KOHKPETHYIO OpPTraHU3aliIio, a Ha 00JIbIIOe YUCIIO
MOTEHIMAIbHBIX KEPTB - 3TO:
A) ATaku IHUPOKOTO JTUANa30Ha JICHCTBUS
B) Artaku y3KOHanpaBlIeHHOTO JICHCTBUS
C) YHuBepcaibHbIC aTaku



CamocrositeabHas padora Ne9 — TynneaupoBanue B VPN

Tyuuenuposanue (ot anri. tunnelling — «IPOKJIaIKa TYHHEJISD))
B KOMITBIOTEPHBIX CETAX — IPOLECC, B XOAC KOTOPOTO CO3JACTCS 3allUIICHHOES
JIOTHYECKOE COC/IMHCHUE MEXTY JBYMSI KOHCYHBIMHU TOYKAMH
MOCPEICTBOM UHKATICYJISIIAN Pa3TUIHBIX IPOTOKOJIOB. TyuHenupoBaHue
NpEeJCTaBIsCT COOOH METOJ IMOCTPOCHHS CeTeil, MpH KOTOPOM OJUMH CETEBOM
POTOKOJI HHKATICYTUPYETCS B Apyroil. OT OOBIYHBIX MHOTOYPOBHEBBIX CETEBBIX
mojeneit (takux kak OS| wiau TCP/IP) TyHHenMpoBaHHE OTIMYAETCS TEM, YTO
UHKATCYIUPYEMBbIH MMPOTOKOJ OTHOCHUTCS K TOMY K€ WM 00Jice HU3KOMY YPOBHIO,
YeM UCIOJIb3YEMbIi B KAYeCTBE TOHHEIIS.

CyTbh TYHHEIIMPOBAHUSI COCTOUT B TOM, YTOOBI «yITaKOBATh)» MEpPEIaBACMYIO
MOPIIMIO JAaHHBIX, BMECTE€ CO CIYy)KEOHBIMHU TOJISIMH, B HOBBIH «KOHBEPT» IS
oOecrieueHuss KOH(MUIECHIIMATLHOCTH U IEJIOCTHOCTH BCEH MepeiaBaeMoi MOpIuH,
BKJIIOYAs CITy>kKeOHbIE ToJi. TyHHEIUPOBAHUE MOXKET MPUMEHATHCS Ha CETEBOM U
Ha TPUKIAAHOM YpoBHsX. KomOuWHaIusi TyHHENIUpPOBaHUS U MU(POBAHUSA
MO3BOJISICT ~ PeajM30BaTh  3aKpbIThie BUpTyadbHble  4YacTHbie  cetd (VPN).
TynHenmupoBanue OOBIYHO TPUMEHSETCS I COTJIACOBAHUS TPAHCTIOPTHBIX
MPOTOKOJIOB JIMOO IS CO3AAHMSI 3AIUIIEHHOTO COCTUHEHUS MEXKTY Y3JIaMH CETH.

B mnpounecce wuHKancynsnuu (TYHHETUPOBAHHS) NTPHUHUMAIOT YYacTHE
CJHEAYIOLINE TUIIBI IPOTOKOJIOB:

TPAHCIIOPTUPYEMBIN IPOTOKOJI,
HECYILIUN TPOTOKOJ;
MPOTOKOJI MHKATICYJISIUAH.

[IpOTOKOJI TPAH3UTHOM CETH SBIISIETCA HECYIIUM, a IPOTOKOJI
O00BEIUHAEMBIX CETeH — TpaHCHIOPTUPYEMbIM. [1akeThl TpAaHCTOPTUPYEMOTO
IIPOTOKOJIA IIOMEUIAFOTCSA B IIOJIE JAHHBIX [TAKETOB HECYLIErO IIPOTOKOJIA C
MOMOIIIBIO MPOTOKOJIa MHKANCYIsuU. [lakeTbl-«mmaccaxxupbl» He 00padaThIBAIOTCS
MIPU TPAHCIIOPTUPOBKE MO TPAH3UTHOU CETH HUKAKUM oOpazoM. MHKancysuio
BBITIOJTHSET MOTPAHUYHOE YCTPOUCTBO (MapIIPYTU3ATOP WIH ILTI03), KOTOPOE
HAXOJWTCS HA TPAHULIE MEKY UCXOJTHOU U TPAH3UTHOMN CETSIMH.

TyHHENb MOXKET ObITh UCIIOJIB30BaH, KOTJa IBE CETH C OAHOW TPAHCIIOPTHOM
TEXHOJIOTHEH HEOOXOAUMO COEIUHUTH YePEe3 CETh, UCIIOIB3YIOIIYIO APYTYIO
TPAHCIIOPTHYIO TEXHOJIOTHIO. [Ipr 3TOM NOTpaHUYHBIE MAPIIPYTU3ATOPHI, KOTOPHIE
MOIKTIOYAIOT O0BEIUHSAEMBIE CETH K TPAH3UTHOM, YIIAKOBBIBAIOT
MaKeThl TPAHCHOPTHOI'O MPOTOKOJIa OOBEIUHIEMBIX CETEH B MAKEThI
TPAHCIIOPTHOTO MPOTOKOJIA TPAH3UTHOM CETU. BTOpOW MOrpaHnu4HbIN
MapUIpyTU3aTOP BBINOJHIET OOPATHYIO ONEPALIHIO.

OOBIYHO TYHHEIHPOBAHUE MMPUBOAUT K O0OJIEe MPOCTHIM U OBICTPBHIM
PELIEHUSIM 10 CPAaBHEHMIO C TPAHCIBILUEH, TaK KaK pelaeT 0osee 4aCTHYI0
3ajiauy, He oOecreurBas B3auMOJICHCTBHSI € Y3JIaMH TPAH3UTHOM CeTH.

OCHOBHBIMHM KOMIIOHEHTaMH TYHHCJIA ABJEIFOTCA:


https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D0%BA%D0%B0%D0%BF%D1%81%D1%83%D0%BB%D1%8F%D1%86%D0%B8%D1%8F_(%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B5_%D1%81%D0%B5%D1%82%D0%B8)
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D0%BA%D0%B0%D0%BF%D1%81%D1%83%D0%BB%D1%8F%D1%86%D0%B8%D1%8F_(%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B5_%D1%81%D0%B5%D1%82%D0%B8)
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%B0%D1%8F_%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%B0%D1%8F_%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%B0%D1%8F_%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_OSI
https://ru.wikipedia.org/wiki/TCP/IP
https://ru.wikipedia.org/wiki/VPN
https://ru.wikipedia.org/wiki/%D0%A2%D1%80%D0%B0%D0%BD%D1%81%D0%BF%D0%BE%D1%80%D1%82%D0%BD%D1%8B%D0%B9_%D1%83%D1%80%D0%BE%D0%B2%D0%B5%D0%BD%D1%8C
https://ru.wikipedia.org/wiki/%D0%A2%D1%80%D0%B0%D0%BD%D1%81%D0%BF%D0%BE%D1%80%D1%82%D0%BD%D1%8B%D0%B9_%D1%83%D1%80%D0%BE%D0%B2%D0%B5%D0%BD%D1%8C
https://ru.wikipedia.org/wiki/%D0%A3%D0%B7%D0%B5%D0%BB_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80%D1%8B
https://ru.wikipedia.org/wiki/%D0%A2%D1%80%D0%B0%D0%BD%D1%81%D0%BF%D0%BE%D1%80%D1%82%D0%BD%D1%8B%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB

WHULIAATOP TYHHEJS;

MapLIPYTU3UPYEMAs CETh;

TYHHEJIbHBIA KOMMYTATOP;

OJIMH WJIM HECKOJIBKO TYHHEJIbHBIX TEPMUHATOPOB.

NHunuatop TyHHES BCTpauBaeT (MHKAIICYJIUPYET) MAKEThl B HOBBIM NAKET,
CoJIep KAl HapsAy ¢ UCXOMHBIMU JaHHBIMHU HOBBIN 3ar0JIOBOK ¢ MH(poOpMaIruen
00 otmpaBuTene U noiayyarene. HecMoTps Ha To, 4TO Bce nepeaBacMbie 1O
TYHHEJIO MMAKETHI ABISIIOTCS nakeTamu [P, HKancynupyeMble MakeTbl MOTYT
IPUHAAIEKATH K IPOTOKOJY JII000TO TUIA, BKIIOYAs MMaKEeThl
HEMapHIPyTU3UPYEMBIX TPOTOKOJIOB. MapipyT MeX 1y HHUIIUATOPOM U
TEPMUHATOPOM TYHHEJIS OnpeiesisieT oObIYHas MapuipyTusupyemas cetb IP,
KOTOpasi MOXET ObITh U CEThIO, OTIIMYHOM OT Internet. Tepmunarop TyHHens
BBITIOJIHSET MPOLIECC, KOTOPBIN SBIIAETCS OOPATHBIM MHKANCYJISUU — OH YJAJIsEeT
HOBBIE 3ar0JIOBKH U HAIIPaBJISET KA bl UCXOHBIN AaKeT B
JIOKQJIBHBIN CTEK MPOTOKOJIOB WM aJpECaTy B JIOKAIbHOU ceTH. MIHKancysanus
cama 1o ce0e HUKaK He BJIMSIET Ha 3alUIIEHHOCTb TaKETOB COOOIIEHNUH,
nepenaBaemsbix 1o TyHHeIo VPN. Ho nunkancynsius 1a€t BO3MOXHOCTh OJHOU
KpUINTorpaduueckoi 3aiuThl HHKANCYIUPYyEMbIX MakeToB. KoHpuaeHITManbHOCTD
MHKAIICYJIMPYEMbIX TAKETOB 00ECeUnBaeTCsl MyTEM UX KpUNITOTPaPUUECKOro
3aKpBITHS, T. €. 321U POBBIBAHUS, a LIEIOCTHOCTh U MOJJIMHHOCTh — IIYTEM
bopmupoBaHus HUPPOBOI MOAKUCH.

Jlns opranuszaunu co3nanus TyHHenen VPN ncnonb3yercs TeXHOIOorus
TyHHenupoBaHus. CyTb TYHHEJIMPOBAHUS COCTOUT B TOM, YTOOBI
MHKAIICYJIUPOBATh, T. €. yIIAKOBATbhy», [IEPENABAEMYIO [IOPLIMIO JAHHBIX, BMECTE CO
CJIy>K€OHBIMHU TOJIIMU, B HOBBIN «KOHBEpT». [Ipu 3TOM makeTt nporokosia 6osee
HU3KOTO YPOBHS ITOMENIAETCS B 0JIE€ JAHHBIX MTAKETa MIPOTOKOJIa 00siee BBICOKOTO
WM TaKOTO k€ ypoBHs. CleayeT OTMETUTh, YTO TYHHEIMPOBAHKUE CaMO IO ceOe He
3amumaet ganable or HCJL nin nckakeHusi, Ho 0y1aroiapsi TyHHEJIUPOBAHUIO
NOSIBJISIETCS BOBMOYKHOCTh MOJHOM KPUNTOrpauyeCcKOi 3alUThI
WHKAICYJINPYEMbIX UCXOAHBIX MakeToB. YTOOBI 00ecrednTh KOH(DUISHIINATBHOCTD
NepeIaBacMbIX JaHHBIX, OTIIPABUTEINb IIU(PPYET UCXOIHBIE TAKEThI, YIAKOBBIBAET
UX BO BHEILIHMN MAKeT ¢ HOBBIM [P-3arojioBKOM M OTIPABIIAET 110 OTKPBITON CETH.

KoHTpoJbHBIE BONIPOCHI:
1) Kakum o0pazom cetu VPN oOecrieurBaroT 0€30MacHyIO repeaady makeToB?
2) HazoBute Bunbl VPN-coennHeHUH.
3) Ilepeuncnure TOCTOMHCTBA U HeJOCTAaTKH poTokosoB PPTP u L2TP.
4) Yro takoe RADIUS?


https://ru.wikipedia.org/wiki/IP
https://ru.wikipedia.org/wiki/Internet
https://ru.wikipedia.org/wiki/%D0%A1%D1%82%D0%B5%D0%BA
https://ru.wikipedia.org/wiki/VPN
https://ru.wikipedia.org/wiki/%D0%A6%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C

Tect mo camocTosiTeIbHOM padoTe Ne9:

1. Kakue npeumyiiecTBa uMeeT anmnaparHas peanuzanus VPN?
A) CkopocTb
B) JlemeBusna
C) be3omnacHocTh

2. Bribepute BepHOE YTBEpKICHUE:

A) Ipu ncnosp3oBaHuy BeO - MPUIIOKEHHH annapaTHas apXUTEKTypa CKpbITa
OT MOJIb30BaTENs

B) Jloruka BeinosiHeHHS BEO - PUIIOKEHUH BCETa CKPBITA OT IMOJIb30BATEIIS

C) Be0 - mpuiioskeHue 1moipa3yMeBaeT BHIIOJTHEHHE BCEX BBIUMCIIUTEILHBIX
3a/1a4 Ha CTOPOHE KIIMEHTA

3. Bribepute BepHbIE yTBEPKICHUS:

A) Besikast matdopMa BUpTyaau3aIiy Mo IepKUBaeT BUPTYATH3AI[HIO BCETO
anmapaTHOro 00ECTICUCHHS

B) BuptyanbHble MalIuHbBI MOAJCPKUBAIOT SMYIISIIUIO YCTPOWCTB
C) BupryanpHas ManimHa MOXKET OBbITh IIEPEHECEHA C OJTHOTO XOCTa Ha
Ipyrou
4. BHyTpeHHss BUPTyaqu3alus CEeTH:
A) O0beTMHEeHNE HECKOIBKIX BUPTYAIbHBIX CETEH B OJIHY
B) O0bennHeHNE B €IMHYO CETh BUPTYaJIbHBIX M (DU3NYECKUX MAIINH

C) Co3naHue BUPTYaIbHON CETH MEKIY HECKOJIBKUMH BUPTYIbHBIMH
MAalllMHAMU OJHOT'O XOCTa

5. Tlporecc MHTEIUICKTYaIbHOW OAIAHCUPOBKHM HATPY3KH SIBIISICTCS YaCThIO:
A) Buptyanuzanuu cetu
B) Bupryamuzaruu OC
C) Buptyanu3zamuu cepBepoB MPIIIOKEHHIA
6. Buptyanuzanus 6JI0KOB SIBISETCS YACTHIO:
A) BUpTyaJIM3alluu CEpBEPOB
B) BupTyanmzanuu cucteM XpaHCHHS
C) Bupryammuzauun OC
7. CpoiictBamMu IMGPOoBOI HHOOPMALIMH SIBISIOTCS:
A) JInutenbHbINA TOUCK
B) OtuyxxmaemocTth
C) HeBocnpon3BoauMoCTh
8. K mpuurHaM CHM)KEHUS KOJIMYeCcTBa HHPOPMAITMOHHBIX aTaKk MOKHO OTHECTH



A) YrpoieHue MeTo10B OpraHU3aIuy aTaKk
B) HeGoubimoe 9uciio 00bEKTOB aTaku
C) Bospacranue 4yrcia 0OHapyKMBaeMbIX YSI3BUMOCTEH CUCTEM

9. K OCHOBHBIM COCTaBJISIONINM 0€30MaCHOCTH MH(POPMAINH, KaK MPaBUIIO,
OTHOCHT:

A) TTone3nocthb
B) LlenocTHOCTH

C) INoanuHHOCTH

10. YpoBeHb 3penocTu yrpaBieHus pUCKaMu, PU KOTOPOM B OpraHU3aluu
pa3zpaboTan 0a30BbIi MPOIIECC YIIPABICHUS PUCKAMMU:

A) TToBTOpSsieMbrii
B) V3kocnernuanu3upoBaHHbIN

C) Hamuuwme omnpeneneHHOro mporecca
D) Vupansembrii



CamocTtositesbHas padora NelO — IHoauTuku 0€30MaCHOCTH AJIsI
VPN

3ammra napopmaiuy B moHumManun VPN BkitouaeT B ce0st KoAMpOBaHUE,
MOATBEPAKACHUE MOJJIMHHOCTH U KOHTPOJIb TocTyna. KoaupoBanue
nojapasyMeBaeT mudpoBanue nepeaaBaemoit uepes VPN urdopmarmm.
[TpounTaTh MOy4eHHBIC JAHHBIE MOXKET JIUIb 00JIaaTeNb KITF04a K MH(PY.

HawnOouee yacto ncnonbszyemMpiMu B VPN-pemeHusx anroputMmaMu
koaupoBaHus B Hate Bpems sBisitoTcest DES, Triple DES u paznuunbie
peanuzanuu AES. Ctenens 3alIMIIEHHOCTH aJITOPUTMOB, MOJIXO/IBI K BBIOOPY
Haubosiee ONTUMAIBLHOTO U3 HUX — 3TO TOKE OTJENbHAs TeMa, KOTOPYIO MBI HE B
COCTOSIHUH OOCYIUTb.

[ToaTBepxeHrEe OTMHHOCTH BKIIIOYAET B ¢€0s1 MPOBEPKY 1ETOCTHOCTH
JAHHBIX U UACHTU(DUKAIIIO JIUI] 1 00BEKTOB, 3a7eiicTBoBaHHbIX B VPN. TlepBas
rapaHTHPYET, YTO JIaHHbIE JAOIUIH JI0 aJipecaTa UMEHHO B TOM BHJIE, B KAKOM OBLITH
nocianbl. CaMble MONYJISIPHBIE AITOPUTMBI IPOBEPKHU LETOCTHOCTH TAHHBIX Ha
cerogusa — MD5 u SHAL.

WNnentuduxaius - 3To Npouecc yIJ0CTOBEPEHUS TOTO, YTO OOBEKT
JEHCTBUTENBHO SIBJIETCS TEM, 3@ KOTO/UTO OH ce0s BbIAAET. 371€Ch, IOMUMO
TPaJULMOHHBIX CXEM UMsI - TapOJib, Bce Oosiee U 0ojee aKTUBHO UCIOJIB3YIOTCS
CHUCTEMBI CepTU(PHUKATOB U CHIEITUATBHBIX CEPBEPOB s X MTpoBepkH - CA
(Certification Authorities). Takue cepBepbl SABIAIOTCS, KaK MPABUIIO, YACTHIO
cuctem PKI (Public Key Infrastructure). [lonynsipasie upine PKI, Hanpumep,
Verisign unu Entrust, Mmoryt o06cinyxuBath cepTu(UKaThl U UACHTU(PULIHUPOBATH UX
nepskareneit no npotokosamM HTTP u LDAP (X.509). Kpome Toro, ams
UJEHTU(UKALIMU MOTYT OBITh HCIIOJIb30BaHbl OMOMETPHUS, HEU3MEHEMbIE
XapakTepUCTUKU o0opyaoBanus (Hanpumep, MAC-anpeca) win crienyuagbHble
uneHTuukaonusie koMiekcesl (Tacacs, Radius).

KoHTpoiib Tpaduka nogpazyMmeBaeT ONPEAEICHUE U YIIPaBICHUE
MIPUOPUTETAMHU UCTIOJIB30BaHUS TPONYCKHOM 1o10Cckl VPN. C ero moMouibo Mbl
MOKEM YCTAHOBUTH PA3JIMYHBIE MTPOIMTYCKHBIE MTOJOCHI JISI CETEBBIX MPHUIIOKEHUN U
CEpPBHCOB B 3aBUCHMOCTH OT CTENIEHU UX BaXKHOCTH.

EFS ucnons3yer apxutexkrypy Windows CryptoAPI. B ee ocHoBe nexuT
TEXHOJIOTHS MU(POBAHUS C OTKPBITHIM KITF0YOM. J{J1s @ poBaHUs KakKI0TO
daiina ciryqaitHeIM 00pa30oM reHepupyercs kiod mudpoanus daiina. [Ipu srom
Uit g poBanus (aiiaa MOXKET MPUMEHITHCS TI0001 CHMMETPUYHBINA aIrOpUTM
nmdposanus. B Hacrosiee xe Bpems B EFS ncnonb3yercst oguH alnroputm, 310
DESX, sBrnsromumiics cieruaibHOi MOAN(GUKAITNEH IMUPOKO PACIIPOCTPAHCHHOTO
cranaaprta DES.

Kitoun mmpposanust EFS xpanarcs B pe3aufieHTHOM myJie maMaTu (cama
EFS pacnonoxena B sape Windows 2000), 4To uckiIro4aer
HECaHKIIMOHUPOBAHHBIN JOCTYI K HUM 4epe3 (hailil MogKauKy.



Bce, uto ot Bac Tpebyercs ans mudpoBanus ¢aiiina, — 3TO yCTaHOBUTh
aTpuOyT mudpoBanus “encrypt contents to secure data” B marke, rjie Bbl XOTUTE
XpaHUTh 3alIMppoBaHHbIC JaHHBIE. DaliIbl IPO3pavyHO MHUPPYIOTCS O Mepe
3aMuCcH Ha IMCK U paciin(poBBIBAIOTCSA BO BpEMsI CUMTHIBAHUS C IUCKa. B
pe3ynbTaTe Bbl MOXETE MHUPPOBATH (Pailiibl BalIUX MOJIb30BaTEICH B UX
KaTajiorax, HaXoJAIIUXCs Ha cepBepe, padoTaroiieM noja yrnpasienueM Windows
2000, naxe eciiy Balllv MOJIb30BATENH BCE €llle paboTaloT ¢ ONpeIeICHHBIMU
CUCTEMaMHM, KOTOpbIE HE 00ECIIEUNBAIOT pEabHYI0 O€30MaCHOCTh TAHHBIX,
Harpumep ¢ Windows 95.

EFS o6ecnieunBaeT BCTPOECHHYIO MOAIEPAKKY BOCCTAHOBIICHHS IAHHBIX HA
TOT ClIy4daii, eciu noTpedyercsa ux pacmu@poBath, HO, MO0 KAKUM-ITHUOO MPUUKUHAM,
3TO HE MOXET ObITh BBINOJHEHO 00bIYHbIM. 10 ymomuanuto, EFS aBTomaTnuecku
CT€HEPHUPYET KIII0U BOCCTAHOBJICHHMSI, yCTAHOBUT CEPTU(HUKAT JOCTYIA B YUETHOM
3aIMCH AIMUHUCTPATOPA U COXPAHUT €r0 IIPU IIEPBOM BXOJE B CUCTEMY.

Taxum 06pa3omM, aAMHHUCTPATOP CTAHOBUTCS TaK Ha3bIBAEMBIM areéHTOM
BOCCTaHOBJICHUSI, © CMOXET pacindpoBaTh J1r000i (ailsl B cucteme.

KoHTpoJibHBIE BOIIPOCHI:
1)Yto BKIIOYAET B ceOs 3ammuTa nHpopMaliy B moHnManuu VPN?
2)Uro Takoe uacHTHGHUKAIHS?
3) Kak ocymiecTBisieTcst muppoBaHUE JaHHBIX ?

4) YTO JIeXKHUT B OCHOBE TEXHOJIOTUH MU(PPOBAHUS C OTKPHITHIM KIFOYOM?

Tect nmo camocrosiTebHOM padore NelO:

1. Kakwue npenmyIiecTBa HMeET arnmnaparHas peanusamus VPN?
A) CkopocTb
B) JlemeBusna
C) be3omacHocTh

2. YpOBEHb 3peOCTH YIPABICHUS PUCKaMH, P KOTOPOM B OPraHU3AIMH
pa3zpaboTan 0a30BbIN MPOLIECC YIIPABICHUS PUCKAMMU:

A) ToBTOpSsieMbrit
B) V3kocnernuanusupoBaHHbIN
C) Hanmuuwme omnpeneieHHOro mporecca
D) Vnpansembrii
3. CpoiictBamu ppoBoit HHGOOPMALIUH SIBISIOTCS:
A) JInuTenbHbIA TOUCK
B) OtuyxmaemocTth



C) HeBocnpon3BoAMMOCTh
K npuurHaM CHIKEHHsI KOJHYecTBa MH(OPMAIIMOHHBIX aTaK MOYKHO OTHECTH

A) YnpoineHre METoJ0B OpraHU3aluHu aTakK

B) HeGoubimoe 9uciio 00beKTOB aTaku

C) Bospacranue uyrcina 0OHapyKHBA€MbIX YSI3BUMOCTEH CUCTEM

K ocHOBHBIM COCTaBJAIOINM 0e3011acHOCTH I/IH(I)OpMaI_II/II/I, KakK IIpaBHJIO,
OTHOCAT:

A) TTone3nocthb
B) LlenocTHOCTH
C) I[MoamMHHOCTH

YpoBeHb 3penocTy yIpaBJIeHUs] pUCKAMU, IPYU KOTOPOM B OpraHU3AINH
pa3zpaboTan 0a30BbIi MPOLIECC YIIPABICHUS PUCKAMMU:

A) TToBTOpsieMbIit

B) VY3kocnenuanuznpoBaHHbIT

C) Hanuuwme onpeaeieHHOTO mpoiiecca
D) Vnpasasiemblii

BriGepute BepHBIC yTBEPKICHNUS:
A) IIpuMeHeHre TEpPMUHAIBHOTO IOCTYIA XapaKTePU3yeTCsl CHIDKEHUEM
3aTpaT Ha CoJiep’KaHHe CEPBEPOB
B) I[IpumeHeHne TEPMUHAIBHOTO IOCTYIA XapaKTEPU3yeTCs CHUKEHUEM
3aTpaT Ha colep)KaHne pabounX CTaHIUH
C) IlpuMeHeHHE TEPMUHAIIBHOTO JOCTYIIA XapaKTePU3YeTCs] CHUKCHUEM
00111eT0 YpOBHS 6€3011aCHOCTH

BriGepute BepHOE yTBEPKICHUE:

A) Tlpu ucnioap30BaHUM BeO - MPUIIOKEHHH aIlliapaTHast apXUTEKTypa CKPhITA

OT IIOJIb30BAaTCJIA

B) Jloruka BeITIOJTHEHUS BEO - IPHIIOKEHUH BCET/Ia CKPBITA OT TOJIB30BATEIISI

C) Be0 - npuiioskeHue moipa3yMeBaeT BhITOJHECHHE BCEX BBIUMCIIUTEIILHBIX
3a/1a4 Ha CTOPOHE KJIMEHTa

BriGepute BepHbIC YTBEPKICHHUS:

A) x86 apxuTeKTypa H3HAYAILHO He Oblia MpeaHa3HavYeHa JJIs
WCIIOJIB30BaHUs PEUICHU BUPTYyaIU3allun

B) IIpu ucronp30BaHMM BUPTYATU3aIUK PealibHAS APXUTEKTYpa PeIICHHSI
COOTBETCTBYET CTPYKTYpE NPEACTABICHHUS

C) Ilpu UCroIb30BaHUM BUPTYAIHU3AIlMN PealbHas apXUTEKTypa PEIICHUS HEe

CKPBIBACTCs OT IMOJIb30BATECIIA

10. ATaKI/I, HarpaBJICHHBIC HC HAa KOHKPCTHYIO OpraHu3alyio, a Ha OO0JIBIIIOE YHCIIO

MOTEHIIUAJIBHBIX KEPTB - ITO:
A) ATaku IIUPOKOIO JHaIa3oHa JeHCTBUS



B) Artaku y3KOHanpaBIeHHOTO ICHCTBHSI
C) YHuBepcaibHbIe aTaku



CamocrositesabHas padora Nell — CranmapTHbie IPOTOKOJIbI
nocrpoenuss VPN

st moctpoenust VPN ucnonb3yroTcst IPOTOKOJIBI CIEAYIOIUX YPOBHEU:
- KAaHAJIBHOTO;

- CETEBOTO;

- TPAHCIIOPTHOTO.

K npoTokos1aM KaHAJIBHOTO YPOBHSI OTHOCSITCS

- PPTP (Point to Point Tunneling Protocol) - uakancynupyert IP - nakeTsr
Ut epenayu 1o cetu. [lo3BomseT nmepenasarte yepe3 TyHHENb TakeTsl PPP.

- L2TP (Layer 2 Tunneling Protocol) - mo3BosieT nepeaaBaTh yepes
TyHHeNb nakeTbl SLIP u PPP. I1o3BosisieT co3naBath TyHHEIb HE TOJIBKO B CETAX
IP, Ho u B Takux, kak ATM, X.25 u Frame Relay.

- MPLS (Multiprotocol Label Switching) - mexanusm nepeaaun 1aHHBIX,
AMYJIUPYIOIINI CBOMCTBA PAa3IMUHbIX CeTEeH. OBbLI pa3paboTaH C IEbIo
obecrieueHrs yHUBEPCATBHOU CITY>KObI Mepejauyl TaHHBIX KaK ISl KITUEHTOB CETeH
C KOMMYTAIIMEN KAHAJIOB, TaK M CETEU C KOMMYTaluen naketoB. C MOMOILbIO

MPLS moxHO nepenaBath Tpahuk camoi pa3Hoi NpUpobl, Takoil Kak [P-makeTsl,
ATM, SONET u kaaps! Ethernet.

K nporokonaM ceTeBOoro ypoBHsI OTHOCSITCSI:

- IPSec - cornmacoBanHbIi HAOOP OTKPHITHIX cTaHAapTOB. Aapom IPSec
SIBJISIFOTCSI TP MPOTOKOJIA:

- AH (Authentication Header) - rapanTupyer 11eJI0CTHOCTh U @y TEHTUYHOCTb
JTAHHBIX.

- ESP (Encapsulating Security Payload) - mmdpyer nepenaBaembie TaHHbIC,
oOecrneunBast ux KOH(i)I/II[CHHI/IaJIBHOCTB, MoAACPIKUBACT CPCACTBA
ayT eHTI/I(l)I/IKaHI/II/I 1 00€eCIIEUECHHUS OEJIOCTHOCTHU JaHHBIX.

- IKE (Internet Key Exchange) - pemaet 3aj1aqy aBTOMaTHUECKOTO
IPEIOCTABIEHUSI KOHEYHBIM MOJb30BATEISAM 3AIUIIEHHOTO KaHajla CEKPETHBIX
KJIFOUeid, He0OOXOIUMBIX /1711 pabOThI MPOTOKOJIOB ayTEHTU(PUKALUU U
mrppoBaHUs.

K nporokonaM TpaHCIIOPTHOTO YPOBHSI OTHOCSITCSA:

- SSL/TLS (Secure Socket Layer/Transport Layer Security) - peanu3syet
mudpoBaHUe U AyTEHTU(DHUKAIIUIO MEKTy TPAHCIIOPTHBIMU YPOBHSAMHU MPUEMHHKA
u nepenaruuka. [lpumensercs mis 3ammuthl TCP - Tpaduka, HE MOKET
npuMeHsaTbesa st UDP.

KOHTpOJILHl)Ie BOIIPOCHI:



1)MosxeT v mudpoBaHUe MOTHOCTHIO 3aIMUTUTh JaHHBIC, TIEpEIaBacMbIe Yepes
VPN.

2) C yeM HE0OX0IMMO KOMOMHUPOBATH MOJTUTUKY, YTOOBI 00ECIIEYUTh
oe3onacHocTh VPN?

3) Kakue npoTOKOJIbI HCIIONIB3YIOTCS 11 mocTpoeHust VPN?

4) K npoTokoyiaMm KaHaJIbHOTO YPOBHS OTHOCATCS?
5) K nmpoTokoJiiam ceTeBOTO ypOBHSI OTHOCSTCSA?

6) K mpoTokosiaM TpaHCIIOPTHOTO YPOBHSI OTHOCSITCS?

Tect mo camocTosiTesibHOM padoTe Nell:

1. Kakue npeumyiiecTsa UMeeT ammnapaTHas peasmsanus VPN?
A) CxopocThb
B) JlemeBusna
C) Bbe3omacHocTh

2. BpiOGepute BepHOE yTBEPKICHUE:

A) TIpu ucnonp30BaHUM BeO - MPUIIOKEHHUH aIllTapaTHasi apXUTEKTypa CKPhITa
OT II0JIb30BATEIIS

B) Jloruka BeITIoSTHEHUS BEO - PHUIIOKEHUH BCETa CKPBITA OT TOJIb30BATEIIS

C) Be0 - npuitoskeHue moipa3yMeBaeT BBIIIOJHEHUE BCEX BIYUCIUTEIBHBIX
3a/1a4 Ha CTOPOHE KJIMEHTa

3. Beibepute BepHbIC YTBEPKICHHUS:

A) x86 apxuTeKTypa U3Ha4aIbHO He OblIa MpeIHA3HAYCHA JIJIS HCIIOB30BaHMS
pelIeHN BUPTyalIu3aluu

B) [Ipu ncnionb30BaHUY BUPTYATU3AIMH PealibHASI apXUTEKTYpa PEIICHHUS
COOTBETCTBYET CTPYKTYPE NPEACTABICHUS

C) Ilpu ucnosib30BaHUK BUPTYAJIM3alMU peasibHAs apXUTEKTypa PEIICHUS HE
CKPBIBAETCS OT MOJIb30BATEIS

5. Bupryanu3zanus 6JI0KOB SBJISETCS YACThIO:
A) Bupryanmzanuu cepBepoB
B) Bupryanm3anuu cucteM XpaHSHHSI
C) Bupryanuszaiuu OC
6. CpoiictBamu HppoBoil HHOOPMALIUH SIBISIOTCS:
A) JImMTensHBIH TOUCK

B) OruyxxnaemocTthb



C) HeBocnpon3BoAMMOCTb
7. K npuyrHaM CHIKEHHS KOJIMYeCTBa MHPOPMAIIMOHHBIX aTaK MOKHO OTHECTH
A) YnpoineHre METOI0B OpraHU3aluy aTakK
B) HeGoubioe 9nciio 00bEKTOB aTaku
C) Bospacranue uncia 00HapYKHBAEMBIX YSI3BUMOCTEH CUCTEM

8. K ocHOBHBIM COCTaBJIAIOIIIUM 0e301acHOCTH I/IH(I)OpMaHI/II/I, KaK IIpaBHJIO,
OTHOCAT:

A) ITone3Hocth
B) LlenoctHOCTH
C) [MognuHHOCTH

9. VYpoBeHb 3pesocTu ynpaBieHHs] puckaMu, IpU KOTOPOM B OpTraHU3aIluu
pa3zpaboTan 0a30BbIN MPOLIECC YIIPABICHUS PUCKAMMU:

A) IToBTOpsieMblit

B) Y3kocnenuaniu3upoBaHHbIH

C) Hanuuwme ompeseseHHOTo mporiecca
D) Vnpasasiembrii

10.Yt10 u3 mepevrcIeHHOT0 MOKET HE SBISITHCS YSI3BUMOCTHIO:
A) Ommbka B HaCTPOHKaX MEKCETEBOr0 IKpPaHa.
B) Omm6ka B HacTpoikax MapIipyTH3AIHH.
C) Ommbka B MporpaMMHOM OOECIICUCHHUH.

D) Cnaboe mecTo B CUCTEME, C UCTIOIb30BAHUEM KOTOPOTO MOXKET OBITh
OCYLIECTBJIEHA aTaKa.



CamocrositeabHas padora Nel2 — IlpoGsaemsl u yssssumoctu VPN

Tepmun Virtual Private Network, To ecTb BuUpTyasibHas 4acTHas CeTb,
npuoOpes B MOCJEIHEe BpPEMsl HIMPOKYIO MU3BECTHOCTb, MOCKOJBKY C MOMOUIBIO
VPN Mo0xHO B npuHIIHMIE 000NTH OJIOKMPOBKY caiiToB. Bripodyem, nepeoiieHuBaTh
BO3MOXKHOCTH ITOW TEXHOJOTHHU HE CTOUT — y HEE €CTh CBOM MPOOJEMBI U
VS3BUMOCTH, K TOMY JK€ 3aKOHOJATeIN COOMpAIOTCS BBECTH 3ampeT Ha
1oJbp30BaHue ycayramu VPN OT HHOCTpaHHBIX KOMIIaHHM.

[IpuBatHOCTE VPN 00BIMHO jgocTUTaeTCs MM(PpoBaHUEM, TMPU OTOM
IpUMEHSIEMbIE KpUINTOTpadUuueckre METOJIbl O00eCleYnBaOT TaKylo 3allluTy,
yTOOBl TIOCTOPOHHHE HE MOIVIM HU MPOYUTATh COOOLIEHWE, HU YCTAaHOBHUTH
UCTOYHUK mepeaauu. OpHako, OIS TOrO 4YTOOBI IMOCMOTPETh JAaHHBIE B
3amn(pOBAaHHOM COEAMHEHHUU, XaKepaM BOBCE HEOO0s3aTENbHO B3JIaMbIBATh
aJITOPUTM MU (DPOBAHHUSL.

Kaxnpiii kiuenT ucnonb3dyeT VPN mis pemieHus onpeneneHHbix 3agad. C
MOMOIIBI0 3TOM TEXHOJOTUU K CETH IEHTPAIBHOTO oOduca MOAKIIOYAIOTCS
ylajleHHble (uiauaibl, JUCTAHIMOHHBIE paboune MecTa WId MOOWIbHBIC
COTpYAHUKU. baHKM MOryT NpPEeaoCTaBisITh YCIAYTM JOCTyNa K IUIATEKHBIM
cepBucamM, obecrieunBasi 6ezomacHocts mo VPN, a omepatopsl — mnpeanaratb
YCIAYyTW  3allUIIEHHOIO COCIWHEHHUs CBOMM KiaueHtam. Ho  maccoByro
nomyisipHoCcTh  TexHonoruss VPN  mpuobpena mocne co3naHusi  peectpa
3alpEICHHBIX CANTOB U OTPAHUYEHHUS 1OCTyNa K HUM.

Yenyru VPN o6xona OJOKUPOBKM CalWTOB MPEAOCTABISIOT B OCHOBHOM
WHOCTpPaHHbIE KOMIaHUU. B 3TOM cilyyae kaHan MEXAy KIMEHTOM U ONEPaTOpPOM
mudpyercs, 4ToObl HE ObLIO MOHSATHO, K KAKOMY CalTy 3ampalluBaeTcs AOCTYI, a
CaMO TOJKJIIOYEHHUE BBINOJHACTCS ¢ WHOCTpaHHoro [P, mnpuHagnexamero
onepartopy. Yaiie BCero Ajist 3TOro Ucnosb3dyercsa Tor — Toraa MapupyTu3aTop
orneparopa, KOTOPbIA MOJDKEH 3a0J0KUpOBaTh TpaduK, HE MOXKET OINpEAeNIUThH
KOHEYHOT'O MOJIy4aTelsd U OTIPABUTENS MTAKETA.

B 3aBucumoctu oOT 1enud ucnoib3oBaHus VPN, MOXHO BBIJCIUTH
CJIEYIOIINE OCHOBHBIE YTPO3bI.

Man-in-the-middle (MITM) — «mmuon nocpenune». J10 araka Ha VPN,
Py KOTOPOW 3JIOYMBINIICHHUK BKJIMHMBACTCS B KaHAT IMHQPPOBAHUS MEXKIY
OTTPABHUTENIEM U TOJy4daTeleM, co37aBas JBa OTACIBHBIX MHU(POBAHHBIX
coenuHeHus. OOBIYHO Takas aTaka OCYILECTBISETCS B MOMEHT OOMEHa KIIIouaMu
muGpoBaHUs: 3JOYMBIIIICHHUK TE€pPeXBaTbIBAET WX W HABS3bIBAET O0EUM
oO1aromumMest cropoHam cBou kitoun. [Ipu ucnonbszoBanun SSL u cepTudukaron
eMy JJOCTaTOYHO BCTPOUTHCA B LIETIOUKY J10BEpUs Opay3epa.

Hanpumep, nmenHo Ttak nepexsatbiBatorcsi SSL-VPN mnpaButenbcTBamu
CHIA, Anonun n Kutasi, nockosibky cepTU(hUKaThl IPaBUTEIbCTBEHHBIX LIEHTPOB
TUX CTpaH HAaXOJAITCA B YHUCJIE JIOBEPEHHBIX B OOJIBIIMHCTBE Opay3epos.
Meroanka mepexBaTa 3ammGpOBAHHOTO COCIWHEHUS MPU ATOM CIICAyIOMas: B
unppactpykrype DNS cooTBeTCcTBYyIOIIEH CTpaHbl sl CAUTOB, KOTOPHIE HYXHO
MPOCIYIINBaTh, YyKa3biBatoTcs [P-agpeca mnpaButTenbcTBEeHHOTO uLeHTpa. Korma



KIIMEHT TBITACTCS OOpaTUTHCS K TMOAKOHTPOJIHLHOMY CaWTy, €My BO3BpaIlalOTCs
azpeca NpaBUTEIbCTBEHHOTO LIEHTPA.

[TockonbKy HCHONB3YEMBIM cepTU(GUKAT TPU3HAETCS KaK JOBEPEHHBIN,
KJIIMEHT MOJIaraeT, 4YTO COECAWHEHHE 3aluiieHo. Jlanee yxe mpaBUTEIbCTBEHHbBIN
LHEHTP paciu@poBbiBaeT Tpaduk, MPOTOKOIUPYET €ro, BHOBb 3allIM(DPOBHIBAET U
MEPEChUIAET Ha COOTBETCTBYIOIINM CalT. B pe3ynbraTe KIMEHT MOKET U HE 3HATb,
YTO B3aWMOJIEUCTBYET C CEpBEpPaMU NEPEUUCIEHHBIX MPABUTENBCTB, CUUTASA, YTO
B3aMMOJICHCTBYET C TPEOYEMBIM €My CaliTOM.

[IpumepHo mo Takoil cxeme, Hampumep, padoraet bonbmioil kuranickuii
MekceTeBoil 3kpaH. B otHomenuu npaBurenbeTB CIIIA u SInoHuu HET TaHHBIX O
TaKOM CI0c00€ MPOCIYIIKH, OJTHAKO CPEIH TOBEPEHHBIX CePTU(HUKATOB €CTh B TOM
YHUCJIe U MPABUTEILCTBEHHBIE IIEHTPHI CEPTU(UKAINY YKa3aHHBIX CTPaH.

Identity Theft— kpaxa nawunoctTn. B oprammszamusx, rae VPN
UCIONB3YeTCs i1 3alllUThl JOCTyna K KOPIOPAaTUBHBIM pecypcam, Y
3JIOYMBIIUIEHHUKOB TOSIBJISIETCS BO3MOYKHOCTh IPOHUKHOBEHUS BHYTPh CETH C
MOMOIIbIO ayTeHTU(UKAIIMOHHON HMH(pOpMalMM JIeTajJbHBIX MoJb3oBareneid. Ee
MOKHO TMOJIyYUTh IYTEM IMEepexBara IapoJie B pesyinbrare araku MITM wunum
MITB. IloaxirOYMBIINCh K KOPHOPATHUBHOMY WUIHO3Yy W CO3JaB 3alUILECHHOE
COCAMHEHHE, 3JIOYMBIIIJIEHHUK MOXET JEHCTBOBATH OT HMEHHM COTPYJIHHKA
KOMIIAHUM W TOJYYWUTh PACIIMPEHHBIE IMOJHOMOYMS M JOCTYIl K BHYTPEHHEU
CTPYKTYpE CE€TH, KOTOpas HE BCErJa CErMEHTUPOBAHA W JONOJIHUTEIIBHO
YKpEILIEHA.

@DaKTUYECKH TaKO€ MCIOJb30BaHME VPN mo03BOISET NPOHUKHYTH CKBO3b
3aIIUMIICHHBIN TEPUMETP KOMIIAHUU. VIMEHHO MOATOMY M TOBOPSAT O pa3MbIBAHUU
3aIIMTHOTO MEPUMETpa: 4YacTh  YAAJCHHBIX YCTPOMCTB  HAxXOAUTCS  Ha
HEMOJAKOHTPOJIBHOW aIMUHUCTPATOPY TEPPUTOPUH, U UTO C HUMHU MPOUCXOJUT —
Heu3BecTHO. Bo wu30exaHue KOMIPOMETAIMUd HYXHbl MEXaHU3MbI, KOTOpPBIE
NO3BOJISUIM OBl OCYIIECTBIISITH  CTPOTYHD  ayTEHTHU(HKAIMIO TO0JIb30BaTeNen
HE3aBUCUMO OT TOr0, Kakhe YCTPOMCTBa OHM BhIOMparoT sl paboTel. B
YaCTHOCTH, JUJISl PELICHUs 3TOM 3aa4d MPEIJIararoTCs CIEUAIbHBIE allllapaTHbIC
UJECHTU(DUKATOPBI

Pemienust nnsa peanuzanuu VPN yxke nqoctatodHo 3pesbie. CTOUT OTMETUTD,
YTO OHM MOJAEPKUBAJIUCH €HIE MEPBbIM ITOKOJEHUEM MEKCETEBbIX HKPAHOB.
Opnnako HOBbIe TexHOJIOTHH, B yacTHOCTH WebRTC wiu DNS-ataku, mopoxxaaror
HOBBIE YTPO3bl, MOATOMY, NaXX€ €CIM Bbl JaBHO ucnosub3dyere VPN, cnepyer
pPEryJIIpHO 3aHOBO OLIEHHBATh BEPOSITHOCTh TE€X WM HHBIX PUCKOB WU MpPH
O0OHApYKEHUH OMACHOCTU BHEAPSTH PEIICHHs, KOTOpble OOecreyaT HaJleKHYIO
3aIIUTY.
KoHTpoJbHBbIE BOPOCHI:
1) Yro takoe Virtual Private Network?
2) OcHOBHBIE Yrpo3bl UCTIONB30BaHus VPN?

3) B uem 3akimouaetcs araka Man-in-the-middle?
4) B uem 3akmouaetcs araka ldentity Theft ?



Tect nmo camocrosiTe1bHOM padoTe Nel2:

1. Bribepute BepHBIC YTBEPKICHUS:
A) I1pu ucoIp30BaHNU TEPMUHAIBHOTO IOCTYIIA OCIOKHACTCS MPOIIECC
KOHTPOJI4 JnieH3ui Ha [10
B) TepMuHanbHbIi JOCTYI MOPa3yMEBaET BHIMOJHEHUE BCEX
BBIYHMCIIMTEIBHBIX 33/1a4 Ha YJAJT€HHOM MOITHOM KOMIIBIOTEPE
C) IIpumeHeHHE TEPMUHATIBHOTO JOCTYIIA XapaKTePU3YETCs CHUKCHUEM
3aTpat Ha COJIep KaHKe CEPBEPOB, IPH YBEIUUCHUH 3aTPaT HA COACPIKAHNE
paboumx CTaHIUI
2. BwiOepute BepHBIC yTBEPKICHUS:
A) Be6 - npunoxxenue He 3aBUCUT 0T OC KIMeHTa
B) Be6 - npunoxeHue moapa3yMeBaeT BBITIOJHEHHE BCEX BBIUYMCITHTEIHHBIX
3aJa4 Ha CTOPOHE cepBepa
C) TpeboBanust BeO - MPUIOKESHUHN K allliapaTHOMY 00€CIICIYCHUIO
orpannuuBatorcs Tpedoanusimu OC u Opaysepa
3. BriOGepuTte BepHbIE YTBEPKICHUS:
A) Buptyanuzanus Ha ocHOBe X86 T1aThopM HaYallach ¢ PEIICHHIA
BUPTYaJIM3allii CEPBEPOB
B) [Ipu ucnons30BaHUK BUPTyaTU3aIlMK pealibHAs ApXUTEKTypa PeIICHUS
CKpBITA OT TMOJIb30BaTes
C) x86 apxuTeKkTypa IpOEeKTHPOBAIach C Y4STOM BO3MOKHOCTH
WCIIOJIH30BAHUS PENICHU BUPTYaTH3aIlAN
4. Haunbombiryto MOOHMIBHOCTh COTPYIHUKOB MOPAa3yMEeBAET UCIIOIb30BaHUE
peleHuN:
A) TepMUHAJIBHOTO JIOCTYyIIA
B) Bupryanuzamuu
C) Be0 — npuitoskenui
5. Be0 - npuiokeHus XapakTepU3yrOTC:
A) BbIcoKo# MOOMIIbHOCTBIO MMOJIb30BaTEICH
B) Huskumu TpeOOBaHUSAMU K aNapaTHOMY M IPOrPAMMHOMY 00ECTICUSHHEO
KJIMEHTA
C) IoBbImeHHOM 0€30MaCHOCTBIO MEPCOHATBHBIX JJAHHBIX T0JIb30BaTEICH
6. BriOepute BepHbIE YTBEPKIACHUS:
A) BuptyasibHbIE MaIIUHBI TTOJIEPKUBAIOT AMYJISAIINAIO0 YCTPOHCTB
B) Bcesikas mnatgopma BUpTyalTM3aiiy MOIISPIKUBAST BUPTYAIU3AIHMIO BCETO
aIrmapaTHOro 00eCIICUCHHS
C) BupryanpHas MalmHa MOXKET OBITh IIEPEHECEHA C OJTHOTO XOCTa Ha JAPYroi
7. Ucnonp3oBaHMe MPOTPAMMHBIX PEIICHUH B paMKaX H30JIMPOBAHHO
BUPTYaJIbHON CPEIbl OTHOCUTCS K:
A) BupTyaimzanuu cucTeM XpaHeHHsI
B) Bupryanuzanuu npuiokeHui
C) Bupryanuszamnuu ceTu



8. Ilpouecc MHTEMIEKTYaaIbHONU OalaHCUPOBKHM HATPY3KH SIBISIETCS YacThIO:
A) Bupryanuzanun OC
B) Bupryanusainuu cepBepoB IPHI0KEHUH
C) Bupryanuszamnuu ceTu
9. UcnonwsizoBanue Heckosbkux OC Ha 0JJHOM XOCTE oOecreynBaeTcs
A) Bupryanuzanueii cepBepoB MPUIOKEHHI
B) Bupryanuzarueii npuiokeHui
10.Texnonorus, odecneunBaromias 3amyck Heckoiabkux OC Ha 0THOM XOCTe, IIPH
HezaBucumocT OC apyr OT Apyra u OT annapaTHBIX PECYPCOB:
A) TTapaBupTyanu3amus
B) anmapaTHas BUpTyanu3amus
C) nosHast BUpTyaJIA3aIHsI



CamocrositesbHast pabora Nel3 — AyauT U MOHUTOPHHT
UH(OPMALMOHHOW 0€30MACHOCTH

JInst opraHu3aiuii, KOMIbIOTEPHBIE CETH KOTOPBIX HACUUTHIBAIOT HE OJUH
JIECSITOK KOMITBIOTEPOB, (DYHKIMOHHPYIOMIMX MOJ ympaBieHueM paznudabix OC,
Ha TMEPBOE MECTO BBICTYMAET 3ajJladya YIpaBICHUS MHOXXECTBOM Pa3HOOOpa3HBIX
3alIUTHBIX MEXAHU3MOB B TAaKUX TETEPOreHHBIX KOPIOPATUBHBIX CETSIX.
CH0XHOCTb ceTeBOM MH(PACTPYKTYphl, MHOTOOOpa3ne NaHHBIX U MPHIOKEHUN
OpUBOAAT K TOMY, 4YTO TpPU peaIu3alud CUCTeMbl HH(POPMALMOHHON
0e30macHOCTH 3a MpejaesaMd BHUMaHUSA aJMUHHUCTpPATopa 0e30MacHOCTH MOTYT
ocTaThCsl MHOTHE Yrpo3bl. [o3ToMy HEOOXOAMMO OCYIIECTBIEHHE PETYISIPHOTO
ayauTa U MOCTOSIHHOTr0 MOHUTOpHUHTra 6e3omacuoctu UC.

Ayaut 6e30MaCHOCTH HH(POPMALMOHHOM CHUCTEMBbI

[Tonsitne aynura 6e3omacHOCTU. AyJIUT NPEICTaBIsAET COOON HE3aBUCHUMYIO
AKCIIEPTU3Y OTAENbHBIX OOnacTedl (pyHKUMOHUpPOBAHMS Tpennpustus. OnHol u3
COCTABJISIONIUX ayAUTa MPEINPUATUS ABIIIeTCS ayauT 6e3omacHoctu ero UC.

B Hacrosimee BpeMs akTyanbHOCTh ayaurta OesomacHoctd MC  pesko
BO3pOciaa. OTO CBA3aHO C YBEJIMYEHUEM 3aBUCUMOCTH OpraHu3aluil  oOT
unpopmanmu u VC. Bospocna ys3sumocts MC 3a cueT MOBBIMIEHUST CIOKHOCTH
anemeHTOB MC, nmosBIEHUS HOBBIX TEXHOJIOTMI MepeJayd U XpPaHEHUs JaHHBIX,
yBenuueHus: oovema I10. Pacmmpuncs cnektp yrpo3 mans MC u3-3a akTUBHOTO
UCIOJIb30BaHUS NPEANPUATUIMU OTKPBITHIX IVIOOAJIBHBIX CETeW A1 Iepenadu
COOOIIIEHUH U TpaH3aKIIHH.

Aymut OezomacHoct  MC maer BO3MOXHOCTh PYKOBOJMUTEISIM U
COTpYIHHUKAM OpraHu3aIui MOJTYIUTh OTBETHI Ha BOTIPOCHI:
* KaKk ONTHUMAJIbHO HCTOJB30BaTh cymecTBytomyo MC mpu pa3sutuu OusHeca,
* Kak pemarwTcsd BOMPOCH  O€30MacHOCTM W KOHTPOJSI  JIOCTYTMA,
* KaK YCTAaHOBUTHh EIMHYK) CHCTeMY ympaBieHus u wmonutopunra UC;
* KOIJIa W KaK HEOOXOAMMO MpPOBECTH MojepHm3aiuio obopymoBanus u I10O;
* Kak MHUHUMHU3HPOBATb pHUCKHM TpU pa3MEHICHUH KOH(QUIECHIHUATHLHOM
unpopmaiuu B MC opraHuzanum, a Takke HAMETUThb NYTU pPELICHUs
0OHApYKEHHBIX TTPOOIIEM.

Ha »tmu wu gpyrue mnoaoOHble BOMNPOCHI HENb3S MIHOBEHHO JaTh
OJIHO3HAYHBIA OTBET. J(OCTOBEpHYI0O M OOOCHOBaHHYIO HH(OPMALMIO MOMKHO
NOJy4YnTh, TOJIBKO paccMaTpuBas BCE B3aWMOCBS3M MEXIYy MPOOIEeMaMH.
[IpoBenenune ayauTa MO3BOJSET OLIEHUTH TeKylyto Oe3omacHocts WMC, oneHuTtsh
PUCKH, TPOTHO3UPOBATH M YOPABIATh WX BIUSHUEM Ha OHU3HEC-TIPOLIECCHI
OpraHM3alK, KOPPEKTHO M OOOCHOBAHHO MOJOWTH K BONPOCY oOOecreueHust
0e30macHOCTH HH(OPMALIMOHHBIX PECYPCOB OPTraHU3AIINU.



Lenun IIPOBEICHUS ayauTa 0€30I1aCHOCTH ncC:

. OIICHKa TEKYIIETro YpOBHS 3aIIUIIEHHOCTH nG;
. JIOKanu3anus Y3KHX MeCT B cUcCTEME 3aIUATHI NG;
* QaHAJU3 pHUCKOB, CBA3AHHBIX C BO3MOXHOCTBIO OCYIIECTBJICHHUS yIpo3
0e30macHOCTH B OTHOUIEHUU pecypcoB NG,
* BbIpa0OTKAa pPEKOMEHJAIMK 1O BHEAPEHUIO HOBBIX M  IOBBIIICHUIO
b dexTuBHOCTH CYILIECTBYIOIIUX MEXaHU3MOB 0e30macHOCTH UG;

 ounenka coorBerctBus MC cylmiecTByrOIMM CTaHJapTaM B 00JacTu
nH(pOpMaIIMOHHOM 6€30TTaCHOCTH.

B umcno pononHurenbHbIX 3amay ayauta MC MOryT Takxke BXOIUThH
BbIpaOOTKAa PEKOMEHJAlUil MO COBEPIICHCTBOBAHHUIO MOJUTHKH O€30MacHOCTH
OpraHu3aliuy ¥ nocraHoBka 3axay i UT nepconana, kacaromuxcst ooecredeHus
3alIUTHl THPOPMAIUH.

IIpoBenenue ayaura 0e30macHOCTH HHPOPMAIMOHHBIX CHCTEM

Pa6otel mo aynuty 6e3omacHocTi MIC cocTOSIT U3 MOCieI0BaTeIbHBIX
3TAIoB, KOTOPHIE B IIEJIOM COOTBETCTBYIOT dTaraM MpoBeIeHusT KoMIuieKcHoro T
ayJuTa aBTOMaTU3UPOBAHHON CHCTEMBI:

* MHUIIMUPOBAHUS TIPOLIEAYPHI ayINTA;
* cOopa uHopMaluM ayanTa;

* aHAJIM3a TaHHBIX ayJINTa;

* BBIPAOOTKHM PEKOMEHIAINIA;

* MOJATOTOBKH ayJAUTOPCKOTO OTYETA.

AyYIUTOPCKUMA OTUET SBISETCS OCHOBHBIM PE3yJIbTaTOM MIPOBEJCHUS ayIUTA.
OT4eT OMKEH cojJiep KaTh ONMKMCAHUE IEJIeH MPOBEICHUS ayuTa, XapaKTEPUCTUKY
obcnenyemort MC, pe3ynbTaThl aHajdu3a JaHHBIX ayJuTa, BBIBOJIBI, COJIEpIKaIINE
OIIEHKY YpoBHs 3amuiieHHocTH AC WIM COOTBETCTBUS €€ TpeOOBaHUSIM
CTaHJIaPTOB, U PEKOMEHJAIMU MO0 YCTPAHEHHUIO CYIIECTBYIOIIMX HEIOCTATKOB U
COBEPUICHCTBOBAHUIO CUCTEMBI 3AIIUTHI.

MOHUTOPHHT 6€30NACHOCTH CHCTEMbI

@OyHK1MKM MOHUTOpHUHTA Oe3omacHocTi C BBIMOTHSIOT CpeICTBa aHAIN3a
3aIUILIEHHOCTH U CpefcTBa OOHapykeHus atak. CpeAcTBa aHaIM3a
3aIIUIIEHHOCTH UCCIIEYIOT HACTPOUKH 351eMeHTOB 3amuThl OC Ha pabouyux
CTaHIUAX U cepBepax, bJl. OHu ucclieayoT TOMOJIOTHIO CETH, UILYT
HE3alUIIEHHbIE WX HEMPABUJIbHBIE CETEBbIE COCIMHEHUS, AaHATU3UPYIOT
HacTpouiku MO.

B @yHk1uu cuctemsl yrpasieHus: 6€30MaCHOCTbIO BXOJIUT BHIPA0OTKA
PEKOMEHIalMi aIMUHUCTPATOPY M0 YCTPAHEHUIO OOHAPYKEHHBIX YSI3BUMOCTEH B
CeTAX, MPUJIOKEHUSAX WK UHBIX KoMnoHeHTax MC opranuzanumu.



Hcnonp3oBanre MOAEIN aJaiTUBHOTO yIPABIICHUS 0€30MMaCHOCTHIO CETH
JaeT BO3MO>KHOCTb KOHTPOJIMPOBATh IPAKTUYECKHU BCE YTPO3bl U CBOEBPEMEHHO
pearupoBaTh Ha HUX, IIO3BOJISAS HE TOJIBKO YCTPAHUTD YA3BUMOCTH, KOTOPBIE MOTYT
IIPUBECTHU K PeaJM3allU YIrpo3bl, HO U POAHAIU3UPOBATH YCIOBUS, IPUBOIALLNE
K UX MOSIBIICHUIO.

KoHTposbHBIE BONIPOCHI:

1) Yto Ttakoe ayauT O0e30macHOCTH?

2) Ha xakue BOIIpOCHI OTBEYAET ayIUT 0€301acHOCTH?

3) Kakue ¢pyHKINU BBITOTHSAET MOHUTOPUHT OE€30MIACHOCTH?

4) Jlnsi 9ero MCIoJIb3yeTCsl MOJICH aAallTUBHOTO yIPaBJIeHUsT 0€30IacHOCTH
cetu?

Tect mo camocTosiTesibHOM padoTe Nel3:

1. basupyromascs B Can-OpaHiucko acconuanus npodeccunoHanon
MH(pOPMAaLMOHHON OE€30MaCHOCTH:
A) NIPC
B) UKb
C) ®bP
D) CERT
E) CSI
2. Haznauenune HanmonansHoro nentpa mno 3amnure uappactpykryp (NIPC,
National Infrastructure Protection Center), pa3meiieHHOro B mtad-KBapTUPE
ObP:
A) I1aBHBIN IPaBUTEILCTBEHHBIH MEXaHU3M I OOpHOBI ¢ KHOepaTakaMu Ha
HaIMOHAaJIbHBIE HHPPACTPYKTYPHI U OTBETA HA HUX
B) BbIpaboTaTh METO/IBI IO OIICHKE, YIYYIICHUIO U MOICPKKE 0€30MacHOCTH
Y BBDKUBAEMOCTH CETEBBIX CHCTEM
C) npemocTaBiseT MUPOKUI BEIOOP HHPOPMAITMOHHBIX U 00Pa30BaTEIbHBIX
MporpamMM B TTOMOIIIb 10 3aNTUTe HHPOPMAIIMOHHBIX aKTUBOB KOPTIOpAIUi
Y TIPABUTEIHCTBEHHBIX OpTaHU3aIIHN.
D) pabora ¢ HHTepHET-COO0IIECTBOM 110 OOHAPYKEHUIO U Pa3PEIICHUTO
WHIIAJIEHTOB KOMITBIOTEPHON O€30TTaCHOCTH
3. Kakue komnonenTs! BxoasaT B UT-undpactpyxrypy?
A) ycTpoKCTBa CIIEIUATILHOTO Ha3HAYEHUs (IPUHTEPHI, CKAHEPHI U T. I1.)
B) mosib3oBatenu [1K u nepconan opranu3anuu
C) UT-meHemxephI
D) ycrpoiicTBa pe3epBHOrO KOMUPOBAHUS (HAKOIMTEIM HA MATHUTHBIX JICHTAX,
JICHTOYHBIC aBTOMATHI M XPaHUJIHIINA)
E) ycrpoticTBa 6e30macHOCTH (HapuMep, MPOKCH KM OpaHaMay3phl)
4. Tlox TepMHHOM (TOJICTaBUT HYKHOE) MOIpazyMeBaeTcs Jro0as nHbopMarius,
MOTEPs, HETIPABUILHOE MCTIOIB30BAHNE, HECAHKITMOHUPOBAHHBIN TOCTYT WX
MoaudUKaIKs KOTOPO MOTIM Obl HEOJATONPHUATHO TOBJIHSITH HA



HaIllMOHAIBHBIC MHTEPECHI, MJIU Ha MPOBeeHUE (eepATbHBIX MPOTPaMM, UIIH

K€ Ha YaCTHYIO KU3Hb IPaXkIaH

A) "cekpetHas nadopmanusg” (onpeaeaeHa MPUKa3oM MPe3HIeHTa HIIH aKTOM
KOHIpecca KaK CEKpeTHas B UHTEepecax HAIlMOHAJIbHOM 0€30MacHOCTH WU
BHEIIIHEH MOJIUTUKH )

B) "samumaemas nadopmarms”

C) "HemoctymnHas HHGopMaIus'"

D) "Baxknast uHpopmarus"

E) "myomuunast naopmarnms”

5. Ilpuniun He0OXOAMMOTO 3HAHUS:

A) ctpaTerus 3anuThl THPOPMAITUH, IIPU KOTOPOH TOJIH30BATEIb MOJTyYaeT
JIOCTYT K CEKPETHON U CBEPXCEKPETHOU MH(OpMAINK, €CII OH UMEET Ha
9TO MPaBO

B) crparerus 3ammthl nHGOPMAIMH, IPU KOTOPO# MMOJIb30BATEIb TOJIy4aeT
JOCTYI TOJIKO K BHYTpEHHEN MH(OpMaIuu opraHu3aluu

C) crparerus 3amuThl HHPOPMALIUH, TPH KOTOPOH TMOJIH30BATENb MOJyYacT
JOCTYI TOJIBKO K TEM JIaHHBIM, KOTOPbIE HETIOCPEACTBEHHO HEOOXOUMBI
€My JIJIsl BBIIOJIHEHUSI KOHKPETHO JaHHOM paboThl

D) crparerus 3aumthbl HHGOPMAIMH, TIPU KOTOPOH MOJIb30BATEIb HE MOJy4YacT
J0CTYI K KOHPUACHIMAIbHON HHMOpMaIuu

E) crparerus 3amuThl nHGOPMALIAN, TIPYU KOTOPOU MOJIE30BATEb ITOTYYacT
JOCTYTI K JTIOOBIM HE CEKPETHBIM JJAHHBIM TIO 3aIPOCy

6. Uro BrirO4aeT B ceOs MOHSATHE 1IETOCTHOCTH JAaHHBIX ?

A) 310 cocTosiHUE, B KOTOPOM WH(POPMAIIHS COXPAHSIETCS] HEM3MEHHON BO
BpeMs ee Tiepeaaun

B) o cocrosiHue, B kKoOTOpoM HH(DOPMAIIHS COXPaHSASTCS HEM3MEHHON BO BpeMs
€€ U3BJICYEHUS

C) coxpaHeHre HHPOPMALINH JIJIS €€ UCTIOIb30BaHUS 110 Ha3HAUCHHIO

D) aT0 cocTosiHuE, TPU KOTOPOM JAHHBIC OCTAIOTCSI TAKMMH K€, KAKUMHU ObLITH
B OpUTMHAJIE, U HU CIy4YalHO, HU NMPEJHAMEPEHHO HE MOAUPUIUPYIOTCS, HE
U3MEHSIOTCA U HE YHUUTOXKAIOTCA

E) rapanTtus Toro, 4yro uH(GOpMaIus He OblIa PACKpPhITa HEABTOPU3UPOBAHHBIM
IepCoHaM, MpolieccaM WM yCTPOHUCTBaM

7. UTO OTHOCUTCS K MOHATHUIO KOHPUIEHITNATHFHOCTH HH(POPMAITUN

A) KOHTPOJIUPOBaHUE JOCTYIA K HH()OPMAIIMK TTOCPEACTBOM MEXaHU3MOB
0€30MacHOCTH

B) rapantus Toro, uto nHMopManus He ObUTa PacCKphITa HEABTOPH3UPOBAHHBIM
MEpCOHaM, MpoLeccaM WA YCTPOUCTBAM

C) coxpaneHre HHGOPMAITUH JIJIS €€ HCITOJIB30BAHMS 110 HA3HAYCHUTO

8. CummMmeTrpuuHOe MHU(ppPOBaHKE MOTYYUIIO CBOE HAa3BaHUE U3 TOTO (aKTa, YyTo

A) OJIMH | TOT € AJITOPUTM HCIOJIB3YETCs KakK s IU(POBAHUSI OTKPBITOIO
TEKCTa, TaK U JIJIsl paciii(ppOBKH COOTBETCTBYIOLIETO 3allIM(PPOBAHHOTO

B) oauH ¥ TOT %€ KIIFOY HCIIONIB3YETCs KaK JUIsl IM(POBAHUS OTKPBITOTO
TEKCTa, TaK U JIJIsl paciii(PpOBKU COOTBETCTBYIOLIETO 3allIM(PPOBAHHOTO

C) B anroput™me muppoBaHUs UCIOIB3YIOTCS YSTHBIC YKMCIIa



9. K ¢akTopam HageKHOCTH CUMMETPHUYHOTO KIFOYa OTHOCSATCS:
A) 1UIMHA TapoJIst U €0 CI0XKHOCTh
B) pa3smep npocTtpaHCcTBa KiTto4a
C) creneHb paHIOMH3AIMKA BXOISIIETO M BBIXOISAIIETO COOOIIEHHH TTPH
mudpoBaHUM
D) crnoxxHOCTh X31I-(QDYHKITUH
10.B gem 3axmirouaercss 0COOEHHOCTh THOPUAHOTO alropuTMa’?
A) ncnonp30BaHHe CUMMETPHYHOTO KITFOYa sl IU(POBAHUS TAaHHBIX, a
ACUMMETPUYHOIO I IIH(PPOBAHUS CAMOTO CHUMMETPHYHOTO KJII0Ya
B) oxHOBpEeMEHHOE HCIIOIb30BaHUE CHMMETPUYHOTO U ACHMMETPHYHOTO
KJTto4a JuTsl i (ppoBaHUs JaHHBIX
C) ucnosb30BaHUe CHMMETPUYHOTO KITIOUA JUTS IIHU(PPOBAHUS KITIOYA, &
ACUMMETPUYHOTO I IIHU(PPOBAHUS CAMOTO JaHHBIX



CamocTtositenbHas padota Nel4 — Kiaccuukanusi cucteM aHAJIN3A
3alMIEHHOCTH

3anMIIEHHOCTh  SIBJSIETCSl  OJHMM M3  BaXKHEHINMX  [OKa3arelieu
sbdextuBHOCTH (pyHKIIMOHMpOBaHUA AC, HapsAly C TaKMMHU IOKa3aTEsIMU Kak
HAJIe)KHOCTh, 0TKAa30yCTOMUHUBOCTb, TPOU3BOAUTEIILHOCTD U T.1II.

IMon 3ammmenHocToi0 AC OyaeM MOHMMATh CTENEHb aJIeKBATHOCTH
peain30BaHHBIX B HEH MEXaHU3MOB 3alllUThl WH(GOPMALMU CYIIECTBYIOUIUM B
JTaHHOMU cpesie PYHKIIMOHUPOBAHUS PUCKAM, CBSI3aHHBIM C OCYILIECTBICHHEM YIpo3
0e30macHOCTH HH(POPMALIUK.

IHox yrpo3zamu Oe3omacHocTH HMH(OPMANMHU TPATUIMOHHO MMOHUMAETCS
BO3MO>XHOCTh HapyIlIeHUS TaKuX CBOWCTB uHpopmaIuu, KaK
KOH(HUICHIIMATLHOCTh, IEIOCTHOCTh W JIOCTYMHOCTh. Ha mpakTthke Bcerma
CYIIIECTBYET OOJIBIIIOE KOJUYECTBO HEMOJIAIOMIUXCS TOYHOU OIEHKE BO3MOMKHBIX
nyTell OCyUIECTBIEHUS yrpo3 Oe30MmacHOCTH B oTHoumeHuu pecypcoB AC. B
ujeane KaXIbld IMyTh OCYIIECTBICHHMS Yrpo3bl JOJDKEH OBITh MEPEKPBIT CO
OTBETCTBYIOIIIUM MEXaHW3MOM 3aluThl. JlaHHOE YCJIOBHE SBISETCS IMEPBBIM
dbaxkTopoM, ompenenstonuM 3anuiieHHocTh AC. Btopeim (akTopom sBisieTcs
MPOYHOCTH CYIIECTBYIOIIMX MEXAHU3MOB 3aIUTHI, XaPAKTEPU3YIOIIASICA CTEIECHBIO
CONPOTHUBIISIEMOCTU 3TUX MEXAHU3MOB MOIMBITKAM WX 00X0Ja JU0O0 MPEOoa0ICHUS.
Tperbum (hakTOpOM SIBIISICTCS BEIM YHMHA yiiepba, HaHocuMmoro Biaaensity AC B
cillydae yYCHENIHOTO OCYIIEeCTBIEHUS yrpo3 Oe3omacHoctd. Ha mpakThke
MOJYYEHHE TOYHBIX 3HAYEHUN MPUBEICHHBIX XAPAKTEPUCTUK 3aTPYAHEHO, T. K.
MOHSTUSL  yrpo3bl, yimepda ¥  CONPOTHBISIEMOCTH MEXaHHW3Ma  3allUThl
Tpyanodopmanuzyembl. Hampumep, onenky ymepba B pesyiabtate HCJ
uH(pOpMAIUU TTOJIMTUYECKOTO M BOCHHOTO XapaKTepa TOYHO OMPEAENIUTh BOOOIIEe
HEBO3MO>XHO, a OIPEIEIICHUE BEPOSITHOCTU OCYIIECTBIEHUS YIPO3bl HE MOXKET
0a3upoBaTHCS HA CTATUCTUYECKOM aHaiu3e. OlleHKa CTere HU COMPOTUBIISIEMOCTH
MEXaHHM3MOB 3allIUTHI BCETJIa SIBISIETCS CyObeKTUBHOM. ONMCaHHBIM B HACTOAIICH
paboTe TMOAXOJ MO3BOJSIET TOJy4aTh KAauyeCTBEHHBIE  OLEGHKH  YPOBHSA
3ammieHHocTd AC myTeM COIOCTaBJIEHHMs CBOMCTB M napamerpoB AC ¢
MHOTOKPAaTHO ONPOOOBAaHHBIMH Ha MPAKTUKE W CTAHIAPTU3UPOBAHHBIMU KPUTEPHUS
MU OLIEHKH 3allUIIICHHOCTH.

HOpMaTI/IBHaH 0a3a aHaJIM3a 3aIIUINEHHOCTH.

Haubomee 3HAaYMMBIMM HOPMATUBHBIMHU  JOKYMCHTAMHU B o0nacTu
HH(bOpMaHI/IOHHOﬁ 6630HaCHOCTI/I, OIIPCACIAIINUMHA  KPUTCPHUHU TJIA OLCHKH
3allIUIIICHHOCTHU AC, u TpC6OBaHI/IH, NpCAbABILICMBIC K MCXAdHMU3MaM 3adllUThI,
ABJIAIOTCA:

1. O6mue xkputepun orenku oe3omacuoct UT (The Common Criteria for
Information Technology Security Evaluation/ISO 15408).

2. [IpakTudeckue MpaBuiIa yrpaBieHUS HHPOPMAIIMOHHON 0€301acHOCTHIO
(Code of practice for Information Security Management/ISO 17799). Kpome
ATOr0, B HaIIeH CTpaHe TMEepPBOCTEIIEHHOE 3HAYCHHE WMEIT PykoBojsmime



nokyMentsl (PJ]) T'ocrexkomuccum Poccun. B napyrux crpaHax ux MecTo
3aHMMAIOT COOTBETCTBYIOIINE HAIIMOHAJIbHBIE CTAHIAPTHI (TaM, TJIe OHU €CTh).

MeToauKa aHAJIKM3A 3AIMUIIEHHOCTH.

B Hacrosimiee BpeMsi HE CYIIECTBYET KaKUX-TMOO CTaHAAPTU3UPOBAHHBIX
METOJMK aHajau3a 3amuileHHocTd AC, I03TOMY B KOHKPETHBIX CUTYALUSX aJro-
PUTMBI IEUCTBUI ayAUTOPOB MOT'YT CYLIECTBEHHO pa3nudarbcs. OJHAKO THUIIOBYIO
METOJIMKY AaHAJIM3a 3AIIUIIEHHOCTH KOPIOPATUBHON CETH MPEMIOXKHUTh BCE-TaKd
BO3MOXKHO. W XOTs JaHHas METOJIMKAa HE MPEeTeHIyeT Ha BCEOOIIHOCTb, €€
3(p(EeKTUBHOCT, MHOTOKpPAaTHO IpOBEpEHa Ha IMpakTUKe. TumoBas METOJUKa
BKJIFOYAET UCIIOJIb30BAHHE CIAEAYIOIIHNX METO0B:

* M3yueHne ncxonHbIX 1aHHbIX 1o AC;

* OneHKa PHUCKOB, CBSI3aHHBIX C OCYIIECTBJIEHHUEM Yyrpo3 O€30MacCHOCTH B
OTHOILIEHUH pecypcoB AC;

* AHanM3 MEXaHU3MOB O€30MACHOCTH OPraHU3alMOHHOIO  YpPOBHS,
NOJIMTUKU O€30MaCHOCTH OPraHu3alMyd M OpPraHU3allMOHHO-PACTIOPSIUTENbHON
JOKYMEHTallMu 10 OO0ECHEYEHUIO0 peXMMa HHPOPMALMOHHON O0€30MacHOCTH U
OlICHKa UX COOTBETCTBUS TpeOOBAaHUSM  CYHIECTBYIOIIMX  HOPMAaTHUBHBIX
JIOKYMEHTOB, a TAK)KE UX aIeKBATHOCTHU CYILIECTBYIOLIUM PUCKAM;

* PyyHOl aHanu3 KOH(QUTYpalMOHHBIX (ailyioB MapupyTuzaropoB, MO u
IIPOKCHU-CEPBEPOB, OCYLIECTBIISAIOIINX yIpaBJEHUE MEKCETEBBIMU
B3aMMOJICHCTBUSAMH, ITOYTOBBIX 1 DNS cepBepoB, a Takke APYrux KPUTHUYECKHUX
3JIEMEHTOB CETEBON HMHPPACTPYKTYPHI;

» CkannpoBaHHe BHEIIHUX ceTeBbIX aapecoB JIBC u3 cetn MHTEPHET;
» CkanupoBanue pecypco JIBC uznytpu;

* AHanu3 KoHQUrypamuu cepsepoB U padouux cranuuii JIBC npu nomomu
CIIELIMAIIM3UPOBAHHBIX  NPOrPAMMHBIX  CpeAcTB. IlepeuncineHHble  METOABI
VCCIICIOBAHUs IIPEAIIONIAral0T UCIIOJIb30BAHUE KaK aKTUBHOIO, TaK M MACCUBHOIO
TECTUPOBAHUS CHUCTEMBI 3alUUTHl. AKTHMBHOE TECTUPOBAHHME CHUCTEMBI 3aLUThI
3aKIIOYACTCA B OMYJFALUU JEHUCTBUM ITOTEHLUHMAIBHOIO 3JIOYMBIIUICHHUKA I10
IIPEOJOJICHUI0 MEXaHU3MOB 3amuThl. IlaccuBHOE TecTHpOBaHHWE IIPEAIOIAracT
aHann3 koHurypauun OC M OPUIIOKEHUH MO IIa0JIOHAaM C HUCIHOJb30BaHUEM
CIIMCKOB MPOBEPKU. TecTUpOBaHUE MOXKET MPOU3BOJUTHCA BPYUHYIO JMOO C
VCIIOJIb30BaHUEM CIIEIIUATIM3UPOBAHHBIX MPOTPAMMHBIX CPEICTB.

CpeIlCTBa AHAJIHN3Aa 3allIMIIICHHOCTH.

ApceHall  NpPOrpaMMHBIX  CPEACTB, HCHOJb3YEMBIX [JI  aHaIU3a
3amuieHHocTH AC noctatoyHo mMpok. [IpuyeM Bo MHOTHUX ciydasx CBOOOIHO
pacrpocTpaHsieMble  MPOrpaMMHBIE  MPOAYKTBI ~HUYEM HE  yCTyna IOT
KoMMepueckuM. JloctatouHo cpaBHUTh HeKoMMepueckuil ckanep NESSUS c ero
KOMMEpPYECKUMH aHajoraMud. YJOOHBIM M MOIIHBIM CpEJCTBOM aHalu3a 3a-
nmmenHocty  OC  sBiseTcss  paccMaTpUBaeMblii  HM  Ke,  CBOOOJHO
pacrnpoctpansieMbiit iporpammubii poaykT CIS Windows 2000 Level 1 Scoring
Tool, a Taxke anamormyHsle cpenctBa pazpaborunkoB OC, mpegocTaBisieMble



oecrmatao, takue kak ASET mms OC Solaris umm MBSA (Microsoft Security
Baseline Analyzer) gyt OC Windows 2000. OgHuM U3 METOJI0B aBTOMAaTH3AIUU
NpOIIECCOB  aHaiM3a M KOHTPOJISI  3AIMIIEHHOCTH  pacIpeieieHHBIX
KOMITBIOTEPHBIX CHCTEM SIBIISICTCS HCIIOJIb30BaHHUE TEXHOJIOTHU
WHTEJJIEKTYaJIbHBIX MPOrPaMMHBIX areHToB. CucreMa 3alluThl CTPOUTCS Ha apXH-
TEKType KOHCOJb/MEHeIKep/areHT. Ha Kaxayro H3 KOHTPOJUPYEMBIX CHCTEM
yCTaHABJIMBACTCS MPOTPAMMHBIN areHT, KOTOPBIN U BBITTOJHICT COOTBETCTBYIOIINE
Hactporiku [IO u mpoBepsieT uX NPABUWIHHOCTh, KOHTPOIUPYET IETOCTHOCTD
¢daiinoB, cBO€ BPEMEHHOCTh YCTAHOBKM MAKETOB NPOTPAMMHBIX KOPPEKIIMH, a
TaK)Ke BBITIOJIHSIET IPYrue TOJIE3HBIC 3a/layu MO KOHTposto 3ammineHHoctd AC.
(YrpaBrneHue areHTaMu OCYIIECTBIISIETCS MO CETH MPOTPAMMON MEHEIKEPOM.)
MeHemKephl SBISIOTCS ECHTPAIBPHBIMH KOMIIOHEHTaAMHU IMOJ00HBIX cucteM. OHuU
MOCHIJIAIOT YIPABJISAIONME KOMaH bl BCEM areHTaM KOHTPOJIUPYEMOTr0 UMH JIOMEHa
U COXPAaHSIOT BCE JIaHHBIC, TIOJyYCHHBIC OT areHTOB B IICHTPAIbHOU 0a 3¢ JaHHBIX.
AJIMUHHCTpATOp YMPaBIsIeT MEHEKEpa MU MPH TOMOITH TpadudecKorl KOHCOJIH,
MIO3BOJISIO IMICH BBHIOMpaTh, HACTpaWBaTh W CO3/aBaTh IMOJUTHKHA OE30TAaCHOCTH,
aHATM3UPOBATh M3MEHEHUS COCTOSIHHS CHCTEMBI, OCYIICCTBIISATh PAHKUPOBAHUE
yS3BUMOCTEW U T. M. Bce B3aMMOAEHCTBUS MEXK]Yy areHTa MH, MEHEIKEpaMHu M
YIPABJISIFOIIEH KOHCOJIBIO OCYIIECTBIISIOTCS 10 3aIIUIIEHHOMY KJIHEHT-CEPBEPHO-
My TpoToKoy. Takol moaxoa ObUT MCIIOIB30BaH MPHU MOCTPOSHUN KOMIUICKCHOU
CHUCTEMBI YIIpaBJeHUsl 0€30MaCHOCThIO opraHu3anuu Symantec ESM.

JpyrumM IIHMPOKO HCHOJb3YyEMBIM METOJOM aHajiu3a 3allUIIEHHOCTH
ABJIIETCSI AKTUBHOE TECTUPOBAHME MEXAHU3MOB 3aIUTHI MYyTEM AMYJIALMHU ACH-
CTBUU 3JIOYMBILIUJIEHHUKA MO OCYIIECTBICHHUIO MOIbBI TOK CETEBOTO BTOPKEHUS B
AC. Jlig 3TuX 1enen Ipu MEHSIOTCS CETEBBIE CKAHEPHI, IMYJIUPYIOIINE TEUCTBUSA
NOTEHUUAIbHBIX HapymuTeneil. B ocHOBe pabOThl CETEBBIX CKAaHEPOB JIEKUT 0aza
JAHHBIX, COJEp’Kalas ONUCaHWe W3BECTHhIX yaA3BuMmocred OC, MO,
MaplIpyTU3aTOPOB M CETEBBIX CEPBUCOB, & TAK)KE AJITOPUTMOB OCYILIECTBICHUS
HOMBITOK BTOpXEHUs (ClieHapueB arak). PaccMarpuBaemble HUXKE CETEBBIC
ckaHepbl Nessus n Symantec NetRecon sBISItOTCS TOCTOMHBIMUA NPEICTABUTEISIMA
JAHHOI'O KJ1acca MPOrpaMMHBIX CPEICTB aHAIM3a 3aIUILIEHHOCTH.

Takum 0OpazoM, MporpaMMHbBIE CPEJICTBA aHAINM3a 3AIIUIIIEHHOCTH YCIOBHO
MOXHO pa3lieuTh Ha JBa kiacca. llepBwlif Kjacc, K KOTOPOMY MpUHAIIEKAT
CETEBbIC CKaHEphl, MHOTJA HA3bIBAIOT CpPEICTBA MU aHalIM3a 3allUIICHHOCTU
CETEeBOro ypoBHs. BTopoil kiacc, K KOTOPOMY OTHOCSITCS BCE OCTajlbHbIC
pacCMOTpPEHHbIE 37€Ch CpEACTBa, HWHOTJA Ha3bIBAIOT CPEACTBAMHU aHANIM3a
3aIMUIIEHHOCTH CUCTEMHOIr0 YpoBHsA. JlaHHBIE KJlacChl CPEACTB MMEIOT CBOU JO-
CTOMHCTBAa M HEJIOCTAaTKH, a Ha MPAKTUKE B3aUMHO JOMOJIHSIOT JIPyr Jpyra.
CucteMbl aHanu3a 3alUIIEHHOCTH, IOCTPOEHHBIE HA WHTEJUICKTYaJIbHBIX
MIPOTPAMMHBIX areHTaX, SBJISIOTCS OTCHIIMAIBHO 00JIee MOIIHBIM CPEACTBOM, YEM
ceTeBble ckaHepbl. OJIHAKO, HECMOTpPSI HA BCE CBOU JOCTOMHCTBA, HUCIIOJIb30BaHUE
MPOTPAMMHBIX ar€HTOB HE MOKET 3aMEHHUTh CETEBOI'0 CKAHUPOBAHUS, TIOATOMY 3TH
CpencTBa Jydlle MPUMEHSATh cOBMECTHO. Kpome Toro, ckanepsl sIBIIOTCS Ooiiee



IPOCTBIM, JOCTYIHBIM, ACIIEBBIM M, BO MHOTHX clydasx, Oonee 3¢(eKTHBHBIM
CPEACTBOM aHAJIN3a 3aIUILEHHOCTH.

KoHTpoJibHBbIE BONIPOCHI:
1) Kakumu (hakTopamu onpenemnsieTcsi ypoBEeHb 3alIUIIEHHOCTH KOMITBIOTEPHBIX
CUCTEM OT YIpo3 0€30MacHOCTH

2) Urto wucnomp3yroT coBpeMeHHBIX AC 1 aHanu3a KOHQGUTYpPalMOHHBIX
apamMeTpoOB CHCTEMHOro M mpukiaagHoro [10, TeXHUYECKUX CPEICTB M CPEJICTB
3alUThl HHGOpMaIUu?

3) Kakue Bam uzBectHbI cienudukanmu (Security Benchmarks)?
4) Yto Takoe 3amuiéHHoCcTh AC?

Tect mo camocrosiTeqibHOM padore Nel4:

1. Yo B cdhepe nHpopMarimoHHOM 6€301aCHOCTH MPUHATO CUUTATh PUCKOM?

A) XapakTepuCcTUKy, KOTOpasl eJIaeT BO3MOXKHBIM BOZHUKHOBCHHE YTIPO3bI

B) IToTeHuaibHy 10 BO3MOKHOCTD IIOHECTH YOBITKY M3-32 HAPYIICHHSI
0e301macHOCTH HH(GOPMAIITMOHHON CHCTEMBI

C) INoteHnnaIbHO BO3MOYKHOE IMPOUCIIIECTBHE HEBAXKHO, MPEAHAMEPEHHOE MJIH
HET, KOTOPOE MOXKET OKa3aTh HEXKEIATEIHbHOE BO3ICUCTBUE HA
KOMITHIOTEPHYIO CHCTEMY, a TaKKe WH(OPMAITIIO, XPAHSIIYIOCS U
oOpalaTkIBarONIyIOCs B HEH

2. Ha xakue pecypchl MOKET OBITh HampaBJieHa yrpo3a?

A) Ha nro0bie Buibl pecypcoB (MH(POPMAIIMOHHBIH, alapaTHbIH,
IPOrpaMMHBIN U T.JI.)

B) Tosbko Ha anmapaTHbBIC PECypChI

C) Tonbko Ha UH(GOPMAIIMOHHBIE PECYPCHI

3. Uro mpexacTaBiseT co00i cucTeMa C MOJHBIM MepEeKPhITHEM?

A) Cucrema, B KOTOpO# 00ecrieunBaeTcs CeJICKTHBHAS O€30MaCHOCTh

B) Cucrema, B KOTOpO#i BeIeTCsl yUET BCeX BTOPIKEHUH, OJIOKHPYIOTCS TOJIBKO
BPEJIOHOCHBIE TIPOHUKHOBEHHUS

C) Cucrema, B KOTOPOH MMEIOTCS CPECTBA 3aIUTHI Ha KaXKbI BO3MOKHBIH
MyTh MPOHUKHOBEHUS

4. Kakwue u3 mepeuncIeHHBIX XapaKTEPUCTUK HE BXOISAT B CUCTEMY O00eCIIeUeHUs
6e3onacHoctu Kiementca: O - Habop 3amuiiaeMbeix 006ekToB; T - Habop
yrpo3; M - Habop cpeacTB obecnieueHus 0e3onacHOCTH; P- Habop KpeaTHBHBIX
byHKIMi; Z - Ha00p BUHIUKATUBHBIX HHCTPYMEHTOB?

A) O - Habop 3amuiaeMbix 00beKkToB; T - Habop yrpo3; M - Habop cpeacTB
obecnieueHus 6e3omacHoCcTH; P- Habop KpeaTuBHBIX (YHKIUH; Z - HA0Op
BUHINKATUBHBIX HHCTPYMEHTOB

B) P- Habop kpeatuBHbIX QyHKINH; Z - HAOOP BUHAUKATHUBHBIX HHCTPYMEHTOB



C) O - mabop 3ammniaeMbeix 00bekToB; T - Habop yrpo3; M - Habop cpencTB

obecnieyeHus 6e3omacHoCcTH; P- Habop KpeaTUBHBIX (DYHKITUN
5. Kakoe u3 nepeuriciieHHbIX TpeOOBaHUM 10BEpHs K 0€30MMaCHOCTU HE SIBISETCS

CIIPABE/JIUBBIM?

A) K ananu3sy ys3BUMOCTEH

B) Bepudukaiuu KoHTeHTa

C) K texHon0rHH pa3pabOTKU ¥ TECTUPOBAHUIO

6. Kaxkoii u3 nmepedrciIieHHBIX KIaCCOB (DYHKITMOHAIBHBIX TPEOOBAHUHN BKIIFOYAET
TpeOOBaHMS KOAUPOBAHUS UH(POpMAITUN?

A) Kitacc kpunrorpaduaeckoit moyiep KK (KpAnTorpaduaeckon 3anuThl)

B) Kiacc mpuBaTHOCTH (KOH(DHICHITHATBHOCTH )"

C) Kiacc 3amuthl hyHKIHNE 0€30I1aCHOCTH 00BHEKTA

7. Urto mpenacraBisieT co00ii coObITHE - TpUTTEP?

A) D10 0o/1Ha U3 Pa3HOBUIHOCTEH aTak Ha CepBep

B) CoObiTHE, OBIIEKIIICE PeATH3AIMIO WK JalIbHEHIIee pa3BUTHE PUCKOB U
ABJISIFOIIEECS] UACHTU(PUKATOPOM PUCKA

C) CoObiTHe, yBeIMUNBaIOIIEe BpeMsl OTKIHNKAa web — cepBepa

8. Urto hopMupyIOT MOTEHIIMATIBHBIE 3JI0YMBIIUIIEHHbIE JEUCTBUS 10 OTHOUIEHUIO

K 0ObeKTam?

A) Ha6op yrpos Ub

B) IlIa6moHBI Mep TOTEHIIMATBLHOTO MTPOTHUBOACHCTBHS

C) BeposiTHOCTHBIN HAaOOp NSHCTBUIA 110 TIOJJaBICHHUIO YTPO3

9. MoxeT 1 aHaJIu3 yrpo3 KaKUuM-TO 00pa3oM MOMOYb IPU BEIOOPE KOHTPMED

JUTSI IPOTUBOCTOSIHUS YTPO3aM M YMEHBIIICHHSI PUCKOB JI0 TIPUEMIIEMOTO

YpOBHs?

A) [la

B) Her

10.Yem ompenensercs BbICOKAsi CTOMKOCTb CUCTEMBI?

A) YpoBHeM cTOMKOCTH (HYHKIIUU 0€30MMacCHOCTH 00BEKTa OLIEHKH, Ha KOTOPOM
OHa 00EeCIeYMBAET 3alTUTY OT TIIATEIbHO CIUIAHUPOBAHHOTO U
OpraHU30BaHHOTO HapyleHus 6e3onacHocTd OO HapyUIUTENEM C BHICOKUM
NOTEHIIMAJIOM HanaJeHUs

B) YpoBHeMm croiikocTr pyHKIMK O€30MaCHOCTH 00bEKTa OIICHKH, Ha KOTOPOM
oOecrieunBaeTcs aJIeKBaTHAS 3alATa OT CIIyYalHOTO HAPYIICHUS
oe3omacHoctr OO HapyIMIUTEIEM ¢ HU3KHMM ITOTCHIINAIOM HalaAeHUS

C) YpoBHEM CTOMKOCTH, IIPU KOTOPOM 00€CIIeYnBaETCs 3aIllTa OT
IIeJICHAIPABICHHOTO HAPYIICHUS 0€30IMaCHOCTH 00BEKTa OIICHKH
HapYIIUTEJIEM C YMEPEHHBIM MOTCHIIMAJIOM HaNaACHUS



CamocrositesbHast padota Nel5 — Kpurepuu BbI6Opa CKaHepoOB
0e30MacHOCTH

CxaHep 0€30MaCHOCTH — 3TO MPOTPAMMHOE CPEJICTBO NI YAAICHHON WU
JOKAJIbHOW JUArHOCTHKHU Pa3JIMYHBIX 3JIEMEHTOB CETH Ha MPEAMET BBHISBICHUS B
HUX Ppa3IUYHBIX yA3BUMOCTEH. OCHOBHBIMH TIOJB30BATEISIMH TAaKUX CHCTEM
SBIISIIOTCSA MPOQECCHOHABI: aIMUHUCTPATOPHI, CIICIUATIUCTHI TI0 6€30MacCHOCTH U
T.1. [IpocThie monp30BaTEN TOKE MOTYT HCIOJB30BaTh CKaHEPhl OE30MacHOCTH,
HO WH(pOpMaIHs, BbIJJaBacMasi TAKUMHU MTpOorpaMMaMH, KaK TIPaBUIIO criennduyHa,
YTO OTPAaHUYMBAECT BO3MOXKHOCTH €€ HCIOJb30BaHUS HEMOATOTOBICHHBIM
yenoBekoM. CkaHepbl 0€30MacHOCTH 00JIer4aroT paboTy CHEIUanicTOB, COKpaas
CyMMapHO MOTPauYe€HHOE BPEeMSs Ha TIOUCK YSI3BUMOCTEH.

|. Mcnonp3oBanue ckaHepa O€30MAaCHOCTHM HAYMHAETCS C TUJIAHUPOBAHMUS
pa3BEpThIBaHUS U COOCTBEHHO pa3BEépThiBaHud. [loaToMy mepBas rpymnna
KPUTEPUEB KACAETCsl apXUTEKTYpbl CKaHEPOB OE30MAaCHOCTH, B3aUMOJEUCTBUS HX
KOMIIOHEHTOB, UHCTAJULILIAN, YIIPABICHHUS.

Bapuant npoOHnoil Bepcuu. Ilpexne yem mnpuoOperaTb NPOAYKT, HUMEET
CMBICII OLIEHUTBH €70, CKauaB IPOOHYIO BEPCUIO.

Hanuuue anmapaTHO-porpaMMHOTO BapuaHTa. B 001acTu cpencTB 3aiiuThl
B IOCJEAHEE BpEMsl HAMETUJIACh YCTOMYMBAs TEHIACHIMSA IIEPEX0Ja OT YHCTO
IIPOTPaMMHBIX  peanv3auui K IIPOrPAMMHO-AIIaPATHBIM. [IporpammHoO-
anmnapaTHbI BAPUAHT MPOYKTa BKIIIOYAET B CeOs:

l.AnnapatHoe  oOecrieueHue  (KOMIBIOTEP €  YE€TKO  OMUCAHHOU
crienuduKanuen).

2.YcraHoBneHHas W HacTpoeHHas orepainuonHas cucrema (OC). OObdHO
3TO «yceu€Hubii» Bapuant OC Linux.

3.Co0OCTBEHHO caM MPOJIYKT, B JAHHOM cllydae, CKaHep 0€301MacHOCTH.

OT10 AaéT caeAyolre NPEeuMyIIecTBa:

*Bpurpeiil mo BpeMeHH (YCTpPOWCTBO TOTOBO K paboTe cpa3y mocie
pruoOpeTEHUS)

*Hanéxnocts (Mckmouenue u3 ucnoiabzyeMoit OC HeHyXHBIX (YHKIIHIA)
*CHIDKEHUE 3aTpaT Ha BHEJAPEHUE, TOAICPIKKY, OOyUEeHHE U T. .

N ecimm 11 MEXKCETEBBIX SKPAaHOB M CHUCTEM OOHapyKEHHUS aTak
IIPOTPAaMMHO-ANIAPATHBIE PELICHUs — TENEPh YK€ HE PEAKOCTh, TO JJII CKAHEPOB
0€30MacHOCTH — 3TO HANPABIECHUE TOJBKO-TOJIbKO HAUMHAET BHIPUCOBBIBATHCS.

[Inatpopma. B ciydae BbIOOpa B MOJB3Y NPOrPaMMHO-ANIIAPATHOTO
peleHns: He BO3HMKAET BOMPOCOB HU MO BBIOOPY ammapatypsl, Hu o Beioopy OC
(1 3TO OAHO M3 TMPEHMYIIECTB Takoro pemienus). Ho, mockoiapky B oOmactu
CKaHEpOB O€30MacHOCTH TOKa YTO TNPeodsagaroT MPOrpaMMHBIE PEIIeHUs,
BO3HHKaET Bompoc Beioopa OC. 3amaya 3Ta TpuBHAIbHA U HE TPeOyeT MOAPOOHOTO
paccMOTpeHus (OCTaTOYHO N3YYUTh CUCTEMHBIC TPEOOBAHU).



Hanmnuue pacnpenen€HHON apXUTEKTYPHI.

D10, moXadyd, camblil TJIaBHBIM MapaMeTp AaHHOM Tpynnbl. Cucrema
aHanu3a 3alMIIEHHOCTH MOXET MMETh PACIpEAeNEHHYI0 apXUTEKTYpy, B 3TOM
CJIy4ae OHa COCTOMT KAK MUHMMYM M3 JIBYX THUIIOB KOMIIOHEHTOB:

*AreHr (cepBep)
*KoHcob (KJTueHT)

CoOCTBEHHO, CKaHEpOM TMPU ITOM SBISETCA CEpPBEpHAas 4acTh (areHT).
Hannuue pacrpeneneéHHomn APXUTEKTYPbI nobapseT THOKOCTh 151
MacITabMpyeMOCTh MPU pa3MEIEHUU CKaHepa 0e30MacHOCTH B KOPIOPATUBHOU
CeTU, 0OCOOEHHO B OOJIBIIION, TEPPUTOPUATILHO-pacpeAeiéHHOW. JIOBOJIBHO YacTo
CKaHUPOBAaHUE NPUXOIUTCS NPOBOJUTH C PA3HBIX «TOYEK 3PEHUSD), HAMPUMED,
JEMUJIUTAPU30BAaHHYI0 30HY MOXHO CKaHHpOBaTh KakK CHapyxu (uepes
MEXCETEBOM JKpaH), TaK M HEMOCPEJACTBEHHO U3 €€ cermMeHTa. Bo3HHKaioT
CUTyalli, KOorJa Jyisl TPOBEIACHUS CKAaHUPOBAHUS «HOYTOYK» CO CKaHepaMu
0e30macHOCTH  «ImyTemiecTByeT» oT ¢unuana k ¢umuany. Yacro camo
nepeMelIeHe KOMIBIOTEpPa CO CKAHEPOM U €r0 MOAKIIOUEHUE — Liefas npodiema,
HE CTOJIbKO TEXHUYECKas, CKOJIbKO OpraHu3alMOHHas (MOJIyYeHUE pa3pelieHus Ha
JOCTYIl B CEPBEPHYIO U T. II.). PelleHneM B JaHHOM cilydae CJENyeT CUHUTATh
HAJIMYKE y CKaHEPA PaCIPEICIIEHHON apXUTEKTYPBHI.

OTO HACTOJIBKO BAXXHBIM KPUTEPUM, UTO CIEAyeT OCTAHOBUTHCS Ha €ro
OTIMCaHUU HECKOJIbKo mojapobOHee. [Ipexie Bcero, 3TOT KpPUTEpHM BaKeH Jis
6ombIoii cetu. CkaHMPOBAHKWE OTPOMHOTO YHMCJIA y3JI0B, CKAHUPOBAHHUE C PA3HBIX
TOYEK 3PEHUS C MOCIEIYIONTUM CPaBHEHUEM PE3YJIbTaTOB — 3/1€Ch BPSII JIU YIACTCA
000UTUCH OTHUM HOYTOYKOM CO CKaHEPOM.

Hammume  pacripenesi€HHOM — apXUTEKTypbl U LEHTPAJIM30BAHHOTO
yIOpaBJEHUS] — JIOBOJBHO 3HAYUTENbHOE IMpeuMyliecTBO. Cleayronme HECKOJIbKO
KPUTEPUEB OTHOCATCS K CKAHEPaM, UMEIOIIUM PaCIPEACIEHHYIO apXUTEKTYPY.

B cnydae pacnpenen€HHON apXUTEKTypbl KIMEHTCKAass U CEpBEpHas 4acTu
B3aMMOJICHCTBYIOT APYT C IPYroM Io cetd. Ha TpaHCOpTHOM YpOBHE ISl 3TOTO
MOTYT OBITh HCHOJIb30BaHbl MPOTOKOJAbI TCP wmm UDP (ana Bcex 4eThpéx
CpaBHUBAaEMBIX CKaHEPOB pa3paboTurkamu ObLT BEIOpaH mpoTokos TCP).

Ha npuxnagHoM ypoBHE MOXET MCIOJB30BAThCS JTUOO CBOM COOCTBEHHBIM
MIPOTOKOJ, TUOO CTaHJAPTHBIN.

KOHTpOJILHI)Ie BOIIPOCHI:

1) Jlnst 9ero HeoOXO0UM CKaHEep YS3BHMOCTH?

2) Kakue ckaHepsl yss3BUMOCTH Bbl 3HaeTe?

3) Uto BKIIOYAKOT B ce0s1 MHOTO(YHKITMOHAIBEHBIC CKaHEPHI YSI3BUMOCTH?
4) OcHoBHbIe (hyHKIMH ckaHepa Symantec Security Check?

5) Henocratku ckanepa Nessus?



Tect mo camocrosiTenbHOM padore Neld:

1. K MeTononornu xakepcTsa MOKHO OTHECTH:
A) CrryuaifHbI¥ IOMCK WU pa3BeKa JIJIsl ONpPEeACIICHHS KEPTB

B) C6op 0a30BbIX CBeCHHUIA
C) BoInoHeHHE 3KCIIONTA
D) Co3nanue nepeduHs nmapameTpoB
E) CokpeiTue neicrBuii
F) 3onaupoBanue
2. ATtaku, BIHSIIOIIME HA JTOCTYITHOCTh M HAJC)KHOCTh CaliTa, Ha3bIBAIOTCS:
A) Denial of Service
B) DoS
C) ArakaMu Ha OTKa3 B 00CITyKHBaHHH
D) DsO
E) Down Service
3. MotuBamMu XaKepOB SBIISIOTCS:
A) Bricka3biBaHHE CBOETO MOJUTUYCCKOTO MHEHHUS
B) JIroGombITcTBO
C) YkioHeHue oT (PMHAHCOBOW OTBETCTBEHHOCTH
D) XKenanue 3asBUTH 0 cede
4. ObGecneueHne 6€30MaCHOCTH BKIIIOYAET B CeOsI CIEAYIOIINE OCHOBHbBIE 3a]a4u:
A) O6HapyxeHHne
B) PearupoBanue
C) IIpenoTBpaiicHue
5. K arakam Ha coaepkuMoe 1 HH(HOPMAIIUIO MOKHO OTHECTH:
A) Hapymienne KoHpHIESHIIHATBHOCTH
B) IloBpexaenne oTrodOpakaeMoro Ha BeO-caliTe COAEPKUMOTO
C) MolieHHIYeCTBO
D) Vnaneunwue daiinos
6. IIpoHMKHOBEHHE TIOCPEACTBOM HE3aKOHHOW ayTeHTU(UKAIINH B OTHOMN
YUETHOW 3aIuCH JUTs TIepeMeIieHuss ((UHAHCOBBIX CPEACTB B IPYTYIO YUCTHYIO
3aIUCh - 3TO CICAYIOUIMNA TUI aTaKU:
A) AHHyTHpOBaHUE TPaH3AKIIHH
B) Mackapan
C) B3iiom TabmIl MapIipyTH3aTOpPOB
D) MormieHHHYECTBO
7. OHU 3aIMIIA0T BHYTPEHHUE PEeCypChl, MACKUPYs peasbHble [P-aapeca
KOMIBIOTEPOB U OJIOKUPYS MOMBITKU JOCTYTA K CETH, HHUIIUAPOBAHHBIE H3BHE,
€CIIM TOJIbKO BHEIIHUHN TIOJIb30BaTENh HE SBISIETCS 3aKOHHBIM 1
aBTOPU30BAHHBIM COTPYIHUKOM OpTaHHU3AIIH:
A) Firewalls
B) Bpanamayapsl
C) MapuipyTu3aTopbl



D) CereBbie skpaHbl
8. BriOGepuTe BepHbIE YTBEPKICHUS:

A) [IpuMeHeHre TEPMUHAIBHOTO JJOCTYIIA XapaKTePU3yeTCsl CHIDKEHHEM
3aTpaT Ha COJIep’KaHHe CEPBEPOB

B) [IpuMeHeHue TEPMUHAIBHOTO JIOCTYIA XapaKTEPU3yeTCs CHUKEHUEM
3aTpaT Ha coJiep)KaHne pabounX CTaHIIUH

C) IIpumeHeHrE TEPMUHATIBHOTO JOCTYIIA XapaKTePU3YETCs CHUKCHUEM
00111er0 ypoBHS 0€30MacCHOCTH

9. Kakue mpeuMylIiiecTBa UMeeT anrapartHas peanusainus VPN?
A) CkopocTb
B) JlemeBusna
C) Bbe3omacHocTh

10.Br16epute BepHOE YTBEPKICHHE:

A) TIpu ucnonp30BaHUU BeO - MPUIIOKEHUH aIlITapaTHasi apXUTEKTypa CKPhITa
OT NOJIb30BATEIA

B) Jloruka BbIIOSHEHUS BeO - MPUIIOKEHUH BCET/Ia CKPBITA OT MOJIb30BATEISA

C) Be0 - npuitoskeHue moipa3yMeBaeT BBIIIOJHEHUE BCEX BIYUCIUTEIBHBIX
3a/lay Ha CTOPOHE KJIMEeHTa



CamocTrosiTesbHast pabota Nel6 — MeToabl oTpa:keHUil BTOPKEeHU I

Cucrema oOHapy:xkenusi BTop:xkenmid (COB) — mnporpammHoe wuiu
amnmapaTHOEe  CpPEACTBO,  MpEeAHA3HAYeHHOE Ui BBIIBICHHA  (AKTOB
HEaBTOPU30BAaHHOTO  JIOCTylla B KOMIBIOTEPHYIO  CHCTEMY WU CETh JIN0O
HECAaHKIIMOHUPOBAHHOTO YIpPAaBICHUS WMH B OCHOBHOM 4epe3 MHTepHeT.
CooTBeTcTBYyIOIIMY aHrmickuii TepmuH — Intrusion Detection System (IDS).
Cucrembl OOHapy>KEHHUS BTOPKEHHUI O0ECIEeuMBalOT OMOJIHUTEIBHBIA YPOBEHB
3alIUThl KOMIBIOTEPHBIX CUCTEM.

CucteMbl OOHApY>KEHHUSI BTOPKCHUN MCIOJIB3YIOTCS Il OOHapyKeHUs
HEKOTOPBIX THUIOB BPEIOHOCHOM AaKTUBHOCTH, KOTOpas MOXKET HAPYUIUTh
0€301MacHOCTh KOMIBIOTEPHOM cucTeMBI. K Takol akKTUBHOCTH OTHOCSITCSI CETEBBIC
aTaKu MPOTHUB YSI3BUMBIX CEPBUCOB,  aTakW, HAIIPABJICHHBIC  HA IOBBIIICHUE
MPUBUJIETUI, HEABTOPU30BAHHBIN JOCTYI K BOXKHBIM (haiiyiaM, a TakKe JCHCTBUA
BpPEIIOHOCHOTO IIPOrPaMMHOTO obecrieueHus (KOMITBIOTEPHBIX
BHUPYCOB, TPOSIHOB U YepBEi)

OO6b1yHO apxutekTypa COB BKiIOYaeT:

- CEHCOpHYIO MOJICUCTEMY, TIpeAHa3HAYeHHYI i cOopa COOBITHH,
CBSI3aHHBIX C OE30MACHOCTHIO 3aIUIIIAEMON CUCTEMBI

- TIOJICUCTEMY aHaln3a, NPEIHA3HAYCHHYIO [UIS BBISBJICHHUS aTak U
MOJIO3PUTENBHBIX AEHCTBUIA HA OCHOBE JIAHHBIX CEHCOPOB

- XpaHWIHUIE, OO0eCIeurBaloNIee HAKOIUICHUE TIIEPBUYHBIX COOBITHUM U
pe3yJabTaTOB aHAJIN3A

- KOHCOJIb YTIpaBJIeHUs, 03BoJIsItoas koHpurypuposats COB, Habmonath
3a cocrossHMeM 3amuuiaemor cucrembl 1 COB, nmpocmaTpuBaTh BBISIBICHHBIE
IIOZICUCTEMON aHAJIN3a UHLIUIEHTHI

Cy1ectByeT HECKOJIbKO crtoco0oB kinaccudukanuu COB B 3aBUCUMOCTH OT
THMA U PACMOJIOKEHUS CEHCOPOB, & TAKKE METOJ0OB, UCIIOJIb3YEMBIX MOACUCTEMOMN
aHaju3a JJIsl BBISBICHUS MMOJ03PUTEIBbHON aKTUBHOCTH. Bo MHOrux npocteix COB
BCE KOMIIOHEHTBI PEAIN30BaHbl B BUAE OJHOTIO MOAYJISA UM YCTPOMCTBA.

Buabl cucrem 00HApyKeHUS BTOPKEHUI.

B cereBoit COB, ceHcopbl pacnojoXeHbl Ha BaXKHBIX JJIs1 HaONIOACHUA
TOYKaX CETH, YaCTO B IEMHJIMTAPU30BAaHHOM 30HE, WM Ha rpaHune cetu. CeHcop
NepexXBaThIBAET BECh CETEBOM TpauK M aHAIU3UPYET COAEPKUMOE KaXKIO0ro
NaKkeTa Ha HaJIN4ue BPEAOHOCHBIX KOMITOHEHTOB. IIpoTOKOJIbHBIE
COB ucnonb3ytorcs 1711 OTCIEKMBaHUA TpaduKa, HApPYyIIAIONMIEro MpaBHia
ONPENICICHHBIX MPOTOKOJIOB JUMOO CHUHTaKCUC sA3blka (Hampumep, SQL).
B xoctoBeix COB ceHcOp OOBIYHO ABISETCS MPOrPAMMHBIM areHTOM, KOTOPBIN
BEJIET HAOJIIOJIEHUE 3a aKTHBHOCTBIO XOCTa, Ha KOTOpBIM ycTaHOBIEH. Taxke
CYLIECTBYIOT T'MOpUAHBIE BEpCUU NiepeunciieHHbIX BugoB COB.

CereBas COB (Network-based IDS, NIDS) orcnexuBaer BTOp:KeHUS,
npoBepsisi ceTeBoi Tpaduk W BemeT HAOMIOJCHHE 33 HECKOJBKUMHU XOCTaMU.


https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82
https://en.wikipedia.org/wiki/Intrusion_detection_system
https://ru.wikipedia.org/wiki/%D0%A3%D0%B4%D0%B0%D0%BB%D1%91%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D0%B5_%D0%B0%D1%82%D0%B0%D0%BA%D0%B8
https://ru.wikipedia.org/wiki/%D0%A3%D0%B4%D0%B0%D0%BB%D1%91%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D0%B5_%D0%B0%D1%82%D0%B0%D0%BA%D0%B8
https://ru.wikipedia.org/wiki/%D0%A3%D1%8F%D0%B7%D0%B2%D0%B8%D0%BC%D0%BE%D1%81%D1%82%D1%8C_(%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C)
https://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D0%B2%D1%8B%D1%88%D0%B5%D0%BD%D0%B8%D0%B5_%D0%BF%D1%80%D0%B8%D0%B2%D0%B8%D0%BB%D0%B5%D0%B3%D0%B8%D0%B9
https://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D0%B2%D1%8B%D1%88%D0%B5%D0%BD%D0%B8%D0%B5_%D0%BF%D1%80%D0%B8%D0%B2%D0%B8%D0%BB%D0%B5%D0%B3%D0%B8%D0%B9
https://ru.wikipedia.org/wiki/%D0%9D%D0%B5%D1%81%D0%B0%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B9_%D0%B2%D0%B8%D1%80%D1%83%D1%81
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B9_%D0%B2%D0%B8%D1%80%D1%83%D1%81
https://ru.wikipedia.org/wiki/%D0%A2%D1%80%D0%BE%D1%8F%D0%BD%D1%81%D0%BA%D0%B0%D1%8F_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%87%D0%B5%D1%80%D0%B2%D1%8C
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D0%BD%D1%81%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D0%BE%D0%B1%D0%BD%D0%B0%D1%80%D1%83%D0%B6%D0%B5%D0%BD%D0%B8%D1%8F_%D0%B2%D1%82%D0%BE%D1%80%D0%B6%D0%B5%D0%BD%D0%B8%D0%B9
https://ru.wikipedia.org/wiki/DMZ_(%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B5_%D1%81%D0%B5%D1%82%D0%B8)
https://ru.wikipedia.org/w/index.php?title=%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D0%A1%D0%9E%D0%92&action=edit&redlink=1
https://ru.wikipedia.org/w/index.php?title=%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D0%A1%D0%9E%D0%92&action=edit&redlink=1
https://ru.wikipedia.org/wiki/%D0%A5%D0%BE%D1%81%D1%82%D0%BE%D0%B2%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D0%BE%D0%B1%D0%BD%D0%B0%D1%80%D1%83%D0%B6%D0%B5%D0%BD%D0%B8%D1%8F_%D0%B2%D1%82%D0%BE%D1%80%D0%B6%D0%B5%D0%BD%D0%B8%D0%B9
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D1%8B%D0%B9_%D0%B0%D0%B3%D0%B5%D0%BD%D1%82
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D0%BE%D0%B1%D0%BD%D0%B0%D1%80%D1%83%D0%B6%D0%B5%D0%BD%D0%B8%D1%8F_%D0%B2%D1%82%D0%BE%D1%80%D0%B6%D0%B5%D0%BD%D0%B8%D0%B9

CereBas cucteMa OOHAPYKCHHsSI BTOPKECHHMHA TIOJIy4aeT JOCTYI K CETEBOMY
TpaduKy, MOAKIIOYASCh K Xal0y WM CBUTYY, HACTPOECHHOMY Ha 3€pKajIUpOBaHUE
noptoB, Jaub6o cereBoe TAP  ycrpoiictBo. IIpumepom cereBoii COB
aBJsieTcst SNort.

Ocnoannas Ha nipotokojie COB (Protocol-based IDS, PIDS) npencrapnser
coboii cuctemy (JinOO areHta), KoOTOpas OTCIEKHBACT W aHAJIU3UPYET
KOMMYHUKAIIMOHHbIE ~ TMPOTOKOJIBI ~ CO  CBA3AHHBIMM  CHUCTEMaMd WU
nosb3oBatessiMu. st Be6-cepBepa nojgooHass COB oOb14HO BesieT HaOI0/ICHHE 32
HTTP w HTTPS nporokomamu. IIpum wmcnons3oBannun HTTPS COB pomxHa
pacnonaratbcs Ha TakoM uHTepderice, 4To0nl mpocmaTpuBaTh HTTPS nakets enié
710 UX MMGPOBAHUS U OTIIPABKH B CETh.

OcHoBaHHas Ha npukiIaaHbix mpotokonax COB (Application Protocol-based
IDS, APIDS) — aT0 cuctema (Wiu areHr), KOTopasi BeJeT HaOJI0ACHUE W aHAIN3
JaHHBIX, TEpPeaBaeMbIX C KCIOJb30BAaHUEM CIENU(UYHBIX IS OMpPEIeICHHBIX
npuiokeHui nporokonos. Hanpumep, Ha BeO-cepepe ¢ SQL 6a30it nanusix COB
Oyzaet oTcnexuBaTh cogepxkumoe SQL komana, mepesaBaeMbIX Ha cepBep.

V3noBas COB (Host-based IDS, HIDS) — cucrema (wim arenr),
pacroyio)keHHasT Ha XOCTe, OTCIICKUBAIOIIAS BTOPKCHHS, HWCIOJb3Yys aHaJH3
CHCTEMHBIX BBI30BOB, JIOTOB MPHJIOKEHHH, MOAU(DUKani (HaiioB (MCIIONTHIEMBIX,
¢aiiioB mapoJieil, CUCTEMHBIX 0a3 JIaHHBIX), COCTOSHUSI XOCTa U TPOUUX
uctouHnkoB. [Ipumepom siBnsiercss OSSEC.

I'mbpunnas COB coBmeniaer nBa u OoJiee moaxoaoB Kk pazpadborke COB.
JlaHHBIE OT areHTOB Ha XOCTaX KOMOMHHMPYIOTCS C CETeBOM HH(pOpMaluein s
CO3JaHusl HauOoJee MOJHOrO MPEJACTaBICHUsI 0 0e30MmacHOCTH ceTu. B kauecTse
npumepa rudpunHoit COB moxHO npuBectu Prelude.

CymiecTByeT JBa OCHOBHBIX IIOAXOJAa K OOHapyXEHUIO BTOPKEHUM:
1.CurnarypHsIi;
2.11oBeneHuyeckui.

Curnarypsbiii ananu3 Tpaduka B IDS oueHp MOX0X HA TPUHLIUI PaOOTHl MHOTHX
anTuBHpycoB. CeTeBol TpapuK aHATM3UPYETCS M CPABHUBAETCS C 0a30il TaHHBIX
CUTHATYp, B KOTOPOI XpaHUTCS UH(OpMALMsI O BPEAOHOCHBIX NPOrpaMmax, €Clid B
Tpaguke OOHapy>KMBAETCS BPEAOHOCHBIH OOBEKT, CUCTEMA OINOBEUIAET 00 ITOM
OTBETCTBEHHOE JMLO.

IToBeneHYecKku aHaIM3 3aKI0o4YaeTcs B TOM, YTO BKIIOYEeHHas B ceTh IDS
UCCIIeIyeT HOpMalbHOE TOBeJIeHHE M (YHKIIMOHUPOBAHUE IIOJIb30OBaTEIEH U
MPUJIOKEHUI B CETH, U 3aTE€M, HA OCHOBAHMHU MOCTPOCHHOW MOJEIU CUCTEeMa
0OHapyXMBAET HEKOPPEKTHOE W aHOMAJIbHOE TOBEACHHE IMOJIBh30BaTEICH OO
IIPUIIOKECHUM.


https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D0%BA%D0%BE%D0%BD%D1%86%D0%B5%D0%BD%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D0%BA%D0%BE%D0%BC%D0%BC%D1%83%D1%82%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/w/index.php?title=%D0%97%D0%B5%D1%80%D0%BA%D0%B0%D0%BB%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5_%D0%BF%D0%BE%D1%80%D1%82%D0%BE%D0%B2&action=edit&redlink=1
https://ru.wikipedia.org/w/index.php?title=%D0%97%D0%B5%D1%80%D0%BA%D0%B0%D0%BB%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5_%D0%BF%D0%BE%D1%80%D1%82%D0%BE%D0%B2&action=edit&redlink=1
https://ru.wikipedia.org/w/index.php?title=TAP_%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%BE&action=edit&redlink=1
https://ru.wikipedia.org/wiki/Snort
https://ru.wikipedia.org/wiki/%D0%A5%D0%BE%D1%81%D1%82%D0%BE%D0%B2%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D0%BE%D0%B1%D0%BD%D0%B0%D1%80%D1%83%D0%B6%D0%B5%D0%BD%D0%B8%D1%8F_%D0%B2%D1%82%D0%BE%D1%80%D0%B6%D0%B5%D0%BD%D0%B8%D0%B9
https://ru.wikipedia.org/wiki/OSSEC
https://en.wikipedia.org/wiki/Prelude_Hybrid_IDS

KonTpoabHbIE BONIPOCHI:

1) Kakue metonbsl oOHapyxeHus: Bam u3BecTHbI?

2) IlpeumyiiiecTBO criocoda 0OHAPYKEHUS aHOMAJIHI?

3) Kakwue aTaku MOTYT BBITIOJHATH 37I0yMBIIIJICHHUKA?

4) MoryT Ji1 ceTeBble CUCTEMBI OOHAPYKEHHS BTOPKECHUH
B3aMMOJICIICTBOBATD C APYTUMHU CUCTEMaMH 0€30IacHOCTH?

Tect mo camocrTosiTesibHOM padoTe Nel6:

1. Akt ITPOHUKHOBCHUA B KOMIIBIOTCPHYIO CUCTEMY HUJIN CCTh - OTO!:

A) Ousnveckas aTaka

B) ConnaibHblii MHXUHUPUHT

C) Kpekunr

D) XakepcTBO
. MoTHuBaM# XaKepOB SBISIOTCS:

A) Bricka3biBaHHE CBOETO MOJUTHISCKOTO MHEHUS

B) JIroGombITcTBO

C) YkioHeHue oT (PMHAHCOBOW OTBETCTBEHHOCTH

D) XKenanue 3asBUTH 0 cede

ObecrnieueHre 0€30NMaCHOCTH BKITIOYAET B Ce0s1 CIICAYIONINE OCHOBHBIC 3a/1aUH:
A) OGHapyxeHHe

B) PearupoBanue

C) IIpenoTBpaiicHue

K atakam Ha conepkumMoe U HH(OPMAIIUIO MOKHO OTHECTH:

A) Hapymienue KoHpHIEHIIHATBHOCTH

B) IloBpexenne orodOpakaeMoro Ha BeO-caliTe COAepKUMOTO

C) MoI11eHHUYECTBO

D) Vnanenwue daiinos

[TpoHHKHOBEHNE TTOCPEICTBOM HE3aKOHHOW ayTeHTU(UKAITUU B OJTHON
YYETHOM 3aIKCH JIJIsl IEpeMeENIeHHs] PUHAHCOBBIX CPEICTB B APYTYIO YICTHYIO
3aIUCh - 3TO CICAYIOUIMNA TUI aTaKU:

A) aHHYJIHpOBaHKE TPAH3AKIIUN

B) mackapan

C) B3110M Ta0JIMII MapIIPYTU3aTOPOB

D) MomieHHHYeCTBO

OnHwu 3amuUIIa0T BHYTPEHHUE PECYPCHI, MacKUpys peanbHbie [P-anpeca
KOMIBIOTEPOB U OJIOKUPYS MOMBITKU JOCTYTA K CETH, HHUIIUAPOBAHHBIE H3BHE,
€CIIM TOJIbKO BHEIIHUHN TOJIb30BaTENh HE SBISIETCS 3aKOHHBIM 1
aBTOPU30BAHHBIM COTPYTHUKOM OPTaHU3AINH:

A) Firewalls

B) Bpanamayspsr



C) MapuipyTu3aTopbl
D) CeteBbie SkpaHbI
7. Araku, HampaBJICHHBIC HE Ha KOHKPETHYIO OPTaHU3AIINIO, a Ha OOJIBIIIOE YUCIIO
HOTCHIIHAILHBIX KEPTB - TO:
A) ATtaku IUPOKOTO JUara3oHa AeHCTBHS
B) Ataku y3KOHAIPaBIEHHOTO JCHCTBUS
C) YuuBepcaabHbIe aTaKu

8. K ocHOBHBIM COCTaBJIAIOIIIUM 0e301acHOCTH I/IH(I)OpMaHI/II/I, KaK IIpaBHJIO,
OTHOCAT:

A) TTone3Hocthb
B) LlenocTHOCTH
C) [NoanuHHOCTH

9. VYpoBeHb 3penocTH yInpaBleHUs PUCKaMH, P KOTOPOM B OpraHU3AINH
pa3zpaboTan 0a30BbIN MPOLIECC YIIPABICHUS PUCKAMMU:

A) TToBTOpSsiembIit
B) V3kocnenuann3upoBaHHbIH
C) Hanmu4ue onpe/eIeHHOro mporiecca
D) ynpasisiembrii
10.YTo 13 nepeuncIeHHOr0 MOKET HE SIBIATHCS YSI3BUMOCTBIO:
A) Ommbka B HaCTPOHKaX MEKCETEBOro IKpPaHa.
B) Ommbka B HacTpoikax MapIipyTH3AIHH.
C) Ommbka B MporpaMMHOM OOECIICUCHHUH.

D) Cnaboe mMecTo B CUCTEME, C UCIIOIb30BAHUEM KOTOPOTO MOXKET OBITh
OCYLIECTBJIEHA aTaKa.



CamocrositeabHas padora Nel7 — OCHOBBI NOCTPOEHUS CUCTEM
00HapY:KeHUsI BTOPKeHU I

Cucrembl o0OHapy:xkeHuss BrTopxkeHuss (COB) — 53710 cucremsi,
cobuparomue WHPOPMAIMIO W3  PA3NIMYHBIX  TOYEK  3allHIaeMOun
KOMITBIOTEPHOW CUCTEMBI (BBIYHCIUTEIHLHON CETH) M aHAIU3HPYIONTUE 3Ty
uH(OPMAITUIO NIl BBISBICHUS KaK TOMBITOK HAPYIICHUS, TaK U PeaTbHBIX
HapyIICHUH 3aIUTHI (BTOPKEHUH ).

Cucrembl 0OHAPYKEHHS aTaK MPEACTABISIIOT COO0N HHCTPYMEHTHI
yIPABJICHUS 3aIIUTON, KOTOPHIE:

o C06HpaIOT I/IH(I)OpMaLII/II-O OT »OeJoro psaaa CACTEMHBIX HCTOYHHUKOB.

o AHaNMM3UPYIOT 3Ty HHPOPMAIUIO HA MPEAMET HaJINuus 11a0JIOHOB,
OTpaXaroIIKX 3710yNOTPEOICHHS I HEOOBIYHYIO EATEIbHOCTb.

o B HexoTOphIX cayyasx aBTOMaTHYECKH PEarupyroT Ha OOHAPYKEHHYIO
JESITENBbHOCTD.

o [eHepupyIOT OTUET ¢ pe3yabTaTaMH, MOJTYYSHHBIMU B T€YCHHUE MTpoIiecca
OoOHapyKEeHHSI.

Jlo HEnaBHETO BpeMeHM HanboJiee pacrpocTpaHeHHol cTpykTypoir COB
ObL1a MOJIeNh, peaioxkenHas Jlopotu Jleanunr (D. Denning).

B coBpeMeHHbIX cucTeMax 0OHApY>KEHUS JIOTUYECKHU BbIICIISIOT
CJIEIYIOLIME OCHOBHBIE AJIEMEHTHI: MOJICUCTEMY cOopa nHpopmaIuu,
MOACUCTEMY aHalli3a U MOAYJb MIPEJCTABIICHUS JaHHBIX.

o [Toacucrema coopa mHGopManuM UCIIOJIB3YETCA U1l COOpa NEPBUUHOM
UH(popMaIuu 0 padoTe 3alUIIaeMON CUCTEMBI.

o [loacucrema anaamu3a (oOHapy>KEeHHUSI) OCYIECTBIISET MOMCK aTaK U
BTOPKECHUH B 3aIIUIIAEMYIO CUCTEMY.

e [Toacucrema npeacTaBeHUus1 JAHHBIX (TI0JIH30BATEILCKUN HHTEPPEIC)
103BOoJIsIeT noJib3oBaTeao(siM) COB cieauTh 3a COCTOSITHUEM 3allUIIaeMOM
CUCTEMBL.

[loacucrema cbopa wuHbOpPMALMK aAKKyMYJIUPYeT JaHHbIE O padoTe
3amuiaeMon cucremsl. s coopa MH(pOpMAMKM HCHONB3YIOTCS aBTOHOMHbBIE
MOZYJIA — JaT4YuKU. KOJIMYECTBO NCMIOIB3yEeMBIX TaTUNKOB PA3JIMYHO U 3aBUCHUT OT
cnenuduky 3amumaemoit cuctemsl. laturiku B COB npunaTo knaccuduimpoBathb
o xapaktepy cobupaemoir nHpopmaruu. B cooTBeTCTBUU ¢ 0OIIEH CTPYKTypOu
WH()OPMAITMOHHBIX CUCTEM BBIICIISIOT CICAYIOIINE THUTTHI:



® ATYMKU MPUJIOKEHUN — JaHHBbIE O paboTe MpOrpaMMHOr0 00ecreYeHUs
3aIUIIAEMON CUCTEMBI;

® JaTYNKU XOCTa — (PYHKIIMOHUPOBAHHWE pabouel CTaHIIMW 3aIlUIAeMOM
CUCTEMBI,;

® JJATYUKHU CETH — COOp JAHHBIX JIJIS OIIEHKH CETEBOTO TpaduKa,

® MEXCETEBblE  JAaTYMKKM —  COJEP)KAaT  XapaKTePUCTUKU  JaHHBIX,
HUPKYJIUPYIOUIUX MEXK]Y CETSIMU.

CucteMa oOHapyKEHHUSI BTOPKEHUSI MOXKET BKJIFOYATh JIIOOYI0 KOMOWHAIIUIO
U3 TIPUBEICHHBIX THUIIOB JAaTYHUKOB.

[loncucrema aHanmu3a CTPYKTYPHO COCTOMT M3 OJHOTO WM Oosee
MOJAyJell aHanM3a — aHaau3aTtopoB. Hanmumume HECKONBKUX aHAIM3aTOPOB
TpeOyeTcss Ayig TOBBbIIEHUS dSPQPEeKTUBHOCTH OOHapyxeHus. Kaxabii
aHAJIM3aTOpP BBHITIONHSET MOMCK aTaK WM BTOPKEHUH OIMpPENeJICHHOTO THIIA.
BxomHbIMM  maHHBIMH I aHaIM3aTtopa  sABIseTcs wuHpopmamms U3
noJIcuCTeMbl cOopa MHGOpPMAIIMK WM OT APYroro aHaiam3aTopa. Pesymnprar
paboThl MOACUCTEMBI — UHAMKAIMS O COCTOSHUM 3allUIlaeMoil cuctemsl. B
ciyvae, Korja aHamM3aTop coo0rmraeT 00 0OHapyKEHUH
HECAaHKIIMOHUPOBAHHBIX JCHCTBUM, HAa €ro BBIXOJE MOXKET IOABIATHCA
HEKOTOpast JomoyiHuTenbHas wuH@opManus. OObMHO dTa uWHGOOPMAIUsS
COJICPKUT BBIBOJIBI, TOITBEP K IAONINE (PAKT HATMYHS BTOPIKEHHUS UM aTaKU.

IToncucrema MPEJICTaBICHUS JTAHHBIX HE00XoIuMa TU1st
WH(QOPMUPOBAHUS 3aUHTEPECOBAHHBIX JIMI[ O COCTOSHUU 3alllUIaeMOU
cuCTEMBl. B HEKOTOpBIX cHUCTEMax NPEANOIaracTcsi Haaudue TPYII
MOJIL30BATENICH, KaxJaas W3 KOTOPHIX KOHTPOJUPYET OMNPEACICHHbBIC
nojcucTeMsl 3amumaeMon cucteMbl. [loaromy B Takux COB npumensiercs
pa3rpaHuyYeHUE JOCTYNa, TPYNIOBBIC MOJUTUKH, TOJHOMOYHS U T.I.

KoHTpoJibHBIE BOIIPOCHI:

1) Uro Takoe cUCTEeMbl OOHAPYIKEHHSI BTOPKCHHUS?
2) OCHOBHBIE DJIEMEHTBI CUCTEMBI OOHAPYKEHUS?
3) Kakue Tunsl natunkoB Bam uzBecTHbI?

4) Yo Takoe aHanuzaTop?

Tect mo camocTosiTesibHOM padoTe Nel7:

1. TlpuHuun HEOOXOAMMOTO 3HAHUS:



A) Crparerus 3ammThl HHGOpPMAIHH, TPH KOTOPOU MOJTH30BATEIb TOTyYaeT
JOCTYII K CEKPETHOU U CBEPXCEKPETHOM MH(OPMAIINH, €CII OH UMEET Ha
3TO TIPABO

B) Crparerus 3amuThl HHPOPMALIUH, IPH KOTOPOH TOJIH30BATENb MOJydYacT
JOCTYII TOJIEKO K BHYTpEHHEH HH(GOPMAIIMU OPTaHU3aIHH

C) Crparerus 3anurthl HHGOPMAIIMH, TIPU KOTOPOH MOJIB30BATEIb ITOJTy4aeT
JOCTYTI TOJIEKO K TEM JJaHHBIM, KOTOPBIE HETTOCPEICTBEHHO HEOOXOIUMBI
€My JIJIsl BEITIOJTHEHUSI KOHKPETHO JAHHOUM paboThI

D) Crparerus 3ammrthl HHGOpMAIHH, TTPH KOTOPOU MOJIH30BATEIb HE IMTOTyJacT
J0CTYN K KOHPUACHIMAIBHON HHMOpMAIuu

E) Crparerus 3anmmrbl HHPOPMAIUH, TP KOTOPOH MOIH30BATEIb MOJTydaeT
JOCTYTI K JTIOOBIM HE CEKPETHBIM JTAHHBIM TIO 3aIPOCy

2. Urto BKIIOYAET B ceOsl MOHATHE 1IETOCTHOCTH JaHHBIX ?

A) Dto cocTosiHHEe, B KOTOPOM HH(GOPMAIIHsI COXPAHSETCS HEM3MEHHOW BO
BpeMs ee mepenadyn

B) To cocrosinue, B KOTOpOM MHGOPMAIIHS COXPAHSETCS HEU3MEHHOW BO
BpEMsI €€ U3BIICUCHHSI

C) Coxpanenue nHhpopMaIvu 1Jis €€ UCIOIb30BAHUS 110 HA3HAYCHUIO

D) D10 cocTosinue, Mpu KOTOPOM JIaHHBIC OCTAOTCSI TAKUMU )K€, KAKUMH OBbLITH
B OPUTHHAJIE, U HU CIIy4allHO, HU TIPETHAMEPEHHO HE MOAU(PHUIIMPYIOTCS, HE
HU3MEHSIOTCS U HE YHUUTOXAIOTCS

E) apantus Toro, uto nHpopManus He ObLTa pacKphITa
HEaBTOPHU3UPOBAHHBIM IEPCOHAM, TIPOIIECCaM WU YCTPOUCTBAM

3. UTo OTHOCHTCS K IMOHATHIO KOHPUISHIHAIBHOCTH HH()OPMAIIUH

A) KontponupoBaHue 10CTya K HHOOPMAIHK TTOCPEACTBOM MEXaHH3MOB
0€30MacHOCTH

B) 'apantus Toro, yto uHbopMalusa He Obliia pacKphITa
HEaBTOPU3UPOBAHHBIM TIEPCOHAM, MTPOIIECCaM HIIM yCTPOUCTBAM

C) Coxpanenue nHhpopMaIiu JJis €€ UCIOIb30BAHUS 110 HA3HAYCHUIO

4. CummeTpuvHOE mu(poBaHKE MOTYIHIIO CBOE Ha3BaHUE U3 TOTO (DaKTa, 4To

A) OMH U TOT e aJITOPUTM HCIOJIB3YeTCs KaK JUIsl IM(POBAHUS OTKPBITOTO
TEKCTa, TaK U JIsl paciiuPpOBKHA COOTBETCTBYIOIIETO 3ami(POBAHHOTO

B) Onun 1 TOT k€ KJIF0Y UCTIONB3YETCs KaK JIsl IU(PPOBAHHS OTKPHITOTO
TEKCTa, TaK U JIJIsl pacii(pOBKH COOTBETCTBYIOIIETO 3a(PPOBAHHOTO

C) B anropur™Me mm@poBaHUS HUCIIOIB3YIOTCS YSTHBIC YUCIIA

5. K ¢akropam HaIe)KHOCTH CUMMETPUIHOTO KITFOYa OTHOCSITCS:

A) JlnmvHa apoJis ¥ ero CI0XHOCTh

B) Pasmep npoctpaHcTBa Kiltoya

C) Cremnenb paHIOMH3AIMHA BXOJSIIETO U BBIXOAIIETO COOOIICHHIA TTPH
mudpoBaHUM

D) CnoxHocTh X31I-(PYHKIIHN

6. B gewm 3akmogaeTcss 0COOEHHOCTh THOPHIHOTO alropuT™Ma?

A) Vcnonp3oBaHue CHMMETPUYHOTO KJIFOYa JIJIs U(GPOBaHUS TaHHBIX, a

ACUMMETPUYIHOTO IS IIU(PPOBAHUS CAMOTO CHMMETPHYHOTO KITFOYa



B) OnHoBpeMeHHOE NCTIOIB30BAHNE CHMMETPUYHOTO 1 ACHMMETPHUYHOTO
KJTF04a JUIst M QPOBaHUS JAHHBIX

C) Ucnonb30BaHre CHMMETPUYHOTO KITFO4a JUIsl IM(POBaHUs KJIk04a, a
ACUMMETPUYHOTO JJIs IIU(PPOBAHUS CAMOTO JTaHHBIX

7. Cucrema ynpaBjieHUsI JOCTYIOM
A) 3amuniaer oT BHyTPEHHHUX OJIh30BaTEIeH

B) OrpanuunBaet noctyn k (aiiam, HISHTUPHUIUPYS TOIB30BATENS, KOTOPBIT
BXOJIUT B CUCTEMY

C) IlpenoTBpamiaer aTaky 4epe3 pa3peiieHHbII KaHall CBSI3U.
8. OCHOBHBIE JOCTOMHCTBA MAPOJLHON ayTCHTU(PUKAIIUN:
A) IIpocToTa peanmzanuu
B) Hu3skast crouMoCTh BHEAPEHHUSI
C) BoIcokast HaJIe:)KHOCTb
9. Kakue npeumyiecTBa UMeeT anmnaparHas peanuzanus VPN?
A) CxopocThb
B) JlemeBusna
D) bezomacHocTh
10. K oCHOBHBIM KaTEropusiM aTak OTHOCSITCS:
A) Ataku npoxojia
B) Ataku Tpancdopmarmu
D) Ataku Ha 0TKa3 B 00CTyKMBaHUH



CamocrositeabHas pabora Nel8 — MuHorogpyHKIuoHaIbLHbIE
YCTPOMCTBA 3ALUTHI OT CETEBBIX aTaK

I/IHTepHeT, MMpCcaO0CTaBIISAA MHOKCCTBO BOSMO)KHOCTC?I, HCCCT IMOTCHIHUAJIBHBIC
YI'PO3HLI. CucteMHBIM AJMUHUCTpATOPAM IMPUXOAUTCA TpaTUTb MHOIO0 CHJI U
BPCMCHH Ha oOecneueHne 0€30IMacCHOCTH CETH.

[Ipy Bcex CyHIECTBYIOIIMX PHUCKaX HEBO3MOXHO  OTKa3aTbCs  OT
HCIIOJIb30BaHUsl BEO-TPOCTPAHCTBA, IOTOMY HEOOXOJUMO MHHHUMU3HPOBATH
pucku. Ha momoiis npuxo T MHOTO(YHKIIMOHAIBHBIE YCTPONUCTBA.

Onu 3(pPeKTUBHO 3aIUIIAIOT OT:

- DoS u DDoS arak (MOHOMOJIBHOTO 3axBaTa CETEBBIX PECYpCOB, B
pe3yJbTaTe KOTOPOTO CUCTEMBI CTAHOBATCS HEJOCTYITHBI);

- CereBoro BTop)keHus (yIaJICHHOTO TPOHUKHOBEHUS B CETh);
- BupycoB (KOMIIbIOTEPHBIX MPOrpamMM, pa3pyliatouux Apyrue NporpaMmabl);

- Rootkit (mporpamm, nepexBaTbIBalOIIMX KOMaHIbl JOCTyna K (aiimam,
HaXOSIIUMCS Ha )KECTKOM JHCKE);

- PexnmamHoro wu mmuoHckoro IIO (mporpamm, AeMOHCTPUPYIOIIMX
peKJIaMHbIe OaHHEPHI MPHU 3aMyCKe);

- DNS Poisoning (nepenamnpanieHusi Tpaduka Ha pecypchl, 3apakeHHbIE
BpeAoHOCHBIM [10).

CeTb CTAaHOBUTCA YSI3BUMOM NIPU U3MEHEHUU CTPYKTYpPbl OpraHU3alluu, €€
pacimpeHuu. B ciydasx, Korja UCIOJIb3YIOTCS CIIOXKHbBIE CETH, KOTOPBIE JOJIKHBI
obecrieunBaTh MOJJACPKKY M PA3BUTHE JCIOBOM aKTUBHOCTH KOMIIAHHMH, JIYYIIIHM
BBIOOPOM 17151 3aIIUTHI OT BPEJIOHOCHBIX aTak cTtaHeT adpdexkruBHoe UTM pernienue.

Tepmun Obi1 BBenmeH B 2004 romy juisi 0003HAYEHUS YHUBEPCATbHBIX
YCTPOMCTB, MpEAHA3HAYEHHBIX JUIS 3alUThl OT YBEJIMYHMBAKOLIETOCS KOJWYECTBA
ceTeBbIX arak. C MOMEHTa CBOEro MOSBJICHUS OHU NPUBJICKIN K ceOe BHUMaHUE,
Onaromapss H&JIMYMIO HECKOJbKHX  MOJAYJIEH, TMpOoCTOTE  yHpaBi€HUsS W
pa3BepTbiBaHud. Eciu panbiie oHn uMmenu QyHkuuu antusupyca, DPI u firewall,
to cerogass UTM  ycrpoiicTBa  NpenoCTaBISIOT  3HAYUTEIBHO  OOJIbIIE
BO3MO>KHOCTEM.

Ocooennoctu UTM

B YCIOBHAX POCTAa CCTCBLIX aTaK IPCAIIPHUATUAM HCO6XOI[I/IMO HCIIOJIB30BAaThH
HaACKHBIC U IIPOCTHIC B YIIPABIICHHU CPCACTBA 3allIMTLI JJIA O0e3omacHOro oOMeHa
JaHHBIMH. B C(bepe MaJIOTO U CPpCOAHCTO 6I/I3HCC3, IIpu OTCYTCTBUHU Q)HHaHCOBOﬁ 151
TEXHUYECKOH BO3MOXKHOCTHU B Pa3BCPTBIBAHUU PpPa3HOro poaa CHUCTEM, BOIIPOC
KOMIIJIEKCHOM 0€30ITacCHOCTH CTOUT A0CTATOYHO OCTPO.

B Takmx kommaHusX OOBIYHO HE JOCTaeT KBaJU(UIUPOBAHHBIX
CHEIUATUCTOB M HCIOJIb30BAHUE MHOTOYPOBHEBBIX YHU(DUIIMPOBAHHBIX CETEBBIX
ycrporictB 3amuThl - Unified Threat Management, nanbonee akryanbHo. OHU



MPEJCTaBISIOT COO0OW KOMIUIEKCHI NPOrpaMMHBIX U allapaTHBIX PEIIeHUH,
coBMeNIaroumx B ce0e QyHKIIMKU pa3HbIX YCTPOMCTB.

UTM penienre BKITIOYALT CIEAYIONNNA HA00p (HYyHKITHIA:
- ®aiiepsoa ¢ DPI (Deep Packet Inspection);

- OUIbTP KOHTEHTA,

- MexceTeBou KpaH,;

- Virtual Private Network (VPN).

VYerpoiicTBa UMEIOT BO3MOXKHOCTh YUHUTHIBATH Tpaduk, OanmaHCHpOBATH
Harpy3kKd M  TOPOU3BOAMTH  ayTeHTHU(UKALMIO  mojb3oBarened.  Cucrtema
o0OecreuynBaeT  CTaHJIApPTHbIE  (DYHKIMM  MEXCETEBOrO  JKPaHUPOBAHUS U
KOHTPOJIUPYET, B KAKOM COCTOSIHUH HAaXOJATCS CETEBbIE COCAMHEHUS.

C mnoMomiplo yCTpOHCTB obOecneunBaroT (YHKIIMOHAIBHOCTh BEO-1ILTIO3a
6e3onacHoctn ¢ URL-punbTpanueil, npoBepkamMu Ha MNPUCYTCTBHUE BPEIOHOCHOTO
Tpaduka u KoHTpojeMm npuinoxenuil. UTM pemenue 3pPpekTuBHO MPOTUBOCTOUT
CETEBbIM  BTOP)KEHHUSM, T[O3BOJIIET OPraHU30BaTh YyJAJEHHBIM JOCTynm C
ucnoas3oBanueMm VPN.

[IpumMeHeHne yCTPOMCTB C €IUHOM KOHCOJBbIO HACTPOEK CIOCOOCTBYET
OBICTPOMY BBOJY B DKCILTyaTallUIO, TO3BOJISIET B OYyILIEM BBINOJIHATH OOHOBJICHHUE
u no0aByieHre HOBBIX PyHKUMM. [Ipu 3TOM cTtoumocts UTM 0OBIYHO MEHBIIIE, YEM
LIEHA HECKOJIBKUX MPUIIOKEHUN.

3aTpaThl Ha OE30MACHOCTH JOJDKHBI OBITh COM3MEPUMBI CO CTOMMOCTBIO
BO3MOXHOTO yuiep0a oT peanu3auuu yrpo3. Ecin 6€30macHOCTH CIUIIKOM MHOTO,
TO 3HAYUTEJIBHO YCJIOXKHSETCS MOJb30BaHUE CUCTEMOU B 1enoM. HyxHO mpuiitu K
pPasyMHOMY KOMITPOMHUCCY - IOCTUYb OajlaHCa MEXIY BO3MOXXHBIMHU yTpO3aMH JJIs
CETEeBON 0E€30MaCHOCTH U YPOBHEM 3alIUThl. MHOrO(QYHKIMOHAIbHBIE YCTPOMCTBA
UTM 1no3BOJSIOT MPEANpHUSTHSM CpeaHero W Majnoro OusHeca 3((eKTUBHO
CIPABJIATHCS C 3a7ja4aMu MTH(GOPMAIIMOHHON U CETEBOI 0€30MacHOCTH.

KOHTpOJIl)HLIe BOIIPOCHI:

1) Ot 4dero 3anuiIaT MHOrOQYHKIIMOHATIBHBIC YCTPOHCTBA?
2) lnst wero BBenu Tepmud UTM pemnieHue?
3) Kakue ¢pynkuuu Briarouaer UTM perenune?

Tect o camocrosiTe1bHOM padoTe Nel8:

1. Bribepute BepHOE YTBEPKICHHE:

A) TIpu ucnonp30BaHUM BeO - MPUIIOKEHHUH aIlITapaTHasi apXUTEKTypa CKPhITa
OT NOJIb30BATEIA

B) Jloruka BbIIOJHEHUS BEO - MPUIIOKEHUH BCET/Ia CKPBITA OT MOJIb30BATEISA

C) Be0 - npuitoskeHue 1moipa3yMeBaeT BBIIIOJHEHUE BCEX BIYUCIUTEIBHBIX
3a/lay Ha CTOPOHE KJIMEeHTa



BriGepuTe BepHbIE yTBEPKIACHUS:

A) Besikas matgopma BUPTyaTU3aliy MOICPIKUBAST BUPTYAIN3AIHIO BCETO
anmapaTHOTO 00eCTICYeHUS

B) BupTtyanbHble MalllMHbI TOICPKUBAOT SMYJISILIUIO YCTPOUCTB

C) BupryanbHasi MalmHa MOXET ObITh MIEPEHECEHa ¢ OJTHOTO XOCTa Ha IPYTroi
BuyTpenHsis BUpTyanuzanus CeTH:

A) O0beHEeHNE HECKOJIBKMX BUPTYATIbHBIX CETCH B OJIHY

B) O0benuHeHrE B €IMHYIO CETh BUPTYAIBHBIX M (PU3MUECKUX MAIIUH

C) Co3nanue BUPTyaIbHOU CETU MEXAY HECKOJBKUMU BUPTYaJIbHBIMU
MalIgHaMH OJTHOTO XOCTa

[Tporecc MHTEIUIEKTYaIbHON OATAHCUPOBKH HATPY3KH SIBJIICTCS YaCThIO:
A) Buptyanuzanuu cetu

B) Bupryamuzamuu OC

C) BupTryanu3zaiuu cepBepoB MPUIOKCHHAN

CsoiicTBamu 1uppoBoit HHGOPMAITUH SIBIISIOTCS:

A) JInuTenbHbINA TOMCK

B) OruyxxnaemocTthb

C) HeBocripon3BoIMMOCTb

K npuyriHaM CHIKEHHsI KOJTMYECTBa MH(POPMAIIMOHHBIX aTaK MOXKHO OTHECTH
A) YrpoieHue MeTo10B OpraHU3aIuy aTaKk

B) HeGouboe 4nciio 00bEKTOB aTaku

C) Bospacranue unciia 00HapyKUBAEMbIX YSI3BUMOCTEH CHCTEM

K ocHOBHBIM COCTaBJIAIOIIIUM 0e301acHOCTH I/IH(I)OpMaI_II/II/I, KakK IIpaBHJIO,
OTHOCAT:

A) Tlone3Hoctb
B) LlenoctHOCTH
C) [logmuHHOCTH

8. YPOBEHb 3pEJIOCTH YIPABIECHUS PUCKAMH, IIPU KOTOPOM B OpraHU3aLUH
pa3zpaboTan 0a30BbIN MPOLIECC YIIPABICHUS PUCKAMMU:

A) TToBTOpsieMbIit

B) V3kocnenuann3upoBaHHbIN

C) Hanuuue omnpeeneHHOro npoiiecca
D) Ynpasnsiembrii

9.Cucrema ympaBieHUs JOCTYIIOM

A) 3amuinaeT oT BHyTPEHHHX T0JIb30BaTEICH

B) OrpanuunBaet noctym k aiiinam, HASHTUPUIHUPYS TOTB30BATENS, KOTOPBIT
BXOJUT B CUCTEMY



C) IlpenoTBpamiaer aTaky 4epe3 pa3peiieHHbII KaHall CBSI3U.
10. K oCHOBHBIM KaTeropHsiM aTak OTHOCSTCS:
A) Ataku npoxoja
B) Artaku Tpancdopmariuu
D) Ataku Ha 0TKa3 B 00CITy>KHUBaHUU



Chnucok KOHTPOJ/ILHBIX BOIIPOCOB:

1) Yro Ha3BIBAIOT CETEBOM ayTeHTU(UKAIINCH?

2) Yto Takoe aBTOpU3AIUSI?

3) Ilepeuncnure 00BEKTH BO3ACHCTBHS B MHGOPMAIIMOHHBIX CUCTEMaX.
4)  Yro BXOIUT B 3aJ1a41 MEKCETEBBIX IKPAHOB?

5) Uro Ha3bIBAIOT KOHTPOJIUPYEMOM 30HOM?

6) Uem ompenensercs CTOMKOCTh MOJACUCTEMbI HICHTH()HUKAIINY 1
ayTeHTU(DUKALIUK?

7) IlepeuyncnuTh MUHUMAIBHBIC TPEOOBAHMSI K BBIOOPY MAPOJIS.

8) IlepeuncnuTh MHHUMAIBHBIE TPEOOBAHHS K TIOJCUCTEME TTAPOIBHOM
ayTeHTU(UKALINU.

9) Kak onpenenuTh BEpOSATHOCTH MOA00PA MAPOJIs 3II0YMBIIUICHHUKOM B
TEYEHUU CPOKa €ro NECUCTBUS?

10) Bri6opom kakuM rapaMeTpoB MOXKHO MOBIUATH HA YMEHBIIIEHUE
BEPOSTHOCTHU MOJI00pa MapOJIs 3I0YMBIIIEHHUKOM TIPH 3aIaHHOM
CKOPOCTH TToA00pa MapoJisi 37I0YMBIIIJICHHUKOM U 33JTaHHOM CPOKE
JEeUCTBUS apoJIs?

11) Yrto Takoe MeXCETEBOM IKpaH?

12) KaxoBbl GyHKIIMN MEKCETEBOT0 dKpaHa?

13) B yem cocTout ¢pumnbTpanus ”HGOPMAITMOHHBIX TOTOKOB?

14) [lepeuncnure mpobieMbl 0€30MaCHOCTH MEXKCETEBBIX SKPAHOB.

15) Kakue ObIBatOT THITBI MEKCETEBBIX SKPAHOB?

16) BriaenuTe 1Ba OCHOBHBIX THUIIA MEKCETEBBIX HKPAHOB.

17) Kakue neiicTBUS MO YMOJTYaHUIO OCYIIECTBIISIOTCS MEKCETEBBIM
’KPaHOM B OTHOILIEHUH Tpaduka?

18) SIBnsieTcs M OJTMH U3 TUIIOB MEKCETEBBIX SKPAHOB 0oJiee
0e30macHbIM, HEXEH Jpyroii?

19) Yrto MexceTeBOoil 3KpaH NPUKIIATHOTO YPOBHS MO YMOTYAHUIO JIETAeT
C BHYTPEHHHMH aJipecamu’?

20) B 1yeM cx0cTBO MEXKCETEeBOT0 dKpaHa ¢ GUIIbTpalueil MakeToB U
MapuipyTusaropa?

21) Korna pexkomeHnayercs BEIOMpPATh MEXCETEBOM 3KpaH ¢ MaKeTHOU
¢unbTpanmein?

22) Yrto nomkeH o0ecneurnBaTh MEXKCETEBON IKPaH sl IPOBEPKH
COCTOSIHUSI?

23) [Tpu KakOM YCIIOBUHM MEXCETEBOM SKpaH MPHUKIATHOIO YPOBHS MOXKET
Ha3bIBATHCS THOPUAHBIM?

24) ['te pacmosiokeHbl TOCTYITHbIE U3 UHTEPHETA CUCTEMBI B apXUTEKType

C OAHHUM MCKCCTCBbIM BKpaHOM?



25) [ToueMy mopsI0K MpaBMII B HAOOPE MPaBUI MEKCETEBOTO dKpaHa
UTpaeT BaXXHYIO pPOJIb?

26) B ueM 3akiaroyaeTcss MEXaHU3M MEKCETEBOIO SKPaHUPOBaHUA?

27) JlaiiTe onpeaeneHrne MEXCETEBOrO IKpaHa.

28) [Tpunumn GyHKIMOHUPOBAHUS MEKCETEBBIX IKPAHOB C (PUIIbTpAIHEH
MAKEeTOB.

29) Ha ypoBHe Kakux mpOTOKOJIOB pab0OTaET «IILTI03 CEAaHCOBOTO
YPOBHsI»?

30) B ueM 0COOEHHOCTh MEKCETEBBIX IKPAHOB IKCIIEPTHOTO YPOBHS?

31) Kakwue cBoiicTBa mpucymu nHdopmanun?

32) JlaiiTe moHaTHe 00BEKTa 3alUTHl HHPOpMAITUH.

33) Uto oTHOCAT K MH()OPMALIMOHHBIM Tpolieccam?

34) Uto moHUMaroT 1noji UHMOPMAIIMOHHON CUCTEMO?

35) Uto Ha3bIBaIOT HH(POPMALIMOHHBIMHU pECypcaMu?

36) UTOo MOHUMAIOT OJ] yTpo30i HHPOpMAITUH, JaiiTe TTOHSATHE
UCKYCCTBEHHBIX M €CTECTBEHHBIX YTPO3, IPUBEIUTE MPUMEPHI.

37) Yto cocTaBisieT OCHOBY MOJUTHKN O€301MaCHOCTH?

38) CrenaiiTe CpaBHUTEIIbHBIN aHAIN3 U30UPATEIBHON U TTOJTHOMOYHON
MOJINTUKHU O€30MMaCHOCTH.

39) [Ipoananu3upyiTe MEXaHNU3MBI M CBOMCTBA 3aITUTHI HH(POPMAITUH.

40) HaunGosnee 3HauMMbIMU HOPMATUBHBIMH JIOKYMEHTAMH B 001aCTH
UH(OPMAITMOHHON O€30TTaCHOCTH SIBIISIFOTCS?

41) Yro BKIIIOYAET B ce0s METOAMKA aHATN3a 3AUIIEHHOCTH?

42) Kaxkue cnenudukanmu (11adaoHbl) 11 KOHPUTYypaluu HauboJsiee
pacipoCTpaHEHHBIX CHCTEMHBIX MTPOTPAMMHBIX CPEJICTB U3BECTHBI?

43) Yro onpenenstor cieundukanuu 1 u 2 ypoBHen?

44) JI1st Kakux 1esen UCroab3yeTcst HporpaMMHOE

obecneuenne VIPNET OFFICE?
45) Kaxosel ¢pynkiun ViPNet Manager?

46) Kakossl ¢pyakiun ViPNet Koopaunaarop?

47) Kakosbl ¢pyakimn ViPNet Kiuent?

48) Kaxkue cepBucubie pynkimu npeaocrapisiet naker ViPNet OFFICE?

49) Kaxum o6paszom cetn VPN obecnieunBarot 6€30macHyo nepeaady
MaKeToB?

50) Hazosute Buasl VPN-coequHeHUIA.

51) [lepeunciute JOCTOMHCTBA U HEAOCTATKU POTOKOIOB PPTP 1
L2TP.

52) UYro takoe RADIUS?



53) UYro BrIOYaeT B ceOs 3ammTa nHpopManuu B moHnManuu VPN?

54) Yo Takoe uaeHTUGUKamms?

55) Kak ocymectBisercs muppoBaHue TaHHBIX ?

56) UTO JIe)KUT B OCHOBE TEXHOJOTHH MHU(PPOBAHUS C OTKPHITHIM
KIJIFOUOM?

57) MoskeT 1 mu@poBaHUE MOTHOCTHIO 3ALUTUTH JaHHbBIE,
nepenaBaemble uepe3 VPN.

58) C yem HEOOXOIMMO KOMOMHUPOBATH MOJUTUKY, YTOOBI OOECIICUNUTh
oe3onacHocTh VPN?

59) Kakue npoTokossl UCHOJIB3YIOTCS 171 mocTpoeHuss VPN?

60) K mpoTtokosiaM KaHaJIbHOTO YPOBHSI OTHOCSITCS?

61) K npoTokosaM ceTeBoro ypoBHsl OTHOCSITCS?

62) K npoTokosiaM TpaHCIOPTHOTO YPOBHSI OTHOCSTCS?

63) Yro takoe Virtual Private Network?

64) OcHOBHBIE YIpo3bl UCIIOJIb30BaHUsI VPN?

65) B ueMm 3akmmrouaeTcs ataka Man-in-the-middle?

66) B dem 3akmouaercs araka ldentity Theft?

67) Yro Takoe ayauT O€30MacHOCTH?

68) Ha xakue Bompochl 0TBeUaeT ayJuT O€3011acHOCTH?

69) Kakue ¢pyHKIIMM BBITOJHIET MOHUTOPUHT 0€30MacHOCTH?

70) J1J1st 4ero UcnoNb3yeTcss MOJIENU aAalTUBHOTO YIIPABIECHUS
0e3onacHoCTH ceTu?

71) Kakumu pakTopamu onpenensiercs ypoBeHb 3alIMILIEHHOCTH
KOMIBIOTEPHBIX CUCTEM OT yIpo3 0€30MacHOCTU

72) Uro ucnonb3yroT coBpeMeHHbIX AC 115 aHam3a KOH(GUTYPaIMOHHBIX

MapaMeTpOB CUCTEMHOTO U NpuKiIaaHoro 110, TeXHUYECKUX CpeaCTB U
CPEIICTB 3aIUThl HHGOPMAITIH?

73) Kaxue Bam u3Bectnb! cierudukarmu (Security Benchmarks)?

74) J11st uero HeoOXOAMM CKaHEp YSI3BUMOCTHU?

75) Kaxkue ckaneps! ysi3BuMocty Bel 3Haere?

76) Yo BKIIOYAIOT B c€0s1 MHOTO(QYHKIIMOHATbHBIE CKaHEPbI
YSA3BUMOCTH?

77) OcHoBHbie PyHKIIMM ckaHepa Symantec Security Check?

78) Henocratku ckanepa Nessus?

79) Kakue metoans! o6Hapyxenust Bam u3BecTHb1?

80) [IpeumymecTBo criocoba 0OHAPYKEHHSI aHOMATN?

81) Kakune aTaky MOTYT BBIIIOJIHATD 3JI0yMBIIIJIEHHUKA?



82) Moryr 1M  ceTeBble  CHUCTEMBbl  OOHapy>KEHHUS
B3aMMOJICHCTBOBATH C JPYTUMHU CUCTEMaMU 0e30MacHOCTH?

83) Yto Takoe cucteMbl OOHAPYKEHUSI BTOPIKEHUS?

84) OCHOBHBIE 3JIEMEHTBI CUCTEMBI OOHAPYKEHUS?

85) Kakue tunel natunkoB Bam u3BecTHBI?

86) Yro Takoe aHanmm3aTop?

87)

88) OT yero 3anMIIaT MHOTOQYHKIIMOHATBHBIE yCTPOMCTBA?

89) Jlnst wero BBenu TepmuH UTM penrenue?

90) Kakue @pynkunu Bxmouaetr UTM pemenue?

BTOPKEHUU
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