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[TpakTuueckas padora Nel
«CrangapTsl uHpoOpMaImoHHOM O6e3onacHOCTH. CTaHIapThI
ISO/IEC 17799:2002 (BS 7799:2000)»

Poab crangaproB u cnemuduxanuid. HamOosiee BakHbIE
CTaHJAApPTHl M cHnenupukanum B 00JacTH HHPOPMANMOHHOM
0e30macHOCTH

Cnenuanucram B obsiactu uH(opmarmonHon 6e3zomnacHoctu (Ub)
CEroJIHsA MOYTHU HEBO3MOYKHO 00OUTHUCH oe3 3HAHUU
COOTBETCTBYIOIIMUX CTAaHAAPTOB U crienupukanuii. Ha To wumeercs
HECKOJIbKO MPUYHH.

dopmaiibHass COCTOUT B TOM, YTO HEOOXOAMUMOCTbH CJICIOBAHUS
HEKOTOPBIM CTaHaapTaM (Hampumep,  KpuUNTorpaduueckuM  W/WIH
PykoBomsiiium  okymeHTaM ['octexkomuccun Poccum) 3akperieHa
3aKoHojJaTeNbHo. OpHako HamOosiee yOEAUTEIbHBI COJIepIKATEIIbHBIC
npu4rHbBL. Bo-mepBhIX, CTaHAAPTHI U crielMpUKAIUY - OJHAa U3 (Hopm
HAKOIUIEHUs 3HAHUW, MPEXKIE BCEro O MPOUEAYPHOM M MPOTPAMMHO-
TexHuueckoM ypoBHsAX Mb. B Hux 3adukcupoBaHbl anmpoOUpOBaHHEIE,
BBICOKOKQYECTBEHHbIC PEIICHUSI W METOJOJOTUHU, pa3pabOTaHHBIE
HanOosiee KBaTU(UIIMPOBAaHHBIMU CHEIMaIucTaMu. Bo-BTOpHIX, U T€, U
JIpYTUe SBJISIIOTCS OCHOBHBIM CPEJCTBOM OOECIEUECHHUS B3aUMHOMU
COBMECTUMOCTH aNMapaTHO-MPOrPAMMHBIX CUCTEM U UX KOMIIOHEHTOB,
npuuemM B Internet-cooOiecTBe 3TO CPeaCTBO JICHMCTBUTEIBHO padOTaET,
1 BecbMa 3P (HEKTUBHO.

OTMmeueHHass POJIb CTAHJIAPTOB 3aUKCUPOBaHA B  OCHOBHBIX
MOHATHAX 3aKoHA P® "O TexHHMYECKOM peryaupoBaHuu’ ot 27 nexadps
2002 roga nmox Homepom 184-®3 (nmpunst ['ocyaapctBerHoit lymoit 15
nekabps 2002 rona):

cmanoapm - JOKYMEHT, B KOTOpPOM B IEIsAX JOOPOBOJIBHOTO
MHOTOKPAaTHOTO HCIOJb30BAHUSl YCTAHABIUBAIOTCS XapaKTEPUCTUKU
MPOJYKIIMU, TpaBujia OCYIIECCTBICHUS M XapPaKTEPUCTHUKH MPOIIECCOB
MPOU3BOJCTBA, HKCIUTyaTalliyd, XPAHEHUsI, MEPEBO3KH, peaIU3alUU U
YTUIN3AI[MH, BBIOJIHEHUS paOOT WM oka3aHus yciayr. CTaHgapT Takxke
MOXET CcoAepXaTh TpeOOBaHMS K TEPMHHOJIOTHHU, CHUMBOJIHKE,
YIaKOBKE, MAPKUPOBKE WJIM 3TUKETKAM U MPaBUJIaM UX HAHECEHUSI;

cmanoapmu3zayus - JeSITEILHOCTh 10 YCTAHOBJICHHUIO NPaBWI U
XapakTepUCTUK B  IEIAX HUX JTOOPOBOJIBHOTO  MHOTOKPATHOTO
UCIIOJIb30BAHMS, HAMPABJICHHAS] Ha JOCTH)XEHUE YMOPSJAOYECHHOCTH B



chepax TMPOU3BOJACTBA M OOpAIICHHWS TMPOAYKIIMU W TIOBBIIICHHE
KOHKYPEHTOCIIOCOOHOCTH MPOIYKIIUH, PAOOT WIIH YCIIYT.

[IpumeuarenbHO TaKXke, 4TO B YUCIIO0
MPUHIUIIOB CTAHAAPTHU3AIIMY, MPOBO3MJIAIEHHBIX B  cTartbe 12
YIIOMSIHYTOT'O 3aKOHa, BXOJIUAT MPUHITUI PUMEHECHUS

MEXKyHApOJHOTO CTaHAapTa Kak OCHOBBI pa3pa0OTKU HAIMOHAJIBHOTIO,
32 MCKJIIOYEHHEM CIIy4aeB, €CIIH 'TaKO€ NPUMEHECHHE MPU3HAHO
HEBO3MOXHBIM BCJICICTBUE HECOOTBETCTBUS TpeOOBaHUI
MEKIYHAPOJHBIX CTAaHJAPTOB KIMMAaTUUYECKUM U reorpaduuecKkum
ocobeHHocTsiM Poccuiickoit ®Denepanviv, TEXHUYECKUM U (WJIM)
TEXHOJOTHYECKUM OCOOCHHOCTSIM HJIM MO WHBIM OCHOBAaHUAM, JHOO
Poccuitickas @epepanus, B COOTBETCTBUM C  YCTAHOBJICHHBIMHU

MPOLEAYpPAMHU, BBICTYyTIAJIA IIPOTHUB MIPUHSTHUS
MEKIYHApOJHOIO CTaHAApTa WM OTHAEIBHOrO0 €ro mnojoxenus'. C
MIPAKTHUYECKOU TOYKHU 3peHus,

KOJIMYECTBO CTAHJAPTOB U crielpUKaimii (MeXIyHapOIHBIX,
HaIlMOHAJBHBIX, OTPACIECBBIX W T.M.) B 00JacTH HHGOPMAIMOHHOMN
0e3omacHocTH OeckoHeuHO. B Kkypce paccmarpuBaroTcs HauOosee
BaXHBIE U3 HUX, 3HAHHE KOTOPHIX HEOOXOIMMO BCEM WJIM MOYTH BCEM
pa3pabOTYMKaM W OICHIIMKAM 3aIllMTHBIX CPEJICTB, MHOTUM CETEBBIM U
CUCTEMHBIM aJIMUHUCTPATOpaM, PYKOBOJUTEISIM COOTBETCTBYIOIIUX
nojpa3/ieJICHH, M0JIb30BaTEISIM.

OT60p MPOBOAWIICS TAKUM 00pa3oM, YTOOBI OXBATUTH PA3TUYHbBIC
acreKkThl ”HPOpMalIMOHHOM ~ 0€30MacHOCTH,  pa3Hble  BUJBl WU
kKoHurypauuu unpopmarmonueix  cucteM (MC), mnpemoctaBuTh
MOJIE3HbIE CBEJEHUS [JI CaMblX Pa3HOOOpPA3HBIX TPYII IIEJIEBOM
ayJIUTOPHHU.

Ha BepxHeM ypoBHE MOXXHO BBIACIUTh JBE CYLIECTBEHHO
OTJIMYAIOIIMECS APYT OT ApYra IPYIIIbl CTAHAAPTOB U CHEIU(DUKALIUN:

OYeHOUHble CmaHoapmol, TPEIHA3HAUYCHHBIE JJIi OLICHKH U
KJaccu(puKauu HUHOOPMALIMOHHBIX CHCTEM U CPEJICTB  3alUThl IO
TpeOOBaHMAM 0€30TaCHOCTH;

cneyugurayuu,  PErIaMEHTUPYIONIME  pa3jIUYHbIE  ACMEKThI
peanu3alii U UCII0Ib30BaHUSI CPEICTB U METOJIOB 3aIlIUTHI.

OTH TPYNIbI, pa3yMeeTcs, He KOH(QIMKTYIOT, a JOTOJHSIIOT JAPYT
apyra. OIneHOYHbIE CTaHAAPTHI OMMCHIBAIOT BaKHEHIIME, C TOYKHU
3peHus1 MHPOPMAIIMOHHOW 0€30MacHOCTH, MOHATUS W acnekThl HC,



urpasi poJib OPraHU3alMOHHBIX M APXUTEKTYPHBIX CrelU(pUKAIIHIMA.
Hpyrue cnenu@ukanuy onpenensor, Kak uMeHHO cTpouth UC
NPEANUCAHHON  APXUTEKTYpPhl U  BBIMOJHATH  OpPraHU3allMOHHBIC
TpeOOBaHMUS.

N3 qyucia OIIEHOYHBIX HEO0O0XO0IMMO
BBIJICTIUTH cTaHAapT Munnctepcta o0oponsl  CIIIA  "Kpurepuwu
OLICHKH JTOBEPECHHBIX KOMIIBIOTEPHBIX CHUCTEM'" M €r0 MHTEPIPETALUIO
UL CeTeBBIX  KoHurypaumii, "['apMOHM3HpPOBAHHBICE KPUTECPUH
EBponerickux ctpan", MexIyHapOAHbIM cTaHAapT "KpUTepuu OUECHKH
O0ezomacHOCTM  MH(OPMAIMOHHBIX  TEXHOJOrMi" UM,  KOHEYHO,
PykoBogsamme noxkymentol ['ocrexkomuccum Poccum. K ston ke
rpynne otHocutca u  Depepanbubiii ctangapt CIIA "TpeboBanus
0€30IacCHOCTH JJIs1 KpUNTOrpapuiyecKux MOJyJiei,
PETJIAMEHTUPYIOIIUNA KOHKPETHBIA, HO OYE€Hb BaXHBIA M CIIOXHBIN
acrekT MH(popMalMOHHON 0€30MaCHOCTH,

Texunueckue cnenupukanuy, TMNPUMEHUMbIE K COBPEMEHHBIM
pacnpenenenasiMm C, co3garoTcs, riaaBHBIM 00pa3oM, "TemaTuueckoit
rpynmoii  mo  texuHosioruum Internet”  (Internet Engineering Task
Force, IETF) u ee mnoapa3zmeneHueM - paboded Tpymnmou 1o
0e30macHOCTH. AapoM paccMaTpUBAEMbIX TEXHUUECKUX CHEIU(PUKAIIAN
CIy’XaT JOKyMeHTHI Mo Oe3omacHoctd Ha IP-ypoue (IPsec). Kpome
9TOr0, aHAIM3UPYETCS 3allldTa Ha TpaHcmopTHoM yposHe (Transport
Layer Security, TLS), a Takke Ha  ypOBHE  TNPHUIOKCHUU
(cnenudukaruu GSS-API,  Kerberos). HeoOxomguMo  oTMETHTS,
yto Internet-coodmecTBo yaenser JTOKHOE BHUMaHHE
aIMUHUCTPATUBHOMY M MPOLEAYPHOMY YpPOBHSIM  O€30MaCHOCTH
("PykoBoacTBO 1O HMH(POPMAIIMOHHOW O€30MacHOCTH MpeAnpusTus’,
"Kak BwriOMpath moctaBmuka MaTepHeT-yenyr", "Kak pearupoBaTh Ha
HapyuieHust ”HHOpMaIMOHHOM Ge3omacHocTU").

B Bompocax ceteBoit 6€30macHOCTH HEBO3MOYKHO pa3odparhes 6e3
ocBoeHus crenudukanuit X.800 "Apxutexkrypa 0€30MaCHOCTH IS
B3auMoJiecTBUS OTKpBIThIX cuctem", X.500 "Cnyx0a AUPEKTOPUIA:
0030p KoHmeniui, wmoxaeneit u cepBucoB" u  X.509 "CuyxOa
TUPEKTOpUl:  KapKachl CEpTU(PUKATOB  OTKPBITHIX  KJIOUEH U
aTpuOyTOB".

bpurtanckuii cranaapt BS 7799 "Vnpasnenue nuHPpopMaimoHHOM
0€30IaCHOCTHIO. [IpakTnueckue  mpaBwia",  MOJE3HBIA A



PYKOBOJIUTEIICH OpraHu3aIun U JIMII, OTBCYAIOMIUX
3a “THHOPMAITMOHHYIO 0€3011acHOCTb, oe3 CKOJIbKO-HUOYIb
CYIIECTBEHHBIX HW3MEHEHUN BOCHPOM3BEJAECH B  MEXJIYHApOJIHOM
crangapre ISO/IEC 17799.

TakoB, Ha Ham B3MISLA, ''CTAaHAAPTHBIM MUHUMYM', KOTOPBIM
JOJDKHBl  aKTMBHO BJQJE€Th BCE JICUCTBYIOIIME CICIUATUCTHl B
o0stacTi HHOOPMAITMOHHOMN 0€30I1aCHOCTH.

Kpatkue cBeleHU 0 CTAHAAPTAX U crienuPUKAIUAAX

[lepBBIM OLIEHOYHBIM CTAHJAPTOM, MOJIYUYHUBIIUM MEKYHAPOIHOE
OpU3HAHKWE W OKa3aBIIUM HCKIIOYUTEILHO CHUJIBHOE BIUSHUE Ha
MOCJIEAYIOIINE pa3paboTKu B obsiacTy ”HOOPMAITMOHHOU
0e30macHocTH,  crai craHgapT MunuctepctBa  oboponst  CIIA
"Kputepun  OLIEHKM  [IOBEPEHHBIX  KOMIIBIOTEPHBIX  CHCTEM"
(Department of Defense Trusted
Computer System Evaliation Criteria, TCSEC), Gonee wu3BecTHBIH (110
1IBETY 00JI0’KKH) moj Ha3BaHueM "OpaHkeBas KHUra'.

be3 mnpeyBenuueHHss MOXKHO yTBEpXkKJarh, 4yTo B "OpaHkeBOH

KHUTe"  3aJ0K€H  MOHATUMHBIN O0azuc Ub.  JlocTaToyHO — JIHIIb
NEPEUYHUCITUTh coJieprKaIuecs B HEM
MOHATHUS: Oe30MmacHas U JOBEpEHHas CHUCTEMBI, TIOJINTHKA
0€30I1aCHOCTH, YPOBEHb

rapaHTHUPOBAHHOCTH, IMOJOTYETHOCTD, IOBEPESHHAS BBIYUCITUTEIIbHAS
6a3a, MOHUTOD oOpaleHui, Ipo 1 IMepUMeETp 0€301acHOCTH.
WckmounTeIbHO BaXXKHO M BBIACICHHE TaKUX AacCHEKTOB MOJUTUKHU
0€30I1acHOCTH, Kak JI0OPOBOJIBHOE (IMCKPEIIMOHHOE)

U IPUHYJUTENIbHOE (MaHATHOE) YIPABJICHUE JTOCTYIIOM, 0€30MaCHOCTh
MOBTOPHOI'O HCMOJIb30BaHUSI 00bEKTOB. [locienHuM mo mopsiaKy, HO
OTHIOJIb HE TI0 3HAYEHUIO CJIEAYET Ha3BaTh MPUHILMIIBI KJIaCCU(PUKAIIUU
no  TpeOoBaHUAM  O€30MACHOCTHM HA  OCHOBE  MapaJIEIBLHOIO
y)KECTOUCeHHsI  TpeOOBaHUN K MOJUTUKE  OE€30MacHOCTH U YPOBHIO
rapaHTUPOBAHHOCTH.

[Tocne "OpanxeBoil kHuru'" OblIa BbINyINeHa Iienas "PamyxHas
cepus". C KOHIENTYIbHOW TOYKH 3pE€HHUSA, HaAWOOJIee 3HAYUMBIM
NOKYMEHT B Hel - "MHTeprnperanus "OpaHKEeBOW KHUTU' I CETEBBIX
xoudurypamuii" (Trusted Network Interpretation). Ou cocTouT U3 aByX
gacteld. [lepBas comepKUT COOCTBEHHO HWHTEPIIPETAIMI0, BO BTOPOM



OMUCHIBAIOTCSI CEPBUCHI OE30MaCHOCTH, CHENU(PUUHbIE WU OCOOCHHO
Ba)KHBIE JJISI CETEBBIX KOH(UTYpAITHil.

Baxueniee TMOHATAE, BBEACHHOE B MEPBOW  4YacTH, -
ceTeBasi JOBEpECHHAsl BbIUUCIUTENbHAA 0a3a. Jpyroil mpuHIMIUAIbHBIN
aCleKT - Yy4YeT JWHAMUYHOCTH CeTeBhIX KoHburypamuid. Cpenu
3allIUTHBIX ~ MEXAaHU3MOB  BbIJI€JICHA KpunTorpadus, mnomoraromas
NOAJACPKUBATh KaK KOH(PUICHIINATIBLHOCTbD, TAK U 1IEJIOCTHOCTb.

HoBbIM i CBOEro BpPEMEHHU CTajl CHCTEMATUUYECKUM MOAX0Hd K
BOIIPOCAM JIOCTYITHOCTH, (POPMUPOBAHUE APXUTEKTYPHBIX MPUHIUIIOB
ee obecreyeHus.

YnoMsgHeM  TakKe  JIOCTaTOYHOE  YCIIOBUE  KOPPEKTHOCTH

(parMeHTUPOBAHUS MOHUTOPA oOpallleHuH, ABJISIOILIECECS
TEOPETUYECKOM OCHOBOM Jexkomno3unuu pacnpeaencaHon HMC B
00bEKTHO-OPUEHTUPOBAHHOM CTHUJIE B COYeTaHUU C

KpUOTOTPaPuUECKOi 3aUTON KOMMYHHUKAITUH.

[lepexonst k 3HAKOMCTBY ¢ "['apMOHU3UPOBAHHBIMU KPUTEPUAMU
EBporneiickux cTpaH", OTMETUM OTCYTCTBHE B HHUX alpUOPHBIX
TpeOoBaHUN K YCIOBUSM, B KOTOPBIX TOJKHA
paboTaTh uHpOpMaLIMOHHasA cuctema. llpeamonaraercs, 4yTo cHayaila
dopmynupyercs 1eidb  OLIEHKH, 3aTeéM  Opran  cepTudUKanuu
ONpPEAEISIET, HACKOJIBKO IMOJHO OHAa JOCTUTAETCs, T. €. B KaKOW Mepe
KOPPEKTHbI W 3(P(EKTUBHBI apXUTEKTypa U pean3alus MEXaHU3MOB
0€30MacHOCTU B KOHKPETHOW  cuTyauuu.  YToObl  OOJErduTh
(GOpMyYIUPOBKY 1€ OILEHKHU, CTAHAAPT COJEPKUT OMUCAHUE NECITH
NPUMEPHBIX  KJIAacCOB  (DYHKIUOHAIBHOCTH,  TUIWYHBIX IS
MPABUTEIHLCTBEHHBIX U KOMMEPYECKUX CUCTEM.

B "I'apMOHM3UPOBAHHBIX KPUTEPUAX' MOTUYEPKUBAECTCA PA3IUUNEC
MEXJly CUCTEeMaMU U MPOJYKTaMU MHQPOPMAIMOHHBIX TEXHOJIOTHUM, HO
s yHuukanuu TpeOOBaHUNM BBOJUTCS €IUHOE TMOHSTHE - OOBEKT
OLICHKH.

BaxxHo yka3zaHue M Ha paziudue Mexay QyHKIUIMHU (CEpBUCAMMU )
O0€30IIaCHOCTH M PEAIM3YIOIIMMH HUX MEXaHHW3MaMH, a TakKxKe
BBIJICIICHUE JBYX aCIIEKTOB rapaHTUPOBAHHOCTH -
() PEKTUBHOCTU U KOPPEKTHOCTHU CPEJICTB
oe3omnacHocTu. PykoBoasimiue  nokymentsl  (PJI) T'octexxomwuccuu
Poccun Hauanu  MOSABIATBCS ~ HECKOJNBKO — MMO3XKE, YyKE  IOCIHE
onyOsukoBanus "['apMOHU3UPOBAHHBIX KPUTEPHUEB'", U, IO AHAJIOTUU C



MOCJIEHUMHU, MOJTBEPKAAIOT PA3HUILY MEXKIY aBTOMATU3UPOBAHHBIMU
cucremamu (AC) u mnpoaykramu (CpeACTBAMU  BBIYMCIUTEIBHOU
texHuku, CBT), HO B 00I111eM U 11eJIOM OHM JI0JITO€ BpeMs CJIe0BAJIA B
dapsarepe "OpanxeBoil KHUTH'".

ITepBoe npuMedaTeIbHOE OTKJIOHEHHUE OT 3TOr0 Kypca MpOU3011I0
B 1997 romy, korma Obl1 mnpuHiAT PJ[ mo OTIEeIbHOMY CEPBHUCY
0€30IacHOCTH - MeKceTeBbIM HKkpaHaM (MD). Ero ocHoBHas wuuges -
KiaccuuiupoBatb MO Ha OCHOBAHUM OCYILECTBIISIONTUX (GUIbTPAIUIO
IIOTOKOB JAHHBIX YPOBHEW ITAJIOHHOW CEMUYPOBHEBOM MOJEIH -
NOJIyudsia MEXKJYHApOJHOE NPU3HAHUME W TPOJOJIIKAET OCTaBaThHCS
AKTyaJIbHOU.

B 2002 roay I'ocrexxomuccus Poccum npunsiia B kadectBe PJJ
pycckuii mepeBoj MexayHapojaHoro cranaapta ISO/IEC 15408:1999
"Kputrepun o1eHKH 0€30MacHOCTH WH(OPMALMOHHBIX TEXHOJOTUM",
YTO MOCTY>KHUJIO TOJYKOM I KapJIMHAIBHON M BEChbMa CBOCBPEMEHHOM
CO BCEX TOYEK 3PEHHUs] TEepPEOpPUEHTAIMU (BCIIOMHUM TPUBEICHHBIN
BBIILIC  MOPUHIMI CTaHAAPTHU3AMK U3  3akoHa "O  TEXHUYECKOM
perynupoBanuu"). Koneuno, nepexon Ha penbchbl "OO0muUX Kpurepues"
OyJZleT HempOCThIM, HO TJIABHOE, UTO OH HAa4aJICs.

Cpenu TEXHUUYECKUX CreruduKkauii Ha MepBOE MECTO,
0e3yCJIOBHO, clieyeT IMocTaBuTh MokyMeHT X.800 "Apxutektypa
0€30MacHOCTH Il  B3aUMOJCHUCTBHUS  OTKPBITHIX cucTeM". 37dech
BBIJICJICHBI BaOKHEHIIINE CETEBBIC CEPBUCHI
0€30MacHOCTH: ayTeHTU(PUKAIIKS, YIIPaBICHHUE JTOCTYTIOM,
obecrieueHre KOH(PUICHINAILHOCTH H/WIIH IIEJTOCTHOCTH JaHHBIX, a
TAK)KE€ HEBO3MOXKHOCTb OTKA3aTbCS OT COBEPLICHHBIX JAeucTBUM. [
peanuzanuu CEpPBHCOB PEYCMOTPEHBI CIENYIOIIE
CETEBBIC MEXaHU3MBbI 0€30MMacHOCTH U ux
KOMOMHAIUM: u(poBaHue, dJIEKTPOHHAs nudponas MOJIITHUCH
(OLII), ynpaBnenue OOCTYIIOM, KOHTPOJIb LIETOCTHOCTH
JAHHBIX, ayTEHTU(PUKAIMS, IOTTOTHEHHE Tpaduka, yrnpaBieHue
MapuIpyTU3aMEn, HOTapu3aIusl. BriOpanb1 YPOBHM 3TaJIOHHOU
CEMHYPOBHEBOM MOJIENH, Ha KOTOPBIX MOTYT OBITDH
peanr30BaHbl CEPBUCHI 1 MEXaHU3MBbI 0€30IacHOCTH. Hakomner,
JE€TaJTbHO PACCMOTPEHBI BOMPOCHl  AAMUHHUCTPUPOBAHUS  CPEJICTB
0€30ITacHOCTH JJIsI pacipeeICHHBIX KOH(PUTYpaIiH.



Cnenudukarus Internet-coo6mectsa RFC 1510 "CerteBoii cepBuc
ayrentudukanuu Kerberos (V5)" oTHocuTcs k 0OoJjiee 4acTHOM, HO
BeChbMa BaXHOM U aKTyaJbHOW mOpoOJeMe - ayTeHTU(DUKAIUU B
PA3HOPOJHOM PACHPEACICHHON CpeAe C IOAACPKKOM KOHICIIINU
€UHOTO BXO/a B cetb. CepBep ayTeHTU(PUKAIIN
Kerberos mpencramsier  coboii  JTOBEpEHHYIO  TPEThIO  CTOPOHY,
BIAJICIONIYI0 CEKPETHBIMU KIIIOYaMHU OOCITY>KMBA€MbIX CYOBEKTOB H
MIOMOTAIOIIYI0 UM B MOMapHON MpoBEpKe MOITUHHOCTU. O BECOMOCTH
JAHHOW crieu(UKaIuy CBUAETEILCTBYET TOT (PaKT, YTO KIMEHTCKUE
KOMIOHEHThl Kerberos mpucyTCTBYIOT B OOJBIIMHCTBE COBPEMEHHBIX
OTmepalMoHHbIX cucTeM. Jlajee mpeamosiaraercsi, 4YTO YWUTATEJNb
CBOOOHO pazOupaeTcsi B OCOOCHHOCTSX, OXapaKTepHU30BAHHBIX
BBIIIE CTAHIAPTOB U CrielU(UKALIHIA.

Kparkue aHHOTAMM NMOAPOOHO paccMAaTpPUBaeMbIX B Kypce
CTAHAAPTOB U crieurpuKanuin

"I'apMOHM3UPOBAHHBIE KpUTECpUH EBpPONENCKUX CTpaH" cCTanu
BEChbMa II€PEIOBBIM JIOKYMEHTOM IS CBOEr0 BPEMEHH, OHHU
MOATOTOBUIN MOSIBJICHUE mexyHapoanoro crangapra ISO/IEC
15408:1999 "Kpurepun oueHkn O0€30MacCHOCTH HH(OPMAIIMOHHBIX
texHojorui" (Evaluationcriteria for 1T security), B pycCKOsS3BIYHOM
auTeparype oObIYHO (HO HE COBCEM BEpHO) mMeHyeMmoro "OO0mmumu
kputepusimu" (OK).

Ha cerogusitiauii nens "OOmue kputrepuu'" - caMblii MOJHBIA U
COBPEMEHHBIM  OIICHOYHBIM cTaHaapT. Ha camom  geme, 3TO
METacTaHJaPT, ONPECIAIONMA UHCTPYMEHTBI OIIEHKH O€30MacCHOCTH
NC wu mopsalok UX  WCHOJB30BAaHUS; OH  HE  COJCPKHUT
peAonpeIeICHHBIX KIacCOB 0€30macHOCTH. Takue KiIacChl MOKHO
CTPOUTH, ONIUPASICh HA 3alaHHbIEC TPEOOBAHMUSI.

OK coxeprkat 1Ba OCHOBHBIX BHa TPeOOBaHUM O€30MaCHOCTH:

@YHKYUOHAIbHBIE,  COOTBETCTBYIOLIME  AKTUBHOMY  aCIEKTY
3aIUTHl, MPEAbABISIEMbIE K QyHKYuiAM (cepsucam) bOezonacrHocmu M
peanu3yolM UX MEXaHU3MaM;

mpebosanusi 006epusi, COOTBETCTBYIOIINE MACCUBHOMY AacCIEKTY;
OHU TPEABSBISIIOTCS K TEXHOJOTMM M MPOIECCy pa3pabOTKU U
AKCIUTYaTaluu.



TpeboBanust 0e30macHOCTH (GOPMYIUPYIOTCS, U WX BBITIOJTHECHUE
NpoBepsieTCs Uil ONPEJEICHHOTO 0OBbEKTa OIEHKH -  alapaTHoO-
MIPOTPAMMHOTO MPOYKTA WU HHOOPMAIIMOHHON CHCTEMBI.

[TomuepkHem, uyTo O6e3omacHocTh B OK  paccmarpuBaercs He
CTaTUYHO, & B COOTBETCTBHM C JKU3HEHHBIM ITUKJIIOM OOBEKTA OIICHKH.
Kpome Toro, mocinennuit mpencraeT B KOHTEKCTE Cpeabl 0€30MacHOCTH,
XapaKTEePU3YIOIICHCS ONpeIeIEHHBIMU YCIOBUSMH M YTPO3aMHU.

"OOmme kputepuu"  CcHOCOOCTBYIOT  (OPMHUPOBAHUIO JIBYX
0a30BBIX BHJIOB HCIOJB3YEMBIX Ha TMPAKTHKE HOPMAaTHUBHBIX
JTOKYMEHTOB - 3TO MPOUITH 3aIIUTHI U 3a1aHUE TI0 0€30TTaCHOCTH.

llpogpune  3awumer IpeACTaBaIeT CcoOOM  TUMOBOM  HAOOP
TpeOOBaHUN, KOTOPHIM JOJDKHBI YIOBJICTBOPATH MPOAYKTHI W/WIU
CUCTEMBI OTIPEICTICHHOTO Kjlacca.

3amanue o 0e30MaCHOCTH COJEPKUT COBOKYMHOCTH TpeOOBaHMIA
K KOHKPETHOW pa3paboTKe, WX BBHINOJHEHUE T[O3BOJIUT PEIIUTh
MOCTaBJICHHBIE 33]1a4H MO0 00ECTICUCHHIO OE30TTaCHOCTH.

B nocnenyrorieit yactu Kypca OyayT IEeTalbHO PacCCMOTPEHBI Kak
camu "OOmme kputTepuu', Tak M pa3paOOTaHHbIE HAa HMX OCHOBE
npoUIK 3alUThI, U TPOEKTHI MPODUIICH.

Kpunmoepaghus — 00J1acTh crienuduieckas, HO
oOl1ee NpeCTaBJICHUE O €€ MECTE€ B apXHUTEKType O€30MacHOCTU U O
TpEOOBAaHUAX K  KPUNTOTpapUYECKUM  KOMIIOHEHTaAM  HMETh
HeoOxoquMo.  [Ins  atoro  menecooOpa3sHO  O3HAKOMHUTBCA — C
denepanbHbBIM CTaHJIapTOM CIIA FIPS 140-2 "TpeboBanus

0€30MacHOCTH JJ1s1 KpUIITOrpapuuecKux Mo yien"”
(Security Requirements for Cryptographic Modules). OH BBIITOJIHSICT
OpPraHU3YIOIIYIO byHKIHIO, OTKCHIBAs
BHEIIHUN UHTEpEC Kpunrorpadhuiaeckoro MOJTYJIs, oO1ue
TpeOOBaHUsA K TOJOOHBIM MOIYJISIM M WX OKpyXkeHWro. Hamnuue
TaKoro CTaHAapTa yIpoIaeT pa3paboTKy CEpPBUCOB
06e30macHOCTH U TPOQUIICH 3alUThI )1 HUX.

Kpunrorpadus kak CPEJICTBO peaan3air CEpPBUCOB
0€30MacHOCTH UMEET  JBE  CTOPOHBI: AITOPUTMUYECKYIO U
uHTepPelcHy10. Hac Ooyner WHTEPECOBATh
UCKITFOUUTEIHFHO UHTEP(ECHBIN aCIeKT, MOATOMY, HapsIy

co ctaugaptom FIPS 140-2, MBI paccMOTpUM  TPEIJIOKEHHYIO B
pamkax Internet-coobiectBa



TeXHUUYECKYI0 cnienudukaiuio "O0001meHHbIN MPUKJIATHOU
MIPOTPAMMHBINA UHTEPHENUC CITY>KObI 6e3omacHoCTH"
(GenericSecurity Service Application Program Interface, GSS-API).
Nutepdetic 6e3onacaoctrn GSS-AP| npenHazHaueH sl 3alIUATHI
KOMMYHUKAIIMA MEXJIy KOMIIOHEHTAMH TMPOTPAMMHBIX  CHCTEM,
MOCTPOEHHBIX B apXUTEKType KiueHT/cepBep. OH cO3/1aeT yCIOBUS IS
B3aMMHOW ayTeHTU(PUKAIIMUA OOIIAIOIINXCS MapTHEPOB,
KOHTPOJUPYET IIETOCTHOCTh MEPEChUIAEMBIX COOOIIEHU €  CIIYXKUT
rapaHTvel ux KoHpuaeHuuaibHoCTU. llonb3oBaTensiMu uHTEpdEiica
oe3onacHoctu GSS-API sBis0OTCS KOMMYHUKAIIMOHHBIC
MPOTOKOJIBI (OOBIYHO MPUKJIATHOTO YPOBHSI) WU JPYTUE MPOTrpaMMHBIC
CHUCTEMBI, CAMOCTOSITEIIbHO BBIMOJIHSIOIINE IEPECHUIKY JAHHbIX.
Texuuueckue cnenudukamnuu [Psec [IPsec] HMEIOT, oe3
npeyBeluueHus, (QpyHIaMEeHTAIbHOE 3HAUCHUE, OIMMCHhIBAs  IOJHBIM
Ha0bop CpE/ICTB
obecrnieueHns1 KOHPUIECHIIMATLHOCTH U 1IEJIOCTHOCTH Ha CETEBOM
YPOBHE. st JIOMUHHUPYIOIIETO B HACTOSIIIEE BpeMsi
npotokona IP Bepcun 4 oHu HoOCAT (aKyIbTaTUBHBIA XapakTep; B
nepcrekTuBHOM Bepcuu [Pv6 ux peanuzanusa oOsizarensHa. Ha ocHoBe
[Psec cTposiTcs 3alUTHBIE MEXaHU3MBI IPOTOKOJIOB 00Jie€ BBICOKOTO
YPOBHS, BIUIOTH J10 MPHUKIAJAHOTO, a TAKXKE 3aKOHYEHHBIE CpEICTBA
0€30I1acCHOCTH, B TOM YHCJIE€ BUPTyaJibHbI€ YacCTHbIE ceTU. PazymeercH,

[Psec CYIIECTBEHHBIM obpazoM omnupaeTcs Ha

KpUNITOTpapUIECKHE MEXAaHU3MBI U KIIFOUEBYIO0 HHPPACTPYKTYPY.
Touno TaK xKe XapaKkTepU3yrTCs u CpeAcTBa

0€30IMaCHOCTH TPAHCIIOPTHOTO ypoBHs (Transport

Layer Security, TLS). Cnenmdukarus TLSpa3BuBaeT W yTOUYHSET
nomyJsipHBIA TIpoTokon Secure Socket Layer (SSL), ucrnosb3yemblii B
OOJBIIIOM  YHCJE TMPOTPAMMHBIX TMPOJIYKTOB  CaMOTO  Pa3HOro
Ha3HAYCHMUSI.

B ymomsinyTOM BbIIIE WHQPACTPYKTYPHOM IIJIaHE OYEHb BaXKHBI
pexoMeraanun X.500 "Cnyx0a pupekTopuii: 0030p KOHIICIIIHH,
moneneii  m  cepucoB"  (The Directory: Overview of  concepts,
models and services) m  X.509 "Cayx6a  IDUPEKTOPHI:  KapKachl
cepTuUKaTOB OTKPBITBIX Kiaoueld wu  arpuOyTtoB" (The Directory:
Public-key and attribute certificate frameworks). B pexomengarusax
X.509 onucan dopMar cepTUHUKATOB OTKPHITHIX KIIOYEH U aTpUOYyTOB
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- 0a30BBIX DJIEMEHTOB HWH(PACTPYKTYp OTKPBITHIX KIIOUEH U
YIPaBIICHUS TPUBUIETUSIMH.

Kak wu3BecTHO, oOecrneueHne HHQOPMAIMOHHON O€30IMacHOCTH -
npo0sieMa KOMILJIEKCHasl, TPeOyolasi COTJIaCOBAHHOTO TPUHSITUS MEP
HA  3aKOHOJATEJIILHOM,  AJIMHHUCTPATUBHOM, MPOILEAYPHOM M
IpPOrpaMMHO-TEXHUYECKOM ypoBHsX. [lpu pazpaboTke U peanuzanuu
0a30BOr0 JIOKYMEHTa aJMUHHUCTPATUBHOTO YPOBHS — TOJUTUKU
0€30IMaCHOCTH OPTaHU3allMi — OTJIWYHBIM IOJICTIOPHEM MOKET CTaTh
pexkomenanus Internet-cooOmectna "PyxoBoACTBO o
uH(pOpMaIMOHHON 0€30MMacHOCTH npeanpusTus”
(Site Security Handbook). B Hem ocBelIaroTcsi MPaKTUYECKHE aCIICKTHI
(hopMUPOBAHUS MTOJUTUKHU U MIPOLEAYP OE30MACHOCTH, MOACHSIOTCSA
OCHOBHBIC TOHATHS AAMUHHCTPATUBHOTO W MPOLIEAYPHOrO YPOBHEM,
COJICP’KUTCS MOTUBHPOBKA PEKOMEHAYEMBIX JCHCTBUH, 3aTparuBarOTCs
TEMBbI aHAJIN3a PUCKOB, peakuu Ha HapyweHus Wb u neicrBuil nocie
JUKBUJIAIIMK  HapylieHus. bosiee moApoOHO MOCIEIHUE BOIPOCHI
paccMoTpeHbsl B pekoMmeHpaanuu "Kak pearupoBaTh Ha HapylIeHHS
MH(pOpMaIMOHHOU oe3omacHocTu" (Expectations
for Computer Security Incident Response). B atom g0KyMeHTE MOKHO
HAWTM W CCHUIKM Ha TMoJie3Hble HH(POPMALIMOHHBIE PECYpPChl, H
MPAKTUYECKUE COBETHI MPOLIETYPHOIO YPOBHSI.

[Tpu pa3BUTUH u peoprasuzaiuu
KOPIOPATUBHBIX HHOOPMAITMOHHBIX CHUCTEM, HECOMHEHHO, OKaXeTCs
nosie3Hoi pekomenaamnus "Kak BeiOupaTh mocrasmuka Internet-ycmyr"
(Site Security Handbook Addendum for ISPs). B mepByto ouepensn e
MOJIOKEHUN HEOOXOJIUMO TMPUJICPKUBATHCS B XO0Je (hopMHUpOBaHUS
OpraHM3aIllMOHHOM M apXUTEKTypHOW OE€30MacHOCTH, Ha KOTOpOH
0a3upylOTCSd  MPOYUE MEpbl  MOPOIEAYPHOTO M MOPOrpaMMHO-
TEXHUYECKOTO YPOBHEM.

s MPAKTUYECKOT O CO3JIaHUS U MO JAEP KaHUS
pexrMa HHOOPMAITMOHHONW 0€30MaCHOCTH C TOMOIIBIO  PETYISITOPOB
aIMUHUCTPATUBHOTO W MPOUEAYPHOTO  YPOBHEW  MPUTOJTUTCS
3HAKOMCTBO ¢ OpurtaHckuM cranaaprom BS 7799 "Vnpasnenue
uH(popManMoOHHON Oc3omacHocThio. [IpakTnueckue mnpasmia” (Code
of practice for information security management) u ero BTopoii 4acTbIO
BS  7799-2:2002  "Cucrtembl  ympaBieHus — UH(OPMAlMOHHOU
0€30MaCHOCTRIO - CIieU(uKaLKsA ¢ PyKOBOJCTBOM IO MCIIOJIb30BaHHUIO"



(Information security managementsystems -
Specification with guidance for use). B HeMm pa3bICHSIOTCS TaKue
MOHATUSL W TPOUEAYpPHl, Kak MOJIUTUKA O€30IacHOCTH, OOIIue
NPUHIMIBI  OpraHW3alluy  3allUThl, KIIaCCU(DUKAIIUS  PECYPCOB U
yIpaBJeHUE UMU, O€30MaCHOCTh nepcoHaina, pusznueckas
0€30MacHOCTh,  NPUHUUNBI  AJIMUHUCTPUPOBAHUS  CUCTEM W
CeTEeH, yIpaBJIIeHUE  JIOCTYIIOM, pa3padoTKa ¥ COINPOBOXKJCHUE
NC, nnanupoBanue 6ecriepeOOrHON paboThl OpraHU3aIuy.

MoxHo BUJIETD, 4TO OTOOpaHHbIC U1t
Kypca CTaHAapThl ¥ ceNU(pUKAIIUN 3aTPAruBaroT BCE
ypoBHU UHGOPMALIMOHHON 0€30MacHOCTH, KPOME 3aKOHOJATEIbHOTO.
Jlanee Mbl IPUCTYNHUM K UX JIE€TAIBHOMY PAaCCMOTPEHUIO.

O0630p crangapra BS 7799

[Ipogoikast pacCMOTpEeHHUE CTaHAAPTOB U CHEIUdUKAIUH,
OTHOCSIIUXCA K AaIMUHUCTPATUBHOMY M MPOULEAYPHOMY YPOBHSM
MHPOPMAIMOHHOW O€30MaCHOCTH, MBI MPUCTYMAEM K HM3YyUYECHUIO ABYX
yacTell OputaHckoro cranpapra BS 7799, dakTuduecku HMEIONIETo
cratyc MexxayHapoanoro (ISO/IEC 17799). Pycckuit mepeBon nepBoit
4acTU OMyOJMKOBAaH B KayeCTBE MPUIOKEHHS K HHPOPMALMOHHOMY
orouterento Jet Info.

[lepBasg wyacTh cTaHIapTa, HO-PYCCKUM HMEHyeMas " Y IIPaBJICHUE
uHpopmanuoHHo  Oe3zomacHocThiO".  IIpakTuyeckume  mpaBuia,
COJCPKUT CUCTEMAaTUYECKU, BeCbMa  TIOJHBIA, YHHUBEPCAJIbHBIN
MIEPEUYEHb PEryISATOPOB O€30MAaCHOCTH, TOJIE3HBIA JII OpraHu3aluu
MPAaKTUYECKU JI000Tr0 pa3Mepa, CTPYKTYpbl U cephl AEATEIbHOCTH.
OHa mpegHa3HaueHa Ui KMCIHOJIB30BaHUS B KAue€CTBE CIIPABOUYHOIO
JOKYMEHTa  PYKOBOOUTEISIMM W PAJOBBIMHU  COTPYJIHHKAMH,
OTBEUYAIOITUMHU 3a IUIAHUPOBAHUE, PEATU3AIUIO U nojAep>KaHue
BHYTPEHHEH cUCTeMbl HHOOPMAITMOHHON 0€30MaCHOCTH.

CorynacHo craHjgapTy, Leiab WH()OpMalMOHHONW O€30MacHOCTH -
obecrieunTh OecrepeOoiiHy0 padoTy oOpraHu3alvu, MO0 BO3MOKHOCTH
NpEOTBPATUTh  W/WIW  MHHUMM3UPOBATH yIIepO OT  HapyIIEHUM
0€30MacHOCTH.

VYnpasnenue  HHGOPMAIMOHHON  O€30MAaCHOCTHIO MTO3BOJISET
KOJUJIEKTUBHO MCIOJIB30BaTh JIaHHBIE, OJITHOBPEMEHHO OOecreunBasi ux
3aIUTY U 3aIIUTY BBIYUCIUTEIBHBIX PECYPCOB.



[loguepkuBaercs, 4YTO  3alIUTHBIE  MEPHl  OKa3bIBAIOTCS
3HAYUTEIBLHO O0Jiee emeBbIMU U A3(PHEKTUBHBIMH, €CIIM OHU 3a710KCHBI
B MH(pOpMAIIMOHHBIE CHUCTEMBI U CEPBUCHI Ha CTaAusAX 3aJaHUs
TpeOOBaHUM U TPOCKTUPOBAHMUSI.

[Ipemmaraemple B TMEpBOM  YacTH  CTaHAAPTA pecyasamopbl
bezonacHocmu pa30OUTHI HA IECITh TPYII:

MMOJINTHUKA O€30MMaCHOCTH,

o0IIeopraHn3alliOHHbBIE aCIIEKThI 3aIUThI,

KJ1acCU(PUKAIMS aKTUBOB U yIPABJICHUE UMU;

0€301acHOCTh TIepCOHaNa;

bu3nueckoi 6€30MacHOCTU U OE30MACHOCTh OKPYKAIOIIEH Cpeibl;

aIMUHUCTPUPOBAHUE CUCTEM U CETEl,

yIpaBJeHUE JOCTYIIOM K CUCTEMAaM U CETSIM;

pa3paboTKa U COMPOBOXKICHUE HH(OPMAITMOHHBIX CHCTEM,

yIpaBiieHHe OecriepeOoHON paboTON OpraHu3aluy;

KOHTPOJIb COOTBETCTBUS TPEOOBAHUSIM.

B crammapTe BbIIENAETCS JECATh KIFOYEBBIX PETYJISTOPOB,
KOTOpbIe JMOO SBIAIOTCA OO0sA3aTEIBbHBIMH B  COOTBETCTBUHM C
JIEHUCTBYIOIMM 3aKOHOJATEIHCTBOM, JIMOO CUUTAIOTCS OCHOBHBIMU
CTPYKTYPHBIMH dJIEMEHTaMH HH(pOpMAIMOHHOW Oe3omacHocTH. K HUM
OTHOCSITCSI:

JOKYMEHT O TIOJINTUKE WH(POPMAIIMOHHON 0€301MacHOCTH;

pacrpeie/ieHHe 00s13aHHOCTEH 110 00eCTIeueHUTO
nH(OpPMAIIMOHHON OE30MaCHOCTH;

oOydeHHEe W TMOJrOTOBKAa IEpcOoHaNa K TOJJSPKAHUI0 PEKUMA
HH(POPMAIIMOHHOM 0€30MaCHOCTH;

YBEJIOMJICHUE O CIIydasix HapyIICHUS 3alUThI;

AHTUBHUPYCHBIE CPEJICTBA,

Ipoliecc IJIaHUPOBaHUs OecriepeO0HO padOThl OpraHU3alNH;

KOHTPOJIb 332 KONUPOBAaHWEM MPOrpaMMHOI0  OOeCleueHHUs,
3aIUIIEHHOTO 3aKOHOM 00 aBTOPCKOM IpaBe;

3aIUTa JTOKYMCHTAITUY;

3allliTa JAHHBIX;

KOHTPOJIb COOTBETCTBUS MOJIUTHKE 0€30MMaCHOCTH.

Jlnst obecriedeHrsi TOBBIIIICHHOTO YPOBHS 3aIIUTHl 0CO00 IEHHBIX
pPECYpCOB WJIM OKa3aHUs MPOTHUBOJECUCTBUS 3JOYMBIIUJICHHUKY C
UCKIIIOYMTEIPHO  BBICOKMM  TOTCHIIMAJIOM  HAMaJCHHS  MOTYT



norpedoBaTbcss Apyrue (Oojiee CHIbHBIE) CpEJICTBA, KOTOPhIE B
CTaHJapTe HE paccMaTPUBAIOTCSI.

Crnenyromue GpakTOphl BBIJCICHBI B KAYECTBE ONMPEISIISIONINX IS
YCIEIIHOW peain3alii CUCTEMbl MH(POPMAIIMOHHON OE€30MacHOCTH B
OpraHu3aIuu:

1eau 0€30MacHOCTH U €€ 00ECIIeUeHUE OJKHBI OCHOBBIBATHCS HA
POU3BOJICTBEHHBIX 3a7adax W TpeOoBaHUsAX. DYHKIUHU YIpPaBICHUS
0€30MacHOCTBIO JIOJKHO B3ATh Ha ce0sl pyKOBOJICTBO OpPTaHU3alINM;

HEeoOXoauMa  sIBHas  TOJJEpP)KKA W MPUBEPKEHHOCTh K
COOJIIOZIEHUIO  peXuMa  O€30MaCHOCTH CO  CTOPOHBI  BBICHIETO
PYKOBOJICTBA;

TpebyeTcst xopollee TOHUMAHHUE PUCKOB (Kak yrpo3, TaKk W
ySI3BUMOCTEH), KOTOPHIM TMOJABEPraloTCsS aKTUBBl OpraHu3allid, |
aJICKBaTHOE MPEJICTABJIICHUE O IICHHOCTH 3TUX aKTHUBOB;

HEOOXOJMMO O3HAKOMJIEHME C CHUCTEMONl O0€30MacCHOCTH BCEX
PYKOBOIUTENEH U PSIIOBBIX COTPYIHUKOB OpraHU3AINH.

Bo BTOpOI 4acTu CTaHJlapTa BS 7799-2:2002
"Cucremsl yrpaBieHUs uH(OpMaIMOHHON 0€301acHOCTBIO -
cnenu@uKkamyss ¢ PYKOBOJCTBOM IO HCHOJB30BAHUIO" TIPEAMETOM
pacCMOTpeHHs, KakK CleayeT U3 Ha3BaHWs, SBIACTCSI CHCTEMa
yIpaBieHUus UHPOPMAITMOHHON 0€30TTaCHOCTHIO.

ITox cucmemou ynpasieHus UHDOPMAYUOHHOU
besonacnocmoio (CYUDB) (Information Security
Management System, ISMS) mnoHumaeTcss YacTh O0OIIEH CHUCTEMBI
yhOpaBieHUs, Oa3upyOIIascs Ha aHaJIU3e PUCKOB M IpeAHA3HAYCHHAS
Ul TIPOCKTUPOBAHUS, peau3allii, KOHTPOJSA, CONPOBOXKICHHS U
COBEPIIICHCTBOBAHMS Mep B 00JaCTH MHPOPMAIIMOHHOM 0€30MacHOCTH.
DTy CHCTEMY COCTaBJISIIOT OPTaHU3AIMOHHBIC CTPYKTYPHI, MOJUTHKA,
JEHCTBUSI MO INIAHUPOBAHMIO, OOS3aHHOCTH, TMPOICAYPHI, MPOIECCH U
pECYPCHL.

B ocHOBy mporecca ympaBieHHS TIOJIOXKEHa uYeThIpexdazHas
MOJI€JIb, BKJTIOUAOIIIAS:

IUIaHUPOBAHUE;

peanuzanuio;

OIICHKY;

KOPPEKTUPOBKY.



[To-pyccku nannyro mozens MoxxkHO Ha3BaTh [TPOK (B opurunane
- Plan-Do-Check-Act, PDCA). [eranbHbIi aHAIU3 KQXKIOW U3

BBIJICJICHHBIX (ha3 M COCTaBJISIET OCHOBHOE cojiep)kaHue cTaHjapta BS
7799-2:2002.



Tect

1. ITepBbIM OLICHOYHBIM CTaHIApPTOM, MTOJTYYUBIIUM
MEXKIYHApOJHOE TMPU3HAHUE M OKA3aBIIUM HCKIIOUUTEILHO CHJIBHOE
BIMSHUE HA MOCJIEAYIOIME pa3padOoTKu B 00JaCTH MH(POPMAIIMOHHOU
0€30I1acHOCTH, CTal cTaHAapT Oojiee M3BECTHBIM (IO HBETY OOJI0XKKH)
0/ HA3BAHUEM ...

a) "OpanxeBasi kHUra"

0) "Cunss kaura"

B) "Kpacnas knura"

r) "3enenas kaura"

2. B ocHOBY mnportiecca ynpaBiaeHHs TOJI0XKEHA ... MOJICIIb:

a) nByx(QazHas

0) TpexdaszHas

B) ueThIpexdazHas

r) nsatudaznas

3. Ha ckosbko rpynmn pa3OuThl OpejajiaraeéMble B MEPBOM 4YacTH
ctannapra BS 7799 perynstopsl 6€30macHOCTH?

a)5

0)3

B) 8

r) 10

4. B OCHOBy mpollecca YIpaBjJCHUS TOJIO)KEHAa MOJEIb,
BKJTFOUAFOIIIAS:

a) IUIAaHUPOBAHUE, PEATU3alUI0, OLEHKY, KOPPEKTHUPOBKY,
KOHTPOJIb

0) IJIaHUPOBAHUE, PEATU3ALIHNIO, OIIEHKY, KOHTPOJIb

B) IJTAHUPOBAHHUE, OLIEHKY, KOPPEKTUPOBKY, KOHTPOJIb

I') INITAHUPOBAHUE, PEATU3ALINIO, OIIEHKY, KOPPEKTUPOBKY

5. IlepBas wacts ctangapta BS 7799:

a) paccMaTpuBaeT, KakK CIEeAyeT U3 Ha3BaHUS, CHCTEMY
yIpaBiieHUs UHPOPMAIIMOHHON 0€30MaCHOCTBIO.

0) COAEPXKUT CHUCTEMATUYECKUI, YHUBEPCAJIbHBIA TMEPECUCHb
PEryasTOpoB 0€30MacHOCTH, MOJE3HBIN 1JI1 OpraHu3allii MPaKTUYECKU
11000r0 pazMepa, CTPYKTYPbI U CPepshI 1eSITETLHOCTH.

6. Bropas gyacte cranmapra BS 7799:

a) paccMaTpuBaeT, Kak CIeIyeT W3 Ha3BaHUS, CHUCTEMY
yIpaBiieHUs UHPOPMAIIUOHHOU 0€30MaCHOCTBIO.



0) COHEPXUT CHUCTEMATUYECKUI, YHUBEPCAJIbHBIA TIEPEUCHb
PEryJasTOpPOB 0€30MaCHOCTH, MOJE3HbIN JI1 OpraHu3alii MPaKTUYECKU
100010 pazMepa, CTPYKTYpbl U cephl AeSITETbHOCTH.

7. B "l'apMOHHM3HUpPOBAHHBIX KpPUTEpPUSIX' MOMAYEPKUBACTCS
pazIMure MEXIy ... WH(POPMAITMOHHBIX TEXHOJIOTUWA, HO JJIs
yHUUKaMU TpeOOBaHUN BBOAUTCS €AMHOE OHATHE - OOBEKT OI[EHKHU.

a) CUCTeMaMU U MPOJyKTaMu

0) TUIIaMu U 0COOCHHOCTIMH

B) BUJIaMU U MOJIBUAAMU

I') CJIO)KHOCTSAMU

8. B xakom romy I'ocrexkomuccus Poccun npuHsijia B Ka4ecTBE
P/l pycckuii mnepeBony MexayHapogHoro crtaHgapta ISO/IEC
15408:1999 "Kpurepun oueHkn O0€30MacHOCTH HH(OPMAIIMOHHBIX
TeXHOJI0Tur"?

a) 2000

0) 2002

B) 2003

r) 2005

9. OcnoBHas uzaes P/l mo oraenbHOMY cepBUCY O€30MACHOCTH -
MEKCETEBbIM dKkpaHaMm (MD)

a) KnaccupumupoBatb MO Ha OCHOBAaHHHM OCYIIECTBIISIOIINX
(GUIBTpaINI0O TOTOKOB JaHHBIX YPOBHEN STAJIOHHOW CEMHYpPOBHEBOM
MOJIETU

0) PaznuuuTh cucTteMbl MHPOPMAITMOHHBIX TEXHOJOTUM, HO HIJIs
yHU(UKaIuu Tpe0oBaHUN ypOBHEN ATAJIOHHOW CEMUYPOBHEBOM MOJIEIU

B) Knaccudunuposars MO Ha 3 PEeKTUBHOCTH U KOPPEKTHOCTHU
CpeACTB 0€30MaCHOCTH

10. Cornacuo 3akoHy "O TEXHUYECKOM pETyJIUPOBAHUM",
MPUHIIMIIOM CTAHIAPTU3ALINU SIBJISIETCS

a) TNPUMEHEHHE MEXIYHAPOJHOIO CTaHJAapTa KaK OCHOBBI
pa3pabOTKX HAIIMOHAIBLHOTO CTaHJapTa

0) MPUOPUTET HAIMOHAJIBHBIX 3aKOHOJATEIIbHBIX U TEXHUYECKHUX
aKTOB

B) oOecrneyeHre KOHKYPEHTOCIIOCOOHOCTH POCCUMCKUX TOBAPOB U
yCJIYT Ha MUPOBOM PBIHKE

11. B cranmapte BS 7799 He pa3zbsicHsETCS CIEAYIONIME MOHATHS
WJTU TIPOLETYPBI:



a) 0e301acHOCTh UHTEPPENCOB

0) 0e30macHOCTh TIepcoHaja

B) (puznueckasi 6€30MacHOCTh

12. Cneundukarus TLS 61u3ka

a) SSH

6) DNS

B) SSL

13. CepBep ayrentudukanuu Kerberos mpencrabiseT coboi ...,
BJIAJCIONIYI0 CEKPETHBIMU KIIOYaMU OOCTY>KMBAaE€MbIX CYOBEKTOB U
MOMOTAIOUIYI0 UM B OMapHON MPOBEPKE MOJIMHHOCTH.

a) OJIHY U3 CTOPOH

0) TPETHIO CTOPOHY

B) BTOPYIO CTOPOHY

') OCHOBHYIO CTOPOHY



0N O WN

Tembl pedepaToB
Kputepuii OLEHKH HAAEKHOCTH KOMIIBIOTEPHBIX CHUCTEM
«Opanxeast kauray (CIIA);
["'apMOHU3UPOBAHHBIE KPUTEPUU EBPOIIEUCKUX CTPaH;
Pexomenmammn X.800;
['epmanckuii crangapt BSI;
bputanckuit crangapt BS 7799;
Crangapt ISO 17799;
Crangapt «O06mme kpurepun» [SO 15408;
Cranpapt COBIT



[TpakTrueckas padbota No2
«HccnenoBanne yHKIIMOHAIBHBIX XapaKTEPUCTUK JTOKATbHOM
BBIYUCIIUTEIIBHOMN CETH»

YacTo aAMUHUCTPATOPHI CETEW HUCHBITHIBAIOT HEYJI00CTBA, W3-3a
TOr0, YTO KOJIMYECTBO IIEHTPAIU30BAHO BBIJCICHHBIX MM HOMEPOB
ceTed HEJOCTATOYHO [JIsi TOro, 4YTOOBI CTPYKTYpUpPOBaTh CETh
HaJUIeKalMM  o0pa3oM,  Hampumep, pa3MecTuTh Bce  ciado
B3aUMOJECHCTBYIONIME KOMIIBIOTEPHI 110 PA3HBIM CETSM.

B Takoil cutyauuy BO3MOKHBI J1Ba yTU. [IepBbIl U3 HUX CBA3aH C
nonydyeHuem ot NIC nonmoaHUTENbHBIX HOMEPOB ceTer. Bropoi
Croco0, ymoTpeostoniuiics 0ojee 4acTo, CBSI3aH C KMCIOJIb30BaHUEM
TaK HAa3bIBAEMBIX MACOK, KOTOPBIE MO3BOJISIIOT Pa3/IeyisiTh OJHY CETh Ha
HECKOJIBKO CETEM.

IP-aopec — anpec kommbroTepa (32-OMTHOE YHMCIIO), COCTOSIIUI
13: HOMEP CETU + HOMEP KOMIIbIOTEpa B CeTH (aapec y3na):

15.30.47.48

Macka noocemu HeoOXonuma JJisl ONPEACIICHUS TOTO0, KaKHe
KOMIIBIOTEPBI HAXOMATCS B TOM K€ MOACETH; IPU HalnoXKeHuu Ha IP-
aapec (Jiornueckas KoHbIOHKIMSA 1) naet HOMep ceTu:

255.255.255.0 -> FF.FF.FF.0

Macka B IBOMYHOM KOJE BCErlla MMEET CTPYKTYpY: CHayaja BCE
€IUHHUIIbI, 3aTEM BCE HYJIU:

1...10...0
agpec ceTu agpec ysna

|IP-agpec
Mmacka s Bn st e n [on BB + |  feEche i gl Pon 00

Puc. 2.1. Ctpykrypa IP-agpeca
Ha pucynke 2.1 ta wacte IP-ampeca, koTopas COOTBETCTBYET
OWTaM MacKy paBHBIM E€IWHUIIC, OTHOCHUTCS K aJpecy CETH, a 4YacTh,
COOTBETCTBYIOIAasi OMTaM MAacKH PaBHBIM HYJIIO — 3TO YMCIIOBOU azipec
KOMIIBIOTEPA
Takum  00pa3oM, MOXHO  ONPEAEHUTh  KAKUM  MOXET
OBITh MOCJIEAHEE YUCIO MACKHU:


http://labs.org.ru/wp-content/uploads/2017/06/1-89.png

11111110, =254 11100000, =224
11111100, =252 11000000, =192
11111000, =248 10000000, =128

11110000, =240 00000000, =0

Puc. 2.2. Bo3aMoxHbIE€ BapUaHThl MACOK

Eciu nBa y31a OTHOCSTCS K OJHOM CETH, TO aAPEC CETH y HUX
OIWHAKOBBIN.

Pacuet Homepa cetu o |IP-agpecy u macke cetu

B Macke mojceTu crapiiue OuThI, OTBeAcHHBIE B [P-aapece xom-
mbIOTEpa JJIs1 HoMepa CETH, UMEIOT 3HaueHue 1 (255); mmanmme OuTHI,
oTBeZcHHbIle B IP-agpece koMmbroTepa MIs aJpeca KOMIIbIOTEpPA B
noaceTy, nMeroT 3HaueHue 0.

Macka noacetn 255.255.255.0

| e/ /

IP-appec 10.40.45.48

!
HoMep ceTU 10.40.45.0

HOMep KoMmnbroTepa 48
Puc. 2.3. Pacuet HoMepa cetu no |P-agpecy u macke cetu

IopsaAakOBBIA HOMEP KOMIILIOTEPA B CETH
Macka noacetn 299.299.255.224

IP-agpec  162.198.0.157 ——
YacTe MackM,
OTBEYalWan 3a

224,, 11100000 —J\H anpec

KOMNblOTepa B
_CETH

157,, 10011101 ' “J

N\ COOTBGTI:TWIOMH YacTe

“ IP-agpeca, oTBeyalowWwan
3aafipec KOMNbIOTEPa B
cCeTn

-,

11101, 29,

Homep
KOMMNLIOTepa

Puc. 2.4. Pacuer HOMEpa KOMIIBIOTEPA B CETH
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Yucj10 KOMIIBIOTEPOB B CETH

KonnuecTBO KOMIBIOTEPOB CETH ONPENEISETCA II0  MACKE:
MJIaJile OMTHI MacKu — HYJIM — OTBeAeHbI B IP-afpece kommnbroTepa

110J1 AAPEC KOMIBIOTEPA B ITOJICETH.
Ecnu macka:

11111111.11111111.11111111.1

7 BUT Ha HOMEp KoMMbKoTEPa

Puc. 2.5. IIlpuMep Macku KOMIbIOTEPA

2" =128 aJpecoB

N3 Hux 2 cronenuagbHbIX: aApec CETH W IIMPOKOBEIIATEIbHBIN

aapec. 3HaumT, 128-2=126 aapecos.

0000000
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3apanuna

1. Mackoi moJceTH Ha3bIBaeTCsl 32-pa3psaHOE JBOMYHOE YHUCIIO,
KOTOPOE OIpeesieT, Kakas 4acTh [P-anpeca koMIbroTepa OTHOCUTCS K
aJipecy ceTH, a Kakas yacth [P-anpeca onpeaenser aapec KOMObOTEPA B
noacetd. B Macke mojcern crapiue OWThl, oTBeneHHBIE B [P-ampece
KOMIIbIOTEpA JIJI aJipeca CeTH, UMEIOT 3HaueHue 1; miajamme OUThI, OT-
BeJAcHHbIe B [P-anpece kommbroTepa Ui agpeca KOMIBIOTEpA B
MoJceTH, UMeroT 3HaueHue 0.

Ecnmn macka nmoacetn 255.255.255.224 u IP-agpec xommbroTepa B
cetrn 162.198.0.157, TO NOpSAKOBBIM HOMEpP KOMIBIOTEpA B CETH
paBeH

2. Mackoii mojiceTu Ha3bIBaeTCs 32-pa3psSgHOe JTBOMYHOE YHCIIO,
KOTOpPOE OMpeaesieT, kakas yacth [P-agpeca koMnproTepa OTHOCUTCS K
azpecy ceTH, a Kakasd dyacteb [P-agpeca onpenensier agpec KOMIbIOTEPA B
nojcetu. B Macke mojceTtu crapiine OWTHI, OTBeJACHHBIE B IP-anmpece
KOMIIBIOTEpA MJIA ajpeca CeTH, UMEIOT 3HadeHue |; miajmme OuTHI,
oTBeAcHHbIe B [P-ampece kxommbroTepa sl agpeca KOMIBIOTEpPA B
MOACETH, UMEIOT 3HaueHue 0.

Ecnm macka nmonpcetn 255.255.255.192 u IP-anpec xommnbrotepa B
cetn 10.18.134.220, TO HOMEP KOMIIBIOTEPA B CETH PABEH

3. Mackoii mojiceTd Ha3bIBaeTCa 32-pa3psgHoe ABOUYHOE YHCIIO,
KOTOPOE OIpEeNEsAeT, Kakas 4acTh [P-apeca komMIbroTepa OTHOCUTCA K
azpecy ceTH, a kakag dyacthb [P-agpeca onpenensier agpec KOMIbIOTEPA B
nojceTd. B Macke mojcetw crapiine OWTHI, OTBeJeHHBIE B IP-ampece
KOMIIBIOTEpA JJIA ajgpeca CeTH, MMEIOT 3HadeHue 1; miaamme OuTHI,
oTBeZicHHbIe B [P-ampece kommbroTepa Il agpeca KOMIIBIOTEpPA B
MoAceTH, UMeIOT 3HaueHue 0.

Ecnn macka moacern 255.255.248.0 u IP-ampec xoMmbroTEpa B
cetu 112.154.133.208, To HOMEpP KOMIIBIOTEPA B CETH PaBEH

4. Mackol nojceTu Ha3blBaeTcsa 32-pa3psigHOE JBOMYHOE YHUCIIO,
KOTOPOE OIpeesieT, Kakas yacTh [P-apeca koMIbroTepa OTHOCUTCS K
aJipecy ceTH, a Kakas yacth [P-ampeca onpenenser aapec KOMIbOTEPa B
noaceTd. B Macke mojcern crapiiue OWTHl, OTBeneHHBIE B [P-aapece
KOMIIbIOTEpA ISl aJpeca CeTH, UMEIOT 3HaueHue 1; miaamme OWTHI,



oTBeZcHHble B [P-ampece kommbroTepa Ui agpeca KOMIIBIOTEpPA B
MOJICETH, UMEIOT 3HaueHue 0.

Ecnmu macka moacern 255.255.224.0 u [P-anpec xoMmbroTEpa B
cetn 206.158.124.67, To HOMEp KOMIIBIOTEPA B CETU PAaBEH

5. B tepmunonoruu cereit TCP/IP mackoil mojiceTu Ha3bIBaeTCs
32-pazpsiiHOE  IBOMYHOE UMHCJIO, OMNPEACISIoNniee, KaKue HNMEHHO
pa3psanbl IP-agpeca koMmbprOTEpa SBISIOTCS OOIMIMMU JJI BCEH IOJCETH
— B 9TUX pa3psgax Mackud ctout 1. OOBIYHO MACKM 3aMKCHIBAIOTCS B
BUJIC€ YETBEPKHU JCCATUYHBIX YHMCEN - IO TEM K€ mpaBwiam, uto u IP-
anpeca. I HEKOTOpPOM MOJACETH MCHOJb3yeTcs Macka 255.255.254.0.
CKOJBKO pa3fIMyHbIX aJPEeCOB KOMMIBIOTEPOB TEOPETUUECKU JOMYCKAET
3Ta Macka, €cjiM JiBa ajapeca (aapec CeTU W IMIMPOKOBEIIATEIIbHBIN) HE
HCMOJIB3YIOT?

6. B tepmunonoruun cereit TCP/IP mackoil mojiceTu Ha3bIBaeTCS
32-pa3psaaHOe ABOMYHOE UHCIIO, OINpEACAoIiee, KaKue HWMEHHO
pazpsabl IP-anpeca koMnbprOTEpa SBJISIOTCS OOIIMMU JIJIs BCEH IOJICETH
- B 9TUX pa3psjax Macku cTOMT 1. OOBIMHO MacKH 3alUCHIBAIOTCS B
BHUJIC YETBEPKHU JECITUYHBIX YUCEI - MO TE€M K€ mpaBwmiaMm, 4to u IP-
azpeca. JIist  HEeKOTOpOM  TIOJICETHM  MCHOJB3YETCS  Macka
255.255.255.192. CKOJIBKO  pa3jIMYHBIX  aJpPEeCcOB  KOMIIBIOTEPOB
TEOPETUYECKHU JOMYyCKaeT 3Ta MackKa, €CliM JABa aapeca (aapec CEeTH U
IIMPOKOBEIIATEIbHBIN) HE UCTIOIB3YIOT?

/. B tepmunonorun cereit TCP/IP mackoit mojaceTu Ha3bIBaeTCs
32-pa3psaaHoe ABOMYHOE YHCIIO0, OMpEesIoIee, Kakue IMEHHO pa3psi-
a1 [P-anpeca kommbroTepa SBIASIOTCS OOITUMHM 11 BCEM TMOJCETH — B
ITUX pazpsgax Macku cTOMT 1. OOBIYHO MAacKH 3alMCHIBAIOTCS B BHJIC
YETBEPKH JICCATUYHBIX YMCEJ — 10 TEM K€ INpaBuiiam, uto u IP-anpeca.
JI1s1 HEKOTOPOM MOACETH UCIIONB3yeTcss Macka 255.255.248.0. Ckobko
Pa3IMYHBIX aJ[PECOB KOMITBIOTEPOB JOIYCKAET 3Ta MacKa?

Ilpumeuanue. Ha nipakTuke s agpecalnu KOMIIBIOTEPOB HE HC-
MOJIB3YIOTCS JIBa aJipeca: aJpec CETH U IIMPOKOBEMIATEIbHBINA apec.

8. B tepmunonoruu cereir TCP/IP mackoil mojiceTu Ha3bIBaeTCs
32-pazpsigHOe JABOMYHOE UHCIO, OMNpPEACIIIoniee, KaKue HMEHHO



pazpsabl IP-anpeca koMnbprOTEpa SBJISIOTCS OOIIMMU JIJIsI BCEH IOJICETH
- B 9TUX pa3psaaax Macku cTOMT 1. OOBIMHO MacKH 3alMCHIBAIOTCS B
BUJE YETBEPKU JCCATUYHBIX YUCEN - MO TE€M K€ IpaBwiaM, 4yto u IP-
azpeca. Jliist  HEeKOTOpOM  TIOJICETHM  MCHOJB3YETCS  Macka
255.255.255.128. CKOJABKO pa3IUYHBIX QJAPECOB  KOMIIBIOTEPOB
TEOPETUUYECKU JIOMyCKAeT 3Ta Macka, €CJM JBa ajpeca (aapec ceTu u
IIMPOKOBEIIATEIbHBIN) HE UCTIOIB3YIOT?

9. Ecnu macka noacetu 255.255.252.0 u IP-anpec kommnbioTepa B
cetn 226.185.90.162, To HOMEp KOMIIBIOTEPA B CETU PaBEH

10. B tepmunonoruu cereit TCP/IP mackol mojceTu Ha3bIBaeTCs
32-pazpsiiHOE  JIBOMYHOE YHCJIO, OMNPEACISIoNniee, KaKue HWMEHHO
pa3psanbl IP-agpeca koMmbprOTEpa SIBISIOTCS OOIIMMU JJI BCEH IMOJICETH
- B 9TUX pa3psfax Macku CTOMT 1. OOBIMHO MacKH 3alUCHIBAIOTCS B
BUJIC€ YETBEPKHU JCCATUUHBIX YMCE - IO TE€M K€ mpaBwiam, uto u IP-
ajzipeca. JIIst ~ HEeKOTOpOM  TOJICETHM  MCHOJB3YEeTCS  Macka
255.255.255.224. CKONBKO pPa3IUYHBIX AJPECOB  KOMIBIOTEPOB
TEOPETUUYECKHU JIOMYyCKAaeT 3Ta Macka, €CJIM JBa ajpeca (aapec CeTu u
HIMPOKOBEIIATEIbHBIN) HE UCTIOIB3YIOT?

11. Eciin macka noacetu 255.255.240.0 u [P-agpec koMnbproTepa B
cetn 232.126.150.18, To HOMEp KOMIIBIOTEPA B CETH PaBEH

12. B Tepmunonoruu cereii TCP/IP mackoil Ha3biBaeTcsi 32-
paspsiiHas IBOMYHAs IIOCIIEIOBATEIBHOCTb. Macka ompenesnseT, Kakas
yacth [P-ampeca oTHOCHUTCS K afpecy CETH, a Kakasg — K aJIpecy camoro
y3na. OObIYHO MacKa 3amuChIBAaeTCs MO TEM K€ MpaBuiam, uto u IP-
azpec.

Onpenenurte HOMEpP KOMIIbBIOTEpa B ceTH, ecau [P-amgpec
komnberoTepa — 192.112.25.5, a macka nmojacetn — 255.255.240.0

13. B tepmunonorun cereii TCP/IP mackoil Ha3biBaeTcsi 32-
paspsigHas IBOMYHAsS IOCIIEIOBATEIbHOCTh. Macka ompeznenser, Kakas
yacTh [P-agpeca oTHOCHTCS K aJipecy CeTH, a Kakas — K aJpecy CaMoro
y3na. OOBIYHO MacKa 3aluChIBAETCS MO TE€M XK€ IMpaBwiam, 4to u IP-



agpec. Azpec CeTH TMOJIy4aeTcsa B  pe3yJbTaTe IPUMEHECHUS
MOpA3PSIAHON KOHBIOHKIINY K 3alaHHOMY [P-anpecy y3na u macke.

Hna y3ma ¢ IP-agpecom 218.44.150.15 anpec cetm paBeH
218.44.148.0. Yemy paBeH TpeTuil ciaeBa OalT Macku?

14. B tepmunonoruu cereii TCP/IP mackoil Ha3biBaeTcsi 32-
paspsiaHas IBOMYHAS IIOCIIEIOBATEIBbHOCTh. Macka ompeznenser, kakas
yacTh [P-agpeca oTHOCHTCS K aJpecy CeTH, a Kakasi — K aJpecy caMoro
y3na. OOBIYHO MacKa 3aluChIBAE€TCS MO TE€M K€ IMpaBwiam, 4to u IP-
anpec.

Omnpenenure HOMEp KoOMIbIOTEpa B ceTtH, eciau [P-aapec
kommnbioTepa — 140.20.110.44, a macka nojacetn — 255.255.252.0

15. B tepmunonoruu cereii TCP/IP mackoil Ha3biBaeTcsi 32-
paspsigHas IBOMYHAsl MOCIEIOBAaTEIbHOCTh. Macka ompeaensier, Kakas
yacThk [P-agpeca oTHOCHUTCS K aJipecy CeTH, a Kakas — K aJpecy caMoro
y31a. OOBIYHO MackKa 3aluChIBAE€TCA MO TE€M K€ MpaBuiam, uto u IP-
agpec. Agzpec ceTM TMOJy4Yaercss B pe3ysibTaTe IPUMEHEHUS
MOpa3psIAHON KOHBIOHKLINMM K 3ajaHHOMY [P-anpecy y3na u macke.

Hnsa y3ma ¢ IP-agpecom 185.12.107.15 aapec cetn paBeH
185.12.104.0. Omnpenenure HaWMEHBIIEE BO3MOXKHOE 3HAYCHUE
TPETHEro ciieBa 0aiiTa MackHu.

16. B tepmunonoruu cereii TCP/IP mackoit Ha3wiBaeTcs 32-
paspsaHas JBOMYHAS MOCJIEIOBATEIbHOCTh. Macka omnpenesser, Kakas
yacThb [P-aipeca OTHOCUTCS K aApeCcy CETH, a Kakasi — K aJpecy camoro
y3na. OOBIYHO MacKa 3aluChIBAETCA MO TE€M K€ MpaBuiam, uto u IP-
azpec.

Onpenenure HOMEpP KOMIbIOTEpa B ceTtu, eciau [P-anpec
komnbroTepa — 145.16.2.196, a macka mojacetn — 255.255.240.0

17. B tepmunonoruu cereii TCP/IP mackoil Ha3biBaeTcsi 32-
paspsaHas IBOMYHAs IOCIEIOBATEIBHOCTb. Macka ompenesnseT, KaKas
yacTh [P-ampeca OTHOCHUTCS K apecy CETH, a Kakasi — K aJIpecy camoro
y3na. OOBIYHO MacKa 3alUChIBACTCS MO TE€M K€ IpaBwiam, 4yto u IP-

ajapec.



Onpenenurte HOMEP KOMIIbBIOTEpa B ceTw, ecau [P-amgpec
kommberoTepa — 146.146.146.146, a macka noacetu — 255.255.252.0



[TpakTrueckas padota No3
«IlocTpoeHne OJHOPAHTOBOM CETH»

OpnHopaHroBasi CETh MPENCTABISIET COOOW CETh PABHOIMPABHBIX
KOMIIBIOTEPOB — pabO4yuX CTaHIUMWA, KaxJas U3 KOTOPbIX HMEET
YHUKaJIbHOEC UMS U ajapec. Bce pabouume cTaHIuU OOBEIUHSIOTCS
B pabouyio rpynny. B omgHOpaHroBoil ceTH HET €IUHOro IIeHTpa
yIOpaBlICHUS — Kaxjas pabodasi CTaHIMSI CETH MOXKET OTBEYaTh Ha
3alpoChl  JPYTUX KOMIIBIOTEPOB, BBICTYMass B POJIM CEpBepa, H
HaIpaBJIsiTh CBOU 3aPOCHI B CETh, UTPasi pPOJib KJIMEHTA.

OnHOpaHTOBBIE CETH SIBISIOTCA HaMOOJIee MPOCTHIM JIJIsI MOHTaXka
M HACTPOMKM, a TakKe JEIEBbIM TUIIOM ceTel. [imd moctpoenus
OJIHOPAHTOBOM CETH TPEOYETCsA BCErO JIMIIb HECKOJIBKO KOMIIBIOTEPOB C
yCTaHOBJIEHHbIMUA KJIUEHTCKUMU OC, U CHA0XEHHBIX CETEBBIMU
KapTamu. Bce napaMmeTphbl 0€30IMacHOCTH OTIPEACIISIIOTCS
UCKJIIOYUTENIbHO HACTPONKAMU KaXJ0TO U3 KOMIILIOTEPOB.

K OCHOBHBIM JIOCTOMHCTBAM OJIHOPAHTOBBIX CETEM MOXKHO
OTHECTHU:

IPOCTOTY pabOThI B HUX;

HU3KYI0 CTOMMOCTb, MOCKOJBbKY BCE€ KOMIIBIOTEPHI SIBIISIIOTCS
pabo4YMMU CTAHITUSAMU;

OTHOCUTEJIBbHYIO TPOCTOTY aJIMUHUCTPUPOBAHUSI.

Henocratku 0 JHOPAaHTOBOM apXUTEKTYPhl TAKOBBI:

3 PEeKTUBHOCTH PA0OTHI 3aBUCUT OT KOJHUYECTBA KOMITBIOTEPOB B
CETH;

3amuTa HMHGOpMaIMu M O€30MacHOCTh 3aBHCHUT OT HACTPOEK
Ka)XJI0r0 KOMIIBIOTEPA.

Cepbe3Hoil MpoOIEMON OJHOPAHTOBOM CETEBOM aAPXUTEKTYPHI
SABJISIETCS] CUTYyalMsl, KOTJIJa KOMIIbIOTEPhl OTKJIFOYAIOTCS OT CeTU. B aTnx
CIy4yasiX U3 CETH MCYE3al0T BCE OOIIECETEBbIE CEPBUCHI, KOTOPHIE OHU
NpeAOCTaBIsUIM (HampuMep, oOmas marka Ha JUCKE OTKIIIOYEHHOTO
KOMIIBIOTEpPA, WM OOIIUA TPUHTEP, TMOJKIIOYECHHBIM K HEMY).
AJIMUHUCTPUPOBATh TaKyk CETh JOCTAaTOYHO MPOCTO JUIIb TIPU
HEOOJIBIIIOM KOJMYECTBE KOMMBIOTEpOB. Ecnm ke uucio padoumx
CTaHIMM, JomycTuM, npesbimaeT 25-30 — To 3T0 OyneT BBI3BIBATH
OMpe/ICICHHBIE CI0KHOCTH.

bazoBele Tomonoruu



Tomonorust cetn — (u3nMyeckoe pPacoiOKEHUE KOMITBIOTEPOB,
Kabeei u APyrux CeTeBhIX KOMIIOHEHTOB. OHa BIUSET Ha:

- COCTaB HEOOXOMMOT0 CETEBOr0 000PY/10BAHMUS;

- BO3MOXKHOCTh PacCUIMPEHUsI CETU (HapallluBa€MOCTh);

- c1oco0 yIIpaBJICHUS CEThIO;

- XapaKTePUCTHUKHU U TTapaMeTPhbl CETEBOT'0 000PYI0BaAHUA.

Ha mpakTrke ucrnoiap3yroTcs CiaeayroIue 6a30Bbie TOTOJOTHH:

1 — mmuHag;

2 — 3Be31000pa3Hasi;

3 — KoJIblieBasl;

4 — npeBOBUHAS,

S — siYeucrasl.

Bce ocranmbHBIE TOMOJIOTMH TIONYYalOTCI KOMOMHHUPOBAHHEM
0a30BBIX.
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Tembl pedepaToB
[ITuaHAasT TOMOJOrus JIOKAAbHOM BBIYUCIUTEIbHOM CETU
3Be3/1000pa3Hasi TOMOJOTHS JIOKAJIbHOM BBIUMCIUTEIBHOMN
CETH
KonpueBas TOmoaorus 10KajJbHON BBIYMCIUTEIHLHON CETH
JpeBoBHUIHAS TOTIOJIOTUS JIOKAJTbHON BBIYUCIIUTEIILHON CETH
Slyencrast Tonoa0ryus BEIYUCIUTEIbHON CETH



[TpakTuueckas padora Ned

«Kputepuu onieHKH 3aIUIIEHHOCTH UH(OOPMAIIMOHHBIX CUCTEM)

Knaccel  3alUI€HHOCTH  aBTOMATU3UPOBAHHBIX CHUCTEM  OT
HECAHKIIMOHUPOBAHHOTO JOCTyNa K WH(OpMAIUU pa3lielieHbl Ha 3
TPYIIIbI:

|- epynna — MHOTOMONB30BATEIILCKUE CUCTEMBI, KOTOPHIE MOTYT
OJIHOBPEMEHHO 00pabaThiBaTh W XPaHUTh HUHMOpPMAIUMIO pPa3HbIX
ypOBHEN KOH(HUICHIINATBHOCTU C Pa3IMYHBIMU npaBamMu
noJsib3oBaTesel Ha qoctyn Kk uagopmanuu. K 3toit rpymnme oTHocuTes S
knaccoB: 1A, 1b, 1B, 1I'u 1/1.

ll-2 epynna — cucrembl, B KOTOpPbIX pabOTaeT HECKOJbKO
[IOJIb30BATEIEd € OJAWMHAKOBBIMM IIpaBaMu JOCTyla KO BCEW
uH(popmaluu, KoTopas 00padaThIBA€TCSI M XPAaHUTCS HA HOCUTEISIX
pa3HOTO YpOBHS KoH(uUIeHIMaIbHOCTH. K 3TO# rpynme oTHOCUTCS 2
kiacca: 2A u 2b.

I11-52 2pynna — cucteMsl, B KOTOPBIX pabOTAET OAUH MOJIb30BATENb
¢ aOCOJIIOTHBIMU TIpaBaMHu Ha BCIO MH(OpMaIMIO, KOTOpas pa3MelleHa
Ha HOCHUTEJISIX OJHOTO ypOBHS KOH(UIeHIHanbHOCTH. K 3TOM rpymme
otHocutcs 2 kiacca: 3A u 3b. Camble BbICOKME TpEOOBaHUS K KJlacCcy
1A, a cambie HU3KHKE — K Kiaccy 3b.

Boiziensator 4 noAcucTeMbl 3alUTHI:

yIpaBJIeHUE JOCTYTIOM;

perucTpaius u y4er;

KpUNTOrpaduyecKoe 3aKphITHE;

oOecredeHne eJTOCTHOCTH.

Hanmvuue wMeToauk 3amuThl WMHPOpPMAIUM W UX MOJJIEPKKa
opUIIMATBEHBIMA JJOKYMEHTAMH COCTABJISIET JOCTAaTOYHO HAJACKHYIO
0a3zy 3amuThl HUHGOpPMALMM Ha perysipHod ocHoBe. OaHAKO B
CErOJHSIIHEH CHUTyaluu 3anmra WHOpMAIMu HE MOXKET ObITh
3¢ PeKTUBHON MO PsATY NPUUUH:

1. HWMerouumecss METOJMKA OPUEHTUPOBAHBI HA  3alUTY
uH(pOpMaIMU TOJBKO B CPEACTBAX KOMIBIOTEPHBIX CUCTEM, HE CMOTPSI
HA  YCTOMYMBYKD  TEHACHIMIO  OPraHWYECKOTO  CpalllBaHUs
aBTOMATU3UPOBAHHBIX M TPAJUIMOHHBIX TEXHOJOTHN 00pabOTKU
uHpopmaruu;



2. YdrteHbl Jajeko He Bce (AKTOPbI, KOTOPHIE OKA3bIBAIOT
CYIIECTBEHHOE BJIMSHUE HA YSA3BUMOCTb HH(POpPMAIMHU, U TOITOMY H
MOJIeXKAT YUETy MPHU ONPE/ICTICHUN TPEOOBAHUI K 3aIIUTE;

3. B HayyHOM IJlaHE HUMEIOIIMECSd METOJUKU HEJOCTATOYHO
000CHOBaHbI, UCKJII0Yas TPeOOBAHUS K 3alllUTe MH(DOPMALIUK OT YTEUKHU
0 TEXHUYECKUM KaHaJlaM.

Kiaccel 3alIUIIEHHOCTH CPEACTB KOMIBIOTEPHBIX CHUCTEM OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIa

[loka3zatenu 3alIUMIIEHHOCTH, YCTAHOBJIEHHBIC PYKOBOJIAIIUMU
NoKyMeHTaMu ['ocTexkoMHCCUU, coAepKaT TpeOOBaHUSA IO 3aIIUTE
cpeacts kommbioTepHbIXx cucteM (CKC) oT HeCaHKIIMOHMPOBAHHOTO
nocTyna K uHhopMaiuu.

COBOKYMHOCTh TPeOOBAaHMI OMHUCHIBAIOT KJIACCHI 3aIUIIEHHOCTH
CKC, xoropsie aenstcsa Ha 4 TpynbL:

|- epynna coaepXuT €OUHCTBEHHBIM CEIbMON KJlacC — KJIacc
MUHUMaJIBHOM 3aITUIIIEHHOCTH.

I1-52 epynna cogepxut 5-it u 6-i KiIacchl — KJIaCChl M30UPATEIHLHOMN
3aIUTHI, KOTOpas MpeaycMaTpUBAET KOHTPOJIb JOCTYIA OMPEACICHHBIX
CyOBEKTOB K OIpeNeIeHHbBIM O00beKTaM cHucCTeMbl. [lpu sTom s
KaXJIOH COOTBETCTBYIOLIEH Maphl «CYOBEKT — OOBEKT» ONPEAECISIIOTCS
paspelieHHbIe TUIIBI T0CTYTIA.

I11-52 epynna conepxut 2, 3 u 4 Ki1acchl — NOJHOMOYHAS 3alllUTa,
pU KOTOPOM KaXJIOMYy CYOBEKTY U OOBEKTY CUCTEMbI TPUCBANBAIOTCS
KJIaCCU(PUKAIIMOHHBIE ~ METKH,  YKa3bIBalOIIME HUX  MECTO B
COOTBETCTBYIOIIEH wuepapxuu. PemieHne o0 CaHKIMOHUPOBAHHOCTH
3ampoca Ha JIOCTYN NPUHUMAETCS JMIIb TMPU  OJHOBPEMEHHOM
pa3pelieHud ero W30UpaTeNbHBIMU W TIOJJHOMOYHBIMHU TMpaBUIaMU
pasrpaHU4eHus TOCTYIA.

V-2 epynna BxmtodaeT Tosnbko 1-i kiacc — BepudUIIMPOBAHHASL
3alluTA.

YtoObl MPUCBOUTH KJIACC 3ALIUIIEHHOCTH y CHUCTEMBI JOJIKHO
OBbITh: PYKOBOJICTBO QJMHUHUCTPATOpPA U TOJIb30BATENsl; TECTOBAsl U
KOHCTPYKTOPCKasl TOKYMEHTAIH.



dakTOphI, KOTOPBIC BIHUSAIOT HA HEOOXOAUMBIM YPOBEHB 3aIUThI
uHdopMauu
Paccmorpum knaccudukamnuio (HakTopoB, KOTOPHIE BIUSIOT Ha
ypoBHH 3amuThl uHGopMauu. DakTopbl KIACCUDHUITUPYIOTCS IO 5
MIpU3HAKAM:

fpynna 1 fpynna 2 fpynna 3 Mpynna 4 lpynna 5
(no yonosuam (no
(no $YHKLMOHWPOB OPraHHaaLuK
apxMTEKTYpe aHuA paboTel
SBTOMETHIH- ABTOMETHINPO BETOMETHIN-
[no xapakTepy POBEHHOH BEHHOMA (no poBaHHOA
obpaba- CUCTEMBI CHCTEMEI TEXHONOTHMK CHUCTEMEI
THIBAEMOIA obpaboThm obpaboTkn obpaboTku oBpaboTkm
MHBOpMELMK) ABHHbBIX) LaHHbix) MHOOpMaLMK) AaHHBIX)
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Puc. 4.1. Knaccuduxanus ¢gaktopoB, BIUSIONIMX HA YPOBEHb
3aIIUTHI
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Tembl pedepaToB
OueHKkN 3alMIIEHHOCTH HA OCHOBE MOJEIN KOMILJIEKca
MEXaHU3MOB 3aIlUTHI.
CemanTnueckue mokaszarenu 3amnumnieHaocta UC.
HeueTkne OIIGHKM  3alIUIIEHHOCTH  HWH(POPMAIMOHHBIX
CHCTEM.
Kommnekcabie onieHkH 3amuniennocta UC.



