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1. HEJDb PABOTbBI

HonyquHe HaBBIKOB CO3aHH 3aHII/I(1)pOBaHHOFO COO6H1€HI/I$I Inmpu 1nmoMoumu

anroputMma mudposanus RSA

2. TEOPETHYECKAS YACTD

Anroputm RSA, mepBblii U3 aJrOPUTMOB IMIKU(PPOBAHUSI C OTKPBITHIM KIIOUOM,
JOCTOMHO BbIIEPKAJ UCIBITAHUE BPEMEHEM. DTOT aJrOPUTM OCHOBBIBAETCS Ha 3a/aye
RSA, ¢ KoTOopoif MBI MTO3HAKOMUJINCH B MpeAbIayieM naparpade. Kak Bel momaute, ona
CBOJUTCS K TOMCKY IPOCTBIX JAeNuTeNed OOJIbIIMX HATypaJlbHbIX 4YMCeN. Tak 4To
MOKHO YTBEPXAATh, YTO KPUNITOCTOMKOCTh ainroputMa RSA Oa3upyeTcst Ha CI0KHOCTU
npo0OyieMbl (paKTOpU3alUY, XOTS M HE B MOJIHOM Mepe, MOCKOIbKY 3amady RSA MoxHO
peliath, He Mpuoeras K pa3iokKeHUIO HA MHOKUTEH.

[Ipeanonoxum, AJMca CYUTAET HYXHBIM pa3pelIuTh BCEM  HKEJIAIOIIHUM
OTIPABIIATh € CEKPETHBIE COOOIIEHNS, pacIM(pPOBaTh KOTOPbIE CIOCOOHA TOJIBKO OHA.
Torna Anuca noaOupaer ABa OOJBIIMX MPOCTHIX yucia p U (. Jlepka ux B cekpere,
Anuca myOIMKyeT X IPOU3BEICHUE

N=p-q

KOTOpOE€ Has3bIBAIOT MoOyiem anroputma. Kpome Toro, Aunmca BbIOMpaeT

MU (PYIOLLYIO SKCIIOHEHTY E, yIOBJIETBOPSIOLIYIO YCIOBHIO

HOA (E.(p-1)(¢-1))=1

Kak mpasuno E OGepyt paBubiM 3, 17 wmaum 65 537. Ilapa, moctymHas Bcem
xkemaromum, — 9310 (N, E). Jlns BeiOOpa cekpeTHOro Kiroda AJjmca MNPUMEHSIET
paciMpeHHbIi anroput™ EBkiuaa K nape yncen £ u ( p —l)(q —1), IOJTy4asi TPy 3TOM

pacmudpoBbIBaOIyl0 3KCcrmoHeHTy 0. HalimeHHass SKCIOHEHTa yIOBJIETBOPSAET

COOTHOIIICHHUIO
E-d=1(mod(p-1)(q-1))

CekpeTHbIM KIItOYOM siBJIsieTcs: Tpoiika (d, p, (). PakTuvecku, MOXKHO OBUIO ObI

BBI6pOCI/ITB IMPOCTBIC ACIUTCIIN p U ( 13 KJIr04a U IIOMHUTD JIMIIb O d u BceM uncie N.
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Jonyctum Tenepb, uTo boO HamepeH 3amudpoBaTth cOOOIIEHUE, aIPECOBAHHOE
Anuce. OH cBepsieTcs C OTKPBITBIM KIOYOM U IPEACTABISIET COOOLEHUE B BUAE YHUCIIA
m, ctporo Menbliero moayis N amroputrma. udporexker C momywaercs U3 ra 1o

CJIeIyIOLIEMY MPaBUITY:

C=m"(modN)
Anmca, monmyuuB mm@porpammy, pacmmdpoBbiBaeT €€, Bo3Boas uucio C B
crenens d:
m=C(modN).

PaBeHCTBO MMEET MECTO B CBA3HM C TEM, YTO MOPSIOK IPYIIILI (0/ND) paBen
»(N)=(p-1)(q _1). [ToaTomy, mo Teopeme Jlarpamixa,
X =1(mod N )
aas moboro uucaa. Ilockoiabky E u d B3amMHO 0OpartHel O MOIYIIO

( p —1)(q —1) , IIPYM HEKOTOPOM II€JIOM YHUCIIE S TIOJIyYaeTCs PABEHCTBO

Ed-s(p-1)(q-1)=1.

CnenmoBarteibHO,

ct =(mé )d =m® = ms PV — V@D —m(mod N)

Il MPOSICHEHMs CHUTYyallMd pacCMOTPHM AeTckuii mpumep. Ilycte P=7wu
g=11. Torma N=77, a ( p—l)(q —l) =6-10=60. B xauecTBe OTKPHITOH
mmppyromeii SkcrmoHenTs Bo3bMEM umcno E = 37, mockomsky HO/J (37,60)=1,

[pumeHsis paciupenHbli anroput™ EBkinuaa, Haitnémd =13, 1. k.
37-13=481=1(mod60)

[Ipeamnonoxum, HYXHO 3amM(ppOBaTh COOOIIEHUE, YUCICHHOE MPEICTABICHHE

KOTOpPOT'O UMEET BHI: m = 2. Toria Mbl BRIYHCIISIEM
C=m"(modN)= 2" (mod 77) =51,

[Ipouiecc pacundpoBbIBaHUS TPOUCXOIUT aHATOTUYHO:



m=C?(modN)=51°(mod77)=2.

3. BBIITIOJIHEHUE PABOTbI

B RSA OTKpBITHIN U 3aKpBITHIN KIIIOY COCTOUT U3 Maphl IENIbIX YUCEN. 3aKPBITHIHA
KJIFOY XPAHUTCS B CEKPETE, @ OTKPBITBHIM KIIIOU COOOIAETCS APYroMy YYacTHHKY, JHO0
r71e-TO MyOJIUKyeTCs.

I'enepanus kiaroueii RSA

[udpoBanre HaYMHAETCSA C TEHEpALMK KIIFOUEBOM Maphl (OTKPBITHIN, 3aKPBITHIM

kio4). ['eHeparus kimodeid B RSA ocymecTBiseTcs CaeayomumM 00pa3om:

1. BriGupatores aBa MpoCTHIX Yuciia P 1 ( (Takue 4To P HepaBHO ().
2. Brruucnsiercs Moaynb N=p-q.
3. Boruucnsiercss  3Haduenue  QyHkuumum  Oinepa or  Moxyis N

@(N)=(p—1)(q—1).Beibupacrcs uncino e, Ha3pIBAGMOE OTKPHITOH SKCIOHEHTOIA,
YHCIIO € IOIDKHO JekaTh B uaTepBane 1<e<@(N) ,a Tak se GbITh B3AMMHO IPOCTHIM

co 3nauennem dynxiun @(N).
4, Beruncinsercs uncio d, Ha3pIBaeMOE CEKPETHOM DKCIIOHEHTOM, TaKOE, YTO

d -ezl(mod qo(N)) TO €CTh SIBJICTCS MYJIbTUIUTUKATUBHO OOpaTHOE K YHUCIY € IO

momymo @(N).
Wtak, MbI OJIyYUIIU MTAPY KITKOUECH:

ITapa (€, N) - OTKpBITHIT KITFOU.

Tapa d (N) - 3axperrsrit KO,

IIudpoanue u pacmmndpossiBanue B RSA

Ecte cnenyronuii cuenapuii: bo6 u Anuca mepenuchiBarOTCS B MHTEPHETE, HO
XOTAT UCTOIB30BaTh Mu(poBanue, 4ToObI MOAIEPKUBATH IEPEMUCKY B CEKpeTe. Annca
3apaHee Cr€HEPUPOBAJIA 3aKPBITBIM U OTKPBITBIM KIIFOY, a 3aT€M OTHIPaBUJIa OTKPBITHIN

kitod boOy. bob xoueT nmocnate 3ammdpoBanHoe coodIeHne Anuce:



7

IMudpoBanne: bobd mmdppyer coobiieHne M, HCMIONB3YS OTKPBITHIA KIIOY
Asucer (6,N):C=E(M)=M®mod(N), u ornpasmsier ¢ Anuce.
PacuindpoBbiBanne: Annca mnpuHMMaeT 3amudpoBaHHoe coobmenne C.

Ucnonb3ys 3aKpBITHIN KJIFOY (d N ) : pactpoBbIBaET coo0rieHue
M =D(C)=C“mod(N).
Teopema Jiisiepa AJis1 HOHUKEHUA CTENICHU:

Teopema Jitnepa. [l m000ro MOAyJsE M U LEJIOr0 YKCIA &, B3AUMHO [IPOCTOrO

¢ m, cripaseumBo cpasuenne a’" =1modm
CaencrBue 1 (masas teopema ®epma). g m0060ro mpocToro ymcia P u

HATypaJbHOTO YKCIIa 8, B3aUMHO ITPOCTOTO C HUM, BepHa Gpopmya Depma:
a’ =1mod p

CaencrBue 2 (0 BBIYHCIEHUH 0OPATHOIO 3JIEMEHTA).

(m

al=a"""modm

JUTST TIOOBIX JIBYX HATYPaJIbHBIX MPOCTHIX YUCENT & U M.

1219 Mod 91 . pewenue.

Tpumep. BuiunciuTe 3Hauenne Bhpakerus 1
91=7-13;

0(91)=6-12=72;

(11,91)=1

ITo Teopeme Ditniepa umeeM:

11*° mod 91 =11%** mod 91 = (1172 )3 11 mod 91 =
=11*mod91=121-11mod91=330mod91=57mod 91 =57

IIpumep mudpoBanus u pacumppoBsiBannsg B RSA
[udposanue:
Bri6upaem npocTeie uncia:

p=3qg=11
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Brruucisem moayins N=p-0q=3-11=33

Beruucnsiem (bYyHKIIIO Diinepa oT MOAYJIS n
o(N)=(p-1)(q-1)=2-10=20.

4. Beibupaem OTKPBITYIO SKCIIOHEHTY € =/

5. OnpenensieM 3aKphITyIo 3kcronenty d :d *e = 1( mod ¢(N )) =d=3

bynem mmudposars coodmenne RSA, mycts 6ykBe A cootBeTcTByeT udpa 1, B
-2,C-3wurt.n., torna:

R=18; S=19; A=1;

OTKPBITBINA KITIOY: (9, n) = (7, 33)

C,=(18")mod33=6

C, =(19")mod33=13

C,=(1")mod33=1

C ( RSA") =6,13,1

IIpumep pacmudposbiBanus RSA

Hcnons3yem sakpsrrsiit kmoa (d,n)=(3,33)

M, =(6°)mod33=18

M, =(13°)mod33=19

M, =(1*)mod33=1

18=R;19=S;1=A;

[TomyuaeMm ucxoanoe coodmenue - RSA.
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4. BAPUAHTHI 3AJTAHUM

No HcxonHblil TEKCT

1 [Iymut nyOpaByIIKa K HEIOTOTYIIIKE

2 YTpoM BOPOHBI KapKaroT K JTOXKJIIO

3 Copoka Ha XBOCTE IIpUHECIIa

4 CHer XOJI0JIHBI, @ OT MOP03a YKPBIBAET

5 Cupenb nim 6epésa, a BcE 1epeBo

6 CerojHsl HE TaeT, a 3aBTPa KTO 3HACT

7 Po3b1 6e3 mmmnoB He ObIBaeT

8 He BBICOK JI€COK, a OT BETpa 3allUIIAET

9 Ha Bcex u COJHBINIKO HE CBETUT

10 KpacHa sronka, 1a Ha BKyC TOpbKa

11 B oceHHee HEeHACThe ceMb MOroJ] Ha JIBOPE
12 Betpom BeTpa He cMmepsenb

13 [IpomnymieHHBIM Yac roJJOM HE HATOHUIIIb
14 CuacTiauBble 4acoOB HE HAOJIIOIAIOT

15 Jlpyr HEMCIBITAaHHBIN, KaK OPEX HE PACKOJIOTHII
16 Jpyxu ¢ TeMH, KTO JTy4dnie Tedsi camoro
17 Kpernkyro npyx0y ¥ TOOpOM He pa3pyOulb
18 Kto npyr npsmoi, ToT 6paT poaHOn

19 JIy4IIie BBICIYIIATh YIPEKU APYTa, YeM MOTEPSITh €To
20 OpHa myena MHOTo MEY HE MPUHECET

21 C TeM He yXKUTbHCSI, KTO JTIOOUT OpaHUTHCS
22 Crapplii Ipyr Jy4llle HOBBIX IBYX

23 Ha uysxoii ctopoHnymike paj pogHOil BOpoOyIIIKe
24 Haposp! Hamiei ctpanbl 1py>K00il CHIIbHBI
25 [ToaHABIINI MeY OT Me4Ya U ITIOTHOHET

26 ITpu connne Terno, mpu Ponune no6po

27 Crapasi ciaBa HOBYIO JIIOOUT

28 JlroOuib KaTaThbes - 100U M CAHOUKHU BO3UTH
29 KT0 maxarp He JIGHUTCS, y TOTO XJ1e0 POJIUTCS
30 Ha neun He xpabpuch, a B 1ojie He TPYCh
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