[loKYMEHT NOANMUCaH NpOCTO# 3NeKTPOHHOM NOANMUCHIO
MHbopmauus o Bragenbue:
®WO: NoktnoHosa OkcaHa leHHafbeBHA

[lomxHOCTb: NpopeKTop no y4ebHoi pabote MUHOBPHAIVKU P OCCHUHU
[ata nognucanms: 04.10.2022 09:35:31 . )
YHMKasbHbIA NPOrPaMMHbIA KNHY: [Oro-3anannpiii FOCYTAPCTBEHHBIK YHHBEPCUTET

0b817ca911e6668abb13a5d426d39e5f1c11eabbf73e943df4a4851fda56d089

YTBEPXAIO:
3asenyrommii kadenpoit

MH(OpMaIMOHHO#M Ge30macHoCTH
(Haumenosanue kaghedper nonnocmeio)

%p ~ M.O. Taubirun

(nm{f}/c{ UHUYUANbI, (hamunus,)

K30 » o oyepra. 2022T.
\V/

OLIEHOYHBIE CPEJICTBA
JULSL TEKYLIETO KOHTPOJISL YCIIeBAEMOCTH
1 IIPOMEKYTOYHOM aTTECTALMHU 00yJaroIUXCs
10 TUCLUMIUIAHE
OLieHKa PUCKOB MHDOPMATHOHHON 6E30MaCHOCTH

(naumenosanue Oucyuniunw)

10.03.01 Mudopmarmonnas 0e30macHOCTh, Mpobus «Be30nacHoCTs
dBTOMATHU3UPOBAHHLIX CUCTEM B chepe MHDOPMALIMOHHBIX U KOMMYHUKAITHOHHBIX

TEXHOJIOTHI»
(k00 u naumenosanue OITOI BO)

Kypck — 2022



1 OHEHOYHBIE CPEJACTBA /UIA TEKYWEI'O KOHTPOJIA
YCIIEBAEMOCTH

1.1 BOIIPOCHI IJISA YCTHOI'O OITPOCA

Tema 1. OcHOBHbIE MOHATUS AUCHUILUIMHBI «OlLIEHKa PUCKOB HMH(OpPMAIMOHHON
0e30MacHOCTI.
1. OcHOBHBIE PUCKU MHPOPMAITMOHHOM O0e30nmacHOCTH?
2. MeTonpl aHaM3a pUCKOB HHGOPMAIIMOHHOM 6€30macHOCTH?
3. MeTozb! OLIEHKH PUCKOB MH(POPMAIIMOHHOM O0e30macHOCTH?
4. OcHOBHBIE  TOHSATHS ~ MEHEIKMEHTAa  PHUCKOB  WH(GOPMAIMOHHOMN
oe3onacHoCTH?
5. Cranpmaptsl ynpasieHus puckamu Ub?
6. Metoasl cHuKeHUs puckoB Nb?
Tema 2. Ouenka HHPOPMAIIMOHHBIX PUCKOB.
1. B uyém 3axmroydaercsi MOJIOKEHHE O MPUMEHMMOCTH CUCTEMBI YIPaBIICHUS
puckamu?
2. Kak npoucxoauT JOKyMEHTHpPOBaHHUE Mpoleypbl ooecrieueHus 1b?
3. Kakwue cymecTByIoT criocoObl CHUKEHUSI PUCKOB?
4. B uém 3akmouaercs ynpasienue 1Ub?
5. Onuiunte 3Tansl BHEAPEHUS MpoLenyp cucteMsl ynpasienus b
Tema 3. Ynpasnenue puckamu. OCHOBHBIE TOHATHS.
1. Yro Takoe cucTema yrpaBieHUs] pUCKaMU, €€ Ha3HaueHue?
2. Onummute 3Tarmbl Iporiecca yIpaBIeHUs] pUCKOM.
3. Kakwue cymecTByloT METOMKH OIICHUBAHUS PUCKOB?
4. B 4uéM oTiauure MeXJy KaYeCTBEHHBIMU M KOJIMYECTBEHHBIMU METOAMKAMU
OIIEHKH PUCKOB?
5. B uém nmpeumyiiecTBa U HEJOCTATKH KOJIMYECTBEHHOW MOJIEIH YIpaBICHUS
puckamu?
. Kax dhopmupyercst mogens yrpo3?
. Kax dhopmupyercs Mmoens ysi3BUMOCTEM?
8. Onummre MOJeNb OLUEHKH PUCKOB HAa OCHOBE MOJAEIU HMH(OPMAIMOHHBIX
IIOTOKOB
Tema 4. MeToaukn ¥ TEXHOJIOTUH YIIPABIICHHUS] PUCKAMM.
1. B 4ém 3aKiro4aroTcs MPEeMMYIIECTBA U HETOCTATKU KaYECTBEHHBIX METOJIUK
yYIpPaBJIEHUs pUCKAMHU?
Onummre meton COBRA.
Onummre Mmetox RA Software Tool
4. Bo3moxxHo au mpumeHeHue meroga RA Software Tool mns ommcanue
PHUCKOB B CHCTEMax, 00pabaThIBAIOIINX TOCTAWHY U IIOYEMY?
Onummre meto CRAMM.
Kakoli u3 MeTomoB ympaBiieHUsI pUCKaMU HauOoJiee NPEANOYTUTETICH B
HAI[MOHAJBbHONW CHCTEME CTaHJIapTOB HMH(POPMAIMOHHON O€30MacHOCTH U
nouemy?
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7. Kak wucnonszoBatb metoq CRAMM B aymute wuHpOpManmoHHON
6e3onacHocTH?
Tema 5. Pa3zpaboTka KOpHOpaTUBHON METOAMKH aHAJIN3a PUCKOB.
1. Kro craBuT 3amaud pa3paOOTKH KOPIOPATUBHOM METOIAMKU aHaIHu3a
PUCKOB?
2. CTpykTypa clieHapus aHaln3a UHPOPMAIIMOHHBIX PUCKOB KOMITAHHH.
3. IlpeumymiecTBa 1 HEIOCTATKUA TAOJIMYHBIX METOAOB OLIEHKH PUCKOB.
4. Kak mpouCXOIUT OIIEHKAa PUCKOB 1O ABYM (haKTopam.
5. IlpuBenute mpumep, KOraa BO3MOKHA OIIEHKA PUCKa 10 TpEM (pakTopam
6. Kakue kputepuu mo3BOISIOT OTHECTH PUCK K HEMPUEMIICMbBIM ?
Tema 6. CoBpeMeHHbIE METOABI M CPEJCTBA aHAM3a W YIPABJICHHUE PUCKAMU
WH()OPMAITMOHHBIX CUCTEM KOMITaHUN
1. HazoBute kpuTepuu, N0 KOTOPBIM Kakas-inbOonpoueaypa odecrneuenus b
MOKET ObITh Ha3BaHA HEOOXOAMMOM B OU3HEC-TIPOIIeCCaxX KOMIIAHUU.
KTO BBINOJHSAET OLIEHKY prcKa?
B uém 3akmouaercsa meroauka FRAP.
Kak dhopmupyeTcst MmaTpuiia puckoB.
HenmocraTkun MaTpuyHOTO MPEACTABICHHS PUCKOB
Urto Takoe mpoduiib yrpo3bi?
ComocTaBbTe TpeUMyIlecTBAa M HeaocTatku Mertoauk Risk Watch u
OCTAVE.
8. Kaxk mpomcxoauT omnpeaeneHrne KaTeropruid 3alUIaeMbIX pecypcoB?

No ko

Kpurtepum ouenku:

4-3 0ana (WM OIIEHKA «OTIMYHO») BBICTABISETCS OOyYaromeMycs, eciiu
OH JIEMOHCTPUpPYET TJyOOKOE 3HaHUE COJEpKaHUs BOMNPOCA; JAET TOYHBIE
ONPEJENICHUS] OCHOBHBIX IOHSTHI; apryMEHTUPOBAHHO M JIOTMYECKH CTPONHO
u3NaraeT y4deOHBIM MaTepuall; WUIIOCTPUPYET CBOW OTBET AaKTyaJbHBIMU
npuMepamM (TUMOBBIMH W HECTAHIAPTHBIMH), B TOM YHCJIE CaMOCTOSITEIHHO
HalJICHHBIMH; HE HYXKJA€TCS B YTOUHSIOMINX U (WJIM) AOTOJHUTEIBHBIX BOIIPOCAX
IIPENOIaBaATEIs.

2 0aja (MM OIICHKA «XOPOII0») BBICTABIAETCS OOYYAIOIIEMYCsl, €CJIU OH
BJIAJICET COJNEPKAHUEM BOIIPOCA, HO JOIYCKAET HEKOTOPBIE HEJOYETHI ITPU OTBETE;
JIOMYCKAaeT HE3HAUYUTEIbHbIE HETOYHOCTHU TMPHU OMNPEACIIEHUA OCHOBHBIX MOHSITHUM;
HEJ0OCTATOYHO apryMEHTHUPOBAHHO U (WJIM) JIOTHYECKH CTPOMHO U3Jaraet yueOHbIN
MaTepHua; WUTIOCTPUPYET CBOM OTBET TUIIOBBIMU MTPUMEPAMH.

1 ©OGann (M OLEHKA  «YyJIOBJIECTBOPUTEIIBHO»)  BBICTABIACTCS
oOy4aroniemMycsi, €ciii OH OCBOMJI OCHOBHBIE TMOJOKEHUS KOHTPOJIUPYEMOU TEMBI,
HO HEJIOCTATOYHO YETKO JAeT OMNpeJejieHHe OCHOBHBIX MOHATUN W AChHUHUIINN;
3aTpyIHSIETCS MpPU OTBETAaX Ha  JONOJHUTENbHBIE BOIPOCHL;, IPHUBOJIUT
HEJOCTAaTOYHOE KOJIMYECTBO IMPUMEPOB JUISl MIUIFOCTPUPOBAHUS CBOETO OTBETA;
HYKJIa€TCS B YTOUHSIOIMMX U (W) JOMOJHUTENBHBIX BOMPOCAX MPENOAABaTEIS.

0 o©OammoB (WM OIEHKA «HEYJOBIECTBOPUTEIBHO»)  BBICTABIIACTCS
oOyuJarolemMycs, €ciii OH He BIaJeeT COJEp)KaHHWEM BOIIpOCa WM JOMYCKaeT
rpyOble OWIMOKHW; 3aTPyAHSETCS JaTh OCHOBHBIE OIpPENEICHHS; HE MOXET



MIPUBECTU WA MIPUBOAUT HETPABWIbHBIE TIPUMEPHI; HE OTBEYAET HA yYTOUYHSIONINE
¥ (WJIM) JOTIOIHUTENBHBIE BOMPOCHI MPENOIAaBATENsI HIIM JJOMYCKaeT MPH OTBETE Ha
HUX TpyOBbIC OIINOKH.

1.2 KOHTPOJIBHBIE BOITPOCBI JJISL SAHIUTDBI
ITPAKTUYECKUX PABOT

KOHTpoJIbHBIE BONPOCHI JIJIS 3aIUThI MPAKTHYECKOU padoThI Nel:

1. HazoBuTe KpuTepuu, MO KOTOPHIM Kakas-nuOo  mpoleaypa
obecnieuenus b moxeT ObITh Ha3BaHAa HEOOXOAMMON B OM3HEC-TIpOIEcCax
KOMITaHHH.
2. KTO BBINONHSAET OLIEHKY prcKa?
3. B uém 3axmrogaercs metonuka FRAP.
4, Kak dhopmupyeTcst MmaTpuiia pucKoB.
S. Henocratku MaTpuuHOTO MPEICTaBICHUS PUCKOB
6. Urto Takoe mpoduiib yrpo3bi?
7. CormocTaBbTe TpeuMyllecTBa U HemoctaTku Meroauk Risk Watch u
OCTAVE.

KoHTposibHbIE BOMPOCHI JIJIS1 3alUTHI MPAKTHUECKOM paboThl No2:
1. HazoBuTe KoJiMuecTBEHHBIE TTOKa3aTe I HH(HOPMALIMOHHBIX PECYPCOB.
2. Kak mpou3BoguTCs  OIICHMBaHWE TOKa3aTelell W CTENeHHU

KPUTUYHOCTH HWH(GOPMAIMOHHBIX PECYPCOB I HAMXY/AIICTO BapHaHTa
Pa3BUTHS COOBITHIA?

3. HazoBuTe mnoTeHIMATbHBIC BO3JCHCTBUS Ha OW3HEC-ACSITCIBHOCTH
KOMITAHWM TIPH BO3MOXXHOM HECAaHKIIMOHMPOBAHHOM O3HAKOMIICHUU C
KOH(DUICHIINATEHON HH(POPMAIIHEH.

4, HazoBute Tumbl HapyiieHudt ©6€30MacHOCTH KOH(DHICHIIMATBEHON
uH(bopMaIuu.
S. Kakue xkputepun BXOIAT B METOJMKY OIICHUBAHUS KPUTHYECKU

BA)KHBIX PECYpPCOB KOMIIaHUU?

KoHTposibHbBIE BOMPOCH JIJIS1 3alUTHI MPAKTHUECKON padoThl Ne3:

1. Kakue cyiiecTBytoT TaOJUMYHBbIE METO/Abl OLIEHKH MH(OPMAIMOHHBIX
PUCKOB KOMITAaHUU?

2. Kak onieHrBaeTcsi ypoBEHb yIpo3bl IO TpeM (pakTopam?

3. Yem meTo Tpex (GaKTOPOB OTIMYAETCS OT METO1a IBYX (PakTopoB?

4, HazoBure ypoBHM yrpo3, Yys3BUMOCTEH, TSKECTH IOCIEACTBUM H
PHUCKOB.

d. [Iepeuncnure nokas3aread HETATUBHOTO BO3JAEHUCTBUSL.

KoHTposbHBIE BOTPOCHI JIJIS1 3alTUTHI MPAKTHYECKOU padoThl No4:
1. Kakue 3amaum pemarorcss B X0J€ KOJIMYECTBEHHOW OLIEHKU PHUCKOB
oe3omacHocTu?



2. Kak mnpoBoauTCs CONOCTaBIEHUE JEHEKHOW CTOMMOCTH KJiaccam

aKTHUBOB?

3. Kakue xareropuu UCIOIB3YIOTCS MPU OILICHUBAHUH OOIIEH CTOMMOCTH
BIIMSIHUS IS KaXKIOTO aKTHBA?

4, Onumure MoaXxoa K OMNPEACICHHUI0 CTOMMOCTH aKTMBOB Ha OCHOBE
COTPYJIHHUYECTBA C TPYNIION yrpaBieHUs! (GUHAHCOBBIMU PUCKAMHU.

5. Kakoifi  IOKYMEHT  perlaMeHTUpyeT  IIpaBUjia  CCBUIOK B

rOCyJapCTBEHHOM OyXrajaTepcKOM YyyeTe JJid YOPOILUEHUs ITOMCKa
CYILLECTBEHHBIX UCKAXEHUIN?

KOHTpoJIbHBIE BONPOCHI JIJIS 3aIUTHI MPAKTHYECKOU pa0doThI No5:

1. OnuimTre MOAXOJ K OINPENETICHUIO CTENEHU OXKUaeMOro Pa3oBOro
ymiepoa.

2. Onummre TnoAXoA K ONPEACNICHUI0  €XKErOoJHOM  4YacTOThI
Bo3HuKHOBeHUs (EUB).

3. OnummuTe MoAXoJ] K OINPEACNICHUIO O0XUAAEMOr0o T0JIOBOTO yiiepoa
(orvy).

4, Uro xapaktepuzyet BennuuHa OI'Y?

Kpurepuu onenkm:

6-8 0a/10B (WM OIIEHKAa «OTIUYHO») BBICTABIIACTCSA 00yUYaIOMIEMYCs, €CIH
OH JIEMOHCTPHPYET TIyOOKOe 3HAHWE COJEpP)KaHWS BOMPOCA; IAET TOYHBIC
OTIPEJICTICHUS] OCHOBHBIX TOHSTHH; apryMEHTHPOBAHHO M JIOTHUECKH CTPOWHO
u3JlaracT ydeOHBIM MaTepHwall; WIIIOCTPUPYET CBOM OTBET AaKTyaJIbHBIMU
npuMepamMu (TUTOBBIMH W HECTAHIAPTHBIMH), B TOM YHCJIE CaMOCTOSTEIHHO
HalJICHHBIMH; HE HYXKJIA€TCSA B YTOUHSIOMUX U (WJIH) JTOMOJHUTEIBLHBIX BOIPOCAX
Mperno/IaBaTelis.

4-5 panna (WK OIIEHKA «XOPOIII0») BHICTABIAETCS 00yUYarOIIEeMycCsi, €CIN OH
BJIAJICET COJIEPKAHUEM BOIPOCA, HO JOIMYCKAET HEKOTOPhIE HEJOUETHI TIPU OTBETE;
JIOTYCKAaeT HEe3HAUYUTEIbHbIE HETOYHOCTH TPHU OIPEACIICHUH OCHOBHBIX MOHSTHM;
HEJI0OCTAaTOYHO apryMEHTUPOBAHHO U (UJIM) JIOTHYECKH CTPOHHO H3JaraeT yueOHbIH
MaTepHuat;, WUTIOCTPUPYET CBOM OTBET TUIIOBBIMU MTPUMEPAMH.

1-3 Ganna (WM  OIEHKA  «YyJOBJIETBOPUTEIBHO»)  BBICTABJISETCS
oOydJaroremMycsi, €Clidi OH OCBOHMJI OCHOBHBIC TTOJIOKEHUS KOHTPOJIUPYEMOU TEMBI,
HO HEJIOCTATOYHO YETKO JaeT OMNpe/eSeHHEe OCHOBHBIX MOHATUN U AChHUHUIINN;
3aTpyAHSICTCS TIPM  OTBETAaX Ha  JOMOJHUTEIBHBIC BOMPOCHL, TPHUBOIUT
HEJI0OCTaTOYHOE KOJMYECTBO IMPUMEPOB ISl WIUTIOCTPUPOBAHUS CBOETO OTBETA;
HYKJIAeTCS B YTOUHSIOIIMX W (MIJIH) JOTIOJTHUTEIBHBIX BOMPOCAX MPEIo aBaTeIsl.

0 OamnoB (WM OIEHKA «HEYJOBJIETBOPUTEIIBHO»)  BBICTABIISIETCS
oOydJaromemMycsi, €Clii OH HE BIAJCEeT COJCpPKAHWEM BOMPOCAa WM JIOMyCKaeT
rpyOble OIMOKU; 3aTPyAHSIETCSl JaTh OCHOBHBIE OIPEACIICHUS, HE MOXKET
MIPUBECTU WJIA TIPUBOAUT HETPABWIIbHBIE TIPUMEPHI; HE OTBEUAET HA yTOUYHSIONINE
U (M) TOMOJIHUTENLHBIE BOMIPOCHI MIPETNOIaBaTeNs WX JIOMYCKAET MPU OTBETE Ha
HUX IpyOble OLUIHOKH.



2 OIEHOYHBIE CPEIACTBA JJIsI TIPOMEXYTOUYHOH
ATTECTAIIMN OBYYAIOIIIUXCA

2.1 BAHK BOITPOCOB " 3AJJAHUH B TECTOBOMN ®OPME

3amanusa B 3aKpbITOIl popme

1. B xakux emquHHIIaX U3MEPSIETCS] PUCK?
a) B CTOMMOCTHOM BBIPaXEHUU

0) BO BPEMEHHOM BBIPAKCHUU

B) B IPOIICHTaX B YPOBHSX

2. Ananu3 nHPOPMALIMOHHBIX PUCKOB MpeIHa3HAYEH JIJIs:

a) OLICHKH CYIIECTBYIOLIETO YPOBHS 3AIIUIIEHHOCTH MH()OPMAMOHHON CHCTEMBI U
(dbopMHpOBaHHUs ONITUMAIILHOTO Or0/KeTa Ha HH(POPMALIMOHHYIO 0€30I1aCHOCTb;

0) OLICHKH TEXHHYECKOTO YPOBHS 3aIUILICHHOCTH HHPOPMAIIHOHHOW CHCTEMBI

B) MOJTyYEHUSI CTOMMOCTHOM OIICHKH BEpOSITHOTO (PMHAHCOBOTO yIiepda ot

peanu3any yrpo3, HalpaBJICHHBIX Ha WHPOPMAIMOHHYIO CHCTEMY KOMIIAQHMU M JUIS OLCHKH
BO3MOKHOCTH PEaJIn3alii yrpos;

r) yOSXKIEHUSI PYKOBOACTBA KOMIAHWU B HEOOXOJMMOCTH BIIOKCHUH B CUCTEMY
oOecrieyeHnss WHGOPMANMOHHON 0€30MacHOCTH H Ui MHCTPYMEHTAJIbHOH IMPOBEPKHU
3alIUIIEHHOCTH HHPOPMALIMOHHON CUCTEMBI

3. [Tonutrka nHGOPMAIMOHHON 6E30MaCHOCTH, IPEXK/IE BCET0, HEOOX0IuMa JIs:

a) YCIIEIIHOTO NMPOXO0XK/IEHUS KOMIIaHUEH perynspHoro ayaura no Ub;

0) o0OecrieueHrusT PealbHOTO YPOBHS 3alIUIIICHHOCTH HH()OPMAIIMOHHOW CHCTEMBI
KOMITaHUHY;

B) OHMMAaHHU [IEPCOHAIOM BaXHOCTHU Tpebosanuii no Ub;

r) o0ecrieyeHns aIeKBaTHOM 3alUTH HANOO0JIee BAXKHBIX PECYpPCOB KOMITAHUHT

4. [TonuTuka nHpOpMaMOHHON 0€30MaCHOCTH B OOLIEM CTy4ae sIBIsSIeTCs

a) PYKOBOJALIMM JOKYMEHTOM Ui aJMHUHHCTPATOPOB OE30MaCHOCTH U CHCTEMHBIX
aJMHUHHCTPATOPOB

0) PpYKOBOAALIMM JOKYMEHTOM JUIsI OTPaHUYEHHOI'O MCIOJB30BaHMUS PYKOBOASIINM
JOKYMEHTOM JUIsl PYKOBOJCTBa KOMIIAHUHM, MEHEI)KEPOB, aJMHUHHCTPATOPOB OE30MacHOCTH U
CUCTEMHBIX aIMUHUCTPAaTOPOB

B) PYKOBOJSILIMM JOKYMEHTOM JUIsl BCEX COTPYAHUKOB KOMITAHUHU

5. [Ipenmonoxxkum, uHGOPMAIIMOHHAS CHUCTEeMa KOMIAHUHM HAJEKHO 3alllUIIeHa
KOMIUIEKCOM CPECTB MH()OPMAIMOHHON 3aIIHUTHI (MEKCETEBbIC YKPAHbBI, aHTUBUPYCHI, CHCTEMBI
samuTel o1 HCJI, cuctembl oOHapykeHus aTtak W T.1.). BeiOepute, kak Ha CYyHIECTBYIOIIUN
YPOBEHBb PHCKOB BIIUSET pean3aiis TpeOOBaHU MOJUTHKN OC30ITaCHOCTH:

a) WH(pOpPMAIMOHHAs CHCTeMa cama 1Mo ce0e Ha/IeKHO 3allUIIeHa KOMIUIEKCOM CPEICTB
3alIUTHI, [O3TOMY peaau3anus TpPeOOBAaHWHA TIOJUTHKU OE30MacHOCTH HE OKa3bIBaeT
CYIIIECTBEHHOTO BIUSHUS HA YPOBEHb PHCKOB;

0) monuThKa O€30MacHOCTH, KaK JOKYMEHT JJII HEMOCPEICTBEHHOTO HCIIOIh30BaHMUS,
OTCYTCTBYET, UTO HE OKa3bIBaeT CYIIECTBEHHOTO BIUSHUS HAa YPOBEHb PUCKOB M3-3a BHICOKOTO
<TEeXHOJIOTUYECKOT0> YPOBHS 3aIIUIIICHHOCTH HH()OPMAIIHOHHOW CHCTEMBI;

B) MOJHUTHKA OE30MaCHOCTH SBIsieTcS (OpMalTbHBIM, HE HCIOJIB3yeMbIM Ha MPaKTUKE
JIOKYMEHTOM, W 3TO HE OKa3bIBaCT CEPHhE3HOTO BIIMSHUS Ha CYIIECTBYIONIUH YPOBEHb PUCKOB
peanu3anus TpeOOBaHU MOTUTHKH 0€30MaCHOCTH

I') CYIIECTBEHHO BJIHUSET HA YPOBEHb PHCKOB, TaK KaK <TEXHOJOTHYCCKHIT> (haKTop



3aIIUIICHHOCTH HMH()OPMAIIMOHHOW CHUCTEMBI SIBISETCS JUIIbL HEOOXOIUMBIM, HO HE
JIOCTaTOYHBIM YCIIOBHEM OOeCTieueHus: Oe30MacHOCTH

6. BeiOepute, HEBBINIOJIHCHUE, KaKOTO W3 CICAYIOIUX TPEOOBAHUN IMOIUTHKH
Oe3omacHOCTH, Ha Bamr B3risg, MoxeT HauOOJBIIMM 00pa3oM MOBBICUTH CYHIECTBYIOIIME B
cucreMe HH()OPMaIMOHHBIC PUCKU:

a) peryispHoe OOHOBIIGHHWE aHTUBHPYCHBIX 0a3 CO3aHHME W MOjJepkaHue Gopyma 1mo
UHPOPMAIIMOHHOW OE30MacHOCTH Uil BCEX CIEIHMAJIMCTOB, BOBJICYCHHBIX B IIPOIECC
obecneuenus Ub

0) xiaccuguKaus pecypcoB IO CTEINIEHU BAXKHOCTH ¢ TOYkH 3peHus Kb 3aBepiieHue
AKTUBHOW CECCUU IOJIb30BATENS 10 OKOHYaHUH PabOThHI

7. MexayHapoaHbIH CTaHAAPT yIpaBieHUs MHGOPMAIIMOHHONW Oe3omacHoCcThi0 ISO
17799 npenpsaBinser:

a) TpeOOBaHUS, MPEAbSBISAEMbIE TOJBKO IJS Y3KOTO Kpyra KpYMHEHIIMX MHPOBBIX
KOMIIaHHUI

0) Oa3zoBble TpeOoBaHMsA 10 obOecrneueHuro Vb moBbIIeHHBIE TpPeOOBaHHMS IIO
obecrieyeHnIo 6e30MacHOCTH HH()OPMAITMOHHON CHCTEMBI

B) TpeOOBaHMs, KOTOpbIE HE COOTBETCTBYIOT 3akoHaM cTpan CHI' B oOmactu
nH(pOpMaIMOHHOM 0€30MMacHOCTH

8. Onnoii u3 pexkomenaanui ISO 17799 sBnsercs :

a) dYeTKas perjiaMeHTaIHs HACTPOEK MEKCETEBBIX IKPAHOB

0) mNpUMEeHEeHUE aHTUBHPYCHBIX MPOIYKTOB BEAYIIUX MMPOU3BOAUTENICH

B) MpOBEJCHHE aHAJIM3a PUCKOB U PETYJAPHBIX TECTOB HA MPOHUKHOBEHHWE CTOPOHHEH
KOMIIaHHEH

F) H€06XOI[I/IMOCTI) IMPOXOKACHUA PYKOBOACTBOM KOMIIAHUUW PCTYJIAPHBIX TPCHUHI'OB 11O
b

9. Jns  mpoBeleHHs aHanM3a MH(DOPMAIMOHHBIX PHCKOB, TIPEXIE BCEro,
HE00X0IUMO:

a) Tpagauus UHGOPMAIMOHHBIX PUCKOB

0) MOCTpOE€HHME TOJIHOM MOJAENU HWH(POPMAIMOHHON CHCTEeMBI C TOYKH 3PEHHS
UH(POPMALIMOHHOM 6€30MacCHOCTH

B) MOJENb HAPYIIHUTEIS BEPOSITHOCTHBIC OLICHKH YTPpo3 0€30MacHOCTH

10.  OcHoBHO 3a7aueil TecTa Ha MPOHUKHOBEHHUE, NIPEKIE BCETO, SABIACTCS:
a) OIICHKa BO3MOKHOCTH OOHapyXeHHus aTaku ciayx0o0it Ub kommanuun

0) npoBepKa BpeMEHU peakiuy ciayk0bl o0ecrieueHust nH(POpMaIIMOHHOM 0€301MacHOCTH

B) OIIEHKAa BO3MOYKHOCTH OCYIIECTBICHHS araku W3 MHTepHET Ha WHPOPMAIHNOHHYIO
cUCTeMY KOMIIaHUU

I') OIIEHKa BO3MOKHBIX IOTEPh MPH peaau3aluu aTaku u3 VHTepHer

11.  Tecr Ha NMPOHUKHOBEHUE MO3BOJSAET (BbIOEpUTE HamboOJee IMOJIHOE M TOYHOE
oTpeieTIeHNE)

a) yOequTb pyKOBOJACTBO KOMITAHUU B peaJIbHOW OMAcCHOCTU BTOpXKeHUs U3 VIHTepHeT u
000CcHOBaTh HEOOXOAMMOCTE HHBeCTHIMH B UB

0) CHH3UTH BEpOSTHBIC PUCKU BUPYCHOW aTaKH HAa KOPIIOPATUBHYIO CETh

B) oOecneunTh JOKHBIM ypOBEHb OTHOIIEHHUS PYKOBOJCTBAa KOMIAHHM K Ipobseme
obecnieuenus b

r) yOemuThCsi B CIOCOOHOCTH CiyXObl KMB mpOTHBOCTOSATH BO3MOXHBIM aTakam
3JI0yMBINUIEHHUKOB 13 MHTEpHET



12. Vkaxure B oO0IIEM ciIy4ae BO3MOXKHBIC THIIOBbIE IyTH BO3JACHCTBUS MpH
MOJIyYE€HUH YJAJIEHHOTO JI0CTYIA MOJIb30BaTelNsd K MH(QOpMAaILK Ha cepBepe

a) araka Ha KaHaJ [Iepe/layy, aTaka Ha CEepBep, aTaka Ha M0JIb30BATEIbCKYIO TPYIIITY

0) BuUpyCHas aTaka Ha KOPIIOPATUBHYIO CETh aTaka Ha CTAHIUIO MOJIb30BATENs, aTaka Ha
KaHaJ rnepeaadu

B) araka Ha cepBep, IPOHMKHOBEHUE 3JI0YMBIIUIEHHUKA B CETh KOMIIAaHUU U3 MIHTEpHET

13. Kakoil MeTox 0OBIYHO HMCHONB3YeTCS MPO(ECCHOHATBHBIMU B3JIOMIHKAMHU TIPH
UH(POPMALIMOHHOM aTake?

a) araka Ha HauOoJiee 3aIUIICHHYIO 11eJTb

0) aTaka Ha MPOMEXYTOUYHYIO b

B) aTaka Ha HaMMEHee 3alUIICHHYIO IIeTb

I) aTaka OCyLIECTBIIETCS Oe3 IeNICHaPaBIeHHOro BEIOOpa Lesn

14.  Bribepute Hambosjee ONTHUMAIBHYIO CTpPATErHIO0 VYIPABJICHUS PHCKaMU B
ciemyiomieM ciy4ae: Beb-cepBep KOMIIAHWM HAXOAWUTCS BHYTPU KOPIOPATUBHOW CETH U €ro
porpaMMHOE 00ecTieueHIEe, BO3MOXHO, COJICPKUT YSI3BUMOCTH

a) yMCHBIIICHUE PUCKA U YKIIOHECHHUE OT PUCKA

0) NpHUHATHE PHUCKA

B) W3MEHEHHE XapaKTepa PUCKa U YKIIOHECHHUE OT pHUCKa

I') HW3MEHEHHE XapaKTepa PUCKa U YMEHBIIICHUE PUCKa

15.  Jlns oneHku ymiepOa 1o yrpose <meJlI0CTHOCTh> HEOOXOIMMO:

a) OIICHUTh TOJHYK CTOMMOCTh HWH(MOpMAIMH OICHUTh KakoW yiepOd MOoHeceT
KOMIIAHUS B ClTydae U3MEHEHUs HHPOPMAITUU

0) OICHUTH KakKOW ymepO TMOHEeCeT KOMIIAHUS B  Cllydyae OCYILIECTBIICHUS
HECAHKIMOHUPOBAHHOTO JOCTYIIAa K HH(pOpMauu

B) OICHUTh BO3MOXXHOCTh OCYILECTBIICHHS aTaKd Ha PECypc, Ha KOTOPOM XPaHHTCS
uHpopMmanus

16.  BriOepute Hamboiee TOJIHOE ONMHUCAHHE METOJNIOB, KOTOpPHIE NMPUMEHSIOTCS IPH
OLIEHKe yliep0a B cilyyae HapyIIeHus! KOH(PpUISHIIMAaTbHOCTH HHPOPMALIUU

a) OIICHKa CTOMMOCTH 3aTpaT Ha PeadMIUTALMIO MOJMOYCHHON pemyTaiuu, IpecTKa,
UMEHHM KOMIAHUU CTOMMOCTh YIMYIIEHHON BBIMOJbl (IOTEPSHHBIA KOHTPAKT) CTOMMOCTB 3aTpar
Ha MOMCK HOBBIX KIIMEHTOB, B3aMEH OoJiee He JJOBEPSIOINX KOMIaHUN

0) OIleHKa CTOMMOCTM KOHTpPMEp [0 YMEHBUICHHIO yiiepba oOT HapylIeHHs
KOH(UIEHIMATBLHOCTH UH(OpMAIUY;
B) OIIEHKA MPSAMOTo yiiepOa oT HapymieHus] KOH(GUIEHIINATbHOCTH HHPOPMAITHHI

17. B cnydae aHanu3a puckoB 0a30BOro YpoBHSI HEOOXOIMMO:

a) TMPOBECTH TECThl HA TMPOHUKHOBEHHE TIPOBEPUTH BBINOJHEHHE TpeOOBaHMIA
COOTBETCTBYIOIIETO CTaHaapTa, Harpumep [SO 17799

0) TpoBeCTH MOJHBIA ayauT WHGOPMAIMOHHON O€30MacHOCTH, BKIIOYAsh TECTHI Ha
IMPOHUKHOBCHUC IIOCTPOUTH IIOJIHYHO MOACIIb HH(bOpMaHHOHHOfI CUCTEMBI C TOYKHU 3PCHUMA
MH(pOpPMaLlMOHHON 06€30MacHOCTH

18.  BoccTaHOBHUTE aIrOpPHUTM OIICHKH PUCKOB WH(OPMAITMOHHOMN 0€301TaCHOCTH:
a) wuIeHTU(UKALUS aKTUBOB;

0) pa3paboTka MOJEIH yIpo3;

B) OIpeleJeHre JOMYCTHMOTO YPOBHS PUCKa;

I') OIpeleeHHe PUCKa HECOOTBETCTBHSI TPEOOBAHNI 3aKOHO/IATEIHCTBA,

1) TpoIeaypa KOTHUECTBEHHOTO OMPEIEICHUS PUCKOB;



19. BoccranoBuTe anropuTtM KOJIUYECTBEHHOTO OlieHUBas pucka Mb:

a) OIpeneeHne [IEeHHOCTH aKTHBA

6) BBIOOp aKkTyasbHBIX yrpo3 Wb yactHOM Monenu yrpo3

B) BBIUMCIICHUS 3HAUEHUs pHCKa

r) ompeeraeHue IIEHHOCTH aKTUBa

1) OIpelelIeHue BO3MOXKHOCTU MCIIOJIb30BAaHUS OPraHU3allMOHHBIX M TEXHUYECKUX

ySI3BUMOCTEH

MHpA;

20. Bpigenure 0CHOBHBIE DJIEMEHTHI CUCTEMBI
° pa60‘II/Ie MECTa, Ha KOTOpI)IX OHCpaTOpLI BBOIOAT I/IH(l)OpMaHI/I}O, HOCTyHaIOHIYIO N3 BHCIIIHECIO

® TIOYTOBEII cepBep, Ha KOTOPBIH WH(OpPMAIH TOCTYMAeT C YIOAJeHHBIX Y3JIOB CETH depes

HaTepHerT;

e cepBep 00paboTku, Ha KoTopoM yctaHoBieHa CYB/L;
CepBep Pe3epBHOTO KOMPOBAHNS;

paboure MecTa rpyIbl OIepPaTHBHOTO pearnpoOBaHUS;
pabodee MeCTO aIMHHUCTpaTOpa 0€30aCHOCTH;
pabouee Mecto agmuHUCTparopa b/1.

21. Kakoit u3 mepedrclIeHHBIX METOJOB OIICHKH PHCKAa OCHOBAaH Ha pacyeTax W aHalln3e

CTaTHUCTHYECKHUX ITOKa3areynei?

® BepOoATHOCTHBIN METOJT

e MeToa ciieHapueB

e Y4eT pUCKOB IIPU PACUETE YUCTON IPUBENEHHON CTOMMOCTH

e AHanu3 4yBCTBUTEIBHOCTH

22.  Kakol u3 nepedyuciIeHHbIX METOJI0OB OLEHKH PUCKA JAET MPEACTABICHUE

o HauboJee KPUTHYCCKHUX (baKTOan HMHBCCTUIIMOHHOI'O HpOCKTa?

e [locTpoeHue epeBa pemeHuin

e MeTo ciieHapueB

e Y4eT pUCKOB MPH pPaCcUETe YNCTOW MPUBEAEHHON CTOMMOCTH

e AHanIu3 4YyBCTBUTEIBHOCTU

23. Kakoli M3 MEpPEyYMCICHHBIX METOJIOB OIICHKM PHUCKA MCIOJB3YETCA B

CUTyaluAaXx, KOoraa INpruHUMACMbIC PCIICHUA CHUIJIIBHO 3aBHCAT OT MNMPHUHATLHIX PAHCC U
OIIpCACIAIOT CIICHAPUU HaﬂbHeﬁHIeF O pa3BUTHUA COOBITHI?

e lIMUTalIMOHHOE MOAEIUPOBAHUE
® BepOATHOCTHBIN METO
e YUyeT pUCKOB IIPU pacyeTe YUCTOU IIPUBEIEHHON CTOUMOCTH

e [TocTpoenue aepeBa penieHui
24.  Kakum oOpa3om mpu pacdeTe YUCTON MPUBEACHHOW CTOMMOCTH MOKHO

YUUTHIBaTh PUCK?

¢ B 3namenarene ¢popmynbsl NPV nocpencTBoM KOppeKTUPOBKH CTaBKH TUCKOHTA

e KomOunanus popmyn NPV nocpeacTtBoM KOppeKTUPOBKHU YHUCTHIX AEHEKHBIX TOTOKOB
e B yncnutene gpopmyssl NPV nocpeacTBoM KOppeKTUPOBKH YUCTHIX JIEHEKHBIX MTOTOK
® BCE BApUAHTHI BEPHBI

25. Kakoll W3 mepevyuciICHHBIX METOJO0B OLICHKM PUCKA HMCIOJIB3YETCS B

CUTYyalUsIX, KOTJa MIPUHUMAEMBIEC PELICHUS] CUIIBHO 3aBUCAT OT IPUHATHIX PAHEE U
OTPENIEIIAIOT CIIEHAPUHU JaTbHEHUIIETO pa3BUTHUS COOBITUIA?

e IMHUTalIMOHHOE MOJIETTUPOBAHHE



® BEepOSATHOCTHBIN METOJL

® YYeT pUCKOB IIPU pACUETe YUCTOW MPUBEIECHHON CTOMMOCTH
e AHanu3 YyBCTBUTEIBHOCTH

e [locTpoeHue nepeBa penieHuin

26.  Cnenyromee CTPYKTYpHOE TMOJApa3JelieHue CiIyXObl 3ammThl WHGOpMAIUU

OTBEYAEeT 3a KOHTAKTBHI C IPABOOXPAHUTEIbHBIMH OpraHaMH IO BCEM BOMPOCaM OOECIICUCHUS
0€30I1aCHOCTH JIEATEIILHOCTH 00BEKTa

e ['pynna pexxuma

e ['pynna oXpaHbl U COMPOBOKACHHUS

¢ TexHuueckas rpyira

e J/leTeKTUBHAas rpyImIa

27. B 00s3aHHOCTH KakKOro COTPYJHHKa BXOIWT pa3paboTKa U TOJICPKKa

3 GeKTUBHBIX Mep 3aITUTHI 110 00paboTKe MHPOPMALIHH 711 00€CTIEUeHUS COXPAHHOE JaHHBIX

e COTpyIHUK TPYMITBI 0€30MacCHOCTH

® AZIMUHUCTPATOP 0€30MMaCHOCTH CUCTEMBI

® AZIMUHUCTPATOP 0€30MacCHOCTH JTaHHBIX

e PyKOBOIUTENb TPYIIIIBI

28. B 00s3aHHOCTH KaKOro COTPYAHHUKA BXOIHMT KOHTPOJb 3a BBHIMOJHEHHEM IUIaHA

BOCCTAaHOBJICHU I10CJIC MHIIUJICHTA HH(l)OpMaHHOHHOﬁ 0e30macHOCTH

e COTpyAHUK TPyNIbl 0€30MMaCHOCTH

® AIMUHUCTPATOp OE30MACHOCTH CUCTEMBI

e AIMUHUCTPATOp OE30MACHOCTH JaHHBIX

¢ PykoBoauTe b TPYIIIIBI

29. B 0053aHHOCTH KakKOro COTPYAHHKAa BXOAUT peaju3alus U U3MEHEHHUE CPEICTB

3allIUThl JaHHBIX

e COTpyIHUK TPpYIIIbl 0€300aCHOCTH

e AZIMUHHUCTpPATOP 0€30MaCHOCTH CUCTEMBbI

® AZIMMHUCTpATOp 0€30MaCHOCTH JaHHbBIX

e PyKOBOJIUTENb TPYIIIIBI

30. B 00s3aHHOCTHM KakOro COTPYAHHKAa BXOJHUT KOHTPOJb COCTOSHHS 3allHThI

HaOOPOB TaHHBIX

e COTpyHUK TPYNIBI 0€30MaCHOCTH

e AIMUHUCTPATOp OE30MACHOCTH CUCTEMBI

® AZIMHHUCTPATOpP 0€30MacHOCTH JTaHHBIX

e PyKOBOJIUTENB TPYIIIIBI

31. B 0053aHHOCTH KaKOTO COTPYJHHKAa BXOJHUT OITyOJMKOBAaHWE HOBOBBEICHHH B

00JIaCTH 3aIUThI

e COTpyAHHK TPyNIBI 0€30MaCHOCTH

e AIMUHUCTPATOp OE30MACHOCTH CUCTEMBI

e AIMUHUCTPATOp OE30MACHOCTH JAaHHBIX

¢ PykoBOAUTEH TPYIITIBI

32. B 0053aHHOCTH KaKOTO COTPYAHHKA BXOIHUT XpaHEHUE PE3EPBHBIX KOMUI TaHHBIX
e COTpyAHUK TPYIIIBI 0€30MacCHOCTH

e AIMUHUCTPATOP OE30IMACHOCTH CHCTEMBI

e AIMUHUCTpPATOp OE30MACHOCTH JaHHBIX

¢ PykoBoaUTEH TPYIITIBI

33. B 00s3aHHOCTH KaKOT'O COTPYAHUKA BXOIHUT KOHTPOJb 32 BHITIOJHEHUEM TIAHOB

HEeTPEPHIBHON PabOThI

L4 COprI(HI/IK TPpYIIIIbI 0e30MmacHOCTH



® AZIMMHHUCTPATOpP 0€30MaCHOCTH CUCTEMBbI

e AIMUHHUCTpATOp 0€30MaCHOCTH JaHHbBIX

e PykoBoauTENb IPYMIIEI

34. B 0053aHHOCTH KAaKOI'O COTPYIHHKA BXOJUT KOHTPOJb 3alUThl HAOOPOB JaHHBIX
U TIPOTPaMM

e COTpyIHUK TpyIIIbl 0€300aCHOCTH

e AIMUHHUCTpPATOP 0€30MaCHOCTH CUCTEMBI

e AIMUHHUCTpATOp 0€30MaCHOCTH JaHHbBIX

e PykoBoauTENb IPYMIIEI

35. B 00s3aHHOCTH Kakoro COTPYAHHMKA BXOJHUT OpPTaHU3AMs OOLIEH MOIICPKKH
IpYII YIIPaBJIEHUs 3alUTON U MEHEKMEHTA B CBOCH 30HE OTBETCTBEHHOCTH

e COTpyIHUK TPYMITBI 0€30MacCHOCTH

® AZIMUHUCTPATOpP O€30MaCHOCTH CUCTEMBbI

® AZIMUHUCTPATOP 0€30MaCHOCTH JaHHBIX

e PyKOBOIUTENb TPYIIIIBI

36.  KomnmdecTBeHHBIN COCTaB CITy:KOBI O€30MTACHOCTH 3aBUCHUT, IPEXK/IE BCETO OT

e Tuna nqupKynupymouei B Hell KOHPHUAeHIMATbHON HH)OpMaK

¢ OT BO3MOXKHOCTEH (PUPMBI

¢ HopMaTHBHBIX JOKYMEHTOB PETYIISTOPOB

e UucnenHocry mrara

37. K xakoMy COTpYIHHKY NPEIbABISIOTCS CIEAYIOUIHEe TpeOOBaHMs: BhICIIEE
npodeccuoHaabHOe 00pa3oBaHue U CTaXK paboThl B 00JacTH 3aIUThl MH(GOpPMAMK HE MeHee 5
JeT, XOpollee 3HaHHE 3aKOHOJATEIbHBIX aKTOB B OTOW OOJIACTH M MPHHIUIIOB TUIAHUPOBAHUS
3alIUTHI

e Jlupextop

e HavanpHHK cykObI 3a11uTa HHGOpPMALIUN

¢ COTpyIHUK CEKTOPa OXPaHBI U pEKUMA

e AHAJIIUTHK

o COTpYJTHUK CEKTOPA TEXHUYECKOM 3alUThI

38. Kro BbIpabareiBaeT MOJUTUKY oOOecmeueHHsl 3aluThl HMHGpOpMAIMU U
obecreunBaeT ee peann3anuo?

e J/lupextop

e HavanbHMK caykObl 3a11uTa HHGOpMALIUN

e AHAJIIUTHUK

e PykoBoauTENNb IPYMIIEI

¢ [Opucr

® AZIMUHUCTPATOP 0€301MaCHOCTH CUCTEMBI

39.  KTo0 pykoBOJIUT NPOBEJIEHUEM CITY>KEOHBIX pacciieZloBaHUI?

e Jlupextop

¢ HayanbHUK ciy>k0bI 3a1IUThl HH(OpMaLUN

e AHAIIUTHK

e PyKOBOJIUTENb TPYIIIIBI

¢ [Opucr

e AZIMMHUCTPATOpP 0€30MaCHOCTH CUCTEMBI

40.  Kro HecéT mepcoHaJbHYIO OTBETCTBEHHOCTH 3a BBIMOJIHEHHE CIYXKOOH 3aIuThl
uH(popMaluu cBOUX QyHKIUI?

e HavanpHUK cykObI 3a1UTH HH)OpMAIIH

e CoTpyaHHK ceKTopa o0ecreueHns 0e301MacHOCTH

e AHAJIINTHK

e PyKOBOJIUTENB TPYIIIBI



¢ IOpucr

41. Kro pa3pabarbiBaeT PYKOBOMSIIHNE TOKYMEHTHI M HWHCTPYKIIMH TIO BOIPOCaM
Oe3omacHOCTH?

e J[upexrop

e HavanpHUK c1yKObI 321U TH HHQOpMAIIH

e COTpYyIHUK TPYMITBI 0€30MacCHOCTH

® AHAJIUTUK

¢ lIOpucr

42.  Kro obGecrieynBaeT pexuM JIOMyCKa U JocTyma’?

e HavanpHMK cykObI 3a11uTa HHGOpMALUN

e COTpyIHUK CEKTOPa OXPaHbI U pEeKUMA

e COTpyIHUK CEeKTOpa obecreueHus 0€301acHOCTH

e COTpyIHUK IpyMIibl 0€30MacHOCTH

¢ PykoBoauTe b TPYIIIBI

43.  Crenyromiee CTPYKTYpHOE TMOJpa3JeieHUEe CIY)KObI 3aluThl HHGOPMAIUU
OTBEUAET 3a MPOBEeACHNUE PabOT M0 NOBBIIIEHUIO KBATM(PHUKALIUU [IEPCOHATIA

e ['pynmna pexuma

e ['pynma oXpaHbl U COMPOBOKACHHUS

¢ TexHuueckas rpyrra

e JlerexTuBHAas rpymnmna

44,  Cnenyromiee CTPYKTYpHOE TMOAPA3NCICHHE CIYXObl 3amuThl WH(OOpPMAUN
OTBEUaeT 3a OpraHu3alki0 MPOXOAa TMepcoHajga M TIOCETUTENEed B pazIUYHbIC 30HBI
0€30MacHOCTH

e ['pynmna pexuma

e ['pynma oXpaHbl U COPOBOKACHHUS

e TexHuueckas rpyrra

e J/lerekTUBHAas rpymIa

45.  Crenyromiee CTPYKTYpHOE IMOAPA3NICICHUE CIYXObl 3amuThl WHOOpMAIUN
OTBEYaeT 3a HaOII0/IeHHe 32 0OCTAaHOBKOM BOKPYT 00BEKTa U Ha €r0 TePPUTOPUHI

e ['pymma pexxuma

e ['pymma oXpaHbl ¥ COMPOBOXKICHHSI

e Texnuueckas rpynna

e JlerexTuBHAas rpymnmna

46.  Crnenpyromee CTPYKTYpHOE IMOJpa3/eieHUue CIYKObl 3alluThl HHPOpPMALUU
OTBEUAET 3a KOHTPOJIb pa0OTOCIIOCOOHOCTH 3JIEMEHTOB CHCTEMBI 3aIIUTHI U UX IPOBEPKE

e ['pymma pexxuma

e ['pynma oXpaHbl U COMPOBOKACHHUS

e TexHuueckas rpyrra

e J/leTekTHBHAas rpymma

47.  Crenyrwoliee CTPYKTYpPHOE TOJpa3feieHUue CIy»KObl 3aliuThl HHGOPMAIIU
OTBEYaeT 3a o0ecrnevyeHuu Oe30MacCHOCTH JeATeNbHOCTH OOBEKTa € IOMOUIbIO CHCTEM
CUTHAJIN3AINH, HAOIOJICHNUS, CBSI3U

e ['pymma pexuma

e TexHuueckas rpyrra

e J/lerekTHBHAas rpymma

48. Crnenyromiee CTPYKTYpHOE TOApa3aelieHne CIyKObl 3amuThl  WHpOpManuu
OTBEUaeT 3a MJIAHUPOBAHUE U TIPOBEACHUE MEPOIIPHATHIA 110 CIIeUaIbHON 3aluTe 00beKTa
e ['pymma pexxuma

e ['pynmna oXpaHbl U COMPOBOKICHUS
e Texnuueckas rpynna



e JleTekTUBHAs rpyIIa

49.  Crenyrwomiee CTPYKTYpPHOE TOJpa3feiCHUE CIYKOBbI 3alUThI
OTBEYAaeT 3a NPUOOPETEHHWE M YCTAHOBKY pAa3JIMYHBIX TEXHUYECKUX CPENICTB
0e30MacHOCTH

e ['pymma pexuma

e ['pynna oXpaHsl U CONPOBOKACHUS

e TexHnueckas rpymnmna

e JleTeKTUBHAs rpyIIa

50.  Cnenyromiee CTPYKTYpHOE MOJApa3JeieHUE CIyKObl 3alIUThI
OTBEYAET 32 TEXHHUUYECKOE 00ECIIEYCHNE MEPOTIPUATUN JETEKTUBHON TPYIIIIBI

e ['pynna pexxuma

e ['pyIira oXpaHbl U CONPOBOXKICHUS

e TexHnueckas rpynmna

51.  Cnenyromiee CTPYKTYpHOE TMOJpa3JelieHue CiIyXObl 3aIIUThI
OTBEYAET 32 MPOBEPKY KaHIUAATOB I IpreMa Ha paboTy Ha 0OBEKTe

e ['pynmna pexuma

e ['pyIina oXpaHbl U CONPOBOXKICHHUS

e Texnuueckas rpynna

e J/leTeKTUBHAas rpymIa

52.  Cnenyromee CTPYKTYpHOE TOJApa3JeliecHue CIIYyKObl —3aIIUThI

nHpopmaruu
JUIS  CITYXKOBI

uHdopmauu

nHpopmaruu

uHpOpMaIH

OTBCYACT 3a IIPOBCACHHUC CIICHUAJIbHBIX MepOHpI/IHTI/Iﬁ B OTHOILICHUH (I)I/IpM-KOHKypeHTOB

e ['pymma pexxuma

e ['pyIria OXpaHbl U CONPOBOKICHHUS

e Texnuueckas rpynna

e J/leTeKTUBHAas rpymIa

53.  Crenymomiee CTpYKTypHOE MOJpA3JieleHUue CIyXKObl 3alUThI

nHpopmauu

OTBCYACT 3a KOHTAKTBI C IMPABOOXPAHUTCIbHBIMHU OpraHaMu IO BCEM BOIIpOCaM obecrnieueHus

0€30I1aCHOCTH JeSITeTbHOCTH 00BEKTa
e ['pymma pexuma
e ['pymma oXpaHbl ¥ COTPOBOXKICHHSI
e Texnuueckas rpynna
54.  UYto npeacrasnset coboit crannapt ISO/IEC 277997
e CTaHJapT 110 3aIIUTe MEPCOHATBHBIX JAHHBIX O 3/J0POBbE
e Hosas Bepcus BS 17799C.
e Onpenenenus ans HoBoi cepun [SO 27000
e Hogas Bepcust NIST 800-60

55.  Yro takoe CobiT u kKak OH OTHOCUTCS K pa3paboTKe cHCTeM MH(POPMALMOHHOM

0€30MacHOCTH ¥ MPOrpaMM 0€3011acHOCTH?

e Cricok CTaHAApTOB, NPOUCAYP U NOJUTHUK IJIA pa3pa60TI<H nporpaMmaI 0e30MmacHOCTH

e Texymas Bepcus ISO 17799

OCprKTypa, KOTOpasa ObLIa pa3pa60TaHa IJIsL CHUXKCHUS BHYTPECHHCTO MOIICHHUYCCTBA

B KOMITQHHSIX
® OTKpBITBIM CTaHIAPT, ONMPEACIISIOMINN 1€ KOHTPOJIS
55. U3 kakux ueTsipex 1oMeHoB coctout CobiT?

e [InanupoBanne u Opranuzanus, [IpuoOperenne u BHeapenuwe, Okciutyaranus H

Conposoxnenne, Monutopusr u OneHka

e [ltannpoBanne wu Opranusanus, lIlomnepxkka w Braeapenwe, Oxcruyaranus u

ConpoBoxenue, Monutopusr u OreHka

e [InanupoBanne u Opranuszauus, [Ipuobperenne u Buenpenue, CompoBoxIeHHE U

[Toxynka, MonuTopunr u Ouenka



e [Ipuobperenne u Buenpenue, Dxcrmnmyatamms u CompoBoxaeHue, MOHHUTOPUHT U
Onenka

56. CobiT 6bu1 pazpadboran Ha ocHOBE CTPpYKTYphl COSO. UTo sBIAETCS OCHOBHBIMU
neismy U 3agadamu COSO?

¢ COSO - 3T0 moaxop K yNpaBICHUIO PUCKAMH, KOTOPBIA OTHOCHTCS K KOHTPOJIBHBIM
00BeKTaM U OM3HEecC-TIpoLeccaM

¢ COSO oTHOCHUTCSI K CTpaTeTHYecKOMYy ypoBHIO, Torna kak CobiT Oosbiiie HampaBiieH
Ha OIEPallMOHHBIA YPOBEHb

¢ COSO yuuThIBaeT KOPIOPATUBHYIO KYJIbTYPY U pa3pabOTKy MOTUTHK

¢ COSO — 3T0 cucTemMa 0TKa30yCTOMYMBOCTH

57. OCTAVE, NIST 800-30 u AS/NZS 4360 sBnsitoTCs pa3iMYHBIMHU TOIXOAAMH K
peaM3anuy yrpaBiICHUsS PUCKAMHU B KOMITAHUSAX. B 4eM 3aKII0UaroTcs pa3indus MEXKAY d3TUMU
METOAaMu?

¢ NIST u OCTAVE sBnsAt0TCSI KOPLIOPaTUBHBIMU
¢ NIST u OCTAVE opuentupoBan Ha UT
e AS/NZS opuentupoBan Ha UT
¢ NIST u AS/NZS sBASIFOTCS KOPIIOPATHBHBIMH
58.

€TO/bl aHaJIM3a PUCKa:
[ ]

A0TUYECKUH.
[ ]
JTAHUYHBIN.
[ ]
TaTUCTUYECKHUM.
. Ilepuonnueckuil.
59.  Yro B chepe nHGOpMANMOHHON OE30TTACHOCTH MPUHATO CIYUTATH PUCKOM?

(1) moTeHUMaNbHYIO BO3MOXKHOCTb IOHECTH YOBITKM H3-32 HapylleHHs 0e30lacHOCTH
MH(OPMALIMOHHON CHUCTEMBI

(2) mOTEeHUMAIBHO BO3MOYKHOE IPOMCIIECTBHE HEBAXHO, MpEIHAMEPEHHOE WIIM HeT,
KOTOpPOE MOXKET OKa3aTh HEKENaTeIbHOE BO3JIEHCTBHME HAa KOMIIBIOTEPHYIO CHUCTEMY, a TaKkKe
UH(POPMALINIO, XPAHALIYIOCS 1 00padaThIBAIOLIYIOCS B HEH

(3) xapakTepucTUKy, KOTOpast IeJaeT BO3MOXHBIM BOZHUKHOBEHHUE YIPO3BI

60. YTo MpHHATO CYUTATh PECYPCOM MM AKTUBOM MH(OPMAIIMOHHOHN CUCTEMBI?

(1) mogens nHGPOPMALITMOHHON CHCTEMBI

(2) Bce aeMeHTHI, UMEIOIIHE MaTepHaIbHYIO IIEGHHOCTh HE3aBUCHMO OT TOTO MOAJIEXAT
OHM 3aIllUTE WU HET

(3) uMeHOBaHHBIN 3JIeMEHT MH()OPMAIMOHHONW CHUCTEMbI, UMEIOIUI (MaTepUaIbHYIO)
LIEHHOCTh U NOJJIEKAIINN 3aIUTe

61. Uto oTiim4aer pucK OT yrpo3bl?

(1) 06beM BepOSITHBIX MTOTEPH

(2) HanmuyMe KOJWYECTBEHHOW OLIEHKM BO3MOXKHBIX NHOTEPh U (BO3MOKHO) OLEHKH
BEPOATHOCTH pealln3aliy yrpo3bl

(3) yrpo3a u pucK - IOHSATHUS UACHTUYHBIC

62. IloueMy aHAIMTHYECKUI METOJ ONPENEIICHUs] MUHUMAIBHBIX 3aTpaT MPHU pacueTax
3alUThl UHOOPMAIIIOHHON CUCTEMBI HETPUMEHUM?

(1) motomMy, 4YTO pacueTbl PecypcoB IMOABEPKEHBI (QIYKTyalUsM, CBSI3aHHBIMH C
KoJIeOaHUSIMU Ha pPbIHKE ycIyT B cepe 6ezomacHoctu MC

(2) moTtoMy, 4TO Ha MPAKTUKE TOYHBIE 3aBUCUMOCTH MEXAY 3aTpaTaMd U YpPOBHEM
3aIMIIEHHOCTH ONPEIEINTh HE IPEICTABISETCS BOZMOKHBIM



(3) moTomy, YTO YpOBEHb 3AIIUIIEHHOCTH HH()OPMAIIMOHHOW CHCTEMBI HEa/leKBAaTEH
3aTparaM Ha ee 3alUTy

63. Hpentudpunmpyercss M PHUCK YA3BUMOCTBIO, Yepe3 KOTOPYHO MOXKET OBbITh
pean30BaHa HeKasi yrpo3a B OTHOLIEHHUH OIIPeIeIEHHOro pecypca?

(1) na

(2) mer

(3) 1a, HO TOJBKO B Cllyyae OTCYTCTBHSI YTPO3bI

64. Ha xakue pecypsl MOKET ObITh HalpaBjieHa yrpo3a?

(1) Tonpko Ha MHPOPMALIMOHHBIE PECYPCHI

(2) TonpKO Ha annapaTHble PecypChl

65. Yro mpencrapinsieT co00il cucTeMa ¢ MOJHBIM HePEKPHITHEM?

(1) cucrema, B KOTOpOW BeneTCsl y4eT BCEX BTOPKEHHUH, OJOKHUPYIOTCS TOJIBKO
BPEIOHOCHbIE TPOHUKHOBEHUS

(2) cucrema, B KOTOpPOH HMMEIOTCS CpEACTBA 3aILUThl HA KaX/Iblii BO3MOXKHBIH MyTb
NPOHUKHOBEHUS

(3) cuctema, B KOTOpOi 0OecIIeunBaeTCs CEIEKTUBHAS 0€3011aCHOCTh

66. UTo mpOUCXOOUT C pasMEPOM O0XXKHMJAEMBIX IOTEPh NpPU YBEIMYEHUHU 3aTpaT Ha
3aIuTy?

(1) mamaer

(2) HaxoIUTCS B 3aBUCUMOCTH OT JIPYTUX (haKTOPOB

(3) He uzmensiercst

67. Kakum napamMeTpoM MPUHATO ONPEAEIATh CTENEHb Pa3pyIIUTEIbHOCTU?

(1) koappurmeHTOM pa3pyIUTEITBHOCTH

(2) croumocThIO pecypca

(3) koappunmenTOM prcKa

68. Kakue n3 mepeunciieHHbIX BapUaHTOB PEIIEHUI B OTHOIIEHUHM PUCKOB SIBIISIOTCS
HEYMECTHBIMH:

(1) mpunsT, ycTpaneH

(2) npuHAT, 1€3aByUpOBaH

(3) ne3aBynpoOBaH, OTKIOHEH

69. Kakue w3 TMEpedyrCICHHBIX XapaKTePHCTUK HE BXOAAT B CHUCTEMY OOeCTeueHWUs
6e3onmacHoctn Knemenrtca: O - HaOop 3amuiiaemMbix o0bekToB; T - Habop yrpo3; M - Habop
cpeactB obecrneueHus: OezomacHoctu; P- Habop KpeaTuBHbIX QyHKUM; Z - Habop
BUH/IMKATUBHBIX HHCTPYMEHTOB?

(1) O - nHabGop 3amumaeMbix 00bekToB; T - Habop yrpo3; M - Habop cpeactB
oOecnieueHus 6e3omnacHocTH; P- Habop KpeaTUBHBIX (QYHKIIMHA

(2) O - nabop 3amumaeMbix oOBekTOB;, T - Habop yrpo3; M - Habop cpeactB
obecrieuenus Oe3omacHocTH; P- HaOop kpeaTWBHbIX (YHKIMI; Z - HAOOpP BUHIUMKATHUBHBIX
UHCTPYMEHTOB

70. B KakOM OTE€YECTBEHHOM JIOKyMEHTe BIepBble B Poccuu BbIIENIEHO MOHATHE PUCKA B
otHouiennu Ub?

(1) TOCT P UCO/MD3K 15408-2002

(2) K30T

(3) YK PO

71. Kakoe w3 TepedHCICHHBIX TpeOOBaHUN MOBEpHs K O€30MaCHOCTH HE SBIISICTCS
CHpaBeAJTUBBIM?

(1) x TexHOMIOTMY Pa3paOOTKH U TECTUPOBAHUIO

(2) k aHaNIU3Y ysA3BUMOCTEH

(3) Bepudukany KOHTEHTA

72. Ha ocHOBaHMHM KaKMX M3 MIEPEUNCIEHHBIX JTOKYMEHTOB pPa3pabaThIBalOTCs 3aJaHUS 10
6e3omacHOCTH?

(1) karanor cepTUGUIMPOBAHHBIX MPOdUIIEH 3aIUTHI U TPOTYKTOB



(2) TexHn4eCcKuM peraaMeHT

(3) mportb 3amIUTHI

73. Kakoil TepMHH OmpeaenseT XapaKTepUCTHUKY (yHKIUM Oe30MacHOCTH OO0BEKTa
OLIEHKH, BBIP@XKAIOUIYI0 MUHUMAJIbHBIE YCHIIHSA, KOTOPBIX TEOPETHMUYECKH MOXKET ObITh
JOCTaTOYHO Ui HapylIeHHs pabdOTOCIHOCOOHOCTH MpH MPSIMOM aTake Ha HWHGOPMAIIMOHHYIO
cucremy?

(1) "morennuan nageHus"

(2) "crotikocTh pyHkiuu 6e3onacHoct (COB)"

(3) "pesuctuBnocth cuctemsl" (PC)

74. YTO U3 NEPEUUCICHHOI0 XapaKTEepU3yeT MOTCHIMAJ HalaIeHus ?

(1) mokazarenu KOMIIETEHTHOCTH

(2) pecypchr

(3) MmoTuBaITUs

75. KakuM 00pa3oM MOTHBAlMsl CBsi3aHA C HApyLIUTENEM U aKTUBaMH, KOTOpPbIE €ro
UHTEPECYIOT?

(1) MoTHBaIUs MOXKET KOCBEHHO BBIPAKaTh BEPOSITHOCTh HaMaCHHS

(2) moTuBaUs MOXKET OBbITh CBSI3aHA C LIEHHOCTHIO aKTHBA

(3) MoTHBaIUs MOXKET OBITH CBS3aHA C pecypcamMy HapyIIUTes

76. Kakoli W3 TepeunCIIEHHBIX KJIACCOB (DYHKIIMOHAIBHBIX TPEOOBAHUN BKIIOYACT
TpeOOBaHUs KOAMPOBaHUs HH(popMan?

(1) xkmacc mpuBatHOCTH (KOH(UACHINATHEHOCTH)"

(2) xmacc 3amuThl GyHKIUN Oe30macHOCTH 00BEKTa

(3) kmacc kpunTorpagpuuecKon MOJAEPKKH (KpUITOrpaduIecKoi 3aInThl)

77. Yro onpenensieT pecypcesl win aktubsl UC?

(1) mogens UC

(2) Bce 31eMeHTHI, UMEIOLINE MaTepHATIbHYIO IIEHHOCTh HE3aBUCUMO OT TOI'O MOZJIEXaT
OHM 3aIlUTE WIN HET

(3) umenoBanHbli 3nemMeHT MC, nmeronmii (MaTepuaibHy0) LIEHHOCTh U TOJIeXKALIHH
3aluTe

78. Uro mpencrasnsieT coboit coObITHE - TpUTrTEp?

(1) cobbITHE, MOBNEKIIEE peaTU3aIUI0 WIN JalbHENIIee pa3BUTHE PUCKOB U SIBIISIFOIIEECS
UICHTU(PHUKATOPOM pUCKa

(2) cobbITHE, YBENMUMBaIOIEE BpeMs OTKJINKa web - cepBepa

(3) aTO OJ1HA U3 Pa3HOBUAHOCTEN aTak Ha cepBep

79. KaxoBbl 1enu aHaau3a M TECTUPOBAHMSI NPHUKIATHBIX CHCTEM B AacleKTax
UH(POPMALMOHHOM Ge30macHoCTH?

(1) onepatrBHOE BHECEHHE U3MEHEHU B ONIEPAIIUOHHBIE CUCTEMBI

(2) obecrnieueHue EIOCTHOCTH IPOTPAMMHOTO 00eCTIeUeHH S

(3) obecnieucnue 6oee 3hPEKTUBHOTO UCIIOIB30BAHUS TOTOBBIX MTAKETOB MPOrPaMM

80. Kakue u3 nepeuncieHHbIX Mep COCOOCTBYIOT PEJOTBPALICHUIO YTEUKHU?

(1) wucnonp3oBaHME NPOTPaMMHOIO OOecTeyeHus, MOJYYEHHOIO OT JIOBEPEHHBIX
MIOCTaBIMKOB

(2) npumeHeHNEe aMOP(HBIX CXEM KOHTPOJIS

(3) KOHTPOIB IIENIOCTHOCTH CHCTEMBI

81. Kakue u3 nepeuncieHHpIXx peKOMEHJaMi YMECTHBI B ClIy4ae, KOTa sl IPOBEICHUS
paboT mo pa3paboTKe MPOrpaMMHOI0 00eCTIeUeHUsI IPUBIIEKAETCsl CTOPOHHSISI OpraHnu3aLus ?

(1) HEOOXOAMMO TIPETYCMOTPETH AHTUU(UIBTPAIIIOHHBIE MEPBI

(2) HEOOXOAMMO MPEAYCMOTPETh MEPHI 1O KOHTPOJIO MPABHIBHOCTH BBIIOJIHEHHBIX
pabor

(3) HeoOX0AMMO MPEyCMOTPETh MEPHI IT0 KOHTPOJIIO Ka4eCTBA BHIIOJHEHHBIX PadoOT

82. Kakoil U3 MepedrCIeHHbIX BAPUAHTOB IOCIEI0BATEIIBHOCTH JIEUCTBUNA MPEANUCAH
crangaptoM ['OCT P UCO/MBK 17799:2005 "Uudopmarmonnas texHonorus. [Ipaktuueckue



MpaBWiia YOpaBlieHUs HWHQPOPMAIIMOHHOM  O€30mMacHOCThIO" B acleKTax  YIpaBIICHUS
HETPEPHIBHOCTHIO On3Heca?

(1) mpenTruIUPOBaTH COOBITUS, KOTOPHIE MOTYT OBITH IPHYUHON MpEpPHIBAaHUS OM3HEC-
MIPOLIECCOB, ITPOBECTHU OLIEHKY MOCIEACTBHI, MOCIIe 4ero pa3padoTarh MIaHbl BOCCTAHOBJICHHUS

(2) mpom3BecTH 3KCHEPTHYIO OIEHKY KOHTEHTa MH(POpPMAIMH HA CepBepe Ha MpPEAMET
BO3MOXXHBIX CXEM YTEUKH KPUTHUECKU BaKHOM MHGOpMaIuu, Mocae 4ero pa3padoTraTh IJIaHbl
BOCCTaHOBJICHUS CUCTEMBI

(3) mpousBecTH KOHTPOIb IUIAHA BOCCTAHOBJICHHMSI U €r0 TECTHMPOBAaHHE Ha IpPEIMET
peaan3yeMoCTH, 3aTeM HWACHTHU(HUIMPOBATh COOBITUS, KOTOPbIE MOTYT OBITh HPUYHHOM
MpepbIBaHMs OM3HEC-TIPOIIECCOB (0TKA3 000PYIOBaHHMS, TOXKAP | T.I1.)

83. Uto (opMHUPYIOT MOTEHIUAIBHBIE 3JI0YMBINUICHHBIE JACHCTBHS IO OTHOIICHUIO K
oOBbexTaM?

(1) BeposiTHOCTHBII HAOOP EHCTBUI TIO TIOJABICHUIO YTPO3

(2) mraba0HBI MEp MOTCHIIMAIBHOTO MMPOTHUBOACHCTBUS

(3) mabop yrpos b

84. Uto B acnekTax UH(POPMALIMOHHOW 0€30MaCHOCTHU CBA3BIBAETCS C KAKIBIM OOBEKTOM,
TPEOYIOMNM 3aITUThI?

(1) MHOXeCTBO NIEHCTBUM, K KOTOPHIM MOXET NMPUOETHYTh HAPYIIUTENb JI MMOTY4eHUS
HECaHKIIMOHUPOBAHHOTO JOCTYIA K OOBEKTY

(2) MHOXECTBO BAapHUAHTOB PA3BUTHUS CUTYallUH, MPH KOTOPHIX CAHKIIMOHUPOBAHHBIH
JOCTYTI BEJIET K HAPYIICHUIO [IEIIOCTHOCTH CHCTEMBI OOBEKTY

(3) MHOXECTBO BapHaHTOB JCHCTBHIl, K KOTOPHIM MOKET MPUOErHYTh HAPYIIUTENb IS
Banuaanuu ID none3oBarens

85. UeM xapaKTepHU3yrOTCs yTpO3bl?

(1) He’)kenaTenbHOCTHIO UX TOSIBIICHUS

(2) HEBEPOSITHOCTBIO UX TOSIBIICHUS

(3) BEpOSITHOCTBIO UX MOSIBIICHUS

86. ConepuT J1 MOJIETb CUCTEMbI O€30MaCHOCTH C MOJHBIM MEPEKPHITHEM TPEOOBAHUS
K cocTaBy nojicuctemsl 3amutsl UC?

(1) ma

(2) mer

(3) na, HO NMUITB B UMIUTULIUTHOM popme

87. Uro W3 MNEepeunucIeHHOr0 NPEANUCBHIBAECTCS BBINOJIHUTE IPU IPOEKTUPOBAHUU
CUCTEMBI C IOJIHBIM MePEKPhITHEM?

(1) BBIBEpUTH OCTATOUHYIO CTOUMOCTH AKTHBOB

(2) neranpHO MponMUcaTh MyTH MOTEHIIMAILHOTO IPOHUKHOBEHHUS

(3) cornmacoBath MOPSIOK TPUMEHEHHUS ANbTEPHATUBHBIX HHCTPYMEHTOB 3aIlIUTHI

88. PaccmarpuBaeTcst 1M B CUCTEME C IOJIHBIM IEPEKPBITUEM BOMNPOC COOTHOIICHHUS
3aTpar Ha 3alUTy U ojy4aeMoro ¢ ¢exra?

(1) na

(2) mer

(3) B cucTeMe C MOIHBIM NEPEKPHITUEM ITa BEIMYMHA HE ABJISETCS KPUTUYECKOM

89.C xakoll 1eNnbl0 MNPEANpPUHUMAIOTCS KOHTPMEpBI B acClEKTax 3alluThl aKTUBOB OT
yrpo3?

(1) B menax yMeHbIICHHS YSI3BUMOCTEH

(2) B 1ensx MOAUTUKHA O€30TTaCHOCTH BJIA/ICNIBIICB aKTHBOB

(3) B mesnsAx mostyyeHust JOMOIHUTEIbHON MPUObLTH

90.CriocoOCTBYIOT ~ KOHTPMEpPHI B acClleKTax  JIOCTHXKEHUS  HMH(POPMAIMOHHOMN
6e30macHOCTH 3 (HEKTUBHOMY CHIKEHUIO YSI3BUMOCTEN?

(1) na

(2) mer



(3) mume oTyacTH

91. MoxeT MM aHalIW3 yrpo3 KaKKUM-TO O0pa3oM MOMOYb MpPHU BHIOOPE KOHTPMEDP AJIS
MPOTUBOCTOSHUS YTPO3aM U YMEHBIIECHUS PUCKOB JI0 TPUEMIIEMOTO YPOBHS?

(1) mer

(2) na

(3) cnopHo

92. Yro obecnieunBaet 6a30Bast CTOMKOCTH?

(1) 3amuTy OT THIATENBHO CIUIAHUPOBAHHOTO U OPTraHMW30BAaHHOTO HaPYIICHUS
0€30MacHOCTH 00BEKTA OIICHKH HAPYIIUTEIEM C BEICOKHM IMOTSHIIMAIOM HaIaCHHS

(2) 3amuTy OT IEJIEHANPaBICHHOTO HapyIIeHUs O€30MacHOCTH OOBEKTa OIICHKH
HAPYIIUTEJIEM C YMEPEHHBIM IMOTSHIINAIOM HAIaeHUS

(3) agexBaTHYIO 3alIMTy OT CIIy4alHOTO HapylleHUs 0e30IacHOCTH OOBEKTa OLIEHKH
HAPYIIUTETIEM C HU3KUM IMOTEHIIMAIOM HaIaIeHUs

93. Yrto obecrieuynBaeT CpeaHss CTOMKOCTh CUCTEMBI?

(1) 3ammuTy OT IEJNCHANPABICHHOTO HApYIICHHUsS O€30MacHOCTH OOBEKTa OLCHKH
HapYIIUTEJIEM C YMEPEHHBIM IMOTEHIIAIOM HaIaJeHUs

(2) 3ammTy OT TIIATEIBHO CIUIAHMPOBAHHOIO W OPraHU30BAaHHOIO HaPYIICHUS
0€30MacHOCTH 00BEKTA OIICHKU HAPYIIUTEIEM C BBICOKUM MOTEHIIMAJIOM HANaICHUS

(3) agekBaTHYIO 3aIIUTy OT CIIY9allHOTO HApYIICHUS OE30IacHOCTH OOBEKTa OICHKH
HapYIIUTEIEM C HU3KUM MOTEHIMAIOM HaIaeHUs

94. Yem ompenenseTcst BRICOKasi CTOHKOCTh CHCTEMBbI?

(1) ypoBHeM cTOMKOCTH (QyHKIHH O€30MmacHOCTH OOBEKTa OIICHKH, Ha KOTOPOM OHa
o0ecrieynBaeT 3allUTy OT TINATEILHO CIUIAHUPOBAHHOTO W OPraHM30BaHHOTO HAPYIICHHS
6e3onacHocty OO HapyUIUTENEM C BBICOKMM MOTEHIIMAIOM HamaIeHus

(2) ypoBHEM CTOWKOCTH, P KOTOPOM OOECIICUMBACTCS 3alllMTa OT IEJICHAPABICHHOTO
HapylIeHUs O€30MacHOCTH OO0bEKTa OLEHKUM HapyIIUTEIeM C YMEPEHHBIM MOTEHLHAIOM
HaraICHHS

(3) ypoBHeM croiikocTH (YHKIIUM OE30MacHOCTH OOBEKTa OICHKH, Ha KOTOPOM
oOecrieunBaeTcsl aJ€KBaTHas 3allMTa OT Ccly4yailHoro Hapymenus Oe3omnacHoctn OO
HApyImHUTECIEM C HU3KUM NOTCHIHUAJIOM HAllaACHUA



3anaHus B OTKPHITOH (popme

1. Bugamu puckoB B IpeIIPUHUMATEIBCKOM 1€ATEeIbHOCTH SBISIOTCS. . .. . ...

2. B mpomecce (GYHKIMOHHPOBAHWS NPEANPUSNTHE IOIBEPraercs  CIEeTYIOLUINIM
yrposam........

3. K MeTonaM aHa/IH3a PUCKA OTHOCHTCS ... euuvenneeneenneaneanaannnnn.

4. CnocobamMu  MUHUMH3AIUU  PUCKOB  SIBIISEOTCS.........c.eeuvenn... [Tonp3o0Barenp
OCYIIECTBIISICT yAaJeHHBIH OocTyn K uH(opMmamnuu Ha cepBepe. IlycTh yCIOBHBIM ypOBEHb
3aIIUIICHHOCTH WH(OpManuu Ha cepBepe - 24 eAWHMIIBI; YCIOBHBIM YPOBEHB 3aIIMIEHHOCTH
pabouero mecra mosib3oBarens - 10 exauHun. OUEHUTE YCIOBHBIM ypOBEHb 3aIIMIIEHHOCTH
yaJe€HHOT0 JJOCTYIIA M0JIb30BaTess K nHGOpMaIuu Ha cepBepe

5. BBII[GJII/ITG OCHOBHBIC 3JICMCHTHI CUCTEMBbI
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6. COBRA 3TO METOIUKA MI03BOJISIIONIAs BBIIIOJIHUTE B
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WH(DOPMAIMOHHBIX PHCKOB JIFOOOW KommaHuu. Jlns 3Toro
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7.  Meroauka U OAHOMMEHHOE HMHCTpyMeHTanbHoe cpeactBo RA Software Tool
OCHOBaHbI Ha TPeOOBaHUSIX MEXAYHAPOAHBIX CTAHJAPTOB U

8.  Packpoiite 3HA4YEHHE Ka)kJ10r0 JJIEMEHTA bopMyIbl
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9.  Jlaiite pa3BepHYTYIO XapaKTEPUCTUKY HH(OPMAIIMOHHOMY aKTUBY - IPOTPaMMHO-
anrmapaTHble CPeJCTBA.

10. Packpoiite MeToauKy ynpasinenusi puckamu CRAMM

11. JlaiiTe pa3BepHYTYIO XapaKTEpPUCTUKY MpOIecCY OLEHKH HHPOPMAIMOHHBIX
PHUCKOB ME/ICTaBJICHHOMY Ha PUCYHKE
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Banannﬂ Ha YCTAHOBJICHHUEC COOTBETCTBUA

1. Mex Iy 2JIeMEeHTaMu 3aTpaT v PYHKITUSIMU 3aTpaT

1 | 3arpaTel Ha 0OCITy)KUBaHUE A | 3aTpatbl Ha HAESHTUPHUKAIIUIO YTPO3
CUCTEMBI HH(POPMAITUOHHOM 0€30IacHOCTH
0€30MacHOCTH

2 | 3aTpaTbl Ha KOHTPOJIb pa0OTHI b | 3aTparsl Ha [ocTaBKy U 0OMEH
CUCTEMBI 0€30I1aCHOCTH KOH(QUACHIMATBHOW NH(OpMALIUU

3 | 3arpatbl Ha oOecrieueHue B | 3aTpatsl Ha 0Ociy)KuBaHuE U
JOJKHOTO KayecTBa HACTPOIKY MPOrpaMMHO-
UH(GOPMAITMOHHBIX TEXHOJIOTHH U TEXHUYECKUX CPEICTB 3AIUTHI
UX COOTBETCTBUS TPEOOBAHUSIM
CTaHAAapTOB

4 | 3aTparbl, CBA3aHHbBIE C I' | 3aTpaTel Ha KOHTPOJIb 3a

MEePECMOTPOM MOJTUTHKU
nH(OPMAITMOHHON O€30MTaCHOCTH
PEANPUATUS

HeﬁCTBI/IHMH IIepcoHaia

2. YCTaHOBUTH COOTBETCTBHE TOIIOJOTUM CETH €& XapaKTCPUCTHUKE

1 OO6mas murHa A Kaxxnas pabouasi cTaHIUs CETU COSTUHSIETCS C
HECKOJBKUMH JIPYTUMU PabOYMMU CTaHITUSIMU
JTOU K€ CETU

2 3Be3a b B nannoit Tononoruu Bce paboure CTaHIIMU
COEAMHEHBI IPYT C IPYTOM C MOMOIIbIO
IEHTPAJIBLHOTO KOHIIEHTpaTOpa

3 Komeno B B ocHOBe TOmOMOrNY NE€KUAT OOLINN KaOelb
(MarucTpaiib), K KOTOPOMY MOACOCAUHSIOTCS BCE
paboure CTaHIuN

4 KomOunupoBan | I Tomonorusi, B KOTOpo# kaxkaas pabovasi CTaHITUS

HBIE PEIICHHS COEAMHSETCS TOJIBKO C IBYMsI COCETHUMU

3. crtoco0oB 1 BUI0B HHGOPMAITUH

1 | TTo cnocoOy komupoBanus | A | ludporas, anamorosas
2 | Tlo cnocody | b | BusyansHas, 3BYKOBas,
IPEICTaBICHUS JIOKYMEHT
3 | Ilo ciocoby 00paboTKn B | TekcroBas, rpaduueckas,
YHCIIOBAs
4 | Tlo cmocoby Boctipusitust | I' | HenpepbiBHas, quckpeTHas

4. YcranoButh cooTBeTcTBUE HazBauusa OC e€ HAa3HAUYECHUIO




1 NetWare A CepBepHas omnepaliuoHHas CUCTEMa
TUTS TIOAJIEP’KKH BUPTYaTbHBIX
MaIllfH, BKIII0Yasi BUPTYyaIbHbBIC
MaiuHbl Ha Linux.

2 LANTtastic b CepBepHas onepaloHHas CUCTEMA
C 00BEKTHO-OPUEHTUPOBAHHBIN
unrepdericom OS/2 st co3panus
MOIITHOTO Habopa rpaduaeckux
CPENICTB aIMUHHICTPATOPA.

3 Windows Server 2019 B CereBas onepaliioHHasi CUCTEMA U
Ha0Op CETEBBIX MPOTOKOJIOB JIJIsI
B3aMMO/ICHCTBHS C KOMITBIOTEPAMHU-
KJIMEHTaAMH, TOKITIOYEHHBIMU K
ceTn

4 LAN server r CerteBasi onepalMoHHas CUCTEMa
i DOS, Windows,0S/2 ¢
noaaep:kKoit Texuonorun Ethernet,
ARCNET u Token Ring

5. YCTaHOBUTH COOTBETCTBUE MEXTY CIOCOOAMU U BUAAMU UH(pOpMAaIIU

1o cnoco0y KoaupoBaHUs [{udposas, ananorosas

ITo criocoOy mpencraBiIeHUs BusyasibHasi, 3ByKOBast, JOKYMEHT

1o cnocoby 06paboTku TexkcroBas, rpaduyueckas, YucI0Bas

— || o[>

AHIWIN -

ITo ciocoOy BocnpusTus HenpepsiBHas, TucKkpeTHas

6. YcTaHOBUTH COOTBETCTBHE HAa3BAHUS IMPOTOKOJIa €TI0 Ha3HAYCHHIO

1 FTP A IIpoTokou nepenaun JaHHBIX

2 SMTP b [IpoTokon nepenayu ¢paiaos

3 TCP/IP B [IpoTokon nepenadu runepreKcTa
4 HTTP I [IpoTokon nepenadu MOYTHI

3azlamm HAa YCTAHOBJICHUE HpaBHJIbHOﬁ nmocjaeaoBareJIbHOCTH

1. VcrtaHOBUTH B d3Tambl TMOCTPOCHUS KOMIUJICKCHONH CHCTEMBI 3alllUThI
uH(OPMAITUHU B TIOPSJIKE X PeaTH3aIUH.

1. BeIsiBIIeHHE TTOTCHIIMAIBHO BO3MOXHBIX yTPO3

2. AHann3 COCTOSHHUS MOJICUCTEM 00€ecIIeueHUsT 0€30IIaCHOCTH

3. OOocHOBaHHE CTPYKTYpbl U  TEXHOJOTUM (DYHKIIMOHUPOBAHMS
KOMIUIEKCHOM CHCTEMBI 3aIUThl HHGOPMAIIUN

4. TlpenBaputenbHOoe 0OCIEIOBAaHUE COCTOSHUA OOBEKTa U YPOBHS
OpraHu3aIliy 3aIUuThl HHGOPMAITUN

2. YCTaHOBUTH ATAMbI 3aLIUTHI OT YTPO3 0€30MaCHOCTH:



https://ru.wikipedia.org/wiki/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D0%B8%D0%B5%D0%BD%D1%82_(%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82%D0%B8%D0%BA%D0%B0)
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%9E%D0%B4%D0%BD%D0%BE%D1%80%D0%B0%D0%BD%D0%B3%D0%BE%D0%B2%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/DOS
https://ru.wikipedia.org/wiki/Windows
https://ru.wikipedia.org/wiki/OS/2
https://ru.wikipedia.org/wiki/Ethernet
https://ru.wikipedia.org/wiki/ARCNET
https://ru.wikipedia.org/wiki/Token_Ring

1. TlpenmocraBneHwe TEPCOHANY 3alUINEHHBIN YAAJICHHBIA JIOCTYN K
MH(OPMAIMOHHBIM peECypcaM

2. ObecnieueHue 0e30MacHOrO JOCTyNa K OTKPBITHIM pecypcaM BHEIIHUX
cereil 1 Internet

3. 3ammMTa BHEIIHUX KaHAJIOB Niepenadn nHdopmalu

4, PazpaboTka MOJUTUKH HUH(POPMAIIMOHHOM 0€301aCHOCTH

5. AHanu3 yrpo3sl 6€30MacHOCTH

. YCTaHOBUTB ATAIIbl CTAJUU UCIIOIHEHNS KOMIIBIOTEPHBIX BUPYCOB:
. BeImonHeHne 1ecTpyKTUBHBIX (YHKITHI

. Ilepenada ynpasiieHHs IPOrpaMMeE-HOCUTEIIO BUPYCa

. I1oncK KepTBHI

. 3apakeHue HalJEHHOM KEPTBBI

. 3arpy3ka BUpyca B I1aMsTh

OO wWDNPEFE W

4. YcTaHOBUTH 3Talbl HOCTPOEHUS CUCTEMBI AaHTUBUPYCHOMN 3aIIUTHI CETH:
1. Peanu3anus miaHa aHTUBUPYCHOM 0€30M1aCHOCTH
[IpoBenenne ananu3za oOOBEKTAa 3alIUTBl U OINpPENEICHHE OCHOBHBIX
IPUHLIAIIOB OOECIIEUEeHUsI aHTUBUPYCHOU OE€301MaCHOCTH

3. Pa3paboTka NOJUTHUKN aHTUBUPYCHON O€30M1aCHOCTH

4. Pa3zpaboTka miaHa o0ecreueHrs aHTUBUPYCHOM 0€30M1acHOCTH

N

5. YcTaHOBUTH ATanbl pa3padOTKU MOJIETH:
1. IlocTpoeHue Moaenu

2. O0BeKT

3. KoppektupoBka moaenu

4. AHanmu3 pe3ynbTaToB

5. UccnenoBanue Mo/eu Ha KOMITbIOTEpPE

6. YcTaHOBUTH ATambl MOCTPOEHUS MTPOTrpaMMBbl 0OeCTieueHHs 0€30MMaCHOCTH:

1. TlpoBenenue pa3bICHUTENBHBIX MEPONPUITHI U 0O0YUYECHHS MepcoHaNa s
MOJICP)KKHU TpeOyeMBIX Mep 0€301acHOCTH

2. PerynsapHblil KOHTPOJIb MOIMIATOBON peain3aIiuy TuiaHa 0€301acHOCTH

3. YcTaHOBIEHHE YPOBHS O€30MMaCHOCTH

4. ®opMHUPOBAHUE MOJUTUKU OE30MaCHOCTH OpraHu3aluu

5. Omnpenenenue MEHHOCTH TEXHOJOTUYECKUX U MH()OPMAIIMOHHBIX aKTHBOB
OpraHu3aluu

7. YCcTaHOBUTH JACHCTBUS ATana aHaIN3a PUCKOB:

1. OueHka BepOSITHOCTH TOTO, UTO yrpo3a OyAeT peain30BaHa Ha MPAKTUKE

2. OneHKa pUCKOB TEXHOJIOTMYECKUX U MH(POPMAIIMOHHBIX aKTUBOB

3. MHpentuduxamuss W  OLUEHKA CTOMMOCTH  TEXHOJIOTUYECKUX U
UH(GOPMALIMOHHBIX aKTHBOB

4. AnHanmu3 yrpos, UIsi KOTOPBIX TEXHOJOTMYECKHEe M HH(POPMAIMOHHBIE
aKTHUBBI SBJIAIOTCS LIEJIEBBIM 00BEKTOM



8. YcTaHOBUTH NOCIIEN0BATENBHOCTD MPOLIECCOB JIJIs1 OOHAPYKEHUSI U BbIJaUU
CUT'HAJIa TPEBOTU:

1. OnHO cucTeMHOE COOBITHE HE SBISETCS HEU30€KHO JOCTaTOYHBIM, YTOObI
YTBEPKAATh, YTO 3TO OITACHOCTH

2. Ecnu pe3yabTaTr 3TOM COBOKYIHOCTH IPEBBILIAET IMOPOrOBYIO BEIMYUHY,
BBIJIACTCS] CUTHAJI TPEBOTH

3. COBOKYITHOCTh COOBITUI JTOJKHA CPAaBHUBATHCS C 3apaHee YCTaHOBICHHOU
MIOPOTOBOM BEIIMYMHOMN

4. Kaxnoe HapyuieHue O€30MaCHOCTH JOJDKHO TE€HEPUPOBATH CHCTEMHOE
coObITHE

9. Pacmnonoxuth B TIOpSIIKE BO3pAcCTaHUS JaThl pa3pabOTKA CTaHIAPTOB
nH(OPMAITMOHHON 0€30MaCHOCTH:

1. 1SO 27001:2005

2. ISO/IEC 17799

3. ISO/IEC 15408

4, «KpI/ITCpI/II/I OIOCHKH JOBCPCHHBIX KOMIIBIOTCPHBIX CUCTCM»

10. PacnionoxuTh 3Tarbl Npolecca yupaBlieHUs pucKaMu MH(GOPMalMOHHON
0€30MacHOCTH:

1. Knaccudukanuss pHUCKOB, BBIOOP METOJOJIOTMM OLEHKH PUCKOB H
POBEJICHUE OIEHKU

2. AHanu3 yrpo3 U uX NOCIEACTBHA, OTIpeieTieHUE cIab0CTel B 3aIIUTE

3. Beibop, peanuzanus 1 IpoBepKa 3alIUTHBIX MEp

4. OnieHKka OCTaTOYHOI'O PUCKa

5. Unentudukanyst akTUBOB U LIEGHHOCTU PECYPCOB, HYXAAIOIIUXCS B 3alUTE

6. BpiOop aHamu3upyemMbix OOBEKTOB M CTEMEHU JETAIbHOCTH HX
paccMOTpeHus

11. PacmosioxuTh dTanmbl  NPOBEIEHUS  ayauTa  HUH(POPMAIMOHHOM
0€30MacHOCTH:

1. Pa3paboTka peKOMEHJAM 1O TOBBIIMICHUIO YPOBHS  3aIUTHI
aBTOMATHU3UPOBAHHON CHCTEMBI

2. AHanM3 MOTYYEHHBIX JaHHBIX

3. COOp MCXOMHBIX TaHHBIX

4. Pa3zpaboTka periiaMeHTa MpoBeACHUS ayuTa

IIkana oueHWBAHUSI Pe3yJbTATOB TECTHPOBAHHUS: B COOTBETCTBUU C
JIEUCTBYIONIEH B YHUBEPCUTETE OAUTbHO-PEUTHHTOBON CHUCTEMOM OIICHWBAaHUE
pPE3yNbTATOB TPOMEKYTOUHOM aTTECTallid OOYyYaloIUXCs OCYIIECTBISIETCS B
pamkax 100-OamiapHOM  MmIKAJIBI, TpPU OTOM MAKCUMaJbHBIM Oamin 1o
MPOMEKYTOUHOM arTecTaluu OO0ydYaromuxcsi MO O4YHOM QopMe 0OydeHUs
coctaBisier 36 0amioB, MO OYHO-3a0YHOM W 3a04HOM (hopmam oOydenus — 60
0amnoB (ycranosneno nonoxenuem I1 02.016).



MaxkcuManbHbIi Oasil 32 TECTUPOBAHHUE MPEACTABISAET COOOM Pa3HOCTh JBYX
YHCeNl: MAaKCUMAJIBHOTO Oaiia M0 MPOMEKYTOYHOW aTTecTalud Ui JaHHON
dbopmbl 00yueHns (36) U MakCMMaJIbHOTO Oajljia 3a pelIeHue KOMIIETEHTHOCTHO-
OPUEHTUPOBAHHOM 3a1auu (6).

bamn, momydeHHBIH O0OydYarOIMMCS 3a TECTUPOBAaHHE, CYMMHPYETCS C
0ajIoM, BBICTaBJICHHBIM €My 3a PEIICHHE KOMIIETCHTHOCTHO-OPHUEHTHPOBAHHON
3aJ1aqm.

OOmuit Gamn Mo MPOMEXYTOUYHOM aTTeCTallud CyMMHUpYETCs ¢ Oaiiamu,
MOJTyYEHHBIMU 00YYaIOIIUMCS IO PE3yJIbTaTaM TeKYIEro KOHTPOJIS YCIIeBaeMOCTH
B TEUCHHE CEMECTpPa; CyMMa OallJIOB MEPEBOIUTCS B OLIEHKY MO 5-0ayuIbHOM IIKaie
CJIeTYIOITUM 00pa3oM:

CootBerctBue 100-0a/U1bHOM ¥ 5-0aJIBHOM KA

Cymma 6amoB 1o 100-6amibpHoM mkane | OueHka 1o 5-0anapHoM 1IKae
100-85 OTJIMYHO

84-70 XOpOUIO

69-50 YIOBIIETBOPUTEIIHHO

49 u menee HEYJIOBJIETBOPUTEIHLHO

2.2 KOMIIETEHTHOCTHO-OPUEHTHUPOBAHHBIE 3AJIAYHN

KoMneTeHTHOCTHO-OpHeHTHPOBaHHAA 3a1a4a Ne 1

Onenka ——
yrpo3bl — ) e,
Hugopmanms no yrp oze "*.,‘

OneHka —— lrerievieenen..r. OnjeHKa pucka —

YA3BHMOCTH = .~ 0Oe3omacHOCTH —
HuchopmaLpia mo yA3BHMOCTH _.o"
OneHka - .
ymepoa —
Hudropmarps ro yniepdam

M3yunB mpensioKeHHYI0 CXeMy IOJATOTOBUTh HMH(OPMAIMIO, OTBETUTh Ha
CJIEAYIOIINE BOMIPOCHI:

1. [IpounTath cxemy, 0OBSICHUB TPUHIIHIT ICHCTBHSI.
2. Onpenenuth 006J1aCTh TPUMEHEHUS.
3. OtMeTuTh HauboJiee Ba)KHbIE AaCHEKThl M WX BIMSHUE Ha

0e30macHOCTh MH(GOPMAIIMOHHON CUCTEMBIBBIBOIBI O 11€J1€CO00PA3HOCTH U MECTE
MPUMEHEHUS JaHHOTO MEXaHU3Ma.

KoMneTeHTHOCTHO-OpHEeHTHPOBaHHAA 3a1a4ya Ne 2
BriOpath cpeactBa W METOABI Il TPOBEACHUS IIOJHOTO aHaldu3a U




YIPaBJIEHUs] PUCKaMH HA IPUMEPE CTPAXOBOM KOMIIAaHUU.
Kakue cnoxHble npoOiaemMbl HEOOXOAMMO pPEMINTh MPU BBINOJIHEHUU
IIOJIHOTO aHAJIN3a PUCKOB CTPAXOBOM KOMIIAaHUU?

KoMneTeHTHOCTHO-OpHeHTUPOBAHHAA 3a1a4ya Ne 3

[IpeacTaBuTh OCHOBHBIE 3Talbl MOJHOTO aHaJIW3a PUCKOB MHHHCTEPCTBA
COLIMAJIbHOM 3alllMThI, MpPU padoTe €ro COTPYAHUKOB C CUCTEMON 0OpabOTKH
MEePCOHATBHBIX IAHHBIX.

KoMneTeHTHOCTHO-OpHeHTHPOBaHHAA 3a1a4ya Ne 4
OueHuTe BEIMYMHY HAHECEHHOIO OpraHU3alliy yuiepoa U YpOBEHb 3alUThI

OPEeaNpUsITUS 10 YacTHOMY (DYHKIMOHAJIBHOMY KpuTepuio 3(hdeKTHBHOCTH
NPUHUMAEMBIX MED.

KoMneTeHTHOCTHO-OpHeHTHPOBaHHAA 3a1a4a Ne 5-10

Ucnonwsiys tpedoBanus 'OCT P MCO/MOBK TO 13335-3-2007 «MeTtobl 1
cpeacTBa oOecreueHuss Oe3omacHocTh.» Yacth 3 «MeToabl MEHEIKMEHTa
0e30MmacHOCTH MH()OPMAIIMOHHBIX TEXHOJOTHI» BhiOepuTe ONMH U3 pa3IUUYHBIX
MH(OPMAITMOHHBIX aKTUBA OPraHU3AIMU TPEACTaBICHHBIX HUXKE!

Bapuant 1) OtnencHue KoMMepUYeckoro 6aHka

Bapuanrt 2) IHomukinanka

Bapuant 3) Komremx

Bapuant 4) Oduc ctpaxoBoil KOMIIAHUHA

Bapuant 5) PekpyTHHroBo€ areHTCTBO

Bapuant 6) UntepHeT-mMarasud

1. N3 Mpuaoxenusst D 'OCTa noabepute Tpu KOHKPETHBIX YSI3BUMOCTH
CUCTEMBI 3aIIUTHl YKA3aHHBIX HH(HOPMAIIMOHHBIX aKTHBOB.
2. [Tons3ysice Ilpuioxkennem C T'OCTa HanummTe TpU YIPO3bI,

peanu3anus KOTOPBIX BO3MOXKHA II0Ka B CHCTEME HE YCTPAaHEHbl Ha3BAHHBIC B
MYHKTE 4 yS3BUMOCTH.

3. [Tonb3ysicb OOHUM M3 METOAOB (CM. BAapHUAHT) MPEIIOKEHHBIX B
Ipunoxkenun E T'OCTa mnpousBeauTe OIEHKY pPHUCKOB HH(OPMAIIMOHHON
0€30MacHOCTH.

4, OueHky LEHHOCTH HH(POPMALIMOHHOTO AaKTHMBAa TMPOM3BOJUTH Ha
OCHOBAHHMH BO3MOKHBIX MOTEPH JJI1 OPTaHU3ALMH B CIIy4ae pealn3alun yrpo3bl.

IIIkajia oleHMBAHUA pelleHHs] KOMIETEHTHOCTHO-OPUEHTUPOBAHHOI
3a/1a4M: B COOTBETCTBUHU C JICHCTBYIOIIECH B YHUBEPCUTETE OAJIIbHO-PEHTHUHIOBOM
CUCTEMOH OIICHHBAHHE PE3YyJIbTATOB MPOMEKYTOYHOW aTTeCTalMi O00ydaroInuXxcs
ocymiecTBisieTcs: B pamkax 100-0ayuibHOM MIKaJIBI, TPU 3TOM MaKCUMaIbHBIA Oali
M0 TPOMEXKYTOUYHOM aTTecTaluu OOyYaronuxcs Mo O4HOW ¢opme oOydeHus
coctaBisier 36 0amioB, O OYHO-3a0YHOM W 3a04HOM (hopmam oOydenust — 60
(ycranonneHo nojoxenuem 11 02.016).



MaxkcuManabHOE KOJIMYECTBO OaJljIoB

OpUEHTUPOBAHHOM 3aaun — 6 OasIoB.
bann, mnosydyeHHBIN

o0yJarommmcs

3a PpPCIICHUC KOMIICTCHTHOCTHO-

3a PpCHICHHC KOMIICTCHTHOCTHO-

OpHCHTI/IpOBaHHOfI 3aga4u, CYMMHUDPYCTCA C 6aJ'IJIOM, BBICTABJICHHBIM €MY IIO

pesynbTaTam  TecTupoBaHus. OO

CyMMHpYyeTCsi ¢ Oaiamu,

TCKYIICIO KOHTPOJII VYCIICBACMOCTH B TCUYUCHHC CEMCCTpA,

Ol TPOMEXYTOYHOM arTecTaluuu

IMOJIYUCHHBIMU O6y‘{aI-OHII/IMC5I o pe3yJibTaTaM

cymma OaJjioB

NEPEBOJUTCS B OLEHKY 1O S-0aJTbHOM MIKaIE CASAYIONIIMM 00pa3oM:

CootBerctue 100-0a/U1bHOM ¥ 5-0aJIBHOM KA

Cymma 6aiioB 1o 100-6amibHOM mikasne

Ouenka mo 5-0aIbHON HIKAJIE

100-85

OTJIMYHO

84-70 XOPOIIIO
69-50 YIOBJICTBOPUTEIHHO
49 u meHee HEYJIOBJIETBOPUTEIBLHO

KpuTepun oueHuBaHusi pelieHUst

KOMHeTeHTHOCTHO-OpHeHTI/IpOBaHHOﬁ

3a/auM (HIOKECIEAYIONUE KPUTEPUHU OLEHKH SIBJISIOTCS MPUMEPHBIMH U MOTYT
KOPPEKTUPOBATHCS):

6-5 0ajI0B BBICTABIIICTCS OOydYaromeMycsi, €CIM pelieHUe 3aJadu
JEMOHCTPUPYET IIIyOOKOE€ MOHMMaHUE OOyYaroLIUMCS MPEAI0KEHHON MpoOIeMbl
U DPA3sHOCTOPOHHEE €€ pacCMOTpPEeHHE; CBOOOJHO KOHCTpyHpyemas pabora
IpEJCTaBIsIET COOOW JIOTMYHOE, SICHOE M MPU 3TOM KpaTrKoe, TOUHOE OINHCAHUE
X0Ja peueHus 3agadu (MOoCaeI0BaTENbHOCTH (MJIM BBIOJHEHMS) HEOOXOIUMBIX
TPYJIOBBIX JEUCTBUI) U (QOPMYIHUPOBKY TOKA3aHHOTO, MPABHIIBHOIO BBIBOJIA
(oTBeTa); MpU 3TOM OOYYAIOUIMMCS TPEUIOKEHO HECKOJIBKO BapUaHTOB PELICHUS
WIM OPUTHMHAIBHOE, HECTAHJIAPTHOE peleHue (Mian Hambosee 3(hPeKTuBHOE, WU
Haubosee palnMoHANIbHOE, WM ONTHMAIbHOE, WJIM E€IMHCTBEHHO MPaBUIHHOE
pellieHne); 3agada pelieHa B YCTAHOBJIIGHHOE TIPEIojaBaTelieM BpeMs WIH C
OTIEPEKEHUEM BPEMEHH.

4-3 Oanja BBICTaBIAETCS OOydYarolmleMmycs, €Cld pelieHue 3ajadu
JEMOHCTPHUPYET MOHUMaHHE OO0YyYaromMMCs TPEIOKEHHON MpoOJIeMbl; 3aaada
pellieHa TUTIOBBIM CITOCOOOM B YCTAHOBJIGHHOE MPEIOAaBaTelieM BpeMs; UMEIOT
MecTo o0mue ¢pas3bl U (UIM) HECYHIECTBEHHbIE HEJOYEThl B ONHCAHUU XOJa
perieHus u (Uin) BeIBoIa (OTBETA).

2-1 ©Oanja BbICTaBIsAeTCS OOydYaromieMycsi, €CIM pEIICHHe 3aJlayu
JEMOHCTPUPYET TOBEPXHOCTHOE TOHUMAaHHE OOYyYarolUMCsl MpPeaIoKEeHHON
npo0JieMbl; OCYIIECTBJIEHA IMOMNBITKA I1a0JIOHHOTO PELICHHs 3aJauyd, HO IMpH ee

pEeIICHUH  JIOMYyMIeHbl OmuOKkM ©  (WIM) TPEBBINIEHO  YCTAaHOBJICHHOE
MIpENoAaBaTesieM BPEMSI.
0 ©OanoB BbICTaBISETCA OOyYalolEMyCsi, €CJIM pelIeHUuEe 3aJlayu

JEMOHCTPUPYET HEMOHUMaHUE 00yYaroUUMCs MPEI0KEHHON TPoOIeMbl, U (HIIK)
3HAYUTENIbHOE MECTO 3aHMMAIOT 00IMe (Ppas3bl U TOJOCIOBHBIE PACCYKICHUS, U
(unn) 3aaya He peleHa.



