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3anam1e IJIS IPOBEACHHUE TCKYILIECI0 KOHTPOJIA YCIIEBACMOCTH

IOro-3anaanelii rocy1apcTBEeHHbIN YHUBEPCUTET
Kadenpa nadopmarimonHoit 6€301macHOCTH
Bonpocsl 1151 codeceoBanus

no auciuiinae « MapopmarmonHas 0€30MacHOCTh»

(HaMMeHOBaHME YCIUILIINHEL)

Tema Nel «ba3oBble TOHATHS

1.

8.
9.

Kakoii cmbicn HecéT B cebe cioBocoueTaHue «UHGOPMAIMOHHAS
0€301acHOCThY ?

UYrto takoe nHpopManroHHas 6€301MacHOCTb?

. Yro Takoe 3amura uHpopmaumn?

Kaxoit cMbic oTpakaer B cebe MOHSATHE — YTrpo3bl MHOOPMAIMOHHON
6e3onacHoCTH?

Ot yero 3aBUCHUT HH(GOPMAIIMOHHASI 0€30MaCHOCTh?

Uro Takoe ymepd M B KaKOM 3HAYEHHHM 3TO CIOBO YHOTpeOIseTcss B
onpenesieHn HHHOPMAIIMOHHON 0€301MacHOCTH?

KomneroTepras 6e3omacHOCTb, 3TO HH(pOpMaruoHHas 0e30MacHOCTh?
OTtBer 00BsACHUTE

Uto Takoe N1OCTYMHOCTh?

YT0 TaKOE 11EJTOCTHOCTE?

10.YT0 Takoe KOH(PUAECHIIHATBHOCTh?

11.Ha xakue 1Ba HarmpaBIEHUSI MOXKHO Pa3ACIUTh MOHITUE LIEJIOCTHOCTH?

12.0 uwem roBoputbcsi B JlokTpuHEe WH(POPMAIMOHHON O€30mMacHOCTH

Poccuiickoit penepammn?

13.Yto u3 cebs npeacTasisieT xu3HeHHbIN ki MC?

Tema No2 «Kondunenumansnocts. Kitaccuduxanus yrpos»

1.

Urto Takoe yrpo3a?



2. Kak Ha3pIBalOT JIOAEH, MNPEANPUHUMAIONIMX TOMBITKA peaJu3aluu
YIpO3b1?
3. Kakoii mpoMexyTOK BpEMEHH Ha3bIBAlOT OKHOM OIIACHOCTH?

4. Tlo KakuM KpUTEpUSIM MIPOU3BOIUTCS KiIacCuPUKAIMS yrpo3?

hd

MO>XHO M HCMOJb30BaTh HECKOJIBKO KPUTEPHUEB MJisi KiacCU(DUKAIUU

oJ1HOM yrpo3bl? OTBET 00BSICHUTE

6. Ilepeuncnure OCHOBHbIE HCTOYHUKH BHYTPEHHUX OTKA30B.

7. TlpuBenurte npuMmep yrposbl JOCTYITHOCTH.

8. SlBnsgercs nu yaaneHHOE MOTPEOJICHHE PeCYpPCOB yrpo30i?

9. Yrto noHumaetcs noJi KOHPUAESHIUAIBHOU HHpOpMaIuen?

10.Yto Takoe Bupyc?

11.Yto Takoe uepBb?

12.Ilepeuncnure OCHOBHBIE YIPO3bI LEITOCTHOCTH

13.Ilepeunciante OCHOBHbIE YIPO3bl KOH(DUIEHIINAIBHOCTH

14.Kakoe Ha3HaueHHE HMMEET NEepPeUYeHb KOH(PUIACHIMAIbHBIX CBEICHUMN
npeAnpusTUs?

15.Kakue  yrpo3pl  HaHOCAT  HauOONIBIIMK  ymiepd  cyObekTam

UH(OPMAITMOHHBIX OTHOIICHUI?

Tema Ne3 «¥Yrpossl Ub. Knaccsl HapymmTenei. OnieHka pucka

1. Onpegenurte mnepeyeHb OCHOBHBIX yrpo3 it AC, cocrosimied u3
aBTOHOMHO  paloTaromiero KoMIbloTepa ©0e3 BbhIXOJAAa B  CETh,
PacCIOI0KEHHOM B OJTHOM U3 JTabopaTOpUil YHUBEPCUTETA.

2. Tloctpoiite HehOpMaIbHYIO MOJEIb HAPYIIUTENS A y4eOHOU
KOMITHIOTEPHOMN J1Ta00paTOpHH.

3. BriBenure hopmyny s pacuera MpOYHOCTH TPEXYPOBHEBOM 3aIUTHON
000JIOUKH.

4. OxapaktepuszyiTe 3alluTHbie OOOJOYKM U TEpeYeHb IMperpaj,
MPUMEHSIEMBIE B y4eOHOW KOMIIBIOTEPHOU JTA00paTOPHUHU.

5. Kakum o6pazom kinaccupuUUpPYIOTCS KaHalbl yTeUKU UH(GOpMaIun?



Kakne oOCHOBHbIE METOABI KOHTPOJISI JOCTyNa MCHOJIB3YIOTCS B
M3BECTHBIX BaM MH(POPMAIMOHHBIX cucTeMax? B 4eM ux JI0CTOMHCTBA U
HEOOCTATKU?

Uto Takoe CKpbITbIE KaHaldbl yTEYKM UWHGOPMAMM UM KaK UX

0OHApPYX UTbH?

Tema Ned «llepcoHanbHble JaHHBIE. 3alIUTa ABTOPCKHUX MTPaB»

AN ol A e

UTto Takoe nepcoHabHbIC TaHHBIC?

UTto 13 ceds MpeaCcTaBIAIOT aBTOPCKUE TIpaBa’?

Yro Takoe 00pabOoTKa NepCOHANBHBIX JAHHBIX ?

Urto BKIIIOYAET B ceOs1 00padoTKa MepCOHABHBIX JaHHBIX?

[lepeuncnute OCHOBHBIC TPUHIIUITBI 00PAOOTKH EPCOHATBHBIX JAHHBIX
Kakas rnmaBa I'paxkaaHCKOTO  KOJEKCAa  OINHKCHIBAET  OCHOBHBIC

COCTABJIAIOMIUC TAKOI'O ITOHATHA KaK aBTOPCKOC IIPpaBO

Tema Ne5 «BrbisiBneHue KoHTpapakTHON IPOTYKITUNY

I.
2.

Urto Takoe koHTpadakTHAsI MPOTYKIIHS?

Ilepeuncaure  onTUMalbHbIE  METOJbI  KOHTPOJS M 3allUThI
UH(OPMAITMOHHBIX CUCTEM?

Ha ocHoBe kakux KpUTEpUEB OLICHKU CJEAYeT BBIOMpATh CpEICTBA
3alIUTHI?

Uto Takoe JUIEH3UPOBaHUE MPOTPAMMHBIX MPOAYKTOB M ISl YE€TO OHO
ITPOU3BOJIATCS?

HepechnHTe OCHOBHBIC J3TalIlbl JIMOCH3UPOBAHUA

Tema Ne6 «Kpunrtorpadudeckue METOABI 3aIIATHI)

1.
2.

[IpuBenuTe mpuMep CepBUCOB OE30MACHOCTH

Urto Takoe kpunrorpadus?

. Uro Brmowaer B ceOs mMOHATHE KpunTorpaduueckas 3aliura

uHpopmaruun?



Kakue Bunapl npeoOpazoBanust UH(GpOpMAaIMK BbI 3HaeTe?
[lepeuncinre OCHOBHBIE CIIOCOOBI MPe0Opa3oBaHus HH(OPMALUU

[udpel KakuX BUAOB BaM 3HAKOMbI?

4
5
6
7. Uto u3 cedst MpeACTaBIsAIOT TOTOKOBBIE ITH(PPHI?
8. Uto Takoe ckpemMOJIUpOBaHHE?

9. Uem oTnu4aroTCs CHMMETPUYHBIC U ACCUMETPUUHbBIC TG PHI?

10.Yt0 Takoe KIETOYHBIA aBTOMAT U KAaKO€ OTHOLICHHUE 3TO MOHITHUE UMEET

K mudpoBaHuio?

Kpurepun ouenku:

- 0 OGamnoB BBICTABISAETCS OOYYAIOIIEMYCS, €CIM CTYJEHT HE MOXKET
OTBETUTH Ha MOCTABJICHHBIE BOIIPOCHI.

- 2 Oana BBICTaBJISETCS 00y4arolmeMycsi, €Ciu J0Jid MPaBHIbHBIX OTBETOB
ot 50% no 90%.

-4 Qanyia BBICTaBISAECTCS OOyYalolEeMYyCsl, €CJIU JIOJsl MPaBUIbLHBIX OTBETOB

ooitee 90%.

CocraButenb A.JI. MapyxJieHKO

« o » 2021r.




IOro-3anaanblii rocy1apcTBeHHbIN YHUBEPCUTET
Kadenpa nadopmarimonHoit 6€301macHOCTH
KoHTpoJibHBIe BOIPOCHI /151 3a1HUThI
NPaKTHYeCKUX PadoT

10 AN CHUIIJINHC «I/IH(bOpMaHI/IOHHaH 0€301aCHOCThY

(HaMMEHOBAHUE AUCIUTUINHBI)

KoHTposibHbIE BOMPOCHI 7151 3aIUTHI MPAaKTHYeCKoi paboThl Nel.

1. Tlepeuucnure OCHOBHBIE O0S3aHHOCTU aIMUHUCTpATOpa 0€30MACHOCTH

2. Kakpe  mporpaMmHbIE W anmapaTrHble  CPEACTBA  ITO3BOJIAIOT
UACHTU(UIIMPOBATH U OIIEHUBATH BO3MOXKHbBIE PUCKHU B CETU?

3. Ilpoanamusupyiite kak GFI LANguard 3amuiiaer npoTus 4epBe.

4. Tlpu kakux oOcrositenbcTBax GFI LANguard BbIBOJ AHaior BO BpeMs
rarya.

5. Bbl MoxeTe U3MEHUTh COOOIIEHUE, BBIBEIEHHOE Ha 3KpaH, koraa GFI

LANguard BeimosnHsieT agMuHUCTpaTUBHBIC 3a1aun? Eciou na, To kak?

KoHTposibHbIE BOMPOCHI 7151 3alUTHI MPAKTHYECKOM padoThl No2.
Uro u3 cebs nmpeacrasiset noianandaButHoe mudpoBanue?
Usu Tpyasl ObLTH B3ATHI 32 0cHOBY [lIudpa Bukenepa?
Onuiure nponecc muppoBaHus

OnummTe npouecc AemnPpoBaHUs

B nanHbIii MOMEHT, Kdp ySI3BUM K KpUNITOAHAIU3Y?

AN I S

Kaxoit Bkiag Buéc ['unbept Bepram no otHomeHuto k mudpy?

KoHTposbHBIE BOMPOCHT 7151 3aIUTHI MPAKTHYECKOM padoThl No3.

1. Yto Takoe ckpemOIupoBanue?

2. KakuMm TpeOOBaHUSAM JOJDKEH YAOBJICTBOPSITH JABOWYHBIM CHUTHAN s
CUHXPOHHOW nepenaun?

3. HazoBuTe oivH U3 crioco60B 00pabOTKH JBOMYHBIX IMOCHIJIOK



4,
5.

B kakux BHIaX CHCTEM MPUMEHSIETCS] CKpeMOIUpoBaHUE?

[lepeuncnnte OCHOBHBIE TUITBI CKPEMOJIEPOB U JECKPEeMOIEPOB

KoHTponbHbIE BOIPOCH! IS 3alUTHI MPAKTUYECKO paboThl Ned.

AN o e

Uro npeacrasisieT coboit anroputm RSA?
[Touemy mmdp RSA HazbiBaeTCs acCUMETPUUHBIM?
[To xakoit popmyse mpou3BOAUTCA MIHPPOBAHNE
I[To xakoii hopmysie mpou3BoAUTCS emudpoBaHUE
B 4gem 3aknroyaercsa KpUNTOCTOMKOCTD alropurMa?

Yrto u3 ceds MpeACTABISIOT OTKPBITHIN U 3aKPBITHIN KITF0Y?

KoHTpoJibHBIE BOMPOCHI 17151 3aIUTHI MPAKTHYECKOU padoThI No5.

1.
2.

YTto Takoe KJIETOUYHBIM aBTOMAT?

B xakux cdepax aesTeIbHOCTH TPUHUMAIOTCS KICTOUYHBIE aBTOMATHI?
Kakoe oTHoOlIeHHME MMEIOT KJIETOYHBIE aBTOMAaThl K WH(OpPMAIIMOHHON
Oe3omacHoCTH?

Kewm 6n11a pazpadorana urpa « Kuzub»?

Kaxue anroputmbsl mpuMeEHSIOTCS B QYHKIUSX ?

KoHTpoJsibHbIE BOMPOCHI 7151 3aIUTHI MPAKTHYECKOU padoThI Neb.

1.
2.

AN

Uro B celst BKIIIOYAET MOHATHE 3alUTa TPOrPaMMHOTO o0ecrieueHus?
KakpumMu  WHCTpyMEHTaMU  TIOJNB3YIOTCS  3JIOYMBINUICHHUKHA — JIJIS
HCCJIEI0BAHUS TTPOTpamMm?

UTto Takoe OTIauuK?

Urto Takoe nuzaccemoiiep?

J1J1st uero ucnonb3yroT mudpoBaHUEe UCTIONHsAeMOro (aiina?

Kakue mMeToapl uCnonb3yroTcs i1l 0OHApyKeHUsT MOIU(UIIMPOBAHHOTO

xona?

Kpurepun ouenku:



- 0 GamaoB BBICTABISIETCS OOYYArOIIEMYCs, €CJIM CTYIEHT HE BBIMOJHUI
pabory.

- 3 Gaia BeICTaBIISIETCS] 00YYArOIIEMYCsl, €CJIM CTYACHT BBIOJIHWI paboTy U
JIOJIs1 IPaBUJIbHBIX OTBETOB OT 50% 110 90%.

- 6 Oaia BeICTaBIISIETCS] 00YYAIOIIEMYCsl, €CIIU CTYACHT BBIIIOJIHWI PadoTy U

JIOJIsI IPABUJILHBIX OTBETOB OoJiee 90%.

CocraBuTtenb A.JI. MapyxJjeHKo

« » 2021r.




710ro-3anaaHblili rOCy1apCTBEHHbI YHUBEPCUTET
Kadenpa nadopmarimonHoit 6€301macHOCTH
IIpuMepbl TUNIOBBIX 3aJaHUM JJIS IPOBEACHUS MIPOMEKYTOYHOU
arrecTauuu 00y4arIHuXCs
no nucuurinHe «MHpopmanrionHas 6e301MacHOCThY

(HaMMEHOBAHUE AUCHUTUINHBI)

3amanus B 3aKpbITOIl popme

1. K mpaBoBbiM MeTOnaM, oOO€CEUUBAIOMNM  HHPOPMAIUOHHYIO
0e301acHOCTh, OTHOCSTCS:
a. Pa3pabotka anmapaTHbIX CpeICTB 0OecredeHus IPABOBBIX JAHHBIX
b. Pa3paboTka M yCTaHOBKa BO BCEX KOMIIBIOTEPHBIX MPABOBBIX CETAX
YKYpPHAJIOB yuyeTa IeNCTBUI
c. PazpaboTka W KOHKpeTHU3alusi TMPaBOBbIX HOPMATHUBHBIX aKTOB
obecrieueHust 6€30MaCHOCTH
2. OCHOBHBIMM HMCTOYHUKAMH Yrpo3 HHGOPMAIIMOHHON 0€30MacHOCTH
SIBJISIIOTCS] BCE YKa3aHHOE B CITUCKE:
a. XMUILEHUE )KECTKUX TUCKOB, MOJKIOUEHUE K CETH, HHCAUIEPCTBO
b. IlepexBar maHHBIX, XWIICHHE JTAHHBIX, HU3MEHEHUE aAPXHUTEKTYPHI
CUCTEMBbI
c. XullleHWe JaHHBIX, TOAKYN CHUCTEMHBIX  aJMUHUCTPATOPOB,
HapyllIeHUe perjiaMeHTa padboThl
3. Buasl unpopmarimonHoit 6€30MacHOCTH:
a. IlepconanbHasi, KOpropaTUBHAs, TOCYAapPCTBEHHAS
b. Kimenrckasi, cepBepHasi, cereBast
c. JlokanpHas, riobanbHast, CMEIIaHHAS
4. Hemn  wHbOpMANMOHHOKW  0E30MAaCHOCTH  —  CBOCBPEMCHHOE
oOHapyXeHue, MPeaynpeKICHHE:
a. HECAHKI[MOHUPOBAHHOTO JOCTYIa, BO3JICUCTBUS B CETH

b. MHcalepcTBa B OpraHu3aluu



7.

YpE3BbIYANHBIX CUTYAIUN

OcHoBHbIE 00BEKTHI HUHOPMAITMOHHON 0€30MaCHOCTH:
KomnrerorepHslie cetu, 6a3bl JaHHBIX

NudpopMalimoHHbIe  CHUCTEMbI,  IICHUXOJIOTUYECKOE  COCTOSIHUE
I10JIb30BaTENIEN

busHec-opreHTHPOBaHHBIE, KOMMEPYECKHUE CHCTEMBI

OCHOBHBIMH pUCKaMU WH(GOPMAIITMOHHON 0€30M1aCHOCTHU SBISIOTCS:
Hckaxenue, ymeHbllIeHHE 00beMa, IEPEKOIUPOBKA HHPOPMALUH
TexHHUYecKOe BMEIIATENbCTBO, BBIBEACHUE W3 CTPOS O0OpPYAOBAHUS
ceTn

[Toreps, uckaxxeHue, yreuka HHpopMaluu

K  ocHOBHbIM  mpuHIMIAM  oOecrnedeHuss  MHPOPMALMOHHON

0e301aCHOCTH OTHOCHTCS:

8.

SABJIAIOTCA:

9.

OkoHoMUYecKOM 3(HEKTUBHOCTH CUCTEMbI O€30ITaCHOCTH
MHoromiathpopMeHHON peain3aii CUCTEMbI
VYcuiieHns 3alnIeHHOCTH BCEX 3BEHBEB CUCTEMBI

OcHOBHBIMM  CyOBeKTaMM  MH(GOPMALIMOHHONW  0€301MacHOCTH

PYKOBOJIUTEIH, MEHEKEPHI, aIMUHUACTPATOPHI KOMIIAaHUH
OpraHbl MpaBa, TOCy1apcTBa, OnM3Heca
ceTeBble 0a3bl JAaHHBIX, (haepPBOJLIBI

K oCHOBHBIM ()yHKLHSM CUCTEMbI O€30MACHOCTH MOKHO OTHECTHU BCE

MNCPEUNCIICHHOC!

10.

Y cTaHOBIIEHUE PETJIAMEHTa, ayAUT CUCTEMBI, BBISIBJICHUE PUCKOB
YcTraHoBKa HOBBIX O(MCHBIX IPUJIOKEHUM, CMEHA XOCTUHT-KOMITAHUH
Buenpenue ayreHTU]UKAlMKA, TPOBEPKH KOHTAKTHBIX JTAHHBIX
MOJIb30BaTeIeH

[TpuHunom MHMOPMALMOHHOM OE30MaCHOCTH SBJISETCS MPUHIUI

HCAOMYIICHUA:

a. HeomnpaBaaHHBIX OrpaHUYEHUN NPU padOTE B CETH (CUCTEME)



11.

MIPUHIIUIT

12.

MPUHIIUIT

13.

MIPUHIIUIT

14.

OTHOCHUTCA:

15.

a.

b.

C.

a.

b.

C.

a.

a.
b.

C.

PrckoB 0€30MacHOCTH CETH, CHCTEMBI
[Ipe3ymIum ceKpeTHOCTH

HpI/IHHHHOM IIOJIUTHUKH HH(i)OpMaHHOHHOfI 0e30ITaCHOCTH SIBJISICTCS

HeB03M0)XKHOCTH MMHOBATh 3aIlUTHBIE CPEACTBA CETH (CUCTEMBI)
YcuileHust OCHOBHOTO 3BE€HA CETU, CUCTEMBI
[TomHOTO OJIOKMPOBAHUS TOCTYIA MPU PUCK-CUTYAIUSIX

HpI/IHHHHOM IIOJIUTHUKH HH(i)OpMaHHOHHOfI 0e30ITaCHOCTH SIBJISICTCS

Ycunenuss 3alUIIEHHOCTH CaMoro HE3alWIIEHHOTO 3BeHa CEeTH
(cuctembl)

[lepexona B 6€30macHOE COCTOSTHUE PAOOTHI CETU, CUCTEMBI

[TonHOTO MOCTYTIA MTOJIB30BATENEH KO BCEM pecypcam CETH, CUCTEMBbI

HpI/IHI_II/IHOM IIOJIUTHUKHU HH(i)OpMaHHOHHOﬁ 0C30IaCHOCTH SIBJISICTCS

Paznenenust nocryna (0Os3aHHOCTEH, MPUBWIETHI) KIMEHTaM CETU
(cuctemsl)

OnHOYpPOBHEBOM 3aILUTHI CETH, CUCTEMBI

CoBMECTUMBIX, OIHOTUIIHBIX MPOrPAMMHO-TEXHHUUECKHX CpPEJCTB
CETH, CUCTEMBI

K ocHOBHBIM THHam CpCACTB BOBI[GﬁCTBHH Ha KOMIIBIOTCPHYIO CCTb

KoMnbroTepHblit cooi

Jlornueckue 3aKiIaKku («MHUHBD))

ABapuitHOE€ OTKJIFOUCHHUE MTUTAHUS

Korma monyyen cnam no e-mail ¢ mpuiioxxeHHbIM (paityiom, clieyer:
[IpounTaTh NPUIIOKEHUE, ECTU OHO HE COAEPKUT HUYETO IIEHHOTO —
yAAIIUTh

CoxpanuTh npuiioxkeHue B napke «Crnamy», BeISICHUTH 3ateM [P-anpec

regeparopa crmamMa



16.

17.

a.
b.

C.

18.

VY 1anuTh NUCHMO C NPUIIOKEHUEM, HE pACKPbIBas (HE YUTAasi) €ro
[Mpunuun Kupxroda:

CekpeTHOCTh ~ KJIOYa  OMpe/ielieHa  CEKPETHOCTBIO  OTKPBITOrO
COOOIIEeHUS

CekpetHocTh MH(OpMaANMU  ONpelesieHa CKOPOCThIO —Tepenaydu
JTAHHBIX

CeKpeTHOCTh 3aKpBhITOrO COOOILIEHUsI ONPEAEISIETCS CEKPETHOCTHIO
KJII04ua

OMII — aTo:

DneKTpoHHO-1IMGPOBOIT TpeoOpazoBaTelb

DneKTpoHHO-1IU(POBas MOAMKCH

DNEeKTPOHHO-LU(PPOBOH IpoLIECCOp

Haubonee pacnpocTpaHeHbl yrpo3bl HH)OPMAITMOHHON 0€3011aCHOCTH

KOpHOpaTHBHOﬁ CHCTCMBI.

a.

b.

19.

CCTH.:

C.

21.

[Tokynka HenuuensnonHoro [10

OmubKky 3KCITyaTalldd W HEYMBIIUIEHHOTO M3MEHEHMs pexuma
pabOThI CUCTEMBI

Co3HaTenpHOrO BHEIPEHUS CETEBBIX BUPYCOB

HauGomnee pacnpocTtpaHeHbl yrpo3bl HH()OPMAITMOHHON 0€3011aCHOCTH

Pacnipenenennblii OCTYI KIUEHT, OTKa3 000py1I0BaHUS

MopanbHbIil U3HOC CETH, HHCAUAEPCTBO

CoOoti (oTKa3) 000pyI0BaHMs, HEJIETAIbHOE KOMMPOBaHUE JaHHBIX
Haubonee pacnpocTpaHeHbl cpe/icTBa BO3ACHCTBHS Ha ceTh oduca:
Cnabsiii Tpaduk, UHPOPMALIMOHHBIM 0OMaH, BUPYChl B MHTEPHET
Bupychbl B cetu, Joruueckre MUHBI (3aKJIaaku), WHGHOPMALMOHHBIN
nepexsaT

KommbroTepHbsie cOoU, U3MEHEHUE aIMUHCTPUPOBAHUS, TOTIOJIOTUU

Yreukoit wHbOpManMM B CHCTEME HA3bIBACTCS  CHUTyaIus,

XapakTepusyemasi:



a. Ilorepei naHHBIX B cucteme
b. Nzmenenunem popmsl nHGOpMAITUU
c. V3MeHeHuem cojepsxkanus uHGopMauu
22. Cpo#ictBamMu  uHpOpMAIMK, HaumOoJee  aKTyalbHBIMH  TPHU
oOecrieueHUU UH(HOPMAITMOHHON O€30MACHOCTH SIBISIOTCS:
a. llemocTHOCTH
b. JloctynHOCTh
C. AKTyaJbHOCTh
23.  ¥Yrpoza uHdpopMallMOHHON cucTeMe (KOMITbIOTEPHOMN CETH) — ITO:
a. BeposiTHOoe coObITHE
b. JlerepmuHupoBaHHOE (BCETa ONPECICHHOE) COOBITHE
c. CoOrbITHE, TpoUCXOsIIEe MEPUOTUIECKU
24.  HWudopmanus, KOTOPYH cJleAyeT 3aluimarh (M0 HOpMaTHUBaM,
MpaBUJIaM CETH, CUCTEMBI) HA3bIBACTCSL:
a. PermamentupoBaHHOU
b. IIpaBoBoii
C. 3amminaemMon
25. Pa3HOBUIHOCTSIMHU Yrpo3 0€30MacHOCTU (CETH, CHUCTEMBI) SIBISIOTCS
BCE€ MEPEUNCIICHHOE B CIIUCKE:
a. IIporpamMHble, TEXHUYECKHUE, OpPraHU3AIMOHHBIE, TEXHOJOTUUECKUE
b. CepBepHbie, KITMEHTCKUE, CIyTHUKOBBIEC, HA3EMHbIE
c. JIuunble, KOpHIOpaTUBHbBIC, COIIMATIbHBIC, HAIIMOHAJIbHBIC
26. OKOHYATENIHLHO, OTBETCTBEHHOCTH 3a 3allUIICHHOCTh JaHHBIX B
KOMITBIOTEPHOW CETU HECET:
a. Bmanenen cetu
b. AIMHUHHUCTpATOp CETU
c. Ilonp3oBarens cetu
27. TlommTuka 6€30MaCHOCTH B CUCTEME (CETH) — 3TO KOMILICKC:
a. PykoBomctB, TpeOoBaHmii oOecrieueHHs HEOOXOIUMOTO YPOBHS

0€30MacHOCTH



b.

C.

28.

WNucTpyKIuii, airOpuTMOB TTOBEICHUS TIOJIH30BATEINSI B CETH
Hopwmpb! naopmaimoHHoro npasa, co0Jto1aeMbIe B CETH

Haubonee BaKHBIM IIpu pceajm3ali 3alllUTHBIX MCP IIOJIMTHKH

0€30ITaCHOCTH SIBJIACTCS:

a.

b.

29.

30.

31.

AyauT, aHanu3 3aTpaT Ha MPOBEICHUE 3AIIUTHBIX MEP

Ayaut, ananu3 0e30MacHOCTH

AyauT, aHanmu3 ys3BUMOCTEMN, pUCK-CUTYyalui

[Tox urpopMaoHHOI 0€30MACHOCTHIO TOHUMAETCS. ..
3alMIIEHHOCTh UHPOPMALIMU U MOJAEPKUBAIOIIENR HHPPACTPYKTYPbI
OT CIIy4alHBIX WJIHA INPEIHAMEPEHHBIX BO3JECUCTBUM €CTECTBEHHOTO
WJIU CIyYaliHOTO XapaKTepa, KOTOPbIEe MOTYT HAHECTH HEMTPUEMIIEMBIN
yiepd cyObekTaM HH(POPMALMOHHBIX OTHOIIEHWH B TOM YHCIE
BIAJCNIbIIaM U TIOJI30BATEISIM MHPOPMALMM U TOJJEP>KUBAIOIIEH
uHppaCTPYyKType.

MPOTPaMMHBIN HIPOYKT U 0a3bl TAHHBIX JOJKHBI OBIThH 3aIUILECHBI 110
HECKOJIbKAM HalpaBJIEHUAM OT BO3IAECHCTBHS

HET NPaBUJIBHOTO OTBETA

3ammTa nHGOPMAIIUK — ITO..

KOMILJIEKC ~ MEpOTPUSATHI,  HalpaBJICHHBIX Ha  oOecIleyeHue
MH(OPMAIMOHHOW O€30ITaCHOCTH.

mporiecc pa3paboTKH CTPYKTYphl Oasbl JTAHHBIX B COOTBETCTBUHU C
TpeOOBAHUSIMU TIOJIH30BATENICH

HeOoJIbIIasi TporpaMma Jjisi BEIOJIHEHUS ONPEIeSICHHOM 3aaun

Ot 4gero 3aBucHUT HH(POPMAITMOHHAST OE30TTaCHOCTH?

OT KOMITbIOTEPOB

OT MOAICPKUBAIOIIEH HHPPACTPYKTYPHI

oT uHpopmaiuu

OCHOBHBIE COCTaBJISIFONIIE UH(POPMAITMOHHON OE30MaCHOCTHU:
LlenocTHOCTH

JlocTOBEpHOCTH



C. KOH(UACHITMATHHOCTh
33.  JloCcTymHOCTB — 3TO. ..
a. BO3MOXXHOCTh 32 TMpUEMJIEMOE BpeMs TOJYy4YUTh TpeOyemMyro
WH()OPMAITMOHHYIO YCIIYTY.
b. sorudeckasi HE3aBUCUMOCTb
C. HET MPaBUJILHOTO OTBETA
34. 1lemocCTHOCTB — 3TO..
a. LEeIOCTHOCTh HH(POpMaALIUU
b. HEMPOTHBOPEUYUBOCTH HHPOPMAITUN
C. 3alllUIIEHHOCTh OT pa3pylICHUs
35. KoHduaeHIMaaIbHOCTh — ATO..
a. 3aluTa OT HECAHKIIMOHUPOBAHHOIO JIOCTyNa K MHGOpMAaIUn
b. mporpaMM ¥  NPOrpaMMHBIX  KOMIUJIEKCOB, OOECIEUYHBAIOIIUX
TEXHOJIOTUIO pa3pabOTKW, OTIAAKA W BHEJIPEHHUS CO3/1aBaEMBIX
MIPOTPAMMHBIX TTPOTYKTOB
C. OMNHCaHUE MPOLEAYP
36. Jlus gero co3garotcst HHOOPMALIMOHHBIE CUCTEMBI?
a. TIOJYYEHUs OMpPEeeTCHHBIX HH(OOPMAIMOHHBIX YCIYT
b. o0OpaboTku nunpopManuu
C. BCE OTBETHI ITPaBUJILHBIC
37. 11en0CTHOCTh MOKHO MOJPa3/ICIUTh:
a. Cratnueckyto
b. JluHaMHUYHYIO
C. CTPYKTYpPHYIO
38. I'me mpumMmeHsAIOTCS CpeacTBa KOHTPOJIA TMHAMUYECKOU 1IETOCTHOCTH?
a. aHalu3e MOTOoKa (PMHAHCOBBIX COOOIIEHUN
b. 00paboTke TaHHBIX
C. TIpY BBISBIICHUU KPaXXH, TyOJMPOBAHUS OTACIBHBIX COOOIICHU
39. Kakue TpyIHOCTH BO3HHUKAIOT B HH(GOPMAIMOHHBIX CHCTEMaX IpHU

KOH(UIEeHIIMATTEHOCTH?



40.

41.

42.

43.

CBEJICHUSI O TEXHMUYECKHX KaHajlaX YTeYKH HH(POPMAIUU SIBIISIOTCS
3aKPBITHIMHU

Ha MYTHU TOJb30BATEIHCKOW KPUNITOTpA)UU CTOSAT MHOTOYHCICHHbBIE
TEXHUYECKUE POOIEMBI

BCE OTBETHI MPABUIIbHBIE

Yrposa — 310...

NOTEHIMATbHAsT BO3MOXKHOCTh OIpPEACIICHHBIM 00pa3oM HapyIIUTh
HH(pOpPMAITMOHHYIO O€3011aCHOCTh

CHCTEMA MPOTPAMMHBIX SI3LIKOBBIX OPTaHU3AIMOHHBIX U TEXHUICCKUX
CPEICTB, MpEAHA3HAYEHHBIX JUIsI HAKOIUIEHHS M KOJUJIEKTHUBHOTO
WCITIOJIb30BAHUS JAHHBIX

IpolecC ONpPEAENICHUs OTBEYaeT HA TEKYILEE COCTOSHUE pa3padOTKU
TpeOOBAHMIM JTAHHOTO dTara

Araka — 3710...

MONBITKA peaTnu3aluu yIPO3bl

NOTEHIMATIbHAS BO3MOXHOCTh OIpPEACICHHBIM 00pa3oM HapyIIUTh
MH(OPMAIMOHHYIO 0€30MMaCHOCTh

MporpamMMbl,  TpeIHA3HAUYCHHbIE JJII  TMOWUCKAa  HEOOXOJMMBIX
porpamm.

W cToyHuK yrpo3sl — 3T0..

MOTEHITMAIBHBIN 3JT0YMBITINICHHUK

3JI0YMBIILICHHUK

HET NPAaBUJIBHOTO OTBETA

OKHO OMacHOCTH — 3TO...

MPOMEXKYTOK BPEMEHU OT MOMEHTA, KOTJla MOSIBUTCS BO3MO>KHOCTH
c;1aboTo MecTa U 10 MOMEHTA, KOTJ1a IPOOET TUKBUAUPYETCS.
KOMITJIEKC B3aUMOCBSI3aHHBIX TIPOTPaMM JJISl  PEIIEHUs  3a1a4
OTPEJICICHHOT0 KJIacCa KOHKPETHOM MpeAMETHON 00J1acTH
dbopManu30BaHHBIA S3BIK JJIS OMHMCAHUS 3a]ad aJrOpUTMA PEIICHUS

3aJlavi IMOJIb30BATCJId Ha KOMIIBIOTCPE



44.

OIacHOCTH?

a.

49.

Kakue coObITUS JOJKHBI MPOU30MTH 3a BPEMS CYILIECTBOBAHMS OKHA

JIOJDKHO CTaTh HM3BECTHO O CPEACTBaX HCIONb30BaHUSA MPOOETOB B
3aIlUTE.

JOJKHBI OBITh BBIMTYIIEHBI COOTBETCTBYIOIIUE 3AIIATHI.

3aruiaThl 10KHBI OBITH YCTaHOBJIEHBI B 3amuiiaemoit 1.C.

YTpo3bl MOXKHO KJIaCCU(PHUIIMPOBATH 110 HECKOIBKUM KPUTEPUSIM:
o cnektpy U.b.

10 Coco0y OCYIIECTBICHUS

o komrnonentam U.C.

[To KakM KOMIIOHEHTaM KJIacCU(PUIIUPYETCS YTPO3bl JOCTYITHOCTHU:
OTKa3 MOJIb30BaTEIIEH

0TKa3 MOJIePKUBAIOIIEH HHPPACTPYKTYPHI

omrOKa B MporpaMme

OCHOBHBIMHM UICTOUHUKAMH BHYTPEHHUX OTKA30B SIBISIFOTCS:
OTCTYIUIEHHE OT YCTAHOBJICHHBIX IIPABUJI HKCILTyaTalluH
pa3pyllieHue JaHHBIX

BCE OTBETHI MPABUIIbHBIE

OCHOBHBIMHM UICTOUHHKAMH BHYTPEHHUX OTKA30B SIBJISFOTCS:
OLIMOKH MPU KOH(UTYPUPOBAHUHU CUCTEMBI

OTKa3bl MPOrPAMMHOT0 WJTM allapaTHOro 00eCTIeUeHUsI

BBIXO/] CUCTEMBI U3 IITATHOTO PEKUMA IKCILTyaTalluu

Ilo OTHOLIECHUIO K  TOAJIEPKUBAKOLIEH UH(QPaCTPyKType

PEKOMEHAYETCS] pACCMATPUBATH CJICAYIOIINE YTPO3bI:

a.

50.

HEBO3MOXXHOCTh M HEXKeJIaHUuEe OOCTYXUBAIOIIETO MEpCOHANa WU
M10JIb30BATENS BBIIIOJIHATH CBOM 00513aHHOCTU

o0pabaTpIBaTh 0OJIBIIION O0OBEM TPOTPAMMHON HHPOPMAITUN

HET MPaBUJIHLHOTO OTBETA

Kakue cymectByrot rpanu BpegoHocHoro [1.0.7

BpEAOHOCHAs (PYHKITUS



52.

53.

54.

56.

BHEITHEE MTPEICTABICHHE
CII0CcO0 pacmpOCTpaHCHHUSI
[To mexanu3my pacnpoctpanenus 11.0. paznuyaror:

Bupycel

. Yepsu

BCE€ OTBETHI IPABUJIbHBIE
Bupyc — 370...

KoA oOjajaromuil CIIOCOOHOCTBIO K PacHpOCTPAHEHUIO IIyTEM
BHEJIPEHUS B APYTHE MPOTPaMMBbI

CIIOCOOHOCTh OOBEKTa pearupoBaTh Ha 3alpPOC COOOPA3HO CBOEMY
THUITY, IIPU 3TOM OJHO M TO XK€ MMs METOJA MOKET MCIOJIb30BaThCS
JUTSl pa3JIMYHBIX KJIaCCOB OOBEKTOB

HeOOoIbIlIast MporpaMMa JJisl BBIMOJIHEHUS OIPECICHHOM 3a1auu
Yepsu — 370. ..

KOJ| CIIOCOOHBIN CaMOCTOATENIBHO, TO €CTh 0€3 BHEAPEHHS B JPYrue
IIPOrpaMMBbl BBI3BIBATH pacnpocTpaHeHus ceoux komuii mo M.C. u nx
BBITIOJIHEHHUS

KoA oOJjanaromuil CIOCOOHOCTBIO K PAacHpOCTPAHEHUIO IyTeM
BHEJIPEHUS B APYTHE POTPAMMBI

nporpaMmma JeMCTBUM HaJl 00BEKTOM UJIM €0 CBOMCTBAMU
Kondunennmansuyto nadopmaimo MOKHO pa3eanuTh:

[IpenmeTHyO

CyxeOoHyt0

JI00ATBHYIO

[Tpupoaa npoucxoxaeHus yrpos:

Crnyuaiinble

[IpennamepenHbie

IPUPOAHBIC

[IpeanocbuIKy NOSIBJIEHUS YIPO3:

OOBEKTUBHBIE



59.

60.

61.

CyObeKTUBHBIE

IpeTHAMEPCHHBIC

K kakoMmy Buay yrpo3 OTHOCHUTCS TIPUCBOCHHE UY>KOTO MpaBa’?
HapyIIeHHe TIpaBa COOCTBEHHOCTH

HapYyIICHUE COJIeP KaHUS

BHEITHSS cpefia

Otka3, ommoOKu, cOOM — 3TO:

CITydaifHbIe YTPO3BbI

MIpETHAMEPEHHBIE YTPO3bI

IPUPOTHBIC YTPO3BI

Otka3 - 370...

HapylieHrue paboTOCIOCOOHOCTH AIEMEHTA CUCTEMBI, YTO MPUBOJIUT K
HEBO3MOKHOCTH BBIMIOJTHEHUSI UM CBOUX (PYHKITHI

HEKOTOpasi TOCIEA0BATeIbHOCTh JIEHCTBUM, HEOOXOIUMBIX  JJIs
BBITIOJTHCHHUSI KOHKPETHOTO 3aTaHUS

CTPYKTypa, OIpEAeNAronias MOoCIe0OBaTEIbHOCTh  BBIMOJIHEHUS
U B3aMMOCBSI3HU IIPOIIECCOB

Ommbka — 370. ..

HEMPaBUJIILHOE BBIMOJHEHUE JJIEMEHTOM OJHOM WM HECKOJIBKUX
GYHKIHNA TPOUCXOASAIIEE B CISCTBUN CIIEITU(DHUIESCKOTO COCTOSHUS
HapylieHne paboToCIOCOOHOCTH PJIEMEHTA CUCTEMBI, UTO TPUBOJIUT K
HEBO3MOKHOCTH BBITIOJTHEHUS UM CBOUX (PYHKITUH

HETaTHBHOE BO3ACHCTBUE HA TIPOTPAMMY

C6oii — 370...

Takoe HapylleHrne paboTOCIOCOOHOCTH KaKOTo-IM00  dJIeMEHTa
CUCTEMBI B CJICJACTBUHM 4er0 (DYHKIIMH BBIMOJTHSIIOTCS HETPABWIHHO B
3aJJaHHBIA MOMEHT

HEIPaBUJILHOE BBIMOJHEHUE JJICMEHTOM OJHOM WM HECKOIBKUX
GyHKINNA TPOUCXOSINIEE B CIEJACTBUE CIEU(UIECKOTO COCTOSTHUS

00BEKT-METO/]



62.

63.

68.

[Tob6ouHOE BIMSIHHE — 3TO...

HETaTHBHOE BO3JCHCTBHE HA CHCTEMY B IICJIOM WM OTACIbHBIC
AIIEMEHTBI

HapylieHue paboTOCIOCOOHOCTH KaKOro-JInbo 3JIEMEHTa CUCTEMBI B
CJIEICTBUM 4ero (DYHKIIMHM BBIMOJIHSIOTCS HEMPABWIBHO B 3a/IaHHBIN
MOMEHT

HapylieHrue paboTOCIMOCOOHOCTH AIEMEHTA CUCTEMBI, YTO MPUBOJIUT K
HEBO3MO>KHOCTH BBIMIOJTHEHUSI UM CBOUX (PYHKITUH

C3U (cuctema 3amuThl HH(POpPMALUKN) TETUTCS:

peCypChl aBTOMATH3UPOBAHHBIX CUCTEM

OpraHu3alMOHHO-TIPABOBOE 0OECTIeUeHNE

YEJIOBEUYECKUI KOMIIOHEHT

Yto oTHOCHUTCH K UesioBedeckomy KoMmnoHeHty C31?

CUCTEMHBIE OPTHI

aIMUHUCTPAIIHSI

porpaMMHOE 0O0ecCrieUeHHEe

Uto otHocuTcs k pecypcam A.C. C3U?

JIMHTBUCTHYECKOE 00ECIIEUEHNE

. TEXHAYECKOE 00eCIIeueHHE

BCE OTBETHI IPABUIIbHBIE
[To ypoBHIO 0O€ecrieyeHHOM 3alIUThl BCE CUCTEMBI JIETIAT:
CUJIbHOM 3aILHTHI

0c000H 3aIUTHI

cJ1aboii 3aIUThI

[To aktuBHOCTH pearupoBanus C3U cuctemsl JEmAT:

ITaccuBurbie

. AKTHUBHBIE

MMOJIYyIIaCCMBHBIC

[IpaBoBOE OOecrieueHrne 6€30macHOCTH HHPOpMAITUH — 3TO. ..



a. COBOKYMHOCTb 3aKOHOJIaTEJIbHBIX AaKTOB, HOPMATHUBHO-IIPABOBBIX
JIOKyMEHTOB, PYKOBOJICTB, TPEOOBaHWI, KOTOpPHIE OOS3aTCIBHHBI B
CUCTEME 3allUThl UHPOpMaLIUU

b. cucrtema mporpaMMHBIX SI3bIKOBBIX OPTaHU3ALMOHHBIX U TEXHUYECKUX
CpEICTB, MpeAHA3HAYEHHBIX JUIsI HAKOIUIGHHS M KOJUJIEKTUBHOTO
UCIIOJIb30BAHUS JaHHBIX

C. HET MPaBUJILHOTO OTBETA

69. IlIpaBoBoe obOecrieueHre 6€30MacCHOCTH HHPOPMALIUU IETUTCS:

a. MEXIYyHapOJIHO-TIPAaBOBBIC HOPMBI

b. HaIMOHAJIBHO-IIPABOBBIE HOPMBI

C. BCE OTBETHI ITPaBUJIbLHBIC

70.  HNudopmanuio ¢ orpaHUYEHHBIM JOCTYTIOM JICJIAT:

a. TOCYJapCTBEHHYIO TalHy

b. KoHbUIEHIIHATBHYIO HHPOPMAIIHIO

C. JIOCTOBEpPHYIO HH(OPMAIIUIO

71.  YTO OTHOCUTCA K TOCYAApPCTBEHHOW TaliHE?

a. CBEJICHMs, 3alllMIaeMbleé TOCYJIapCTBOM B 00JACTU BOEHHOM,
DKOHOMMYECKOH ... NEATEIBHOCTH

b. mokyMeHTHpoBaHHas WH(popMaIus

C. HET MPaBUJILHOTO OTBETA

72.  BpenoHocHas nmporpamma - 3To...

a. mporpamMma,  CHEUUAIbHO  pa3paboTaHHas  JyUIsi  HapyLICHUS
HOPMAaJIbHOTO (DYHKIIMOHUPOBAHUS CUCTEM

b. ymopsigoueHue abCcTpakiyii, pacroyioKeHHE UX M0 YPOBHSIM

C. MPOUECC Pa3JENICHUs DJIEMEHTOB a0CTpaKInU, KOTOpble 00pa3yloT ee
CTPYKTYpY U MOBEJICHUE

73.  OcHoBoMoOJaramIye JTOKYMEHTHI i oOecredeHus: Oe30MmacHOCTH
BHYTPH OpTraHU3aIIUN:
a. TPyAOBOI JOTOBOP COTPYAHUKOB

b. OJKHOCTHBIE 00S13aHHOCTH PYKOBOJIUTENEH



C.

74.

KOJUICKTUBHBIN JOTOBOP

K  opraamzanioHHO -  aAMUHUCTPATHBHOMY  OOCCIICUCHHIO

I/IH(I)OpMaHHH OTHOCHUTCA:

a.

b.

75.

76.

B3aMMOOTHOIIEHUS UCIIOJIHUTEIEH

oJ100p nepcoHana

perylaMeHTanys MPOU3BOICTBEHHOM JAESATEIBHOCTH

YTO OTHOCUTCA K OPraHU3aMOHHBIM MEPOIIPUATHSM:
XpaHEHHE JOKYMEHTOB

IIPOBEICHUE TECTUPOBAHUS CPEICTB 3aLIUTHI HH(OPMAIIIU
IIPOITYCKHOU PEXUM

Kakwne CpCaACTBa HCIIOJIB3YCTCA Ha HMHKXCHCPHBIX H TCXHHYCCKUX

MEPOMNPUATHSX B 3aIUTE UH(POPMALIUU:

a.

b.

7.

78.

AnmnapaTHbie

Kpunrorpadpuueckue

busznueckue

[IporpammHeIe cpeacTBa — 310. ..

cHenuaibHble MPOrpaMMbl W CHUCTEMbI 3allUThl WH(GOpPMAIMU B
WH(OPMAITMOHHBIX CUCTEMaX Pa3TUYHOT0 Ha3HAYCHUS

CTPYKTYpa, OIPEACIIONAs MOCIEAOBATEIIbHOCTD BBIIIOJIHEHUS U
B3aMMOCBSI3H TPOLECCOB, MECUCTBUM M 3a/1a4 HA MNPOTSIKEHUH BCETO
YKU3HEHHOIO LIUKJIA

MoJienb 3HaHuM B hopme rpad)a B OCHOBE TaKUX MOJENCH JSXKUT ues
O TOM, YTO JH00O€ BBIPAKEHHE W3 3HAYEHH MOKHO MPEICTaBUTH B
BUJIE COBOKYITHOCTH OOBEKTOB U CBA3M MEXKIY HUMHU
Kpunrorpaduueckue cpeacrsa — 371o0...

CpPEICTBA CHELHUAIBHBIE MAaT€MATHYECKHE M  aJITOPUTMHYECKHE
CpeICTBa 3aIlMThl MHQOpPMAIMH, TEepeJaBaeMble IO CETSIM CBS3H,
XpaHUMOW M 00pabaTbhiBaeMOM Ha KOMIBIOTEpAX C UCIOJIb30BAaHUEM

METO/I0B MU(POBaAHUS



79.

b.

CHelMaNbHbIE TPOrpaMMBbl U CHCTEMBI 3alUTHl HH(POpPMAIMH B
UH(GOPMAILIMOHHBIX CUCTEMaX Pa3jIMYyHOTO Ha3HAUYCHUS
MEXaHHU3M, IO3BOJIIOIIMN TIOJIy4YUTh HOBBIM KJAaCC HAa OCHOBE

CYILLECTBYIOLLIETO

[lo oOTHOWmIEHHWIO K 3allMIIaeMOM HHQPOPMAIIUU  CYIIECTBYIOT

CJIETYIOLIUE YTPO3BI:

80.

81.

82.

ITIOHATHA:

a.
b.

C.

S

o

HECAHKIIMOHUPOBAHHBINA IOCTYT

yTeuKa

COKPBITHE

pasriamnieHue

KitaBuaTypHbie MIMHUOHBI TPUMEHSIOTCS 37I0YMBIIIJIEHHUKOM JJIA ...
OTcnexuBaHus KypHaJla MOCEIICHUS

Omnpenenenus npas gocryna noib3zopareneit OC

IIepexBara nmapoJiei noyib30BaTEICH ONEPAUMOHHON CUCTEMBI
OnpeneneHus KOIMYECTBA MOJIb30BaTENIEH

3amura uHGOpPMAIUH - ITO ...

COBOKYITHOCTh HMH(OPMAITMOHHBIX CHUCTEM, B3aUMOJICUCTBYIOIINX
MEXIy coOO#, MpUYeM OJHA YacTh OJTUX CHUCTEM MOXET HMETh
MHTEPECHI, IPSIMO IPOTUBOMOJIOKHBIE HHTEPECAM JPYToi

COCTOsIHUE WMH(OpMAIIMHU, TP KOTOPOM H3MEHSTH €€ MOTYT TOJIBKO
YIOJIHOMOYEHHBIE JIUIIA

KOMIUIEKC MEPONPUITUN MO 00eCnedyeHU0 KOH(PUACHIIMATBHOCTH,
[ETTOCTHOCTH, TOCTYITHOCTH, y4€Ta U HEOTPEKAeMOCTU UH(pOpMAIUU
JaHHbIE, MPEICTABICHHbIE B BHUJE, MPUTOJAHOM ISl XpaHEHHS,
o0paboTKM U TMepenadd, W MPEACTABISIONIUE OMNPEICICHHYIO
LEHHOCTD

st mo0oit uHPOPMAITMOHHOW CHUCTEMBI XapaKTEpHBI CIEIYIONTNE

HCIIPCABHUACHHOC 00CTOSATEIBLCTBO

MPOUCIIECTBUE



C.
d.
e.

83.

3JI0YMBITTUICHHUK
ySI3BUMOCTD
yrposa

B 3aBucumoctu oOT

cnocoboB mepexBara HH(pOpManuMH, OT

@HSHQCCKOﬁ IMpupoaAbl CHUTHAJIOB M CPCAbl HX PACIIPOCTPAHCHUA TCXHHUYCCKHC

KaHaJIbl YTCUKH I/IH(i)OpMaHI/II/I MOJKHO pa3acCIUTb Ha:

a.
b.

C.

84.

BHCIIHHC
MapaMCTpUICCKUC
SJICKTPHUYCCKHC
JUCTAaHIIMOHHBIC
QJICKTPOMAruouTHBIC

Y10 o03HA4YaeT CJIOBO

JIJATUHCKOTO?

© oo o ®

=

AR

85.
MOJTYYEHUSI
HEKOTOPBIX

JOCTYTIOM:

a
b.

o

i

0€30MaCHOCTb
JOBEepHUE
XpaHCHUE

3amura

"KOH(QUIESHIUATBHBIN" B TEepeBOJe C

ITo ucTOUHUKAM TMOSABJIEHUS YTPO3bI MOAPA3AEISAIOT HA:

BHEUIHHUE U BHYTPEHHUE

CCTCCTBCHHBLIC 1 HCKYCCTBCHHBIC

IIOJB30BATCIIBCKUC U CCTCBEBIC

[Ipouiecc coodiieHns CyObEKTOM CBOEr0 UMEHHU MM HOMEPA, C LIEJIbI0

ONpeNeNEHHBIX MOJHOMOYMM (MpaB JOCTyNa) Ha BBINOJIHEHUE

(pa3pelieHHbIX €MYy) JEUCTBUM B CHCTEMax C OrPAHUYECHHBIM

ABTOpHU3aIys
AytenTudukanms
OO0e3nmnuuBaHue
Jlenepconanuzanus

Nnentudukarus



86.

[Ipomemypa mpoOBEpKH COOTBETCTBUS CyOBEKTa W TOTO, 32 KOTO OH

TBITaeTCs ce0st BHIIATh, C IIOMOIIBIO0 HEKOW YHUKATLHON HH(POPMAIINH:

87.

ABTOpHU3aus
OO0e3nmnuuBaHue
JlenepcoHaau3anus
AyTeHTHdUKAITUSA
Wnentudukarms

[Ipouecc, a Takxke pe3yiabTaT Mpolecca MPOBEPKH HEKOTOPHIX

00s3aTeJIbHBIX apaMCeTpoOB IOJIb30BATCIIA W, IIPpU YCICIIHOCTH, IIPEAOCTABIICHUC

€My OIpEAENIEHHBIX IMOJHOMOYMI Ha BBINOJIHEHUE HEKOTOPBIX (pa3pelleHHbIX

GMY) I[GﬁCTBHﬁ B CUCTCMAX C OI'PaHUYCHHBIM JOCTYIIOM

a
b.

o

o

88.

ABTOpHU3AIIHS
Nnentudukarus
AyTeHTuduKaIms
OO0e3nmnuuBaHue
Jlenepconanuzanus

[IpocreiimmM cnocoOoM HAEHTU(UKAIMU B KOMIIBIOTEPHON CUCTEME

ABJICTCA BBO/J H,Z[CHTI/I(i)I/IKaTOpa IIOJIB30BaATCJIA, KOTOpI)H\/JI HMCECT CJICOYIOHICC

Ha3BaHHUC:

a
b.

o

i

89.

Token
Password
[Taponb
Login
Cwmapt-kapTa

OcHOBHOE  cpeicTBO, oOecrneunBaroliee KOHMOUICHIIMATBLHOCTh

uH(OpMAIUHU, TIOCHIIAEMOM TO OTKPBITHIM KaHalaM Tepeladd JaHHBIX, B TOM

YHUCJIC — 110 CCTH MHTCPHCT!

a.
b.

C.

Nnentudukarus
AyTenTudukanms

ABTOpHU3anus



90.

d.

€.

DkcnepTusa
Mudposanue

I[JISI Oe3omacHoOM nepcaadym AaHHBIX II0 KaHaJlaM HHTCPHCT

HCIIOJIB3YCTCA TCXHOJIOTUA:

91.

a
b.

e

e

Www
Dicom
Vpn
Ftp
Xml

Kommneke arrapaTHbIX u/unm IIPOTPaMMHBIX CPEICTB,

OCYHIGCTBJIHI-OHII/Iﬁ KOHTPOJIb U q)HHLTpaIII/II-O CCTCBOI'O Tpa(l)I/IKa B COOTBCTCTBHUH C

3aJaHHBIMA

IIpaBUJIaMH u 3a1u1/1ma101u1/1ﬁ KOMIIBIOTCPHBIC CCTHU oT

HCCAHKIMUOHUPOBAHHOI'O JOCTYIIA:

92.

a
b.

o

&

AHTHUBHpYC

3aMOK

bpanamayap
Kpunrorpadus
DKcnepTHas cuctema

3a mnpaBoHapylieHus B cdepe HHPopManuu, WHOOPMAITMOHHBIX

TEXHOJIOTUNA W 3aluThl UHGOPMAIMU JTaHHBIM BUJI HaKa3aHUs HA CETOMHSITHUN

JICHb HE MPEyCMOTPEH:

93.

a.

b.

JucuuminHapHbie B3bICKaHUS

AJIMUHHUCTPATUBHBIN ITpad

VYronoBHasi OTBETCTBEHHOCTb

JIumenue ¢cBoOOIBI

CmepTHast Ka3Hb

HecaHKIIMOHUPOBaHHBIN TOCTYM K HHGOPMAIIHH 3TO:

Hoctyn k wuHbpOpManuu, HE CBS3aHHBIA C  BBITIOJHEHUEM
GyHKIIMOHATBHBIX 00s13aHHOCTEH u HE 0 OpMIICHHBI

AOKYMCHTAJIbHO



94.

95.

Pabota Ha uyx0M KOMIbIOTEPE O€3 pa3pelleHusl ero BiIaaebla

Bxox Ha KOMIBIOTEp C MCHOJB30BAaHUEM JAHHBIX JIPYroro
M10JIb30BATES

Jloctym K  JOKaJdbHO-WH(POPMAIIMOHHOW CETH, CBSI3aHHBIA C
BBINIOJIHEHUEM (DYHKLIIMOHAJIBHBIX O0S3aHHOCTEN

Joctyn K cyOn1 o1 3alpelieHHbIM UMEHEM T10JIb30BaTes
«IlepcoHanbHbIE JAHHBIE» ITO:

JIrobass uH(OpManMsi, OTHOCALIAsICS K ONPEAEICHHOMY  WIIU
ONpEAEIsIEMOMY HAa OCHOBAHMHM TakoW WH(oOpManuu (puzndeckomy
JUILY

damunusi, UMsi, 0TIECTBO (PUZUYECKOTO JIULIA

["on, mecsin, nata U MECTO pOKAECHHUS, aJIpec PU3NUECKOTro JTULA
Anpec npoxuBaHUS PU3NYECKOTO JTUIIA

CBeneHust 0 CEMEMHOM, COLMAIIBHOM, MMYILECTBEHHOM IIOJIOKEHUU
YEJI0BEKa, COCTABIIAIOIINE MOHATHE «IPO(eccCHOHaNbHas TallHa

B JaHHOM CJIy4dac COTPYAHHUK YUIPCKIACHHUA MOXKCT OBITH IIPUBJICUCH K

OTBETCTBEHHOCTH 3a HaApyLIECHUS IPABUJI HHPOPMALIMOHHOM 0€30MMacCHOCTH:

a
b.

o

e

96.

Boixos B uHTEpHET 0€3 pa3pelieHus aqMUHUCTpaTopa

[Ipu ycTaHOBKE KOMIIBIOTEPHBIX UTP

B cnyyasx ycTaHOBKH HENMIEH3UOHHOTO T10

B cnyuae He BbIxoa U3 HHPOPMAITMOHHOM CUCTEMBbI

B JT000M ciyvae HEMPaBOMOYHOIO HCTIOJIb30BAHUSA
KOH(QUIECHIIUATIBHOW WH(OpMAallMM NpU  YCJIOBUU MUCHMEHHOTO
MPEeAyNPEXICHUS COTPYIHUKA 00 OTBETCTBEHHOCTHU

Moxker M COTPYOHUK OBbITh  TNPUBICYEH K  YrOJIOBHOM

OTBETCTBEHHOCTH 3a HapylleHUs mnpaBwi HHHOPMAIIMOHHONW 0€30MacHOCTH

MPEINPUSITHUS:

a.
b.

C.

Her, TOnbKO K aAMUHUCTPATUBHON OTBETCTBEHHOCTH

Her, ecnu 3T0 rocyapcTBEHHOE MPEANPUSATHE

Ja



d.

€.

97.

Jla, HO TONBKO B Ciy4yae, €CIM JOEUCTBHS COTPYIHHMKA HAHECIU
HETIOIIPABUMBIN BPE

Jla, HO TOJIBKO B Clly4ae OCO3HAHHBIX HENPABOMOYHBIX JCHCTBHU
COTpYyIHHKA

Hpouez[ypa, IMPpOBCpArOIIad, HNMCCT JIn ITIOJIB30BATCIIb C

MPEeAbIBICHHBIM UIAECHTU(HUKATOPOM MPABO HA JOCTYI K PECYpCY 3TO:

a.
b.

o

o

98.

Wnentudukarms
AyTteHTHUKaIUSA
Crpatudukanus
Peructpanus
ABTOpHU3aIUs

Haubonee omacHbIM  MCTOYHHUKOM  yrpo3  MHGOPMALMOHHON

0e301acHOCTH MMpCAIIPpUATHUA ABJIAIOTCA:

99.

Hpyrue npeanpusitus (KOHKYPEHTBI)

CoTpyaHukn HHPOPMALMOHHON CIIy)KObl MPEANPUATHS, HMEIOIINE
HOJIHBIA JOCTYM K €ro HH(POPMaLIMOHHBIM pecypcam

PsinoBbie COTpYIHUKH NPEITTPUATHS

Bo3MoxkHble 0TKa3bl 000pYAOBaHHUSA, OTKIFOUYEHHS JIEKTPOIUTAHUS,
HapyILIEHUS B CETU NEPENAYN TaHHBIX

Xaxepsl

Bribepute, MOXHO JHM B CIYXEOHBIX IEISAX HCIOJIb30BAThH

ANIEKTPOHHBIN ajipec (OYTOBBIH SIIMK), 3aPETUCTPUPOBAHHBINA HA OOILETOCTYITHOM

MIOYTOBOM CEpBEpE, HarpuMep Ha mail.ru:

a.

b.

Her, He mpu kakux 00CTOSTENHCTBAX

Her, HO 17151 OTIIPaBKKM CPOYHBIX M 0COO0 Ba)KHBIX ITHUCEM MOYHO
MoxHo, ecam TO HEeMy TMOJb30BaTelb OyJIeT TMepechliaTh
uH(pOpMaIUIO, HE COJACPXNKAIIYI0 CBEICHUA KOH(MDUICHIIUATHEHOTO
Xapaktepa

MoskHo, ecnu HMH(POPMAILMIO TMPEIBAPUTEIHHO 3aapPXUBHUPOBATH C

MOMOILBIO MPOTPaMMBbI wWinrar ¢ mapojem



e. MoxHO, eclii Ipyrux Croco0OB AJIEKTPOHHOMN Iepenayd JaHHBIX Ha
NPEANPUATAA WM Y TOJIB30BATENl B HACTOAIIMM MOMEHT HET, a
MH(POPMAIIMIO HYKHO I€pECiIaTh CPOUHO

100. JokymeHTupoBaHHas HHGOpPMAIUs, JOCTYN K KOTOPOM OrpaHUYMBAET
B COOTBETCTBUU C 3aKOHOAATEIBLCTBOM PD:
NHupopmanus cocTapistonas rocyJapcTBEHHYIO TallHy

a
b. Wndopmanus cocrapisitomas KOMMEPUYECKYIO TaliHy

o

ITepconanbHas

o

. Kondpuaennuanbuas nHpopmanus

e. JoxymeHntupoBaHHas uHpopmarus

3aaHus B OTKPBITOH (popme

WNudopmarnins Kak mpeaMeT 3amluThl.

CyObeKkThl HHPOPMAIMOHHBIX OTHOLIEHUH.
Opranu3zanusi CUCTEMBbI 3aIlIUThl HH(POPMALIUH.
KomMmmnekcHas 3anmra "HPOPMalMOHHBIX CUCTEM
Pabora ¢ KoOHpUAECHIINATBHBIMY TAHHBIMH.
Yrpo3bl uHGOpMAIIMOHHON OE30MaCHOCTH.

Mojenb noBeICHUST HAPYIIUATEIS.

® N RsE LD =

Knaccuduxkanuys yrpo3

e

Yrpo3bl yTEUKH MO TEXHUYECKUM KaHajaM, YA3BUMOCTH KaHAJIOB
B3aUMOJCHUCTBUA.

10.  Amnanus ceteBoro Tpaduka.

11. CxaHupoBaHHE CETH.

12.  Yrpo3sl BBISIBIEHUS MapOJIs.

13. IlogmeHa 1OBEpEHHOrO OOBEKTA.

14.  BueapeHwue J0XKHOTO OOBEKTA.

15. Otka3 B 00CITyKHBaHUU.

16. OG6paboTka nepcoHaIbHbIX JIAHHBIX.



17. BrisiBneHue KOHTpapakTHOU MPOIYKIIHH.

18. Bpibop  onTUMaNbHBIX ~ METOJOB  KOHTPOJS W 3allUThI
UH(POPMAITMOHHON CHCTEM.

19.  JIuneH3upoBaHUE MPOTPAMMHBIX ITPOJAYKTOB.

20. HMuTerpamnus MEXaHU3MOB 3aIIUTHI B IPOrPAMMHOE OOECIIeUeHUE ISl
60pros1 ¢ HC/I.

21.  OcHoBbl kKpunTorpaduu, METOAbI 3aLTUTHI.

22. Kiaccudukaiys KpunTorpapuaeckux MeTo10B.

23.  TloTokoBble MHQPBHI.

24.  CkpeMOnIMpoBaHUE.

25.  AccumeTrpudHbIe MUQPHIL.

26. Kierounsle aBTOMATEHI

3az[amle Ha YCTAHOBJICHHE l'[paBI/I.]'lI)HOf/i mocjaea0BaTecJIbHOCTH

1. BriGepute mpaBMIIbHYIO TOCIENOBATEIBHOCTh TANOB IO CO3JIaHUIO
CUCTEMBbI 3allIUThI MEPCOHATBHBIX TaHHBIX:
a. OnbITHas U NPOMBIIUICHHAS SKCILTyaTallus
b. IIpoekTHbIl 3Tal
c. ATTectanus WM JIeKIaprUpoOBaHUE
d. IIpeanpoekTHsbIi 3Tan
2. BriOepute npaBmiibHYIO MOCIEA0BATEIBHOCTh JTANOB B KU3HEHHOM
IIUKJIC aTaKu:

Br16op criocoba ataku

o ®

3akpernieHue

DKcIUTyaTanus

S

JlocTH>XKeHue eI

Hcnonnenne koMang

o

=

Pa3Benka u cO0p TaHHBIX

g. JocraBka



SanaHne Ha YCTAHOBJICHHE COOTBETCTBUA

1. YcTaHOBUTH COOTBETCTBUE

1) RSA

a) CEeMEICTBO KpUnTOrpaduuecKkux
QITOPUTMOB —  OJTHOHAIPABIICHHBIX
xenr-pyHKIui, BKIOYaroniee B ce0s
anroput™mbl SHA-224, SHA-256, SHA-
384, SHA-512, SHA-512/256 u SHA-
512/224

2) DES

b) kpuntorpadudeckuid  aIrOPUTM  C
OTKPBITBIM KIIFOUOM, OCHOBBIBAIOIIUKCS
Ha  BBIYUCIHUTEIBHON  CIIOKHOCTH
3a7aun (pakTopuzau OOJBIIUX LEJIBIX
qucen

3) SHA-2

C) aJIrOpUTM JUISL CUMMETPUYHOTO
mudpoBaHus, pazpaboTaHHbI (HUpMOIt
IBM 51 YTBEPKIAEHHBIN
npasutensctBoM CIHIA B 1977 romny
kak odunmansubiii ctanaapt (FIPS 46-
3)

2. YCcTaHOBUTH COOTBETCTBUE

1) Mail-Worm

a)

VY naHHOro THNa 4epBeil, KaKk U y MOYTOBBIX
4yepBeil,  CylIecTBYIOT  JBa  crocoda
pacnpoctpanenusi yepBs no IRC-kananawm,
MOBTOPSIIOIINE CIIOCOOBI, OTIMCAHHBIE BHIIIIE.

2) IM-Worm b) depBu, pacmpocTpaHsitomuecs B ¢dopmare
COOOMICHHI STIEKTPOHHON TTOYTHI.

3) P2P-Worm C) IIPOYME CETEBbIE YEPBU, CPEOU KOTOPBIX
MMEET CMBICJI JIOMOJIHUTEIBHO BBIACIUTH
nHTtepHeT-4yepBU U LAN-uepBu

4) IRC-Worm d) yepBH, pacnpocTpaHsroneecs Mpu MOMOUIA
MUPUHTOBBIX (peer-to-peer) (paitiiooOMEeHHbIX
ceTel.

5) Net-Worm €) 4YepBH, HCIIOJIb3YIOIINE WHTEPHET-
TIEHJIKEPBHI.

KOMHeTeHTHOCTHO-OpI/IeHTI/IPOBaHHI)Ie 3agavuan




1. 3ammppoBaTh UCXOAHBIN TEKCT UCIIOJNB3YS MU(POBAHUE C TTOMOIIBIO
Tabnuibl Bukenepa

2. 3ammppoBaTh UCXOAHBINA TEKCT UCTIONB3Ys mupp RSA

3. 3amm@poBaTh UCXOIHBIM TEKCT HCHOJB3Ys aJITOPUTM IIMGPOBAHUS
Onp-I"amans

4. 3ammppoBaTh UCXOAHBIM TEKCT HCIOJB3YS ANTOPUTM IMIHPPOBAHUS
Heddu-Xenamana

5. [Tognumure nOKyMeHT nucenoib3ys DL

6. Brntounte mudpoBaHue TBEPAOTEIBHOTO HAKOMUTENS HCIONb3YS
onepanuoHHyo cucremy Windows 10

7. Bocrnonb3oBaBIIMCh ONEPALIMOHHON cucTeMoi Linux mpowusBeaute
CKaHHPOBAHUE JIOKAJIBHON CETU Ha IIOUCK TOJI03PUTENBHBIX YCTPOMCTB

8. Onummre MOJENb MOBEACHUS HAPYIINATENSA JUIsl aAMUHUCTPATUBHOTO
kopmyca 3aBoga OO0 «CrporMarnn»

9. He wumes HENOCPEeACTBEHHOTO JOCTYyNa K  IEPCOHAIBHOMY
KOMITBIOTEPY, COBEPILINTE yIAJE€HHBIN 3aITyCK TPUIOKEHUN HA HEM

10.  IIpousBeaute YCTaHOBKY AHTUBUPYCHOT'O MIPOrpaMMHOTO

oOecrieueHus: Ha IEPCOHATBHBIN KOMIIBIOTEP



