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1 OHEHOYHBIE CPEJACTBA /UIA TEKYWEI'O KOHTPOJIA
YCIIEBAEMOCTH

1.1  BOIIPOCHI JlV/TA YCTHOI O OIIPOCA

Tema 1. OcHOBHBIE acHeKTbl MOCTPOEHHUSA CHCTeMbl MHGOPMAIMOHHOM
0€30IaCHOCTH.

1. TlepeunciauTe OCHOBHBIE METOABI U CPEACTBA 3AILUTHI HH()OPMALIHH.

2. JlaiiTe onpeneneHus: KOAUPOBAHUA U AEKOIUPOBAHUS.

3. Kak ocymecTBisieTcss 3amura OT HECAaHKIIMOHUPOBAHHOIO JIOCTYIA K
JTaHHBIM?

4. OxapakTepu3ylTe Kiacchl 0€301MaCHOCTH KOMITBIOTEPHBIX CHUCTEM.

5. Cdopmynupyiite onpesesieHue 3JIeKTPOHHON HU(POBON MOIMUCH.

6. Kakwue pecypcsl CUCTEMBI OKHBI OBITH 3aIIUIIAEMBI H B KAKOH CTETeHU?

7. KaxoBa 0iKHA OBITh MOJIHAS CTOMMOCTD PeAN3alliy 3alUThl U 3aTPAThI
Ha JKCIUTYaTalHIo ¢ y4€TOM NOTEHIIUAIBHBIX YIpO3?

8. Kakue yrpo3sl JOKHBI ObITh YCTPAHEHBI U B KaKoi Mepe?

9. Yro mpenmonaraet cTaTUH4IecKas 1eJI0CTHOCTh HH(OpMAaIuu?

10. C momoIIbI0 KakKuX CPEICTB JIOJDKHA OBITH peaTn30BaHa 3amuTa’?

Tema 2. MeponpusiTusi mo 3amure HHGOpMannu.

1. Kakue mexaHu3Mbl obecrieueHrs 0€301MacHOCTH CYIIECTBYIOT?

2. llepeunciure OCHOBHBIE TEXHOJOIMUECKHE MEPONPUATUS KOMIUIEKCHOM
CUCTEMBbI o0ecrieueHus: H(POPMalMOHHON 0€30M1aCHOCTH.
Kaxkue npo6iembl nHOOpMAITMOHHON 0€30MaCHOCTH BBl 3HAETE?
Cocrasnstomye nHOOPMAITMOHHON 0€30MaCHOCTH.
Cucrema popmupoBaHusi UHHOPMAIITMOHHON OE30MaCHOCTH.
Kakue cyiecTByroT MOJENH 3alUThl HH(OpMAIu?
Yro mpeamnonaraeT AMHaAMAYECKas IIEJIOCTHOCTh HHPOpMAITH?
[ToHsiTHE KOH(UIEHINATBEHOCTH B MTH(OPMALIMOHHON 0€30MacHOCTH.
[lepeuncnure OCHOBHBIE MEPOINPHATHS OpraHM3ald  pabdoT o
00€eCIeYeHU IO 3allUThl TH(POPMALIMH.

10. Kakne cymiecTtByloT ypoBHH  (GOpPMUPOBAHUS  HMHPOPMAIIMOHHOM
oe3omnacHocTU?
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Tema 3. TpeGoBanus k apxurexkrype UC nis odecnieyeHus1 6€30MacHOCTH
ee QyHKIIMOHMPOBAHMS.

1. IlpaBuiBbHO MOCTPOCHHAsI APXUTEKTypa pPEIIaeT HEKOTOpbIe MPOOIEeMbI
Wb ceren?

2. Ilepeuncinure TpeOOBaHUS, NPEIbABIAEMblE K CUCTEMaM 3allUThl
uH(bopManuu.

3. Ilepeuncnure OCHOBHBIE METOAbl U CpEACTBA OOECIEUEHUs 3allUThl
uH(popManuu.



4. Yto BKJIIOYAIOT B ce0s1 OpraHU3aI[IOHHBIE CPEICTBA 00ECTICUCHHSI 3aIIUTHI
uHopmaruu?

5. Xapakrtepuctuka cucreMbl oOHapyskeHus Bropxkenuit (COB).

6. OcHOBHBIE METO/IbI 3AIIUTHI OT aTaK Ha CETEBYIO HHPPACTPYKTYDPY.

7. XapaKTepuCTUKa TEXHUYECKUX MEp 3alllUThl OT CETEBbIX aTaK.

8. Uro BKIIOUaOT B ce0Os MporpaMMHO-alnapaTHbIe CpPEJICTBA 3alllUThI
uHpopmaruu?

9. PykoBomsmmii  nokymeHt «Knaccupukanus — aBTOMaTH3MPOBAHHBIX
CHCTEM.

10. Yro BkiOuYaloT B ce0s MHXKEHEPHO-TEXHUYECKUE CpPEICTBA 3alUThHI
uHpopMaun?

Tema 4. OHeHO‘IHbIe CTaHIAPTbI U TEXHUYIECCKUEC CHeIII/I(l)l/IKaIII/II/I.

1. Kommuekc npokymentoB banka Poccun CTO BP WBBC, xpatkas
XapakTepucTuka, nokaszareian Mb. CriocoObl olleHnBaHus IOKa3aTeNeH.
[TonsiTHE «CcTaHIAPT», KpaTKask XapakTepucTuka « OpaHKeBOM KHUTHY.
YTto noHMMaeTcs MoJ] TEPMUHOM IIOJUTHKA 0€30M1aCHOCTHY?
Xapakrepuctuka crannapta OCT P UCO/M3K 15408
UT0 moHMMaeTcs NoJi TEPMUHOM «YPOBEHB FAPAaHTUPOBAHHOCTH ?
[lepeuncirure METOABI U CTAaHAAPTHI MIK(DPOBAHUS.
Onumunte cranaaptel 6e3onacnoctu (WPA, WPA2). VPN.
YTOo noHMMAETCs 0T TEPMUHOM «ONEPALMOHHAS TAPAaHTUPOBAHHOCTH)?
Mexnynaponssle crangaptel MeHekMeHTa Wb cepum ISO  27000.
Moz[em, PDCA, cranmaptsr NIST.

10. Kakwue xmaccel cTaHaapTOB O€30MaCHOCTH BHI 3HAETE?

OCoOoNOGRWN

Tema 5. Kpurepum oneHKH 0€30MaCHOCTH HH(POPMANMOHHBIX
TEXHOJIOTHH.

1. Omnummwmre uepapxuro cyurHocteit B "Kpurepusix onenku

6e3omacHOCTH MH(POPMAITMOHHBIX TEXHOJIOTHI".

2. HazoBuTte 0CHOBHBIE TEPMUHBI, ONMCaHHbIE B "KpuTepusix orieHKH

6e3omacHOCTH MH(POPMAITMOHHBIX TEXHOJIOTUI".

3. OnummuTe CTPYKTYpPY Kilacca «IPHUBATHOCTHY.

4. OnuummTe CTPYKTYPY Kilacca «HMCIOJIb30BaHUE PECYPCOBY.

5. Uro Takoe TpeboBaHUs JOBEpHUs 0€30MACHOCTH U JJISI YETO0 OHU

HY>KHBI?

6. Yro Takoe ypoBHU A0BepUs?

7. Kakue cymecTByrOT MEXaHU3MbI 00ecrieueHus: 0e30MacHOCTH B
pacrpeenEHHbIX CUCTeMaXx?

8. Kakwue 3 cocraBnstomux nHGOPMAIIMOHHON 0€301aCHOCTH BbI 3HAaeTE?
9. UYro sBRsieTcs KpuTepueM 6e30macHOCTH?



Tema 6. PykoBoasimme nokymenTbl ®CTIK Poccuu.

1. Kakuwe pykoBogsmme npokyMeHTel @DOCTOK Poccum cymectByroT?
[TonsTue "rocynapcTBeHHas TaiiHa'.

2. Yro xoutpoiupyet ®CTIK?

3. PykoBomsumii  noxkymeHT «Kiaccudukanuss mo ypOBHIO KOHTPOJIS
OTCYTCTBUSI HEJICKIApPUPOBAHHBIX BO3MOXKHOCTEN», XapaKTEPUCTHUKA, OCHOBHBIE
MOMEHTHI.

4. Yro takoe ceprupurar ®CTIK?

Ko pykoBogutr ®CTIK?

KTto perymupyeT nesarenbHOCTh B 00J1aCTH 3aIUTH HHpOpMaIuu?
Yewm otmaaercs DCTIK ot dhe6?

Kto Briaer nuuenzuo ®CTIK?

Komy noguunsercs ®CTIK Poccun?

10 PykoBoasammii jokymeHT «CBT. Ilokazarenu 3ammmennoctu ot HC/ k
uH(pOpMAIUNY, XapaKTEPUCTUKA, OCHOBHBIE MOMEHTHI.
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Kpurepuu onenkmu:

2 0ajy1a BBICTABIISIETCS OOYYarOIIEMYCsl, €CIM OH JEMOHCTPHUPYET IIyOoKoe
3HAHHME COJAEPKAHUS BONPOCA; JAET TOYHBIE OINPEIECICHHS] OCHOBHBIX IMOHSATHUH;
apryMEHTUPOBAHHO M JIOTUYECKH CTPOWHO M3Jaraer YydeOHbI Marepua,
WUIIOCTPUPYET CBOM  OTBET AaKTyalbHbIMH NpUMEpaMud  (TUIOBBIMU U
HECTaHJapTHBIMHU), B TOM YHUCJIE CAMOCTOSTEIbHO HAlJCHHBIMU;, HE HYKJIAETCS B
YTOUHSIIOIIUX U (MJIM) TOMOTHUTEIBHBIX BOMPOCAX MPEnogaBaTes.

1 ©Oana BeicTaBisieTcss OOydYaroUIEMyCsl, €CIM OH OCBOMJI OCHOBHBIE
MIOJIOXKEHUSI KOHTPOJIMPYEMOM TEMBI, HO HEJOCTATOYHO YETKO JAET ONpPEIEICHUE
OCHOBHBIX TOHATUH W  JAepUHULMNA; 3aTpyaHsETCs TpU  OTBETaxX Ha
JOTIOJIHUTENBHBIE BONPOCHI; IPUBOJNUT HELOCTATOUHOE KOJUYECTBO MIPUMEPOB IS
WUIIOCTPUPOBAHUSL CBOErO0 OTBETA; HYXKAAETCS B YTOUYHSIOMUX U (WIN)
JOTIOJTHUTENBHBIX BOIPOCAX MPENOAaBaTEINS.

0 0a/10B BhICTaBIsIETCS O0YUaIOIIEMYCsl, €CJIM OH HE BJIAJEET COAEepHKaHUEM
BOMpOCa WM JOMYyCKaeT TrpyOble OMmMOKM;, 3aTpyaHSETCS JaTh OCHOBHBIE
OINpEJENCHHS; HE MOXKET NPHUBECTH WM MPUBOAUT HENPABUIIbHBIE NPHUMEPHI; HE
OTBEYAET Ha YTOUHSIOIINE U (WJIH) TOTIOJHUTEIbHBIE BOIIPOCHI MTPENOIABATENS WU
JOMYCKaeT MpU OTBETE Ha HUX IPyOble OIIHUOKH.

1.2 KOHTPOJIBHBIE BOITPOCBHI K IABOPATOPHBIM PABOTAM
KoHTposnbHbIE BOMPOCH K J1abopaTtopHoii padore Nel
1. YTto Ha3bIBAIOT JIOKAJILHOU BbIUUCIUTENIbHOH ceThio (JIBC)?

2. Ha kakue rpynnsl 1o Ha3Ha4YeHUIO0 MOXXHO pasaenuts JIBC?
3. JlocToMHCTBA U HEAOCTATKU OTHOPAHTOBOM CETH.



4. Yro HEoOXOAMMO YCTaHOBUTH B Kaxawii [IK mms mopkmtoueHus ero x
JIBC?
JlOoCTOMHCTBA U HEIOCTATKU ABYXPAHTOBOU CETH.
[IpaBuna co3gaHus M1 HACTPOMKH JTOKAIBHOMN BhIuucIUTENbHOU ceTu JIBC.
Uro Britovaet B cedst JIBC?
Ckoisbko ocHOBHBIX TUIOB JIBC cymiectByer?
Onuiure Ki1accupUuKamuio JOKaIbHBIX BHIYUCIUTEBHBIX CETEM.
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KoHnTponbHbIE BOMIPOCH K JlabopaTopHOii padoTe No2

1) B 4em 3aKiIOYarOTCs  OCHOBHBIC  IPUHIUIBI  MPOCKTHPOBAHUS
3alUIIEHHBIX CHCTEM?

2) IlepeuncnuTe Mokas3aresy KauecTBa MPOIecca MPOCKTUPOBAHHUSI.

3) IlocraHoBKka MpoOJIEMBl KOMIUIEKCHOTO OOecrieueHusT WHPOPMAIMOHHOM
0€30I1aCHOCTH 3aIUIIEHHBIX CUCTEM.

4) OCHOBBI METOAOJIOTHH MHOTOBAPHAHTHOTO TUIAHMPOBAHUS TIpoIiecca

POEKTUPOBAHUS.

5) MeToabl U METOIMKY TIPOCKTHPOBAHUS KOMILIEKCHBIX CUCTEM

UH(POPMALIMOHHOM 6€30MacCHOCTH OT HECAHKIIMOHUPOBAHHOIO AOCTYIIA.

6) MeToapl U METOIMKHY OLIEHKU Ka4eCTBA KOMILICKCHBIX CUCTEM

MH(OPMAIMOHHOW O€301TaCHOCTH.

KoHTposbHbIE BOPOCHI K J1abopaTtopHoi padboTre Ne3

1. Yem WPA otnuyaercs ot TKIP?

2. KakuM mpoTOKOJI0M MPOBEPSIETCS TPOBEPKA MOITMHHOCTH?

3. Ilo xakoMmy ajropuTMy BBITIONHSETCS IUGPOBAaHUE B OECIPOBOIHBIX
ceTsax?

4. Pexumsl pabotel ycrporictB Wi-Fi. (Access Point, AP-client, AD-Hoc,
Bridge, Repeater, WDS).

5. Meroap! yBenudeHus nmpou3BoauTeabHocTu cered Wi-Fi.

6. Kakwue BUIBI aTak MOTYT OCYIIECTBIISITHCS Yyepe3 OeCIIpOBOIHBIC CETH?

7. Kak ycunuts 3anuTty 0€CipoBOIHOM ceTu?

Kpurepuu ouenku:

4 panna (MM OIEHKA «OTIUYHO») BBICTABISIETCA OOydYaroniemMycs, e€Ciu OH
JEMOHCTPUPYET TIyOOKOE€ 3HAaHHWE COJEP)KaHHUS BOIPOCA; JACT TOYHbBIC
OTIPEJICIICHUS] OCHOBHBIX TOHSITHI; apTyMEHTUPOBAHHO M JIOTHYECKH CTPOUHO
u3NlaraeT y4deOHBIM MaTepHall; WIIIOCTPUPYET CBOM OTBET aKTyalbHBIMHU
npuMepaMu (TUMOBBIMH W HECTAHJIAPTHBIMU), B TOM YHCIIE CaMOCTOATEIHHO
HaWJICHHBIMH; HE HYXKJIA€TCA B YTOUHSIOMUX U (WJIM) TOMOJHUTEIBHBIX BOMIPOCAX
IperoaaBaTers.

2-3 f6ass1a (WM OLIEHKA «XOPOIII0») BBICTABISAETCS 00yUYaroIIeMycCsl, €CJIU OH
BJIQJICET COJACPKAHUEM BOIIPOCA, HO JOMYyCKAaeT HEKOTOPHIE HEIOYEThI IPU OTBETE;
JIOTTYCKAaeT HEe3HAYUTEIbHBIC HETOYHOCTH IPHU OINPEACIICHUA OCHOBHBIX TOHSITHH;



HEJIOCTATOYHO apTyYMEHTUPOBAHHO U (WUJIM) JIOTUYECKU CTPOUHO M3JIaraeT y4eOHbIi
MaTepHuat; WUTIOCTPUPYET CBOM OTBET TUIIOBBIMU IPUMEPAMH.

1 6aqu (MM OLIEHKA «yIOBJIETBOPUTENIBHO») BBICTABIISIETCA 00ydaroniemMycs,
€CJIM OH OCBOMJI OCHOBHBIE TTOJIOKEHUSI KOHTPOJIUPYEMOM TEMbI, HO HEIOCTATOYHO
YETKO JIaeT ONpeJEJICHUE OCHOBHBIX MOHSATUN U NePUHUIIMN; 3aTpyAHSIETCS MpU
OTBETaxX Ha JOMOJHUTENIbHBIE BOIMPOCHI; MPUBOJUT HEJOCTATOYHOE KOJUYECTBO
NPUMEPOB VISl WILTIOCTPUPOBAHUSI CBOETO OTBETA; HYXKJAETCS B YTOUHSIOIIUX U
(V1K) TOMOJHUTENBHBIX BOMPOCAX MperoiaBaTesl.

0 OammoB (WM OLEHKAa «HEYJOBJIECTBOPUTEIBHO»)  BBICTaBISETCS
oOyuJarolemMycs, €clid OH HE BIIAJIeeT COJEp>KaHHUEM BOIPOCAa WU JOMYCKaeT
rpyOble OIMOKW; 3aTpyAHSIETCS JaTh OCHOBHBIC OMNpPENEICHHS, HE MOXKET
MIPUBECTU WJIA TIPUBOAUT HETPABUIIbLHBIC TIPUMEPHI; HE OTBEUACT HA YTOUHSIOIIHEC
Y (W) TONOJIHUTENBHBIE BONIPOCHI IPENOIABATENS I JIOITyCKAET MPU OTBETE Ha
HUX TpyObIe OLTUOKHU.

1.3 KOHTPOJIBHBIE BOITPOCHI K NIPAKTUYECKUM PABOTAM
KoHTposbHbBIE BOMPOCHI K MpakTH4eckoi padore Nel

1. Kakue ¢ynkuuum Bemonnser C3W npennpustus uisi pemieHus 3anad
3aIUThl UHPOpMaIuu?

2. Kak cTpouTcsi CTpyKTypa MOJTHOMACIITAOHOW CHCTEMBI O00ECIICYCHHS
0€30IacCHOCTH U 3alIUTHl HHPOPMAIUH MPEATPUATHS?

3. Kakume  TumoBbie  OpraHM3alMOHHBIC  CTPYKTYPHI  BXOIAIT B
rOCyJIapCTBEHHYIO CUCTEMY 3alllUThl HH(GOpMAIUHU?

4, Yro BrimoyaeT B cebsg cucrtemMa oOecreueHus HWHEGOPMAIMOHHON
oe3omnacHocTU?

5. Kakue opranst oTBeuarot 3a ooecnieuenue b B ctpane?

6. Kakue 3 nmonsarus xapakrepusytor cucremy b B komnanuun?

7. O ugem JlokrpuHa unpopmarmonHon 6ezonacHocta PO?

8. Haiite xapaktepuctuky dDenepanpHoro 3akoHa oT 27 wutons 2006 r. N
149-®3 «0O6 wundopmanuy, HHGOPMAIMOHHBIX TEXHOJOTUAX M O 3alluTe
uHpopmaun»?

9. O yem @enpepanbubiii 3akoH oT 6 ampens 2011 r. N 63-@3 «O6
AIEKTPOHHOM MTOAITUACHY?

KoHTpoJibHBIE BOMPOCHI K MPAKTHUYECKOM paboTe No2

1. Kakwue cynecTByOT METO/Ibl pacueTa MPOYHOCTH 00O0JIOUKH 3alUThI?

2. IlpokOMMEHTHUpYHTE  BBIpaKEHHE JUIsl  ONPENEICHUS  MPOYHOCTHU
MHOTO3BEHHOM 3aIUThI TPU MPOTUBOCTOSIHUM HECKOJIBKUM HAPYIIUTENSIM.

3. Kakue BBIBOABI MOXKHO CJieJlaTh, €CJIM MPOYHOCTH ciabeiIiero 3BeHa
3aIMTHl YAOBJIETBOPSET MPEABABICHHBIM TPEOOBAHUSIM OOOJOYKH 3allUThl B
enom?



4. Kaxkue Mepsl MOBBIMIEHUS TPOYHOCTH 3aIUTHI MOXHO TTOPEKOMEH/I0BATh,
€CJIM 3BE€HO 3alIUThI HE YJIOBJIETBOPSIET MPEIbABICHHBIM TPEOOBaHUSIM?

5. Kakum obpa3om cucteMa OyaeT crnocoOCTBOBATH 1AM Ou3Heca?

6. TpeOyer nu pa3paboTKa CHUCTEMBbI TEXHOJIOTHMH, KOTOpas 0 ITOr0 He
UCII0JIb30BaIach B OpraHu3aluu’?

7. Kaxue >Tamns! olileHKH BBl 3HaeTe?

8. Omnumute pamku uHdopmarmonnoi 6ezonacHoctu NIST (NIST CSF).

9. B dewm 3aximodaeTcs CIIOKHOCTh QYHKITMOHATHHOTO TTOCTPOCHUS CHCTEMBI
3amuThl 00bekTa nHpopMmaTuzanuu? [IpuBenruTe mpuMepsI.

10. IlpuBenute  dopmyny 1  BBIYUCICHHS  BEIWYUMHBI  POTKM),
IIPOKOMMEHTUPYHUTE €€.

11. IlpuBenute mnpUMEpPhl MHOTO3BEHHOW CHCTEMBI 3allUThl O0OBEKTa
uHbOpMaTU3aLINH.

12. IlpoKOMMEHTUpPYITE  BBIpOKEHHE JJIA  ONPEACICHHS  MPOYHOCTH
MHOTO3BEHHOM 3aIUTHI TPU MPOTUBOCTOSIHUN OJTHOMY HAPYIIUTEIIIO.

KoHTposibHBIE BOMPOCH K PaKTUYECKOi padoTe No3

Uto nomkeH BKIKOYATh OTYET 1O pe3ysibraram olleHku CASE-cpencTs?
Cxonbko nokoneHus CASE-cpencts cymectByeT? ONUIINTE UX.
Onumute BuAsl knaccudurkanuun CASE-cpencts.
OxapakTtepusyite kputepuu Boioopa CASE-cpencts.
Kakue tpeboBanus npeabssistorcs k CASE-cpeactam?
Kakue nanpasnenust pa3sutusi CASE-cpencT ucnonb3yroTcss HauboJsiee
WHTEHCUBHO?

7. Tlo xakum xkputepusm ouenuBaercs CASE-cpeactso ayist UML?

8. Kak gensarcs CASE-cpenctBa no GpyHKIHMOHATEHOMY Ha3HAYCHUIO?

9. Omnummute apxutektypy CASE-cpencts.

10. Kakue Ttekyiue mpoOieMbl CYIIECTBYIOT B OpraHU3alMM U KaK HOBas
CUCTEMA MOMOKET UX PEIIUTH?

11. OnummTe 3Tarbl IporpaMmbl orieHKH cooTBeTcTBUst Ub.
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KoHTposbHbIE BOMPOCHI K MpakTH4ecKoi pabote Nod

1. Ilepeuncnute oTivyusi cepTU(UUHUPOBAHHBIX BEPCHUI OT BEpCU OOIIEro
M0JIb30BAHUS.

2. Kak nmpoBoauTcs cepTH(GUKAIUS CPEICTB 3alIUTh HHPOpMAIHH?

3. IIpoexThl MEXIyHAPOAHBIX CTAHAAPTOB MO OOJIAYHBIM BBIUUCICHUSIM.

4. Onummute ctavaaptel ¥ pykoBojactsa CIIIA.

5. OOmas kapTWHA BBEACHHBIX B JEHCTBHE M OXHIAaEMbIX B Onnkaiiiiee
BpEeMsI CTaHJapTOB U PYKOBOJICTB B 0071aCTU 00JAYHBIX BHIYUCICHUI.

6. Poccwuiickas cranmapTuszaius oOJaYHBIX BBHIYUCICHUA U €€ TPOOIeMbl U
IIyTH PELICHUS.

7. UYto moka3bIBalOT XapaKTEePUCTUKU JAHHOTO CPEJICTBA 3aILUTHI?



8. MOXHO 5n¥M yCTaHaBIWBAaTh Ha CEPTUPHUIIMPOBAHHYIO OIEPAITMOHHYIO
CUCTeMY HecepTU(HUITUPOBAHHBIEC TPOTYKTHI?

9. Kakoii perynsTop KOHTPOJIUPYET JaHHYIO 001acTh HH(OPMAITMOHHON

oe3omnacHocTH?

10. Kakast ocHoBHast uH(popMaIus coaepKUTcs B cepTuduxare?

Kpurepun onenku:

5-6 0ay10B (MM OLIEHKA «OTJIMYHO)») BBICTABISIETCS OOyYaroImIeMycsi, eCiu
OH JEMOHCTPHUPYET TJIyOOKO€ 3HAHUE COACpPXKAHUS BOIMPOCA; TAeT TOYHBIC
OTIpE/IECNICHUS] OCHOBHBIX MOHATHUN; apTyMEHTHPOBAaHHO W JIOTHUECKH CTPOWHO
u3naraeT ydeOHBIM MaTepual; WUIIOCTPUPYET CBOM OTBET aKTyaJlbHBIMHU
npuMepamMu (THIOBBIMH U HECTaHAAPTHBIMH), B TOM YHCJIE CaMOCTOSITEIBHO
HaWJICHHBIMH; HE HYXKJIA€TCA B YTOUHSIOMUX U (WJIM) TOMOJIHUTEIBHBIX BOMIPOCAX
IpernoaaBaTels.

3-4 6an1a (WK OIIEHKA «XOPOIIO0Y) BBICTABIISIETCS 00y4YalOIMIEeMyCsl, €CJIM OH
BJIQJIEET COJAEPKAHUEM BOIIPOCA, HO JIOMYCKAET HEKOTOPhIE HEOUEThI IPU OTBETE;
JIOTIYCKAeT HE3HAYUTEJIbHbIE HETOYHOCTU MPHU ONPEICIIEHUN OCHOBHBIX HMOHSATHU;
HEJ0CTAaTOYHO apTyMEHTHUPOBAHHO U (MJIM) JIOTUYECKU CTPOMHO U3JaraeT yuyeOHbIN
MaTepHuat;, WITIOCTPUPYET CBOM OTBET TUIIOBBIMU IPUMEPAMH.

1-2 ©Oanna (WM OIEHKAa  «YyJOBJIETBOPUTEIHHO»)  BBICTABISAETCS
o0ydJarolemMycs, eCiii OH OCBOMJI OCHOBHBIE TOJIOKEHUSI KOHTPOIUPYEMON TEMBI,
HO HEJIOCTATOYHO YETKO JAeT OMNpEEJCHUE OCHOBHBIX MOHATUU U JACHUHUIINN;
3aTpyQHSIETCS TpU OTBETaX Ha  JOMOJHUTEIbHBIE BOMPOCHI, TMPUBOIUT
HEJOCTATOYHOE KOJMYECTBO MPHUMEPOB IS HILIIOCTPUPOBAHMUS CBOETO OTBETA;
HY)KIAeTCsl B YTOUHSIONINX U (MJTK) TOTIOJTHUTEIBHBIX BOIIPOCAX MPENOo1aBaTesl.

0 ©OammoB (WM OLIEHKAa  «HEYJOBJIETBOPUTEIHHO»)  BBICTABISECTCS
oOyuarolemycs, €ciid OH HE€ BIIAJIeeT COJEp)KaHHMEM BOIPOCa WU JOIMYCKaeT
rpyOble OWIMOKHW; 3aTPyAHSETCS JaTh OCHOBHBIE ONPEIEICHUS, HE MOXKET
MPUBECTU WM MPUBOJAUT HETIPABUIIbHBIE MPUMEPHI; HE OTBEYACT HA YTOUHSIOIIHE
U (MJIM) TOTIOJIHUTENLHBIE BOMIPOCHI MIPEMNO/IaBaTelisd WK JIOMYCKAeT MPU OTBETE Ha
HUX IpyObIe OLTHOKHU.

2 OILIEHOYHBIE CPEJCTBA JJs MPOMEXYTOYHOHN
ATTECTAIINU OBYYAIOILIUXCA
2.1 BAHK BOITPOCOB U 3ATAHUI B TECTOBOM ®OPME
3ajanus B 3aKpbITOH popme
1. Crnenyroiiee CTPYKTypHOE TIOIpa3ieTICHUE CITY>KOBbI 3alUThI
uH(OpMAaITUU OTBEYAET 3a MPOBEJACHUE Pa0OT IO MOBBIMICHUIO KBATU(UKAITUN

nepcoHaa
1) TI'pynma pexxuma



2) I'pynma oXpaHbl U COITPOBOXKICHHSI
3) Texuuueckas rpymnmna
4) JleTeKTUBHAs TpyIna

2.  Crnenyioliee CTPyKTYpPHOE MOAPA3/IeNICHHE CITY>KObI 3al[UThI
MH(pOpMAIMK OTBEYACT 32 OPTaHU3AINIO MIPOX0a TIEPCOHANIA U TIOCETUTEICH B
pas3JIn4HbIC 30HBI OE30MaCHOCTH

1) I'pynma pexxuma

2) I'pynma oXpaHbl H COITPOBOXKICHHSI
3) Texuuueckas rpymnmna

4) JleTeKTUBHAs TpyImna

3. Crnenyroriee CTPYKTypHOE TIOIpa3ieiICHUE CITY>KOBI 3alTUThI
uH(pOpMaIlMU OTBEYAET 3a HAOIIOACHHUE 32 00CTAaHOBKOM BOKPYT 0OBEKTA U Ha €To
TEPPUTOPUU

1) I'pynma pexxuma

2) I'pynma oXpaHbl U COITPOBOXKICHHSI
3) Texuuueckas rpymnmna

4) JleTeKTUBHAs TpyIna

4. Crenytoniee CTpyKTYpHOE OAPA3ACIECHUE CIYKOBbI 3aLIUTHI
nH(pOpMaIIK OTBEYAET 32 KOHTPOJb PAa00TOCTIOCOOHOCTHU AJIEMEHTOB CUCTEMBI
3alIUTHI U UX TIPOBEPKE

1) T'pynma pexuma

2) I'pynma oXpaHbl U COITPOBOXKICHHSI
3) Texuuueckas rpymnmna

4) JleTeKTUBHAas TpyIa

S. Crnenyroiiee CTpYKTypHOE TOJIpa3/ieiIeHUE CITy>KObI 3alTUThI
uH(pOpMAaIUU OTBEYAET 32 0OECIICYeHUH 0€30MMaCHOCTH ACATEIBHOCTH 00BEKTa C
MOMOIIBIO CUCTEM CUTHAJU3AlNU, HAOIIOACHUS, CBS3H

1) TI'pynma pexxuma
2) TexHuueckas rpymmna
3) JlerexTuBHas rpyrma

6. Crnenytoliee CTpyKTYpHOE TOApa3AeieHUe CITY>KObI 3allUThI
nH(OpPMAITMU OTBEYACT 3a IUNTAHUPOBAHUE U TIPOBEICHNE MEPOTIPUATHHN 110
CHeuaibHON 3aIuTe 00beKTa

1) TI'pynma pexuma

2) I'pymima oxpaHbl U COITPOBOXKICHUS
3) TexHuueckas rpyrmrmna

4) JleTeKTHUBHAs TpyIina

1. Crnenyroiiee CTPYKTypHOE TIOJIpa3/ieiIeHUE CITy>KObI 3alTUThI
nH(OpMAITUU OTBEYAET 3a MPUOOPETEHNE U YCTAHOBKY PA3IMYHBIX TEXHUYECKUX
CPEIICTB JIJIsl CITYKOBI O€30MaCHOCTH



1) TI'pynma pexxuma

2) I'pymma oXpaHbI U COIPOBOXKICHUS
3) TexHuueckas rpymmna

4) JleTeKTHBHAs rpyIia

8.  Cuenyromiee CTpyKTypHOE TOAPA3EIICHIE CITY>KOBI 3alI[UThI
MH(pOpMAIMK OTBEYALT 32 TEXHHYECKOE 00ECIICYCHNE MEPOTIPUSTUIN IETCKTUBHON
TPYIIIBI

1) TI'pynma pexxuma
2) I'pynma oXpaHbl U COITPOBOXKICHHSI
3) Texuuueckas rpymnmna

9. OrpaHM4YeHHOCTb aHAJIM3a MEKCETEBOI0 IKpaHa
1) He MOXeT BBITOJHATH ayTEHTH(OUKAIMIO MTOJIH30BATEIS.
2) He moxer aHanu3upoBaTh 3a(poBaHHbBIC IPUKIIATHBIC JAHHBIC.
3) He moxer aHanM3upoBaTh JaHHBIC MPUKIIATHOTO YPOBHSI.
4) He moxeT 0TOpachIBaTh MAaKETHI.

10.MexceTeBble SKpaHbl IPUKIATHOTO YPOBHS MOTYT
1) BBIMONHATH aBTOPH3ALIUIO TTOJIE30BATEIS.
2) ABTOMATHYECKHU PACIiO3HABATH HOBBIC MTPOTOKOJIEI.
3) BHINONHATE ayTCHTU(UKAITUIO TI0TH30BATEIIS.
4) IudpoBaTh TaHHBIE TOJIE30BATEIIS.

11.ITpoKCu-1UTIO3bI PUKIIATHOTO YPOBHS (BBIOEpUTE CAMOE TOYHOE

onpeiesieHUe, OJJUH OTBET)

1) Mmerot 6a3y HaHHBIX MOJIb30BATENICH, KOTOPBIM pa3pelleH J0CTYII K
3alUIIaeMOMY Pecypcy.

2) VMeroT MpoKCH-areHTa, sIBJISIFOIIEroCs MOCPEAHUKOM MEKIY KJIMEHTOM U
CepBEPOM.

3) Nwmerot 6a3y ganHbIx [P-aapecoB, ¢ KOTOPBIX pa3pelieH J0CTYII K
3alUIIAEMOMY peCypcy.

4) He paspsiBator TCP-coenuneHue.

12.TTepcoHaJIbHBIC MEKCETEBBIC IKPAHBI JIJIsl HACTOJIBHBIX KOMITBIOTEPOB U
HOYTOYKOB yCTaHABJIMBAKOTCS
1) Ha mapmipytusaropax, KOTOpbIe yKa3aHbl Ha XOCTE B KAUECTBE IUTI03a
110 YMOJTYAHHIO.
2) Ha xoneunbIx Toukax VPN.
3) Ha oTmenbHBIX KOMIBIOTEPAX.
4) Ha xocTax, KOTOpPbIC OHH 3aIHIIAOT.

13.BrieneHHbIE MPOKCH-CEPBEPHI TPEAHA3HAYCHBI JIJIS1 TOTO, YTOOBI
oOpabatbiBaTh Tpahuk
1) KOHKpETHOTO MOJIb30BaTEIs.



2) KonkperHoro ypoBas momemnu OSI.
3) KoHkperHoro azmpeca OTIpaBHUTEIS.
4) KOHKpEeTHOTO MPUKIAIHOTO MPOTOKOJIA.

14 . Texnonorus UPnP, koTopast mo3BoJisieT MpUIIOKEHUIO, YCTAHOBIIEHHOMY Ha

KOMIIBIOTEPE 33 MEKCETEBBIM IKPAHOM, aBTOMATHYECKHU 3alpalluBaTh y

MEKCETEBOTO AKPaHA OTKPBITHUE OMPEAECIEHHBIX IIOPTOB

1) Tlo ymoI4aHuUIO TOJDKHA OBITH pa3pelicHa.

2) JlomkHa OBITH BCETIa yCTaHOBJICHA HA KOMIIBIOTEPE, HE JIOJDKHO OBITH
BO3MO>XHOCTH €€ 3aMpPETUTh.

3) Ilo ymomyaHuIO T0JDKHA OBITH 3arpeIieHa.

4) He nomkHA UCIIOJBL30BATHCSA HU B KAKOM ClTydae.

15.Bxoasmuii Tpaduk, IP-agpecom noydaresns B KOTOPOM SIBISIETCS caM
MEKCETEBOU IKpPaH
1) JlomkeH OJOKHPOBATHCS, €CIIH TOJIBKO MEKCETEBOM SKpaH HE
MPEIOCTABIISICT CEPBUCHI JIJISI BXOAIIETO Tpaduka, KOTOpbIe TpeOyIOT
IIPSAMOIO COEIUHEHMUS.
2) JlomkeH Bcerma OJOKHPOBATHCS.
3) JloypkeH Beerna pa3peraThCesl.
4) JlomkeH pa3pemarbes, €CIIU B IOKAJILHOW CETH PACIONIOKEHBI CepBepa,
JIOCTYM K KOTOPBIM HEOOXOIUM H3BHE.
16.0Onpenenenne SKCTpaHET
1) Cetb, JIOTUYECKH COCTOSINAS U3 TPEX YACTEH: BE MHTPAHET COCAMHEHBI
MEXAy cOO0l Yepe3 MHTEPHET ¢ ucnoiib3oBanueM VPN.
2) CeTb, JOTHYECKU COCTOSIIAS U3 JABYX JIOKATBHBIX CETEH, MEXTY
KOTOPBIMH YCTaHOBJICH MEXKCETEBOU dKPaH.
3) CeTb, JOTHUECKHU COCTOSIIIAS U3 JIOKATBHOM CETH, UMEIOIIEH BBIXO B
VHTEPHET Yepe3 MEXKCETEBOU dKPaH MPUKIIAJHOIO YPOBHSI.
4) CeTb, TOTHYECKU COCTOSAIIAS U3 JOKATBHON CETH, UMEIOIICH BBIXO/ B
WHTEPHET uepes3 MaKeTHbIH QUuibTp.
17.ITpumepst [P-aapecoB, KOTOpbIE HE TOJKHBI TIOSIBISATHCS B MTAKETax
1) 192.168.254.0
2) 0.0.0.0
3) ¢127.0.0.0 mo 127.255.255.255
4) 192.168.0.254

18.Ucnonb3oBanue GRE-TyHHeNs 17151 COEAMHEHUS IBYX JOKaJIbHBIX CeTel
4epe3 MaruCTpalibHYIO CETh
1) Ecnu HeoOX0IUMO TOCTAaBUTh MAKET U3 TYMUKOBOIO CETMEHTa X B
TYNUKOBBIN cerMeHT Y, To MapuipyTtuszatop NAT nns cermenta X
uHKancynupyer naker B [P-3aromosok ¢ [P-anpecom nomyuarens,
yCTaHOBJICHHBIM B [P-aapec xocra B cermeHte Y.



2) Ecin HeoOX01uMO OCTaBHUTh MAKeT U3 TYIMMKOBOTO CErMEHTa X B
TYIUKOBBIN cerMeHT Y, To Mapuipytuzatop NAT na cermenra X HUKaK
HE peoOpa3yeT MmaKer.

3) Eciu HeoOXO0AMMO TOCTABUTh IMAKET U3 TYITUKOBOT'O CErMEHTa X B
TYIHUKOBBIM cerMeHT Y, To Mapuipytuzatop NAT nisa cermenta X
UMHKancyaupyer naket B IP-3aronoBok ¢ IP-anpecom nomyuarens,
YCTaHOBJICHHBIM B TJ1I00aJIbHBIN [P-anpec ycTpoiicTBa, BBHIOIHSIONIETO
NAT nnst cermenTa Y.

4) Ucnonb3oBanne NAT Bmecte ¢ GRE-TyHHEIEM HEBO3MOXKHO.

19.Mapmpytuzatop NAT

1) PacmonoskeH Ha TpaHHIIe MEXIY ABYMS OOJIACTSIMH aJJpeCcOB U
npeoOpa3zyeT agpeca B |P-3aromoBkax Takum 00pa3om, 4TO MaKET
KOPPEKTHO MapUIPYTU3UPYETCS TIPU MEPEX0JIe U3 OAHOM 00J1acTh B
APYTYIO.

2) Pacriono)keH Ha rpaHuIle MEXy TBYMs JOKAIbHBIMHU CETSIMH C Pa3HBIMH
TpeOOBAHUSIMU K O€30MACHOCTH.

3) Pacmono)keH Ha rpaHuIle MEXy JOKAIbHON CEThIO U HHTEPHETOM.

4) PacmojoXeH Ha TPaHHUIe MEXITy IBYMsI 00JacTSIMHU aJpecoB, B OAHOM U3
KOTOPBIX aJipeca MPUHAJIKAT YaCTHOM CETH, a B IPYTOil — BHEIITHEH.

20.0O1muus aBorinoro NAT ot TpaaunimoHHoro u AByHamnpasieHHOTo NAT

1) B nBoitHom NAT IP-aapeca He U3MEHSIOTCS IIPH MIEPECEUCHUN
JeATarpaMMOl IPaHULIbl IPOCTPAHCTBA APECOB.

2) B nBoitHOM NAT u3MeHSIOTCS TOJIBKO aJipeca U3 BHEIHEH CeTH MpH
MIEPECEUEHNHN IEUTarpaMMON TPaHULIbl IPOCTPAHCTBA APECOB.

3) B nBoiinom NAT IP-agpeca Kkak HCTOYHHKA, TaK U MOIydaTeIs
moauduiupyrorcst NAT npu nepecedeHnn 1elTarpaMmMon rpaHuIlbI
IIPOCTPAHCTBA aPECOB.

4) B npoiinom NAT n3MeHSIOTCS TOJNBKO ajipeca U3 YaCTHOW CETH TIPU
[IEPECEYEHNH JIEUTarpaMMOU TPaHULIbI IIPOCTPAHCTBA aJIPECOB.

21.NAT ucnonb3yercs
1) B IPv32.
2) B IPv64.
3) B IPvo.
4) B IPvA4.

22. Crenytolee CTPyKTYpPHOE TIOApa3AeieHUE CITY>KObI 3alUThI
WH(POPMAITMK OTBEUYACT 3a MPOBEPKY KAHIUIAATOB IS ITpHeMa Ha paboTy Ha
o0BEeKTE

1) T'pynma pexxuma

2) I'pynma oXpaHbl U COMTPOBOXKICHHSI
3) TexHuueckas rpyrmrmna

4) JleTeKTHUBHAs TpyIna



23. Crueayroliee CTPyKTYpPHOE MOAPA3/ICICHUE CITY>KObI 3alI[UThI
UH(OPMAIIMK OTBEYAET 3a MPOBEICHUE CICIIMATBHBIX MEPOIPUATHI B OTHOIICHUH
(UPM-KOHKYPECHTOB

1) I'pymma pexxuma

2) I'pymnma oXpaHbl U CONTPOBOXKICHHSI
3) Texuuueckas rpymnmna

4) JlereKTUBHAs TpyImna

24. Crnenyroriee CTPYKTYPHOE TTOAPA3ACICHNE CITYKOBI 3aIIUThHI
UH(POPMAITUU OTBEYACT 3a KOHTAKTHI C MPAaBOOXPAHUTEIIBHBIMU OPTaHaMU 110 BCeM
BOIIpocaM oOecrieueHrs 0€30MacHOCTH JAEATEIbHOCTA 00BEKTA

1) TI'pynma pexxuma
2) I'pynma oXpaHbl U CONTPOBOXKICHHSI
3) Texuuueckas rpymnmna

25. Crnenytoriee CTpyKTYpHOE MOApA3/IeNICHHE CITY>KOBI 3alIUThI
WH(pOpMAIIMK OTBEYACT 32 KOHTAKTHI C IPABOOXPAHUTEIBHBIMUA OPTaHAMU 110 BCEM
BOIpoOcaM o0ecriedeHns: Oe30MacHOCTH JeSTETLHOCTH 00bEKTa

1) I'pynma pexxuma

2) I'pynma oXpaHbl U COITPOBOXKICHHSI
3) Texuuueckas rpymnmna

4) JleTeKTUBHAas TpyIa

26. B 00s3aHHOCTH KaKOTO COTPYAHHMKA BXOJIUT pa3paboTKa U MOIECPKKA
3 PEeKTUBHBIX MEP 3alTUTHI 0 00paboTKe nHPOpMAITK AJ1s1 00eCTIeUeHUS
COXpaHHOE JTAHHBIX
1) CoTpyaHHK rpyIbl 6€30macHOCTH
2) AnMuHHCTpaTOp 0E30MACHOCTH CHCTEMBbI
3) AaMuHUCTpaTOp OE30MACHOCTH TaHHBIX
4) PyKOBOAMTENb IPYIIIbI

27. B 00s3aHHOCTH KaKOTO COTPYIHHUKA BXOJUT KOHTPOJb 32
BBITIOJITHCHUEM IIJIaHA BOCCTAHOBJICHHSI TTIOCTIE MHITUACHTA HHPOPMAITMOHHOM
0e30macHOCTH

1) CoTpyaHHUK rpyIIbl 6€30MacHOCTH

2) AamuHHCTpaTOp 0€30MAaCHOCTH CUCTEMBI
3) AaMuHHCTpaTOp 0€30MaCHOCTH JAHHBIX
4) PykoBOAHTEb IPYIIIIHI

28. B 00s3aHHOCTH KaKOTO COTPYAHHUKA BXOJIUT PeaU3aIis U N3MCHECHHE
CPEJICTB 3aIIUTHI TAHHBIX
1) CoTpyaHHK rpymibl 0€301MaCHOCTH
2) AamuaECTpaTOp 0€30MaCHOCTH CHCTEMBI
3) AnMuHuCTpaTOp 0E30MACHOCTH TaHHBIX



4) PyKOBOAMTENH IPYIIITHI

29. B 00s3aHHOCTH KaKOTO COTPYAHHUKA BXOJIUT KOHTPOJIb COCTOSIHUS
3aIUThl HA0OPOB JTAHHBIX
1) CoTpyaHHK rpymibl 0€30MacHOCTH
2) AnMuHUCTpaTOp OE30MACHOCTH CUCTEMBI
3) AaMuHUCTpaTOp OE30MACHOCTH TaHHBIX
4) PykoBOAHTEH TPYIIITHI

30. B 00s13aHHOCTH KaKOTrO COTPYIHUKA BXOJTUT OIyOJIMKOBAaHHUE
HOBOBBEJICHU B O0JIACTH 3aIUTHI
1) CoTpymHHK rpyIIbl 0€30IaCHOCTH
2) AnMuHUCTpaTOp 0E30MACHOCTH CUCTEMBI
3) AnMuHHCTpaATOp 0E30MACHOCTH JaHHBIX
4) PyKkoBOIHUTENb IPYIIIIBI

31. B o0s3aHHOCTH KaKOTO COTPYAHHKA BXOJUT XPAHEHHUE PE3EPBHBIX
KOIIMM JTaHHBIX
1) CoTpyaHHK rpymibl 0€30MaCHOCTH
2) AnMuHHCTpaTOp OE30MACHOCTH CUCTEMBI
3) AamMuHHCTpaTOp 0€30MACHOCTH JaHHBIX
4) PykoBOAHTEb IPYIIITHI

32. B 00s3aHHOCTH KaKOTO COTPYJHUKA BXOJUT KOHTPOJb 32
BBITIOJTHEHHEM IIJIAHOB HEMPEPHIBHON PadOTHI
1) CoTpyaHHK rpyIIbl 0€30HaCHOCTH
2) AnMuHHCTpaTOp 0E30MaCHOCTH CHCTEMBbI
3) AaMuHUCTpaTOp OE30MACHOCTH TaHHBIX
4) PyKOBOAMTENb IPYIIIbI

33. B 00s3aHHOCTH KaKOT'O COTPYIHHKA BXOJIUT KOHTPOJIb 3aIIATHI
Ha0OPOB JAHHBIX U MPOTPAMM
1) CoTpyaHHK rpyIbl 0€30IaCHOCTH
2) AamuHHCTpaTOp 0€30MAaCHOCTH CUCTEMBI
3) AaMuHHCTpaTOp 0€30MACHOCTH JaHHBIX
4) PykoBOAHTEb IPYIIIIHI

34. B 00s3aHHOCTH KaKOT'0 COTPYAHHKA BXOJUT OpraHu3aius oomien
MOACPKKU TPYII YIIpaBJIeHUs 3alIUTON U MEHEPKMEHTa B CBOEH 30HE
OTBETCTBEHHOCTH

1) CoTpyaHHK rpymimbl 0€30MaCHOCTH

2) AnMuHHCTpaTOp 0E30MAaCHOCTH CHCTEMBI
3) AnMuHuCTpaTOp 6E30MACHOCTH JTaHHBIX
4) PyKOBOAMTENb IPYIIIIbI



35.

BCETO OT

36.

KonnuecTBeHHBIN cOCTaB CIy)Obl O€30MaCHOCTH 3aBUCHT, IPEKIC

1) Tuma nupkyaupyromei B Hell KoHDUACHIIMAIbHON HHpOpMaIiK
2) Ot BO3MOXKHOCTEH (DHUPMBI

3) HopMmaTHBHBIX JTOKYMEHTOB PETYJISATOPOB

4) YuCIEHHOCTH IITaTa

K kakoMy cOTpyIHUKY NPEABIBIAIOTCS CIAEAYIONINEe TPEOOBaHUS:

BbICIIIEE TIpodecCHOHaIbHOE 00pa3oBaHKe U CTaX paboThl B 00JIaCTH 3alUTHI
uHbOpMaIlMu HE MEHee 5 JIET, XOpolllee 3HaHUE 3aKOHOJATEeNIbHBIX aKTOB B 3TON
00J1acTH ¥ MPUHIIUIIOB IJIAHUPOBAHUS 3AIUTHI

37.

1) Hupekrtop

2) HauanbHuk Ciry>x0BI 3amuTa HHPOpMAITUU
3) CoTpyIHUK CeKTOpa OXPaHbI U PEIKUMA

4) AHaJUTHK

5) CoTpynHUK CEKTOpa TEXHUYECKOW 3aIIUThI

Kto BBIpa6aTI)IBaCT IMOJIUTUKY oOecrneueHus 34U ThI I/IH(i)OpMaI_II/II/I )51

oOecIieynBaeT ee pean3aluio?

38.

39.

1) Jupexrtop

2) HauanbHUK CITy>KOBI 3a1uTa HHPOPMAIIUU
3) AHaIUTHK

4) PyKOBOAMTENH IPYIIIHI

5) KOpucr

6) AnMuHUCTpaTOp OE30MACHOCTH CUCTEMBI

KTo pykoBOIUT IpOBEIEHUEM CITY>KEOHBIX paccie0BaHUii?
1) Hupexrtop
2) HauanbHUK CITy>KOBI 3aIIUThI HHGOPMAIHH
3) AHaJIUTHK
4) PyKOBOAMTENb IPYIIIbI
5) KOpucr
6) AnMuHHCTpATOp OE30MACHOCTH CHCTEMbI

KTO HecéT nepcoHaabHy0 OTBETCTBEHHOCTbh 3 BBIMIOJIHEHUE CITYKOOM

3alUThl HHPOPMALIUKA CBOUX (PYHKIUN?

40.

1) HavanbHuk CiTy>KOBI 3aIIUTHI HHGOPMATHH

2) CoTpyaHHK CeKTopa obecrieueHus: 0€30MacHOCTH
3) AHaJIUTHK

4) PyKkoBOJIHUTENb IPYIIIIBI

5) KOpucr

Kto pa3pabarbiBaeT pyKOBOIAIINE JOKYMEHTH M MHCTPYKIIUH 110

BOIpocaM 0€301acHOCTH?

1) Hupexrtop



2) HauanbHUK CITy>KOBI 321U T HH)OPMAITUH
3) CoTpyaHHK TPpYIIIbl 0€301aCHOCTH

4) AHaJUTHK
5) KOpucr

41. Krto obecrieunBaeT peXHUM JOIMyCKa U JocTyma?
1) HavanpHUK CiTy>KOBI 3a1iuTa HHGOpMaIun
2) CoTpyIHHK CEKTOpa OXpaHbI U PEKUMA
3) CoTpyaHHK CeKTopa oOecrieueHusT 0€30MacHOCTH
4) CoTpyIHUK TPYIIIBI O€30MACHOCTH
5) PykoBoauTeNb IpyIIITbI

42. Kakoii U3 nepeurciaeHHbIX METO/IOB OLIEHKH PUCKa OCHOBAH Ha
pacyeTax M aHaJIM3€ CTATUCTUYECKUX MOKa3aTesei?
1) BeposTHOCTHBIN METOT
2) Meton ciieHapueB
3) Y4er puUCKOB IpU pacueTe YHCTON MPUBEICHHOW CTOMMOCTH
4) AHanu3 4yBCTBHUTEIBHOCTH

43. Kaxkoif U3 nepeyrcIeHHbIX METOI0B OLIEHKU PUCKa 1aeT
NpeICTaBICHHE 0 HanOoJIee KPUTUICCKUX (PAKTOPAaX HMHBECTUIIMOHHOTO MPOEKTa?
1) TlocTpoeHue nepeBa pemieHu
2) MeTton crieHapueB
3) Yder puUCKOB MPH pacyeTe YUCTON NPUBEICHHOW CTOMMOCTH
4) AHanm3 9yBCTBUTEIHLHOCTH

44, Kakoii U3 MepeyuciIeHHBIX METOJIOB OIICHKH PUCKA HUCIIOIB3YETCS B
CUTyalusX, KOrga IPUHUMAEMbI€ PELICHUS CUJIBHO 3aBUCST OT MPUHSTHIX PaHEE U
OTIPEJIEIISIIOT CIIEHAPHH JTaTbHEHIIIETO Pa3BUTHS COOBITUI?

1) MMuTaIriioHHOE MOICTUPOBAHKE

2) BeposTHOCTHBIN METOT

3) Yuer puCKOB MPH pacyeTe YMCTOM MPUBEICHHON CTOMMOCTH
4) TloctpoeHue nepeBa perieHui

45. Kakum oOpazom npu pacuere YuCTON MPUBEICHHOW CTOMMOCTH
MO>KHO YYUTBIBATh PUCK?

1) B 3namenarene ¢popmyasl NPV mocpeacTBoM KOppEKTUPOBKU CTaBKU
JTUCKOHTA

2) KomOunanus dopmyn NPV mocpencTBoM KOPPEKTUPOBKH YHCTBIX
JI€HEKHBIX TTOTOKOB

3) B uucnurene Gpopmynsl NPV mocpeacTBoM KOPPEKTHPOBKU YHCTHIX
JEHEKHBIX TTOTOK

4) Bce BapuaHTBl BEPHBI



46. Kakoii U3 nepeunciaeHHbIX METOI0B OLIEHKH PUCKA UCIOIb3YETCS B
CUTyalusX, KOrga IPUHUMAEeMbI€ PELICHUS CUIIBHO 3aBUCST OT MPUHSTHIX paHEE U
OTIPEIEIISIIOT CIIEHAPHUH JTaJIbHEHIIIETO pa3BUTHS COOBITUI?

1) MMuTariioHHOE MOJICITUPOBAHKE

2) BeposSTHOCTHBIN METOJ

3) Vuer pucKOB IpH pacyeTe YMCTOM MPUBEICHHON CTOMMOCTH
4) AHaiu3 9yBCTBUTEIHLHOCTH

5) IlocTpoenue aepeBa perIeHu

47. Yro npexacrasinset coboit cranaapt ISO/IEC 277997
1) Cranmapt 1Mo 3alIUTe MePCOHATBHBIX TAHHBIX O 3JI0POBbE .
2) Hosas Bepcust BS 17799C.
3) Omnpenenenus mist HoBo# cepuu [SO 27000.
4) Hosas Bepcust NIST 800-60.

48. Yro takoe CobiT u kak OH OTHOCHUTCS K pa3pabOTKe CUCTEM
UH(OPMAITMOHHON O€30MTaCHOCTH U MPOTpaMM O€30IaCHOCTH?

1) Cnucok CTaHAapTOB, TPOLEAYP M TOJUTHK JUIS Pa3pabOTKH
IporpamMmbl 0€30MTaCHOCTH.

2) Tekymas Bepcus ISO 17799.

3) Crpykrypa, KoTOopas Oblia pa3paboTaHa JUIsl CHHXKCHHS BHYTPCHHETO
MOIIICHHMYECTBA B KOMITAHUSX.

4) OTKpBITHIN CTaHAAPT, OTPEACISIFOIININ eI KOHTPOJIS.

49. U3 kakux yetsipex AoMeHOB cocTout CobiT?

1) IlnanupoBanne u Opranmszanus, I[IpuoOperenne u Brenpenwe,
Oxkcrmyatauus u ConpoBosxienrne, MoHuTOpuHT U OLieHKa

2) IlnanupoBanne wu Opranusanus, Ilogmgepxkka u  Baenpenwe,
Oxkcrmyatauus u ConpoBosxieHre, MoHuTopuHr u OlLieHka

3) IlnanupoBanrie u Opranuzanus, I[IpuoOpereHne u BHeapenwue,
Conpooxaenue u [Tokynka, Monutopunr u OueHka

4) Ilpuodperenne u Buenpenue, Dkcrutyatanus u ConpoBOXICHUE,
MounuTopunr u OleHka

50.  CobiT 6511 pazpaboran Ha ocHOBe cTpykTypbl COSO. UTo siBNIsIeTCS
OCHOBHEBIMH I1e1IMHU U 3agauamu COSO?

1) COSO — 3T0 MoaX0a K YIPABJICHUIO PUCKAMH, KOTOPBIA OTHOCHTCS K
KOHTPOJIbHBIM 00BEKTaM u OU3HEeC-TIpoIieccam

2) COSO oTHOCHTCS K CTpaTeruueckoMy ypoBHIO, Torma kak CobiT
00JIbIlIe HANPaBJICH HAa ONEPALMOHHBINA YPOBEHb

3) COSO yuuThIBacT KOPIOPATUBHYIO KYJIBTYPY U pa3pabOTKy MOIUTHK

4) COSO — 310 crcTeMa 0TKa30yCTONYHUBOCTH



51. OCTAVE, NIST 800-30 u AS/NZS 4360 siBasitoTCs pa3IundHbIMH
MOAXO0JAMH K peasii3aliy YIpaBieHusl pUCKaMy B KoMIaHusX. B uem
3aKJTI0YAIOTCS Pa3IudMs MEXTY dTUMHU METOIaMu?

1) NIST u OCTAVE sBastitoTcsi KOPHOPATUBHBIMU
2) NIST u OCTAVE opuenTtupoBan Ha UT

3) AS/NZS opuentupoBan Ha UT

4) NIST u AS/NZS sBASOTCSI KOPIIOPATUBHBIMHU

52.Kak Ha3zpiBatoT npotokoiu IPX, mepeHocsiuii 1anHble B UHTPAceTh
¢bunmnanoB npeanpuUsATUS?
1) TIporoxomn-maccaxup
2) Hecymmit mpoToko
3) IIpoTOoKOJI TYHHEIMPOBAHUS

53.Yr0, u3 nepevyrcieHHOro, MOHUMAETCs 10T TCPMUHOM YacTHAas
BUPTYyaJibHAs CETh?
1) IlIudpoBaHHBI TYHHEIb BHYTPH OOBIYHOM CETH.
2) JlokaybHas CeTh B 37[aHUH.
3) IlporpaMMHBIH KOMIUIEKC 151 IIH(GPOBAHUSL.

54.01Ha U3 IPUYMH, 10 KOTOPOH KOMMYTATOPbI HE JTIOJKHBI HCIIOJIb30BATHCS
JUISL IPEIOCTABIICHNS KAKUX-THM00 BO3MOKHOCTEN MEKCETEBOT0 IKPaHa
1) KoMMyTaTOpsl HE MOTYT BHUJETh MIEpeIaBacMbIil TpaduK.
2) KoMMmyTaTophl He MOTYT MPEAOTBpAIIaTh BO3MOXHBIE DoS-araku.
3) KommyTatopbl He MOT'YT BHJIETh MIOPT, HA KOTOPBIH YIIIET MMaKeT.
4) KoMMyTaTOpbl HE MOTYT BHJICTh MTOPT, HA KOTOPBIN MPUILIEIT TTAKET.

55.0cHOBHOE CBOMCTBO KOMMYTATOPOB (BBIOEPUTE CaMO€ TOYHOE

OnpeieJICHHE, OJJUH OTBET)

1) KoMMyTaTopsl epeaaroT MakeThl TOJIBKO HYKHOMY ajpecary.

2) KommyTatopbl MOTYT (QUIBTPOBATH TPa(UK B 3aBUCUMOCTH OT
uHtepdeiica, c KOTOPOro yuiena naker.

3) KommyTtaropbl MOTYT QUIBTPOBATH TPA(UK B 3aBUCUMOCTH OT
uHTepdeiica, Ha KOTOPBIA MPUIIEI MaKeT.

4) KommyTaTopbl MOTYT (PHIBTPOBATh Tpa(hUK B 3aBUCUMOCTH OT THIIA
Tpaduka.

56.TTonmutrka 6€30MacHOCTH — 3TO (BBIOEPHUTE caMOe TOYHOE ONPEACIICHUE,

OJIUH OTBET)

1) CoBOKYITHOCTh aIMUHUCTPATUBHBIX MEP, KOTOPBIC ONMPEACIIAIOT MOPAIOK
MPOX0J1a B KOMITBIOTEPHBIC KJIACCHI.

2) MesxceTeBbie 9KpaHbl, HCIIOJIb3YEeMbIC B OpraHU3aIliH.

3) MHOXeCTBO KPUTEPHEB VIS MPEAOCTABICHHS CEPBUCOB 0€30IaCHOCTH.

4) COBOKYITHOCTb KaK a/IMUHUCTPATUBHBIX MEp, TaK U MHOXKECTBA
KPUTEPHUEB ISl MPEOCTABJICHUSI CEPBUCOB 0€30MTaCHOCTH.



57.OCHOBHBIE KJIACCHI aTaK Ha MEPEJABAEMbIE 110 CETH JIaHHbIC
1) VnaneHHas u JoKajJbHAs.
2) Bumumast u HeBUAMMASL.
3) AKTHBHAs U ITaCCHUBHASI.
4) BHeWHsS U BHYTPSHHSI.

58.ATaka Ha3bpIBAeTCs MACCUBHOM, €CIIN

1) OnmoHeHT He UMEeeT BO3MOKHOCTH MOIU(DHUIIMPOBATH ITEpeIaBacMbIe
COOOIIEHNUS ¥ BCTABJIATh B MH()OPMAIMOHHBIN KaHAT MEX Ty
OTIIPaBUTEIIEM U MOJIyJaTesieM CBOH COOOIICHHSI.

2) ONIMoHEHT He MpearoJaracT MPOHUKHOBEHHUE B CHCTEMY.

3) ONMmoHEHT HEe UCIOJIB3YeT HUKAKUX HHCTPYMEHTAIBHBIX CPEJICTB IS
BBITTOJIHCHUSI aTaKH.

4) ONITOHEHT HE aHAIM3HUPYET NIEPEXBAYCHHBIC COOOICHHMS.

59.Yto He oTHOCHUTCSA K replay-arake
1) VM3MeHeHHe repe1aBacMbIX JaHHBIX.
2) BpInosHeHNE HE3aKOHHOTO IPOHUKHOBEHUS B CUCTEMY.
3) IIpocMOTp mepeaBaeMbIX JTaHHBIX.
4) TToBTOpPHOE HUCITOJIb30BAHKUE HAPYIIUTEICM ITEPEXBAYCHHOTO paHee
COOOIICHHUS.

60.HeBO3MOXKHOCTD MOJYYCHHSI CEPBHCA 3aKOHHBIM IT0JIb30BATEIIEM
Ha3bIBACTCS
1) Arakoii «man-in-the-middle».
2) Replay-arakoii.
3) DoS-arakoti.
4) TlaccuBHO# aTaKo¥.

61.I1pu aHanM3e NPOM3BOAUTEIHLHOCTH MEXKCETEBOT0 IKPAHA CIETyeT

ONPEEIINUTD

1) Kakoe KOJIM4ecTBO MOPTOB CYHIECTBYET HAa BBIOPAHHOM DK3EMILISPE
MEXCETEBOI0 DKpaHa.

2) Bo3moxkHa 1 OalaHCHPOBKA HArpy3KU U PE3EPBUPOBAHUE IS
rapaHTUPOBAHUS BBICOKOM OTKa30yCTONYMBOCTH.

3) Kakyto npormyckHyro crmocoOHOCTh, MAaKCHMATbHOE KOJTMYECTBO
OJTHOBPEMEHHO OTKPBITBIX COEIMHEHUI, COEAUHEHNN B CEKYHy MOKET
o0ecrieunBaTh MEXKCETEBOU IKPaH.

4) Yro siBnsieTcs 00J1€€ MPEANOYTUTEIBHBIM — alMapaTHBINA I
IIPOIPAMMHBIN MEXCETEBON DKPaH.

62.1Ton 6e30macHOCTHIO HHPOPMAITMOHHON CUCTEMbI TOHUMAETCS
1) 3amuTa OT HEaBTOPHU30BAHHOI'O JIOCTYIIA WIIH MOJIH(DHUKAIIH
uH(pOopMaIU BO BpeMs XpaHeHUs, 00paOOTKH WU MEPECHUIKHU.
2) OTCyTCTBHE BBIXO/Ia B HHTCPHET.
3) Mepsl, HEOOXOUMBIE JIJISI ONPECIICHH S, JOKYMCHTUPOBAHUS U y4eTa

yrpos.



4) 3aH_II/ITa OT OTKa3a B O6CJ'IY)KI/IB8,HI/II/I 3aKOHHBIX MOJIb30BaTEIICH.

63.YTo HE OTHOCHUTCS K MOHATHIO «000pOHA B TUIYOHHY
1) Hcnonb30BaHKE HECKOJIBKUX B3aMMOCBSI3aHHBIX MEX]Ty CO0Oi
TEXHOJIOTUH.
2) Hcnonb30BaHNE HECKOJIBKHX KOMMYTAaTOPOB.
3) Hcnonb30BaHNE HECKOJIBKHX MEKCETEBBIX IKPAHOB.
4) Vcnosp30BaHUE aNapaTHBIX CPEICTB PAa3HBIX IPOU3BOIUTEIICH.

64.Puck — 1o
1) BeposTHOCTH TOTO, YTO B CUCTEME OCTAJINCh HCU3BECTHBIC YSI3BUMOCTH.
2) BeposTHOCTB TOTO, UTO KOHKpETHAs aTaka OyJeT OCYIIECTBIICHA C
WCITOJIb30BaHUEM KOHKPETHOH YS3BUMOCTH.
3) HeB03MOXKHOCTH JINKBHIUPOBATh BCE YI3BHMOCTH B HH(POPMAIIMOHHOM
CHCTEME.
4) HeB0O3MOXXHOCTb UCIIPABUTh BCE OLMIHOKH B IPOrPAMMHOM 00ECIICUCHHH.

65.B03MOKHbBIC CTpaTeruy yIpaBJIeHUS] pUCKAMH
1) M30exarh pHCK.
2) TlpuHATH pUCK.
3) VMEHBIIHUTh PUCK.
4) Tlepenathb pHCK.

66.1{e;ToCTHOCTE — 3TO
1) HeB03MOXKHOCTH HECAaHKIIMOHHUPOBAHHOTO JOCTYIA K HH(PpOPMAIIHH.
2) HeB03MOXXKHOCTh HECAHKIITHOHUPOBAHHOTO BBITTOJIHEHUS TIPOTPaMM.
3) HeB03MOKHOCTh HECAHKIITHOHUPOBAHHOTO M3MEHEHHS HH(DOPMAIIHH.

67.HeB03MOXKXHOCTh HECAHKITMOHUPOBAHHOTO IMMPOCMOTpPa HH(DOPMAIIHH.
CepBHC, KOTOpbHI o0O0ecneurBaeT HEBO3MOXXHOCTh HECAHKIIMOHUPOBAHHOTO
W3MCHCHUS TaHHBIX, HA3bIBACTCS

1) KoH}puaeHIInaIbHOCTBIO.

2) LlenocTHOCTHIO.

3) Ayrentudukanuei.

4) JI0CTYyIHOCTBIO.

68.MHuorodakropHast ayTeHTU(DUKAIMS 03HAYAET

1) AyreHTHU(UKAIMS HE MOKET BBIMOIHITHCS C TOMOIIBIO TAPOJIS.

2) AyteHTH(UKAIUS TODKHA BBIMOIHATHCS C UCTIOIB30BAaHHEM CMapT-
KapThl.

3) AyreHTHUIMPYEMOH CTOPOHE HEOOXOAUMO MPEJIOCTABUTH HECKOIBKO
napameTpoB, YTOObI YCTAHOBUTH TPeOyEMbIil YPOBEHB JOBEPUS.

4) AyreHTH(HKAIHS JOHDKHA BBIOIHATHCS TPEThEH TOBEPEHHOMN
CTOPOHOM.

69.I'ubxocTh Texnonorun VLAN o3HavaeT
1) VLAN o6ecrneunBaet 3pPpeKTHBHBII CITOCOO ayTeHTH(DHKALMH
II0JIb30BATEIIEH.



2) VLAN sBusirotcs 3¢ GEeKTUBHBIM CIIOCOOOM TPYIIITUPOBAHHS
MOJIb30BATENEH U KOMIIBIOTEPOB B BUPTYaJbHbIE paboune rpymibl,
HE3aBUCUMO OT UX (PU3NYECKOTO PACIIONOKEHHS B CETH.

3) VLAN sBistroTcst 93p(peKTHBHBIM CIIOCOOOM IPYIIIIOBOM ayTeHTH(HUKAIINN
I10JIb30BAaTEIIEH.

4) VLAN obGecneunBaet 3¢ (eKTUBHBIN cIOcO0 muppoBaHUs Tpaduka.

70.Ecnu x MapmpyTH3aTopy MOAKITIOYCHBI KOMMYTAaTOPHI HIIA JPYTHE

yCTpoicTBa (Hampumep, paboyne CTaHIMH MOJIb30BaTeNe ), He

nojJiep>kuBaromye TexHoaoruro VLAN

1) Ha mapuipyTr3zarope MOXHO BBIITOJHUTH CErMEHTAIIMIO Ha TpeOyemoe
YHUCJIO BUPTYaJIbHBIX JIOKAIbHBIX CETEM.

2) Ha mapmipyTuzaTope MOKHO c0o37aTh TOJIbKO B¢ VLAN.

3) Ha mapmpyTuzaTope MOKHO co31aTh TOJIbKO oaHy VLAN.

4) Ha mapuipyTu3aTope HEJb3s BHIOJHUTD CETMEHTAIIMIO HA BUPTYaIbHBIC
JIOKAJIHBIE CETH.

71.VLAN-Tpaduk Ha3bIBaeTCs
1) MapkupoBaHHBIM (tagged).
2) OtOpomurenubM (dropped).
3) TyunenupoBaHHbIM (tunneled).
4) OrdunstpoBanubM (filtered).

72.Texnomorust VLAN omnrcana B cTaHgapTe
1) IEEE 802.3.
2) IEEE 802.1Q.
3) RFC 2401.
4) 1SO 9000.

73.Texnomorusst VLAN o61agaeT clieayOIMMMU XapaKTepUCTUKAMHU
1) VBenuueHue MPOIYCKHOMN CIIOCOOHOCTH CETH.
2) Ayrtentudukanus Ha KaHaJILHOM YPOBHE.
3) LlenocTHOCTh HA KaHAIBHOM YPOBHE.
4) 11ea0CTHOCTh HEKOTOPOMH MMOCIIEA0BATEILHOCTH ACHTarPAMM.

74.11TupokoBeIIaTe/bHbIC MAKEThI EPEAAt0OTCS
1) Bcem xocTam B CETH, ONPEISIIIEMON MAaCKOM MOJICETH.
2) Bcem xoctam ceTH, MOAKIIOYCHHBIM K lan-uHTEpdeiicam.
3) Bcem xoctam ceTd, KOTOpbIe JOCTYITHBI CO BCeX UHTEP(EHCOB
MapuIpyTu3aropa.
4) Bcem xocTaM CETH, MOAKIIOUEHHBIM KO BceM HHTep(eiicam
MapIIPyTHU3aTOPa UM KOMMYTATOpA.

75.Texnonorust VLAN o0nanaer cneayrommuMHu XapaKTepUCTUKAMU
1) T'uOkoCTh, CBA3aHHAS C BO3MOXKHOCTBIO TPYIIITUPOBAHHMSI MTOJIb30BATEIICH
B BUPTYyaJlbHbIE paboUne TPYIIIIbI.
2) Hludposanue Tpaduka.
3) Ayrentudukaius Ha ypOBHE MMOJIb30BATEIIS.



4) TloBbimeHue 0€30MaCHOCTH, CBA3aHHOE C YMCHBIIICHUEM
HIMPOKOBEIIATENILHOTO JIOMEHA.

76.Cocrosane TCP-coeqnuenusa LISTEN

1) CocrosiHue cepBepa MOcie OTIPABICHHS KIIMEHTY ITaKeTa C
dbaaramu SYN, ACK.

2) CocrosiHHE cepBepa MoCe MOIyUYeHHUs OT KIIMEHTA MaKeTa ¢
ycranoBiaeHHbIMU ¢iaramu SYN, ACK.

3) CocrosiHEe cepBepa, B KOTOPOM OH OXKHJIACT 3aIpOC OT KIMEHTA Ha
CO3/IaHUE COCTUHECHHS.

4) CocrosiHue cepBepa MOCIIe MOyYSHHs OT KJIMEHTa TTaKeTa C
ycTaHoBJIeHHbIM (iarom SYN.

77.AHanu3 COCTOSIHUS B MAKETHOM (PUIIBTPE O3HAYAECT

1) OrcnexxuBaHUE COCTOSIHUS COCAMHEHUS M OTIOBEIICHUE aIMUHICTPATOPa
O HAJIMYMH MaKEeTa, KOTOPBII HE COOTBETCTBYET OKUIAAEMOMY.

2) OTtcnexxrBaHUE COCTOSHIUSI COSTUHEHHS U OTOPAChIBAHUE MTAKETOB,
KOTOpBIE HE COOTBETCTBYIOT 0’KHIAEMOMY.

3) OtcnexxuBaHUE COCTOSHHSI COSTUHEHHUS U 3alpelieHue Bcero Tpaduka,
ecyii OOHapyKEH MMaKET, KOTOPBIM HE COOTBETCTBYET OKUIAEMOMY.

4) OtcieXMBaHUE COCTOSIHUS COCTMHEHUSI U BCTaBKa COOCTBEHHBIX
IAKETOB, €CJIM OOHAPY’KEH MaKeT, KOTOPbIl HE COOTBETCTBYET
OKUJAEMOMY.

78.IIpukiagaoit ypoBersb moaenu OSI
1) TlochuraeT u MosTyyaeT JaHHBIC KOHKPETHBIX TPUIIOKECHUH.
2) BemomnHseT ¢pparmeHTanuio/ reGparMeHTaIuio MakeTos.
3) Bemmonssier mudpoBanue Tpaduka.
4) OOGecrieyrBaeT MapUIPYTU3AIHIO MEXKY JIOKATbHBIMH CETSIMHU.

79.TpancnoptHbIit ypoBeHb Mojenu OS]

1) HekoTopble MPOTOKOJIBI JAHHOTO YPOBHS rapaHTHUPYIOT HAJACKHOCTh
COCTUHEHMS.

2) Bce mpoToKoJIbl JaHHOTO YPOBHS TapaHTHPYIOT HAJICHKHOCTh
COCTUHEHMS.

3) IlpenocTaBiseT CEpPBUCH, OPUCHTHPOBAHHBIC HA COCIMHEHUE.

4) HekoTopble MPOTOKOJIBI JAHHOTO YPOBHS 00€CIIEYMBAIOT IICJIOCTHOCTh
COETUHEHMS.

80.Anpeca KaHaJIBHOIO YPOBHS HA3bIBAIOTCS
1) MAC-aapecamm.
2) BebO-umeHamu.
3) IP-agpecamu.
4) DNS-umeHamu.

81.[TakeTHbIe PUIBTPHI C TOAAEPKKON COCTOSHUS
1) AHanu3upyeT MpaBUIBHYIO MMOCIIEA0BATEIbHOCTD TAKETOB Ha
TPaHCTIOPTHOM YPOBHE.



2) AHamU3UPYIOT COCTOSHUE 3aIUIIAEMON JIOKATBHOM CETH.

3) AHaNMM3HUPYIOT COCTOSIHUE MEKCETEBOT0 SKpaHa.

4) AHanu3upyeT MpaBWIIbHYIO MOCIEI0BATEILHOCTh TAKETOB Ha
MPUKIIATHOM YPOBHE.

82.CoxeTom Ha3bIBaeTCS
1) ITapa (MAC-anpec, IP-aapec).
2) Ilapa (IP-ampec, mopr).
3) IMapa (DNS-ums, [P-anpec).
4) TMapa (DNS-ums, mopr).

83.NMunimamu3amus TCP-coeqnHeHNs BBINOJIHAETCS
1) Cepsepom.
2) KimenTtom.
3) TpeTbeii HOBEPEHHOM CTOPOHOM.
4) AIMUHHCTPATOPOM.

84.11pu ycranosnenuu TCP-coenunenus
1) KimenTt noceutaet maker ClientHello.
2) KiueHT moceliaet naker ¢ ycraHosiaeHHbiME Outamu SYN, ACK.
3) KimeHT mochliaeT makeT ¢ yCTaHOBJICHHBIM OuToM Start.
4) KiueHT NOoChUIaeT MakeT ¢ ycTaHoBIeHHBIM OutoM SYN.

85.MesxceTeBble KpaHbI 7151 BEO-TIPHIIOKEHUN PACIIONaraioT

1) Ilepen 3ammmiaeMbiM BeO-cepBepoM (TpaduK BHaYaAJIC MepeaacTcs
MEKCETEBOMY dKpaHy, 3aTeM BeO-CEpPBEPY).

2) MexceTeBol 3KpaH M 3allMIacMbIil UM BeO-cepBep HaXOIATCS B Pa3HbIX
MOJICETSX, HO TpadUK MEXITy HUMHU HE 3aIlpeIieH.

3) Ilocne 3amumaemMoro Bed-cepBepa (Tpaduk BHAYaAjE MepeaacTcs Beo-
cepBepy, 3aTeM MEXCETEBOMY IKpaHy).

4) MexceTeBOM 3KpaH M 3alUIIacMbIi KM BeO-cepBep HAXOIATCS B Pa3HbIX
MOJICETSIX, Tpa(PUK MEXy HUMU 3aIlpeliieH.

86.OT1au4us BEIICICHHOTO MTPOKCH-CEPBEPa OT MPUKIIATHBIX TPOKCU-TILTIO30B

1) BeinencHHbBIE TIPOKCU-CEpBepa 001a1al0T MEHBIIICH
MIPOU3BOIUTEIILHOCTBIO.

2) BbimeneHHbIe TPOKCH-CEPBEPA HE MOTYT BBIMOJIHATH Ay TCHTU(DUKAIIUIO
II0JIb30BATEIIEH.

3) BhizeneHHbIe IPOKCH-CEPBEPA HE MOTYT aHATU3UPOBATh 3ar0JIOBKH
TPAHCIIOPTHOTO YPOBHSI.

4) BelesieHHbIe IPOKCU-CEPBEPA UMEIOT 00JIee OrpaHuYeHHBIC
BO3MOXXHOCTH MEXKCETEBOI'0 SKPaHUPOBAHUS.

87.HenocTaTku MeKCETEBbIX SKPaHOB MPUKIATHOTO YPOBHS
1) TIpou3BOAMTEIBHOCTh MEKCETEBOTO IKPAHA MPUKIIAJHOTO YPOBHS HUXKE,
YeM y MaKeTHOro (puibTpa.
2) MexceTeBoil SKpaH MPUKIAIHOTO YPOBHS HE MOXKET aHAJIH3HPOBATh
3aroJIOBKM TPAHCIIOPTHOTO U CETEBOIO YPOBHEI.



3) MekceTeBoi 9KpaH NMPHUKIATHOTO YPOBHS 00€CTIEYNBACT MEHBIINH
YpOBEHb 0€30MACHOCTH, YEM MAKETHBIN QHUIIBTP.

4) MexceTeBOM 3KpaH MPUKIIATHOTO YPOBHS 00s13aTebHO pa3pbiBacT TCP-
COECIMHEHUE.

88.IIpokcu-cepBep HE MOKET OBITH
1) Ucxoasmum.
2) Hludpyromum.
3) Bxomsmum.
4) TyHHETUPYIOIIHM.

89.IlepcoHanbHbIE MEXKCETEBbIE KPAHBI JUIsl HACTOJIBHBIX KOMIIBIOTEPOB U

HOYTOYKOB SIBJISIFOTCS

1) cKmoYnTeabHO MPOTrPaMMHBIMHU.

2) AnmapaTHO-IPOrPpaMMHBIMU CPEICTBAMH 3aIUTHI.

3) He moryt 0bITh BcTpoeHHBIME B OC, KOTOPYIO OHHU 3aIUIIAIOT; BCETAa
peann30BaHbl BHEITHUMU IPOU3BOIUTEISMHU.

4) Bcerna BctpoeHbl B OC, KOTOPYIO OHH 3aIUINAIOT; HE MOTYT OBITH
peann30BaHbl BHEITHUMU IIPOU3BOIUTEISIMU.

90.1Tpu ucrnosb30BaHUU MPOKCHU-IILITIO30B MPUKIIATHOTO YPOBHS
1) TIpoKcH-1ILTI03 SABISETCS A0COIOTHO MPO3PAYHbIM ISl KJIMCHTA.
2) Buemnue IP-aapeca He BUIHBI H3HYTPH.
3) Buyrpennue [P-agpeca He BUIHBI BOBHE.
4) Tlpokcu-nutro3 usmenset IP-aapec ucrounuka Ha cBoii IP-aapec.

91.HenocTaTku UCTIOJIb30BAHUS CUCTEMbI YHU(UIIMPOBAHHOTO YIIPABJICHUS

yrpo3aMmu

1) MOXET CyIIeCTBEHHO YCIOKHHUTHCS YIIPABICHHUE BCEMH YCTPOHCTBAMHU.

2) MoKeT CYIECTBEHHO YXYIIINTHCS MPOU3BOIUTEIBHOCTD, €CJIH CHCTEME
YHUDHUITUPOBAHHOTO YIIPaBJISHUs YIpo3aMU He OyAET XBaTaTh PECYPCOB.

3) MoskeT CyIeCTBEHHO BO3pAcTH HArpy3Ka Ha paboune CTaHIUK
MMOJIb30BaTEIICH.

4) MoseT CyLIECTBEHHO BO3pacTH Harpy3Ka Ha IIPHKIJIaJHbIE CEpPBEpa.

3ajanusi B OTKPbITOM popme

1) ... mpoIEeCCOM Ha3bIBAETCS MPOLIECC M3TOTOBICHHUS OJHOIO MM HECKOIBKHUX
U3JIeTTUH B COOTBETCTBUH C TPEOOBAHUSIMH MPUHATOMN JJIs JAHHBIX YCIOBUMN
MTPOU3BOJACTBA TEXHOJIOTUYECKON JOKYMEHTALINH.

2) ... — JMIIb OJWH W3 MHOTHUX CIOCOOOB (MyCTh M CaMbIii BasKHBIN)
o0ecrneunTh KOPHOPATUBHYIO 3amuTy. HeoO0Xoaum KoMIUIEKC Mep —
TEXHUYECKUX U OpPraHU3alMOHHBIX.

3) Baxnas ocooennocth DLP-cuctem — ux ...



4) ... - caMblil ICHHBIA PeCypc B KOMIIAaHWH, & B HEKOTOPBIX CIydasX SBISCTCS
U TPOU3BOJICTBEHHBIM PECYPCOM, OT COXPAHHOCTH KOTOPOTO 3aBUCST
Ba)KHBIE TEXHOJIOTHYECKUE MTPOLIECCHI.

5) ... — 9TO COCTOSIHHME 3alMIICHHOCTH WH(POPMAIIMOHHON cpelbl 00IIeCTBa,
oOecrieunBaroniee ee¢ (OpPMUPOBAHHUE, UCIOJB30BAHUE U PA3BUTHE B
MHTEpecax rpakJiaH, OpraHu3alui, Tocy1apcTBa.

6) ... — DJTO KOMIUICKC MEpONPUSITHIA, HANPAaBICHHBIX Ha OO0CCICYCHUE
UHGOPMAIMOHHON 0€30MaCHOCTH.

7) ... YPOBEHb SBJISICTCS BaKHEHIIUM JUIsl oOecrieyeHHus HHQPOPMAIMOHHOM
0€30MacHOCTH.... CHCTEMAa — B3aWMOCBA3aHHAs COBOKYIHOCTb CPEICTB,
METOJIOB U MEpCcOoHaa, KOTOPhIE MCIOIB3YIOTCS ISl XpaHEHus, 00padoTKH,
nepegadyd W MONy4YeHHs HWHPOpManud B HHTEPECax  JTOCTHKCHHS
MTOCTABJIEHHOW LIEJIH.

8) ... undpopmammu B MC — 3TO Takoe COCTOSHHE BCEX KOMIIOHCHT
UH(OOPMAITMOHHOW CHCTEMBI, MPU KOTOPOM OOECIEUYMBAETCS 3alluTa
uH(OpMAIUU OT BO3MOXKHBIX YTPO3 Ha TpeOyeMOM YpOBHE.

9) IMon ... B HMC mnoHuMMaeTcs €IUHBIA KOMIUIEKC TMPABOBBIX HOPM,
OpraHU3alMOHHBIX Mmep, TEXHUYECKUX, MIPOrPaMMHBIX u
Kpunrorpa@uueckux  CpencTB,  00ECIEeUMBAIONIMKM  3alIMUIIEHHOCTh
undopmaiuu B UC B COOTBETCTBUHM € MIPUHATOMN MOJUTUKON O€30MaCHOCTH.

10) ens ... — oOecneunuth OecrepeOOiHYI0 pabOTy OpraHu3alv u
CBECTH K MUHHUMYMY yHIEpO OT COOBITHM, TasIIMX Yrpo3y OE€30MacHOCTH,
MTOCPEJICTBOM UX MPEAOTBPAIICHUS U CBEJICHUS TTOCIECICTBHA K MUHUMYMY.

11) ... — OTO 3almTa OT HECAaHKIIMOHUPOBAHHOTO JOCTyMa K
uH(popManuu

12) [Tog ... undopmanuu mOApPa3yMEBACTCS, €€ 3allUIIEHHOCTh OT
pa3pylIeHHs] ¥ HECAHKITMOHUPOBAHHOTO U3MEHEHUSI.

13) ... — 9TO BO3MOXHOCTbH 32 IIPUEMIIEMOE BpPEMS MOJYIUTh TPEOYEMYIO
WH(POPMAITMOHHYIO YCIIYTY.

14) ... @BTOMATU3UPOBAHHON WMH(OPMAIMOHHOM CHUCTEMBI -- COCTOSHUE
3aIMIIEHHOCTH  aBTOMATU3UPOBAHHOW  CHUCTEMBI, TPU  KOTOPOM

o0ecnieunBarOTCsl  KOHQUACHIMAIBHOCTh, JOCTYHNHOCTb, LIEJIOCTHOCTbD,
MOJOTYETHOCTD U TTOUIMHHOCTH €€ PECYPCOB.

15) ... MOXHO TOJpa3JeiUTh Ha CTaTUYECKYI0 (IIOHMMAaeMyl Kak
HEU3MEHHOCTh  HMH(OPMALMOHHBIX  OOBEKTOB) W  JUHAMUYECKYIO
(OTHOCSIIIYIOCST K  KOPPEKTHOMY  BBIMIOJHEHUIO  CJIOXHBIX  JIEUCTBUIA
(TpaH3akuuit)).

16) ... — JeWCTBHE, KOTOpPOE TMOTEHIHAIBHO MOXKET TMPUBECTH K
HapyIIeHUIO0 0€30MacHOCTH
17) ... —9T0 cinaboe MecTo B HHPOPMAIIMOHHON CUCTEME, KOTOPOE MOKET

MPUBECTH K HAPYIIEHUIO OE30MacHOCTH MYTEeM peau3aiui HEKOTOpPOi
yTPO3BI.

18) ... — MepbI PU3HYECKON 3aIUTHI, IEPCOHAT U €TO CIlenr(HrKa;

19) ... acmekt. O3Hadaer, 4YTO HYXXHO TINATEIHLHO KOHTPOJUPOBATH
paboTy ¢ JaHHBIMH, YTOOBI YCTPAaHUTh BO3MOXKHOCTh UX YTE€UKH, a TaKKe



MPENOTBPATUTh HECAHKIIMOHUPOBAHHBIM JIOCTYT K HUM CO CTOPOHBI
HEU3BECTHBIX JIIOACH.

20) ITox ... ~TIOHMMaeTcs  3alllUIIEeHHOCTh HuHOpManuu U
MOJIJICPKUBAIOIICH €€ HMH(PPACTPYKTYphl OT JIFOOBIX CIyYaWHBIX HJIU
3JIOHAMEPCHHBIX BO3JCHCTBUN, PE3yJbTaTOM KOTOPHIX MOXKET SIBUTHCS
HaHeceHHWe ymepba camoil uHpOpManMM, e¢  BIAACIbIIaM WU
MOJJICP)KUBAIOIIEH  HMHPPACTPYKType.... — JOKYMEHT, COICpKaIIui
TpeOoBaHMsI OE30MaCHOCTH JJII KOHKPETHOW pa3pabOTKH, BBITIOJHEHUE
KOTOPBIX 00ECTICYNBAET JOCTHKEHUE TTOCTABJIICHHBIX TIeJIel 0€30MacHOCTH.

SanaHne Ha YCTAHOBJICHHE COOTBETCTBUA

1. VYcraHoBUTH COOTBETCTBUE BUJIOB YIPO3!

1) AnmaparHas a) Korma BO3MOXeH HECAHKIIMOHUPOBAHHBIN
JOCTYI K JJAHHBIM M UX TIOTEPSI.
2) BeposaTHOCTH b) Korna CYIIECTBYET BEPOSTHOCTH
yTEUKHU HapyILIEeHUs paboTOCIIOCOOHOCTH
000pyIOBaHUSI.
3) HecrabmisHOCTH c) Korma ectb BEpOSTHOCTH HEKOPPEKTHOMN
110 pabOThI NPOrPaMMHOT0 O0ECIICYEHHSI.

2. YCTaHOBHUTh COOTBETCTBHE OIICHKHM PHUCKOB B 3aBHCHMOCTH OT
(bakTOpoB:

1) Bricokwuii puck a) Ilpenmonaraercs, uTo 0€3 CHWKEHUS

TaKUX PHUCKOB oOparieHne K

MH(POPMAITMOHHON CUCTEME TIPEIITPHUSITHS

MOJKET OKa3aTh OTPHIIATEIHLHOE BIUSHUEC

Ha OM3HEC;

2) CylecTBeHHBIH b) 3nech TpeOyercs s dexkTuBHAS
pHCK cTpaTerus yIpaBJICHUS pHUCKaMH,

KOTOpasi TO3BOJINT yMEHBIIWTh  HJIH

MOJTHOCTHIO HCKJIFOUUTH OTPHUIATEIHHBIC

TIOCJIC/ICTBHSI HATIAICHUS;

3) YMepeHHbI# prCcK C) Yeunuss 1o YIpaBiICHHIO PHCKaMU B

JAaHHOM cllydae He OyayT UrpaTh BaKHOM

POJIH.

4) He3HauuTeNbHBIH d) B oTHOIICHHH PHUCKOB, MOMABIIUX B 3Ty
pHUCK 00J1acTh, JOCTaTOYHO MPUMEHUTH

OCHOBHBIC  TPOIECIYpPHl  YIPaBICHUS

PHUCKaMU;

3. YCTaHOBUTH COOTBETCTBUE:
1) VYrposa a) DTo Hekas HeyJauHas XapaKTEePUCTHKA
0€30macHOCTH CHUCTEMBI, KOTOpasi JEJA€T BO3MOKHBIM




BO3HMKHOBEHUE YIPO3BI.
2) Vs3BUMOCTh b) D10 yrpo3a packpbiTHsi HH()OPMAIIHH.
3) Araka c) Orto MOTCHIIHAJIBHO BO3MOJKHOE
MPOHUCIIECTBHE, KOTOPOE MOXKET OKa3aTh
BO3/ICHCTBHE HA HH(POPMAIIUIO B CHCTEME.
4) Yrpo3sa d) Dto nelicTBHE 1O  KCIOJIb30BAHHIO
KOH(HICHITHATEHO YSI3BUMOCTH; peai3alns yrpo3bl.
CTH
4. YCTaHOBHUTH COOTBETCTBHE:
1) Vrposa a) DTO0  BepoOATHBIH  ymepd, KOTOPBIA
I[EIOCTHOCTH 3aBHCHUT OT 3aIUIIEHHOCTH CHCTEMBI.
2) Yrposa b) Dto  croMMocTh  TOTEPhb, KOTOPBIC
JOCTYITHOCTH MIOHECET KOMITaHUS B ClIydae pealin3aliuu
yIPO3bI KOH(HICHIIMATbHOCTH,
[ICIOCTHOCTH WM JIOCTYIIHOCTH  TIO
KaXJIOMy BUJIy IIEHHOM WH(pOPMAIIHH.
3) Viepo c) Dro yrpo3a HapyIICHUSI
paboTOCIIOCOOHOCTH ~ CHUCTEMBI  TpHU
JOCTYTIE K uH(popMauu.
4) Puck d) Dro yrposa usmeHenus nHGOpMAaIIUH.
5. YCTaHOBUTH COOTBETCTBHE:
1) High-severity a) CIucOK ys3BUMOCTEH, KOTOpbIC HAaJo

vulnerabilities

YCTPaHUTh B OJIMKaiIee BpeMs

2)

Middle-severity
vulnerabilities

b) Crucok ys3BUMOCTEH, B OTHOLICHHUH
KOTOPBIX HE TpeOyercs HeMeIEHHBIX
JNEUCTBUI

3)

Low-severity
vulnerabilities

C) Chucok ys3BUMOCTEH, KOTOpbIC HAaJo
YCTPAHUTh HEMEIJIEHHO O0OpYIOBaHUS

Y cTaHOBUTH COOTBETCTBUE:

1)

[IpaBoBas 3amura

a) DTo perjaMeHTanus TPOM3BOJCTBECHHOM
NEATEIbHOCTH U B3aMMOOTHOILIECHUU
VICIIOJIHUTEJIEH Ha HOPMATUBHO-IIPABOBOM




OCHOBE, KOTOpas  HCKJIIOYaeT  WJIH
OClIa0JIsieT ~ HAaHECeHHE  KaKuX-JIu0o
yOBITKOB PEINPHUSITHIO;

2) OpraHu3almoHHas b) DT0 cnenmanbHBIE 3aKOHBI, JPYTHE
3aImTa HOPMAaTUBHBIC aKTBlI, IpaBuIIa,

MPOLEAYPHl W MEPOINPHUATHS, KOTOPHIC
o0OecreunBarOT 3aluUTy HUHQOpMAIMH Ha
IIPABOBOU OCHOBE;

3) HmxenepHo- C) DTO WCIONB30BAaHHE  Pa3HOOOPA3HBIX
TEXHUYECKas TEXHUYECKUX CPEJICTB, KOTOpBIS
3aIuTa NPEMATCTBYIOT ~ HAHECEHHIO  yOBITKOB

PEIIPHUSITHIO.
/. YCTaHOBUTb COOTBETCTBUE:
1) OLE-automation a) TexHonorwsi, opraHu3yromas IOCTYIl K
WK IIPOCTO JaHHBIM Pa3HBIX KOMITBIOTEPOB C YUETOM
Automation OamaHCUPOBKH Harpy3KH CETH.
2) ActiveX b) Texuonorus, oOecrieunBaromIast
0e30macHOCTh W CTa0WIbHYIO pPaboTy
pacTlpeeIeHHbIX ~ TPUJIOKEHUN  TIpHu
OonpImIMX ~ oO0bemMax  IepefaBaeMbIX
TaHHBIX.

3) MIDAS ¢) TexHomnorus npeIHa3HaYCHa TUTST
CO3JIaHMsI TPOTPAMMHOTO OOeCTICUeHHSI
KaKk  COCPEJIOTOYCHHOTO Ha  OJHOM
KOMIIBIOTEPE, TaK M PACIPEICICHHOIO B
CETH.

4) MTS  (Microsoft d) Texwuomorus CO3IaHus
Transaction IPOTPaMMHUPYEMBIX TIPHJIOKEHUH,
Server) oOecrieuynBampIIas  MPOrPAMMHPYEMBIi

JOCTYyIl K BHYTPEHHHUM CIIy’)kKOaM 3THX
IIPUITOKEHUM

8. YCTaHOBHTH COOTBETCTBUE CPEJACTB MHPOPMAIIMOHHOM 3aIUTHI:

1) SIEM-cuctembl a) BupryampHO-yacTHast CETh OMpPEACIIIeT

HUCIOJIb30BAHUE COOCTBEHHOW YaCTHOM
ceTu BHYTpH oOmienoctynHoil. [loaTomy




Ballle TPUJIOXKEHHE, paboTaromee IIo0
VPN, Oynmer HajeKHO  3aIMILICHO.

2) CloudAV

b)

Onu  cobupatoT  uUHPOpPMALIUIO O
BO3MOXHBIX yIpo3ax U3 Pa3IMYHbIX
HMCTOYHUKOB:  (paiflepBoi, aHTUBHUPYC,
MEKCETEBOM JKpaH MW JAp., IIOTOM
MPOBOSAT aHAJIM3 U MOTYT CPearupoBaTh
Ha BEPOATHOCTD BO3HUKHOBEHUS
MOTEHIUAJIBLHON YTPO3bI, IPEIYIPEIUB O
HEU 3apaHee.

3) bpanamayzep — u
daepBoa

DTO crenuaibHas cucTeMa IMGpPOBaHUS
BallleH uHpopMarmm. [Iudposka
IMPOMCXOIUT TaKUM 0Opa3oMm, UYTO IS
TOro, 4YTOOBI pacmudpoBaTh HYKHYIO
uHpopManuioo, HEOO0XoaUMO 001a1aTh
CIICIMAIBHBIM IH(PPOM.

4) Kpunrorpaduueck
oe
npeoOpa3oBaHue

d)

OTO  CcHelMaTU3UpOBaHHBIE  CPE/ICTBA,
KOTOpPBIE€ KOHTPOJHUPYIOT BBIXOJ  BO
BCEMUPHYIO NayTUHY, npu
HE00X0IMMOCTH GUIBTPYIOT WA
OJIOKHPYIOT CETEBOM TpaUK.

9. VYcTaHOBUTH COOTBETCTBHE CpCIaCTB HH(i)OpMaHHOHHOfI 3allINThI:

1) TIporpamMmsi-
AHTUBUPYCHI

a)

DTO creluaibHble TEXHOJIOTUU, KOTOPBIC
IpeA0TBPAIIAOT MOTEPIO
KoH(uaeHManbHo uHpopmanuu. Kak
MIPaBUJIO, JaHHAasI TEXHOJIOTHUS
UCIIOJIb3YETCA OOJILIITUMHU
OpeAnpusTASIMH, TakK Kak  TpeOyeT
00JBLINX (bMHaHCOBBIX U

TPYIOPECYPCHBIX 3aTpar.

2) VPN

b)

boprotes ¢ cambiMu pacipoCTpaHEHHBIMU
BUPYCAMU, TaKXKe CIIOCOOHBI
BOCCTaHABIIMBAThH MMOBPEKICHHBIC (DAITBI.

3) DLP-pemenwus

310 oOnayHbIe perieHus JUISE
oOecrieYeHnss aHTUBUPYCHOM  3aIUTHI
BaIlIero pecypca.

10. YcTaHOBUTH COOTBETCTBUE:

1) Jluneitnas

a)

Hp canojiaracrt, 4YTo I IOJYYCHMUA




CTPYKTypa pe3yibTara HEKOTOpBIC JCUCTBUS
npoiiecca HEOOXOJIMMO BBITIOJHUTh HECKOJIBKO pas.
BBIUMCJICHU M

2) PasBeTBiieHHas b) Ilpeamonaraer, 9TO KOHKPETHAs
CTPYKTypa MOCJICZIOBATEILHOCTD OINEpaIiii 3aBUCUT
nporecca OT 3HAYEHUWA OJHOW WA HECKOJIbKUX
BBIUHCIICHUI MepPEMEHHBIX.

3) lukaunueckas c) Ilpenmomaraer, d9ro UIA TOJYy4YCHUS
CTPYKTypa pe3yabTata HEOOXOJWMO  BBITIOJHHTH
npoiiecca HEKOTOpBIC OIEpallid B ONPEACICHHOM
BBIYUCIICHUI HOCJICIOBATEIBHOCTH.

11. YcTaHOBUTH COOTBETCTBHE:

1) TIpaBUIBHOCTB a) Bo3MmoxxHOCTH IPOBEPKHU

MOJIy4aeMbIX PE3yJIbTATOB;

2) YHUBEpCaTbHOCTb

b) OGecrnieueHre TMONHOW TOBTOPSEMOCTH
pesyabratoB, T. E. OOecrnieueHue ux
NPABIJILHOCTH TPH HATUYHH Pa3THIHOTO
ponaa cOoeB;

3) HanmexHOCTb c) OOecrieueHne NpPaBUIBHON pPabOTHI MPH
TIOOBIX JTOMYCTHUMBIX JAHHBIX M 3aIUTHI
oT HETIPaBWIBHBIX JIAHHBIX;

4) TIpoBepsieMOCTb d) ®OyHKIIMOHMPOBAaHUE B COOTBETCTBUU C

TCXHUYCCKHUM 3aaHHUCM,

12. YCcTaHOBUTH COOTBETCTBUE:

1) TouHOCTH a) Bo3MoxxHOCTH COBMECTHOTO
pe3yJIbTaToB (YHKIIMOHUPOBAHUS  C  HEKOTOPBIM
000pyOBaHUEM
2) 3anuIeHHOCTh b) Bo3MoXHOCTH COBMECTHOTO
(YHKIIMOHUPOBAHUS C APyTUM
IPOrpaMMHBIM 00ECIICUCHHEM
3) Ilporpammuas c) Obecrieuenne KOHOUICHINATBHOCTH HH(
COBMECTUMOCTb OpMallvH;
4) AnnapatHast d) ObGecrieuenne MOrpenIHOCTH PE3yIbTATOB
COBMECTUMOCTb HE BBIIIIE 3aaHHOM;




13.YcTaHoBUTH COOTBETCTBUE:

1) TouHocTh a) Bo3MoxxHOCTH COBMECTHOTO
pEe3yIbTaTOB (YHKIIMOHUPOBAaHUSA  C  HEKOTOPBIM
000pyI0BaHUEM
2) 3amuIIeHHOCTb b) Bo3MOXHOCTH COBMECTHOTO
(YHKITHOHUPOBAHHUS C IPYyTAM
MIPOTPAMMHBIM 00€CTICUCHUEM
3) Ilporpammuas c) Obecrnieuenne KOHDUICHINATBHOCTH UH(}
COBMECTUMOCTD opMaIuu;
4) AnmnapatHast d) OOecrnieveHue MOrpenTHOCTH PE3yJIbTATOB
COBMECTHUMOCTb HE BBIIIE 33JaHHOM;

14.YcTaHOBUTH COOTBETCTBUE KAHAJIOB YTEUKHU:

1) Dnextpuyeckue a) DJIEKTPOMArHUTHBIC U3ITYyYCHUS
panuoana3oHa
2) Onrtuueckue b) DnekTpoMarHUTHBIC U3ITyYCHUS B
BUJIUMOM, uH(ppakpacHoOH u
yIBTPaQUOIETOBON YaCTAX CIIEKTpa
3) Akyctudeckue W C) 3ByKkoBble  KOJIeOaHHUS B  JIHOOOM
BUOPOAKyCTHUECK 3BYKOIPOBOJISIIEM MaTepuaie Wiu Cpefe
ue
4) PaguokaHabl d) HampsokeHre © TOK B Pas3iIMYHBIX

TOKOIIPOBOJAAIINX KOMMYHHUKAIUAX

15.YcTaHOBUTH COOTBETCTBUE KAHAIOB YTCUKH:

1)

3ammTa OT yTeueK
uHdopMaIuu

AIEKTPOMArHUTHBI
X W3JTy4YCHU N

a) Mcnonp3yeTcss ycTaHOBKA HMCTOYHUKOB
Oecniepe0oitHOro mUTaHus (Ups)

2)

3ammra oT cOO€EB B
AIIEKTPONTUTAHUN

b) Wcnoaw3yercss opraHu3anus HaJAC:KHOW U
3¢ (PEeKTUBHON  CHCTEMBI  PE3EPBHOIO
KONMPOBAHUS M TyOIMpPOBaHUS TaHHBIX

3) 3ammra OT COOCB C) Hcnonp3yeTcsi pe3epBUPOBAHUE 0CO00
YCTPOMCTB TUTST BaXHBIX  KOMITBIOTEPHBIX  IOJICUCTEM
XpaHCHHUS
uHbOpMaIuu

4) 3ammra oT CcOOEB d) Hcnonb3zyercs SKpaHUPOBaAHHE,




CEPBEPOB, bunbTpanuio, 3a3eMJICHHE,

pabouux cTaHIUH JJEKTPOMAarHUTHOE  3alllyMJIEHHWE,  a

" JIOKaJIbHBIX TaK)Ke€ CpeACTBa OCHabJIeHUs YpOBHEM

KOMITBIOTEPOB HEXKEATEIbHbIX AIEKTPOMAarHUTHBIX
V3ITy4YEHUN

16.YcTaHOBUTH COOTBETCTBHE KAaHAJIOB YTEUKHU:

1) HecaHKIIMOHHUpPOBa a) OmmuOKM ImepcoHaja u MmoJib30BaTesIeH
HHOE
KOITUPOBAHUE,

YHUUTOXKCHUE WIIH
TIOJITeIIKA
uHdOopMaIuu

2) Ilepeboun b) M3-3a HEeKOpPEKTHOM pabOTHI IPOTrpaMM
AJIEKTPOTTUTAHUS

3) Cnyuaiinoe c) llorepu wHpOpManmu, CBsI3aHHAS C
YHHUYTOKCHUE HIIH HECaHKITMOHUPOBAHHBIM JIOCTYIIOM
U3MCHEHHUE
JTAaHHBIX

4) Tlotepst 17001 d) Coou oOopymoBaHusi, NPH KOTOPOM
U3MEHEHHE TepsieTcst nHQOpMALHS
JTAaHHBIX npu
oImroOKax 1Mo

17.YcTaHOBUTH COOTBETCTBUE:

1) TIporpamMmHoO- a) s o0ecrniedeHus Oe3omacHoCTH
ammapaTHbIC UCTIOJIB3YIOTCS TIPHEMBI
(TEXHUYECKHE) «IEPECTPAXOBKU», C MOMOIIBIO KOTOPBIX
METOTBI UCKJTIOYACeTCS BO3MOKHOCTh OIIMOOYHOTO

17001 HECAHKITMOHUPOBAHHOTO
NPOHUKHOBEHUS B HH(DOPMAMOHHYIO
CUCTEMY
2) dusndeckas b) Jlns ocymiecTBiIeHUss HHPOPMAIIMOHHOM
3aluTa 3alIUTBl  HMCIOJB3YIOTCS  CIEIHATbHBIC
KOMIIBIOTEpPHBIE ~ TexHojoruu. C  ux
IOMOIIBI0  MOXHO  CKPBITh  Ba)KHBIC
JaHHBIC, HE JTOMYCTUTh YTEYKH BO BPEMsI
NEPECHUIKH Yepe3 HHTEPHET
3) MopainbHo- c) Ilpodunakrnyeckue NEHCTBHYS, B

OTHYCCKUEC MCTOAbI

OCHOBHOM, BOCIIMTATCIIbBHOI'O XapaKTcpa




4) TeXHOJOTHYECKUE d) Meponpusitus HarpaBlieHbl HA CHUKCHUEC
pUEMbI pHUCKa TIOTEPHU JTAHHBIX U BBISBIICHUE JIULI,
IBITAIOIINXCSA POHUKHYTh Ha
OXpaHSEMYI0O  TEpPPUTOPUI0  WIH B
UH(OPMAITMOHHYIO CUCTEMY

18. YcTaHOBUTH COOTBETCTBUE:

1) TlpeBeHTHUBHEBIC a) Mepbl 0€30MacHOCTH, HANpaBJCHHBIC Ha
oOHapyXeHHe HWHIUACHTOB. Hampumep,
AQHTHBHUPYCHAs 3alllUTa WM CHCTEMa
OOHapyKEHUS BTOPIKCHHIA.

2) BoccranoBuTeabH b) Mepsi 0€30IMacHOCTH, KOTOpPBIE
bIC HpPEOTBPAIIAIOT IOSIBJICHUE HHITUICHTA
uHGOPMAITMOHHON 0€30MacHOCTH.
Hanpuwmep, pacrpeneieHme npaB
JOCTYTIA.
3) OOHapyKHBaIOIIH C) Mepbl 0€30MacHOCTH, HANpaBJICHHBIC Ha
e yMEHBIIIEHHE TOTEHIMAIBHOIO yiepoa B
ciyyae UHIIA/ICHTA. Hanpumep,
pe3epBHOE KOITUPOBAHUE.
4) Tlonmassroue d) Mepsl Ge30macHOCTH, HANpaBJICHHBIC Ha

BOCCTAHOBJICHUSI  MIOCJ€  HHIUACHTA.
Hanpumep, BOCCTaHOBJIEHHE PE3EPBHBIX
KOMUM, OTKAT Ha Mpeabiayliee pabdodee
COCTOSIHUE U T.II.

5) Koppekrupyroiue e) Mepbl 0€30M1acCHOCTH, KOTOPBIC
IPOTHBOAEHCTBYIOT MOMBITKAM
peajM3aiuy yrpo3bl, TO €CTh
WHIIMICHTAM.

19. YcTaHOBUTH COOTBETCTBHE CTEMEHEH MPOUCXOXKICHUS YTPO3BI
nHGOPMAITMOHHON O€30MTaCHOCTH

1) EctectBeHHas a) JlanHble yrpo3bl, B CBOI O4Yepeb,
JEIATCS Ha 2 [IOJAKATErOPUU:
npeaHaMEpEHHAas] TOJAKATEropusi — 3TO
NeUCTBUS XaKepoB, KOHKYPEHTOB,
HEZ0OPOCOBECTHBIX COTPYAHUKOB U T. 1.,
HEIpeIHaMepEeHHas — JEUCTBUSA
MPOUCXOAAT M3-3a JIIOJEM 10  HUX
HEOCTOPOKHOCTH.

2) UckyccTBeHHAs b) DTo Te yrposbl, KOTOpbIC HE 3aBUCAT OT
NeSITeIbHOCTH YeI0BeKa: 3eMJICTPSCEHN,
yparaHbl, CMEPYH, JTOXKIH, MOJTHUH U T. .




3) BuyrpenHnss

C) Bce yrposel, KOTOpbIE MPOUCXOIAT BHE
CUCTEMBI.

4) Buemnss

d) Yrpoza  HWCXOOUT  W3HYTPH  CaMoOi
CHCTEMBI.

20.YCcTaHOBUTH COOTBETCTBHE CpE/ICTBA OOECeUeHUsT HHPOPMAITMOHHOM

0€30I1aCHOCTH:

1) OpraHuzanuoHHBIC

a) Croonma BXOJHT BEChH nepeveHb
MPOrPaMMHOTO OOECTeueHusi, KOTOPbIi
IOMOXET o0ecreunTh TOTHKHYIO
UH(pOPMAITMOHHYTO 0€30I1acHOCTh

pecypca

2) IIporpaMMHBIC

b) Crona BXxOAsST camMu TOpUOOpPHl H
YCTPOMCTBA, KOTOpbIE OOECIIEYHBAIOT
3alUTy UHGOPMALIHH.

3) AnmapatHble

¢) Cioma BXOJIAT: obecrieueHue
Ka4eCTBEHHOIO [IOMEILEHUS U1
pasMEIEHUST CEPBEPOB, KadeCTBEHHOE
obopyaoBaHue, MPOAyMaHHas KaOelbHas
cUCTEMA, OpraHU3aIHs] IPaBOBOTO
cTaTryca pecypca WId KOMIAHUH H Jp.

3az[amle HA YCTAHOBJICHHE HpaBHJIbHOﬁ nmocjaea0BaTeJIbHOCTH

1. YcTaHOBUTH 3Tanbl MOCTPOEHUS IPOrpaMMBbl 0OecrieueH s 0€30MacCHOCTH:
1) ®opMupoBaHHe MOTUTHKH OE30MTACHOCTH OPTraHU3aIHH
2) TlpoBeneHue pa3bICHUTEIBHBIX MEPOIPHUATUH U OOyUYCHHS TEepCoHaIa
JUTSL TIOAJIEPKKH TpeOyeMbIX Mep O€30MacHOCTH
3) PerynsipHbIii KOHTPOJIb TIOMIATOBOM peaM3alliy TIaHa 0€301MacHOCTH
4) YcTaHOBIIEHUE YPOBHS 0€30I1aCHOCTH
5) OmpeneneHue [EHHOCTH TEXHOJOTHMYECKUX U WH(POPMAIMOHHBIX

AKTHBOB OpPIraHHU3alllU

2. YCTaHOBUTDH MEPAPXUIO MOCIIEI0BATEIHHO:

1) KommoHeHT
2) CewmeiicTBa
3) DnemeHT

4) KoMmoHEeHT

3. YcTaHOBUTH 3Tallbl CUCTEMBI YIIPABIICHUS:

1) ITnanupoBanue.
2) Buenpenwe.
3) MOHUTOPHHT U aHAJU3.



4) CoBepIIeHCTBOBaHUE.

4. VYcranosure 3tamnsl PDCA:
1) IlnanupoBaHue
2) ITpoBepka
3) HeiicTBue
4) BelImmosiHEHUE

5. YcranoBute 3tanbl dTansl co3nanus CYUD:

1) Bueapenne W (QYHKIMOHUPOBAHWUE  CUCTEMBI  YIPABICHUS
nHGOPMAIMOHHON 0€30MaCHOCTH.

2) IlpoBemeHe MOHUTOPWHTA W  aHAIHW3a CHCTEMBI  YIIPaBJICHHS
UH(OPMAITMOHHON OE30MTaCHOCTH.

3) Pa3paboTka cUCTEeMBbI yIpaBiIeHUs HHPOPMAIIMOHHOM OE30MaCHOCTH.

4) Toanepkka W YJIy4IICHHE CHUCTEMbI YIPaBJICHHS HH()OPMAIMOHHON
0€30I1aCHOCTH.

6. YcraHOBUTH 3TaIrbl pa3pabOTKU:
1) TIpoekTupoBaHue
2) Peamuzarus
3) Buenpenue
4) AHanu3 ¥ IIaHUPOBaHWE TPEOOBAHMIA MOJIb30BATEIICH

7. YCTaHOBUTH 3TaMnbl pa3pabOTKU IPOrpaMMHON TOKYMEHTAIUU:
1) Pa3paboTka TEXHUYECKOTO IMPOCKTA.
2) KomriekcHoe BHEIPEHHE POTPAMMHOM JJOKYMCHTAIIUH.
3) IoaroToBka TEXHUYECKOTO CIICIIUATILHOTO 33 JaHHS.
4) CocTtaBlieHHE MTOIPOOHOT0 3CKU3HOTO BapUAHTa MIPOCKTA.
5) Odopmiienue padbodero J0KyMEHTa.

8. OcHOBHBIE dTamnbl pa3pabOTKM CHUCTEMbI YIpPABICHHUS WHOOPMAIMOHHON
0€30I1aCHOCTHIO!
1) O6paboTka WHPOPMALMOHHBIX PUCKOB (B TOM YHCIIE OIPEICICHUC
KOHKPETHBIX MEp JIJIs 3aIIUTHI [ICHHBIX aKTHBOB);
2) KoHTpoJib BBIONTHEHUS U 3PPEKTUBHOCTH BHIOPAHHBIX MEP.
3) O1tieHka 3alUIIEHHOCTH HHPOPMAITUOHHON CUCTEMBI;
4) Ouenka nHGOPMAIMOHHBIX PUCKOB,;
5) NuBeHTapu3aliis akTUBOB;
6) Baenpenue BeIOpaHHBIX Mep 00PaOOTKH PUCKOB;
7) KareropupoBaHue aKTHBOB,;

9. VcTaHOBHUTH MPEAMOYTHUTEIBHYIO MOCIIEA0BATEILHOCTD 3TANlOB BHEAPCHHUS
MEKCETEBOI0 DKpaHa:
1) KoudurypupoBanue



2) IlnanupoBanue
3) TectupoBaHue
4) Pa3BepThiBaHUC
5) Vnpasienue

10.YcranoBuTe OCHOBHBIC TAIIbI OLOCHKH PHCKA:

1) ComnocraBieHrEe BEPOSATHOCTH BO3HUKHOBCHUS
2) OmnpeneneHre KOHTpMEp

3) JlokyMeHTUpOBaHHE

4) UnenTrduKaIuys yrpos

5) OmpenescHre 3aMUIIaeMbIX aKTHBOB

11.YcranoBute ¢a3zsl ananuza OCTAVE:

1) Pa3zpabotka npoduiis yrpo3, CBSI3aHHBIX C aKTHBOM.
2) Unentudukanus HHPPACTPYKTYPHBIX YSI3BUMOCTEH.
3) Pa3paboTka cTpareruu  1jiaHoB 0€30MaCHOCTH.

12.YcranoBute 3TaIibl Imponccca yrpaBJICHUA PUCKAMU:

1) Beibop aHamIM3UpPyeMbIX OOBEKTOB M YPOBHS JICTAIM3ALUU HUX
paccMOTpEHHS.

2) VMlaBeHTapu3aiys akTHBOB.

3) AHanu3 yrpo3 W HMX IOCJICACTBUMN, BBIIBICHHE YSI3BUMBIX MECT B
3aIlUTe.

4) OreHKa pUCKOB.

5) BbIOOp METOAMKH OIEHKH PHCKOB.

13.YcTanoBuTe 3TaMbl Mpoliecca yupaBieHHUs] pUCKaMU:

1) Peanusariusi ¥ IpoBepKa BEIOPAHHBIX Mep.
2) BbIOOp 3aIIUTHBIX MED.

3) O0paboTKa PHUCKOB.

4) OreHKa OCTaTOYHOTO PHUCKA.

14.Y cTaHOBUTE 3TAllbl CTPATETHH yIIpaBicHus puckamMu Microsoft:

1) — ompexneneHue MOMYCTHMOTO YPOBHS PUCKOB (TO €CTh TOTO YPOBHS
PHUCKOB, KOTOPBIH IPUEMIIEM );

2) — OlLIEHKAa BEPOSITHOCTH BOZHUKHOBECHHUS KaXI0TO PUCKA;

3) — MPHUCBOCHHUE CTOUMOCTH KXKJOMY PHUCKY;

4) — paccTaHOBKA MPHOPUTETOB.

15.Bpibepute MpaBWIBHYIO MOCJIEAOBATEILHOCTh JTAloOB IO  CO3JIAHHIO
CHUCTEMBI 3aIUThI IEPCOHAIIBHBIX TAHHBIX:

1) OmbITHAs U MPOMBINIICHHAS SKCILTyaTallHsI
2) TIpoekTHbI# 3Tamn

3) ATTecTanms WiH IeKIapHPOBaHHE

4) IpeanpoeKTHBIN 3Tar



16.Bribepute npaBmwIbHYIO MOCJIEI0BATEIBHOCTh 3TAMOB pa3pabOTKu mpoduis
3aIUTHI.
1) Ananu3 cpenbl npuMeHeHus UT-nipoxykTa ¢ TOYKU 3peHUst
0€30MacHOCTH.
2) Bp100p npoduiis-mpoToTHIIA.
3) CuHre3 TpeOOBaHUIA.

17.BpiOepute  MpaBWIBHYIO  MOCIEAOBATEIBHOCTH  JTAlOB  3aIUTHI
uHbopMaluy, HHPOPMAIMOHHBIX TEXHOJOTUH U aBTOMAaTU3WPOBAHHBIX
CUCTEM OT aTaK:

1) AHanu3 PHUCKOB I aKTHBOB OPTraHW3AIlMH, BKIIOYAIOIIUN B ceOs
BBISIBJICHUE ILIEHHBIX AKTUBOB M OLEHKY BO3MOXHBIX IOCJEICTBHIA
peanu3anny aTak ¢ UCIO0JIb30BAHUEM CKPBITBIX KaHAJIOB

2) Peanmzanusi 3amMTHBIX MEp IO MPOTUBOACUCTBHIO CKPHITHIX KaHAJIOB

3) Opranuzanusi KOHTPOJIS 32 MPOTHBOICHCTBUEM CKPBITHIX KaHAJIOB.

4) BbISBICHUE CKPBITBIX KAHAJIOB M OICHKA MX OIACHOCTH JJIsI aKTHBOB
OpraHu3aluu

18.Bp10epuTe npaBUiIbHYIO MTOCIEA0BATEILHOCTD ATANOB MIPOLIECCa YIIPaBICHUS
pUCKaMHU:

1) Unentudurkanms akTHBOB U IICHHOCTH PECYPCOB, HYKIAIOIIMXCS B
3aluTe;

2) AHamu3 yrpo3 ¥ UX MMOCIIEICTBUH, OTIpeICIICHHEe CIIa00CTEH B 3aIHTE;

3) Knaccugukaius puckoB, BEIOOP METOOIOTHU OLIEHKU PUCKOB H
POBEJCHUE OIEHKU;

4) Bp10op, peanu3anus ¥ MpoBepKa 3alluTHBIX Mep;

5) OueHka 0CTaTOYHOTO PHUCKA;

6) BbiOop aHaTM3UpyEeMbIX OOBEKTOB U CTEIICHH JCTATBHOCTH UX
paccMOTpeHus;

19.Bre10epuTe Mocaen0BaTeIbHOCTh MPOBECHUS MOACIUPOBAHUS YTPO3:
1) OmnpeneneHrne HETaTUBHBIX IOCICACTBUH OT yrpo3 0e30macHOCTH
uH(bOopMaIuu.
2) Onpenenenue 00BEKTOB BO3ICHCTBUS
yrpo3 6€30nacHOCTH UHPOPMAIIUH.
3) OrieHKa BO3MOXKHOCTH Peai3allii yIPo3 U UX aKTyaabHOCTH.

20.YcTaHoBUTE ATAITBI IPOIECCHON MOICITH.
1) TIpoBepka.
2) TlnanupoBaHue.
3) Peanuzanus
4) JleiicTue.



IIkana oueHWBAHUSI Pe3yJbTATOB TECTHPOBAHHUSA: B COOTBETCTBUU C
JEUCTBYIOIIIEH B YHUBEpPCUTETE OalIbHO-PEHTHHIOBON CHCTEMOM OIEHUBAHUE
pe3yibTaTOB MPOMEKYTOUHOM aTTeCTallMd OOYy4YaloIMXCs OCYIIECTBISIETCS B
pamkax 100-0aympHOM  mIKanbl, NpPU OSTOM MaKCUMAJbHBIA  Oalm Mo
MPOMEXKYTOUHOM arrecTaliui OOydYarolmuxcsi 1Mo O4yHOM QopMe oOydeHus
cocTaBiisieT 36 OaIoB, MO OYHO-3a0YHOM M 3a04HOM (opmam oOydenus — 60
6ayutoB (yctanosiieHo nosioxkenuem 11 02.016).

MaxkcuManbHbIN Oasll 32 TECTUPOBAHHUE MPEACTABISET COOOM Pa3HOCTh BYX
YHcell: MaKCUMaJNbHOrO Oajuia 1Mo MNPOMEXYTOYHOW aTTecTalluu ISl JaHHOU
dbopmbl 00yueHus (36) U MaKCHUMaJILHOTO Oajura 3a pemeHne KOMIETEHTHOCTHO-
OpPUEHTUPOBAHHOM 3a1auu (6).

bamn, mnomydyeHHbli oOydamOmIUMCA 3a TECTUPOBAHUE, CYMMHPYETCS C
OaJIJIOM, BBICTABJIECHHBIM €MY 32 PEIICHHE KOMIIETEHTHOCTHO-OPUEHTUPOBAHHOM
3aJ1auH.

OOwuit 6amym Mo MPOMEXYTOUHOM aTTecTalli CyMMHpYeTcs C Oaiiamu,
MOJy4YEHHBIMU 00YYaIOIIKUMCS [0 pe3yJIbTaTaM TEKYILEro KOHTPOJIs yCIeBaEMOCTH
B TEUEHHE CEMECTPA; CyMMa OaJlJIOB MEPEBOIUTCS B OLIEHKY MO 5-0ajulbHOM IIKaJie
CJIEYIOIUM 00pa3oM:

CootserctBue 100-0a/U1bHON U 5-0aJIBHOM KA

Cymma 6GamioB no 100-6annbHOM Ouenka 1o 5-0anapHOM 1IKaie
TIIKaje

100-85 OTIINIHO

84-70 XOpOUIO

69-50 YIAOBJIECTBOPUTEIHLHO

49 u menee HEYAOBJIETBOPUTEIHHO

2.2KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE 3AJIAYA

1. B nedrarpammHOl cetn Mexay y3namu A u B cymectByer Tpu
IIOTOKA ¥ TPU aJbTEPHATUBHBIX MapmpyTa. MOKHO M HAPaBUTh KaXKAbIA TOTOK
10 OTAEIBHOMY Mapupyrty?

2. PeanuzyiiTe ynpaBnenuem arpudbyramu (paityioB 1 katosiaoros B Linux
KaTaJIor — IIOYTOBBIMN SIIIUK
3. PeanuzyiiTe ynpaBnenuem arpudyramu (paityioB 1 katosiaoros B Linux

BO3MOXKHOCTb IIPOCMOTpA U MEPIIIOCTPALIMH COAEPKUMOI0o Karaiora —

MOYTOBOTO — SIIIIUKA

4. Peanusyiite ynpasienuem atpuOyTtamu (aiiyioB u katosioros B Linux

MOJIUTUKY BHUJIa «aIMUHUCTPATOP TPYIIIIHI — YWICHBI TPYIIIHD)

S. PeanuzyiiTe ynpasinenueM atpuOytamu (aidjaoB v KaTojoros B Linux
oOmuii daiin s ooMeHa uapopmalmenn Mex 1y moJib30BaTelIsIMU

6. PeanuzyiiTe ynpasinenuem arpudyramu (paityioB u karoioros B Linux

BO3MOXXHOCTh TPOCMOTpa MW TMepirocTpanuu oodimiero (Qaitna st odmeHa
uH(popManuen Mexay MoJIb30BaTEIIMU




7. OnpenennTs MUHUMAJIBHYIO IJTMHY KOJAOBOIO CJIOBA C BO3MOKHOCTBIO
UCIIpaBJeHUs] 3-X KPaTHBIX OLIMOOK MPU KOAUPOBAHWMU MHGPOPMALMU JJIUHON 32
our.

8. C xakoil MaKCUMaJIbHOH CKOPOCTHIO MOTYT OOMEHUBATHCS JaHHBIMU
JIBa y3J1a B CETH, €CIM CETh INOCTPOEHA Ha pa3/eliieMOd cpelie C MPOIYyCKHOU
criocoOHOoCThIO 8 MOUT/C 1 cocTouT U3 120 y3710B.

Q. C kxakoil MaKCUMaJIbHOW CKOPOCTHIO MOTYT OOMEHUBATHCS JaHHBIMU
JIBa y37la B CETH, €CIIM CETh MOCTPOEHA Ha pa3JeNsieMON cpele C MPOMyCKHOU
criocobHOCTRIO 10 MOUT/C M coctouT n3 50 y3710B.

10. C xakoil MakCHUMallbHOW CKOPOCTBHIO MOTYT OOMEHHBATHCSA JTaHHBIMU
JIBa y37la B CETH, €CIU CETh MOCTPOEHA Ha pa3JeisieMON cpele C MPOMyCKHOU
crocobHOCThIO 10 MOUT/C 1 coctonT n3 80 y3710B.

11. Ecnu Bce KOMMYHUKAallMOHHBIE YCTPOIMCTBA B IPUBEAEHHOM Ha puc. |
(dparMeHTe ceTu SBISAIOTCA KOHLEHTPAaTOpaMHU, TO Ha KaKUX MOpPTax MOSIBUTCS
KaJIp, €CJIM €ro OTIPaBUIJI KOMIIbIOTEP A KoMIbIoTepy B?

—— 18

12, OnpenenuTe  MakCUMajbHYK  JUIMHY  KOAOBOIO  CJIOBA  C
BO3MOXXHOCTBIO HMCHpaBJIEHUS 3-X KpaTHBIX OIIMOOK TMpU KOAUPOBAHUU
uH(popMauu JJIMHON 32 OUT.

13. OnpenenuTe  MakCUMalbHYK  JUIMHY  KOAOBOIO  CJIOBA  C
BO3MOXKHOCTBIO ~ HCIIpPaBIE€HUS 3-X KpPAaTHBIX OMIMOOK TIPH  KOJAMPOBAHUU
uHdopMaIuu JIMHOM 16 OuT.

14, Ecnu Bce KOMMyHHKAIIMOHHBIE YCTPOIMCTBA B IPUBEJCHHOM Ha puc. 1
dbparmMeHTe ceTu SBISIOTCS KOMMYTAaTOpPaMH, TO HA KaKMX MOPTaxX MOSBUTCS KaJp,
€CJIM €ro OTIPaBUI KOMIbIOTEP A KOMIIbIOTEPY B?

15. CeTb MOXET mepenaBaTh HaHHBIE B JBYX pEXKHUMax: C MOMOILIbIO
JedTarpaMM M IO BUPTYyalibHbIM KaHayiam. Kakue cooOpaxeHus Bbl Obl MPUHSIN
BO BHUMAaHWE TPH BBIOOPE TOTO WM WHOTO PEKHUMA JIJIS TTepeAadn BallluX JaHHBIX,
€CJIM TJaBHBIM KpUTEpHEM BBIOOpaA IS Bac SBISETCS CKOPOCTh M HAACKHOCTh
JIOCTaBKHU?

16. B cetn, mommepkuBaronieli TEXHUKY BUPTYaIbHBIX KaHAJIOB, MEXKITY
y3namu A u B cymiectByer Tpu NOTOKa M TPU ajlbTEPHATHUBHBIX MapIIpyTa.
MoHO JI1 HaMPaBUTh KaXKAbIA MOTOK MO OTACIHBHOMY MapuipyTy?

17. Ecnu Bce KOMMYHUKAIIMOHHBIE YCTPOICTBA B MPUBEJAECHHOM Ha puc. 1
dbparmMeHTe ceTu SBIAIOTCS KOMMyTaTOpaMu, KpPOME OJHOTO KOHIIEHTpaTopa, K



KOTOPOMY IOJIKITIOYCHBI KOMITBIOTEPHI A 1 B, TO Ha KakuX moprax MOsIBUTCS KaJp,
€CIIU €T0 OTIIPABHJI KOMITbIOTEp A KomIbloTepy D?

18.  C kakoif MakCHMaJbHOW CKOPOCTHIO MOTYT OOMEHHMBATHCS TAaHHBIMH
JIBa y3Jla B CETH, €CJIM CETh MOCTPOEHA Ha pPa3lesieMOil cpeie C MPOIMyCKHOM
criocoOHOCTHIO 9 MOUT/C 1 cocTouT U3 50 y3I10B.

19.  C kakoif MakCHMaJbHOW CKOPOCTHIO MOTYT OOMEHHMBATHCS TAaHHBIMH
JIBa y3Jla B CETH, €CJIM CETh MOCTPOEHA Ha pPa3leisieMOil cpeie C MpOIyCKHON
cnocobHocThI0 8 MOuT/C 1 coctout u3 180 y3110B.

20.  C kakoif MaKCHMaJbHOH CKOPOCTHIO MOTYT OOMEHUBATHCS JTaHHBIMHU
JIBa y37la B CETH, €CIIM CETh MOCTPOEHA Ha pa3JeNsieMON cpele C MPOMyCKHOU
cnocobHocThio 10 MOuT/c u coctout u3 180 y3m0B.

IIIkana OUeHUBAHUS PeIICHUA KOMIETEHTHOCTHO-OPUEHTHPOBAHHOI
3aJ1a44: B COOTBETCTBUU C JICUCTBYIOIIEH B YHUBEPCUTETE OaIbHO-PEHTHHTOBOM
CUCTEMOM OIICHMBAaHUE PE3yJbTAaTOB MPOMEKYTOUHOU aTTECTAIMH OOYyYaronIuXcs
ocymiecTBisieTcs: B pamkax 100-0ayuibHOM MIKaJIbI, IPU 3TOM MaKCUMAaIbHBIA Oali
M0 TMPOMEXKYTOUHOM arTecTaluu OOydaronmmxcs Mo O4Hou ¢opme oO0ydeHus
coctaBisier 36 0amioB, MO OYHO-3a0YHOM U 3a04yHOM (hopmam oOyudenus — 60
(ycranoneHo nojoxxkenueM I1 02.016).

MakcuManbHOE€ KOJMYECTBO 0a/liOB 3a PEIICHHE KOMIIETEHTHOCTHO-
OpPUEHTHUPOBAHHOM 3a1aun — 6 OaIOB.

bain, mnosydeHHbIH OOyYalomMMCS 3a PEIICHHE KOMIIETEHTHOCTHO-
OpPUEHTUPOBAHHOMN 3aJauu, CYMMHUpPYETCS C 0ajjoM, BBICTABICHHBIM €My IO
pesyapTaraM  TecTupoBaHus. OOmmMil Oaml NPOMEKYTOYHOW — aTTecTaluu
CyMMHUpYETCSi C OaylamMu, TMOJYy4YeHHBIMU OOydYarolMMCs IO pe3yJibTaTaM
TEKYIIEro KOHTPOJII YCIIEBAEMOCTH B TEUYEHHME CEMecTpa; cyMMa O0asuioB
MIEPEBOIUTCS B OLICHKY IO 5-0a/UIbHOM IIKaJIE CICTYIONIUM 00pa3oM:

Cootsercrtue 100-0a/u1bHON M 5-0aJIBHOM KA

Cymma 6ammioB 1o 100-6amipHoM mkaie | Ouenka 1o 5-0amipHoM 1Kae
100-85 OTIINYHO

84-70 XOpOIIO

69-50 yJIOBJIETBOPUTEIIHHO

49 u meHee HEYJOBJIETBOPUTEIBHO

Kpurepuu oneHuBaHusi pemieHUs1 KOMIETEHTHOCTHO-OPUEHTUPOBAHHOM
3agauM (HIKECIEAYIOINE KPUTEPUU OLICHKU SIBJISIIOTCS MPUMEPHBIMH U MOTYT
KOPPEKTUPOBATHCS):

6-5 ©0a/uI0B BBICTaBIsACTCS OOydYarOLIEMYCs, €CJIU pEIICHUE 3aJadyu
JIEMOHCTPUPYET TIIyOOKO€ MOHMMaHHE OOyYarolUMCs MPEII0KEHHON MPpoOJIeMbl
U Pa3sHOCTOPOHHEE €€ pacCMOTpPEHHE, CBOOOAHO KOHCTpyupyemasi padoTa
MPEJCTABIAET COOON JIOTUYHOE, SICHOE€ M TPU 3TOM KpaTKoe, TOUHOE OIHCaHUe
X0/1a peuieHus 3afgauu (MoCJIeI0BaTeIbHOCTH (MM BBITIOJTHEHHUS) HEOOXOAUMBIX
TPYAOBBIX JEUCTBUN) U (POPMYIHUPOBKY JAOKA3aHHOTO, MPABHIHHOTO BBIBOJIA




(oTBeTa); MPU FTOM OOYUAIONMTUMCS MPEUIOKEHO HECKOIHKO BAPUAHTOB PEIICHUS
WM OpUTHHAIBHOE, HeCTaHJapTHOE peleHue (i Haubosee rhPpeKkTUBHOE, WU
HamOoJiee palMOHAIbHOE, WM ONTUMAJLHOE, WM EAMHCTBEHHO IPABUIIBLHOE
pelieHune); 3ajada pelieHa B YCTAHOBJICHHOE MPENoAaBaTeieM BpeMs WIH C
OTIepEKEHUEM BPEMEHHU.

4-3 Oanya BBICTABISETCS OOydYarolleMycsi, €CIU pelleHue 3aJaduu
JEMOHCTPUPYET MOHUMAaHHE OOYYaIOMIMMCS MPEJIOKEHHOU MpOOJIeMbl; 3ajaya
pellieHa TUIOBBIM CITIOCOOOM B YCTAHOBJIGHHOE MPEIOAaBaTelIeM BpeMs; UMEIOT
MecTo obmme ¢pa3sl U (UIM) HECYIIECTBEHHBIE HEOYETHl B OMHCAHUU XOJIa
peleHus u (Uin) BeIBoJA (OTBETA).

2-1 ©Oanja BbICTaBIsACTCS OOydYaromeMycs, €CIM pEIICHHe 3aJadyu
JIEMOHCTPHUPYET TOBEPXHOCTHOE TMOHUMAaHHE OOYyYaIoIUMCs MPeaIoKEeHHON
npoOJieMbl; OCYIIECTBIICHA IMOMBITKA IA0JIOHHOTO PELICHHs 3aJadyd, HO TMpH ee
pelIeHur  JIONMYyIIeHbl  OMUOKKM ¥ (WJIM) TPEBBINICHO  YCTaHOBJIEHHOE
MpernojiaBaTesieM BpeMs.

0 ©0anoB BBICTaBISIETCA OOyYaloOlEMyCsi, €CJIM pelIeHUuEe 3aJlayu
JEMOHCTPUPYET HEMOHUMaHUE 00YyJaroNUMCs MPEI0KEHHON TPOOIeMBbl, U (HIIN)
3HAUUTEILHOE MECTO 3aHUMAIOT OOIIMe (Ppa3bl U TOJIOCIOBHBIE PACCYKICHUS, U
(unn) 3a1aya He pelieHa.



