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1 OHEHOYHBIE CPEJACTBA /UIA TEKYWEI'O KOHTPOJIA
YCIIEBAEMOCTH

1.1  BOIIPOCHI JlV/TA YCTHOI O OIIPOCA

Tema 1. OcHOBHBIE ACHEKTHI MOCTPOCHUS CHCTeMbl HH(OPMALMOHHOM
0€30IaCHOCTH.

1. [lepeunciure OCHOBHBIE METO/bI U CPEJICTBA 3AIUTHI HH(OPMAITUH.

2. [Jalite onpeneneHuss KOOUPOBAHUS U JEKOAUPOBAHUA.

3. Kak ocymiecTBisieTcsl 3a1uTa OT HECAHKIIMOHUPOBAHHOTO JOCTyIA K
JTaHHBIM?

4, OxapakTepu3yiTe Kj1acchbl 0€30MaCHOCTH KOMITbIOTEPHBIX CUCTEM.

S. Chopmynupyiite ornpeaesieHue 3IeKTPOHHON ITUGPOBOM MOAITUCH.

6. Kakue pecypcbl cuCTeMbl AOHKHBI OBITh 3alUINAEMbl M B KakKOH
CTEIECHU?

7. KakoBa nomkHa OBITH TNOJIHAS CTOMMOCTh pEANIM3alUU 3allUThl U
3aTpaThl HA SKCIUTYaTALMIO C YYETOM NOTEHIUAIBHBIX YIPpOo3?

8. Kaxkue yrpo3sl 10JKHBI OBITh YCTPAHEHBI U B KAKOW Mepe?

Q. Yo npenaronaraeT cTaTH4eckasi 1eJI0CTHOCTh HHGopMaun?

10. C moMomipto KaKuX CpeJICTB JI0DKHA OBITh pealii30BaHa 3ammTa?

Tema 2. Meponpusitusi o 3amure HHGOpMALUHN.

1. Kakue mexanusmbl oOecrieueHust 6€301acHOCTH CYIIECTBYIOT?

2. [lepeuncnure OCHOBHBIE TEXHOJIOTUYECKHE MEPOIPUSATHUS
KOMIUIEKCHON CUCTEMBI 00ecrieueHns: HHPOPMallMOHHON 0€3011aCHOCTH.
Kaxkue npo6iembl nHOOpMAITMOHHONM 0€30MaCHOCTH BBI 3HAETE?
Cocrapnstomue nHGOPMAIMOHHON O€30MaCHOCTH.
Cucrema popmupoBanusi ”HGOPMAIITMOHHON O€30MACHOCTH.
Kakue cyiecTByroT MOJENH 3alMThl HH(OpMAIIU?
Yro mpeamnonaraeT AMHaAMAYECKas IIEJIOCTHOCTh HHPOpMAITHH?
[TonsiTHEe KOH(UIEHINATEHOCTH B MTH(POPMALIMOHHON 0€30MacHOCTH.
[lepeuncnure OCHOBHBIE MEPOIPHUATHS OpraHu3aluud padoT TIo
00ecCIeueHuI0 3aIUThl HTHHOPMAIIUH.

10. Kakue cymecTByloT ypoBHH (opmupoBaHus HHGOPMAIIMOHHON
oe3omnacHocTU?

CoOoN Ok~

Tema 3. TpeOoBanus k apxutektype TKC paas ofecnevenus
0e30macHOCTH ee (PYHKIMOHMPOBAHUS.

1. [IpaBWIBHO MOCTPOEHHAS APXUTEKTYpa peliaeT HEKOTOpbIe TPOOIEMbI
b cerein?
2. [lepeuncnure TpeOOBaHUs, NPEIBSIBISIEMbIE K CHCTEMaM 3alllUThI

uH(popManuu.



3. Hepe‘-II/ICJ'II/ITe OCHOBHBIC MCTOJbI M CpCACTBA oOecreueHus 341U ThI

nHpopmaruu.

4.  Yro BKIIOYAIOT B ceOs OpraHM3alMOHHBIE CPEICTBa OOECIEUCHMUS
3aIUThl HHpOpMALIUU?

5. XapaktepucTtuka cucteMbl oOHapyskenus Bropxkenuit (COB).

6. OCHOBHBIE METO/IbI 3AIIUTHI OT aTaK Ha CETEBYIO MHPPACTPYKTYPY.

7.  XapakKTepucTHKa TEXHUYECKUX MEP 3aIIUThl OT CETEBBIX aTak.

8.  Uro BKiIO4arOT B ce0s MpOrpaMMHO-ammapaTHbIe CPEICTBA 3alIUThHI
uHbopMaruu?

9. PykoBogsumii  okymeHT «Knaccupukanuss aBTOMAaTH3UPOBAHHBIX
CHCTEM.

10. UYto BKJIIOYAIOT B ce0s MHIKCHEPHO-TEXHUUYECKHUE CPEICTBA 3AIUTHI
uHbopMaiuu?

Tema 4. OueHOYHBIE CTAHAAPTHI U TEXHUYECKHE criennPpuKanmnu.

1. Kommnieke mokymentoB banka Poccun CTO BP UBBC, kpartkas
XapakTepucTuka, nokaszareian Mb. CriocoObl olleHnBaHus IOKa3aTeNEeH.

2. [lonsiTne «craHpapT», KpaTkasg xapakrepuctuka «OpaHXeBOon
KHUTI».

3. YTo nOHUMAETCS MOl TEPMUHOM «ITOJIUTHKA O€301acHOCTH»?

4 Xapakrepuctuka crannapra 'OCT P MCO/M3K 15408

S. YT0o noHUMAETCs M0l TEPMUHOM «YPOBEHb FrapaHTUPOBAHHOCTU»?

6 [lepeuncirure METOABI U CTAaHAAPTHI MIK(DPOBAHUS.

7 Onumute cranaaptel 6e3onacHoct (WPA, WPA?2). VPN.

8. Yro MOHUMAETCs noj TEPMUHOM «orepanuoHHast
rapaHTUPOBAHHOCTHY»?

Q. MexayHaponnble ctaHgapTel MeHemxkmeHnTa Wb cepuu ISO 27000.
Mogaens PDCA, crangaptsl NIST.
10.  Kakwue kaccel cTaHapToB 0€30MMaCHOCTH BhI 3HaeTe?

Tema 5. Kpurepunm ouneHkn 0Oe3onacHocTH HMHGPOPMAIHOHHBIX
TEXHOJIOTHH.

1. Onummrre nepapxuro cymHocter B "Kpurepusax oneHkn
0e30macHOCTH UH(POPMALIMOHHBIX TEXHOJIOTUI" .

2. Ha3oBuTe 0CHOBHBIE TEPMHUHBI, OITUCAHHBIE B "KpHUTEpHIX OLIEHKN
0e30macHOCTH UH(POPMALIMOHHBIX TEXHOJIOTUI" .

3. OnummTe CTPYKTYpy KIlacca «IPUBATHOCTHY.

4. OnummTe CTPYKTYpy KIacca «HMCIOIb30BAHUE PECYPCOBY.

d. Urto Takoe TpeOGoBaHUs TOBEpHs OE30MACHOCTH U ISl Y€T0 OHU
HYKHBI?

6.  Uro Takoe ypoBHM q0Bepusi?

7. Kakwue cy1iecTBy0T MeXaHU3MbI OOecTieueHus1 Oe301MacHOCTH B

pacrpenenéHHbIX cucTeMax?



8. Kakwue 3 cocraBustoniux nHGOpMalMOHHON 0€30MacCHOCTH BbI 3HAeTe?
9.  Uro sBnsieTcst KputepueM 0e30macHOCTH?

Tema 6. PyxkoBoasimue 1okymMmeHThl ®CTIK Poccum.

1. Kakue pyxoBogsamue nokymeHTol @CTOK Poccum cymectByror?
[TonsTue "rocynapcTBeHHas TaiiHa'.

2. Yro kouTpoaupyer PCTIK?

3. PyxoBomsmmii nokymeHT «Knaccudukamusi Mo ypOBHIO KOHTPOJIS
OTCYTCTBUSI HEJEKIApPUPOBAHHBIX BO3MOXXHOCTEI», XapaKTEpUCTHKA, OCHOBHBIC
MOMEHTHI.

4, Yro takoe cepruduxar DCTIK?

Ko pykoBogutr ®CTIK?

Kto perynupyet nedareabHOCTh B 00J1aCTH 3alUThI HHpOpMauu?
Uem otmmaaercs PCTIK ot pcod?

Kto Brinaer nmuuenzuo ®CTIK?

Komy noguunsiercss ®CTIOK Poccun?

10. PyxoBomsamuii mokyMmeHT «CBT. Ilokazarenu 3amumennoctu ot HCJJ
K UH(QOpMaIIUN», XapaKTePUCTUKA, OCHOBHBIC MOMEHTHI.

©ooNO O

Kputepumn onenku:

4 6asa (MM OIEHKA «OTJIMYHOY) BBICTABJISAETCS 00yJaronemMycsi, €ciii OH
JEMOHCTPUPYET TIyOOKOE€ 3HAHWE COJEpP)KaHHWS BOIPOCA; JAeT TOYHBIC
OTIPEJICTICHUS] OCHOBHBIX TOHSTHI; apTyMEHTHPOBAHHO M JIOTHUECKH CTPOWHO
u3JaracT ydeOHBIM MaTepHwall, WIIIOCTPUPYET CBOW OTBET aKTyaJbHBIMU
npuMepaMu (TUTOBBIMH W HECTAHIAPTHBIMH), B TOM YHCIIE CaMOCTOSATEIHHO
HaWJICHHBIMH; HE HYXKJIA€TCA B YTOUHSIOMUX U (WJIM) TOTOJHUTEIBHBIX BOMPOCAX
MIpErno/IaBaTelis.

3 0aju1a (UK OIIEHKA «XOPOIIIO») BBICTABIISIETCS 00yYaroneMycsi, €l OH
BIIAJICET COJIEPKAHUEM BOIIPOCA, HO JOIMYCKAaeT HEKOTOPhIE HEAOUEThI IIPU OTBETE;
JIOTYCKAaeT HEe3HAUYUTEIbHbIE HETOYHOCTU MPHU OINPEACICHUH OCHOBHBIX TMOHSTHH;
HEJI0OCTaTOYHO aprYMEHTUPOBAHHO U (UJTH) JIOTHYECKH CTPONHO M3JaraeT y4eOHbIN
MaTepHuat;, WUTIOCTPUPYET CBOM OTBET TUIIOBBIMU IIPUMEPAMH.

1-2 o6Ganna (WM OIECHKA  «YyJOBJIETBOPHUTEIHHO»)  BBICTABISICTCS
oOydaroremMycsi, €Clii OH OCBOMJI OCHOBHBIC TOJIOKEHUS KOHTPOJIUPYEMOU TEMHI,
HO HEJIOCTATOYHO YETKO JAeT OMNpeJeSCHWE OCHOBHBIX MOHITHUU U JAeDUHUIUN;
3aTpyAHSICTCS TIPM  OTBETAaX Ha  JOMOJHUTEIBHBIC BOMPOCHI, TMPHUBOIUT
HEJI0OCTAaTOYHOE KOJMYECTBO IMPUMEPOB ISl WIUTIOCTPUPOBAHUS CBOETO OTBETA;
HYKJIAeTCS B YTOUHSIOIIMX W (MIJIH) JOTIOJTHUTEIBHBIX BOMPOCAX MPEIo aBaTeIsl.

0 OamnoB (WM OIEHKA «HEYJIOBJIETBOPUTEIBHO»)  BBICTABIISIETCS
oOydJaromemMycsi, €Clii OH HE BJIAJCET COJCpKaHHUEM BOIMPOCA WU JIOMYCKAeT
rpyOble OIMMOKM;, 3aTPyAHSIETCS JaTh OCHOBHBIE OINPEACIICHUS, HE MOXET
MPUBECTU WA MPUBOJUT HETPABUIILHBIE MPUMEPHI; HE OTBEUACT HA YTOUHSIOIIHE
U (WJIK) TOMOJIHUTENLHBIE BOMIPOCKHI TIPETIOIaBaTEeNsl WIIA IOMYCKAeT MPU OTBETE Ha
HUX IpyOble OLUIHOKH.



1.2 KOHTPOJIBHBIE BOITPOCHI K IPAKTUYECKHUM PABOTAM

KoHTposibHbIE BOMPOCH! K MpakTH4Yeckoil pabote Nel

1. Kakue ¢ynkiuu Boimonnser C3U npennpusTus s pelieHus 3a1a4y
3aIUThl HHpOpMALIUH?

2. Kak ctpouTtcst cTpykTypa MOJHOMACIITAOHONW CHCTEMbl OOecredeHus
0€30IacCHOCTH U 3alIUThl HHPOPMAIUH MPEATPUSTHS?

3. Kakne THmoBble  OpraHW3alliOHHBIE  CTPYKTYPHI  BXOIAT B
roCyJapCTBEHHYIO CUCTEMY 3aIlUThl HH(OpMAIUU?

4, Yro Brmovaer B cebs cuctema oOecredeHus: WHOOPMAIMOHHON
0e3onacHOCTH?

S. Kakue opransl oTBeyatot 3a obecneuenue b B ctpane?

6. Kakue 3 nonstus xapakrepusytor cuctemy Wb B kommanuun?

7. O uem [loxTpuna nHpopmaimonHon 6ezonacHoctu PO?

8. Haiite xapakrepuctuky ®PenepanbHoro 3akona ot 27 utons 2006 r. N
149-®3 «0O6 wundopMmanuy, HHGOPMAIMOHHBIX TEXHOJOTUAX M O 3allUuTe
uHbopmarun»?

Q. O yem @enepanbHbiii 3akoH OoT 6 ampenss 2011 r. N 63-®3 «O06
ANEKTPOHHON TOATUCH»?

KoHTpoJibHBIE BOMPOCHI K IPAKTUYECKOI paboTe No2

1. Kakue cyiecTBytoT METO/IbI paciyeTa MPOYHOCTH O00JIOYKHY 3aIIUTHI?

2. [IpokOMMEHTUPYHTE BBIpOKEHHE MJIsI ONpPENENCHUs MPOYHOCTH
MHOTO3BEHHOM 3aIUTHI TPH MPOTUBOCTOSTHIUHM HECKOJIBKUM HAPYIITUTEIISM.

3. Kakue BbIBOJBI MOXKHO CHI€JIaTh, €CJIM MPOUYHOCTH CJIA0CUIIIET0 3BEHA

3alUThl yAOBJIETBOPSIET MNPEIBIABICHHBIM TpPeOOBAaHUSM OOOJOYKM 3alUTHl B
nejoM?

4, Kakpe  Mepsl  TOBBINICHUS  MPOYHOCTH  3AIUTHI  MOYKHO
MMOPEKOMEH/IOBAaTh, €CIM 3BEHO 3alllUTHl HE YAOBIECTBOPSCT MPEIbSIBICHHBIM
TpeOOBAHUSIM?

S. Kakum 06pa3zom crucrema Oyiet crmocoOCTBOBATH 1eJsiM Ou3Heca?

6. TpeOyeT nmu pa3paboTKa CUCTEMBbI TEXHOJOTHUH, KOTOPAasl 10 3TOTO HE
WCII0JIb30BaIaCh B OpraHU3auu?

7. Kaxkue sTamns! orieHKH Bbl 3HaeTe?

8. Onummte pamku uHpopmanmonHoit Oe3zonmacHoctr NIST (NIST
CSF).

9. B dem 3akmoyaeTcsl CIOXHOCTh (PYHKIIMOHAIBHOTO TOCTPOCHUS

CUCTEMBI 3alIMThl 00beKTa HHPopMaTu3auu? [lpusenure npumepsi.

10. IIpuBemute ¢opMyny JUisi BBIUMCICHUS BeIUYMHBI  POTKH),
IIPOKOMMEHTUPYUTE €ee.

11. IlpuBenuTe mnpuMepbl MHOTO3BEHHOM CHCTEMBI 3allUThl OO0BEKTA
uH(pOpMaTH3aLIUN.



12. IIlpoxoMMeHTHUpYWTE BBIpaXEHHE [JIsI OMpENeieHUs] MPOYHOCTU
MHOI'03BEHHOM 3aIlUTHI IIPU IIPOTUBOCTOSIHUU OJHOMY HAPYLIUTEIO.

KoHTposibHBIE BOMPOCH! K TPakTHUYEeCKOil padboTe No3

1.  UYro pomkeH BKIOYAaThb OT4YET MO pe3yiabTaram oueHku CASE-
CpeacTB?

2. Ckounbko nokonenus CASE-cpencts cymectByer? OnumuTe ux.

3. Omnwummute Buabl knaccudukaun CASE-cpeacts.

4, Oxapaxrepusyiite kputepuu Beioopa CASE-cpencts.

S. Kakwue tpeboBanus npenbsaistorcs kK CASE-cpenctBam?

6. Kakune mnanpaBnenuss pas3Butusi CASE-cpeacTB  UCHONB3YHOTCS
Hanbosiee MHTEHCUBHO?

7. [To xakum kputepusim ouenuBaercas CASE-cpenctso ams UML?

8. Kak nenarcs CASE-cpenctBa no GpyHKIIMOHATEHOMY Ha3HAYCHUIO?

Q. Onummre apxutektypy CASE-cpeacTs.

10. Kakwue Texymue nmpo0iaemMbl CyIECTBYIOT B OpraHU3allud U Kak HOBas
CUCTEMA MOMOKET UX PEIIUTH?

11.  OmnwumuTe 3Tanbl MPOrpamMMsbl OlEHKH cooTBeTcTBUA Mb.

KoHTpoJsibHBIE BONPOCHI K IPaKTUUYECKOi paboTe No4

1. [lepeunciure OTIMYMS CEPTUDUIMPOBAHHBIX BEPCUU OT BepCUU
0OIIIETO MOJb30BaHUS.

2. Kaxk npoBogutcs ceprudukaiiusi CpeAcTB 3aliuThl HHGOpManu?

3. [TpoeKThl MEKTYHAPOIHBIX CTAHIAPTOB MO OOJAYHBIM BHIYUCIICHUSIM.

4, Onummrre cranaaptel U pykoBoacTBa CIIA.

5. OO6m1as KapTHHA BBEJICHHBIX B JICHCTBHE M OXKUJAEMBIX B OrbKaiiiee
BpeMsI CTaHJAPTOB M PYKOBOJICTB B 00JIACTH 00JJAYHBIX BBIYMCICHUM.

6. Poccuiickas cranmapTuzais o0JadHbIX BRIYMCICHUH U €€ TTPOOJIeMbl
Y MyTH PEIICHUS.

7. YTo nmoka3pIBalOT XapaKTEPUCTUKHU JAHHOTO CPEJICTBA 3aIUTHI?

8. MoXHO 7 yCTaHABIMBATh HAa CEPTUMOUIIMPOBAHHYIO ONEPAITMOHHYIO
CUCTEMY HeCepTU(PUIIUPOBAHHBIC TPOIYKTHI?

Q. Kakoii perynstop KOHTPOJHUPYET AaHHYIO 001acTh HH(POPMAITMOHHOM

Oe3omacHOCTH?

10. Kaxkas ocHOBHast mH(GOpMAIHS COIEPKHUTCS B cepTudukare?

Kpurepuu onenkmu:

5-6 0an10B (WM OIIEHKA «OTJIMYHOY») BBICTABIISIETCS 00yYarolIeMycsi, €Ciiu
OH JEMOHCTPHUPYET TIJIyOOKO€ 3HAaHUE COJACpXKaHUS BOIMPOCA; JAeT TOYHBIC
ONPEENECHUS] OCHOBHBIX NOHSTHI; apryMEHTUPOBAHHO M JIOTHYECKH CTPOHHO
u3naraer ydeOHBIH MaTepuali; WUIIOCTPUPYET CBOM OTBET aKTyalbHBIMHU
npuMepamMu (TUIOBBIMM M HECTAHJAPTHBIMH), B TOM YHCIIE CaMOCTOSATEIBHO



HaWJICHHBIMH; HE HYXKJIA€TCA B YTOUHSIOMUX U (WJIH) JTOMOJHUTEILHBIX BOMIPOCAX
Mperno/iaBaTe’is.

3-4 6anu1a (UM OIEHKa «XOPOIII0») BBHICTABIISIETCS 00yUYarOIIEMyCsl, €ClIi OH
BJIAJICET COJIEPKAHUEM BOIIPOCaA, HO JOMYCKAaeT HEKOTOPHIE HEJOUEThI IIPU OTBETE;
JIOMYCKAaeT HEe3HAUYUTEIbHbIE HETOYHOCTU TMPHU OINPEACIICHUH OCHOBHBIX MOHSTHUH;
HEJI0OCTAaTOYHO apryMEHTUPOBAHHO U (UJTM) JIOTHUECKH CTPOHHO H3JaraeT yueOHbIN
MaTepHuat;, WITIOCTPUPYET CBOM OTBET TUIIOBBIMU IPUMEPAMH.

1-2 ©Oanna (WM  OIEHKA  «YIOBJIETBOPUTEIBHO»)  BBICTABISCTCS
o0yJarolemMycs, eCiii OH OCBOMJI OCHOBHBIE TOJIOKEHUSI KOHTPOJIUPYEMOM TEMBI,
HO HEJOCTATOYHO YETKO JAeT OMNpECICHUE OCHOBHBIX MOHSATUH W Ie)UHHIIHIM,
3aTpyAHSICTCS TIPH  OTBETaX Ha  JOMOJHUTEIBHBIC BOMPOCHL, TMPUBOJIUT
HEJOCTAaTOYHOE KOJMYECTBO MPHUMEPOB IS HILITIOCTPUPOBAHMUS CBOETO OTBETA;
HYKJIa€TCS B YTOUHSIOMINX U (M) JOTIOJTHUTEIBHBIX BOMPOCAX MPEIO aBaTEIs.

0 oOammoB (WM OIEHKA «HEYJOBJIECTBOPUTEIBHO»)  BBICTABIACTCS
oOy4aroniemMycsi, €Clii OH HE BJIAJEeT COJEpKaHUEM BOIPOCA WU JIOMYCKaeT
rpyoble OIIMOKU; 3aTPyAHSIETCS JlaTh OCHOBHBIE OIPEACIICHUS;, HE MOXKET
MPUBECTU WK MPUBOJUT HETPABUIIbHBIC MPUMEPHI; HE OTBEYACT HA YTOUHSIOIIHE
U (WJIM) TOMOJIHUTENLHBIE BOIIPOCHI MIPEMNOIaBaTeNs WK JTOMYCKAeT MPH OTBETE Ha
HUX IpyObIe OLTUOKH.

2 OLEHOYHBIE CPEJCTBA JUIS TPOMEXYTOYHOM
ATTECTALIMM OBYYAIOLIUXCS

2.1 BAHK BOIIPOCOB U 3AJIAHU B TECTOBOM ®OPME

3ajanns B 3aKpbITOH popme

1. Crnenyroiiee CTpYKTypHOE TIOJIpa3/IeiIeHUE CITy>KObI 3alTUThI
uH(OpMAIUU OTBEYAET 3a MPOBEJACHUE pa0OT MO MOBBIIICHUIO KBaTU(UKAITUN
nepcoHana

1) T'pynma pexuma

2) I'pynmna oXpaHbl U COTTPOBOXKICHHSI
3) Texuuueckas rpyrmmna

4) JleTeKTUBHAs TpyIa

2. Crnenytoliee CTpyKTYpHOE TTOApa3AeieHUe CITY>KObI 3allUThI
WH(POPMAITUU OTBEYACT 32 OPTaHU3AINIO ITPOXO0/Ia TIEPCOHAJIA U IOCETHTENICH B
pa3TuYHbIC 30HBI 0€30MMaCHOCTH

1) T'pynma pexxuma

2) I'pynma oXpaHbl U COMTPOBOXKICHHSI
3) TexHuueckas rpyrmrmna

4) JleTeKTHUBHAs TpyIna



3. Cruenyroliee CTpyKTYpHOE TIOAPA3ICIICHUE CITY>KObI 3alI[UThI
UH(pOPMAIIMK OTBEYACT 3a HAOFOICHUE 32 00CTAaHOBKON BOKPYT OOBEKTA U HA €T0
TEPPUTOPUHN

1) I'pymma pexxuma

2) I'pymnma oXpaHbl U CONTPOBOXKICHHSI
3) Texuuueckas rpymnmna

4) JlereKTUBHAs TpyImna

4, Crnenytolee CTpyKTYpHOE TOAPA3ACICHUE CITYKOBI 3alIAThHI
UH(OPMAIINU OTBEYAET 32 KOHTPOJIb PA00OTOCTIOCOOHOCTH JIEMEHTOB CUCTEMBI
3alIUTHI U UX TPOBEPKE

1) I'pynma pexxuma

2) I'pynma oXpaHbl H COITPOBOXKICHHSI
3) Texuuueckas rpymnmna

4) JleTeKTHUBHAas TpyIna

5. Crenyromiee CTpYKTypHOE IOJIPA3ICIICHIE CITYKObI 3alUThI
uH(pOpMAIMK OTBEYALT 3a 00eCIIeYeHNH OE30IIaCHOCTH JISSITETBHOCTH 00BEKTA C
TIOMOIIBIO CUCTEM CUTHAIHM3AIIUK, HAOIIOICHHUS, CBSI3H

1) I'pynma pexxuma
2) TexHWYeckas rpyrima
3) JlerexTuBHas rpymma

6. Crnenytoliee CTpyKTYpPHOE TOAPA3ACICHUE CITYKOBI 3alUThI
nH(OpPMAITMU OTBEYACT 3a INTAHWPOBAHUE M TIPOBEICHNE MEPOIIPUATHHN TT0
CIIeIUAJIbHOM 3alIuTe 00BEKTa

1) I'pynma pexxuma

2) I'pynma oXpaHbl U COTTPOBOXKICHHSI
3) Texuuueckas rpymnmna

4) JleTeKTHUBHAas TpyIina

7. Crnenyroiiee CTpYKTypHOE TIOJIpa3/IeiIeHUE CITy>KObI 3alTUThI
MH(OPMAIIUY OTBEYAET 32 MPUOOPETEHHE U YCTAHOBKY Pa3IMUHBIX TEXHHYECKUX
CPEACTB ISl CITY>KObI 0€30MaCHOCTH

1) T'pynma pexuma

2) I'pynmna oXpaHbl U COTTPOBOXKICHHSI
3) Texuuueckas rpyrmmna

4) JleTeKTUBHAas TpyIa

8. Crnenyroiiee CTPYKTypHOE TIOJIpa3/IeiIeHUE CITy>KObI 3aITUThI
uH(GOpMaIlMU OTBEYAET 3a TEXHUUECKOE 00eCreueHne MEPOIPUITUIA JeTeKTUBHON
TPYIIITBI

1) TI'pynma pexxuma
2) I'pynma oXpaHbl U COMTPOBOXKICHHSI
3) TexHuueckas rpyrrna



9. OrpaHMYeHHOCTh aHAJN3a MEKCETEBOT0 IKpaHa
1) He MOeT BBINOIHATH ayTeHTH()UKAIIHIO TTOJIB30BATEIIS.
2) He MoxeT aHaIM3UPOBATh 3alTM(PPOBAHHbIC TPUKIIAHBIC TaHHBIC.
3) He MoxeT aHaIM3UPOBATh JAHHBIC TPUKIIAIHOTO YPOBHSI.
4) He mosxeT oTOpachIBaTh MaKETHI.

10.MesxceTeBble SKpaHbl MPUKIATHOTO YPOBHI MOTYT
1) BBIMOTHATH aBTOPU3AIUIO TTOJTH30BATEIS.
2) ABTOMAaTHYECKH PaCIO3HABATH HOBBIC MIPOTOKOJIBI.
3) BHINONHATE ayTeHTU(UKAITUIO TI0TH30BATEIIS.
4) ludpoBaTh TaHHBIEC TOJIE30BATEIS.

11.TTpokcu-1uII036I MPUKIATHOTO YPOBHS (BEIOEpUTE CaMOE TOUHOE

ONpeIeJICHUE, OJJUH OTBET)

1) Mmetot 6a3y HaHHBIX MOJIb30BATEINICH, KOTOPBHIM pa3pellieH TOCTYII K
3alUIIAEMOMY PECYpCY.

2) MMeroT MpoKCH-areHTa, IBJISFOIIEroCs MOCPEAHUKOM MEKIY KJIMEHTOM U
CEpBEPOM.

3) Nwmerot 6a3y ganHbIxX [P-aapecoB, ¢ KOTOPBIX pa3pelieH J0CTYII K
3alUIIaeMOMY PECYpPCY.

4) He paspsiBator TCP-coenunenue.

12.TTepcoHabHbIe MEKCETEBBIC IKPAHBI IS HACTOJIBHBIX KOMIIBIOTEPOB M
HOYTOYKOB yCTaHABJIMBAIOTCS
1) Ha mapmipytusaropax, KOTOpbI€ yKa3aHbl Ha XOCTE B KAYECTBE IILTI03a
110 YMOJTYaHHMIO.
2) Ha xoneuHbIx Toukax VPN.
3) Ha oTnenbHBIX KOMIIBIOTEPAX.
4) Ha xocTax, KOTOPbIC OHH 3alUINAIOT.

13.BriienieHHbIe TPOKCU-CEPBEPHI TIPETHA3HAYCHBI JJIS TOTO, YTOOBI
oOpabatbiBaTh Tpahuk
1) KOHKpETHOTO MOJIb30BaTEIIS.
2) KonkperHoro ypoBas mojenu OSI.
3) KoHKkpeTHOro ajipeca OTIPABHUTEIS.
4) KOHKpeTHOTO MPUKJIIAJHOTO MPOTOKOJIA.

14. Texnonorus UPnP, koTopast mo3BOJISIET MPUIIOKEHUIO, YCTAHOBJICHHOMY Ha
KOMITBIOTEPE 32 MEKCETEBBIM dKPAHOM, aBTOMATHYECKH 3aMpaninBaTh y
MEXCETEBOTO IKpPaHa OTKPHITHE OTPEICICHHBIX TTOPTOB
1) TTo ymoa4aHuIO J0JKHA OBITH pa3pelicHa.

2) JlomkHa OBITH BCET/Ia yCTAHOBIICHA HA KOMITBIOTEPE, HE TOHKHO OBITh
BO3MOXHOCTH €€ 3aIPETHUTD.
3) Ilo ymoyaHuto T0JKHA OBITh 3aMpeiieHa.



4) He nomkHA UCIOJBL30BATHCS HU B KAKOM ClTydae.

15.Bxoasmuii tpaduk, [P-agpecom momyyaresns B KOTOPOM SIBIISIETCS caM
MEKCETEBOM IKPaH
1) JlomkeH OJIOKMPOBATHCS, €CIIM TOJILKO MEKCETEBOM SKpaH HE
MPEIOCTABIISIET CEPBUCHI JIJISl BXOJAIIETO Tpaduka, KOTOpble TPeOYIOT
MPSIMOTO COETUHEHMUS.
2) JlomkeH Bceria OJIOKHPOBAThHCS.
3) JlomkeH Bcerna pa3peraThCesl.
4) JlomkeH pa3pemarbesi, €CIU B JIOKAJILHON CETH PACIIONIOKEHBI CepBepa,
JOCTYT K KOTOPBIM HEOOXOMM U3BHE.
16.Omnpenenenue 3KCTpaHET
1) Cetb, JIOTUYECKH COCTOSINAS U3 TPEX YACTEH: IBE MHTPAHET COCAMHCHBI
MEXTy COOOM uepe3 HHTEPHET ¢ HCroJib3oBaHneM VPN.
2) CeTb, IOTHYECKH COCTOSIIASI U3 IBYX JIOKAJBHBIX CETEH, MEKITY
KOTOPBIMH YCTaHOBJIEH MEKCETEBOM DKPaH.
3) Cetb, IOTHYECKH COCTOSIIAS U3 JIOKAJTbHOM CETH, IMEIOIICH BBIXOJI B
WHTEPHET YEpE3 MEXKCETEBOM 3KpaH MPUKIIATHOTO YPOBHSI.
4) CeTb, JIOTUYECKH COCTOSIIAS U3 JIOKATBHOM CETH, IMEIOIIEH BBIXOJ B
UHTEPHET Yepe3 NaKeTHbIA QUiIbTp.
17.ITpumepsl [P-anpecoB, KOTOpPbIE HE TOJKHBI TOSIBIATHCS B MAKETaX
1) 192.168.254.0
2) 0.0.0.0
3) ¢127.0.0.0 mo 127.255.255.255
4) 192.168.0.254

18.Ucnonb3oBanue GRE-TyHHENs 1715t cCOeIMHEHMSI IBYX JIOKAJIbHBIX CeTer
4epe3 MaruCTpalIbHYIO CETh

1) Ecnu HeoOX0IUMO TOCTaBUTh MAKET U3 TYMIMKOBOI'O CETMEHTa X B
TYNUKOBBIN cerMeHT Y, To MapuipyTtuzarop NAT nns cermenra X
uHKancyaupyer naket B [P-3aronoBok ¢ IP-anpecom momyuarens,
ycTaHoBJeHHbIM B [P-anpec xocra B cermente Y.

2) Ecnu HE0OX0AMMO JOCTaBUTH MAKET U3 TYMHKOBOTO CerMeHTa X B
TYINUKOBBIN cerMeHT Y, To MapupyTtuzatop NAT nnsa cermenra X HUKak
HE peoOpa3yeT MmakerT.

3) Ecnu HeoOXO0aMMO TOCTaBUTh IMAKET U3 TYIMTUKOBOT'O CerMeHTa X B
TYNUKOBBIN CerMeHT Y, To MapupyTtuszarop NAT mns cermenra X
MHKancyimpyer naket B [P-3aronosok ¢ IP-agpecom nosryuareis,
YCTaHOBJICHHBIM B I100anbHbIl [P-agpec ycTpoiicTBa, BHITOIHSIIONIETO
NAT g cermenTta Y.

4) Ucnonw3oanue NAT Bmecte ¢ GRE-TyHHEIEeM HEBO3MOXKHO.

19.Mapmpytuzatop NAT
1) PacmosioskeH Ha TpaHMIIe MEKIY ABYMS OOJIACTSMH apeCcOB U
npeoOpa3zyeT agpeca B [P-3aronoBkax Takum 00pa3om, 4TO MAKET



KOPPEKTHO MAapIIPYTU3UPYETCS TIPH MEPEX0JIe U3 OJHOM 00J1acTh B
JIPYTYIO.

2) PacronioskeH Ha TpaHHIe MEKAY ABYMS JOKAJIBHBIMHU CETSIMH C Pa3HbIMU
TpeOOBaHUSIMHU K 0€30TMaCHOCTH.

3) PacronioskeH Ha TpaHHIe MEXKAY JIOKAJbHOM CEThI0 U HHTEPHETOM.

4) PacroyiokeH Ha TpaHUIe MEKIY ABYMs 00JIACTAMU aJpECOB, B OJHOM M3
KOTOPBIX aJipeca MPUHAJIJICKAT YaCTHOM CETH, a B IPYTOi — BHEIITHEH.

20.0O1muuus aBoriHoro NAT ot TpaaunnoHHOro U AByHarnpasieHHOTo NAT

1) B nBoitHom NAT IP-aapeca He U3MEHSIOTCS IIPH MIEPECEICHUN
JedTarpaMMOl IPaHULbl IPOCTPAHCTBA AJPECOB.

2) B mBoitHoM NAT H3MEHSIOTCS TOJBKO aJipeca U3 BHEIIHEH CETH MTPH
IIEPECEUEHNHN IEUTarpaMMON IPaHULIbI IPOCTPAHCTBA APECOB.

3) B nBoiinom NAT IP-agpeca kak HCTOYHHKA, TaK U MOTydaTeIs
moauduiupytorcst NAT npu nepecedeHnn edTarpaMmMon rpaHuIlbI
IIPOCTPAHCTBA aPECOB.

4) B nBoiinom NAT U3MEHSIOTCS TOJNBKO aJipeca U3 YaCTHOW CETH TIPU
IIEPECEYCHNHN IeUTarpaMMON IPaHuULIbl IPOCTPAHCTBA aJPECOB.

21.NAT ucnons3yercs
1) B IPv32.
2) B IPv64.
3) B IPvo.
4) B IPvA4.

22. Cnenyroriee CTpYKTYPHOE MOAPA3ACIICHUE CTYKOBI 3aIIHTHI
nH(POPMAITMK OTBEUYACT 3a MPOBEPKY KAHIUAATOB IS ITpHeMa Ha paboTy Ha
00BEKTE

1) I'pynma pexxuma

2) I'pynma oXpaHbl U COTTPOBOXKICHHSI
3) Texuuueckas rpymnmna

4) JleTeKTHUBHAas TpyIina

23. Cnenyroriee CTPYKTYpPHOE MTOAPA3ACICHNE CITYKOBI 3aIIUThHI
WH(POpPMAIIUU OTBEYAET 3a MPOBEICHHUE CICIIHATBHBIX MEPOTPUSITHIH B OTHOILICHUH
(UpPM-KOHKYPEHTOB

1) T'pynma pexuma

2) I'pynma oXpaHbl U CONTPOBOXKICHHSI
3) Texuuueckas rpymnmna

4) JleTeKTHUBHAs TpyIina

24. Crnenyroriee CTPYKTYpPHOE MOAPA3IeICHNE CITYKObI 3aIIUThI
uH(OpPMAIMU OTBEYAET 32 KOHTAKTHI C IPABOOXPAHUTEIIBHBIMA OPraHaMH I10 BCEM
BOIIpocaM obecrnedeHrs 0€30MacHOCTH ACATEILHOCTH 00bEKTa

1) TI'pynma pexxuma



2) I'pynma oXpaHbl U COITPOBOXKICHHSI
3) TexHuueckas rpymmna

25. Cnenyroriee CTpyKTYpPHOE MOIPa3IeIICHHE CITYKOBI 3aIIATHI
WH(pOpMAIMK OTBEYALT 32 KOHTAKTHI C MPAaBOOXPAHUTEIHHBIMUA OPTaHAMU 110 BCEM
BOIIpOCaM o0ecTieueHus 0E30MaCHOCTHU IEATEITLHOCTH 00bEKTa

1) I'pymma pexxuma

2) I'pynma oXpaHbl H COITPOBOXKICHHSI
3) Texuuueckas rpymnmna

4) JlereKTUBHAs TpyIma

26. B 00s3aHHOCTH KaKOTO COTPYAHHKA BXOJUT pa3paboTKa U MOAIECPKKA
3¢ (HEKTUBHBIX MEp 3aIUTHI 0 00paboTKe MHPOPMAITIH 71T 00eCTIeUeHUS
COXpaHHOE JTAHHBIX

1) CoTpyaHHK rpymibl 0€30aCHOCTH

2) AnMuHHCTpaTOp OE30MACHOCTH CUCTEMBbI
3) AnMuHUCTpaTOp OE30MACHOCTH TaHHBIX
4) PyKOBOAMTENb IPYIIIbI

27. B 00s3aHHOCTH KaKOTO COTPYIHHUKA BXOJUT KOHTPOJb 32
BBITIOJTHEHHEM IJIaHA BOCCTAHOBJICHUS MOCIIEC UHIIMACHTa HH()OPMAIIMOHHOM
0e30MacHOCTH

1) CoTpyaHHK rpyIIbl 0€301HaCHOCTH

2) AamuHHECTpaTOp 0€30MAaCHOCTH CUCTEMBI
3) AaMuHHCTpaTOp 0€30MACHOCTH JaHHBIX
4) PykoBOAHTEb IPYIIIIHI

28. B 00s3aHHOCTH KaKOTO COTPYAHHUKA BXOJUT peasn3aliiis 1 N3MECHECHHE
CPEJICTB 3aIIUTHI TAHHBIX
1) CoTpyaHHK rpyIbl 0€30IaCHOCTH
2) AnMuHHCTpaTOp 0€30MACHOCTH CHCTEMBbI
3) AnMuHuCTpaTOp OE30MACHOCTH TaHHBIX
4) PyKOBOAMTENb IPYIIIIbI

29. B 00s3aHHOCTH KaKOTO COTPYJHHKA BXOJUT KOHTPOIb COCTOSTHHSI
3alUThl HA0OPOB JTAHHBIX
1) CorpyaHuk rpynibl 0€30MacHOCTH
2) AamuHHECTpaTOp 0€30MAaCHOCTH CUCTEMBbI
3) AaMuHHCTpaTOp 0€30MaCHOCTH JAHHBIX
4) PyKkoBOJIHUTENb IPYIIIIBI

30. B 00s13aHHOCTH KaKOTro COTPYIHUKA BXOJIUT OMyOJIMKOBaHHUE
HOBOBBEJICHUH B 00J1aCTH 3aIUTHI
1) CoTpyaHHK rpymibl 0€301MaCHOCTH
2) AamuaECTpaTOp 0€30MaCHOCTH CHCTEMBI



3) AamuHHCTpaTOp 0€30MMACHOCTH JaHHBIX
4) PyKOBOAMTENb IPYIIIbI

31. B 00s3aHHOCTH KaKOTro COTPYAHUKA BXOJUT XPAaHEHUE PE3EPBHBIX
KOITUH JTaHHBIX
1) CoTpyaHHK rpymibl 6€30MacHOCTH
2) AnMuHHUCTpATOp OE30MACHOCTH CUCTEMBI
3) AnmMuHHCTpaTOp 0€301MaCHOCTH JaHHBIX
4) PykoBOAHTEH TPYIIITHI

32. B o0s3aHHOCTH KaKOTO COTPYAHUKA BXOJUT KOHTPOJIb 32
BBITIOJITHCHUEM TIAHOB HEMPEPBIBHOM pabOTHI
1) CoTpymHHK rpyIIbl 0€30IaCHOCTH
2) AnMuHHCTpaTOp OE30MACHOCTH CUCTEMBbI
3) AnMuHHUCTpaTOp OE30MACHOCTH TaHHBIX
4) PyKOBOAMTENb IPYIIIbI

33. B 00s3aHHOCTH KaKOTro COTPYAHUKA BXOJAUT KOHTPOJIb 3aIUThHI
HAa0OPOB JAaHHBIX U MPOTPAMM
1) CoTpyaHHK rpymibl 0€30MaCHOCTH
2) AamuHHECTpaTOp 0€30MAaCHOCTH CUCTEMBI
3) AamMuHHCTpaTOp 0€30MACHOCTH JaHHBIX
4) PykoBOAHTEb TPYIIIHI

34. B 00s3aHHOCTH KaKOTO COTPYAHMKA BXOJUT OpTraHU3aIlis o0IIeit
MO/IICP>KKH TPYIT YIIPaBIICHUS 3aIIUTON M MCHEPKMEHTA B CBOCH 30HE
OTBETCTBEHHOCTH

1) CoTpyaHHK rpyIbl 0€30IHaCHOCTH

2) AnMuHHCTpaTOp 0E30MACHOCTH CHCTEMBbI
3) AaMuHUCTpaTOp OE30MACHOCTH TaHHBIX
4) PyKOBOAMTENb IPYIIIbI

35. KonmuecTBeHHBIN COCTaB CIIYy>KObI 0€30MTaCHOCTH 3aBUCHUT, TIPEIKIE
BCErO OT
1) Tuna nupKyIUpyroIeld B Hell KOHPUISHIIMATLHON HHpOpMaIum
2) Ot BO3MOKHOCTEH (PUPMBI
3) HopMmaTuBHBIX JTOKyMEHTOB PETYJISTOPOB
4) YuCIEHHOCTH IITaTa

36. K xakomy COTpyAHUKY MPEIBSIBISIOTCS CICIYIOIINE TPEOOBAHUS:
BhICIIIeE MPOdeCcCHOHATBHOE 00pa30BaHKE U CTaXK PAOOTHI B 00JIACTH 3aIIUTHI
uH(pOopMaIuu HE MEHEe S5 JIET, XOpoIliee 3HAaHNE 3aKOHOIATEIHHBIX aKTOB B 3TOM
00JIaCTH ¥ MPUHIIMAIIOB TIJIAHUPOBAHMSI 3AIUTHI

1) Hupexrtop
2) HauanbHuK Ci1y’>kObI 3a1iuTa HHPOPMAIIUU



37.

3)
4)
5)

CoTpyIHUK CEKTOpa OXpaHbl U peKUMa
AHaJIUTUK
CoTpyIHHUK CEKTOpa TEXHHUYECKOHN 3aIUThI

KTo BbIpabaThIBaeT NOJUTHUKY 0OECTIeUeHUS 3alUThl HH(OPMAIUHU U

oOecreuYnBacT ce peaﬂmaumo?

38.

39.

1)

1)
2)
3)
4)
5)
6)

Hupexrop

HavanpHuk cayxO0bl 3amuTa nuHpopmanuu
AHanuTHK

PykoBoautens rpynnsl

Opucr

AnMuHuCTpaTOp 6€30MaCHOCTH CUCTEMBI

KTO pyKOBOIUT ITpOBEICHUEM CITYKEOHBIX pacciieIOBaHUM?
Jupekrop

HauanbHauk ciyxObl 3auThl HHPOpMAITIH

AHaInTHK

PykoBouTENb TPYIIIIBI

IOpucr

AJIMHHUCTpATOp 0€30MacCHOCTH CUCTEMBI

KTO HecéT nepcoHaabHy0 OTBETCTBEHHOCTD 3 BBINIOJIHEHUE CITYKOOM

3aIUTHl HHPOPMALIUUA CBOUX (PYHKIUN?

40.

1)
2)
3)
4)
5)

HavanbHuk cay>k0bl 321U THI HH()OpMALUU
CoTpyaHuk cexTopa obecreueHus: 6€30MacHOCTH
AHaIUTHUK

PykoBoauTens rpymniibl

IOpucr

Kto pa3pabarbiBaeT pyKoBOIAIINE JOKYMEHTH U HHCTPYKIIMH 110

BOIpocaM 0€301acHOCTH?

1)
2)
3)
4)
5)

41.

1)
2)
3)
4)
5)

Jupexrop

HavanpHuK c1y>KObI 31U THI HHDOPMAITUU
CoTpyaHUK IpymIbl 6€30MacHOCTH
AHaIUTHUK

Opucr

KT0 oGecrneunBaeT pexum J0IycKa U AocTymna?
HavanbHuk cay»0sbl 3amuTa uHPopMauu
CoTpyIHUK CEKTOpa OXpaHbl M peKUMa
Cotpynuuk cekTopa obecrieueHus 6€30MacHOCTH
CoTpyaHUK rpyIiibl 6€30MacHOCTH
PykoBoauTens rpymibl



42. Kakoii U3 nepeurciaeHHbIX METOI0B OLIEHKH PUCKA OCHOBAH Ha
pacyeTax M aHaJIM3€ CTaTUCTUYECKUX MOKa3aTesein?
1) BeposTHOCTHBII METO.
2) Metox cuieHapueB
3) Y4er puCKOB IpU pacueTe YHCTON MPUBEICHHOW CTOMMOCTHU
4) AHanu3 4yBCTBHTEIBHOCTH

43. Kakoii U3 nepeurciaeHHbIX METOIOB OLIEHKH PUCKA 1aeT
NpeICTaBICHHE 0 HanboJIee KPUTUIECKUX (PAKTOPaX HMHBECTUIIMOHHOTO MPOEKTa?
1) TlocTpoeHue aepeBa penicHHMA
2) MeTton crieHapueB
3) Yder puUCKOB MpH pacyeTe YUCTOW MPHUBEICHHON CTOMMOCTH
4) AHanm3 9yBCTBUTEIHHOCTH

44, Kakoii U3 MepeyncICHHBIX METOJIOB OIICHKH PUCKA UCIOJIb3YETCS B
CUTyalusX, KOrga IPUHUMAEMbIE PELICHUS CUIIBHO 3aBUCST OT MPUHSTHIX pPaHEE U
OTIPEJICIISIIOT CIIEHAPHH JTaJIbHEHIIIETO Pa3BUTHS COOBITUIA?

1) MMuTaIriioHHOE MOJICTUPOBAHKE

2) BeposTHOCTHBIN MeTOT

3) Yuer puCKOB MPH pacyeTe YMUCTOM MPUBEICHHON CTOMMOCTH
4) TlocTpoeHHe IepeBa peIcHuN

45. Kakum oOpa3om npu pacuere YUCTON MPUBEICHHOW CTOMMOCTH
MO>KHO YYHUTHIBATH PUCK?

1) B 3namenarene ¢popmynasl NPV mocpencTBoM KOPpEKTUPOBKU CTaBKU
JTMCKOHTA

2) Kombunanus ¢opmyn NPV mocpencTBOM KOPPEKTHPOBKH YHCTBIX
JICHE)KHBIX TTIOTOKOB

3) B uucnurene Gpopmynsl NPV mocpeacTBoM KOPPEKTHPOBKH YHCTHIX
JICHEKHBIX TTOTOK

4) Bce BapuaHTBI BEPHBI

46. Kaxoii U3 nepeunciaeHHbIX METO/I0B OLIEHKH PUCKa UCIOIb3YETCs B
CUTyalusX, KOrJga IPUHUMAEMBbIE PEIICHHS CUIIBHO 3aBUCAT OT IIPUHATHIX PAHEE U
ONPEAENSIOT CLEHAPHUH JTaJbHEHIIET0 pa3BUTHS COOBITUI?

1) MMuTariioHHOE MOJCITUPOBAHKE

2) BeposSTHOCTHBIN METOJ

3) Yuer pucKOB MpH pacyeTe YMCTOH MPUBEICHHON CTOMMOCTH
4) AHaiu3 9yBCTBUTEIHLHOCTH

5) IMocTpoeHwue aepeBa pelieHuit

47. Yto mpexacrasiusiet codoit cranmapt ISO/IEC 277997
1) CraHzapr 10 3aIluTe MePCOHATBHBIX JaHHBIX O 370POBBE .

2) Hosas Bepcus BS 17799C.
3) Ompenencuus 1t HOBoit cepuu ISO 27000.



4) Hosas Bepcust NIST 800-60.

48. Yto takoe CobiT u kak OH OTHOCHUTCS K pa3pabOTKe CUCTEM
MH(OPMAIMOHHON 6€30MaCHOCTH U MPOTpaMM 0€3011aCHOCTH?

1) Cnucok CTaHAApTOB, TPOLEAYP M TOJUTHK JUIA Pa3pabOTKH
IpOrpamMmbl 0€30MACHOCTH.

2) Tekymas Bepcus ISO 17799.

3) Crpykrypa, KoTopas Oblia pa3paboTaHa JUIsi CHHXKCHHUS BHYTPCHHETO
MOIIICHHIYECTBA B KOMIIAHUSX.

4) OTKpBITBIN CTaHAAPT, OTMPEACISIONININ eI KOHTPOJIS.

49. U3 kakux yeTtbipex AoMeHOB cocTout CobiT?

1) IlnanmpoBanne wu Opranmsanus, [IpuoOperenne u Brenperwe,
Okcrutyatanus u CornpoBoxxaenue, Mouuropusr n OneHka

2) IlnanupoBanue w Opranumzamwms, [logmepxka u Brenpenwe,
Okcrutyarauus u CornpoBoxaeHne, MoHUTOpuHT 1 OneHka

3) InanupoBanme wu Opranmszanus, [lpuoOperenue u Buenpenwue,
CompoBoxaenue u IToxkynka, Morutopunr u OneHka

4) Tlpuobperenue u Buenpenue, Dkcruryaraimuss u ConpoBOXICHHUE,
Mounurtopunr u OleHka

50.  CobiT 6511 pazpaboran Ha ocHOBe cTpykTypbl COSO. UTo siBNIsIeTCS
OCHOBHEBIMH 11e1IMHU U 3agayamu COSO?

1) COSO — 3T0 MoAX0a K YIPABJICHUIO PUCKAMH, KOTOPBIA OTHOCHTCS K
KOHTPOJIbHBIM 00BEKTaM U OM3HEC-TIpoIeccam

2) COSO oTHOCHTCS K CTpaTerHuecKkoMy ypoBHIO, Torma kak CobiT
OOJIBIIIE HAMPABIICH HA OTIEPAIIMOHHBIN YPOBEHB

3) COSO yuuThIBacT KOPIOPATUBHYIO KYJIBTYPY U pa3pabOTKy MOJUTHK

4) COSO - 3T0 cucTeMa 0TKa30yCTOWYMBOCTH

51. OCTAVE, NIST 800-30 u AS/NZS 4360 sBnsitoTcs pa3InyHbIMU
NOJIXOJJaMH K peajn3aluil YIpaBJIeHUs pUCKaMH B KOMITaHUAX. B uem
3aKJIF0YAOTCS Pa3IndMs MEXIY 3TUMHU METOJaMU?

1) NIST u OCTAVE sBasitoTCcst KOPHOPaTUBHBIMU
2) NIST u OCTAVE opuentupoBan Ha UT

3) AS/NZS opuentupoBan Ha UT

4) NIST u AS/NZS sBASIOTCSI KOPIIOPATUBHBIMU

52.Kaxk Ha3biBatoT poToko IPX, nepeHocsmuii JaHHbIE B HHTPACETh
(buIMaNoB NMpeanpUsITUS?
1) TIpoTokom-maccaxup
2) Hecymuii mporokos
3) IIpoTOKOJI TYHHETUPOBAHUS



53.Ut0, u3 nepevrciIeHHOro, TOHNMAETCS TI0]T TCPMUHOM YacTHAs
BUPTYaJIbHAsI CETh?
1) IIudpoBaHHBII TYHHEIb BHYTPH OOBIYHOM CETH.
2) JlokaybHas CeTh B 37aHUU.
3) IIporpamMMHBIH KOMIUIEKC IS IH(GPOBAHUSL.

54.0p1Ha 13 NpUYMH, IO KOTOPOM KOMMYTAaTOPBI HE I0JIKHBI HCIIOJIb30BaTHCS
JUIS IIPEOCTABJICHNS KAKUX-TM00 BO3MOKHOCTEN MEXKCETEBOI0 IKPaHa
1) KoMMyTaTopsl HE MOTYT BUETh MIEpeIaBacMblil TpaduK.
2) KomMmyTaTophl He MOTYT MPEAOTBpAIIaTh BO3MOXHBIE DoS-araku.
3) KommyTaTopbl He MOTYT BHJIETh TIOPT, HA KOTOPBIH YIIIET MMaKeT.
4) KoMMyTaTOpbl HE MOTYT BHJIETh MTOPT, HA KOTOPBIN TPHUIIIET TTAKeT.

55.0OcHOBHOE CBOMCTBO KOMMYTaTOPOB (BBIOEPUTE CaMO€ TOUHOE

ONpeICJICHUE, OJUH OTBET)

1) KommyTaTopsl epearoT MakeThl TOJIBKO HY)KHOMY aJpecary.

2) Kommyratopsl MOTYT pUIBTPOBATH TPAUK B 3aBHCUMOCTH OT
uHTepdeiica, c KOTOPOro yuiena naker.

3) KommyTtaropbl MOTYT pUIbTpOBaTh TpahUK B 3aBUCUMOCTH OT
uHTepdeiica, Ha KOTOPBIA MPUIIEI MaKeT.

4) KommyTaTopbl MOTYT (PHIBTPOBATH TPa(UK B 3aBUCUMOCTH OT THIIA
Tpaduka.

56.TTonmutrka 6€30MacHOCTH — 3TO (BBIOEPHUTE caMOe TOUHOE ONpECIICHHE,

OJIUH OTBET)

1) COBOKYIMHOCTh aAMHUHUCTPATHBHBIX MEP, KOTOPBIC ONPEACIAIOT MOPSIOK
MPOX0/1a B KOMITBIOTEPHBIC KJIACCHI.

2) MesxceTeBble SKpaHbl, UCIIOJIb3YEeMbIC B OpraHU3aIliH.

3) MHOXeCTBO KPUTEPHUEB ISl IPEIOCTABIICHUS CEPBUCOB O€30ITaCHOCTH.

4) COBOKYITHOCTb KaK aIMUHUCTPATUBHBIX MEp, TaK U MHOXECTBA
KpUTEPHUEB IS MPEOCTABJICHUSI CEPBUCOB 0€30MMaCHOCTH.

57.0OcHOBHBIE KJIACCHI aTaK Ha Mepe/laBaeMble IO CETH JJaHHBIE
1) VnaneHHas u JoKajdbHAs.
2) Buaumas ¥ HEBUIMMAS.
3) AKTHBHas U aCCHUBHA.
4) BHeIIHSS U BHYTPEHHSIS.

58.ATaka Ha3bIBacTCS MACCUBHOM, €CIIH

1) OmnmoHeHT He UMEET BO3MOYKHOCTH MOAUDHUITUPOBATH IEpPeIaBacMbIe
COOOIIICHHS ¥ BCTaBJIATh B MH(DOPMAITMOHHBINA KaHAT MEXKITY
OTIIPABUTEIIEM U TIOJTy4aTeJIEM CBOU COOOIIICHHS.

2) OnmoHeHT He MpenoaaracT MPOHUKHOBCHUE B CHCTEMY.

3) ONMmoHEeHT He UCIOJB3YeT HUKAKUX HHCTPYMEHTAIBHBIX CPEICTB IS
BBITIOJTHEHHUS ATaAKHU.

4) ONMoHEHT HEe aHAJIM3UPYET MePEXBAYCHHBIE COOOIIICHUSI.



59.Yto He oTHOCHUTCS K replay-artake
1) M3MeHeHue nepeiaBacMbIX JaHHBIX.
2) BhinosiHEeHNE HE3aKOHHOTO TIPOHUKHOBEHHSI B CHCTEMY.
3) IIpocMoOTp nepeaBaeMbIX JTaHHBIX.
4) TToBTOpHOE MCIOJIH30BAHKUE HAPYIITUTEICM MTEPEXBAYCHHOTO PaHEee
COOOIIIEeHUSI.

60.HeBO3MOKHOCTb MOJTyYCHHSI CEPBHCA 3aKOHHBIM TI0JIh30BaTEIEM
Ha3bIBACTCS
1) Arakoii «man-in-the-middle».
2) Replay-arakoii.
3) DoS-arakoii.
4) TlaccUBHO# aTakou.

61.11pu ananu3e NPoU3BOAUTEIBLHOCTH MEXCETEBOIO IKPAHA CIIEAYET

OIIPECIINUTD

1) Kakoe KoJM4ecTBO MOPTOB CYIIECTBYET Ha BEIOPAHHOM SK3EMILISIPE
MEXCETEBOI0 DKpaHa.

2) Bo3moxkHa 1 OalaHCUPOBKA HATPY3KH U PE3EPBUPOBAHUE JIJIS
rapaHTUPOBAHUS BBICOKOM OTKa30yCTONYMBOCTH.

3) Kakyto nporyckHyro criocoOHOCTh, MAKCHMAIbHOE KOJMYECTBO
OJIHOBPEMEHHO OTKPBITHIX COCIMHEHUN, COCAUHEHUN B CEKYHLy MOKET
o0ecrieunBaTh MEXKCETEBOU IKPaH.

4) Yro siBrsieTcst 6oJiee MPeIOYTUTEIILHBIM — allllapaTHBINA HITH
IIPOTPAMMHBIN MEKCETEBON IKPAH.

62.1Tox 6e30macHOCTHIO HHPOPMAITMOHHON CUCTEMBI TOHUMACTCS
1) 3ammTa OT HEAaBTOPHU30BAHHOT'O JIOCTYIIA WIIH MOJIH(PHUKAIIH
uH(pOpMaIU BO BpeMs XpaHEeHUs, 00paOOTKH WM MEPECHUIKH.
2) OTcyTCcTBHE BBIXO/Ia B MHTEPHET.
3) Mepsl, HEOOXOUMBIE JIJISI ONPEICTICH S, JOKYMCHTHPOBAHUS U yYeTa
yIpo3.
4) 3ammTa OT OTKa3a B 00CITY)KMBaHUW 3aKOHHBIX TOJIh30BATEIICH.

63.UT0 HE OTHOCUTCS K MOHATHIO «0OOPOHA B TIIYOHHY»
1) Hcnoap30BaHUE HECKOJIBKUX B3aUMOCBSI3aHHBIX MKy COOOH
TEXHOJIOTUH.
2) Hcnonb30BaHNE HECKOJIBKHX KOMMYTAaTOPOB.
3) Hcnonb30BaHNE HECKOJIBKHX MEKCETEBBIX IKPAHOB.
4) Hcmoyib30BaHKE anapaTHBIX CPEJCTB Pa3HBIX MPOU3BOIUTEIICH.

64.Puck — sto0
1) BeposiTHOCTH TOTO, YTO B CUCTEME OCTAJIMCh HEU3BECTHBIC YSI3BUMOCTH.
2) BeposTHOCTB TOTO, YTO KOHKpETHAas aTaka OyJeT OCYIIECTBIICHA C
UCITOJIb30BaHNEM KOHKPETHOH ySI3BUMOCTH.
3) HeB03MOKHOCTH JIMKBUAUPOBATH BCE YSI3BUMOCTH B HH(POPMAIIMOHHOM
CHCTEME.



4) HeBO3MOXHOCTh HCIIPABHUTh BCE OIIMOKU B MPOrPAMMHOM OOECIICUCHHH.

65.B03MOKHbBIE CTpaTeruy yIpaBJICHUS pUCKAMH
1) M36exath pHcK.
2) IlpuHATH pUCK.
3) YMEHBIINTH PUCK.
4) Ilepenathb pHCK.

66.1{emocTHOCTD — 3TO
1) HeBO3MOKHOCTH HECAaHKIIMOHHUPOBAHHOIO JOCTYIA K HH(POPMAIIHH.
2) HeB03MOKHOCTh HECAHKIIMOHUPOBAHHOTO BBIITOJIHEHUS IIPOIPaMM.
3) HeB03MOXXHOCTh HECAHKIITHOHUPOBAHHOTO H3MEHEHHSI HH(DOPMAIIHH.

67.HeB03MOXXHOCTh HECAHKIITHOHUPOBAHHOTO MPOCMOTpPa HH(OPMAIIUH.
CepBuc, KOTOpBI OOeceunBaeT HEBO3MOXHOCTh HECAHKIIMOHUPOBAHHOTO
W3MEHEHUS TAHHBIX, HA3bIBACTCS

1) KoH(uaeHIHATbHOCTHIO.

2) 11enocTHOCTEIO.

3) Ayrentuduxanuei.

4) J10CTYyIHOCTBIO.

68.MuorodakropHas ayreHTUDUKALIKA 03HAYAET

1) AyteHTu(UKAIUSI HE MOXKET BBITIOIHATHCS C TOMOIIIBIO MTaPOJIS.

2) AyreHTH(UKANNS JOJDKHA BBITIOTHITHCS C HCIIOJIBL30BAHUEM CMapT-
KapThl.

3) AyreHtudunupyemoi cTopoHe HEOOX0AUMO MPEIOCTABUTH HECKOIBKO
apaMeTpoB, YTOOBI YCTAHOBUTH TPEOYEMBIH YPOBEHB J10BEPHSL.

4) AyTeHTH(HKALUS TOJDKHA BBITOIHATHCS TPEThEel JTOBEPEHHOM
CTOPOHOM.

69.I'mbkocts Texnonorun VLAN o3nauaet

1) VLAN o6ecrnieunBaet 3pPeKTHBHBII CITOCOO ayTeHTHU(PUKAIH
II0JIB30BATENIEH.

2) VLAN sBisirorcst 3 GEKTUBHBIM CIIOCOOOM TPYIIITUPOBAHHSI
MOJIb30BATENEH U KOMIIBIOTEPOB B BUPTYaJbHbIE padoune rpymisbl,
HE3aBUCUMO OT UX (PU3NYECKOT0 PACIIOIOKEHHS B CETH.

3) VLAN sBisttoTcst 3¢ (eKTHBHBIM CIIOCOOOM IPYIITOBON ayTeHTH()UKAIINN
II0JIb30BATEIICH.

4) VLAN obGecneunBaeT 3¢ (heKTUBHBIN cIoco0 muppoBaHus Tpaduka.

70.Ecnu x MapmipyTH3aTopy NOAKIIOYEHBI KOMMYTATOPbI WIIA JPYTHe
yCTpOMCTBA (Hanmpumep, paboyne CTaHIMKU MOoJb30BaTesiei), He
noAJepKUBaroIMe TeXHOJIorui0 VLAN
1) Ha mapmipyTu3arope MOXHO BBIITOJHUTH CETMEHTAIIMIO Ha TpeOyemoe
YUCJIO BUPTYAJbHBIX JIOKAJIBHBIX CETEH.
2) Ha mapuipyTu3aTope MOKHO c03/1aTh TOIbKO aBe VLAN.
3) Ha mapuipyTu3aTope MOKHO C03/1aTh TOJIbKO 0HY VLAN.



4) Ha mapumipyTu3aTope HEJb3s BHITIOJHUTH CETMEHTAIINIO HA BUPTYaIbHbIC
JIOKAJIbHBIE CETH.

71.VLAN-Tpaduk Ha3bIBaeTCS
1) MapkupoBaHHBIM (tagged).
2) OtoOpomrennbM (dropped).
3) TynnenupoBanHbIM (tunneled).
4) OtdunstpoBanubM (filtered).

72.Texnonorust VLAN ornrcana B cTaHgapTe
1) IEEE 802.3.
2) IEEE 802.1Q.
3) RFC 2401.
4) 1S0 9000.

73.Texnonorust VLAN o0nanaeT clieyomnMu XapakTepUCTUKAMH
1) VBenuueHue MPOIMYCKHOMN CIIOCOOHOCTH CETH.
2) AyrteHTH(HUKAIHMSI Ha KAHAJILHOM YPOBHE.
3) LlenocTHOCTH HA KaHAIBHOM YPOBHE.
4) 11ea0CcTHOCTh HEKOTOPOH MOCIICIOBATSILHOCTH ACHTAarPaMM.

74.11TupokoBeIIaTeNIbHbIC MAKETHI IEPEAAIOTCS
1) BceM XocTaM B CETH, ONIPEIeIIeMO MacKOM TOJICETH.
2) Bcem xoctaMm ceTH, OJIKITIOYCHHBIM K lan-uHTEpdeiicam.
3) Bcewm xoctam cet, KOTOpBIE JIOCTYITHBI CO BCEX MHTEP(EICOB
MapuIpyTu3aropa.
4) BceM XocTaM CeTH, MOAKIIFOYCHHBIM KO BceM HHTepdericam
MapuIpyTU3aTopa Wil KOMMyTaTopa.

75.Texnonorust VLAN o0nanaer cneayrommuMi XapakTepUCTUKAMU
1) T'nbKoCTbh, CBSI3aHHAS ¢ BO3MOYKHOCTBIO TPYIITUPOBAHMS MTOJIb30BaTEICH
B BUPTYaJIbHbIC PA0OUUE TPYIIIIHI.
2) ludporanue Tpaduka.
3) AyreHtudukanus Ha ypOBHE MOJIb30BATEIIS.
4) TloBbimeHue 0€30MACHOCTH, CBA3aHHOE C YMCHBIIICHUEM
IIMPOKOBEIATEIBLHOTO JJOMEHA.

76.Cocrostaue TCP-coenunenust LISTEN

1) CocrosiHue cepBepa Mmocie OTIPABICHUS KIIUCHTY MaKeTa C
dbaaramu SYN, ACK.

2) CocrosiHHE cepBepa MoCie MOyUYeHHUS OT KJIIMEHTA MaKeTa ¢
ycranoBieHHbIMU (hraramu SYN, ACK.

3) CocrosiHHe cepBepa, B KOTOPOM OH OXKHJIACT 3alpOC OT KIIMEHTA Ha
CO3JaHUE COECUHEHUS.

4) CocTtostHHE cepBepa MOCJIe TIOJTYYCHHUS OT KIIMEHTA ITaKeTa C
ycTaHoBJIeHHBIM (psiarom SY N.

77.AHanu3 COCTOSTHUS B TTAKETHOM (PHIIBTpE O3HAYAET



1) OrcnexuBaHue COCTOSIHUS COCMHEHUS ¥ OTIOBEIICHUE aIMUHICTPATOPa
O HAIMYHH MAKETA, KOTOPBII HE COOTBETCTBYET 0KUAAEMOMY.

2) OTcnexxuBaHUE COCTOSHUS COCTUHCHHS U OTOPAChIBAHUE MTAKETOB,
KOTOPBIE HE COOTBETCTBYIOT OKUIAEMOMY.

3) OtcnexxuBaHUE COCTOSHHSI COCTUHEHHUS U 3alpelleHue Bcero Tpaduka,
ecJii 0OHapy eH MaKeT, KOTOPbII HE COOTBETCTBYET OKUIAEMOMY.

4) OTcne)XKUBaHUE COCTOSHUS COSTMHEHHSI U BCTaBKa COOCTBEHHBIX
MaKeTOB, €CIIM OOHApY>KEH MaKeT, KOTOPbIil HE COOTBETCTBYET
0KHJIAEMOMY.

78.I1pukiagnoit yposens mojenu OSI
1) TTochLraeT u MoJyyaeT JaHHBIC KOHKPETHBIX MPUIIOKECHUH.
2) Beimonuser ¢pparmenTanuio/ reparMeHTaIuio MakeTos.
3) Beimonuser mudpoBanue Tpapuka.
4) OOGecnieunBaeT MapIIPYTU3ALMNIO MY JIOKAJTLHBIMHA CETIMHU.

79.TpancniopTHbI ypoBeHb Mojenu OS]

1) HekoTopble MPOTOKOJIBI JAHHOTO YPOBHSI TApaHTHPYIOT HAICKHOCTh
COEIMHEHUSL.

2) Bce mpoTOKOIIBI JAHHOTO YPOBHSI TAPaHTHPYIOT HAICKHOCTh
COEAMHEHUSL.

3) IlpemocraBisieT cepBUCH, OPUSHTUPOBAHHBIC HA COCANHEHHE.

4) HekoTopble MPOTOKOJIBI TAHHOTO YPOBHS 00ECIICUNBAIOT LIEJIOCTHOCTh
COEIMHEHUSL.

80.Apeca KaHATBLHOTO YPOBHS HAa3bIBAIOTCS
1) MAC-anpecamu.
2) Beb-umenamm.
3) IP-appecamu.
4) DNS-umenamu.

81.[TakeTHbIe PUIBTPHI C MOACPIKKONU COCTOSHHUS
1) AHanu3upyer NpaBUIBHYIO MTOCIICA0BATEIIEHOCTh TAKETOB HA
TPaHCIIOPTHOM YPOBHE.
2) AHaTU3UPYIOT COCTOSHUE 3alUIIAEMON JIOKATBHOM CETH.
3) AHaTU3UPYIOT COCTOSTHUE MEXKCETEBOT0 dKPaHa.
4) AHanmu3upyeT MpaBIIBHYIO MOCIEI0BATEILHOCTh MTAKETOB HA
IPUKJIATHOM YPOBHE.

82.CokeTom Ha3bIBAETCS
1) ITapa (MAC-ampec, IP-aapec).
2) Iapa (IP-ampec, mopr).
3) INapa (DNS-ums, IP-anpec).
4) IMapa (DNS-ums, mopr).

83.Nuunmammzanusa TCP-coennHeHus BBIIOJIHIETCS
1) Cepsepom.
2) KiueHnrom.



3) Tperbeli HOBEpEHHOW CTOPOHOM.
4) AIMUHUCTPATOPOM.

84.11pu ycranosnenuu TCP-coenunenus
1) Kmment noceutaer naker ClientHello.
2) KimenT moceiiaeT maket ¢ ycraHoBieHHbIME Outamu SYN, ACK,
3) KimeHT mockliaeT makeT ¢ yCTaHOBJICHHBIM OuTom Start.
4) KIMeHT MOoChIIAeT MaKeT ¢ yCTaHOBJICHHBIM OuToM SYN,

85.MekceTeBble SKpaHbI 7151 BEO-MPUII0KEHHUIM pacioiaraiot

1) Ilepen 3ammiiacMbiM BeO-cepBepoM (Tpaduk BHaUajIC MepeaaeTcs
MEXCETEBOMY IKpaHy, 3aTeM BeO-cepBepy).

2) MexceTeBOl 3KpaH U 3allMIacMblil UM BeO-cepBep HaXOIATCS B Pa3HbIX
MOJICETSX, HO TpauK MEXIAYy HUIMH HE 3aIlpellieH.

3) IMocne 3amuimaeMoro Bed-cepBepa (Tpaduk BHaUaje rmepeaaercs Beo-
CEepBEPY, 3aTEM MEKCETEBOMY 3KPaHy).

4) MexceTeBOr dKpaH | 3alIUIIAeMbIi M BeO-cepBep HaXOIATCS B Pa3HBIX
HOJICETSX, TPA(PUK MEKTYy HUMU 3aIlpelleH.

86.0T1n1uus BbIIEJIEHHOTO IPOKCU-CEPBEPA OT MPUKIATHBIX IPOKCU-IILITIO30B

1) BelneneHHbIe IPOKCH-CcEpBEpa 00JIaIal0T MEHBIIICH
IIPOU3BOAUTEIBHOCTBIO.

2) BrlaeneHHBbIC POKCU-CEPBEpPA HE MOTYT BBIMOJIHSTH Ay TCHTH(HKAIIUIO
II0JIB30BATEIICH.

3) BeineneHHbIC TPOKCH-CEPBEPA HE MOTYT aHATM3UPOBATH 3ar0JIOBKH
TPAaHCIOPTHOTO YPOBHS.

4) BeleneHHbIC IPOKCU-CEPBEPA UMEIOT 00JIee OTpaHUYCHHBIC
BO3MOYKHOCTH MEXKCETEBOTO SKPAHUPOBAHUS.

87.HenmocTtaTku MeKCETEBbIX SKPAHOB MPUKIIATHOTO YPOBHS

1) IIpon3BOAUTENEHOCTH MEKCETEBOTO KPaHa PUKIIAHOTO YPOBHS HHKE,
YeM Yy MaKeTHOTro (puiibTpa.

2) MexceTeBol 9KpaH NMPHUKIATHOTO YPOBHS HE MOXKET aHAJIM3UPOBATh
3aroJIOBKM TPAHCIIOPTHOTO U CETEBOI'O YPOBHEH.

3) MexkceTeBol 3KpaH MPUKIATHOTO YPOBHS 00ECTICUNBACT MEHBIINH
YpOBEHb 0€30MAaCHOCTH, YEM MAKETHBIA (PUITBTP.

4) MexceTeBol PKpaH MPHUKJIAJHOTO YPOBHs 00s13aTeIbHO pa3pbiBacT TCP-
COCIMHEHHE.

88.1Ipokcu-cepBep HE MOXKET OBITh
1) Ucxonsimumm.
2) Hludpyromum.
3) Bxoasmum.
4) TyHHETHUPYIOIIUM.

89.IlepcoHanbHbIe MEKCETEBbIE KPAHBI /ISl HACTOJIBHBIX KOMIIBIOTEPOB U
HOYTOYKOB SIBJISIFOTCS
1) UckmrounTenbHO MPOrpaMMHBIMHU.



2) AmnmapaTHO-POTPaAMMHBIMHU CPEJCTBAMH 3aIIHUTHI.

3) He moryt 0bITh BcTpoeHHBIMU B OC, KOTOPYIO OHH 3alUILA0T; BCET/Aa
peann30BaHbl BHEITHUMU POU3BOIUTEISIMHU.

4) Bcerna BctpoeHbl B OC, KOTOPYIO OHH 3allUINAIOT; HE MOTYT OBITh
peann30BaHbl BHEIIHUMH POU3BOIUTEISIMHU.

90.I1pu ucronb30BaHUU MTPOKCU-IILTIO30B MPUKIIAJTHOTO YPOBHS

1) TIpokcH-TUTIO3 SBISIETCS A0COIOTHO MPO3PAYHBIM TSI KJIMCHTA.
2) Buemnue IP-aapeca He BUIHBI H3HYTPH.
3) Buyrpennue [P-agpeca He BUIHBI BOBHE.
4) Tlpoxcu-nutro3 u3menset [P-aapec ucrounnka Ha coii [IP-aapec.

91.HenocraTku UCIIOIB30BAHUS CUCTEMbI YHU(PHUITUPOBAHHOTO YIIPABJICHHUS

1)

2)

3)
4)

5)

6)

7)

yrpo3amMu

1) MoeT CyIIeCTBEHHO YCIOKHUTHLCS YIIPABICHHE BCEMH YCTPOWCTBAMH.

2) MOXeT CyIIeCTBEHHO yXY/IIUTHCS MPOU3BOUTEIHHOCTD, €CIIN CHCTEME
YHU(ULIHUPOBAHHOTO YIIPABJIEHUS yTPO3aMu He OyJeT XBaTaTh PECYPCOB.

3) MoXeT CyIecTBEeHHO BO3pacTH HAarpy3ka Ha pabodne CTaHIUH
ITOJIb30BATEIICH.

4) MoeT CylIeCTBEHHO BO3PAaCcTH HArpy3Ka Ha MPUKJIaIHbIE cepBepa.

3ajanus B OTKPBITOH popme

... TIPOIIECCOM HA3bIBAETCS MPOIIECC U3TOTOBIICHUS OJHOTO WJIM HECKOJIBbKUX
U3JIETTUI B COOTBETCTBUM C TPEOOBAHUSIMH MPUHATOMN I JAaHHBIX YCIOBUUI
MIPOU3BOJICTBA TEXHOJOTUYECKON JOKYMEHTAIINH.

— JIMIIb OJWH W3 MHOTHUX CHOCO0OB (MyCTh W CaMbId Ba)KHBIN)
o0ecrneunTh KOPHOpPAaTUBHYIO 3amuTy. HeoOxomaum KOMILIEKC Mep —
TEXHUYECKUX U OPraHU3alMOHHBIX.

Baxnast ocobennocts DLP-cuctem — ux ...

... - CaMbIi LIEHHBIN pecypc B KOMIIAHUHU, & B HEKOTOPBIX CIIy4asixX SIBISETCS
U TPOU3BOJICTBEHHBIM PECYPCOM, OT COXPAaHHOCTH KOTOPOIO 3aBUCST
BAJKHBIE TEXHOJIOTUYECKUE MTPOLIECCHI.

.. — 3TO COCTOSIHHE 3alUIIEHHOCTH WH(OPMAIMOHHOW cpeabl 00IecTBa,
obecrnieunBaromiee e¢ GOpPMUPOBAHHE, HCIIOJIL30BAaHUE W pPa3BUTHE B
WHTEpecax Ipak/iaH, OpraHu3allnii, rocy1apcTBa.

— 3TO KOMIUIEKC MEpPONpPUSTUNA, HaNpaBJIEHHBIX Ha OOecleuYeHUe
nH(pOpMaIIMOHHOM 6€30MTaCHOCTH.

YPOBEHb SBIISCTCS BaKHEHIIUM sl oOecrieueHuss WH(POpMAIIMOHHOM
0€30MacHOCTH.... CUCTEMa — B3aMMOCBA3aHHAs COBOKYIHOCTb CPEICTB,
METOJIOB U TIepCcoHasa, KOTOPhIE UCIOIB3YIOTCS JJIsl XpaHeHUs, 00padOTKH,
nepefadyd W MOJMy4YeHHs HHPOpManud B HHTEpECax  JTOCTHKCHHS
ITOCTABJIEHHOW LIEJIH.



8) ... wmapopmammu B MC — 3TO Takoe COCTOSHHE BCEX KOMIIOHEHT
UHPOPMAITMOHHON CHUCTEMBI, TIpU KOTOPOM OOECTeurBaeTcs 3alluTa
uHPOPMAITUU OT BO3MOXKHBIX yTPO3 Ha TpeOyeMOM ypPOBHE.

9) IMon ... B HMC mnoHuMMaeTcs €IUHBIA KOMIUICKC TIPABOBBIX HOPM,
OpTraHM3AIMOHHBIX Mep, TEXHUUYECKHUX, IPOrPaMMHBIX U
KpuUnTorpauueckux  CpeacTB,  OOECMeYHMBAIONIMA  3alWIIEHHOCTD
uHpopMaiuu B IC B COOTBETCTBUM C MIPUHATON MOTUTHKON O€30TTaCHOCTH.

10) [leas ... — obOecmeunTh OecmepeOoitHyI0 paboOTy OpraHU3aAMH M
CBECTH K MUHUMYMY yIIepO OT COOBITHH, TasluX yrpo3y Oe30MacHOCTH,
MIOCPEICTBOM UX MPEIOTBPAMICHHUS M CBEICHUS TIOCICACTBHIA K MUHUMYMY.

11) ... — 9JTO 3alMTa OT HECAaHKIIMOHUPOBAHHOTO JOCTyMma K
uHbOopMaIuu

12) [Tox .. wHbOpMamWMKM ™OApa3yMeBacTCs, €€ 3allWIIeHHOCTh OT
pa3pylIeHHs] 1 HECAHKITMOHUPOBAHHOT'O U3MEHEHUSI.

13) ... — 9TO BO3MOKHOCTb 32 IPUEMJIEMOE BpEMsI MOIYUUTh TPeOyeMyto
UH(OPMAITMOHHYIO YCIIYTY.

14) ... @BTOMATU3UPOBAHHON HMH(OPMAIMOHHOM CHUCTEMBI -- COCTOSHUE
3aIUIIEHHOCTH  aBTOMATH3UPOBAHHOM  CHUCTEMBI, MpPU  KOTOPOM

o0ecnieunBarOTCsl  KOHQUACHIMAIBHOCTh, JOCTYHHOCTb, LEJIOCTHOCTD,
NOJIOTYETHOCTD U TIOJUIMHHOCTh €€ PECYPCOB.

15) ... MOXHO TOJpa3JelIUTh Ha CTaTUYECKYI0 (IIOHUMAaEeMyl Kak
HEU3MEHHOCTh  HMH()OpPMALMOHHBIX  OOBEKTOB) W  JUHAMHUYECKYIO
(OTHOCAIIYIOCS K KOPPEKTHOMY BBITIOJHEHHWIO CIOXKHBIX JICWCTBUN
(TpaH3akiuit)).

16) ... — JeWcTBHE, KOTOpOE TMOTEHIIMAIbHO MOXET WPHUBECTH K
HapylIeHUIO0 0€30MacHOCTH

17) ... —9T0 cinaboe MecTo B HH(POPMAIIMOHHOMN CUCTEME, KOTOPOE MOKET
IPUBECTH K HaApPYIICHHWIO O€30MacHOCTH IyTEM peaju3aluud HEKOTOpOu
yTPO3BIL.

18) ... — Mepbl (U3NUYECKOMN 3aIIUTHI, IEPCOHAN U €ro crenuduKa;

19) ... acmekT. O3HayaeT, 4YTO HY)XHO TIIATEJIbHO KOHTPOJIUPOBAThH
paboTy C NaHHBIMH, YTOOBI YCTPAaHUTh BO3MOXKHOCTh MX YTEUKH, a TaKxkKe
IPEIOTBPATUTh HECAHKIIMOHUPOBAHHBIM JOCTYH K HHMM CO CTOPOHBI
HEU3BECTHBIX JIIOJEN.

20) [Ton ... ~TIOHMMaeTcs  3allMIIEHHOCTh  HMHPOpPMAIMH U
NOJAJIEPKUBAIOIIEH €€ HMHPPACTPYKTYpbl OT JIIOOBIX CIy4YalHbIX WJIU
37IOHAMEPEHHBIX BO3JICHCTBUHN, PE3yJIbTAaTOM KOTOPBIX MOXET SBHUTHCS
HaHeceHue yimepba camod wuwHOpManMu, €€  BJIaJeNbllaM  WIH
MOAACPKUBAIOIIEH  HMHPPACTPYKType.... — JOKYMEHT, COJepKaliui
TpeObOBaHMsT OE30MaCHOCTH IS KOHKPETHOM pa3pabOTKH, BBHITIOJHEHUE
KOTOPBIX 00ECeunBaeT JOCTHKEHNE TOCTABIICHHBIX 11eJieil 0€30MacHOCTH.



3anaHne Ha YCTAHOBJICHUEC COOTBETCTBUA
1. YcraHOBUTH COOTBETCTBHUE BHUJIOB YI'pO3.

1) AmmapatHas a) Koryma BO3MOKEH HECAaHKIIMOHHUPOBAHHBIN
JOCTYII K JJAHHBIM M UX TIOTEPSI.
2) BeposTHOCTB b) Korna CYIIECTBYET BEPOSTHOCTh
YTEUKH HapYIICHUS paboTOCIIOCOOHOCTH
000py1I0BaHUSI.
3) HecrabuibHOCTH c) Korma ects BEpOSTHOCTh HEKOPPEKTHOMN
I10 paboThI IPOTPAMMHOTO 00ECIICUCHUSI.
2. YCTaHOBHUTh COOTBETCTBHE OIICHKHM PHUCKOB B 3aBHCHUMOCTH OT

(haKkTOpOB:

1)

Bricokwuii puck

a) Ilpenmomaraercst, 4To0 0€3 CHIDKEHUS
TaKHX PHCKOB oOpaiieHue K
WH()OPMAITMOHHOW CUCTEME MPEATIPHITHS
MOKET OKa3aTh OTPHUIIATEIHLHOC BIIHSHUC
Ha OM3HEC;

2) CyliecTBeHHBIN b) 3mecw TpedyeTcs s dexTuBHAS
pHUCK CcTpaTerus YIIPaBJICHUS pUCKaMH,
KOTOpasi TMO3BOJUT YMEHBIIUTh WJIU
IIOJJHOCTBIKO HCKJIFOUUTH OTPULIATEIIbHBIC

NOCJIEICTBUS HaNaJICHUS;
3) YMepeHHBI# prUCcK C) Yewnuss 1O YIpaBICHUIO PHCKAMU B

JTAHHOM CJIy4yae He OyJyT UTpaTh Ba)KHOM
POJIN.

4) He3HauuTebHBIH d) B oTHOmIEHHH PUCKOB, MOMABIIUX B 3Ty
pUCK 00J1acTb, JOCTaTOYHO PUMEHUTH
OCHOBHBIE  TPOIEAYpPhl  YIPaBICHUS
pHUCKaMU;
3. YcTaHOBUTH COOTBETCTBHE:
1) VYrposa a) DTo Hekas HeyIavHas XapaKTePUCTHKA
0€30MacHOCTH CUCTEMBI, KOTOpas JelaeT BO3MOXKHBIM
BO3HHKHOBEHUE yTPO3HI.
2) YS3BHUMOCTH b) Dto yrpo3a packpeiTrs HHGOPMAIIUH.
3) Araka c) Dro MOTEHITHAITBHO BO3MOJKHOE
MPOUCIIECTBHE, KOTOPOE MOXKET OKa3aTh
BO3/ICHCTBHE HA HH(POPMAIIUIO B CHCTEME.
4) Yrposa d) Oto nmeiicTBHE 1O  HCIOJIH30BAHHUIO
KOH(UICHIIHATLHO YS3BUMOCTH; pean3aius yrpo3bl.

CTH




4. YCcTaHOBUTH COOTBETCTBUE:

1) Vrposa a) DTO0  BEpOSTHBIA  yIiepO, KOTOPBIi
IICIOCTHOCTH 3aBHUCHUT OT 3aIUIICHHOCTH CUCTEMBI.
2) Yrposa b) DT0  CcTOMMOCTH  TOTEPb, KOTOPHIC
JOCTYITHOCTH MIOHECET KOMIIaHUS B CIIydae pealn3aiun
yIPO3BI KOH(HICHIIMATbHOCTH,
[EIOCTHOCTA WM  JOCTYIIHOCTH IO
KaXIOMY BUIY IIEHHOM HH(bOPMAIIHH.
3) Ymepo c) Oto yrposa HapyIICHUSI
pabOTOCIIOCOOHOCTH ~ CHCTEMBI  TIpU
JOCTYTIC K UH(POPMALIUH.
4) Puck d) Dro yrposa usMeHeHus HHPOPMAIIHH.
5. YCTaHOBUTH COOTBETCTBUE:
1) High-severity a) Crnucok ysI3BHUMOCTCH, KOTOpBIC HAaJI0

vulnerabilities

YCTpaHUTh B OJuxKaiiee Bpems

2)

Middle-severity
vulnerabilities

b) Crucox ysa3BUMOCTEH, B OTHOILICHHH
KOTOPBIX HE TPeOyeTcs HEeMEIJICHHBIX
JIEUCTBUI

3)

Low-severity
vulnerabilities

€) Cnucok ysI3BUMOCTCH, KOTOpBIC HAaJI0
YCTPaHUTh HEMEJICHHO O00pY/I0BaHUS

6. YcTaHOBUTH COOTBETCTBHE:
1) TlpaBoBas 3amuTa a) DTo periaMeHTAIUs TPOM3BOJICTBECHHOM
JESATEIPHOCTY M B3aUMOOTHOIICHHIA
VICTIOJIHUTEJIEH HA HOPMATUBHO-IIPABOBOM
OCHOBE, KOTOpas  HCKJIIOYaeT  WIH
OCJIa0JIsIeT ~ HAHECEHHE  KaKUX-JIU0o
yOBITKOB TIPEANPHUATHIO;
2) OpraHu3anuoHHas b) DT0 cnenmanbHBIE 3aKOHBI, JPYTHE
3aIuTa HOPMAaTHUBHBIC aKThI, npaBuJa,
IPOLEIYPEl M MEPOIPHUATHS, KOTOPHIC
00ecCreunBarOT 3aluUTy WHPOpMaUu Ha
ITPaBOBOM OCHOBE;
3) Umxenepno- C) OT0O HCIIONIB30BaHHE  Pa3HOOOPA3HBIX
TEXHUYECKas TEXHUYECKUX CPEJICTB, KOTOpPHIE




3alquTa

IPEMnsITCTBYIOT
IPEANPUSATHUIO.

HAaHCCCHUIO Y6LITKOB

7. YCcTaHOBUTH COOTBETCTBUE:

1) OLE-automation a) TexHonorwsi, opraHu3yromas IOCTYI K
WITH IIPOCTO JAHHBIM Pa3HBIX KOMITBIOTEPOB C YICTOM
Automation OamaHCHPOBKH Harpy3KH CETH.
2) ActiveX b) Texuosorus, obecreunBaromias
0€30IMacHOCTh W CTaOWIBHYIO padoTy
pacTlpeieieHHbIX ~ TPUJIOKEHUH  TIpu
OonpmIMX ~ oO0bemMax  IepefaBaeMbIX
JTaHHBIX.

3) MIDAS ¢) TexHomnorus npeaHa3HaYeHa TUTST
CO3JaHUsI TPOTPAMMHOTO OOCCIICUCHHSI
KaK  COCpPEIOTOYCHHOTO HA  OJHOM
KOMITBIOTEPE, TaK W PACIPEACIICHHOTO B
CETH.

4) MTS  (Microsoft d) Texuomorus CO3JIaHMS
Transaction IPOTPaMMHUPYEMBIX TIPHIIOKEHUH,
Server) oOecrieunBarOIIass  MPOrPaMMHUPYEMBI

JIOCTYIl K BHYTPEHHUM CIIy)k0aM 3THUX
IIPUIIOKEHUM

8. YcTaHOBHUTH COOTBETCTBHE CPEACTB HHPOPMAIIMOHHON 3aIIUTHI:

1) SIEM-cuctemsl

a)

BuprtyanpHo-yacTHas ceThb oOmpenemnser
UCIIOJIb30BaHUE COOCTBEHHOM YacTHOM
ceTu BHyTpH oOmenoctynHoil. [loaromy
Ballle TMPUJIOKEHUEe, paboTaroliee Io
VPN, Oyzmer HagexHO  3allUIICHO.

2) CloudAV

b)

OHu  cobupatror  wHpoOpMamuMoO O
BO3MOXHBIX Yrpo3ax W3 pa3jInYHbIX
UCTOYHUKOB:  (pailepBoi,  aHTUBHpYC,
MEKCETEBOM DKpaH MW Jp., IIOTOM
IIPOBOJAT AHAIM3 U MOTYT CpearupoBaThb
Ha BEPOSTHOCTH BO3HHUKHOBEHUSA
MOTEHIIMAIBHOW yIpO3bl, OPEAYNPEAUB O
HEU 3apaHee.

3) Bpanamaysep
daepsou

u

DTO crnenunaibHas cucTeMa MM(pPOBaHUS
Balle uHbOpMaIuu. [udposka




IMPOUCXOJUT TaKHM O0O0pa3oM, 4YTO JUIs
TOTO, 4YTOOBI pacmmMdpoBaTh HYXHYIO
uHpopManmio, HEOO0XoIUMO 001aaaTh
CHeIMaIbHBIM MHu(poMm.

4) Kpunrorpaduueck
oe
npeodpa3zoBaHue

d)

OTO  CHeNUMaTu3UpOBaHHBIE  CPE/CTBA,
KOTOpPBIE€  KOHTPOJHUPYIOT BBIXOJ  BO
BCEMUPHYIO NayTHHY, npu
HEO00XOAUMOCTHU GUIBTPYIOT W
OJIOKUPYIOT CETEBOU TpaUK.

9. VYcTaHOBUTH COOTBETCTBHE CpCIaCTB I/IH(i)OpMaHI/IOHHOI\/'I 3allIUThI:

1) TIporpaMmsi-
AHTUBUPYCHI

a)

OTO0 crneuuasbHble TEXHOJIOTHH, KOTOpPbIE
IpeIOTBpALIatOT OTEPIO
KoH(pueHnuansHo uHbopmanmu. Kak
MIPaBHIIO, TaHHAs TEXHOJIOT U
HCTOJIB3YETCS OOJILIITUMHU
NPEANPUATHSIMH, TaK Kak  TpeOyeT
O0JIBIINX (bMHaHCOBBIX U

TPYJAOPECYPCHBIX 3arpar.

2) VPN

b)

Boprotcs ¢ cambiMu pacipoCTpaHEHHBIMU
BHUpYyCaMHU, TaKXKe CITIOCOOHBI
BOCCTAHABJIMBATH MOBPEXKICHHBIC (haliIbI.

3) DLP-pemeHwust

9T10 o0JIayHbIE pelIeHus VIS
oOecrieueHrsT AHTHBUPYCHOW  3aIllUTHI
BaIleTO pecypca.

10. YcTaHOBUTH COOTBETCTBUE:

1) JluneitHas a) Ilpenmomaraer, Yro UId TOJYYCHHUS
CTPYKTypa pe3yJbTara HEKOTOpBIC JCHCTBUS
nporecca HEOOXOMMO BBITIOJIHUTH HECKOJBKO pas.
BBIUMCJICHU U

2) Pa3BeTBiieHHAs b) IIpeamonaraer, 91O KOHKpETHAS
CTPYKTypa HOCJICIOBATEIbHOCTh OIEpaIMid 3aBUCHUT
rporecca OT 3HAYeHUNM OJHOM WJIM HECKOJILKUX
BBIYUCIICHHUI IEPEMCHHBIX.

3) Hukmnyeckas ¢) Ilpenmomaraer, 4ro IS TOJYYCHHUS

CTPYKTypa
nporiecca
BBIYUCIICHUMN

pe3ynbpTaTa HEOOXOAMMO  BBITIOJHUTH
HEKOTOpPBIE OIEepallii B OIpPEICICHHOMN
MOCJICIOBATEILHOCTH.




11. YcTaHOBUTH COOTBETCTBHE:

1) TIpaBUIBHOCTH

a) Bo3MoxkHOCTB
M0JIy4aeMbIX PE3YJIbTaTOB;

IPOBEPKHU

2) YHUBEpCaIbHOCTb

b) OGecrnieueHne TMONHOW MOBTOPSIEMOCTH
pesynbraroB, T. E. OOecnieueHue ux
NPAaBWJILHOCTH TPH HATUYHH Pa3THIHOTO
ponaa cOoeB;

3) HagexHoCTb

c) OOecrieueHne NpPaBUIBHON pPabOTHI MPH
JTHOOBIX JOMYCTUMBIX JAHHBIX W 3aIlUTHI
OT HENPaBUJIBHBIX JaHHBIX;

4) TIpoBepsieMOCTb

d) ®yHKIIMOHUPOBAaHHE B COOTBETCTBUHU C
TEXHUYCCKUM 3aJ]aHHEM;

12. YCcTaHOBUTH COOTBETCTBUE:

1) TouHOCTH a) Bo3MoxxHOCTH COBMECTHOTO

pe3yJIbTaToB (YHKIIMOHUPOBAHUS  C  HEKOTOPBIM
000pyOoBaHUEM

2) 3amuIIeHHOCTb b) Bo3MOXHOCTH COBMECTHOTO

(YHKIIMOHUPOBAHUS C APYTUM

POrpaMMHBIM 00€CTICUCHUEM

3) Ilporpammuas
COBMECTUMOCTb

c) ObGecnieuenne KOHDUICHIINATBHOCTH UH(
opManuu;

4) AmnmapaTHas
COBMECTHMOCTb

d) OOecrieuenne MOrpenIHOCTH PE3yIbTATOB
HE BBIIIIC 3aJaHHOM;

13.YcTaHOBUTH COOTBETCTBUE:

1) TouHOCTH a) Bo3moxHOCTB COBMECTHOTO

pe3yJIbTaToB (YHKIMOHMPOBAHUS  C  HEKOTOPHIM
000pynoBaHUEM

2) 3alMIeHHOCTh b) Bo3MOXHOCTB COBMECTHOTO

(YHKIIMOHUPOBAHUS C APyTruM

IPOTrPaMMHBIM 00ECIICUCHUEM

3) Ilporpammuas
COBMECTUMOCTb

c) Obecrieuenne KOHOUICHINATBHOCTH HH(
opMaLuu;




4) AnmapaTHas
COBMECTUMOCTb

d) OGecneueHne MOrpenIHOCTH PE3yIbTaTOB
HE BBIIIE 3aJaHHOM;

14.Y cTaHOBUTH COOTBETCTBHE KaHAJIOB YTCUKU:

1) Dnexrpuyeckue a) DJIEKTPOMArHUTHBIC U3ITyYECHUS
pajauoiana3oHa

2) Ontuueckue b) DnexkrpoMarHuTHBIC U3ITy4YCHUS B
BUUMOI, uHppPaKpaCcHO U

yJIbTpa(UOIECTOBOM YACTAX CIEKTpa

3) AKycTHUecKHe U
BHOPOAKYCTHYECK
ue

C) 3ByKkOoBbIe  KOJIcOaHHUs B JIHOOOM
3BYKOITPOBOJISIIEM MaTepuaie WIH Cpese

4) PamnokaHaJIbI

d) HanpsokeHre ©W TOK B pas3iMYHBIX
TOKOIPOBOJISAIIMX KOMMYHHKAITHSIX

15.YcTaHOBUTH COOTBETCTBHE KAHAJIOB YTEUKHU:

1) 3amuTa OT yTeuek
uHbopmaIuu
AIIEKTPOMArHUTHBI
X V3JIy4YCHUHN

a) HMcnonp3yercss ycTaHOBKA HCTOYHHUKOB
OecniepeOoitHOro muTanus (ups)

2) 3armuTa oT COOEB B
SIIEKTPOITUTAHUI

b) Wcnoab3yercss opraHu3anus HaJACKHOW U
3¢ (PEeKTUBHON  CHCTEMBI  PE3EPBHOIO
KOIMUPOBAHUS M TyOIMpPOBaHUS TaHHBIX

3) 3ammra OoT CcOOEB

c) Wcnonp3yercss pe3epBUPOBaHUE 0CO0O

YCTPOMCTB TUTST BRXHBIX  KOMITBIOTEPHBIX  TOJICUCTEM
XpaHEHUs
uHdopMaIuu

4) 3ammra OoT CcOOCB d) Hcnonb3yetcs SKpaHUPOBAHUE,
CEPBEPOB, (buIbTpaIuIo, 3a3eMJICHUE,
paboumx CTaHIHHA AJICKTPOMArHUTHOE  3allyMJICHWE,  a
u JIOKAJTbHBIX TaK)Ke€ CpEACTBA OCTAOJICHUS YPOBHEH
KOMITBIOTEPOB HEKEIaTeIIbHBIX AJIEKTPOMArHUTHBIX

V3ITyYEHUN

16.YcTaHOBUTH COOTBETCTBHE KAHAIOB YTEUKHU:

1) Hecankimonuposa
HHOE
KOIMPOBAHUE,

a) OmubKu mepcoHaia u MmoJjib30BaTeei




YHHUYTOKCHHUC NN

190019 (SU1 %)
nHpopmaruu

2) Ilepebou b) M3-3a HeKOpPEKTHOM pabOTHI IPOrpPaMM
SIICKTPOITUTAHUS

3) Cnydaiinoe c) Ilorepu wHpOpMaIUK, CBS3aHHAS C
YHUYTOXKECHUE WU HECAHKIIMOHHUPOBAHHBIM JOCTYIIOM
U3MEHCHHE
JTAHHBIX

4) Tlotepst 17001 d) Coou oOopymoBaHus, TpPH KOTOPOM
U3MCHCHHE TepsieTcss HHOopMaIus
JTAHHBIX npu
OIIMOKax 1Mo

17.YcTaHOBUTH COOTBETCTBUE:

1) TIporpamMmHO- a) Hus oOecrniedeHus Oe3omacHOCTH
anmnapaTtHbpIe UCIIOJIB3YIOTCS IPHUEMBI
(TEXHUYECCKHE) «IEPECTPAXOBKK», C MOMOIIBIO KOTOPBIX
METO/IbI UCKJTFOUAETCS BO3MOXKHOCTh OIMOOYHOTO

WIN HECAHKIIMOHMPOBAHHOTO
NPOHUKHOBEHUS B HMH()OPMAIMOHHYIO
CHCTEMY

2) dusnyeckas b) Jlns ocymiecTBIeHUsS HHPOPMAIIHOHHOM

3aIuTa 3alIUTBl  MCIOJB3YIOTCS  CIHCIUATbHBIC
KOMIBIOTepHBIE  TexHomoruu. C  wux
MOMOIIBI0  MOKHO  CKPBITh  Ba)KHBIC
JaHHBIE, HE JOMYCTHTh YTEYKU BO BPEMSI
MEPECHIIKH YePe3 HHTEPHET

3) MopainbHo- c) Ilpodunakrnyeckue NEHCTBYS, B
THYECKUEC METOIbI OCHOBHOM, BOCITUTATEJIBHOTO XapaKTepa

4) TeXHOJOTHYECKUE d) Meponpusitus HarpaBJIeHbl HA CHUXCHUE
HPUEMBbI pHCKa TIOTEPH JaHHBIX U BBISBJICHHUE JIHII,

IBITAIOIINXCA MIPOHUKHYTh Ha
OXpaHSEMYI0  TEPPUTOPUID  WIH B
UH(OPMAITMOHHYIO CUCTEMY

18. YcTaHOBUTH COOTBETCTBUE:

1)

[IpeBeHTUBHBIE

a)

Mepsl 6€30mMacHOCTH, HaNpaBlieHHbIE Ha
oOHapyxeHHe WHIMICHTOB. Hampumep,
AHTUBUPYCHAsl 3alllMTa WA CHUCTEMa




0OHapyKEeHHsI BTOPKEHUMH.

2) BoccraHoBuTeIbH b) Mepsi 0€30IMacHOCTH, KOTOpBIE
BIC NPEJOTBPALIAIOT IOSIBJICHUE HHITUICHTA
uH()OpMaITMOHHOM 0€30IacCHOCTH.
Hanpuwmep, pacrpeneicHme npaB
JOCTYyTA.
3) OGHapyXKHBaIOIIH C) Mepbl 0€30MacHOCTH, HANpaBJICHHBIC Ha
e yYMEHBIIICHUE MOTCHIIMAIBHOTO yIepoa B
cirydae VHIIHJICHTA. Hanpumep,
pe3epBHOE KOMTUPOBAHHE.
4) Tlonassromye d) Mepsl Oe3omacHOCTH, HANpaBJICHHBIC Ha

BOCCTAaHOBJICHHSI ~ TIOCJIE  WHLHUJEHTA.
Hamnpumep, BoccTaHOBJIEHUE pE3EPBHBIX
KOMUM, OTKAT Ha Mpeapiayliee pabdbodee
COCTOSIHUE U T.II.

5) Koppekrupyromue e) Mepbl 0€3011acCHOCTH, KOTOPHIC
IIPOTHBOCHCTBYIOT MOMBITKAM
peajM3anuy yrpo3bl, TO €CTh
HHIMICHTAM.

19. YcTaHOBUTH COOTBETCTBUE CTENEHEH MPOUCXOXKICHUS YTPO3BI
UHGOPMAITMOHHON O€30MaCHOCTH

1) EctectBeHHas a) JlaHHble yrpo3bl, B CBOI O4YepEeib,
TEJSITCS Ha 2 MOJIKATETOPHUU:
npelHaMepeHHas MOAKATEropuss — 3TO
TEHCTBHUS XaKepoB, KOHKYPEHTOB,
HEJI0OPOCOBECTHBIX COTPYJIHUKOB U T. .,
HEPEIHAMEPEHHAS — NEUCTBUS
MPOUCXOMAT HW3-3a JIIOJEW MO HUX
HEOCTOPOKHOCTH.

2) HckyccTBeHHas b) DTo Te yrpo3bl, KOTOPbIE HE 3aBHCAT OT

ACATCIIbHOCTH 4YCJIOBCKA: 3CMJIICTPACCHUA,
yparadbl, CMCP4YH, JOXKIWU, MOJIHUHX U T. 1.

3) BHyTpeHHsIsI C) Bce yrposel, KOTOpbIE MPOUCXOIAT BHE
CHCTEMBI.

4) BuemHss d) Yrpoza  uWCXOAMT  UW3HYTpU  CcaMoOM
CHCTEMBI.

20.YcTaHOBUTH COOTBETCTBUE CPEACTBA oOecrieueHus: THPOPMAIIMOHHON
0€30MaCHOCTH

1) OpraHu3aiMoHHbIC a) Croma BXOJUT BECh TIepeUYCHb
MPOTPAMMHOTO 00ECIICUCHUsI, KOTOPBIH
IIOMOKET o0ecneunThb JOJKHYIO
nH(OPMAITMOHHYIO 0e30macHOCTh




pecypca

2) IIporpamMMHBbIe b) Croma BxomsaT camu [OpHOOPHI W
YCTPOMCTBA, KOTOpbIE  O00OECIEYMBAIOT
3aIuTy HHGOPMAIHH.

3) AmmaparHble ¢) Croma BXO/IAT: obecrieueHue
Ka4eCTBEHHOTO MIOMEIICHHUS IS
pasMEIEHUsT CEPBEPOB, KayeCTBEHHOE
obopynoBaHue, MpOAyYMaHHAsT KaOeIbHAs
cHUCTeMa,  OpraHu3aius  [PaBOBOIO
cTaTyca pecypca Wi KOMIAHHH U JIp.

3az[amle HA YCTAHOBJICHHEC l'lpaBI/IJIBHOi/i nmocjaea0BaTeJIbHOCTH

1. YcraHoBuUTH 3Talibl IOCTPOSHUSI IPOTrpaMMbl 00eCICUeHUsI O€30aCHOCTH

1) ®opMupoBaH¥e MOTUTHKH OE30ITACHOCTH OPTaHU3aAIHH

2) TlpoBeneHue pa3bICHUTEIBHBIX MEPOIPHUATHN U OOyUYCHHS TEepCoHaIa
JUTSL TOJEPKKHU TpeOyeMbIX Mep 0€3011acCHOCTH

3) PerynsipHbIii KOHTPOJIb IOMIATOBON peaM3alliy TIaHa 0€301MacHOCTH

4) YcTaHOBIIEHUE YPOBHS 0€30TaCHOCTH

5) OnpenencHue IICHHOCTH TEXHOJIOTHMYECKMX ¥ WH(MOPMAIIMOHHBIX
aKTUBOB OpPTraHU3aLUU

2. YCTaHOBHTb UEPAPXUIO MTOCIIE0BATEIIBHO:
1) KommoHeHT
2) CewmeiicTBa
3) DaemeHT
4) KoMITOHEHT

3. YCTaHOBHTH 3TaIlbl CUCTEMBbI YIIPABJICHUS:
1) IlnanupoBaHue.
2) Buenpenue.
3) MOHUTOPHHT U aHAJU3.
4) CoBepIICHCTBOBAHUE.

4. VYcranosure 3tansl PDCA:
1) TInanupoBaHue
2) TlpoBepka
3) JMeticTBue
4) BpImogHEeHNE

5. VYcranosurte 3Tansl 3Tansl co3ganus CYUb:



1) Bueapenne W (QYHKIMOHUPOBAHWUE  CUCTEMBI  YIPABICHUS
nH(popMaIIMOHHOM 6€30IaCHOCTH.

2) TlpoBeneHne MOHHWTOPWMHTAa W  aHaJIM3a CUCTEMBI  YIPABJICHHUS
nH(pOpMaITMOHHOM 6€30IaCHOCTH.

3) Pa3paboTrka cucTeMbl yrpaBiacHHUS HHYOPMAIIMOHHONW OS30IIaCHOCTH.

4) Toanepkka W YJIy4IICHHE CHUCTEMBI YIIpaBICHHUS HH()OPMAIMOHHON
0€30MacHOCTH.

6. YcTaHOBUTH ATambl pa3pabOTKH:
1) TIpoektupoBanue
2) Peamuzarus
3) Buenpenue
4) AHanu3 ¥ IIaHUPOBaHUE TPEOOBAHMIA MTOJIb30BATEIICH

7. YcTaHOBUTH 3TaIbl pa3pabOTKU MPOTrPAMMHOM JIOKYMEHTAIUU:
1) Pa3paboTka TEXHHYECKOTO MPOCKTA.
2) KomriekcHoe BHEIPEHHUE POTPAMMHOM JJOKYMCHTAIIUH.
3) IloaroToBka TEXHUYECKOTO CIICIIUAIBHOTO 33 JaHHS.
4) CocTtaBiieHHE MOIPOOHOTO ICKU3HOTO BapHaHTa MPOCKTA.
5) Odopmiienue padbodero J0KyMEHTa.

8. OcHoBHBIE STambl pa3pabOTKA CHUCTEMBI YIPaBICHHUS HHPOPMAIIMOHHOMI
0€30MacHOCThIO!
1) O6paboTka MHPOPMANMOHHBIX PUCKOB (B TOM YHUCIIE OIPEICICHUE
KOHKPETHBIX MEp ISl 3allMThl IEHHBIX aKTHBOB);
2) KoHTpoJib BBIONTHEHUS U 3PPEKTUBHOCTH BHIOPAHHBIX MEP.
3) OrneHka 3anMIIeHHOCTH HH)OPMAITMOHHON CUCTEMBI;
4) Oterka nHOOPMAITMOHHBIX PUCKOB;
5) NuBeHTapu3anys aKTUBOB;
6) Baenpenue BeIOpaHHBIX Mep 00paOOTKH PUCKOB;
7) KareropupoBaHue aKTHBOB;

9. YcraHOBHUTH MPEANOYTHUTEIBHYIO IMOCIEAOBATEIILHOCTh JTAllOB BHEIPEHUS
MEKCETEBOTO DKpaHa!
1) KoudurypupoBanue
2) IlnanupoBaHue
3) TecrtupoBanue
4) Pa3BepThIBaHUC
5) Ympaeienue

10.YcTaHOBUTE OCHOBHBIC ATAIlbI OIICHKH PHCKA:
1) CormocraBiacHHEe BEPOSTHOCTH BOZHUKHOBCHHUS
2) OmpenencHre KOHTPMED
3) JlokyMEeHTUpOBaHHE
4) Unentudukaius yrpos



5) OmpenesncHre 3aMUIIACMbIX aKTHBOB

11.Ycranosute ¢azbl ananuza OCTAVE:
1) Paspabotka npouist yrpo3, CBI3aHHbIX C aKTHBOM.
2) Unentuduxaiius HHPpaCTPYKTYPHBIX YSI3BUMOCTCH.
3) Pa3paboTka cTpaTeruu H IjIaHOB OS30MaCHOCTH.

12.YcTanoBuTe 3TAnbl MpoIiecca yIpaBiICHUS pUCKaAMU:

1) BeiObop aHaIM3UpPyeMBIX OOBEKTOB M YPOBHS JICTAIHM3AIMH X
pPaccMOTpEHHS.

2) VaBeHTapu3aius akTHBOB.

3) AHanu3 yrpo3 W HMX IIOCICICTBUH, BBIIBICHHE YSI3BUMBIX MECT B
3aluTe.

4) OreHKa PUCKOB.

5) BbIOOp METOAMKH OILICHKH PHCKOB.

13.YcraHoBuTe 3Tanbl MpoIecca yIpaBleHUs PUCKaAMU:
1) Peanum3zanusi u mpoBepka BEIOpaHHBIX Mep.
2) Bp10op 3alUTHBIX Mep.
3) ObpaboTKa PUCKOB.
4) OreHKa OCTaTOYHOTO PHCKA.

14.Y cTaHOBUTE JTANbBl CTPATETHH yIpaBicHus puckamu Microsoft:
1) — ompexneneHue MOMYCTHMOTO YPOBHS PUCKOB (TO €CTh TOTO YPOBHS
PHUCKOB, KOTOPBII IPUEMIIEM );
2) — OlIEHKa BEPOSTHOCTH BOZHUKHOBEHUS KaXKJIOTO PHCKa,
3) — MPUCBOCHHUE CTOMMOCTH KaXKIOMY PHCKY;
4) — paccTaHOBKa MPUOPHUTETOB.

15.Bpibepute MpaBWIBHYIO TMOCJIEAOBATENILHOCTh JTAaloOB IO  CO3JAHHIO
CHCTEMBI 3alUThI IEPCOHATBHBIX TAaHHBIX:
1) OmbITHAs U IPOMBINUICHHAS SKCILTyaTaI[Hs]
2) TIpoekTHbI# 3Tamn
3) Atrtecranus Win JSKIAPUPOBAHNE
4) TlpeanpoeKTHBIH JTar

16.Bp10epuTe MpaBUIBLHYIO MOCIEAOBATEIIBHOCTD ATAMOB Pa3paOdO0TKH MPOHUIIL
3aILUTHI.
1) Ananu3 cpenbl npuMeHneHus U T-nipoxykTa ¢ TOYKU 3peHUst
0€301MacHOCTH.
2) Beibop npoduis-nporoTHia.
3) Cunte3 TpeOOBaHMIA.



17.BpiOepute  MpaBWIBHYIO  MOCIEAOBATEIBHOCTH  JTAllOB  3aIUTHI
uHpopMaluy, HHMOPMALMOHHBIX TEXHOJOTMH M aBTOMAaTHU3MPOBAHHBIX
CUCTEM OT aTakK:

1) AHamu3 pHUCKOB JJIsi aKTHBOB OPTaHM3aIlMH, BKIIOYAIOIIUA B ceOs
BBIIBJICHUE IICHHBIX AKTUBOB M OLEHKY BO3MOXKHBIX IIOCJIEICTBUIA
peanu3anny aTak ¢ UCIOIb30BAHUEM CKPBITBIX KaHAJIOB

2) Peanmzanust 3amMTHBIX MEp IO TPOTUBOACUCTBHIO CKPHITHIX KaHAJIOB

3) Opranu3anus KOHTPOJIS 32 MPOTUBOJICHCTBHEM CKPBITHIX KaHAJIOB.

4) BpIsSBICGHUE CKPBITHIX KAHAJIOB M OIICHKA WX OMACHOCTH JUIS aKTHBOB
OpraHu3alyn

18.Bri0epuTe npaBUIIbHYIO MOCIEA0BATEILHOCTD ATAMOB MPOIIEcca YIPaBICHUS
pUCKaMU:

1) Unentudukanus akTHBOB U IICHHOCTH PECYPCOB, HYXIAIOIIMXCS B
3aIIUTE;

2) AnHanmu3 yrpo3 ¥ UX MMOCIIEICTBUH, ONPECICHHE CIa00CTeH B 3aIHTE;

3) Kiaccudukalius puckoB, BEIOOP METOIOJIOTHH OLICHKH PUCKOB H
MIPOBEJCHUE OLICHKU;

4) Bp10op, peanu3aiiys ¥ MpoBepKa 3allUTHBIX Mep;

5) OreHKa OCTaTOYHOTO PUCKA;

6) Bp100op aHaIM3MPyeMbIX OOBEKTOB M CTEIICHH JICTATBHOCTH HX
paccMOTpEHUS;

19.Br16epuTe mocnenoBaTeIbHOCTh MPOBEACHHUS MOJICITUPOBAHUS YTPO3:
1) OnpenencHue HETATHBHBIX TOCIEACTBUH OT yrpo3 Oe30MacHOCTH
uH(bopMaIuu.
2) OmnpenencHue 00BEKTOB BO3JICHCTBUS
yIrpo3 0€301macHOCTH UHGOPMALIIH.
3) OreHKa BO3MOXKHOCTH PEaIM3alliu YIPO3 U UX aKTyaTbHOCTH.

20.YcTaHoBHTE ATAIbI MPOIIECCHON MOJICIH
1) TIposepka.
2) TlnanupoBanwue.
3) Peanmsarus
4) JleiicTBue.

IIlkajia OUECHHMBAHMA Pe3YyJbTATOB TECTHPOBAHMS: B COOTBETCTBUU C
JIEUCTBYIONIEH B YHUBEPCUTETE OAUTbHO-PEUTHHTOBON CHUCTEMOUN OICHWBAaHUE
pe3yJabTaTOB MPOMEXKYTOUYHOM aTrrecTaluu OOydYaroIMXCsl OCYIIECTBISIETCS B
pamkax 100-0aympHOM  mIKanbl, NpPU OSTOM MaKCUMAaJIbHBIA  Oalm 1O
IMPOMEKYTOUHOM arTrecTalui O0O0ydyaromuxcss 1o O4HOW ¢dopme o00yyeHus
cocTaBisieT 36 0amioB, O OYHO-3a0YHOM W 3a04yHOU (hopmam oOyuenus — 60
6ayutoB (yctanoBJieHO nosioxkenuem 11 02.016).

MakcumanbHbIi 0ail 3a TECTUPOBAHUE MPEACTABISIET COO0M pa3HOCTh IBYX
yyceJa: MaKCUMaJbHOTO Oajia Mo MPOMEXKYTOYHOM aTTeCTalluu IS JaHHOU



dbopmbl 00yuenus (36) U MaKCHUMaLHOTO Oajuia 3a pemeHne KOMIETEHTHOCTHO-
OPUEHTUPOBAHHOM 3a/1auu (6).

bann, nonydeHHbI oOOydYarOMMMCS 3a TECTUPOBAHUE, CYMMHUPYETCS C
OaJlJIOM, BBICTABJICHHBIM €My 32 pEIIEHHE KOMIIETEHTHOCTHO-OPUEHTHUPOBAHHON
3aJlayu.

OO0mumii 6ay 1Mo MPOMEXKYTOYHOM AaTTECTallMd CYMMHUpPYETCs ¢ Oalamu,
MOJIYYeHHBIMU 00YYaIOIIMMCS 110 Pe3yJIbTaTaM TEKYIIEro KOHTPOJI YCIIEBAEMOCTH
B TEUCHHE CEMECTpPa; CyMMa OaJlJIOB MEPEBOAUTCSA B OLEHKY MO S5-0aluIbHOM IIKae
CJIETYIOITUM 00pa3oM:

CootBerctBue 100-0a1pbHON U S-0aJUTBHOM TIIKAT

Cymma 6amtoB o 100-6anmapHOM O1eHKa 110 5-0aJUILHOM IIIKaJIe
IIKaJjIe

100-85 OTJIMYHO

84-70 XOpOIIO

69-50 yJIOBJIETBOPUTEIIHHO

49 u meHee HEYJIOBJICTBOPUTEILHO

2.2KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE 3AJIAYN

1. B neditarpaMmMHON ceTn Mexay y3namu A u B cyimiectByer Tpu moroka u
TPU aJbTEPHATHBHBIX MapuipyTta. MOXHO 1M HampaBUTh KaXIbIH IOTOK I10
OTEJIBHOMY MapuIpyTy?

2. Peanmsyiite ympaBieHuem atpuOyramu ¢aiaoB u katosoroB B Linux
KaTaJIoT — ITOYTOBBIN AIIHUK

3. Peammsyiite ympaBiaeHueM atpuOyTamu ¢aijgoB u KaTomoroB B Linux
BO3MOYKHOCTh IPOCMOTpPA U MEPIIOCTPALIUU COAECPHKUMOr0 Karajaora — Mo4ToBOrO
— SIITMKA

4. PeanusyiiTe ymnpapieHueM arpuOytamu (ailsioB M KarosoroB B Linux
MOJIMTUKY BUJIA «IMUHUCTPATOP TPYIIIbI — YWICHBI TPYIIITHD»

5. Peanmsyitite ynpamiaenuem arpuOytamu (aiiioB W karojoroB B Linux
oOmuii daiin s ooMeHa uapopmalen Mex1y moJib30BaTelISIMU

6. Peammsyiite ynpasieHuem atpuOyramu ¢aiaioB u kaTosoroB B Linux

BO3MOXHOCTh TPOCMOTpPa H TMEpJroCTpanuu obmero daiina ams  oOMeHa
uHbopMaIuen Mex Iy MoJIb30BaTEISIMU

7. OmnpenenuTh MUHUMAJIBHYIO MJWHY KOJOBOIO CJIOBA C BO3MOYKHOCTBIO
UCIIpaBJIeHUs 3-X KPATHBIX OIIMOOK MPU KOAUPOBAHWK WHGPOPMAIMH JUTUHOW 32
our.

8. C kakoll MakCUMaJbHOW CKOPOCThIO MOTYT OOMEHHBAThCSA JAaHHBIMU JBa
y3Ja B CETH, €CIM CETh MOCTPOEHA Ha pa3JeisieMoil cpele C MPOIyCKHOU
crocoOHocThI0 8 MOuT/Cc 1 coctout u3 120 y3710B.

9. C kakolf MakCHMAaJIbHOM CKOPOCTBbIO MOTYT OOMEHHUBATHCS JAaHHBIMHU JIBa
y3Ja B CETH, €CIM CeTh MOCTPOEHA Ha pa3JeisieMoil cpele C MPOIyCKHOU
criocobHocThio 10 MOuT/c u coctout u3 50 y3J0B.




10. C xakoii MakCUMaJbHON CKOPOCTHIO MOTYT OOMEHHBATHCSA JAHHBIMHU JBa
y371a B CETH, €CIIM CETh IIOCTPOECHA HA pa3AeIsieMOl cpele C NpPOIMyCKHOU
criocobHocThio 10 MOuT/c 1 coctout u3 80 y310B.

11. Omnpenenutb MakCUMaJIbHYIO JUIMHY KOJOBOI'O CJIOBa C BO3MO>KHOCTBIO
UCIPaBJIEHUS 3-X KPATHBIX OLIMOOK MpU KOJWPOBAHMU MH(OpMALMM AJUHOU 32
our.

12. Onpenenutb MakCUMaJIbHYIO JUIMHY KOJOBOIO CJIOBa C BO3MO>KHOCTBIO
UCIPaBIIEHUS 3-X KPATHBIX OLMIMOOK MpU KOJWPOBAHWU MHQPOPMAIUH JUTUHON 16
our.

13. Ecnu Bce KOMMYHUKAIIMOHHBIE YCTPOMCTBA B MPHUBEACHHOM Ha pHC. |
dbparMeHTe ceTu SBIAIOTCS KOMMYTAaTOpPaMH, TO Ha KaKUX MOPTax MOSBUTCS Kajp,
€CJIM €T0 OTIPaBUI KOMIbIOTEP A KoMIblOTEpY B?

14. Cetp MOXKET NepeaBaTh JaHHBIE B IBYX PEKUMAX: C MOMOILBIO AeHTarpaMm
U 110 BUPTyaJIbHbIM KaHasaM. Kakue cooOpakeHus Bbl Obl IPUHSUIM BO BHUMaHUE
OpU BBHIOOpPE TOTO WJIM HHOTO PEeXHMMa Uil Mepeladyd BalluxX JaHHBIX, €CIIU
IJIaBHBIM KPUTEpPUEM BbIOOpa [JIsi Bac SIBISIETCS CKOPOCTh M HAJIEAKHOCTh
JOCTABKU?

15. B ceru, noanepxuBaoIiel TEXHUKY BUPTYalIbHBIX KaHAJIOB, MEXKIY y3JaMu
A u B cymectByeT Tpu NOTOKa M TPU albTEPHATUBHBIX Mapuipyra. MOXHO Ju
HAIPaBUTh KAKIbIA MOTOK MO OTAEILHOMY MapupyTy?

16. Ecnu Bce KOMMYHUKAIIMOHHBIE YCTPOWCTBa B MPHUBEACHHOM Ha pHC. |
(dparmMeHTe ceTu SBIAIOTCA KOMMYyTaTOpaMH, KpOME OJHOIO KOHLEHTpaTopa, K
KOTOPOMY TOJIKJIFOUEHBI KOMITBIOTEPHI A 1 B, TO Ha Kakux mopTax MOSBUTCS Kajp,
€CJIM €r0 OTIPaBUJI KOMIIBIOTEP A KOoMIbIOTEPY D?

17. C kakoii MakCUMaJIbHOM CKOPOCTBIO MOTYT OOMEHHMBATBHCS JAHHBIMU JBa
y3Ja B CETH, €CIM CETh IOCTPOEHAa Ha pa3leisieMoil cpele € MPOMYCKHOU
crocoOHOCThIO 9 MOuT/Cc 1 coctout u3 50 y370B.

18. C kakoii MakCHMaJIbHOW CKOPOCTBIO MOTYT OOMEHHBATHCS JAaHHBIMHU JIBa
y3Ja B CETH, €CIM CETh IIOCTPOEHAa Ha pa3leisieMOil cpele C IPOIyCKHOU
criocoO6HoCThIO 8 MOuUT/Cc 1 coctout u3 180 y3710B.

19. C kakoii MakCHMaJIbHOW CKOPOCTBhIO MOTYT OOMEHHBATHCS JAaHHBIMHU JBa
y3Ja B CETH, €CIM CETh IIOCTPOEHAa Ha pa3leisieMOil cpele C IPOIyCKHOU
criocobHocThio 10 MouT/c 1 coctout u3 180 y31o0B.

IIIkajia oOlEHMBAHHUA pelIeHHs] KOMIIETEeHTHOCTHO-OPHMEHTUPOBAHHOM
3aJ]a44: B COOTBETCTBUU C JICUCTBYIOIIEH B YHUBEPCUTETE OaIbHO-PEHTUHTOBOM
CUCTEMOU OIIEHMBAaHUE PE3YyJbTAaTOB MPOMEXKYTOUHOW aTTeCTALlMK O0Yy4aroUIuXcs
ocyuiecTBisieTcs: B pamkax 100-0ayuibHOM MIKaJIbl, IPU 3TOM MaKCUMAaIbHBIA Oali
0 MPOMEXKYTOUHOM arrecTalud OOydaroumxcs Mo O4YHOW ¢opme oOydeHus
coctaBisier 36 0amioB, O OYHO-3a0YHOM W 3a04HOM (hopmam oOydenust — 60
(ycranosieno nonoxxenueM I1 02.016).

MaxkcuMmanbHOE KOJMYECTBO OaljlIoB 3a pEHIeHHEe KOMIIETEHTHOCTHO-
OpPUEHTHPOBAHHOM 3a7aun — 6 O6AIIOB.

bamn, mnomydyeHHbli oOydaromMMcs 3a pEIIeHHEe KOMIIETEHTHOCTHO-
OPUEHTHPOBAHHOM 3aJayd, CyMMHpYETCs C OajioM, BBICTABJICHHBIM €MY IIO



pesynbratam  TecthpoBaHus. OOmmit Oamnm  TPOMEXYTOYHOM  aTTeCTaluu
CyMMHpyeTCsi ¢ Oamamu, TMOJyYeHHbIMM OOYYaIOIIMMCS [0 pe3ysbTaram
TEKYLIEro KOHTPOJII YCIIEBAEMOCTH B TEUYEHHME CEMecTpa; cyMMa O0asuioB
NEePEBOUTCS B OLIEHKY IO 5-0ayUIbHOM IIKaJE CIEeTYIONMM 00pa3oM:

Cootserctre 100-0a/u1bHON M 5-0aJJIBHOM KA

Cymma 6aiutoB o 100-6amipHoM mikane | OueHka no 5-0ajuibHOW MIKaje
100-85 OTIINYHO

84-70 XOPOUIO

69-50 YAOBJICTBOPUTEIHHO

49 u meHee HEYJIOBJIETBOPUTEIBHO

KpuTtepun oneHuBaHUsi pelleHHs] KOMIIETEHTHOCTHO-OPHEHTHPOBAHHOM
3agauM (HIKECICAYIOIINE KPUTEPUU OLICHKU SIBJISIIOTCS MPUMEPHBIMU U MOTYT
KOPPEKTUPOBATHCS):

6-5 ©0ajI0B BBICTABIACTCS OOydYaroOmeMycsl, €CIM pPEIICHHWE 3aJa4du
JIEMOHCTPUPYET TIIyOOKO€ MOHUMaHKE OOyYarolUMCs MPEII0KEHHON MpoOJieMbl
U Pa3HOCTOPOHHEE €€ pacCMOTPEHHE; CBOOOJHO KOHCTpyupyemas padora
MPEJCTABIAECT COOON JIOTUYHOE, SICHOE€ M TMPU 3TOM KpPaTKoe, TOUHOE OIMHCAHUE
X0/la peuieHust 3agauu (MoCIeI0BaTEIbHOCTH (MM BBINOJTHEHHUS) HEOOXOAUMBIX
TPYJIOBBIX JEHCTBUI) U (QOPMYIHUPOBKY OKA3aHHOTO, MPABHIBHOTO BBIBOJIA
(oTBETAa); MPU FTOM OOYHAIOUTUMCS MPEUIOKEHO HECKOIBKO BAPUAHTOB PEIICHHUS
WM OpUTHHAIBHOE, HECTaHJIApTHOE pemieHue (uin Hambosee rdhPexkTuBHOE, WU
HamOoJiee palMOHAIBLHOE, WM ONTUMAJLHOE, WU E€JAMHCTBEHHO IPABUIIBLHOE
peleHune); 3ajada pelieHa B YCTAaHOBJICHHOE MPENoAaBaTeieM BpeMs WIH C
ONEPEKEHUEM BPEMEHMU.

4-3 Oanja BBICTaBIAETCS OOydYarolleMmycs, €Clid pelieHue 3ajayu
JIEMOHCTPUPYET MOHUMAHHE OOYYaIOIIMMCS MNPEIJIOKEHHON MpoOJieMbl; 3a1aya
pelieHa TUIMOBBIM CIIOCOOOM B YCTAaHOBJICHHOE MpPEIojaBaTelieM BpeMsl; UMEIOT
MecTto oOmue ¢pa3sl U (WIKM) HECYIIECTBEHHbIC HEJOYEThl B ONMCAHUU XOJa
penienus u (Wian) BeIBoJa (OTBETA).

2-1 ©Oamja BbICTAaBIsACTCS OOydYaromIeMycs, €CIM pEIICHHE 3aJadyu
JIEMOHCTPUPYET TMOBEPXHOCTHOE TMOHUMAHUE OOYYaAIOMIUMCS TPEIJIOKEHHON
POOJIEMBI; OCYIIECTBICHA IMOMBITKA MIA0JIOHHOTO pEelIeHUsl 3a7a4u, HO TpU ee
pEeIIeHUH  JIOMYyIIeHbl OmMOKM U  (WIM) TPEBBINIEHO  YCTAaHOBJICHHOE
MpenoaaBaTesieM BpeMsl.

0 ©0anjoB BBICTABISIETCA OOyYalOlIEMyCsi, €CJIM pelIeHUue 3aJlauu
JEMOHCTPUPYET HEMOHUMAaHUE 00YJarONTUMCS MPEIOKEHHON TPOOIeMBbI, U (HMJIN)
3HAYMTEIFHOE MECTO 3aHUMAIOT OOIIMe (Ppa3bl U TOJIOCIOBHBIC PACCYKICHUS, U
(unn) 3aaya He peleHa.




