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Conepxar cBeneHuss MO BompocamM padOThl B MPOTrpaMMHOM
nponaykre Cisco Packet Tracer. Yka3piBaeTcCsi MOPSAOK BBIIOJTHCHUS
1abopaTOpHOM pabOTHI, TpaBUiia COACPKaHUE OTUYETA.

Meroaudeckue  yKa3aHUS  COOTBETCTBYIOT  TpeOOBaHHUSIM
IPOrpaMMBbl, YTBEPKICHHON y4eOHO-METOANYECKUM OOBEIMHEHUEM I10
CIEIUAILHOCTH.

[IpeqnasHadyeHsl JUIsI  CTYJICHTOB HAIMPABJICHHUS TOATOTOBKH
oakanaBpuata 10.03.01 «MudopmalnimonHas 6€30MaCHOCTDY.

TekcT nevaraercs B aBTOPCKOW peNaKIIUU

IToanucaHo B meyathb . ®opmat 60x84 1/16.
VYenneu. . 0,47. Yu.-uza. 1. 0,42. Tupax 100 sk3. 3aka3. becmiaTtHo.

FOro-3anaiHbiil TOCY 1ApCTBEHHBI YHUBEPCUTET.
305040, r.Kypck, ya. 50 net Okts6ps, 94.



Haunnas ¢ Bepcum [0S 12.4, B mapmpyTtuszaTopax MNOSIBUJIACh
¢yukuus Zone-Based Policy Firewall, mosBossiomas mpou3BOIuTh
HACTPOMKY NPaBUJI MEXKCETEBOTO 3KpaHa. JTa (YHKIUS MO3BOJISIET
Ha3HAYuTh HHTEpdelicaM MapuipyTuzaTopa 30HBI 0€30MAaCHOCTH W
YCTAHOBUTb TPaBUjIa B3aUMOJICUCTBUS MEXY HUMH.

KondurypupoBanue Zone-Based Policy Firewall 3akntouaercs B
BBITIOJTHEHHE CJIEAYIOIIUX 1IAroB:

1)  Ha3HAYMTH 30HBI MEKCETEBOrO dKpaHa;

2)  OmIpeaenuTh BO3MOXKHOCTH MPOXOXKICHHUS CETEBOTO Tpaduka
MEXK]Ty 30HAMU;

3) BKIIOYUTH CYIICCTBYIOIIME CETEBble HMHTEP(EHCH B
CO3/IaHHBIC 30HBI;

4)  ompenenHuTh KIACChl, K KOTOPBIM OyAyT TPUMEHSATHCS
MOJIMTUKY JIJIsI IEPECEUEHUS TIaphl 30H;

5) omnpeaenuTh MOJUTHKUA IS TAp 30H, PETIAMEHTHPYIOIINE
POU3BOJUMBIE JEHCTBHS HAJ MPOXOIAIIMM CETEBBIM Tpaduxom; 6)
IPUMEHUTD MMOJTUTHUKH JIJII BBIOpaHHBIX ITap 30H.

Paccmotpum Hactporiky Zone-Based Policy Firewall mnsa cimydas,
npeacTaBieHHOTo Ha pucyHke 30. B nemunurapuzoBanHoil 30He (JIM3)
¢ aapecom 172.16.0.0/16 pacnonoxensl: Web-cepep (172.16.0.4);
noutoBbli cepBep (172.16.0.5); FTP-cepsep (172.16.0.6). Anpec
BHyYTpeHHeEH ceTu (moJsib3oBarenu) 192.168.20.0/24. Buemnnii IP-anpec

mapmpytu3aropa 10.0.0.2, macka cetu 255.0.0.0, BHyTpeHHUU -
192.168.20.2.
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Pucynok 1 - Cxema cetn

BBIIIOJIHUTH!

1. Co3zmare B GNS3 TOnmonoruro cetH, NpeJACTAaBICHHYIO BbIIIE
(Ha pucynke 1).

2. B pexume T1100a1BHOTO KOHGUTYPUPOBAHHS OMPEICIUTD
30HBI Oe301acHoCTH. [[71s1 mosb3oBarteneit 3a1aTh 30Hy ¢ UMEHeM inside,
st Uatepueta — outside, as JIM3 — DMZ.

Gateway(config)#zone security outside

Gateway/(config-sec-zone)#description internet

Gateway/(config-sec-zone)#exit

Gateway(config)#zone security inside

Gateway/(config-sec-zone)# description intranet

Gateway/(config-sec-zone)#exit

Gateway/(config)#zone security dmz

Gateway/(config-sec-zone)#description DMZ

Gateway(config-sec-zone)#exit.

3. Hazwmauutes wuHTepdeiicel B 30HBL. [lo ymMomuaHuio
IPOXO0XkKACHUS TpaduKa MEXKAY 30HAMU 3aMPEILIEHO.

Jlist 30HB1 OUtside:

Gateway/(config)#interface FastEthernet0/0

Gateway/(config-if)#ip address 10.0.0.2 255.0.0.0

Gateway(config-if)#no shutdown

Gateway/(config-if)#zone-member security outside



Gateway/(config-if)#description outside

Gateway/(config-if)#exit.

J1s1 30HEI INSide:

Gateway/(config)#interface FastEthernet0/1

Gateway/(config-if)#ip address 192.168.20.2 255.255.255.0

Gateway(config-if)#no shutdown

Gateway(config-if)#zone-member security inside

Gateway/(config-if)#description inside

Gateway(config-if)#exit.

s 3061 DMZ:

Gateway/(config)#interface FastEthernetl1/0

Gateway/(config-if)#ip address 172.16.0.2 255.255.255.0

Gateway(config-if)#no shutdown

Gateway/(config-if)#zone-member security dmz

Gateway/(config-if)#description DMZ

Gateway/(config-if)#exit.

4, OHpeI[eJ'II/ITB IMPOTOKOJIbI, TII0 KOTOPbIM II0JIb30BATCIISAM
paspeineHo Beixoauth B MaTepHer (http, ftp, smtp, pop3, dns, icmp).

Gateway(config)#class-map type inspect match-any cm_http-ftp-
dns-smtp-pop3-icmp

Gateway(config-cmap)#match protocol http

Gateway(config-cmap)#match protocol ftp Gateway(config-
cmap)#match protocol pop3

Gateway(config-cmap)#match protocol smtp

Gateway/(config-cmap)#match protocol dns

Gateway/(config-cmap)#match protocol icmp

Gateway/(config-cmap)#exit.

5.  Onpenenuts MOJUTHKHU:

Gateway/(config)#policy-map type inspect in-out

Gateway/(config-pmap)#class type inspect cm_httpftp-dns-smtp-
pop3-icmp

Gateway/(config-pmap-c)#inspect

Gateway/(config-pmap-c)#exit

Gateway(config-pmap)#exit.

6. Cosnarhb 11enoYKy U3 napsl 30H inside — outside:

Gateway/(config)#zone-pair security insideoutside source inside
destination outside



CCTU.

Gateway(config-sec-zone-pair)#service-policy type inspect in-out
Gateway/(config-sec-zone-pair)#exit.

7.  Co31arh COIUCKHU JOCTYyNAa ISl MyOJIUYHBIX CEPBEPOB:
Gateway/(config)#access-list 101 remark webserver
Gateway/(config)#access-list 101 permit ip any host 172.16.0.4
Gateway/(config)#access-list 102 remark mailserver
Gateway/(config)#access-list 102 permit ip any host 172.16.0.5
Gateway/(config)#access-list 103 remark ftpserver
Gateway/(config)#access-list 103 permit ip any host 172.16.0.6.

8. OmpenenuTh MPOTOKOJBI JISI TOCTYMa K CepBEpaM U3 BHEITHEH

Gateway(config)#class-map type inspect match-all web
Gateway/(config-cmap)#match access-group 101 Gateway(config-

cmap)#match protocol http

Gateway/(config-cmap)#exit
Gateway/(config)#class-map type inspect match-all mail
Gateway/(config-cmap)#match access-group 102
Gateway(config-cmap)#match protocol smtp
Gateway(config-cmap)#match protocol pop3
Gateway/(config-cmap)#exit
Gateway(config)#class-map type inspect match-all ftp
Gateway/(config-cmap)#match access-group 103
Gateway/(config-cmap)#match protocol ftp
Gateway(config-cmap)#exit.

9. 3agare monuTuku st JIM3:
Gateway/(config)#policy-map type inspect webmail-ftp-dmz
Gateway/(config-pmap)#class type inspect web
Gateway/(config-pmap-c)#inspect
Gateway/(config-pmap-c)#exit
Gateway/(config-pmap)#class type inspect mail
Gateway/(config-pmap-c)#inspect
Gateway/(config-pmap-c)#exit
Gateway/(config-pmap)#class type inspect ftp
Gateway/(config-pmap-c)#inspect
Gateway/(config-pmap-c)#exit
Gateway/(config-pmap)#exit.

10. Co3gaTh meno4ky U3 mapsl 30H outside — dmz:



Gateway(config)#zone-pair security out-dmz source outside
destination dmz

Gateway(config-sec-zone-pair)#service-policy type inspect web-
mail-ftp-dmz

Gateway/(config-sec-zone-pair)#exit.

[IpoBeputh pabOTOCTIOCOOHOCTH CO3/JAHHON KOH(DUTYpaIHH.
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