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CdopMupoBaTh OCHOBHI 3HaHHWH 110 NPUHIUIAM MOCTPOCHHS TEJIEKOMMYHHKAIMOHHBIX CHCTEM
(TKC), a Taxxe O3HAKOMJIEHHE C METOJaMH, CpPEACTBAMH U CHCTEMaMU OOECHEUYCHHsS] UX
nH(OPMAIIMOHHOHN 0€301acHOCTH.

3agauu u3yyeHusi JUCHUIITUHBI

OCHOBHBIMM 33JJa4aMH U3YYEHHUs AUCLMIUIMHBI BIsETCA: onpeeneHue mecta U 3HayeHuss MBTKC
B CHCTEME IMPUHATHS XO3SMCTBEHHBIX pEIICHHWA W €€ pOJIM KAK MPEBEHTUBHOIO MEXAHU3MA
NpeaynpeKACHNs HETaTUBHBIX MOCJIECTBHI BPEJOHOCHBIX BO3ACHCTBUI OOBEKTHBHOTO U CYOBEKTUBHOTO
xapaktepa Ha QynkauonupoBanue TKC; o3HakOMIeHHE C TPHUHIUIAMH TEpenadyd COOOMICHWA B
OCHOBHBIX CETSIX CBS3HM, O3HAKOMJICHHE C OCHOBaMH HH()OPMAIIMOHHOW 0€30MacHOCTH CUCTEM U CeTei
CBSI3U, O3HAKOMJIEHWE C METOJaMH HECAaHKIIMOHWPOBAHHOTO W3BJICUEHHUs WH(POPMAIMH U3 CUTHAJIOB H
COOOIIEHHUH Pa3IMYHBIX CUCTEM CBSI3U.

3HaHUS U YMEHUs, KOTOPBIMU JIOJDKEH 00J1a7aTh CTYICHT, YCIIEIITHO OCBOMBIIIHI TAHHYIO

NuaukaTopsl KOMIETeHIUI, (POpMHUPYeEMBbIe B pe3yJIbTaTe OCBOCHHUS AU CHHUIIHHBI

[TK-3 Cnocoben ucnonb3oBats coBpemeHHbie |[1K-3.2 TIpuMeHsieT 0CHOBHBIE IPUHIIMIIBI, TPOTOKOIBI U
METO/IbI OLIEHKH MapaMeTpoB 0€30MaCHOCTH M |[TPOrpaMMHBIC KpUNITOTpadUIeCKue CpeicTBa

3aLUTHI IPOTPAMMHOI0 00ECIIEUEHUS U oOecrieueHuss MHOOPMAIIMOHHOM O€30MTaCHOCTH CETEBBIX
CETEBBIX YCTPOMCTB aIMUHUCTPUPYEMOM CETH |yCTPOMCTB

C IOMOIIBIO CIIELMAIIBHBIX CPEICTB [1K-3.4 [Tonb3yercs HOPMATUBHO-TEXHUYECKOU
yrpaBiieHus1 0€30MaCHOCTHIO, C LEIbI0 JIOKyMEHTaIUen B 00J1aCTH 00eCTICUCHHSI

pa3pabOTKH METOJ0B YCTPaHEHHUS UHPOPMAIIMOHHOM 0€301MacHOCTH

BBISIBJICHHBIX YS3BUMOCTEM MH(POKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH

ITK-3.5 OcyuiecTBis€T YCTAaHOBKY U yIIpaBJICHUE
CHEIMATN3UPOBAHHBIMU IPOrPAMMHBIMU CPEJCTBAMHU
3alIUTHI CETEBBIX YCTPONCTB aIMUHUCTPUPYEMOI CETH OT
HECAaHKIMOHUPOBAHHOI'O JIOCTYIA

Pa3aesibl IMCHUTLINHBI
. [IpoGaembr nHDOpPMAITMOHHON OE30TTACHOCTH CETEH
. [omuTHka Ge30macHOCTH
. Texnomorun ayreHTU(UKATUU
. TexHOIOTHU MEXCETEBBIX IKPAHOB
. TexHOIOTHY 3aIUTHI OT BUPYCOB
. TexHomornm aHanmM3a 3alUIIEHHOCTH U OOHAPYXEHHUS CETEBBIX aTaK
. TpeboBaHus Kk cucTemMaM 3amUThl HHGOpMAIHK
. Ayt 6e30macHOCTH HHPOPMALIMOHHBIX CUCTEM
. Pa3paboTka u 3ammra Web-caiiToB
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PabGouast mporpaMma QUCHUIUIMHBEI 3allWIEeHHbIE HU(POBBIE CHCTEMEI

i TICPEAAYH-HHDOPMALHNH-COCTABIEHA-B-COOTBETCTBHM-C-DI-OC B0 ~.0aKanaBpHar:
no HanpasiaeHuo noarotoBku 11.03.02 MHpokoMMyHUKalLlMOHHBIE TEXHOJIOTHU U

CHUCTEMBI _  CBS3H HAa _ OCHOBaHMM  y4eOHOro miada  OIIOII

HaIlpaBJIICHHOCTb «CeTH CBSI3M M CHCTEMBI KOMMYTallHuu», OHOGPGHHOI"O VYyeHpIM

s coBeToM yHHBepcHTeTa (mpoTokon Ne 9 05 209 ).
= e ———Pabouyas mporpamMma IUCHMIUIMHEI 3allUIIEeHHBIe LH(PPOBEIE CHUCTEMBI
nepefadyd HHGoOpManUH OOCYyXIeHa W peKOMeHJOBaHa K pealu3allud B
obpa3oBarensHOM Ipouecce Ml obydenus crtyaeHtoB mo OITOIT BO 11.03.02
MHpOKOMMYHHMKAIIMOHHBIE TEXHOJIOIMH U CHCTEMBI CBSI3H, HanpaBieHHOCTh «CeTH
CBSI3M M CHCTEMBl KOMMYTAallMM Ha 3acenaHud Kadeapsl HH(POPMALMOHHOM
6e3omacHocTH poToKon Ne [ «31» aezycma 2049 r

3aB. xadenpoit /74 /7 Tanpirua M.O.

Pazpaboruyuk nporpammel %
K.T.H., JOLIEHT G==7 MapyxnenkoA.JI.

CornacoBano: Ha SaCG,ELaHIfIH Ka(bellpbl KOCMHYECKOI'O DpH60pOCTpOEHI/IH 51

cucTeM cBs3d, mpoTokon Ne { «A0» 09 ﬁ[&ﬂ_ .

Aupporos B.I'.
Qp — Maxaposckas B.I'.

3aB. kadbenpoii
JupekTop HayuHoO# OubIHOTEKH a

Pabouas mnporpaMma IUCHMIUTAHBI 3allUIeHHble NU(GPOBBIE CHCTEMBI
nepenauu MHQOpMalLMM NepecMOTpeHa, OOCyXkJeHa W peKOMEHJoBaHa K
peanu3anuy B 00pa3oBaTeIbHOM Ipoliecce Ha OCHOBaHMH y4ebHoro ruiana OITOIT
BO 11.03.02 MapoKOMMYHUKAIIMOHHBIE TEXHOJOTHH U CHCTEMBl CBS3H,
HarpaBleHHOCTh «CeTH CBSA3M M CHCTEMBI KOMMYTALMHY», 0100pPEHHOro YYeHbIM
coBeToM yHHBepcHTeTa (potokon Ne & « £7 » o3 2042 r.).

3aB. kadenpoit A &-Wp I';,coﬁ. A7 ar 27 f. 220

Pabouass mnporpaMma AUCHMIUIMHBEI 3allldleHHble LIU(PPOBBIE CHCTEMBI
nepegayd  MH(OpPMALMM IIepecMOTpeHa, oOCyXkJeHa M pEeKOMEHIOBaHa K
peanuzaluy B 00pa3zoBaTesibHOM Ipoliecce Ha ocHoBaHuM ydyebHoro minana OITOIT
BO 11.03.02 HWuHbDOKOMMYHHMKAIMOHHBIE TEXHOJOTMH W CHCTEMBI CBSI3H,
HarpaBeHHOCTh «CeTH CBS3M M CHCTEMbBI KOMMYTALIMI», 0J06PEHHOro YyeHbIM
COBETOM yHHBepcHTeTa (TIPOTOKOI Nolﬁ\ « 6 » Qe 20 ¥ 1),

3aB. Kadeapoit D (A 7 / Gl pereerzcerr MO

el




PaGouas nporpamma JAMCUMIUIMHBI IEpecMOTpeHa, oOcyxJIeHa U
peKOMeHJ0BaHa K peaju3allid B 0Opa3oBaTelbHOM IIpollecce Ha OCHOBaHUU
yuebHoro muiana OIIOIT BO 11.03.02 MH}OKOMMYHMKAIIMOHHbIE TEXHOJIOIMU U
CUCTEMbl _ CBA3M, HampaBieHHOCTh (mpoduab) «CeTw CBS3M U CUCTEMBI
KOMMYTalUW», OJ00PEHHOro YuUeHbIM COBETOM YHHUBeEpcHUTeTa MpoToKos Ne 7
«28» (eBpans 2022 r., Ha 3acefaHuU Kadeapsl HHPOPMALIMOHHOM 0€3011acHOCTH,
npotokos Nell ot «30» uronst 2022 r.

(naumenpsanue kagheopel, dama, Homep nPOMoOKoIa)
3aB. Kadeapoii %)) f/f;/rﬂzzw Vil
[ / :

PaGouas nporpaMma  JUCIMIUTMHBI  [ePecMOTpeHa, obcyXJieHa U
peKoMeHJ0BaHa K peajau3aluy B oOpa3oBaTeIbHOM IIpollecce Ha OCHOBAHUU
yueOnoro miana OIIOIT BO 11.03.02 MH()OKOMMYHHUKAIIMOHHBIE TEXHOJOI'WH M
CUCTEMbl CBS3M, HanpaBjieHHOCTh (mpoduib) «CeTu CBSI3M U CHUCTEMbI
KOMMYTalMu», OJOOPEHHOro Y4eHbIM COBETOM YHUBEpPCUTETa MPOTOKOI

Ne 9 «w2z2» o2 20.23T., Ha 3acejaHuu
- [— < 3 ;
KaePbl_ccupg peccacseconseod D L7100 07U S povorp.l o3 OF 36.6P 2027
l / (nHaumenogaptie Xa bl, oama, II(),\I(’p 'npommmrlal

3aB. kadenpoii

Paboyas nporpamma AMCIMIUIMHBI  TepecMOTpeHa, oOCyxkJieHa U
peKoOMeH/I0BaHa K peaju3allMi B 0O0pa30BaTelbHOM [pollecce Ha OCHOBAHUU
yuebnoro muiana OIIOIT BO 11.03.02 MHGOKOMMYHHMKALIMOHHbBIE TEXHOJIOIMHU U
CUCTEMbl _ CBSI3M, HanpabJieHHOCTb  (mpoduib)  «CeTu  CBSI3M M CHUCTEMBI
KOMMYTaluu», OAOOpeHHOro VY4YeHbIM COBETOM YHMBEPCHTETAa HPOTOKOJ
No —«» 20 I, Ha 3acejaHnuu
xadeapsol

(nauatenocane kagheopol, dama, HoMep NPOMOKO.IG)

3aB. xadeapoi

Pafouas mporpamma  AMCUMIUIMHBI  [epecMoTpeHa, oO0cyxzaeHa U
peKOMEH/I0BaHa K peaju3alliM B 00pa3oBaTeNbHOM Npoliecce Ha OCHOBAHMU
yuebHoro muiana OIIOIT BO 11.03.02 MH()OKOMMYHMKALIMOHHbIE TEXHOJIOIMHU U
CUCTEMbl  CBS3M, HanpaBieHHOCTh (npobuiab) «CeTtw  CBSI3M M CUCTEMbI
KOMMYyTalluu», OHOOpPEHHOro Y4YEHBIM COBETOM YHHUBEPCUTETA MPOTOKOJ
Ne  « » 20 r., Ha 3aceaHuu
xaeps

(HAQUMEHOGAHUC KAeOpbl. Oama, HONMEp nPOMOKO.I)

3aB. Kadeapoi
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1. Hean u 3apaum aucuunanHbl. [lepeyens niaaHupyeMbIxX pe3yibTaToOB

o0yueHus,

o0pa3oBaTeJbHON MPOrPaMMBbI

1.1. Iean npenoaaBaHusi AUCUUILTHHBI

COOTHECEHHBIX C IUIAHUPYEMBIMHM PpPe3yJIbTATAMH OCBOCHHUA

Llenapro mpernogaBaHus TUCHUILINHBI «3aIUIICHHBIC TH(PPOBBIC CUCTEMBI
nepeaaun uUHPopMauuu» sABIgeTcs (OPMHPOBAHHWE 3HAHUM MO MPUHIUIIAM
nocTpoeHus: tenekoMmmyHukanuoHHbIX cucteM (TKC), a Takke O3HAKOMIIEHHE C

METOJaMHU,
0€30MaCHOCTH.

1.2. 3agauyu u3yyeHus: TUCHUNTIHUHBI

CpeACTBaMM M CHUCTeMaMHu oOecredeHuss HX HHPOPMAIMOHHON

OCHOBHBIMH 3ala4aM U3YUYCHHA JUCHUIUIMHBI ABJICTCA: OIIPCIACIICHUC

Mecta 1 3HaueHusd UBTKC B cucteme npuHATHA XO3SMCTBEHHBIX PELICHUNA U €€

POJIM KaK IPCBCHTUBHOTO MCXaHU3Ma IMPCAYIIPCIKIACHUS HCTATHUBHBIX HOCHeI[CTBI/Iﬁ

BPEJOHOCHBIX BO3JECUCTBUI OOBEKTUBHOIO M CYOBEKTUBHOI'O XapakTepa Ha
¢bynkunonupoanue TKC; o3HakOMIIeHHE ¢ MPUHLIMIIAMY TIEpeIaun COOOIEHU B

OCHOBHBIX CCTIAX CBiA3H,

0€30MacHOCTH

CUCTEM u

O3HAaKOMIJIICHUE C

CETEeM  CBSI3H,

O3HAaKOMJICHHUC C

OCHOBaMU  MH(OPMAIIMOHHOM
METOaMH

HCCAHKIIMOHWPOBAHHOT'O HM3BJICHCHUA I/IH(l)OpMaI_II/II/I H3 CHUTHAJIOB H COO6IHCHHI>1

Pa3INIHBbIX CUCTCM CBA3H.

1.3 IlepeyeHb NJaHMPYEeMBbIX Pe3yJIbTATOB 00yUYeHHS MO JMCHUIIHHE,

COOTHECCHHBIX C

IVIAHMPYEMbIMH  pPe3yJIbTATAMH OCBOCHUSI OCHOBHOM

npogeccnoHaIbLHOK 00pa30BaTeJIbHON MPOTPAMMBI

Ta6nuna 1.3 — Pe3ynbrarsl 00y4eHHs 0 TUCIUTIIMHE

IInanupyemvie pe3yibmamol 0C80eHUs Koo ITnanupyemvle pezyromamoi
OCHOBHOU NPOpecCcUOHANbHOU U HauUMeHo8aHue o00yuenus no oucyuniune,
00pazoeamenvbHoOU NPOSPAMMbL UHOUKamopa COOMHeceHHble C UHOUKAMOPAMU
(Komnemenyuu, 3aKpenienHvle docmudiceHus 00CMUdICeHUs KOMNemeHyull

30 OUCYUNTUHOLL) KoMnemeHyuu,
3aKpenieHH020
30 OUCYUNTIUHOLL
KOO HaumMeHosanue
KOMNnemeHyuu KOMNnemeHyuu
I1K-3 Crocoben [IK-3.2  TIpumensier | 3nams: KxaacCUPUKAIUIO, BUBI ¥ TUITHI
HCIIOJIb30BaTh OCHOBHBIC MPHUHIIMIIBI, | HHCTPYMEHTAIBHBIX CPEJICTB KOHTPOJIS
COBPEMEHHBIE METOJIBI | TPOTOKOJIBI U | 3alIUIICHHOCTH uH(pOopMaIuu B
OIICHKH  TapaMeTPOB | MPOTrPaMMHBIC ABTOMATH3MPOBAHHBIX CHCTEMAX;
0e30MmacHOCTH u | kpunrorpapudeckue | Merombl ¥ CcrmOCOOBI  KOHTPOJIS
3aIUTHI CpeacTBa 3aIUIICHHOCTH HH(pOpMaIIHH;
MIPOrPaMMHOTO obecrniedeHus Ymems: MPUMECHSITh
obecrniedeHus 1 | "HGOPMAITMOHHON WHCTPYMEHTAIIBHBIC CPEJICTBA KOHTPOJIS
CETEBBIX 0e30macHOCTH 3alUIIEHHOCTH uHpOpMaLun B
YCTPOMCTB CETEBBIX YCTPONCTB ABTOMATH3UPOBAHHBIX CUCTEMaX;




IInanupyemvle pe3yiomamsl 0C80eHUs Koo Inanupyemvie pe3yiomamol
OCHOBHOU NPOpeccUoHanbHOU U HAUMEHOBAHUE oOyuenus no oucyuniune,
00pazoeamenvbHoOU NPOSPaAMMbL UHOUKamopa COOMHeCceHHble ¢ UHOUKAMOPaMU
(Komnemenyuu, 3aKkpenieHHvle docmuiceHust 00CMUICEeHUs. KOMNEemeHYull

30 OUCYUNTUHOLL) KoMnemenyuu,

3AKPEnIeHHO20

30 OUCYUNTIUHOU

KOO HauMeHosanue
KOMnemeHyuu KOMnemeHyuu
aJIMUHUCTPUPYEMOI MPOU3BOJUTh  OIICHKY  MOJYYCHHBIX
CeTH C  IOMOIIBIO PE3yJIbTATOR; COITOCTABJISATh
CTCUATBHBIX CPEIICTB pe3yabTaThl U3MEPEHHI ¢ TPEOyEeMbIMU
yIpaBIICHUS 3HAYCHUSIMHU.

0€30IaCHOCTEIO, c Bnaoems: HaBBIKAMHU
1enplo  pa3paboTKu WHCTPYMEHTAILHOTO KOHTPOJIS
METOJIOB 3aIUIICHHOCTH nH(bOpMaITUN B
yCTpaHEHUs aBTOMAaTH3UPOBAHHBIX CHUCTEMaX;
BBISIBJICHHBIX aHaJIn3a 3alTUIIICHHOCTH
YSI3BUMOCTEH aBTOMAaTH3UPOBAHHBIX CHCTEM;
HaBbIKaMHU BBIOOpA MHCTPYMEHTATBHBIX
CPEACTB  KOHTPOJS  3alIUIICHHOCTH
nH(OPMAIINN; HaBBIKaMHU
UHTEPIpETAIN pe3yabTaToB
U3MEpPEHUN W ONpEeIeNICHUs TOIX0/aa
JUIS ~ TOBBIIICHHMS  3al[UIIEHHOCTH

ABTOMATU3HWPOBAHHBIX CHUCTCM.

[IK-3.4 Tlomwe3yercs
HOPMAaTUBHO-
TEXHUYECKOU
JOKYMEHTalUEn B
obnactu obecrieueHus
MH(POPMAIIMOHHOMN
0e30MmacHOCTH
MH(POKOMMYHHUKAITNOH

HBIX TEXHOJIOTUN

3nams: BUIBI Yrpo3 W BO3MOXKHBIC
KaHalbl YTEUKH KOHQUACHINATBLHON
uHpOpMauu o TEXHUYECKHM
KaHayau, OCHOBHbIE TaKTHKO-
TEXHUYECKHE XapaKTEePUCTHKH,
NPUHIUIBI TIOCTPOCHUSI TEXHUYECKHX
CpeACTB  TMepejaud MU 3allUThl
uHpOpMaNMK, BUABI CHTHAJIOB U
CIOCOOBI PacIpOCTPAaHEHUS, TPUHIUIIBI
U CIIOCOOBI OpraHM3allil  CHUCTEMBI
3ammThl  MH(pOpManmuu Ha O00BEKTax
nH(popMaTH3aIIu. [Topsimox "
ATOPUTM MIPOBEACHUS
OpPraHM3alMOHHBIX MEpOIPHUATHH Ha
00beKTax HH(pOpPMaATH3AIHH.

Ymems:  Bremonasate — TpeOGoBaHHS
HOPMATUBHBIX M OKCIUTyaTaI[MOHHBIX
JOKYMEHTOB  (JOKyMEHTAaIuu) IO
o0ecTeYeHnIo 3auThl HHPOPMAaUU Ha
o0BeKTax nHdopmMaTH3au "
BCKPBITHS KaHaJIOB YTEUKH
uH(popmanuu, 1o OpraHu3aIu
MEPOTPUATHIA,  HANPaBICHHBIX  Ha

3amuTy uHpopmauuu. OcCyliecTBIATH
BBIOOP TEXHUYECKUX CPEICTB 3allUTHI
uHpopMalud B 3aBUCUMOCTH  OT
YCIIOBUW  DKCIUTyaTallil  OOBEKTOB




IInanupyemvie pe3yromamsi 0c6oeHUs
OCHOBHOU NPOPeCCUOHATLHOLL
00pa3o0eamenvHol NPocPaAMMbl
(komnemenyuu, 3aKpenienHvle

30 OUCYUNTUHOLL)

Koo
U HAUMEHOBAHUE
UHOUKAmMopa
docmudiceHus
KoMnemeHyuu,
3AKPEnIeHHO20
30 OUCYUNTIUHOU

Inanupyemvie pe3yiomamol
00yueHus no oucyuniume,
COOMHeCceHHble ¢ UHOUKAMOPaMU
00CMUNCEHUSL KOMNEeMeHYUll

K00 HAaumeHoeaHue
KomnemeHyuu KomnemeHyuu

nH(OpMAaTHU3AINN. Ocy1iecTBIATh
AKCIUTyaTallMi0 TEXHUYECKUX CPEJICTB
3amuUThl UH(HOPMAILIUK B COOTBETCTBUU C
TpeOOBaHUSIMH WHCTPYKITUH,
AKCILTYyaTaIMOHHON TOKYMEHTAIIUH.
Bnaoems: HaBblKaMu ~ NPUMEHEHUS
TEXHUYECKHX CpEICTB 3aIUATEI
uHpopmanuu, 00padbaTeiBaeéMO B CETIX
OBM.

[1K-3.5
OcymecTBisieT
YCTaHOBKY u
yIpaBJeHUE
CHeUaIu3upOBaHHbI
MU  TPOTrpaMMHBIMHU
CPEeICTBAMHM  3aILUTHI
CETEBBIX YCTPOUCTB
AIMUHUCTPUPYEMOI
CeTH oT
HECAaHKI[MOHUPOBAHHO
ro A0CTyIa

3namp: xnaccupuKanuio, BUABI U THITHI
yrpo3 0e30MmacHOCTH
aBTOMAaTH3MPOBAHHBIX CHCTEM,
TIPUHIIHAIIBI MTOCTPOCHHUS CpeAcTB
3a0MThl  WHPOPMALMK;  OCHOBHBIC
KOMITOHEHTHI ABTOMATHU3UPOBAHHBIX
cucteM o0ObekTa HWH(OOPMATHU3AINH;
KOMITOHEHTHI, HA3HAYCHUE u
(G yHKIIMOHATIEHBIE 0COOEHHOCTH
MIPOrPaMMHO-AIIAPaTHBIX CpEeaCTB
3aIUTHl HHQOPMAITUH.

Ymems:  onpenensats  mapameTpbl
KOH(PHUTYPUPOBAHHS IPOTPaMMHO-
anmapaTHBIX CPEJICTB B COOTBETCTBUE
3aJ]aHHBIM  TPEOOBAaHUSAM  TOJUTUKH
0€301MacHOCTH.

Bnaoemow: HaBBIKAMHU 3aIUThI
WHPOpPMAIIMK B KOMITBIOTEPHBIX CETSIX;
HaBBIKAMU KOH(UTYPHUPOBAHUS
MIPOTrPaMMHO-aIaPaTHBIX CpeAcTB
3anIMThl HHPOPMALIUU; BEIOOPA CPEICTB
3ammThl  MHGOpMAIMK;,  HABBIKAMHU
MMOCTPOCHHSI CHCTEMBI 3alIUTHl CETEH

OBM.

2. Yka3zaHnue MecTa

AUCHHUIIIINHDBI

B CTPYKTYpe  OCHOBHOWM

npogeccnoHaILHON 00pa30BaTeJIbHON MPOTPAMMBI

JucuunnunHa «3aluieHHble Hu(poBble CUCTEMBI Mepeaayr MHpopManum»,
BXOAUT B YacTh Oyioka 1, dopmMupyemyro ydacTHHKaMU OOpa3oBaTeIbHBIX
OoTHOWICHWN  «Jlucumrummael  (MOJAYNIW»)  OCHOBHOM  mpodeccroHaIbHOU
oOpa3oBaTenbHON  mporpaMMbl —  mporpamMmbl  OakanaBpuata 11.03.02
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HH(l)OKOMMYHI/IKaHI/IOHHBIe TCXHOJIOTMM MW CHUCTCMbI CBA3H,

HaIlpaBJICHHOCTH

(mpodmiib) «CeTH CBSI3W U CHUCTEMbI KOMMYyTanuuy. JucuumnianHa uyyaercs Ha 4

Kypce B / ceMecTpe.

3. O0beM JUCUMILIMHBI B 324€THBIX €JUHUIAX ¢ YKA3aHHUEM KOJIHYeCTBa
aKaJieMUYecKNX UM ACTPOHOMUYECKUX YACOB, BbIIEJEHHBIX HA KOHTAKTHYIO
padoTy o0y4amuxcs ¢ npenojgaBaresaeM (1o BUAaAM y4eOHBIX 3aHATHI) M HA

CAMOCTOAATE/IbHYI0 PadoTy 00y4aromuxcst

OO6mast TpyaoeMKOCTh (00bEeM) MHCIHUIUIMHBI COCTaBIsieT 2 3a4eTHBIX

SAUHUIIBI (3.€.), 72 akaJIeMUYECKHUX Jaca.

Taomuma 3 - O0bEM IUCIUTUINHBI

o Bcero,
Buapl yueoHOM paboThI YACOB
OO6m1ast TPy I0EMKOCTh JUCIUIUIUHBI 12
KonTtakTHast paboTta oOydaromuxcs ¢ IpernojaBareieM 36
10 BUJIaM YYCOHBIX 3aHSATHUM (BCETO)
B TOM YHCJIE:
JIEKIUHU 18
1a00paTOPHBIE 3aHATHUS 18
MPAKTUYECKHUE 3aHATHUS
CamocTosiTenbHast pabota o0ydaronmxcs (Bcero) 35,9
KoHTpob (MoAroToBKa K HK3aMEHY)
KoHTakTHast paboTa MO NPOMEXKYTOYHOM aTTecTaluu 0,1
(Bcero ATTKP)
B TOM YHCJIE:
3a4eT 0,1
3a4eT C OLICHKOU HE
PEeayCMOTpPEH
KypcoBas paboTa (IpOeKT) HE
peaycCMOTpEeHa
AK3aMeH (BKJItOUas KOHCYJIbTAIUIO Mepe] SK3aMEHOM ) HE
IPETYCMOTPEH

4. ConepixaHue TUCHUILIMHBI, CTPYKTYPHPOBAHHOE 10 TeMaM (pa3esiam)
C YKa3aHMeM OTBEJCHHOI0 HA HHUX KOJIUYECTBA AKAJAEMHYECKHX YaCOB M BHIOB

Y4eOHBbIX 3aHATHH

4.1. Conepxanne JTUCUMILTHHBI
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Tabnuma 4.1 — ConepkaHue NUCHUIUIMHBI, CTPYKTYPUPOBAHHOE MO TEMaM
(paznemam)

Ne
/o

Paznen (tema)
JTVCIIMTUTAHBI

Conepxxanue

1.

[Tpo6membr
MH(POPMAIIMOHHOMN
Oe3omacHOCTH ceTeit

Mogens ISO/OSI u crexk mportokosnoB TCP/IP. TIpoGiemsr
6e3omacHocTH IP — cereii. OcHOBHBIE BUBI CETEBBIX aTak. CraM.
OumumHr ¥ QapMUHT. YTPO3Bl W YSA3BHUMOCTH IPOBOJHBIX
KOPITOPATHBHBIX CETeH. YTPO3bl U YSI3BUMOCTH OECHPOBOIHBIX
cereli. dparMeHTapHBIA U KOMIUIEKCHBIN MOJIXOIBI K MpolOiieMe
oOecrieyeHuss 0€30MAaCHOCTH KOMIIBIOTEPHBIX cered. [lyTtm
pernieHus mpo0JeM 3amuThl HHHOPMAIIMH B CETSIX.

[Tonutuka 0e301macHOCTH

OcCHOBHBIE TOHATHUA TIOJUTHKU Oe30macHOCTH. BepxHui,
CPeIHMM W HWKHUW YpPOBHH TIOJIUTUKH OE30MacHOCTH.
CrpyKkTypa NOTUTHKH O€30MAaCHOCTH OpraHu3anuu. ba3oBas
nonuTuka Oe3zonmacHocTd. Crenuanu3upoOBaHHBIE MOJIUTHKU
oe3omacHocTH. [lpomemypsl Oe3omacHocTr. OCHOBHBIE 3Tarlbl
pa3paboTku TTOJTUTHKHU 0e301acHOCTH OpraHu3aIyy.
KoMmnoHeHTBl apXUTEeKTypbhl O€30MacHOCTH CeTH: (u3HuecKas
0€30MacHOCTh, JIOTHYecKas O€30MacHOCTb, 3allUTa pPECYpPCOB,
OlpeNieieHue  aJMUHUCTPATHUBHBIX IOJHOMOYMH, ayauT H
OTIOBEIICHHE.

Texnonoruu
ayTeHTH(UKAITII

AyreHTu(duKanus, aBTOpU3alMs W aIMUHUCTPUPOBAHUE
JNEHCTBUIM  TIONb30BaTeneil. AyTeHTHU(]HUKalMsl Ha  OCHOBE
MHOTOpPA30BBIX  Mapojeil. AyTeHTH(UKalus Ha  OCHOBE
OJIHOPa30BbIX maposeil. Ayrentudukamnus Ha ocHoBe PIN-koma.
Crporass ayTeHTH(UKAIUs, OCHOBaHHAas HAa CHUMMETPUYHBIX
anroputMmax. buomerpuueckas ayreHTU(UKAMS MOIH30BATES.
AmmapaTtHo — TMPOrpaMMHBIE CHCTEMbl HICHTU(UKAIUA U
ayTeHTH(UKAIUH.

TexHomOrMKM MeKCeTeBbIX
9KpaHOB

Knaccudukarms mexceTeBbIX 3KpaHOB. DYHKIIMH MEXKCETEBBIX
9KpaHOB: (uibTpauus Tpaduka, BBHIIOTHEHHE (DYHKIHIA
nocpegHUYecTBa. J{omoMHUTENbHBIE BO3MOKHOCTH MEKCETEBBIX
9KPaHOB: HWJICHTU(UKAIUS W ayTeHTH(UKAIMs TOJIb30BaTeNeH,
TPAHCIISALNS CETEBBIX aJPECOB, PETHCTPALIUS U aHAJIU3 COOBITHH.
BapuaHTBl HCHONHEHHS MEXKCETEBBIX 3KpaHOB. OCOOCHHOCTH
(YHKIIMOHMPOBAHUS MEXKCETEBbIX JKPAaHOB Ha Ppa3IMYHBIX
ypoBHsix mojaenu OSl. @opmupoBaHHE TOJUTUKH MEKCETEBOTO
B3auMoieiicTBUA. OCHOBHBIE CXEMBI MOAKIIOUEHHS MEKCETEBBIX
9KkpaHOB. [lepcoHanmpHBIE ¥ pacmpelelieHHbIE MEXCETEeBbIC
sKkpanbl. [Ipobiaembl 6€30MacHOCTH MEKCETEBBIX IKPAHOB.

TexHonoruu 3amUTLl OT
BHUPYCOB

Knaccudukanus  KOMIBIOTEPHBIX  BUPYCOB.  3arpy304HbIe
BHUpYChl. DaiiyioBbie BUPYCHI. Bupychi-ciieHapun. MakpoBHPYCHI.
Tposinckue nporpammsel. UYepsBu. JKHU3HEHHBI LMK BHPYCOB.
OcHoOBHbBIE KaHaJIbl PacTpOCTPaHEHHs] BPEAOHOCHBIX MPOTrpamMM.
Metoap! 0OHapy>KeHHsI KOMITbIOTEPHBIX BUPYCOB: OOHApYyXEHHUE,
OCHOBaHHOE€ Ha  CHUTHaTypax, OOHapyXeHue Mporpamm
MOJO3PUTENFHOTO  MOBEACHUS, MeToj ‘“‘Oeroro  cmmcka”,
OOHapy)XCHHE BHPYCOB TIIPH TOMOIIM OHMYJAIHH PAOOTHI
OpoTrpaMMbl, 3BpUCTHYECKHI aHamu3. O030p COBpEMEHHBIX
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AQHTUBHUPYCHBIX IporpaMM. [locTpoeHne cucTeMbl aHTUBUPYCHOU
3aIUTBI KOPIIOPATUBHOM CETH.

Texnonoruu aHanm3a
3alMUIIICHHOCTH n
OOHapYKEHHSI  CETEBBIX
aTak

Konuenmnuss  aganTuBHOTO  ympaBieHHs  OE30MAaCHOCTHIO.
TexHonorust aHanu3a 3amunieHHocTH. CpeacTBa aHanmm3a
3alIUIIEHHOCTH CETEBhIX MPOTOKOJIOB M cepBucoB. CpencTna
aHaJIM3a 3alIUIICHHOCTH OINEpalMoOHHOW cucteMbl. Oomue
TpeOOBaHUS K BBIOMPACMBIM cpelncTBam aHaM3a
samuiieHHocTH.  CpencTBa  OOHApY)KEHHSI CETEBBIX — aTak.
Metonpl aHanmuza cereBo umHpopmaruu. Kiaccudukanus
cUCTeM OOHapyXeHHs aTak. KOMIIOHEHTBI U apXUTEKTypa
cucteMbl ~ oOHapyxeHusi  atak.  OCOOEGHHOCTH  CHUCTEM
oOHapyXeHHsl aTak Ha CETEeBOM M OIEPAlMOHHOM YPOBHSX.
Metonpl  pearupoBaHus. (O030p COBPEMEHHBIX  CPEJICTB
OOHapy>KEHHs aTak.

TpebGoBanus k cucreMam
3alUThl HH(pOpMAIHU

[Tokazarenu 3alIMIICHHOCTH CPEIICTB BBIYUCIUTEILHOW TEXHUKH
OT HECAHKIIMOHWPOBAHHOTO nocTyma. Kiacchl 3amuIeHHOCTH
ABTOMATH3UPOBAHHBIX cHcTeM. OCHOBHBIE TpEOOBaHUS W
pEeKOMEHJAaUKA 10 3amuTe WHGOPMAIUU, COCTABJISIONICH
CITy’)KeOHYIO MJIM KOMMEPUYECKYIO TalfHy, a TAK)Ke MePCOHATbHBIX
TAHHBIX. TpeGoBanus K 3aIUTe uH(popMaIuu B
ABTOMATH3UPOBAHHBIX CHUCTEMaX, JIOKATBHBIX BBIYUCIUTEIBHBIX
ceTsax, Ha pabounx mecrax noimp3oBarernein [1IK. TpeGoBanus k
3amuTe WHOpMAIMU Tpu paboTe C CHCTEeMaMHu YIpaBICHUS
06a3zamu naHHbIX. TpeOoBaHuMs K 3amuTe HHOOPMAIMM IIPH
B3aNMOJEUCTBUN a00OHEHTOB C CETAMHU OOIIET0 IMOJIb30BAHU.

Ayaut 0€e30IacHOCTH
WH(pOPMaITMOHHBIX
cCUCTEM

[lonarue ayaura O0€30MaCHOCTH M ILEJIH €ro IPOBEICHUS.
CranpapTbl, MHCIOJB3yeMblE IIpU  INPOBEIACHUU ayaura.
WuunuupoBanue W IjIaHUpoOBaHUE mporenypsl ayaurta. COop
uHpOpMaLUU A ayAuTa. AHaNIWU3 JaHHbIX ayauTa. PazpaOorka
pexomeHaauui. [loAroroBka OTYETHBIX JOKYMEHTOB. AHalu3
PHUCKOB U ynpasieHue puckamu. OLeHKa 110 BEpXHUM U HUXKHUM
3HayeHusAM. OILleHKa Ha OCHOBE BBIABJICHHUS cJIa0Oro 3BEHA.
OneHka pucKka Ha OCHOBE PAaCCMOTPEHHUS ATANOB BTOPKEHUS.
O0630p mporpaMMHBIX HPOXYKTOB JJIsl aHAIM3a U YIPABICHHS
puckamu: GRAMM, RiskWath, COBRA, IIO xkomnanuu
MethodWare, T10 “ABan I'apx”.

Pazpabotka wu
Web-caiitToB

3amuTa

OcHoOBBI s13bIKa pa3MeTku nokymeHtoB HTML.  Crpykrypa
HTML -poxymenra. ®opmarupoBanue Tekcta B HTML.
Ucnons3zoBanne rpadpuku B HTML. HMcnonp3oBanue Ta0auil B
HTML. T'mnepccbuiku B HTML. ®@peiimbl B HTML. Kackanasie
tabmuiel  ctueit CSS. OCHOBBI  sI3bIKA MPOTPAMMHUPOBAHUS
JavaScript. Meroapl BBOZa M BBIBOJA HMH(OpMAUU B S3BIKE
nporpamMupoBanus  JavaScript.  Omeparopsl B SI3BIKE
IPOTPaMMHUPOBAHUS JavaScript. ®yHknum B s3BIKE
nporpaMMupoBanus JavaScript. O6paboTunku COOBITHI B SI3BIKE
nporpammupoBanus JavaScript. Co3gaHue MEHIO B SI3BIKE
nporpamMupoBanus  JavaScriptt. Oknma B B S3BIKE
nporpamMmmupoBanus  JavaScript. ®opMbl B B s3BIKE
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IPOrpaMMUPOBaHUS

JavaScript.3ammura

uHpopMauu

C

MOMOIIBI0  AyTEHTU(GUKAIUK B SI3BIKC MPOTPAMMHUPOBAHMUS
3amuTa KOHTEHTAa OT HECAHKIHOHHPOBAHHOTO
B SI3BIKC IIPOrPAMMHPOBAHUSI
JavaScript. 3amura Web-caiita or DDOS — arak. AHTUBUpYCHasI
sammura Web-caiira.

JavaScript.
KOMMUPOBaHUS HWHGOPMAITHHI

Ta6muma 4.2 —ConeprkaHue TUCHUILUIMHBI U €€ METOUMYECKOe 00eCTIeYeH e

Bupt N eGHO-Me- DopMmbI TEKyIIero KoH-Komme-
No Paznen (Tema) ACATENBHOCTH TPOJISl yCTICBAEMOCTH  TEHITUN
/o IUCIIUILINHEI aek,| Ne, | Ne, O/TUICCKHE (no neoensim cemec-
yac | mal. | mp. MaTCpHaIbL mpa)
1 2 3 4 5 6 7 8
1. [Tpo6membr 2 1 V-1-3 Cc-1-2 T11IK-3
MH(POPMAIIMOHHOMN MV -1-4 3JIP - 1-2
0C30ITaCHOCTH ceTel
2. [Monutnka 6e3omacHocTH | 2 V-1-3,4-6 |C-3-4 [1IK-3
3. Texnonoruu 2 V-1-3,4-6 | C-5-6 [1IK-3
ayTeHTH(UKAITII
4. Texuonoruu 2 2 V-1-3,4-6 |C-7-8 [1IK-3
MEKCETEBBIX SKPAHOB MY -1-4 3JIP - 7-8
5. 2 3 V-1-3,4-6 | C-9-10 [1K-3
TexHOIOrMM 3aIIUTHI OT MY -1-4 C-7-8
BHUPYCOB
6. TexHonoruu aHanusza | 2 V-1-3,4-6 | C-11-12 [1K-3
3aIIUIIEHHOCTH u
OOHapyKEHHsI ~ CETEBBIX
aTak
7. TpeboBanus k cucrtemam | 2 4 V-1-3,4-6 |C-13-14 T11IK-3
3aIuThl HH()OpMALIUN MY -1-4 3JIP - 13-14
8. Ayaut Oe3omacHocTH | 2 V-1-3 C-15-16 11IK-3
MH(POPMALIMOHHBIX
CHUCTEM
9. Paspaborka wu 3ammura | 2 y-1-3 C-17-18 T1IK-3
Web-caiitos

C — cobecenoBanue, 3JIP — 3amura mabopatropHoit paboThI




10

4.2 JlaGopaTopHble paGoThl U (MJIH) NPAKTHYECKUE 3aHATHSA

4.2.1J1aGopaTopHble 3aHATHUS

Tabnuia 4.4 — JlabopatopHble 3aHATHUS

. Ob6beMm
No HanMeHnoBaH#e MpakTHIECKOW pabOThI qac ’
1. N3yuenune cymecTByONMX KaHAIOB YTEYKHA WHPOpMaAITUN 4
2. Hacrpoiika MexceTeBOro s3kpana B onepannonHoi cucreme Windows 4
3. AnTtuupycHas nporpamma: Kaspersky Internet Security 4
4, AHaly3 3alUIIEHHOCTH KOMITBIOTEPHOM CETH € MOMOIIbIO0 MPOrpaMm 6
GFI Languard, Network Security Scanner u XSPIDER
Hroro 18
4.3 CamocrosiTejbHasi padora cryaenToB (CPC)
Tabnuma 4.5 — CamocrositenbHas paboTa CTyIEHTOB
Bpewms,
No Cpok P
. 3aTpaunBaeMoe
pasnena | HanmeHnoBanue pasziena yueOHOM TUCITUTUTMHBI BBITIOJTHECH P
(Tema) Ha BBINIOJTHCHUE
ema ust
CPC, uac.
L [Tpob6nembl HHPOPMALTMOHHOM OE30MIACHOCTH CeTe 2 Henens 4
2. [TonnTrka O0e30I1acCHOCTH 4 genens 4
3. TexHomorun ayreHTHU(UKAITUN 6 Henmens 4
4, TexHOn0rnu MEXCETEBBIX IKPAHOB 8 Henenst 4
5. TexHOJI0rnH 3aIUTHL OT BUPYCOB 10 Henens 4
TexHomorun aHajaW3a 3AIMUINCHHOCTH W OOHapykeHus | 12 Hemens 4
6. CETEBBIX aTaK
7 TpeOoBaHMsI K CHCTeMaM 3alUThl HH(OPMAIIUN 14 Henens 4
8 Aynut 6e30macHOCTH HH(POPMAIIMOHHBIX CUCTEM 16 Henens 4
9 Paspabotka u 3anura Web-caiitos 18 Henens 3.9
Hroro 35,9
5 Ilepeuenn y4eOHO-MeTOANYECKOT 0 odecreueHu s A

CAMOCTOSITEJIbHOI PadoThl 00Y4AIOIIMXCH 10 AUCIHUIINHE

CTyneHThl MOTYT TpU CaMOCTOSATEIHHOM W3YYCHHH OTICIBHBIX TEM W
BOTIPOCOB AWMCIMIUINH TMOJI30BAaThC YUCOHO-HATIISTHBIMU MTOCOOUSIMU, yIeOHBIM
o0opy/IOoBaHUEM W METOJUYECKUMHU pa3paboTkamMu Kadeapsl B padodee Bpems,
yctaHoBJeHHOe «[IpaBuiamMu BHYTPEHHETO pacrlopsiika paOOTHUKOBY.
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Y4eOHo-MeToAMUECKOE OOecrieyeHne MJii  CaMOCTOSITENbHOM — padoThI
00y4aromuxcs 1Mo JaHHOM TUCHUIUIMHE OPTaHU3yeTCs:

OMOJIMOTEKON YHHUBEPCUTETA:

— OuOMoTeuHbli  (DOHJT YKOMIUIEKTOBAaH Y4YeOHOH, METOIUYECKOM,
HAay4YHOM, IEPUOJUYECKOM, CIPABOYHOM M XYAOKECTBEHHOW JIMTEpPATypoud B
COOTBeTCTBUU ¢ JaHHOU PII/I;

— UMEETCsl TOCTYN K OCHOBHBIM MH(OPMAIMOHHBIM 00pa30BaTeIbHBIM
pecypcaM, nHGOpPMAIMOHHON 0a3e JaHHBIX, B TOM 4YHCie OuOIMorpaduuecKomu,
BO3MOXKHOCTH BBIXOJ1a B MIHTEpHET.

Kadeapoii:

— nyTeM o0ecredeHns JOCTYITHOCTH BCEro He0OX0AMMOro yueOHO-
METOJMYECKOTO U CIPAaBOYHOIO MaTepuasa 3a CU€T BBIKJIAIbIBAHUS HA CAlT
kadenpsl b B uaTepHETE (ampec
http://www.swsu.ru/structura/up/fivt/k_tele/index.php);

— MyTeM MPEIOCTABJICHUS CBEICHUI O HATMYUU Y4eOHO-METOINIECKON
JUTEPaATYpPhl, COBPEMEHHBIX MPOTPAMMHBIX CPEICTB;

nyTeM pa3padoTKu:

- METOJIMYECKUX PEKOMEHAALNN, TOCOOUIA IO OpPraHU3alMK CaMOCTOSITENIbHOM
paboOThI CTYJIEHTOB;

— 3aJJaHui JUIsl CAMOCTOSITEIbHOM paboThI;

— BOIIPOCOB U 3a/a4 K 3a4ery,

—METOJIMUECKHUX YKA3aHU K BBIMOJHEHHUIO JJAOOPATOPHBIX PadoT U T.1I.

munozpagueti ynusepcumema:

— TMOMOULIb aBTOpaM B TMOATOTOBKE M W3JaHUU HAy4YHOU, ydeOHOH W
METOIMYECKOU JINTEPATYPHI;

—yJIOBJIETBOPEHHE MOTPEOHOCTH B THUPAXKUPOBAHUU HAYIHOU, Y4EOHOM U
METOIMYECKOU JINTEPATYPBL.

6. OoOpa3oBaTejibHble TEXHOJOTHM. TexXHOJOrMM HMCHOJb30BAHUS
BOCIHMTATEJIbHOT0 MOTEHIIMAJIA U CIUNINHBI

Peanuzanusi KOMIETEHTHOCTHOTO TMOJXO0Ja MPEIyCMaTPUBAECT MIUPOKOE
UCIIOJIb30BaHNEe B 00pa30BaTEIbHOM MPOIIECCE AKTUBHBIX U MHTEPAKTUBHBIX (POpM
MPOBENCHUS 3aHATUH B COUYETAHWM C BHEAYAUTOPHOW pPabOTOM ¢ IEIbIo
dbopmupoBanus o6mIenpodhecCuoOHATBHBIX KOMITETCHIINM 00yJatomuxcs. B pamkax
JUCLUIUIMHBL  MPEyCMOTPEHBI BCTPEUM C DSKCOEPTaMU U CHEIUATUCTAMU
Komurera uudponoro pazsurtus u cBsizu Kypckoit o0nacTi.
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Tabmuma 6.1 — HMHrepakTuBHBIE 0Opa3oBaTeNbHbIE  TEXHOJOTHUH,
UCIOJIb3yeMble ITPH MPOBEJICHUU ayJUTOPHBIX 3aHSATHIM

Hcnonb3yeMble MHTEpAaKTUBHBIE O06BéMm,
Ne HaunmenoBanue pasnena
00pa3oBaTeNbHbIC TEXHOJIOTHI qac.
1. | JJaGoparopnas padota Nel AHaM3 KOHKPETHBIX 2
CUTyalui
2. | JlaboparopHas pabora Ne2 AHaM3 KOHKPETHBIX 2
CUTyalui
3. | JlabopaTtopHas pabota Ne3 AHaM3 KOHKPETHBIX 4
CUTyalui
4. | JlJaboparopnas pabota No4 AHaM3 KOHKPETHBIX 4
CUTyalui
HUtoro 12
TexHoJI0ruu HCITI0JIB30BaHUA BOCIIMTATEJIBbHOI'O nmoreHauaJja
AUCHUITIIMHbI

CopepxaHue TUCHUIUIMHBI 00JIafjaeT 3HAUYMTEIbHBIM BOCHHUTATEIHHBIM
IIOTEHLIUAJIOM, TIOCKOJIBKY B HEM AaKKyMYJIMPOBAH HAy4YHBIA ONIBIT YEJIOBEYECTBA.
Peaym3zanyss BOCHIHUTATENBHOIO ITOTEHLUHANA JUCHUIUIMHBI OCYILIECTBIIIETCS B
pamMKax €IuMHOro oOpa3oBaTeNbHOTO W  BOCIHMTATEIBHOIO Ipolecca U
CIIOCOOCTBYET HENPEPHIBHOMY PA3BUTHIO JMYHOCTH KaKJIOrO0 OOydarolerocs.
JucuunianHa BHOCHT 3HAQYMMbIA  BKJIaad B (opMupoBaHWe oOmed u
npodeCCUOHAIBHOW  KyJIbTYphl  oOyuarommuxcs. CoaepkaHue  JIUCHUILUIMHBI
CIIOCOOCTBYET MPaBOBOMY, JKOHOMHUYECKOMY, MPOPECCHOHATBHO-TPYAOBOMY,
BOCIHUTAHUIO 00YYarOIMINXCS.

Peanmm3anust BOCIMTATENBHOIO MOTEHIMAIA JUCLIUIIIIMHBI IIOAPAa3yMEBaET:

— LIeJIeHanpaBiIeHHBIA 0OTOOp MpenogaBaTesieM U BKIIOUEHUE B JICKIIMOHHBIN
MaTepuan, MaTepuan Il TMpPaKTHYeCKUX U (Wiau) Ja00paTOpHBIX 3aHATUN
colepXaHus, JIEMOHCTpPHUpYIOLIEro oOydarouMmcs  oOpaslibl  HACTOAIIETO
HAyYHOrO0 IIOJABM)KHUYECTBA CO3JATENICd W MPEACTABUTENIEM HAHHOW OTPACIH
HayKH (IIPOU3BOJICTBA, 3KOHOMHUKHU, KYJbTYpblI), BBICOKOIO MpodeccHoHaTIu3Ma
yY4€HbIX  (IpEACTaBUTENEN  NPOU3BOACTBA,  JEATENIEd  KyJbTYphl),  HX
OTBETCTBEHHOCTHU 3a PE3YyJIbTAThl U IOCIEACTBUS ACATEIBHOCTU IS YEJIOBEKA U
oOl1ecTBa; MpUMEpPhl MOJJIMHHOM HPABCTBEHHOCTH JIIOJEW, MPUYACTHBIX K
Pa3BUTHIO HAYKH U IPOU3BOJCTBA;

— TPUMEHEHHE TEXHOJIOTHM, POpPM U METO/I0B MPENoAaBaHus AUCITUTUIMHBI,
UMEIOLINX BBICOKMIM BOCHUTATENbHBIA 3((EKT 3a cUeT CO3JaHHs YCIOBUN AJis
B3aMMOJCHCTBUS O0y4aroUuMxcs ¢ IMpernojaBaTesieM, APYTHUMU OOYyYarolIUMHUCH,
(xomanaHas paboTa, pa300p KOHKPETHBIX CUTYallUi);
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— JUYHBIN MPUMEP MPEroaaBaTess, JEMOHCTPAIMIO0 UM B 00pa30BaTeIbHON
NESATENIbHOCTH U OOUIEHMM ¢ OOydYaroIMMHUCS 3a paMKaMu 00pa30BaTEIbHOTO
polecca BbICOKOM 00111el 1 MpopecCUOHANbHON KYJIbTYpPHI.

Peanuszanus BOCIUTATENBHOIO NOTEHUMATIAa AUCLMILIMHBI Ha Y4YEOHBIX
3aHATHUSX HANpaBlIeHa HAa MOJJEPKaHWE B YHHBEPCHUTETE €IMHOM pa3BUBAIOLIECH
o0Opa3oBaTelbHOM M BOCHHUTATEIBHOW cpenbl. Peanu3anus BOCIHUTATEIHHOTO
NOTEHIMajda AUCUUIUIMHBL B XOJE CaMOCTOSITENIBHOM paboThl 00y4aroumxcs
CHOCOOCTBYET pa3BUTHIO B HHUX IEJIEYCTPEMJICHHOCTH, WHUIIMATUBHOCTH,
KpEaTUBHOCTH, OTBETCTBEHHOCTH 3a pEe3yJibTaThl CBOEH pabOThl — KadecTs,
HEOOXOTUMBIX corpanu3zaiuu = U 1podheCCUOHAIBHOTO

CTaHOBJICHHUA.

Ui YCIEIIHOU

1. @OH/I OIEHOYHBIX CPEICTB /Jisi NPOBEJCHUS MPOMEKYTOYHOI
arrecTaluu 00y4aroUUXCcH M0 AUCHUIINHE

7.1 Ilepe4yeHb KOMIIETEHIHIl ¢ YKa3aHHEM 3TANOB UX GOPMHUPOBAHUS
B Ipolecce OCBOCHHUSI OCHOBHOI mpodecCHOHAJIBLHON 00pa3oBaTeIbHOM
MporpaMmabl

Tabnuua 7.1 - Dtanel opMUpOBaHUS KOMIIETEHIIUMA

Kon u HaumeHoBaHue Otanbl™* GOpMHUPOBAHUS KOMIETEHITUN
KOMIIETSHITHH Y UCHIUTIINHBI (MOYJIN) U IPAKTUKH, TIPU U3YUECHUU/TIPOXOKICHUH
KOTOPBIX (OpMUPYETCS TaHHAs KOMIETEHIIHSI
HayaJILHBIN OCHOBHOM 3aBEepHIAIOIINI
1 2 3 4

I[IK-3 CnocobeH HCMonb30BaTh | YueOHas MPaKTHKa (mayuHo- | bezomacHocTh B
COBpEMEHHBIE METOJIbI  OIEHKHU | UCCIeoBaTeNbCcKast paboTa) KOMIIBIOTEPHBIX CeTsIX
mapamMeTpoB  0Oe30macHOCTH | 3amuimieHHple  TUQPOBBIE
3aIUTHI POrPaMMHOTO CUCTEMBI nepenayn
o0ecIeueHns U CeTeBBIX uHpopmaruu
YCTPOMCTB aIMUHUCTPUPYEMOH
CeTH C TOMOIIBIO CHEIHAIbHBIX
CPEICTB yIpaBICHUS
0€30IaCHOCTEIO, c LEIBIO
pa3paboTKu METOIOB
yCTpaHEHUs BBISIBJICHHBIX
YSI3BUMOCTEN
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Ha pas’/iIHYHbIX JTallax ux (l)OpMPIpOBaHI/Iﬂ, OIMMCAaHHUC IIKAJ OICHUBAHUSA

Ta6nuna 7.2 [lokazarenu, KpUTEPHUH U IIKajIa OLICHUBAHUS KOMIIETEHIIUMA

Kon ITokazarenu Kpurepun u mikasia onieHMBaHUsI KOMIETEHIINI
KOMIIETEHII OLICHUBAHHUS IToporosslii IIponBuHYTHII Bricoknii
uu/ sTan KOMIIETEHIIMH | (YZIOBJIETBOPHUTEIBHO) (xoporo) (oTNIM4HO)
(Yka3wIBaeT | (uroukamopwvi
cst docmudiceHus
Ha3BaHWE | KOMnemeHyul,
JTana 3aKpenjieHHbvle
u3n.7.1) 3a
OUCYUNTUHOUL)
1 2 3 4 S)
I1K-3/ [1K-3.2 3namp: BUABI U TUIBI | SHAMb: 3namo:
3apepmiaro | [Ipumensier WHCTPYMEHTAIIBHBIX KIIacCU(UKALINIO, | KIACCHU(PUKAIIUIO,
0112071 OCHOBHbIE CpEICTB KOHTPOJIS | BUABIL M THUIIBI | BUJABI u THUIIBI
MPUHIIUIIBI, 3aIUIICHHOCTH WHCTPYMEHTAIbH | HHCTPYMEHTAITBHBIX
IPOTOKOJIBI U | MH(OpMaLIUU B | BIX CPEICTB | CPEACTB  KOHTPOJIS
MpPOrpaMMHBIE | aBTOMATH3UPOBAHHBIX | KOHTPOJIS 3aIUIICHHOCTH
Kpunrorpadgud | cucremax. 3aIUIIEHHOCTH nHpopmarun B
€CKHUe CPElICTBA | YMemp: TPUMEHATH | MHGOPMAIIMU B | aBTOMaTU3UPOBAHHBI
obecrnieueHus WHCTPYMEHTAJIbHbIE aBTOMATHU3UPOBAH | X CUCTEMaX;
WH(OPMAIIMOH | CPEIICTBA  KOHTPOJS | HBIX CHCTEMAax; MeTonsl U CIIOCOOBI
HOM 3aIUIIEHHOCTH Ymems: KOHTPOJIS
Oe3omacHOCTH | WH(OpPMALIUU B | IPUMEHSTH 3aIUIEHHOCTH
CETEBBIX aBTOMATHU3HPOBAHHBIX | HHCTPYMEHTAIbH | MH(QOpMAIINH;
YCTPOMCTB cucreMax. Bnaaodemws: | bie Cpencrsa | Yumems: npuMeHSTH
HaBbIKaMU KOHTPOJIS MHCTPYMEHTAJIbHbIE
WHCTPYMEHTAILHOTO | 3alUIIEHHOCTH CpeICcTBa KOHTPOJS
KOHTPOJIS uHbOpMald B | 3aLIUIICHHOCTH
3aIUIICHHOCTH ABTOMATHU3UPOBaH | MHGOpMAITUU B
uHpopManuu B | HBIX  CHCTEMax; | aBTOMaTH3UPOBAHHBI
ABTOMATHU3MPOBAHHBIX | MPOU3BOAUTH X CUCTEMaX;
CUCTEMax. OLICHKY MIPOU3BOJIUTH
MOJTy4YEHHBIX OILICHKY TIOJy4eHHBIX
pe3yNbTaToB. pE3yNbTaTOB;
Bnaaoemw: COIOCTABIIATh
HaBbIKaMU pe3yNbTaThI
UHCTPYMEHTAIIBH | U3MEpPEHUN c
oro KOHTPOJIS | TpeOyeMbIMU
3aIIUIIICHHOCTH 3HAYCHUSIMHU.
uHdpopmauuu B | Braoemo:
ABTOMATHU3UPOBAH | HAaBBIKAMH
HBIX  CHCTE€Max; | MHCTPYMEHTAJIbHOTO
aHanM3a KOHTPOJIS
3alUIIEHHOCTH 3alUIIEHHOCTH
ABTOMATHU3UPOBaH | MHGOpMAITUU B
HBIX CHCTEM. aBTOMATHU3UPOBAHHBI

X CUCTCMAX,; aHajIn3a
3allUIICHHOCTHU
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aBTOMATH3HPOBAHHBI
X CHCTEM; HaBbIKAMHU
BbIOOpa
WHCTPYMEHTAIBHBIX
CPEICTB  KOHTPOJS
3alUIIEHHOCTH
uH(pOpMaINH;
HaBBIKAMU
HUHTEPIpPETAIIN
pe3yIbTaToB
U3MEPEHUN u
OTIpEIeIICHUS
MoAX0/1a TUIst
TTOBBITIICHUS
3aIUIICHHOCTH
aBTOMAaTH3HPOBAHHBI
X CHCTEM.
11K-3.4 3name: 3namo: 3name:
E;’”;Zi’;:; KJIacCU(UKAIIUIO, KIIacCCU(UKALINIO, | KIACCHU(PUKAIIUIO,
TefHquCKoﬁ BUIBl W THIBI Yrpo3 | BUABI W  THUIBI | BUABI M TUIBI YTPO3
nokymenTamueii B | 0€30MaCHOCTH yrpo3 0e30macHOCTH
o6mactu aBTOMATH3MPOBAHHBIX | 0€30MaCHOCTH aBTOMATH3HPOBAHHEI
obecrieyeHus CUCTEM, OCHOBHBIC | aBTOMaTU3HPOBAH | X CHUCTEM,
MHOOPMAHORHON | O MTTOHEHTHI HBIX CHCTEM, | IPUHIINATIBI
Oe3omacHOCTH
nroxommymmiay | AETOMATH3HPOBAHHBIX | PUHIIHIILL MTOCTPOCHHUSI CPENICTB
HOHHEIX CHCTEM 00BEKTa | MOCTPOCHHUSI 3aIIUTHI
TEXHOJIOTUiA nH(OpMAaTHU3ALINN. CPEICTB 3aIIMTHI | HHGOPMAIUY;
Ymems: omnpenensats | ”HPOpPMALINY; OCHOBHBIC
napaMeTpsl OCHOBHBIE KOMITOHEHTHI
KOH(PHUTYPUPOBAHHS KOMITOHEHTHI aBTOMATH3HPOBAHHEI
IPOrpaMMHO- ABTOMATHU3MPOBAH | X CHUCTEM OOBEKTa
ammapaTHbIX CpPEICTB | HBIX cUCTeM | MHPOPMAaTHU3AIIH;
B COOTBETCTBHUE | 00BEKTA KOMITOHEHTHI,
3aJJaHHBIM UHPOpPMATH3alMN | HA3HAYCHUE "
TpeOOBaHUAM . (byHKIMOHATILHBIE
MTOJIUTUKHU Ymemo: 0COOEHHOCTH
0€30MacCHOCTH. OTIPEICIIATh IPOrpaMMHO-
Bnaoems: HaBbIKaMH | TapaMeTPHI arIapaTHbIX CPE/ICTB
KOH(HUTypUPOBAHUS KOH(HUTYPHPOBAH | 3aILUTHI
IPOrpaMMHO- Usl TPOrpaMMHO- | HH(OPMAIIHH.
anmapaTHbIX CpPEJCTB | anmapaTHBIX Ymems: onpenensarsb
3aIUTHI CpeAcTB B | TapaMeTphI
uHpopMaIUu. COOTBETCTBUE KOH(HUTypUPOBAHUS
3aJJaHHBIM POrpaMMHO-
TpeOOBaHUSAM anmapaTHBIX CPEICTB
TOJTUTHKH B COOTBETCTBHE
0€30IaCHOCTH. 3aJJaHHBIM
Bnaoemu: TpeOOBaHUSIM
HaBBIKAMU MOJTUTHKH
3aIUTEI 0€30IIaCHOCTH.
uHpopmauuu B | Bradems:
KOMITBIOTEPHBIX | HABBIKAMU  3aIlUTHI

CCTAX, HaBbIKaMU

uHpOopMaIu B




16

KOH(HUTYPHUPOBaH | KOMIBIOTEPHBIX
usl TMPOTPaMMHO- | CeTSIX;  HaBbIKaMU
anmapaTHbIX KOH(UTYpHUPOBAHUS
CPEICTB 3alIUTHI | IPOrPaMMHO-
uH(pOpMAIIUH. anmapaTHbIX CPE/ICTB
3aIUTHI
uH(pOpMaINH;
BBIOOpA CpENCTB
3aIIUTHI
nH(popManuu;
HaBBIKaMU
MOCTPOCHHUS
CHCTEMBl  3aIlUTHI
cerert OBM.
I1K-3.5 3namu: BUIBI yTpo3 U | Jnamy: BUJBI | 3Hamb: BUIBI YIpO3
Ocymectanser BO3MOJKHBIE ~ KaHAJbl | yIpo3 u|u BO3MOYKHBIE
ﬁgﬁ;ﬁie " yreuxu BO3MOKHBIE KaHaJIbl YTCUKH
criemammsuposan | KOHQUICHIMAIBHOM | KaHAIBl  YTEYKHU | KOH(HICHIHATIBHON
HBIMU uHpOopMaIuu 1o | KOHGHUAESHIMATBH | HH(pOpMAIUU 1o
NPOTPAMMHBIMH | TEXHUUYECKUM oif umHbOpMaALUU | TEXHUYECKUM
CpeACTBAMU KaHajaM, M0 TCXHUYCCKUM | KaHallaM, OCHOBHEIC
3alllUTbl CCTCBBIX
JCTpOICTB Ymems: BrimonsaTh | KaHAIAM, TaKTHKO-
amvumncTpupyem | TPCOOBAHMUS OCHOBHBIE TEXHUYECKHE
oift  cerm  or | HOPMAaTUBHBIX U | TAKTHKO- XapaKTePUCTHKH,
HECAHKIMOHMPOBA | 3KCITyaTallMOHHBIX TEXHUYECKHE TIPUHIIHAITBI
HHOTO focTyra JTOKYMEHTOB XapaKTEPUCTHKH, | ITOCTPOCHUS
(IOKyMEHTalMu) O | IPUHIUIIBI TEXHUYECKHUX
o0ecrne4eHunIo MOCTPOCHUS CPEICTB mepenauud u
3alIUThl UHPOPMALIUU | TEXHUYECKUX 3aIIUTHI
Ha 00BEKTaxX | CpeaCcTB nH(pOpManuu, BUIBI
uHbOpMATH3ALMU U | TIepeadyn U | CUTHAJIOB M CIIOCOOBI
BCKpBITHSI ~ KaHAJIOB | 3aIIUThHI pacnpocTpaHeHus,
yTeuku uHpopMaIuy, | *HPOpPMaLUH. IIPUHLIMIIBI u
o OpraHu3auvv | Ymuems: CIIOCOOBI
MEpPOIIPUATHH, Brinonnsate OpraHu3anuu
HaIpaBJIEHHBIX Ha | TpeOoBaHUs CUCTEMBI  3aIIHUThI
3amuTy MHGOPMAIMU. | HOPMATUBHBIX U | HHGOpMAIIUU Ha
Bnaodems: HaBblKaMU | SKCIITyaTallMOHH | 0OBEKTax
IPUMEHEHHS BIX JIOKYMEHTOB | HH(pOpMATHU3ALINH.
TeXHUYECKUX CcpeaAcTB | (mokymeHntamuu) | [lopsmok "
3aIIUTHI o O0OECIEYEHUIO | AITOPUTM
uH(popmanuu, 3aLUTHI MIPOBEICHUS
oOpabarbiBaeMoil B | MH(pOopManu Ha | OpraHU3ALMOHHBIX
ceTax OBM. 00BeKTax MEpOTPUITHI Ha
uHpopMaTHu3auu | 00beKTax
U BCKPBITHS | HHPOpMATH3AIUH.
KAHAJIIOB  YTEYKH | Ymemsb: BBINOIHATD
uHpopmaruu, 1o | TpeOoBaHUS
OpraHu3aIu HOPMAaTUBHBIX u
MEpPONPUITHIA, AKCILTyaTal[MOHHBIX
HalpaBJICHHBIX Ha | TOKYMEHTOB
3aIIUTy (TOKyMeHTanuu) TI0
uHpOpMaLInH. 00€CTIeYEeHU IO
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Ocy1iecTBISITh
JKCILTyaTaIuio
TEXHHUYECKUX
CPEICTB 3aIIMUTHI
uHpopMalUu B
COOTBETCTBUU  C
TpeOOBaHUSIMU
WHCTPYKIIUH,
IKCILTyaTaI[MOHHO
1 TOKYMEHTAaIUH.
Bnraoemw:
HaBbIKaMU
MPUMEHECHUS
TEXHUUECKUX
CPEICTB 3aIIHUTHI
nHpopmanuu,
obOpabarsiBacMOi
B ceTsax OBM.

3aIUTHI
nHpopmarun Ha
00BEKTaX
nHpopMaTHU3auu U
BCKPBITHSI  KaHAJIOB
YTEUKH
uHpopManuy, 1o
OpraHu3au
MEpPOIPUATHH,
HampaBJIEHHBIX  Ha
3aIUTy
nHpopMaIuu.
Ocy1ecTBIATH
BBIOOpP TEXHUYECKUX
CpeAcTB 3aIIUTHI
nHpopmarun B
3aBHCHMOCTH oT
YCJIOBUI
AKCILTyaTaIluu
00BEKTOB
uH(pOpMaTHU3ALINH.
OcymecTBIsTh
IKCILTyaTaIUIo
TEXHUYECKUX
CpeAcTB 3aIUTHI
nHpopmarun B
COOTBETCTBUU c
TpeOOBaHUSIMH
UHCTPYKLUH,
AKCIUTyaTallMOHHOM
JOKYMEHTAITUH.
Bnaoemsw:
HaBBIKaMU
MIPUMEHECHUS
TEXHUYECKUX
CPEICTB 3aIUTHI
uHpopManuy,
oOpabaTpiBaeMOil B
ceTsix OBM.




7.3TunosBbie

KOHTPOJIbHBIC

3aJaHuA
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HJINn

HHBbIC

MaTepuabl,

HeoOXoaMMble JJIsl OIEHKM 3HAHWI, yMEHMiH, HABBIKOB W (MJM) ONbITA
AeATeJIbHOCTH, XapaKTePU3YIOIIUX 3Tanbl (GOpMHUPOBAHMS KOMIETEHUHH B
o0pa3oBaTeybHOM

npouecce

O0CBOCHMUSA

NpOrpaMMbl

OCHOBHOM

npo¢ecCuHOHAIbLHOMI

Tabmuma 7.3 IlacmopT KOMIUIEKTa OILIEHOYHBIX CPEIACTB JUISl TEKYIIETO
KOHTPOJISI YyCTIEBAEMOCTH

Kon Onucanue
KoHTpoJiupye | TexHomor OueHOYHbIE CPENCTBA IKa
Ne | Pasnen (tema) MO ust OLICHUBAHUS
/T | AUCIUIUITMHBI | KOMIETEHIIUU | (OPMUPOB NoNo
(nmm eé aHus HanMCHOBAHHE T
3aJaHui
YaCTH)
1 2 3 4 5 6 7
1 [TpoGnembr [1K-3 Jlexmus, CobecenoBanue 1-12 CoriacHo
UH(POPMALIMOHH CPC, KB3JIP Nel 1-4 tabmuie 7.2
ol nabopaTtop
0e30macHOCTH Has
ceren paborta
2 IlomuTuka I1K-3 Jlexmus, CobOecenoBanue 13-15 Cormacuo
0€e30I1aCHOCTH CPC Tabiuuue 7.2
3 TexHonoruu I1K-3 Jlexmus, Co0OecenoBanue 16-21 Cormacuo
ayTeHTUUKAIU CPC Tabiuuue 7.2
u
4 TexHomoruu [1K-3 Jlexmus, CobecenoBanue 22-24 CoriacHo
MEKCETEBBIX CPC, KB3JIP Ne2 1-5 tabmuie 7.2
9KpaHOB nabopaTtop
Has
paborta
5 T1K-3 Jlexmus, CobecenoBanune 25-32 Cornacuo
TexHomoruu CPC, KB3JIP Ne3 1-4 Tabiuuue 7.2
3alIUThI oT nmaboparop
BHPYCOB Hasl
pabota
6 TexHonoruu I1K-3 Co0OecenoBanue 33-36 CornacHo
aHaIM3a Jlexmus, Tabiuuue 7.2
3aIIHUIICHHOCTH CPC
U oOHapy>KEeHUS
CETEBBIX aTaK
7 | TpeboBanus K [K-3 Jlexuus, CobecenoBanue 37-41 CornacHo
cucTeMam CPC, KB3JIP Ne4 1-8 Tabiuuue 7.2
3aILUTHI nabopaTop
uHpopmaruu Hast
pabota
8 | Aymut [K-3 CobecenoBanue 42-45 CornacHo
0€e30I1aCHOCTH Jlexmus, Tabiuuue 7.2
UH(POPMALMOHH CPC
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bIX CUCTEM

Pazpabotka wu [1K-3 CobecenoBanue 46-48 CoracHo
samura  Web- Jlexmus, Tabaure 7.2
caliToB CPC

CPC — camocrosiTenbHast paboTa CTyJEHTa,
KB3JIP — KOHTpOJIbHBIE BOMPOCHI JIJIS 3aLUTHI TAOOPATOPHBIX padoT,

HpI/IMCpBI THUITOBBIX KOHTPOJIbHBIX SaHaHI/Iﬁ AJIA ITPpOBEACHUS
TEKYHICIO KOHTPOJIA YCIICBACMOCTH

Bomnpocel cobecenoBanus mno pazaeny (teme) 4. «TeXHOJOTMU MEXKCETEBBIX
AKpPaHOBY!

1. OcHOBHBIE (DYHKIIMU W JOTOJTHHUTEIBHBIE BO3MOXKHOCTH MEKCETEBBIX
skpaHoB. [lomuTuka paboter MO.

2. OcobeHHOCTH (PYHKITMOHHPOBAHUS MEXKCETEBBIX JKPAaHOB HAa YPOBHSIX
mozaenu OS|. BapuanTsl ucnomaenus MO.

3. OCHOBHBIE CXEMBI MOAKITIOUEHUS MEKCETEBBIX YKPAHOB

KonTtponbsHbeie Bompochl K jabopatopHoit pabore Ne2 «Hactpoiika mexceTeBoro
9KpaHa B ornepanoHHoi cucteme Windows»:

1) Yro takoe Opanamaysp?

2) Kakue ObiBaroT OpanaMayspbl?

3) Uro dukcupyeT xypHana 0e30macHoCTH OpaHamayaspa?

4) [lepeurcanTe OCHOBHBIC TPEOOBAaHUSA K BIOMpPAEMBIM CPEICTBAM aHAJIM3a
3aIIUIIEHHOCTH.

5) daiite oOmuii 0030p COBPEMEHHBIX CPEICTB aHAIM3a 3allUIIICHHOCTH.

[TOJIHOCTBIO OIIEHOYHBIE MATEPHUAIIBI U OLIEHOYHBIE CPENICTBA JJIs1 TPOBEACHUS
TEKYILIETO KOHTPOJISI YCIIEBAEMOCTH MPEACTaBICHbl B Y MM 1o AuCIHUIUIMHE.

TunoBele 3amaHug I OPOBEIECHHA  IPOMEKYTOUYHOM  arTecTaluu
oOyyJaronuxcs

[TpomexyTouHasi arrecTalys MO JUCLMILIMHE MPOBOAUTCS B (opMe 3auera.
3aueT NpoBOJIUTCS B BUE OJTaHKOBOI'O TECTUPOBAHUSI.

JInst TecTHpOBaHUSL UCHOJIB3YIOTCS KOHTPOJIBHO-U3MEPHUTEIIBHBIE MAaTEPHUAIIBI
(KNM) — BompoChI U 3a/1laHusl B TECTOBOM (popMe, COCTaBIAIOIMINE OaHK TECTOBBIX
3agannii  (BT3) mno jucuuniauHe, YTBEPXKIECHHBIA B  YCTAaHOBJIEHHOM B
YHUBEPCUTETE MOPSIAKE.

[IpoBepsieMbIMM Ha NMPOMEKYTOUHOM aTTECTALMHU SJIEMEHTAMHU COAEPKAHUS
SIBJISIFOTCSL TEMBI NUCUMILUIMHBI, YKa3aHHbIE B pazfesne 4 HACTOSAIIEH NpOorpamMMBI.
Bce Tembl qucuuminnbl otpakenbl B KUM B paBHbIX 1oix (%). BT3 Bkitouaer B
ce0s He meHee 100 3agaHuil W moctosHHO nononHserca. bT3 XpaHutcs Ha
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OymaxxHoM Hocutene B cocraBe YMM wu anektponHom Buae B OHNOC
YHUBEPCUTETA.

JIns NMpoOBEpKM 3HaHUU WUCIOJIB3YIOTCS BONPOCHI M 3aJaHUs B PA3JIUYHBIX
dbopmax:

—  3aKpbITOi (C BBIOOPOM OJJHOTO UM HECKOJBKUX MPABUIIBHBIX OTBETOB),

—  OTKpBITOH (HEOOXOIMMO BIMCATh ITPaBUIIbHBIN OTBET),

—  Ha YCTAaHOBJIEHHE MTPABUJILHOMN MOCIEA0BATEILHOCTH,

—  HAa yCTaHOBJICHHE COOTBETCTBUS.

Ymenus, nagoiku (unu onvim oesmenbHOCMU) U KOMIEemeHyuu TIPOBEPSIIOTCS C
MOMOIIBI0  KOMIETEHTHOCTHO-OPUEHTUPOBAHHBIX  3a7a4  (CUTyallMOHHBIX,
NPOU3BOJICTBEHHBIX WJIM  KEHCOBOrO  XapakTepa) U  pa3jIuyHOro  BHUJA
KOHCTPYKTOpPOB. Bce 3amaun sBIAIOTCS MHOroxonoBeiMU. Hekotopeie 3agaum,
MPOBEPSIONINE  ypOBEHb  C(OPMUPOBAHHOCTH  KOMIICTCHIIUN,  SBIISIFOTCS
MHOIOBapUaHTHbIMU. YacTb yMEHMH, HAaBBIKOB M KOMIIETEHUHUM MPSIMO HE
oTpaxkeHa B (GOPMYJIMPOBKaX 3agad, HO OHHU MOTYT OBITh MPOSIBICHBI
00yJaronMMUCS TIPU UX PEIICHUH.

B kaxnpiii Bapuant KM BKII04AtOTCS 3aJjaHUS 110 KOKIOMY ITPOBEPSIEMOMY
AJIEMEHTY COJIEpKaHHUs BO BCEX MEPEUMCICHHBIX BbIlIe (OpMax U pa3HOTO YPOBHS
cinoxkHoct. Takoit popmar KMIM mno3BosisieT 00bEKTUBHO ONMPEACIUTh KauyeCTBO
OCBOEHHUSI O0YYarOIIUMHUCS OCHOBHBIX JJIEMEHTOB COJICP)KaHUSI IUCHUIUIMHBI U
ypOBEHBb CHOPMHUPOBAHHOCTH KOMITETEHITUH.

[Iprmepsl TUIIOBBIX 3aJaHHUM JJ1s1 TPOBEICHUS IIPOMEKYTOUHON
aTTeCTaIli 00yJaroImuXCs

3agaHue B 3aKphITON hopme:
OcHOBHO# 3a1TUTON OT (DUIITUHTA SIBISIOTCS:

1. OUIbTPBHL.

2 AHTUBHUPYCHBIE TPOTPAMMBI.

3. Kpunrorpaduueckue CHCTEMBI.
4 CucreMbnl BUIEOHAOJIIOACHUS.

3amanue B OTKPHITOHN opme:

1. Pexum, mpu KOTOPOM Iepenaya W MpPUEeM JAaHHBIX MPOUCXOAAT OJHOBpE-
MEHHO, 3TO ...

2. Pexxum, mpu KOTOpOM TiepeAaya W MPHEM JAHHBIX TPOUCXOAAT TIO0
OYEePEeaH,ITO ...

3. Pexum, npu KOTOPOM MPOUCXOIUT TOJIBKO MEpefaya MM TOJIBKO MpUEM
JTaHHBIX, 37O ...

3amaHne Ha YCTaHOBJICHUE MPABUIIBHOM MOCIIEI0BATEILHOCTH.

Pacrionoxxuth mapameTpsl s TPYNIHUPOBKM JaHHBIX Ha cepBepe cOopa
uHpopMaIuu 00 aTtake:

1. ata, Bpemst
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2. IIpoTokon

3. IlopT nomyuarens

4. Homep arenra

5. IP-agpec aTakyroriero
6. Tun ataku

3ajaHue Ha YCTAaHOBJICHUE COOTBETCTBUS:
BriOepuTe COOTBETCTBHME MEXKAY HA3BaHUSIMH W OIpPEICICHUSIMHU YpOBHEH
monemu OSI:

1 [Tpuxnanuoit A obecrniednBaeT npeoOpa3oBaHue MIPOTOKOJIOB U
YPOBEHB KOJMPOBaHUE/ IEKOAUPOBAHHUE JTAHHBIX. 3ampocsl
IIPUJIOKEHUHN, IIOJIYYEHHBIE C IPUKIAIHOTO YpPOBHs, Ha
YpPOBHE TIPEJACTABJICHHUS MpeoOpazyroTcss B dopmaT ist
nepcaayn 1mo CC€TUu, a TMOJYUCHHBIC H3 CCTU OAHHBIC
npeoOpasyrorcst B hopMaT MpUIT0KCHHI

2 CereBoil ypoBenb | b YPOBEHb MOJENH, OOECIEUHBAIOIIUN B3aUMOJICHCTBUE
10JIB30BATEIbCKUX NPUIIOKEHUH C CETHIO
3 YpoBeHb B npeqHasHaueH Uil oOecneueHus HaA&KHOW meperadu
IIPEICTaBICHUS JAHHBIX OT OTHPABUTEIS K ITOJIYYaTENII0
4 KananpHblii r OIIpeAeisieT METOJ Nepeauu JaHHbIX, MPECTABICHHBIX B
YPOBEHb JBOMYHOM BHJIE, OT OJHOIO YCTpOWCTBa (KOMIIBIOTEpPA) K
Apyromy.
5 dusnueckuii yil MpeAHa3HayeH Il 0OeCTeUeHUs] B3aUMOJCHCTBHUS CETEH
YpOBEHb Ha (U3NYECKOM YpPOBHE M KOHTPOJIS OIIMOOK, KOTOpHIE
MOTYT BO3HUKHYTb.
6 CeaHcoBblit E IIpeIHa3HAueH Ul ONpPENEICHUs NyTU Mepeaaun JaHHBIX.
YPOBEHb OtBedaer 3a TPaHCIHILHIO JOTMYECKUX aIpPECOB M UMEH B

¢usnyeckue, omnpereNeHUe KpaTyallluX MapuipyToB,
KOMMYTallUl0 ¥ MapLIpyTHU3allUl0,  OTCIIEKUBAHUE
HENOJIAZ0K U «3aTOPOB» B CETH.

7 TpancnopTHBI X o0ecrieynBaeT MOAJIEP)KAHUE CEaHCa CBSA3HM, IO3BOJIS
YPOBEHb NPUIIOKEHUSM  B3aMMOJICHCTBOBATH  MEXIYy 00O
JUIATEIBHOE BPEMSI

KoMIieTeHTHOCTHO-OpUEHTUPOBAHHAS 3a/]a4a:
Co3nath TOMOJOTUIO, COCTOSIIIYI0 W3 MapuipyTH3aTopa, K KOTOpOMY

NOAKIIOUeHbl 2 kommbloTepa. Mexnay I[IK 1 um mapupyTtuzaTopom MOACETh
172.16.0.0, TIK 2 wu wmapmpyrtuzatopom noacets 192.168.0.0. IIpoBeputhb
noctynHocTh kommbioTepoB (I1K) ¢ momomsio komauasr ping. Cosmate Access
list, 3ampemaronuii TPoOXOoXxAEHUN icmp-maketoB u3 mnoacetd 192.168.0.0.
Bemonuuts komanay ping ¢ 11K 1 na I1K 2 u ¢ I1K2 na [1IK 1.

[ToIHOCTBIO  OLIEHOYHBIE MAaTE€pHalibl W  OLCHOYHBIE CPEACTBA  JUIA
MPOBEJICHUSI TPOMEXKYTOUHON aTTeCTallMi 00y4YaroIuXcs MpeacTaBieHsl B Y MM
10 JTUCUHUIIMHE.



https://ru.wikipedia.org/wiki/%D0%A2%D1%80%D0%B0%D0%BD%D1%81%D0%BF%D0%BE%D1%80%D1%82%D0%BD%D1%8B%D0%B9_%D1%83%D1%80%D0%BE%D0%B2%D0%B5%D0%BD%D1%8C
https://ru.wikipedia.org/wiki/%D0%A2%D1%80%D0%B0%D0%BD%D1%81%D0%BF%D0%BE%D1%80%D1%82%D0%BD%D1%8B%D0%B9_%D1%83%D1%80%D0%BE%D0%B2%D0%B5%D0%BD%D1%8C
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1.4 MeToauuyeckKkue MaTepHaJbl, onpeaeJIsoue Nnpoueaypsbl
OLCHUBAHUS 3HAHUI, YMEHHUIi, HABBIKOB W (WJIH) ONbITA [1eATEJIbLHOCTH,
XapaKTepPU3yIIUX 3Tanbl (JOPMHUPOBAHUA KOMIIETECHIUMN

[Iponieypbl OlICHUBAHUS 3HAHWM, YMEHHUN, HABBHIKOB M (WJIM) OIbITA
NEATCTLHOCTH,  XapaKTepU3YIOIMUX  d3Tanbl  (OPMUPOBAHUS  KOMIICTCHIIHM,
PETYIUPYIOTCS CIEAYIOITMMU HOPMATUBHBIMUA aKTaMU YHUBEPCHUTETA:

— monoxenune I 02.016-2018  OOamIBbHO-PEUTUHTOBOM  CHUCTEME
OIICHUBAHUS PE3yJIbTATOB OOYYECHHS MO JUCIHUIUIMHAM (MOIYJSAM) U MPaKTHKaAM
IIPU OCBOEHUHU 00YYaOITUMHUCS 00pa30BaTEIbHBIX MMPOrPaAMM;

— METOAMYECKHE YKa3aHHUs, UCIOJIb3yeMble B 00pa3oBaTEIbLHOM Ipoliecce,
yYKa3aHHBIC B CIIMCKE JINTEPATYPHI.

Hnsa  mekyweeco komwmponsa ycneeaemocmu TIO JUCUUILNIMHE B pPaMKax
JIEUCTBYIONIEH B YHUBEPCUTETE OAUIbHO - PEHTHHTOBOW CHUCTEMBI MPUMEHSETCS
CJIEMYIOIIUHN TTOPSIIOK HAYMCIICHUS OAIIIOB:

Ta6nuna 7.4 — [opsinok HauuciaeHus 6amioB B pamkax bPC

®dopma KOHTPOJIS MuHUMaTbHBIN OauT MakcumanbHBIN 0ast
Oamn IIpUMEYaHNe 6as1 IIpUMEYaHNe
1 2 3 4 5
JlaGopaTopnast pabota 3 Brimomam, JIOJIS 6 Homns MPaBUITbHBIX
Nel MIPABUIIBHBIX otBeToB 6osee 90%
otBeToB oT 50% 1O
90%
JlaGopaTopnast pabota 4 Brimomam, JIOJIS 8 Homns MIPaBUITbHBIX
Ne2 MIPABUIIBHBIX otBeToB 6osee 90%
otBeToB oT 50% 1O
90%
JlaGopatopHast pabora 4 Bemomnnun, 0I5t 8 Hons IIPaBUJIbHBIX
No3 IIPaBUJIbHBIX otBeToB 6osee 90%
orBeToB OT 50% 10
90%
JlaGoparopHas paboTa 4 Bemomnnun, 0I5t 8 Hons IIPaBUJIbHBIX
Ned MPaBUJIbHBIX otBeToB 6osee 90%
orBeToB OT 50% 10
90%
CobecenoBanue 1o 1 Jlonss  mpaBHIIBHBIX 2 Hons MPaBIJIbHBIX
Teme 1 otBeToB oT 50% 1o oTBeToB Ooiee 90%
90%
CobecenoBanue o 1 Jlonis  mpaBHIIBHBIX 2 Homns MIPaBUITbHBIX
Teme 2 orBeToB OT 50% 10 otBeToB 6osee 90%
90%
CobecenoBanue 1o 1 Jlonss  mpaBHIIBHBIX 2 Hons MPaBIJIbHBIX
TeMme 3 otBeToB oT 50% 1O oTBeToB Ooiee 90%
90%
CobecenoBanue 10 1 Jlons  1paBHIIBHBIX 2 Hons MIPABIJIbHBIX
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Teme 4 otBeToB oT 50% 10 otBeToB 6omee 90%
90%

CobecenoBanue 1o 1 Jlonss  mpaBHIIBHBIX 2 Hons MPaBIJIbHBIX

TeME 5 otBeToB oT 50% 1o oTBeToB Ooiee 90%
90%

CobecenoBanue 1o 1 Jlonss  mpaBHIIBHBIX 2 Hons MIPaBIIIbHBIX

TeMme 6 otBeToB oT 50% 1o oTBeToB Ooiee 90%
90%

CobecenoBanue o 1 Jlonis  mpaBHIIBHBIX 2 Homns MIPaBUITbHBIX

Teme 7 orBeToB oT 50% 10 otBeToB Oosee 90%
90%

CobecenoBanue 1o 1 Jlonss  mpaBHIIBHBIX 2 Hons MPaBIJIbHBIX

TeMme 8 otBeToB oT 50% 1o oTBeToB Ooiee 90%
90%

CobecenoBanue o 1 Jlonis  mpaBHIIBHBIX 2 Homns MIPaBUITbHBIX

Teme 9 orBeToB oT 50% 10 otBeToB Oosee 90%
90%

Hroro 24 48

[TocemaemocTthb 0 16

3auér 0 36

Htoro 24 100

Jna npomesicymounou ammecmayuu 00yuaowuxcs, MpOBOJUMON B BHUJE
TECTUPOBAHUS, WCIOJB3YETCA CJEAyIolas METOAUKa OIICHUBAHUS 3HAHUM,
YMEHHM, HaBBIKOB U (MJIM) OMbITa JesaTenabHoCcTH. B kaxxaom Bapuante KUM —16
3agaHuit (15 BompocoB 1 ofHa 3a/1a4a).

Kaxxplii BEpHBIM OTBET OLICHUBAETCS CIIEAYIOIIMM 00pa3oMm:

— 3aJlaHKe B 3aKphITO Ppopme —2 Oaia,

— 3aJlaHKe B OTKPBITOU Popme — 2 Oaa,

— 3ajJlaHue Ha YCTAHOBJICHUE TPABUIHHON MOCIIEIOBATEILHOCTH — 2 0ajuia,

— 3ajJlaHUe Ha YCTAaHOBJICHUE COOTBETCTBUS — 2 Oajuia,

— pelieHrue KOMIIETEHTHOCTHO-OPUEHTUPOBAHHOM 3a/1auu — 6 0aJioB.

MakcumanbHOE KOJTUYECTBO 0aJIOB 3a TeCTUpOBaHUE —36 OaIIOB.

8. IlepeyeHb OCHOBHOW H /ONOJHUTEJNbHOW Y4eOHOH JMTEpPATYphI,
He00X0AMMOi1 IVIsl OCBOCHUS AUCHUTIIMHBI

8.1 OcHoBHas yueOHas quTEpaTypa

1) TIlIponyonukos, A. B. Cetn nepefaun JaHHBIX : ydeOHOE mocobue : B 2
yacTsax / A. B. IIpony6HukoB. — OMck : OMCKUI TOCYIapCTBEHHbIA YHUBEPCUTET
um. OM. Jlocroesckoro, 2020. - 4. I. - 116 c¢. -
URL.: https://biblioclub.ru/index.php?page=book&id=614062 . — Pexxum moctyma :
1o noAanucke. — TeKCT : 3MEeKTPOHHBIM.

2) MbiiBoaa, 3. besomacHoCTh cerel : yueOHOe Tocooue / 3. MatiBot. —
2-¢ wu3n.,, wucnp. — MockBa : HanuonanpHblii OTKpBITBIM YHUBEPCUTET
«MHTYHUTY, 2016. - 572 c.—



https://biblioclub.ru/index.php?page=book&id=614062
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URL.: https://biblioclub.ru/index.php?page=book&id=429035. — Pexxum mocryna :
10 NOANMUCKE. — TEKCT : 2EKTPOHHBIN.

3) Bacsesa, H. C. [IpoektupoBaH#e JTOKAIBHBIX BBIYMCIUTEIBHBIX CETEH:
ydaeObHoe Tmocobue s KypcoBoro mnpoektupoBanus /  H. C. Bacsesa,
E.C.BacseBa. —  Momxap-Oma [ToBOMDKCKMIT ~ TOCYIapCTBEHHBIN
TEXHOJIOTUYECKUI YHUBEPCHUTET, 2019. - 94 C. -
URL.: https://biblioclub.ru/index.php?page=book&id=560566. — Pexxum mpoctymna :

10 MOANKUCKE. — TEKCT : AJIIEKTPOHHBIN.
8.2 lonosiHuTeILHAS y4eOHAasl JUTEpaTypa

4) Kosran, H. M. KommblorepHble cetnm : ydyeOHOe mocobue /
H. M. Kosras. - Munck : PUIIO, 2019. - 180 C. -
URL.: https://biblioclub.ru/index.php?page=book&id=599948. — Pexxum goctyna :
IO TIOAIUCKE. — TEeKCT : IIEKTPOHHBIN.

5) Ceru 1 CUCTEMBbI TEICKOMMYHHKAIIUI: Y4eOHOE 3JICKTPOHHOE M3/IaHue /
B. A. Iloronun, A. A. TperbsikoB, U. A. Enuzapos, B. H. Hazapos. — Tamb6oB :
TamboBckmii rocyaapcTBeHHbIN TexHuueckuii yHuBepcurtet (TT'TY), 2018. — 197
c.— URL.: https://biblioclub.ru/index.php?page=book&id=570531. - Pexum
JIOCTYIIA : 10 NOANUCKE. — TEeKCT : 3JIEKTPOHHBIN.

6) Kuses, B. bezonacHocts nHpopManmonubix cuctem: kypc / B. Kuses,
O. I'pannuns. — Mocksa : Hanmonansnasiii OTkpbITeil YHUBepeuTeT «MTHTYU T,
2016. — 192 c. — URL.: https://biblioclub.ru/index.php?page=book&id=429032. —
PexuMm nocryna : o noanucke. — TEKCT : 3JEKTPOHHBIN.

8.3 IlepedyeHb MeTOAUYECKUX YKAZAHUM

1) W3yuyeHwe  CyIIECTBYIOIIMX  KAHAJIOB  YTeUYKH  HHOOPMAIHH:
METOMYECKHE YKa3aHUsI MO BBITOJHEHHIO J1a00paTOPHBIX U MPAKTUYECKUX padboT /
FOro-3amn. roc. yH-T ; cocT. A. JI. MapyXJieHKO. - DJIEKTPOH. TEKCTOBBIE JaH. -
Kypck : FO3I'Y, 2022. - 11 c. - TeKcCT : 2JIeKTPOHHBI.

2) Hactpoiika MeKCEeTeBOro KpaHa B omnepardoHHoi cucteme Windows :
METOAMYECKUE YKa3aHUs 10 BHIMOJHEHUIO JIAOOPATOPHBIX M MPAKTHUECKUX padoT /
FOro-3am. roc. yH-T ; cocT. M. O. TaHBITHH. - DJIEKTPOH. TEKCTOBBIE AaH. - Kypck :
FO3I'Y, 2022. - 23 c. - TekcT : 3MEKTPOHHBIH.

3) AwnxrtuBupycHas mporpamma: Kaspersky Internet  Security
METOJMYECKHE YKa3aHUsI TIO0 BBHIITOJTHEHHIO J1a00paTOPHBIX U MPAKTUUECKUX padoT /
Oro-3an. roc. yH-T ; cocT. A. JI. MapyxjieHKo. - DIEeKTpOH. TEKCTOBBIE JaH. -
Kypck : FO3T'Y, 2022. - 13 c. - TeKCT : 3IeKTPOHHBIII.

4) AHanu3 3alMIICHHOCTH KOMIIBIOTEPHOW CETH C MOMOIIBIO MPOrpaMm
GFI Languard, Network Security Scanner u XSPIDER : meTonuueckue ykazaHus
M0 BBIMIOJIHEHUIO JTA0OPATOPHBIX U MpakTudyeckux padort / KOro-3am. roc. yH-T ;
coct. M. O. TanbIruH. - DNeKTpoH. TeKcToBBIE AaH. - Kypck : FO3I'Y, 2022. - 12 c.
- TekcT : 3IEeKTPOHHBIN.


https://biblioclub.ru/index.php?page=book&id=429035
https://biblioclub.ru/index.php?page=book&id=560566
https://biblioclub.ru/index.php?page=book&id=599948
https://biblioclub.ru/index.php?page=book&id=570531
https://biblioclub.ru/index.php?page=book&id=429032
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8.4 /lpyrue yue0HO-MeTOAMYECKHE MATEPHUAJIbI
Ilepuoanueckue u3IaHus:

1. «3amuta uHpopmaruu. Wucaia» [Tekct] : uHPOPM.-METO/I.
xKypH./ yapenutenb OOO "Uznarenbckuit gom "Aduna". - Cankr- IlerepOypr :
Aduna. - Berxoaur pa3 B ABa Mecsla

2. Kypnan  «InformationSecurity/UaopmaninonHass ~ 6€30MacHOCTb.»-
http://window.edu.ru/

3. Kypnuan «I[Ipobrembr napOpMaIMOHHON Oe3omacHoCcTH. KoMibroTepHbIe
cuctemMbI»- http://window.edu.ru/

Kypnan «Bectauk Yp®PO. bezonacHocTs B HHPOPMAITMOHHOM cheper
Kypnain «Borpocs! 3amTbl HHYOpMALIUN)
Kypuan «bJIU (bezonacHocts. JlocroBepHOCTh. MHpOpMaIus. )»

N o g b

Kypnan «udopmaryst u 6€30MaCHOCTD.»

9. Ilepeuenb pecypcoB MH(OPMAINUOHHO-TEJIEKOMMYHUKAIIMOHHON CeTH
«/HTEpHEeT», HEOOXOAUMBIX IJISl 0CBOEHH S JUCHHUILTHHBI

1. http://e.lanbook.com - DnexTpoHHO-OMOIMOTEYHAsE crcTeMa «JIaHby.

2. http://www.iglib.ru - DnekTponHo-oubaKOTeYHast cuctema IQLIb.

3. http://window.edu.ru -DnekrponHass OubnmHoTeKka «EauHOE OKHO
JI0CTYTIa K 00pa30BaTeIbHBIM pecypcamy.

4. http://biblioclub.ru —  DIeKTpOHHO-OMOIMOTEUHAass  CUCTEMa
«YHHUBEPCHUTETCKAsI OMOIMOTEKA OHJIAWHY.

5. http://www.fsb.ru - @enepanbHas  ciyx0a  0€30MacCHOCTH
[obunManbHBII caiiT].

6. http://fstec.ru - DenepanbHas ciaykba 10 TEXHHYECKOMY H
IKCHOPTHOMY KOHTPOJIIO [OpHUIIMATIBHBIN CalT].

7. http://microsoft.com - Kopnopanus Microsoft[odunmansasiii cait].

8. http://www.consultant.ruKommnaaus«KoHCynbTanT [Troc»

[obunnanbHBIN caiT].

10. Meroauyeckne YKa3aHusi JJIs1 OOyYAKOIIMXCH IO OCBOCHHUIO
AUCHHUILIMHBI

OCHOBHBIMU BUJIaMU  ayAUTOPHOM palbOThl CTyA€HTa NpPU H3YUYECHHUH
JUCUUIUIMHBL SIBJISIOTCS JIGKIUU W JlabopaTopHble 3aHATUA. CTyAeHT HE HMeEEeT
mpaBa MPOITYCKATh 3aHATHUS 0€3 YBAKUTEIBHBIX TPUYHH.

Ha nexkuusix wuznaraioTcsi W pPa3bACHSIOTCS OCHOBHBIC TOHSITUS TEMBI,
CBS3aHHBIE C HEM TEOPEeTUYECKHE U NPaKTUUYECKUE MPOoOJEMBbI, Jar0TCs


http://window.edu.ru/
http://window.edu.ru/
http://e.lanbook.com/
http://www.iqlib.ru/
http://window.edu.ru/
http://biblioclub.ru/
http://www.fsb.ru/
http://fstec.ru/
http://www.consultant.ru/
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pPEKOMEHIAlMHU ISl CaMOCTOSITeNIbHOM padoThl. B Xode neKkiuu CTyaeHT J0HKEeH
BHUMATEJIBHO CIIYIIATh U KOHCIIEKTUPOBATh MaTepHUaJL.

Nzyuenne Hanbosiee BaKHBIX TEM I Pa3/eioOB JAUCHUILIIMHBI 3aBEPIIAIOT
7a00paTOpHbIE 3aHATHS, KOTOpble O0ECHEYMBAIOT: KOHTPOJb MOJArOTOBICHHOCTU
CTYJIEHTa; 3aKpeIlyieHue Y4eOHOro Marepuaia; MNpuOOpEeTEeHUE OIbITa YCTHBIX
nyOJUYHBIX BBICTYIUICHHM, BEJEHUS TUCKYCCHUU, B TOM YHUCJIE apryMEeHTaluu U
3alIUTHI BBIIBUTAEMBIX TIOJIOKEHUH U TE3HCOB.

JlaGopaTopHOMY 3aHSATHIO TMPEANIECTBYET CaMOCTOsATEIbHAas paboTta
CTYJIE€HTa, CBSI3aHHAsI C OCBOEHUEM MaTepuana, OoJyuYeHHOTO Ha JIEKIUIX, U MaTe-
pHAJIOB, M3JI0KEHHBIX B YUeOHUKAX U YYEOHBIX MOCOOMSX, a TaKXkKe JUTepaType,
PEKOMEHI0BaHHOU MpEeToaaBaTesieM.

KauecTtBo yueOHON pabOTBl CTYAEHTOB IMpENojaBareib OLICHUBAET IO
pe3ysibTaTaM TeCTUPOBAaHUSI, COOECeOBaHNUs, 3aIUThl OTYETOB MO J1a00PaTOPHBIM
paboram.

[IpenonaBaTenp yke Ha MEPBBIX 3aHATUAX OOBSICHSIET CTYAECHTaM, Kakue
¢opMbl 00ydeHHs CIEIyeT HCIHOJIb30BaTh IPU CAMOCTOATEIBHOM HW3YyYE€HUHU
JTUCIUIUIMHBL: KOHCIIEKTUPOBAaHNE YUeOHON NMUTEpaTyphl W JIEKIIUH, COCTABICHHE
CJI0Bapey NOHATUN U TEPMUHOB U T. II.

B mpouecce o0yueHus mnpenojaBaresid HMCHOJb3YIOT aKTHUBHBIE (POPMBI
paboTHI CO CTy/IEHTaMU: YTEHHE JIEKIIMI, MPUBICYCHUE CTYJCHTOB K TBOPUECKOMY
MPOIECCY Ha JIEKIHIX, MPOMEKYTOUHBIA KOHTPOJb MMyTEM OTPAOOTKU CTYACHTaMHU
OPOMYIIEHHBIX  JIGKIWA, y4YaCTHe B TPYNNOBBIX W  HHAMBHIYAJIbHBIX
KOHCYJIbTalMsAX (coOeceoBaHusIX). ITU (POPMBI CIIOCOOCTBYIOT BBIPAOOTKE Y
CTYZAEHTOB YMEHUs paboTaTh C y4eOHUKOM U JuTepaTypoil. M3yuenue nureparypbl
Y CIIPAaBOYHON JOKYMEHTAIlMU COCTABIISIET 3HAYUTENIbHYIO YacTh CAMOCTOSITEIbHON
paboThl cTyAeHTa. DTO OOJBLION TPY[, TPEOYIOMNNA YCUIMM U KeJTaHUS CTYICHTA.
B camom Hauane paGoThl HaJl KHUTOM Ba)XHO OMpPENENTUTH IEJb U HAMpaBIICHUE
sToi pabotel. [IpounTanHoe ciemyeT 3akpenuth B mamsaTH. OJHUM U3 MPUEMOB
3aKperIeHUs] OCBOEHHOTO MaTepHalia SIBJIIETCS KOHCIIEKTUPOBAaHUE, 6€3 KOTOPOro
HEMBICTUMA  Cepbe3Has pabora Hax  JuTeparypoir. CHcTeMaTHdeckoe
KOHCIIEKTUPOBAHUE MOMOTAeT HAYYUTHCS MPABHIBHO, KPAaTKO M YETKO H3Jararhb
CBOMMH CJIOBAMHM MTPOYNTAHHBIN MaTepHaIL.

CamocTosTeNnbHYI0 pabOTy cleayeT HayMHATh C MEpBbIX 3aHATUH. OT
3aHATUS K 3aHATUIO HY)XHO PErylspHO TPOYUTHIBATH KOHCIEKT JICKIIHH,
3HaKOMUTBCS C COOTBETCTBYIOUIMMH  pasfeilaMu  ydyeOHHKa, 4YuTaTh U
KOHCIIEKTUPOBATh JIMTEPATYPY MO KAXKIOW TeMe AUCHUIUIMHBL. CamocToATenbHas
paboTa AaeT CTyAEeHTaM BO3MOXKHOCTh PABHOMEPHO pAacCHpeleiInuTh HarpyskKy,
crnocoOcTByeT ©Oojiee TIIYOOKOMY UM KAaueCTBEHHOMY YCBOEHHUIO Y4eOHOro
Matepuana. B ciyyae HeoOXOAMMOCTH CTYJIEHTHI 00paIllatoTCs 3a KOHCYJIbTaluen
K MPENo/IaBaTeliio Mo BOMPOCaM JUCLIMIUIMHBI C IEJIbI0 YCBOCHHUS U 3aKpEIUICHUS
KOMIIETECHITUH.

OcHOBHast 1eJdb CaMOCTOATEIBHOM pabOThl CTyACHTA NpPU HU3YUYECHUU
JUCHUIUIMHBL - 3aKpENuTh TEOPETUYECKUE 3HaHMs, MOJy4yeHHBIE B Ipoliecce
JEKIMOHHBIX 3aHATUH, a Takke CcHOpMHpOBaTH NPAKTHUECKUE HABBIKH
CaMOCTOSITENIbHOTO aHAJIM3a 0COOCHHOCTEH TMCIUTUINHEI.
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11. Ilepeyenr WHGOPMALMOHHBIX TEXHOJOTHH, HCIOJb3yeMbIX MPH
OCYLECTBJICHMH 00pa30BaTeJbHOI0 NpoLecca IO AUCHUILIMHE, BKJIKOYAS
NepevYeHb NMPOrpaMMHOro odecnedyeHus: 1 MH(POPMALMOHHBIX CIPABOYHBIX
cucrTeM (IpU HEOOXOAMMOCTH)

MicrosoftOffice  2016.Jluniensuonnsiii  goroop  NeS0000000722 ot
21.12.2015 1. ¢ OO0 «AiTu46y», muuensuonusii gorosop NeK0000000117 ot
21.12.2015 r. ¢ OO0 «CMCKanan»,

Kaspersky Endpoint Security  Russian Edition, munensus 156A-140624-
192234,

Windows 7, norosop 1T000012385

AnTtuupycHasmporpamma Kaspersky Internet Security.

12. Onucanue MaTepUATbHO-TEXHHUYECKOH 0a3bl, He00XOAMMOH JIJIA
OCYILIECTBJIEHUsI 00Pa30BaTeJIbHOIO NMPoIecca Mo JUCHUIIHHE

VYyeOHast aynutopus Uisl TPOBENEHUS 3aHATUNA JIEKIIMOHHOTO THIA H
naboparopuu kadeapsl HHPOPMAIIMOHHOW 0€30MacHOCTH, OCHAIICHHBIE Y4eOHOM
MeOEeNbIO: CTOJIbI, CTYJbSl JJII OOY4YaloIIUXCS; CTOJ, CTYJ JUisl MpernofaBaTes;
nocka. Kommperorepsr (10mr) CPU AMD-Phenom, O3Y 16 GB, HDD 2 Tb,
MoHuTOop Aok 21”. IlpoeKkunOHHBIM 3KpaH Ha WTaTUBE; MyJIbTHUMEIUALCHTP:
HOYT-OYKASUSX50VLPMD-
T2330/14"/1024Mb/160Gb/cymka/npoexTopinFocusIN24+

13 Ocol0eHHOCTH peaJu3aAlUM JMCHUIVIMHBI JIsi WHBAJIMIAOB M JIMI[ C
OrpaAaHUYEeHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI

IIpu o0OydyeHMHM JMII C OrPAaHUYEHHBIMH BO3MOXHOCTSMHU  370POBbBS
YUUTBHIBAIOTCS UX WHIUBUAYaJbHBIE TICUXO(u3nueckue ocodeHHoctu. OOydeHue
UHBAJIMJOB OCYILIECTBISETCA TAKXKE B COOTBETCTBHM C HWHIUMBUIYaJIbHOU
IpOrpaMMoN peadMIMTALMKY HHBAIH 1A (IPH HAJTMYMH).

Mna auy c Hapywenuem cayxa BO3MOXKHO IIPENOCTaBICHUE Yy4eOHOU
uHbOpMaIuu B BU3yalIbHON Popme (KpaTKuil KOHCIIEKT JIEKIUN; TEKCThI 3a/1aHUH,
HaleyaTaHHbIC YBEIMYCHHBIM MIPUPTOM), HA ayAUTOPHBIX 3aHATUAX JTOMYCKAETCA
IPUCYTCTBHE aCCHCTEHTA, a TaKKe CYPAOIEPEBOTUMKOB u
TU(IOCYpAOTIEPEBOAUMKOB. TEeKyIIUI KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBIISIETCS B
NUCBMEHHONH (opMme: 00ydaromuiics NUCbMEHHO OTBEYaeT Ha BOIPOCHI,
NUCBbMEHHO BBINOJHAET 3agaHus. lIpomexyTouHas arrecTaums s JMIL C
HapyLICHUAMHU CIIyXa IPOBOAUTCS B MUCbMEHHOM (pOpME, IPU ITOM HUCIOJIb3YIOTCS
oOue kputepuun oueHuBanus. [Ipu HeoOXxoauMOCTH BpeMsl IOATOTOBKU K OTBETY
MOJKET OBITh YBEJIMUEHO.

Lna nuy ¢ mapywenuem 3penus NOIYCKAETCS ayIHaIbHOE INPENOCTaBICHUE
uHbopMalMu, a TaKKe  HCIOJb30BAHME Ha  ayJAUTOPHBIX  3aHATHSIX
3BYKO3aIMCHIBAIOIIUX YCTPONCTB (IMKTO(OHOB U T.1.). JlomycKkaeTcst IpucyTCTBUE
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Ha 3aHATUSAX AacCHCTEeHTa (TIOMOIIHHKKA), OKa3bIBAIOLIETO OOydYaromuMcs
HEOOXOJUMYI0O TEXHUYECKYI0 IMOMOIIb. TeKyIHid KOHTPOJb YCIEBAEMOCTU
OCYIIECTBIIsIETCS B YCTHOM (opme. [lpu nmpoBeaeHrnr MpoOMeKyTOUHON aTTECTalluN
JUTSL JIALL C HAapyLIEHUEM 3PEHHs] TECTUPOBAHUE MOXKET ObITh 3aMEHEHO Ha YCTHOE
cobeceToBaHUE IO BOMPOCAM.

s nuy ¢ 0cpaHuyeHHLIMU  BO3MONCHOCMAMU  300PO8bS,  UMEIOUWUX
HapyuieHusi OnopHo-08UcAMENbHO20 annapama, Ha ayAUTOPHBIX 3aHATHSAX, a
TaK)K€ TMpU TMPOBEJECHUU TPOLEAYp TEKYIIEro KOHTPOJS YCIEBAaEMOCTH U
IMPOMEKYTOUHOM aTTeCTalli MOTYT OBITb TMPEAOCTABIECHbl  HEOOXOAUMbBIE
TEXHUYECKUE CpeACTBAa (MEPCOHAJbHBIA KOMIbIOTEp, HOYTOYK WJIM JpYyrou
rajiKeT); JOMYCKAETCsl MPUCYTCTBUE ACCUCTEHTA (ACCUCTEHTOB), OKa3bIBAIOIETO
OOyJaromMMCcsi HEOOXOJUMYIO0 TEXHUYECKYI0 TOMOINL (3aHSATh pabouee MecCTo,
NepeIBUraThCsl MO ayIUTOPUH, IPOUUTATh 3aJaHKe, OYOPMUTH OTBET, OOIIATHCS C
MpenoaaBaTeieM).
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14.JIucT 10MOJTHEHUH M U3MEHEHM i, BHECEHHBIX B Ppa0041yI0 MporpamMmy

JUCIUIIINHDbI
Howmepa crpanun OcHoBaHue i
NU3MCHCHUA U
Howmep . | AHHYD Bcero
N3me- | 3amené HOBBI Hara MMOJIMKUCH JINIIA,
W3MCHEHUS N HUpPOBaHH CTpaHMI]
HCHHBIX HHBIX X MMpOBOAUBIICTO

bIX
HN3MCHCHUA




	ADPDE64.tmp
	1. Цель и задачи дисциплины. Перечень планируемых результатов обучения, соотнесённых с планируемыми результатами освоения образовательной программы
	1.1.  Цель преподавания дисциплины
	1.2. Задачи изучения дисциплины

	2. Указание места дисциплины в структуре основной профессиональной образовательной программы
	Таблица 3 - Объём дисциплины

	4. Содержание дисциплины, структурированное по темам (разделам) с указанием отведенного на них количества академических часов и видов учебных занятий
	4.1. Содержание дисциплины
	4.2 Лабораторные работы и (или) практические занятия
	4.2.1 Лабораторные занятия
	4.3 Самостоятельная работа студентов (СРС)


	5 Перечень учебно-методического обеспечения для самостоятельной работы обучающихся по дисциплине
	- методических рекомендаций, пособий по организации самостоятельной работы студентов;
	– заданий для самостоятельной работы;
	– вопросов и задач к зачету;
	–методических указаний к выполнению лабораторных работ и т.д.
	типографией университета:
	– помощь авторам в подготовке и издании научной, учебной и методической литературы;
	–удовлетворение потребности в тиражировании научной, учебной и методической литературы.
	7.2 Описание показателей и критериев оценивания компетенций на различных этапах их формирования, описание шкал оценивания
	8.1 Основная учебная литература
	8.2 Дополнительная учебная литература

	10. Методические указания для обучающихся по освоению дисциплины


