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Ieab padoThbI

Ilens naboparopHoii  pabOThl — 3HAKOMCTBO C CETEBBLIMH

BO3MOYKHOCTSIMM oniepaiimonHoi cuctembl GNU/Linux.

Iopsinok BbIIOJIHEHUST PA6OTHI

1. N3yuuTh TEOPETUYECKYIO YaCTh.

2. BreimoaHuTh 3aJlaHusl, MOCTABJICHHBIE B JaHHOM

MCTOAUYCCKOM YKAa3aHHU.

3. CrnenaTb BBIBOJ 1O MPOJIeIaHHOMN padore.

Conep:xanue oTuéra

1. TwuTynbHbIA TUCT.

2. 3ajanue Ha JabopaTopHyro padboTy.

3. X0/ BBINOJIHEHUS JTA0OPATOPHOK pabOTHI CO CKPUHILIOTAMM.
4. BeiBoa o ytabopaTopHoit padore.



Teopernueckasi yacTb

I CereBble BO3MOXKHOCTH OINEPAIMOHHBLIX cucTeM Linux

Onepanuonnslie cucteMbl UNIX pa3zBuBanuch OJIHOBPEMEHHO C
BBIYUCIIUTEIBHBIMUA CETAMU. Brimouenne 9BM B KOMIIBIOTEPHYIO CETh
MHOTOKPATHO YBEJIMYMBAET Kak (DYHKIIMOHAIbHBIE BO3MOXKHOCTH
I10J1b30BATEIIsl, TAK U CTEIICHb YSA3BUMOCTH CUCTEMBI U 00pabaThIBACMO
uHpOpMallMM 1O OTHOIIGHWIO K ceTeBbIM aTtakaMm. CeTreBble
BO3MOXKHOCTU ONEPALMOHHBIX CHUCTEM JIOJDKHBI OBITH 0€301aCHBLIMH,
OJIHAKO O3TO TpeboBaHME TIopa3jlo Jierde IMpPOBO3IJIACUTL, YEM
00ECIeUHnTh.

MckycecTBO  CUCTEMHOr0  aJIMMHUCTpATopa  BO  MHOIOM
ONPEAENAECTCS €ro yYMEHUEM IIPaBWIbHO MOCTPOUTH M TI'PaMOTHO
OKCIULYaTUPOBATh BBIYMCIUTENBHYIO CeTh. JIJisi 3TOro onepaupoHHbIC
cuctemMbl Linux pacnonararoT caMbIMU MOJAXOAIIMMU BO3MOKHOCTIMMU.
ITon ymnpasmenuem OC Linux HajgexHo padoOTalOT W CEpPBEPHBIC
IPUWIOKEHUS, U MEXKCETEBbIE OJKpaHbl, W CUCTEMbl OOHAPYKCHHUS

KOMIIBIOTCPHBIX aTaK.

1.1 KonTposib 1 HacTpoiika ceTeBbIX HHTEp]eiicon

CereBoii ajantep — 3TO MPOrpaMMHO YNPaBIIIEMOE YCTPOMCTBO,
Omarojaps KOTOpPOMY [EpPCOHAJbHBIA  KOMIIBIOTED WM  CepBep
NpEeBpAIACTCd B MHTEJUIEKTYQJIbHbIA  MPUEMOTICPEJATUMK U
npuoOpeTacT BO3MOXKHOCTL oOMeHa uH(oOpMauueid ¢  JApYyruMu
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KOMIIBIOTEPAMHU B JIOKAJBLHOM BBIYUCIUTEIBLHON ceTu. CeTeBoil aganTep
MOXXHO HCHOJIb30BaTh KaK yCTPOMCTBO TMepexBaTa BCEX MIIA
(uabTpauuM onpenesieHHbIX nakeToB. KoMmbloTep ¢ JABYMsI CETEBLIMU
azanrepaMyd MOXKET CIIY)KUTb TPAHCIATOPOM (MOCT, 1LIH03, (DUILTP)
Mex 1y Byms paznuunbiMu JIBC.

[rarnas yrunura ifconfig ucnonb3yercs Ayt HACTPOUKHU JIFOOBIX
CETEBBIX YCTPOWCTB, MOJKIIOUYEHHBIX K KOMIIBIOTEPY, a TaKKe s
M10JTyYeHUsI CIIPaBOYHOM uH(popMaluu 0 COCTOSIHUM "
paboTOCOCOOHOCTH KAXJ0T0 U3 HUX. JIJIsT HACTPOMKM U JIUAarHOCTHKH
OecnipoBoaHbIX agantepoB Wi-Fi ciiyuT apyras yTUiInTa, UMEHYyeMas
iwconfig. Ho n B ciiyyae pabotsl B O€CIpOBOAHON CETH BO3MOMHOCTH
ytusnthl ifconfig octatoTcst BOCTpeOOBaHHBIMMU.

JUist nosydenus Tekyued uHpopMaluM O COCTOSIHUM CETEBBIX
uHTEp(Ei-coB, B TOM 4YHUCJIE€ M HEAKTUBHBIX, HCIIOJIBL3YETCS KOMaH/a
ifconfig —a. Jlna  4ywmrarens, 3HAKOMOro ¢  NIPUHIUIAMHU
(YHKUMOHUPOBAHUSI KOMIIBIOTEPHBIX CETeH M WX TEPMUHOJIOTHEMH,
BbIBEJEHHAs MHpoOpMalus  JoJDKHA  OBITh  IOHATHA. Y THIIATA
oToOpakaeT MHPOPMALMIO O COCTOSHUW JIBYX (DU3UYECKUX CETEBBLIX
unrepgeiicor: nposojiHoro eth0, 6ecriposoanoro ath0, a Tak:xe 0gHOIO
BUPTYJIBHOIO lo.

Juigs Toro  yrtoObl  nepenporpammupoBaTh  MAC-ajpec,
HEOOXOJIMMO BHaAyaje OTKIIOUMThL CETeBOH wuHTepdeiic oT creka
pOTOKOJIOB. Jlenaercs 31o ¢ nomoubio komas/ bl ifconfig eth() down

3areM BBOJMTCS KOMaHJHAs CTPOKA, M3MEHSIONIAs anmapaTHbIH

anpec ifconfig eth() hw ether 01:02:03:04:05:06



Haxonen, apanTtep BHOBb BCTPaMBACTCSI B CTEK CETEBBIX
npotokosioB ifconfig ethQ up

Beojg xomanny ifconfig eth(Q, nerpyjno ybenutbes, 94To ajupec
U3MEHEH, a UHTep(eic akTuBeH (up).

3anate wiau  u3MmeHuTh IP-anpec eme mnpomie. Jliasm  sToro

JA0CTATOYHO BBCCTHU KOMAaHY

ifconfig eth0 192.168.0.1 netmask 255.255.255.0

Ilpu ycranoBke wmnu cmene IP-anpecoB oTkimodaTs W 3aTeM
BKJIIOUAThL UHTEp(elc He TpedyeTrcs. Macky ceTh MOXKHO OIYCTHThL, U
OHa OyzeT BBeJEHA 10 YMOJYaHWIO (MpejrnoiaracTcsi, 4To 3TO CEeTh
kinacca C).

Ipn HeoOXoaumoOCTH OJHOMY (DU3UYECKOMY aaanTepy MOMKHO
[IOCTaBUTHh B COOTBETCTBUE HECKOJBKO [P-anpecoB (CKOJbKO MMEHHO —
BBIAICHUTL HE yJaajoch). Jlemaercs 310 ¢ momouipio oo u3 AByx

koMan: ifconfig eth0:1 192.168.0.2 ifconfig eth0 add 192.168.0.2

Takum o00pa3zoM, Ha OJHOM KOMIIBIOTEpPE MOXHO CO34aTh
HEOOJIBIIYIO BUPTYyallbHYIO ceTh. Hanpumep, ncnonn3ys aBa aapeca s
ceTeBoro 0OMEHa, MOXKHO UMHUTUPOBATH TpauK, a C TPEThEro ajapeca
3aIlyCTUTh aHAJIM3aTOp MAKETOB JJIsl IepexBara Tpaduka.

Cnenyer oopatuth BHuManue Ha uaaukatropel UP 1 RUNNING ,
KOTOpBIE OTOOPAKAIOT COCTOSIHME CeTeBOro uHTepdeiica. Muaukarop
UP osnauaer, yto amanrep paboTaer B CTEKE CETEBBIX IMPOTOKOJIOB B
cocrase kommbrorepa. HMuaukarop RUNNING ykaspiBaeT Ha

IMOAKIIFOYCHUC K CCTH MU PCKHM CCTCBOI'O oomeHa. Ecimm wm3Bieun u3



anganrepa cereBoi kabenp, TO Haanuch RUNNING He Oygaer
0TOOpa)KATHCS.

Jis Toro 4ToObl caenaTh y3€1 HEJINOCTYIMHBIM U OTHOCHTEIHLHO
HeBuaumbiM B JIBC, MoxHo otkitounth ARP-otknuk. Jlemaercst 3To ¢

noMouisto koman bl ifconfig ethQ -arp

Ilocne 3TOro BCsKOE ydacTHe KOMIIBIOTEpa B CETEBOM OOMEHE
CTAHOBUTCSI HEBO3MOXKHBIM. lIpennonaraercs, 4to KOMIBIOTEp CTaHET
HEBUJIMMbBIM M3 JIOKaJbHOM CETH, MOCKOJbKY He OyJeT oTBeuaTh Ha
IPOTOKOJILHBIE 3alpOChl O COOTBETCTBMM ajpecoB. Ho kommbroTep
MOXET OBbITh (PU3MYECKU TOJKIIIOUEH K CETH W IIPU ITOM HE MMETh
ycTaHoBJieHHOro [P-anpeca.

Okcrtyatauust  O6ecnipoBoaHblx  cetedr  Wi-Fi Bei3Bana
HEOOXOJMMOCTh B €IIC OJIHOM yTHJIMTE, NOJNyYyuBLICH Ha3BaHUE
iwconfig ¢ 1OMOIIBIO HTOM YTWIMTHI TPOMU3BOAMTCS YCTaHOBKA
HEO0OXOJUMBIX TTapaMeTPOB.

Hexoropeie O6ecnipoBojiHbIE aganTepbl MO3BOJISIOT IPOU3BOIUTE
KOH(QUI'ypallMl0 HECKOJbKUX BUPTYaJIbHBIX HHTEp(eiicoB Ha 0ase
OJIHOTO (PU3MYECKOTO ycTpoicTBa. Tak, ¢ MOMOIILIO OJHOW KOMAaH/b
MOKHO OMYJIMPOBATH HECKOJIBKO OECIPOBOJIHBIX YCTPOUCTB Pa3IMUHOIO

ThMa Ha 0aze 0AHOTO ceTeBoro aganrepa wifil.

wlanconfig ath create wlandev wifi0) wlanmode

<virt_dev>

Buptyanbnuble ajgantepbl MOryT paboTaTh B PEXKHUME TOYKH

nocryna (AP - access point), cereBoro ajanrtepa B 0JIHOPAHIOBOM CETH



(adhoc), MonuTopa (monitor) u jp. OHAKO OJHOBPEMEHHO 3aCTABIISATh
paboTtath OAMH (U3MYECKUN pajuoIepelaTduK B HECOBMECTHUMBIX
pexumax Hejb3sA. Tak, HEBO3MOXKHO OJIHOBPEMEHHO HMYJIMPOBAThH

paboTy TOUKHM JlIoCcTyIa U 00bIYHOM Touku ad-hoc.

1.2 Pa3Benka cetu

IIpexae yueM OoTnpaBuTh COOOIIECHUE, YCTAHOBUThH CEAHC CBSI3H,
TpeOyeTcsl y3HaTh CETEBOM ajpec aboHeHTa, YOeAUTLCS B HAJUYUU U
AKTUBHOCTU CETEBOI0 y3JIa U HY)KHOM CETEBOM CIyxObI. JIJ1s1 moyyueHus
TOM MH(pOpPMALMK HAMKMCAHO U YCHOJb3YeTCss MHOXKECTBO YTHUINT. B
HEKOTOPBIX CIy4Yasx MOJydeHHe MH(OpMaAlKMU O JOCTYIMHOCTU CETEH,
Y3JI0B M MPOTOKOJIOB TPAHCIIOPTHOTO YPOBHS SBJISIETCSA TIPEIOJUEH K
CETEBOM aTrake.

Haubonee mnpocras u u3BecTHas KOMaHJAa Ping MCIOJIb3YET
CIIELMAJIbHBIM MPOTOKOJI ICMP M CIYXHUT JUISI 30HIAPOBAHUS DXO-
3a0pocaMM  CETEBBIX Y3JIOB JUIS YCTAHOBJICHUSI HMX HaJIW4us M

JIOCTYITHOCTH.

ping <mapameTrpbl> <ajJpec_XocTa> <HOMep mnopra>

<mapamerpbl> (B 3aBucumoctd oT TMna OC  moryr
UCII0JIb30BATHCS UHBIE CUMBOJIBI):

-1 count munu -¢ count — oTnpaBKa yka3zaHHOTO YHCjIa IAKETOB.
[To ymonuanwmto (B 3aBucumoct oT Bepcun OC) rmocelnaercs 1ubo oauH
naker, JMOO OeckOHEYHasi cepusli MaKETOB C MHTEPBAJIOM B OJHY

cekyHny. HenpepoisHas otnipaska npepoiBaetcs Haxatrnem Ctrl — C,
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-s count_byte — obwee konuuecTso OalWTOB B icmp-lakeTe ¢
5X03aMpoCcCoOM (JUIMHA 3arojioBKa iemp-nakera — 8 0aiToB),

-i timeout — BpeMEHHOW WMHTEpPBaj B CJICJJOBAHUUA IIAKETOB B
CeKyHaax, -f — HampaBJIeHME MaKeTOB C MaKCHMaJIbHO BO3MOKHOM
CKOPOCTBIO (TOJBKO C

1paBamu root),

<ajapec_xocra> — jjoMeHHOe umsa wiM [P — axgpec nenesoro
KOMIIbIOTEpa, <HOMEpP IOopTa> — HOMEpP, 3aKPEIJICHHBLIA 3a CETEBOM
CIry>kOOM, 3amyleHHOM Ha YIAJeHHOM KOMIIbIOTepe (CMOTpH  (aiin

/etc/services).
Hanpumep, komanjia

ping —c 3 -1 5 192.168.1.2 21

HampasJigseT 3 CTaHJAPTHBIX icmp-TakeTa ¢ MSTUCEKYHIHBIM
uHTepBaaom B aapec FTP-cepsepa (mopr 21) na ysne ¢ IP-agpecom
192.168.1.2.

YTUMTa BBIBOJUT JI@aHHBIE TIOCTPOYHO B CICAYIOIIEM IOPSJIKE:
guciio OaiToB B npuHATOM nakete, IP-agpec wuccnemyemoro ysima,
MOPSIIKOBBIA  HOMED TIAKETa, CUETUYMK (OKM3HM» TIaKeTa W BpEMs
BO3Bpara.

bonee cinoXHBIM MHCTPYMEHTOM JIJISl CETEBOM pa3sBEAKM SIBIIAECTCA
yruaura nmap (netmap — xapra cetu). OHa HCHOJL3YET JEBAThH
pasiMYHBIX  BHUJOB CKaHUPOBAHUS  CETEBBIX y3JI0B. [IpUHIMAILI
CKaHMPOBAHHWA OCHOBAHBI HA IEpelaye B aJpec MHTEPECYIOLIEro y3Jja

CCTCBLIX ITIAKCTOB C OIPCACICHHbBIM «HAIIOJIHEHUCM» MW aHaJlu30M
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OTKJIMKA. 1Ipy 3TOM MCIONB3yIOTCS OCOOEHHOCTH B peaju3aluyd cTeka
npotokosioB TCP/IP, npucyiine u3BeCTHBIM ONEpPaliMOHHBIM CUCTEMAM
M CETEBBIM cllykOaM. Hampasisiemble NakeTbl MOTYT UMUTHPOBATh
[IPOLECC YCTAHOBJICHUS WJIA 3aBEPIICHUs CE€aHca, HallpaBJICHUE
JieUTarpaMmbl, Pa3JIMuHbIC OIIUOOYHBIE CUTYALIUK U JIP.

KOMaH)Ia JJIs1 CETCBOI'O CKAHUPOBAHMSA BBITJIAAUT TaK:

nmap <THIl_CKAHHMPOBAHUS> <mapamMeTpbl> <CHHUCOK Y3JI0B

WJIU ceTeir™>

<THUIl_CKAHHUPOBAHUS>
-sT — o00byHOe TCP-ckanupoBaHue C yCTaHOBJICHUEM
coeauHeHus. Mcnonb3yercss Mo yMOJIYaHUIO U MOXKET 3aIlyCKaThCsl

OOBIYHBIM T10JI30BATEIIEM,
-sP — o0b1uHOE ping-cKaHUpOBaAHUE,

-sS  — TCP-ckanupoBanue ¢ nomouibio coodmenuii SYN.
Yrunura unuuuupyer ycranosienue TCP—ceanca, otnpasiisisi B aapec
y3€I:IOPT IIEPBBIA MAaKeT ¢ ycTaHoBJeHHbIM Outom SYN. Ajpecar
OTBEYACT MakeToM ¢ ycraHoBjeHHbIMU Outamu SYN u ACK, yem
o0o03HauaeT cebs. Ho BMecTo cornacusi Ha yCTaHOBJICHHE COCIMHEHMS
YTUJIMTA TOCHUIAET TAKeT ¢ YyCTaHOBJIEHHBIM OutoM RST, yewm
paspeiBaet coeauHenue. CuuTaeTcs  HaWJIy4dIIMM W3 METOJIOB
TCPckannpoBaHnus,

-sU — UDP-ckanupoBanue, npu KOTOPOM B aApec KaXKaoro

nopra Hanpasiisiercsa nmycrod UDP—naker. Ecim nopt 3akpeIT, aapecat

11



OTIPABJISICT KIMEHTY MaKeT ¢ ycraHoBjeHHbIM OuTtom RST. Eciau nopr
OTKPBIT, OH IIPUHUMAET TakeT 0€3 OTBETA,

-sF —  FIN-ckanuposanue.  HampaBiseTcs — rmaker,
CUTHAJIM3UPYIOWUH 0 pa3zpeise coequuenus TCP (koTopoe elie He ObLIO
YCTAaHOBJICHO). Eciin ykazaHHBIA TOPT 3aKphIT, CHUCTEMa OTBEYAET
IIAKETOM C YCTaHOBJIEHHbIM OuToM RST, ecnu OoTKpeIT — maker He
Harnpagsiercs (kpome OC Windows*),

-sN — HyJnb-ckaHupoBanue. Hanpasnsiercs maker, B KOTOPOM He
YCTAHOBJICHO HU OJHOro OuToBoro ¢gara. Pesynprar ananornued FIN-

CKaHHUPOBAHHIO.

<napameTpbr>

-0  — pexum M3y4YeHMUS OTKJIMKOB JUIS ONpEJACNICHUs THIIA
yJIAJEHHOM orepaiimoHHON cuctembl. bonbmmuctso OC  obOmagaror
cBOEH crnenu(puKoid Npu ympaBJIeHUM CETEBBIMH MPOTOKOJIAMHU. J[is
ycranosiyieHus tuna OC nporpaMmMa nochbiiaeT onpeeaeHHbBIC TaKeThl B
aJpeca KOHKPETHBIX MOPTOB U (PUKCUPYET peaKIMIO HA HUX,

-p <AuMama3oH> — JMana3oH IOpPTOB, KOTOphIE OyayT
CKaHMPOBATHCA (YKa3bIBAIOTCS YEPe3 3arsTyI0 Win Aehuc),

-V (—VV) — pexXuM BbIBOJIa TOAPOOHOI HH(BOpMALIH,

-T <umcno> — temn ckaHupoBaHusi OT «0» — OoUeHb MEIIEHHO
(OIMH MaKeT B IATHh CEKYyHJ) A0 «5» — MakCuMajabHO OBICTPO (0JMH

naker 3a 0.3 cexyH/ibl).

<CIIHCOK Y3J10B UJIH cerei>
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JloMeHHbIE WMEHA B CIIMCKE YKa3bIBAlOTCS 4Yepe3 3alsiTylo.
Jlnanazon IP— agpecoB ykasblBaeTcs B BUJE HOMEpPA CETH U CETEBOMU
macku, Hanpumep 192.168.1.00/24. Jlro6oe 4uciio MOXKHO 3aMEHUTH
CUMBOJIOM 3Be3104Kd *. JluamasoH ajpecoB B Jii0OOM M3 OKTETOB
MOYKHO YKa3blBaTh B BUJEC HAYAJIBHOIO MU KOHEUHOI'O 3HAUEHUS, uepes
neduc, Hanpumep 1-24. Hakonen, Hy>KHbIC YUCIOBBLIC 3HAYEHUS MOYKHO
yKasaTb yepes 3arsiTyto, 0e3 npobesa, Hanpumep

192.168.2.3,7,17,24.

1.3 IlepexBat u aHanu3 ceTeBoro Tpaduka

Yrunura tepdump sABJIETCS MOIIHEUIIMM CPEJICTBOM TepexBaTa
M aHajm3a cereBoro Ttpaduka. OTa yHUBEpCajdbHas YTHIIUTA IS
[IPOCIHYyLIMBAHUA  MOHOKaHajga IMPUCYTCTBYET IOYTHU BO  BCEX
auctpuOytuBax Linux, a s ee 3amycka HEOOXOJMMBI IpaBa
cyneprniojb3osarens. KomaHna aBTOMAaTUYECKW TIEPEBOJMT CETEBOM
azarrep B peXKUM 3aXBaTa BCEX NAKETOB B MOHOKaHaJje, HO oToOpaXkaeT

TOJIBKO OT(l)I/IHI)TpOBaHHBIG ITaKEThI.

tcpdump <nmapamerpbi> <napamMerpbl_(uabTpanmm>

YTUIUTY MOXHO 3amyCcTUTh 0€3 apryMeHTOB C ITOMOIIBIO
OJIHOMMEHHOM KOMaHJpl. B aTOom cityyae oauH (MM €IMHCTBEHHBIN)
ceTeBOM MHTEep(deic NMepeBOAUTCS B PEXHUM OCCHOPSI0YHOr0 3axBara
[IAKETOB, a TEKCTOBas MH(OpMalMs O 3arojoBKax IepexBauyeHHbLIX
IIAKETOB BBIBOJUTCSA HA dKpaH. JTO HE OYEHb YJOOHO, TaK KakK MPUXOJL

KaXKA0I'o0 HOBOI'O MaKETa COIMPOBOXKAACTCA, KAK MUHUMYM, OJIHOM HOBOM
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CTPOKOM, a MpU UX OOMJIMM NMPOAYKTUBHOE UTEHHUE W aHaNU3 Tpaduka
CTAHOBSITCSI HEBO3MOKHBIMH.

YTunura odyeHb Oorara BO3MOXKHOCTSIMHM, U B €€ KOMaHJIHOU
CTPOKE MPEAYCMOTPEHO HECKOJILKO JIECATKOB MapamMeTpoB. PaccMorpum
Han0oJIee BaXKHbIE U3 HUX.

1.  C nomomplo napamerpa -w <ums_paiijia> Mpou3BOUTCS
3anuch nepexBadyeHHod nHpopmanuu B (aits crenuanabHoro (Gopmara.
[IpounTaTs Takoil (ailyi ¢ BBIBOJOM HH(pOpPMAIMKU Ha KpaH MOKHO
TOJBKO € mnoMouplo tepdump, 3amaB s 3TOr0  aprymMeHT -r
<ums_(paiina>. B to e BpemMs oTQUILTPOBAHHBIC YTHIMTOW JAaHHbBIC
MOXHO COXpPaHUTb B OOBIYHOM TEKCTOBOM (alije, HUCIOoJIb3ys

IIEpEHAINpPaBJICHUE BbIBOJAA «>».

2. Ilo yMonuaHuio B Ka)XJOM IIaKeTe 3axBaTBIBACTCS JJIs
aHanmza 68 OaiiToB. [louemy BbIOpaHO MMEHHO 3TO YHCII0? 3aroJjioBOK
KaHaJLHOIO YPOBHSI

(Ethernet—kanp) cocrout u3z 14 6aiiToB. MuHUMaNbHBIC pa3MephI
3aroqioBkoB IP u TCP mnaketroB cocrasisitor no 20 Oaitos. Eme 14
O0alTOB OTBOAMTCS JUIsl PAClO3HABAHMSI MHKAINCYJIUPOBAHHOIO TaKeTa
NIPUKIATHOTO YpOoBHs. JUJIsl SBHOTO 3aJjaHusl JJTMHBI «OTPE3aeMOM» JJIs
aHaju3a 4YacTM mnakera B OalTax  CIy»XUT  apryMeHT  -S
<JJIMHa_makera>. B ciaydae HEOOXOJAMMOCTHU TiepexBaTa BCEro Mmakera
(3TO  MOXeT mocAraTh Ha KOH(PUACHIMANIBHOCTL TIEpe/laBacMbIX
nanHeix!) ero jumHa 3ajgaercss paBHor 1514 OaiitoB (14 0OaiiToB
3aronoBka kajapa Ethernet + 1500 GaiiToB kax mMakcUMaJlbHBIN pasmep

BJIOKMMOTI'O Kajpa).
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3. Uucno nepexBavyeHHbIX MAKETOB MOXXHO OIPaHUYUTDL ITyTEM
3alaHMsl apryMeHTa  -¢ <4McJ0_IAaKeTOB> C 3aBepiieHueM padoThl
I10CJIE BBIMOJHEHUS 3a/JaHMS.

4. Ilpu HanMuMM B COCTaBE KOMIIbIOTEpA HECKOJILKUX CETEBBIX
UHTEP(PENCOB apryMeHT -i <uHTep(eiic> M03BOISICT ONPEAETUTH THUII
ceTeBoro ajanrepa (Hanpumep, —i ethl) uwnu moxema (—i pppl), ¢
IIOMOIIBY0  KOTOPOrO  MOPOU3BOJUTCS  IEpexBaT IakeToB. LEciu
pusznueckue uHTEpderchl OyayT 3aHATHI B CETEBOM OOMEHE, IS
nepexsaTta JaHHBIX MOYHO 3aJ€HCTBOBATH JIOTMYECKUH HHTEpdeiic
oOpatHo# nietiu lo.

5. 1lo yMoOm4aHuIO 3aroJIOBOK KaHAJIBHOTO YpPOBHS  HE
NepexBaTbiBaeTCsad, U BHEIHUM sBasgercss [P-maker. Jlns mepexsara
sarojoBka kajapa FEthernet ¢ MAC-agpecamu nepenaryuka WU
IIPUEMHUKA HEOOXOAMMO yKa3aTh MapameTp -e.

6. Jlna BeIBOma Oojsee MOAPOOHOM TEKCTOBOM WHGpOpMAIMU
MOHO BOCIIOJIb30BATbCSl APrYMEHTAMMU -V, -VV, -vvv. CTaHaapTHBIHA
(popMaT TEKCTOBOM CTPOKM aHAIU3aTOpa MOXKET BKIIIOUYATH CJIELYIOIIME
IOJIS

*  OTMETKY BPEMEHM IlIepexBaTra, B KOTOPOH Tpu mapbl 1udp,
pas/elleHHbIX JBOCTOYMAMU, YKA3bIBAOT YaChl, MUHYTBI M CEKYHJbI, a
NOCJIeIHME WECTh HUPP — APOOHYIO YACTh CEKYH/IbI,

*  JIOMeHHO€ uMs uiu [P—anpec xocta—oTnpaBurens,

*  HOMEp MopTa nojyyarelis,
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¢ 0003HAYEHHUE YCTAHOBJIEHHBIX OUTOBLIX (Quaros TCP-—
3arojiOBKa, KOTOpbIE HECYT MH(popmauvio o0 3Tarne B yCTaHOBJIEHWUU
ceaHca,

°  HayaJbHbIM M KOHEYHBIA (Yepe3 JABOETOYME) MOPSIIKOBLIE
Homepa TCP— cermenra, a taxkxe (B CKOOKax) — YHCIIO NEpeJaHHBIX
Oait, pazmep TCP—okHa B O6aliTax.

7. Jlnga otoOpa)xeHus 3arojoBKOB M COJEPKUMOI0 IAKETOB B
IECTHAAUATCPUYHOM KOZE CIIy)Kar aprymeHtol -X (—xx). Ecmu
BO3HUKAET IOTPEOHOCTh B OTOOpPAXXEHMHM COJCPIKUMOr0 IaKETOB B
mecrHaguarepuyabix U ASCIl— Komax, MOXKHO BOCIOJIb30BATHCH

aprymeHrom —X.

<napamMeTpbl (puiabTpanuu>  UCHOJL3YIOT  HECKOJILKO

KJITOYEBBIX CJIOB:

*  npoTtokon (proto) — yka3bIBaeT, KakWe HMMEHHO I1aKeThl
nojuexar nepexsary. Cpeau 4acTo MCIOJb3yEeMbIX MOYKHO YKa3bIBATh
KJIroueBkie ciosa: ether, ip, arp, rarp, tep, udp, icmp, ip6,

*  HalpaBJICHHE — YKa3blBACT MCTOYHMKH W IOJydaTesei
COOOIIICHUH: Sre

(source — ucrounuk), dst (destination — mosydaresnb) WM HMX
xkoMOuHauu: src or dst unu src and dst,

*  00BEKTHI NPOCTYIIUBAHUS, K KOTOPBIM MOI'YT OTHOCUThLCS

host (Homep wmm wMs) — ceTeBOM y3e, SIBISIOIIMIACS

MCTOYHUKOM WJIM TOJTydaTesieM COOOIICHHUIH,

net (cereBasi 4HacCTh ajpeca) — JIOKajabHasl CeTh UM €€ YacTh,
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port — HOMEp WM CHUMBOJIMYECKOE O003HAUECHHUE CITYIKOBI,
yKa3aHHOU B Tabnuile /etc/services.

B mnapameTpsl (uiIbTpalMM MOTYT BXOJUTb MaTEMaTHUCCKUE
Belpakenus. Hanpumep, ‘ip[6:2] & OxIFFF == 0’ ycioBus
(UABTPALIMM BBINOJIHAIOTCS, €CIU PE3yIbTaT MOOUTOBOrO JOTMYECKOro
YMHOXeHUs 6-10 M 7-ro 0aitoB 3aroJioBka nakera ¢ mackoir Ox1FFF
paBeH Hyro. KiroueBble cil0Ba M MaTeMaTUUYECKUE BBIPAKEHUS MOTYT

O0BEAUHSATHCS C UCTIIOJIL30BAHUEM JIOTMYECKUX YCIIOBUI: not, and u or.
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BoinosHenue padornbl

1. MHM3yuure  TeopeTmyeckuil  MaTepual,  M3IOKEHHBLIA B
METOJMYECKUX YKA3AHUSX.

2. 3aperucTpupyurech B CUCTEME B MEPBOM KOHCOJHU C IpaBaMu
aIMUHUCTpaTOpa.

3. 3apeructpupydrecb BO BTOPOH KOHCOJIM C  IIpaBaMu
I10JIb30BATEJIS.

4. W3 xoHCONMM aJMUHUCTpATOPA C OMOIIIBLIO KoMaH/ibl ifconfig -
a BBIBCIUTE HA DKpaH JaHHbIE O TEKYIIEM COCTOSHMM BCEX CETEBBIX
unTepeiicoB kommbtoTepa. Kakyio wuHpoOpManuio U3 MIPOYUTAHHOTO
BBIBOJIA Bbl U3BJICKIN? 3allOMHHUTE, KaKk 0003HavyaeTrcss ocHoBHOM Ethernet-
ananrep (oH Moxer obOo3zHayatbes eth(, ethl, eth2), u B panbueinem
MCIIOJIb3YHTE B CETEBBIX KOMaHAax 3TO UMsl. Jlajee B Tekcre 3ajaHusi OH
yromuHaercs kaxk eth(.

5.  BrBenute nHpopManmio 0 CETEBBIX UHTEP(EHcax ¢ MOMOIIbIO
KOMaH/Jbl netstat —ai, CpaBHUTE BO3MOXXHOCTHM JIBYX HCHOJIb30BAHHBIX
YTHJIUT.

6. AKTHUBHU3MPYWTE OTKJIOUYECHHYIO [0 YMOJYAHUIO CETEBYIO
cinyx0y telnet server. /lns storo 3amyctute Midnight Commander,
HalauTe KoH(purypaiuoHuslid (Qaitn /etc/inetd.conf u B pexume
penaktuposanus (F4) ynamure cumBOJl KOMMEHTapust # Tiepes CTPOKOM
telnet stream tcp nowait, nociie 4ero coxpaHure usmMeHeHus: B (aiine.

Ecnu B cucreme ncnolibdyercs 1eMoH Xinetd, To akTHBU3alMs MTPOTOKOJIA
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IPOM3BOJAUTCA B KOH(UrypauuoHHOM (paiine /ete/xinet.d/telnet, crpoxa
disable = no. 3arem cienyer nepe3amycTuTh CUCTEMY.

7. Komannout ps—ef | more

BLIBEJIUTE CIIMCOK IPOLIECCOB M yOEIUTECh, YTO CETEBOM HPOIIECC
inetd paboraer. Mnaue ero Hy>KHO 3aITyCTUTh BPYUYHYIO KOMaH0# inetd.
Ecmn nccnenyemas sBepeuss OC He coaepxut ceppepa telnet (o mpuymne
€ro SIBHOM YA3BMMOCTM HEKOTOpBIE BepcuM Linux He mpeaycMaTpHuBaioT
MCIIONIB30BAHUS HTOTO IPOTOKOJIA), COOTBETCTBYIOIIME MYHKTHI 3ajaHus
BBIMIOJIHUTE C 3allMIIEHHOM IporpamMmMHoii o0onoukoii Secure Shell
(SSH).

8. Otximouure cereBoit amantep komanjout ifconfig eth0 down
(cM. cripaBKy IO ceTeBbIM KOMaHjiaM). [Tpucsoiite cereBomy uHTepdeiicy
BpeMeHHbIE MAC-anpec A0:B1:C2:D3:E4:N, roe N — aBy3HauyHbIi
HOMEp KOMIIbIOTEpa B Kjacce (nmpu ucnojibzoBanuu B JIBC oauHakoBbIX
arnrapaTHeIX WM CETEBBIX aJPECOB BO3MOXKHBI Koymu3uu). Iloakmrounre
azanTep K cetu. YOenurech B TOM, UTO €ro anmnapaTHbIN aapec n3MEHEH.

9. HasnaubTe OCHOBHOMY CETEBOMY HHTep(eicy KoMIbloTepa
BpeMeHHblid [Panpec u macky noaceru. J11s 5Toro BBEAMTE KOMaH1y

ifconfig eth0 192.168.0.N netmask 255.255.255.0 , riue N — Homep
xomnbroTepa. IloBropHeiM BBOJOM KoMmauibl ifconfig eth0) yOGenurecs B
TOM, 4TO 3alMCh BBEJACHHOW MH(popmManuu npousseneHa. [IpucBoeHHble

ceTeBbIe ajpeca OyayT JelCTBOBATh JI0 TIEpE3arpy3ku KOMITbIOTEpa.

10. IlpoBeppTe pabOTOCNIOCOOHOCTH TMETIM O0paTHOW  CBS3W,

[10CJIaB HAa CBOM K€ KOMITIbIOTED dX0-3anpoc ping 127.0.0.1. Yb6eaupmucs,
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4YTO OTKJIMKM IIOCTYIAIOT, OCTAaHOBUTE 30HJMpPOBAHUE KOMOMHALMEN
xiasuin Ctrl-C.

11. Ilpucpoiite cereBoMy ajgantepy JAONOJHUTEIbHBIN IP-anpec
192.168.0.20+N, rne N — Homep kommbrotepa. IIpoBepbTe NpoOxXOXKaEeHUE
ICMP-n1akeToB MEX Iy CETEBBIMU aIpECaMM Ha JIOKaJIbHOM KOMITHEOTEPE.

12. Opranusyiite ceanc telnet Ha CcOOCTBEHHOM KOMITBIOTEDE,
UCIIOJB3Ys Ul OTOro uHTepdeic oOpaTHOM METIM WIIM JTOTOJIHUTENLHBIN
[P-anpec. Jlnsa storo mepeamre B KOHCOJNbL TOJB30BaTElNs, HabepuTe
koMany telnet 127.0.0.1 (unm telnet localhost) 1 nocne coobiienus 00
YCHEIHOM COeJMHenuu BBeaure login M maposib  aaMUHUCTpATODA.
Ilouemy Bam ObuIO OTKazaHo B joctymne? Ilodemy coenmnenue OblIO
3aKpbITO?  MOXHO JM  CUMTaTh OSTH MeEpbl HAJACKHOW 3aIUTOM,
[peceKaronield Inepenady ornacHoM uH(OpMaluMu 10 KaHajly CBS3H B
OTKPBITOM BUJE?

13. Eme pa3 ycranosure ceaHc telnet uepe3 merimo oOpaTHOM
CBSI3Y, UCHOJIL3YsI HA TOT pa3 YUYETHYIO 3alUCh OOBIYHOTO T0JIL30BATES.
Ilocne ycraHOBIIEHUS ceaHca IPOCMOTPUTE CITUCOK KaTaJoroB U (paijioB B
HECKOJIbKUX JIUPEKTOPUSX, CHOUCOK MPOIECCOB M yOeauTech, 4YTO B
«YJIAJICHHOM» PEXHMME JOCTYIla Bbl MOXXETE BBIINOJHATH BCE KOMAaHIBI,
KOTOPBIE JIOCTYIIHBI I10JIb30BATENI0, 3APETUCTPUPOBAHHOMY Ha YIaJICHHOM
y3lIe.

14. Ilepeiinure B KOHCOJb aJIMUHHUCTpATOpa M C THOMOIILIO
KOMaHAbl W WiIM who 1mocMoTpuTe, CKOJILKO ceddac IMojan30BaTeieii B
CHUCTEME, KTO OHM U € KaKUX TEPMUHAIOB paboTaroT. OOpaTuTe BHUMAaHUE

Ha TO, Kak 0003HAYAIOTCS JIOKAILHBINA U YIaJIEHHBIA TEPMHUHAJIBI.
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15. C nmomouipto KoMaH/ibl netstat —a IPOKOHTPOJIUPYHTE CITMCOK
3aIly lIEHHBIX CEPBUCOB U UX coctosinue. Halipure ceanc telnet.

16. BepHurech B KOHCOJIb T0JIb30BATEN Sl U 3aBEPIIMTE JIOKATLHBIN
ceaHc telnet xomanmoi exit. [lomyunre coobiieHrne 0 3aKpLITUH CETEBOTO
coenuHeHus. [IposepbTe 3Ty MH(MOpPMAIIMIO C TOMOIIBIO KOMaH/IbI netstat.

17. IlonpoOyiiTe BOMTM Ha OJIMH W3 KOMIIBIOTEPOB CETH B CEaHCE
telnet (yuerHsble 3amMcH Mosb30BaTeNEH Ha BCEX KOMIIbIOTEpPAX JOJKHEI
OBITH OAMHAKOBBI). UTO MOTEHIIMATILHO OMACHOTO BBl MOXETE CJIEJaTh HA
yaaneHHoM komnbroTepe? [IpnobpeTure Ha yjaaJleHHOM XOCTe IpaBa root.
IIpoBepuB  CBOM  BO3MOXHOCTH MO  MaHUMNYJISIIUUA  yJAJICHHBIM
KOMIIBIOTEPOM, 3aBEPIIMTE CEAHC KOMaH/101 exit.

18. Tlockomnbky Ha BallleM KOMIIBLIOTEPE telnet-cepnep
aKTUBU3UPOBAH, OH TOXE MOXET CTarb OOBEKTOM  JOCTyIa.
Ileppuoauueckn ¢ nomouipld komMaHj netstat —a, ps —ef UIU W
npoBepsiTe, HE 3a(UKCUPOBAIU JIU OHU TOJIO3PUTEILHBIC COEIMHEHUS,
MIPOLIECCHI MU YJIAJICHHBIX T10JIb30BaTEIICH.

19. Boiaure Ha Npou3BOJIbHBIA y3es 1o npoTtokony Secure Shell
(xomanga ssh ¢ ykazanmem IP-agpeca xocra, nmocie 3amnpoca HeOOX0AUMO
BBECTU I1apoJb aaMuHUCTpaTopa). [IpoBepbTe CBOM BO3MOXKHOCTH I10
MAaHUITYJISILUNA Y AAJIEHHBIM KOMITBIOTEPOM.

20. C nomMOWIBIO KOMaHAbl arp —a IOCMOTPUTE TaOJMILy
COOTBETCTBUSI CETEBBIX W ammapaTHbIX ajipecoB. I'ne pacmonoxen ARP-
KD1II ¥ TI0YEMY OH celuac myct?

21. C noMolbl YTWIMTHI ping UCCAEAYHTE JIOKATbLHYIO CETh, K

KOTOpOﬁ [NOJKJIFOYCH  Balll  KOMIIBIOTCP B JIHAIIa30HEC apeCoB,
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UACHTUPUUMPYIOMIMX KOHKPETHBIA KOMIbIOTEp B cetr, or 1 g0 40
(192.168.0.1/40). OObsicHUTE, B Ye€M YS3BUMOCTH M HEYJ0OCTBO TaKOI'O
METO/Ia CKAaHUPOBAHUAL.

22. llposeppre,  OOHOBMJIACH  JIM  TMOCJIE€  CKAaHUPOBAHUS
auHamuueckas ARPrabnuua. Ecim  oHa  COACPXKHUT HYXKHYIO BaM
MHPOPMALIMIO O CETH, €€ MOKHO COXPaHMUTh B (paiijic KoMaHI0H arp —a >
/home/arpl (uepe3 HECKOJBKO MUHYT HMH(pOpPMAIUs O CETEBBIX Yy3Jax
OyZeT M3MEHEHa, W €CJIIM TOT WM WHOM CETeBOM Yy3el He MPOSBIISIET
AKTUBHOCTH, JaHHBIE O HEM B Kamie OyayT yTtpadeHbl). C IOMOIILIO
KOMaH bl

arp —s <IP-agpec> <MAC-agpec> co3jaiiTe CTaTUYECKYIO0 arp-
Tabyuily. BeISICHUTE MECTONO0MEHUE ATOU TaOIUIIBI.

23. O3HakoMbTECh € CHHTAaKCMCOM KOMaHAbl nmap (netmap —
Kapra cetr). C OMOIIBIO YTUIIMTHI NMap UCCIEIYHTE JIOKAILHYIO CETh, K
KOTOPOM NOAKIIIOYEH Ball KOMIBIOTEP. Ajipeca B JMana3oHE MOYKHO
BBOJIUTH C UCIIOJIB30BAaHUEM CHUMBOJIOB-J)KOKEPOB U depe3 Aeduc. UTo BB
MOXKETE CKa3aTh O MOJyYEHHOU uHpopManun?

24. Hccnenyite pasiauyHble BUJbI CKAHUPOBAHHUS C IOMOIIBIO
yTuauTel nmap. Ha stor pa3 B kadectBe 00beKkTa BBHIOCPUTE OJMH M3
KOMIIBIOTEPOB. THUIBI CKAHMPOBAHUS NIEPEUYMCIICHBI B CIIPABKE 110 KOMAaH/IE
nmap. Kakyro AONOJHUTENbHYIO HHOOPMALUIO O JIOKAJILHON CETH BEHI
nosyunnu? Kakum o0pazom 3Ta yTUIUTA ONpPEAeseT TUIl OlepaluoHHOM
CHUCTEMBI, YIPABJISIONICH CETEBBIM Y3J10M?

25. OTkirounTe OTBETHI CBOEro cereBoro ajantepa Ha ARP-

3arpoChl IPYrUX XOCTOB KOMaHAOH
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ifconfig eth(Q —arp

C nmomompro xkomanzsl ifconfig ethQ) yGenurech, uro Hacrpoiika
BBITIOJIHEHA.

26. Bppkaure HECKOJIbKO MHUHYT s cOpoca ARP-tabimn Ha
KOMITLIOTEPAX JIOKAJILHOM CETM M € OJIHOTO M3 KOMIIBIOTEPOB CETH C
MOMOIIBIO YTWJIMTBEI Pping mnocrapatech OOHAPYKUTH OTKIMK CBOErO
KOMITbIOTEPA. JIOCTATOYHO JIM HAAECKHO 3aIUIIACT KOMIILIOTED OT
CKaHMpOBaHUsl JaHHas Mepa? Hackonbko Hapymaercs IpU  OTOM
BO3MOXKHOCTL paboThl B ceTu? BximounTte arpoTkank komaujoi ifconfig
eth0 arp.

27. OTkarounTe ceTeBO MHTEpdeiic Ha CBOEM KOMIIbIOTEpE ¢
nomomipto  komanabl ifconfig eth0 down. IloBropure momneITkKy
0OHapyIKEHUsI CBOET0 KOMITLIOTEPA C OJIHOTO M3 COCCAHMX Y3JI0B. MoxkeTe
JM Bbl CaMHU IIPU DTOM MPOSIBISATH KaKYIO-IMOO CETEBYH) aKTHBHOCTL?
Caenaiite BbIBOJABL. BHOBbL BKJIIOUMTE CETEBOM agantep € IOMOIIBIO
xomanel ifconfig eth( up.

28. IlepeBenure ceTeBOM ajanTep CBOEro KOMIIBIOTEPA B PEKUM
nepexpaTa BCEeX MakeToB ¢ nomolbio komansl ifconfig eth0 promisc. C
nomoupro komansl ifconfig eth() yoeaurecs, yTo HacTpoiika BLIIOJIHEHA.
Ilpu  oTrom  cereBol  ajanTep  mpeBpamaercsi B YCTPOMCTBO
MOJICITy IIMBAHUS, HO OJHOBPEMEHHO OH CTAHOBUTCS OUCHb YSI3BUMBIM K
CETEBBIM aTakaM Ha 0TKa3 B 00CITYKMBAHUMU.

29. O3HAKOMBTECH C CUHTAaKCUCOM KOMaH/ bl tepdump.
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30. C nomoiupto yTuiauTsl tepdump mepexBaTtuTe W NpoUYUTANTE
CETEBBIC MAKETHI:

*  OTHPABJICHHBIC U3 OJIHOTO ONPEACICHHOTO ajpeca,

*  SBISIOIIMECS PE3YJIbTATOM CETEBOI0 OOMEHa MEXy JBYMs
XOCTaMH,

« rtonbko Ethernet n IP-3aronoBku maxkeToB, HampaBJICHHBLIX B
ajpec r000ro U3 KOMIIbIOTEPOB CETH,

« ceanchl telnet u ssh B yokansHoO# cetn, ICMP-3ampocsl B
aJipec Ballero xocra,

*  WHBIC IIAKETHI 10 YKA3aHUIO MPENoJaBaTesl.

31. 3anuimmuTe HECKOJBbKO NEPEXBAYEHHBIX MAaKETOB B haiin u
NPOCMOTPUTE WX B LIECTHagUATEPUUYHOM Kkoje. Hailnure xapakTepHbie
noJisi M MACHTU(UKATOPBI B 3arojioBKax KaHAJIBHOTO, CETEBOr0 U
TPAHCIIOPTHOIO ypoBHEW. Onpenenure anmaparHble W CETEBbIE ajpeca,
HOMEpa IIOPTOB, HWHBLIE XaPAKTEPHBIC MPU3HAKHU, HIACHTUPUIUPYIOIIUE
CETEBBIE TTPOTOKOJIBI.

32. BpracHuTe, MOXHO JM MCIOJbL30BaTh tecpdump Ha ceTeBOM
uHTEep(eiice, 3a KOTOPLIM HE 3aKkperuieH Hu oauH IP-anpec.

33. Hcnonw3yst BUpTyaJdbHbIE CETEBBIC ajpeca Ha JIOKAJILHOM
KOMITIBIOTEPE, OPraHU3yWTE CEAHC CETEBOTO KOMUPOBAHUS M KaHa
HaOmoieHns 3a HuM. Jlig aToro notpedyercs paboTa ¢ TpeX KOHCONEH ¢
IpaBaMy aJIMUHUCTPATOpPA.

34. B mepBoil KOHCOJIM MOArOTOBLTE (HO TIOKa He BBOJUTE!)
KOMaHay sl KOIUpOBaHus (repeaun) HeOObIIOro TEKCTOBOro (Qaiia,

HarpuMmep (aina mapoJei:
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cat /etc/passwd | nc —w 2 192.168.0.22 3333

35. Bo BTOpO# KOHCOAM MOJAIOTOBLTE KOMaHAy JUis IpueMa
konupyemoro (aiina: ne —1 —p 3333 > /home/password1

36. B Tperheil KOHCONM IOATOTOBLTE KOMAHJYy JUJIs IIepexsara
KOMMUPYyeMOU uH(popmanuun:

tecpdump —i lo —xx —vv —s 100 > /home/password2 37. Ilocne
IPOBEPKH CHUHTAKCHMCA KOMaHJ INPOU3BEAUTE UX I[OOYEPEHBIM 3amycK:
BHavasie tecpdump u3 TpeTbel KOHCOJM, 3aTEM KOMaHJy IpHeMa JaHHbIX
13 BTOPOM KOHCOJIA U, HAKOHEL, KOMaHJly nepenadyn gaHHbix. Jloxxaurecs
3aBEPLICHUS KOMaHJ B IIEPBOM U BTOPON KOHCOJISAX M 3aTeM KOMOMWHAIMEH

knasu Ctrl+C ocranosure ceanc npociymuBanus tepdump.

38. C mnomompro koMmManasl cat wumm  meedit npocmorpure
pe3yJibTaThl KONMpoBaHus M nepexsara. OOparure BHUMAHKE HA TO, YTO
tecpdump niepexBaTuil, 10 MEHBIIEH MEPE, CEMb MTAKETOB, U3 KOTOPBIX TPU
NEPBLIX W TPU IMOCICAHUX MpEJHA3HAYAIUCH JIJI1  YCTAHOBJICHUS U
s3asepuieHuss  TCP-ceanca. Ilo oroii  npuumbe OonbHIoON  00BEM
KOITUPYEMBIX JIAHHBIX JIOJDKEH NPEACTaBISIThH COO0M OJMH HENpPEpPLIBHLIN
noTOK. [l 9TOro pexkoMEeHIyeTcsi MCIOJIb30BaTh YTHUIUTY OJO0YHOIO
korupoBanus dd wmm ytunuty tar (cM. CnpaBoyHMK 1O KOMaHam
Linux). CpaBHuTe Mexay coO0H COJAEPNKMMOE CKOIMUPOBAHHOIO U
nepexBayeHHoro (haios.

39. Ha nByx npowusBoibHO BbIOpaHHBIX KomibioTepax B JIBC ¢
MOHOKAHAQJIOM IPOU3BEINUTE KONMMPOBAHUE OOJBIIOr0 MacCHMBa JIAHHBIX.
IIpensapurenbHO peKOMEHYETCsl TIPOU3BECTH KOHTPOJIb YCTAHOBJIEHHBIX

0 YMOJYAHUIO MApaMETPOB (PUKCUPOBAHHOIO JKECTKOrO0 Jucka. B
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orHomennn HDD ¢ IDEunTepdericom Juist 3TOro peKkoMeHyeTcs
UCIIOJIb30BaTh Komanay hdparm. Jlnga xpoHomeTpaxa mpoueaypsl
KOIMMUPOBAHUS PEKOMEHAYETCS BBIIOJIHUTHL COBMECTHO C YTHJIMTONM time.
Eciu  pesynbraTel KONMPOBAHMs HEKyJia 3alMChiBaTh, MEPEHAIPABLTE
BBIBOJI B HYJIEBOE YCTPOUCTBO.

40. Ha nepBoM KOMIBIOTEPE CIEAYET 3aIMyCTUTh KOMAaHIy

time dd if=/dev/hda count=10000|nc —-w 2 192.168.0.22 3333

41. Ha BTOpOM KOMIIBIOTEpE CHEAYET 3aMyCTUTh KOMaHIy time nc
—1 —p 3333 | dd of=/dev/null

42. Ha mo00M M3 KOMIIBIOTEPOB JUIs KOHTPOJIS 3aIlyCTUTE
nporpammy tepdump. tepdump —i lo —xx —vv —¢ 10 —s 100 > /home/hda

43. OueHuTe CKOPOCTh KOIMMMPOBAHUS.

44. Bemmonnure (ailyioBoe KOMUPOBaHKWE C MOMOIIBIO KOMaHJ tar
1 nc. Komanpa tar ucnonb3yercss i CO3/1aHMsS B KadecTBE OOBEKTA

KOITMPOBAHUsS OJIHOIO OOJBIIOrO (31€Ch YMECTHEE CKa3aTh — JJIMHHOIO)

¢aiina. tar —czvf /home | nc —w 2 192.168.0.22 3333
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KonTpoJibHbIe BOpockI

1. Kak 3akpenuTs 3a OJIHUM CETEBBIM aJalTEPOM HECKOJILKO [P—
aJipecoB?

2. Kak nporpaMmMHbBIM IyTEM M3MEHUTH allapaTHbId ajpec
CETEBOM KapThI?

3. MoxHo sm nepexsarbiBath Tpaduk 03 ycraHoBiaeHHOro IP—
anpeca?

4. Jlns uero Hy»HO OTKIt04YaTh ARP—oTKImMK?

5. I'me naxomurcs ARP—xom? Kak ponro xpassrcs B HeM
JaHHbIC?

6. llepeuncnure u3BecTHbIE BaM BUJIbI CETEBOIO0 CKAHUPOBAHMSI.

7. 3anummre KOMaHAy ~IepexBaTa  IIeCTH  icmp—IaKeToB,
uexosmx u3 ysina ¢ [P—agpecom 192.168.0.3 .

8. Kak nponsBoaUTCS CETEBOE KOMUPOBAHUE JAHHBIX?
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